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RX27x1) TSIP(Trusted Secure IP)E ¥ 2 —)L Firmware Integration Technology

le

rx72n_ek_tsip_aes_samp | RX72N B AESEEE O x4 +

1o xXXXZIE, HAR—FLTWS RXTIL—TENAYVET,

*2 bbb IZ1E, H R—FLTWAR—FEAAYET, &% Update D IF £ LT USB & UART ZHAELT
WET A, USB #HHR— kL TLEL MCU DIFBE. UART D&Y HR— b LET, UART DHYHR—
FLTWA TR Y RZIE, _secure_boot & U _user_program DHEIIZ_sci HEA Y ET,

RSK : rsk (UART D& HHR— b : rsk(_tsip)_sci)
MCB : mcb (UART D& H7R— bk : mcb(_tsip)_sci)

Envision Kit : ek

r tsip rx v.1.24.zip ZBE L= 4 ILFIZIE. ULTOR13DIT7AILAEENET,

x1-3 T7AIER

T7AIIT 1LY LU (KF)E NE
r_config TSIP FSA4MaY 745774 THILE
| r_tsip_rx_config.h TSIP RSANRAY T4 T T7AI(T T4 FRTE)
r_tsip_rx TSIP K5 4 /X FIT Module 7 # LA
src TSIP KSA4N\Y—Ra—KI7#4ILE
targets YA aAVEBRERSO IO S La— PRI ALY
FIL—T4 *1 TSIP/TSIP-Lite K5 A /N7 4L
T7IVEBICTHILINFEELET,
r_tsip_rx.c TSIP VRTLE RS A4 /NY—X 22— R(WhE)
r_tsip {Z/LT1 XL} rx.c BE7ILI)XLRAPIY—Ra2—F
{FITYILNZIE, aesrsaBREDTILT ) XLADAY
FY9,
r_tsip_rx_private.c TSIP K54 /8y —Xa— K(#+ 7 3 > T ON/OFF m#E)
r_tsip_rx_private.h TSIP KRS ANy Z T 74 )L(F T 3 2T ON/OFF HJAE)
iodefine TSIP7 O ERARAANYE I 7 AL T+ LY
r_tsip {Z/—F TSIP7HERAAYE T 74U
£} iodefine.h TIN—TRIZIE T+ LFREBMLEBRMNAY FT,
ip TSIP7HOEARAY—RaA— KR+ LS
r_tsip_rx_pxx.c TSIP7O9ARAY—Ra—F
T7AINED xx IZIEHENAYET,
r_tsip_rx_subprcxx.c TSIP79AAY—Xa—F
T74ILED xx [ZITHENAYET,
r_tsip_rx_functionxxx.c TSIP K54 /8y —Ra— K(H¥ 7T API)
T7A4ILEAD xx IZIXHESNAY T,
s_flash.c BIEWI 7ML
doc
ja TSIP YR FLE RS A /N —Ra— R(HZE)
r20an0371jj0124-rx-tsip- TSIP RSANT T ) r—>3>/—MBEXREE
security.pdf
En TSIP K54 /8y —Xa— K(F+ 7 3 > T ON/OFF TI&E)
r20an0371ej0124-rx-tsip- TSIP KSANTFTT)r—2ar/ — bEEE
security.pdf
r_tsip_rx_if.h TSIP RSARANYET7A)L
readme.ixt Readme
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RX27x1) TSIP(Trusted Secure IP)E ¥ 2 —)L Firmware Integration Technology

14 BRHIRER
TSIP FSANIEUTORKREZAVTHELE Lz, 22— 7TV 45— 3 VRARBELUTO/N—
Tayv, FEEEYFLLEDETHEALCEIL,

(N EFFERE

7.1 BERERRIRIE] DIER TRERRERE] 285HBL TS,
@)Cav15

[7.1 BERESRIRE ) MIER TCav/M4 5] 28BLTLEELY,
B)TIaL—8FNRyH

E2 Lite
(4)FHEAR— F

7.1 BERERRIRIE ) DIER TERKR—F] 28BL TS,

WIFhi. BEEEFZOEFIIMROEATY,

BRI CHROE, TBACLESL,

AR LUTETOD Y MMERIE. e?studio & CC-RXDMEEETEMLE L,

APy FEBBRET e? studio M5 CS+ADEMAAEETT A, T2 /M LT 5 —FREN
RETHEREBBOEDELZE,

R20AN0371JJ0124 Rev.1.24 Page 12 of 448
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RX 2721

1.5 a—FH44X
AED21—ILOROMHY A X, RAMH A X, RRFEARAYIHY A XETRICRLET,

TSIP(Trusted Secure IP)E ¥ 2 —)L Firmware Integration Technology

ROM (I— FB&LUVEH) &L RAM(FB—NILT—2) DY A X(E. EILFED 2622745 L—2 3
1 DAVITI4FXab—2arA T avIckoTREVET,

TROMBIFTREHTHERLTVET,
EDa—IILYEY 3 ir tsip_rxrevl.23
3 2/34 S/3\—¥ 3 > Renesas Electronics C/C++ Compiler Package for RX Family V3.07.00
(MHEBRRBBREDOT 74 )L FEREIT -lang = c99"4 T 3 U %3BN)
GCC for Renesas RX 14.2.0.202505
(MHEBRRBBREDOT 7 4L FREIZ" -std=gnu99”4 T+ 3 U & 3IB1N)
IAR C/C++ Compiler for Renesas RX version 5.10.01
(EFRREREDT 7 4L FERE)

AT« L—>a3vAToar: FTIHIMEE

ROM, RAM 8&URAZ v/ Da—FKHA4 X
A meiey

FRAEY
Renesas Compiler IAR Compiler
TSIP-Lite | rom 56,600 /34 k 64,712 /341 k 60,159 /34 k
RAM 1,356 /3A b 1,356 /31 k 1,357 /84 k
ZH Y | 18434 196 /31 k 164 /84 k
TSIP ROM 428,148 /31 k 482,952 /34 k 436,401 /31 k
RAM 7,980 /34 k 8,064 /%4 7980 /XA k
RH vy | 1,644 34 k 1,120 /31 b 1,376 184 k

FEDORIE, TSIP RSA/NDETOMEZEDICLEBOI—RKY4 XTI, ERICHERIT ZED
O— R4 XDSEFEHRE LT, RX231 & RX65N TEEEEDH EZEHMIZL=BED ROM ¥4 X, RAM
YA X, BREARZIYIB A XETRICRLET, CIZT. TREFAD AP FZW L DOORNEREHEEE
LTHERALTWS®H., REOY A XDEHEENL KA XFELRY ET,

R20AN0371JJ0124 Rev.1.24
2026.03.20
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RX 2721

TSIP(Trusted Secure IP)E ¥ 2 —)L Firmware Integration Technology

ROM, RAM 8 &URAE Y/ DaA—FKH (X

FERAEY
IAR Compiler
RX231 HIBHEEE API ROM 4,882 /314 + 6,392 /31 5,421 /84 b+
RAM 1,356 /81 k 1,356 781 k 1,356 /81 b
28 wH 80 /XA ~ 196 /31 k 44 )34 +
AR ROM 36234 k 224134 k 429 /34 k
RAM 0/x1 bk 0/1 F 0/81 +
2Ays | 28131 F 36 /34 + 20 /%4 b
AES(128bit) ROM 23,381 /34 k 26,862 /34 k 25,420 /34 +
RAM 112 /34 + 11234 + 108 /341 +
Ay 184 /341 196 /31 164 /31 +
AES(256bit) ROM 24,413 /781 + 28,032 /71 + 26,379 /\A1 F
RAM 11234 + 112814 + 108 /31
Ay 184 /341 + 196 /31 164 /31 +
KeyWrap ROM 6,370 /XA ~ 6,624 /N1 ~ 6,350 /XA ~
RAM 0/xA bk 0/1 bk 0/31 bk
24wy | 11234 B 80 /31 F 7234 b
I27—LITT | RoMm 2,577 /814 + 2,848 /81 2,552 /31 +
TyvIT—h
RAM 0/31 k 0/341 k 0/31 k
2By | 40134k 60 /XA + 1234 b
RX65N HIBHEEE API ROM 5,088 /XA 5,912 /314 + 5,327 /31 b+
RAM 1,415 /3414 b+ 1,400 /31 + 1,400 /31 +
24wy | 5634 84 /34 k 44 131 +
B AR ROM 286 /31 b 216 /31 b 458 /34 k
RAM 1434 + 0/31 F 0/31 bk
2B yh 28 /XA~ 4584 + 20 /814 +
AES(128bit) ROM 34,156 /31 b 38,544 /31 36,090 /81
RAM 206 /31 + 192 /31 + 192 /834 +
) 192 /341 b+ 244 /134 + 160 /31 +
AES(256bit) ROM 27,145 /314 b 30,104 /31 + 28,262 /81 b
RAM 206 /31 b+ 19234 + 192 /34 +
24wy | 192234 B 188 /34 + 160 /341 +
DES ROM 6,816 /31 7,592 /84 + 6,244 /31 +
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RX27x1) TSIP(Trusted Secure IP)E ¥ 2 —)L Firmware Integration Technology
RAM 98 /X1 + 80 /31 + 84314 +
24wy | 6414 B 64 /841 48 /131 k
ARC4 ROM 5,442 1341 k 6,376 /31 k 5,965 /31 k
RAM 90 /XA ~ 76 131 + 76 131 +
2Awys | 6881k 60 /34 k 40 /34 +
RSA ROM 134,066 /31 140,104 /34 133,396 /31 b
RAM 6,723 /31 + 6,724 /31 + 6,724 /31 +
24 wh | 1644754 F 1,120 /34 k 1,376 /34 k
ECC ROM 40,569 /34 51,688 /31 F 43120 184
RAM 6,606 /31 6,592 /34 k 6,592 /341 k
24wy | 360734 k 27234 344 /34 b
HASH ROM 2,866 /31 3,184 /34 k 3,233 /34 k
RAM 14 /84 + 0/8f + 0/81 +
2B yh 244 /314 + 108 /31 88 /31 +
HMAC ROM 12,668 /34 14,408 /31 12,692 /31
RAM 178 /34 164 /34 164 /31
24wy | 12434 k 116 134 k 96 /34 k
DH ROM 2,677 1341 k 2,792 34 k 2,773 134 k
RAM 1434 k 0/34 k 034 k
Ry | 848k 56 /31 k 40 /34 k
ECDH ROM 34,452 /34 b+ 43,732 /34 k 35,269 /31 b
RAM 6,630 /34 k 6,616 /31 k 6,616 /31 k
z4 s | 308784 bk 296 /31 232/31
KeyWrap ROM 5917 /31 + 6,040 /XA 5,959 /31 +
RAM 1434 k 0/34 k 034 k
24wy | 124034 k 96 /31 k 80 /34 b
TLS(TLS1.2/1.3 | rom 74,307 /31 b+ 80,160 /X1 b 73,146 /34
HiE)
RAM 7,806 /341 k 7,792 34 k 7,792 /341 k
24 vy | 180734 k 376 /34 k 168 /31
TLS(TLS1.2) ROM 121,900 /341 k 136,264 /34 b 123,039 /34 k
RAM 7,806 /31 + 7,792/314 + 7,792 /314 +
28 wH 856 /31 376 /31 + 228 /34 k
TLS(TLS1.3) ROM 140,004 /31 158,348 /31 k 140,663 /341 k
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RX27x1) TSIP(Trusted Secure IP)E ¥ 2 —)L Firmware Integration Technology

RAM 6,642 /34 6,628 /34 6,628 /31 k
24wy | 1,24434 + 516 /341 b 1,232/34 b
27—=LT7x7 | Rom 2,452 /34 b+ 2,904 /31 2,684 /34 b+
TyvIT—h
2Awys | 521814k 40 /XA k 48 /34 k
R20AN0371JJ0124 Rev.1.24 Page 16 of 448
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RX27x1) TSIP(Trusted Secure IP)E ¥ 2 —)L Firmware Integration Technology

16 tU Y3 ER
TSIP RSANET I b avaEALET,

#7704 5 LTIk, C_FIRMWARE _UPDATE_CONTROL_BLOCK.
C_FIRMWARE_UPDATE_CONTROL_BLOCK_MIRROR, C_ENCRYPTED KEY BLOCK #f#f L %7,
EENDERGEIE. 2V a3 VvEREFRELTHERALTLESL,

X217 T— hEEEEERY 515&. BSECURE_BOOT*. PSECURE_BOOT.
PSECURE_BOOT_ERASE. CSECURE_BOOT*. DSECURE_BOOT*, RSECURE_BOOT*#{#HL %Y,

R20AN0371JJ0124 Rev.1.24 Page 17 of 448
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RX27x1) TSIP(Trusted Secure IP)E ¥ 2 —)L Firmware Integration Technology

1.7 TERETEER

UTIZET/INA R )L—T D TSIP-Lite K54 7\ (RX231, RX23W, RX26T, RX66T, RX72T) & UL TSIP
FZ 4 /% (RX65N, RX671, RX72M, RX72N) D tEaetFHRE R~ L E T,

MEEFXI 7/ 0v I THS ICLKOY A VIILVEFMTOERICEY £Y, TSIP-Lite 5 & U TSIP DEMEY
Aw% PCLKBILICLK: PCLKB=2:1DEEZLTWEY., FTA /NI CC-RX. mBIELARIL2TEILF
LTWET, N—2aviF 171 BERERRE] 28BS0, av T4 L—YavdaToavi3ET

T4 FERETT,

1.7.1 RX231
& 1-4 B AP D%RE

API T4RE (6L : A4 2L)
R_TSIP_Open 7,400,000
R _TSIP_Close 430
R_TSIP_GetVersion 30
R_TSIP_GenerateAes128Keylndex 4,000
R_TSIP_GenerateAes256KeyIndex 4,600

R_TSIP_GenerateAes128RandomKeylndex

2,300

R_TSIP_GenerateAes256RandomKeylndex

3,100

R_TSIP_GenerateRandomNumber

940

R_TSIP_GenerateUpdateKeyRingKeylndex

4,500

R_TSIP_UpdateAes128Keylndex

3,600

R_TSIP_UpdateAes256Keylndex

4,100

% 1-5 Firmware #&IEDEEE
API BE (B : ML)
2K /31 ~AnEE 4K /N4 FALEE 6K /N1 hAnEE
R_TSIP_VerifyFirmwareMACInit 300 300 300
R_TSIP_VerifyFirmwareMACUpdate 11,000 23,000 34,000
R_TSIP_VerifyFirmwareMACFinal 710 710 710

R20AN0371JJ0124 Rev.1.24
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RX27=31) TSIP(Trusted Secure IP)E ¥ 2 —)L Firmware Integration Technology
% 1-6 AES DtE#E
API THRE (BGL : 1 2L)
16 /N4 ~ALER 48 /N4 ~ALEE 80 /N4 R
R_TSIP_Aes128EcbEncryptinit 1,400 1,400 1,400
R_TSIP_Aes128EcbEncryptUpdate 610 800 970
R_TSIP_Aes128EcbEncryptFinal 570 570 570
R_TSIP_Aes128EcbDecryptinit 1,400 1,400 1,400
R_TSIP_Aes128EcbDecryptUpdate 740 910 1,100
R_TSIP_Aes128EcbDecryptFinal 570 570 570
R_TSIP_Aes256EcbEncryptinit 1,600 1,600 1,600
R_TSIP_Aes256EcbEncryptUpdate 660 900 1,100
R_TSIP_Aes256EcbEncryptFinal 550 550 550
R_TSIP_Aes256EcbDecryptinit 1,700 1,700 1,700
R_TSIP_Aes256EcbDecryptUpdate 810 1,100 1,300
R_TSIP_Aes256EcbDecryptFinal 580 580 580
R_TSIP_Aes128CbcEncryptinit 1,400 1,400 1,400
R_TSIP_Aes128CbcEncryptUpdate 670 850 1,000
R_TSIP_Aes128CbcEncryptFinal 580 580 580
R_TSIP_Aes128CbcDecryptinit 1,400 1,400 1,400
R_TSIP_Aes128CbcDecryptUpdate 780 970 1,200
R _TSIP_Aes128CbcDecryptFinal 590 590 590
R_TSIP_Aes256CbcEncryptinit 1,700 1,700 1,700
R_TSIP_Aes256CbcEncryptUpdate 720 960 1,200
R_TSIP_Aes256CbcEncryptFinal 600 600 600
R_TSIP_Aes256CbcDecryptlinit 1,700 1,700 1,700
R_TSIP_Aes256CbcDecryptUpdate 870 1,100 1,400
R_TSIP_Aes256CbcDecryptFinal 610 610 610
%= 1-7 AES-GCM D4 #E
API PERE (B2 : 1)
48 /N1 MLEE 64 /N1 ~LEE 80 /N4 ML
R_TSIP_Aes128GcmEncryptinit 5,500 5,500 5,500
R_TSIP_Aes128GcmEncryptUpdate 2,900 3,400 3,900
R_TSIP_Aes128GcmEncryptFinal 1,300 1,300 1,300
R_TSIP_Aes128GcmDecryptinit 5,500 5,500 5,500
R_TSIP_Aes128GcmDecryptUpdate 2,500 2,600 2,700
R_TSIP_Aes128GcmDecryptFinal 2,100 2,100 2,100
R_TSIP_Aes256GcmEncryptinit 6,200 6,200 6,200
R_TSIP_Aes256GcmEncryptUpdate 3,000 3,500 4,000
R_TSIP_Aes256GcmEncryptFinal 1,400 1,400 1,400
R_TSIP_Aes256GcmDecryptlnit 6,200 6,200 6,200
R_TSIP_Aes256GcmDecryptUpdate 2,500 2,700 2,800
R_TSIP_Aes256GcmDecryptFinal 2,200 2,100 2,100

GCM D 1tgelZ. ivec & 1024bit. BN

REET—4 % 720bit,

SREEAR % 128bit ICEIE L CEHAILE L=,
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RX 2721

TSIP(Trusted Secure IP)E ¥ 2 —)L Firmware Integration Technology

% 1-8 AES-CCM D 14%#E

API THRE (BGL : 1 2L)
48 /N4 MALER 64 /N4 ML 80 /N4 ML
R_TSIP_Aes128CcmEncryptinit 2,700 2,700 2,700
R_TSIP_Aes128CcmEncryptUpdate 1,600 1,700 1,900
R_TSIP_Aes128CcmEncryptFinal 1,200 1,200 1,200
R_TSIP_Aes128CcmbDecryptinit 2,500 2,500 2,500
R_TSIP_Aes128CcmbDecryptUpdate 1,400 1,600 1,800
R_TSIP_Aes128CcmDecryptFinal 2,000 2,000 2,000
R_TSIP_Aes256CcmEncryptlinit 3,000 3,000 3,000
R_TSIP_Aes256CcmEncryptUpdate 1,700 2,000 2,200
R_TSIP_Aes256CcmEncryptFinal 1,300 1,300 1,300
R_TSIP_Aes256CcmDecryptinit 3,000 3,000 3,000
R_TSIP_Aes256CcmDecryptUpdate 1,700 1,900 2,200
R_TSIP_Aes256CcmDecryptFinal 2,000 2,000 2,000

CCM D%REIL. / R % 104bit, BINZREET—4 % 880bit, MAC % 128bit [(CEE L TEHAILF L1,

# 1-9 AES-CMAC D'1%8#g

API BE (B : ML)
48 /N4 MR 64 /N4 ~onzE 80 /N4 ~nzE
R_TSIP_Aes128CmacGeneratelnit 910 910 910
R_TSIP_Aes128CmacGenerateUpdate 810 900 990
R_TSIP_Aes128CmacGenerateFinal 1,100 1,100 1,100
R_TSIP_Aes128CmacVerifylnit 900 910 910
R_TSIP_Aes128CmacVerifyUpdate 810 900 980
R_TSIP_Aes128CmacVerifyFinal 1,800 1,800 1,800
R_TSIP_Aes256CmacGeneratelnit 1,300 1,300 1,200
R_TSIP_Aes256CmacGenerateUpdate 890 1,100 1,100
R_TSIP_Aes256CmacGenerateFinal 1,200 1,200 1,200
R_TSIP_Aes256CmacVerifylnit 1,300 1,300 1,300
R_TSIP_Aes256CmacVerifyUpdate 890 1,100 1,100
R_TSIP_Aes256CmacVerifyFinal 1,900 1,900 1,900

% 1-10 AES Key Wrap MO 14&E

API TERE (B : Y1 L)
T v TR EE AES-128 v T3t R AES-256
R_TSIP_Aes128KeyWrap 9,600 15,000
R_TSIP_Aes256KeyWrap 10,000 17,000
R_TSIP_Aes128KeyUnwrap 12,000 18,000
R_TSIP_Aes256KeyUnwrap 13,000 19,000
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RX27=31) TSIP(Trusted Secure IP)E ¥ 2 —)L Firmware Integration Technology
1.7.2 RX23W
= 1-11 @& AP DTERE
API TERE (B : 1 D)
R_TSIP_Open 7,400,000
R_TSIP_Close 660
R_TSIP_GetVersion 38
R_TSIP_GenerateAes128KeyIndex 4,300
R_TSIP_GenerateAes256KeyIndex 5,000
R_TSIP_GenerateAes128RandomKeylndex | 2,400
R_TSIP_GenerateAes256RandomKeyindex | 3,300
R_TSIP_GenerateRandomNumber 1,100
R_TSIP_GenerateUpdateKeyRingKeyIndex | 5,000
R_TSIP_UpdateAes128Keylndex 3,900
R_TSIP_UpdateAes256Keylndex 4,500
% 1-12 Firmware #&RiED 4 aE
API THRE (BAL : Y1)
2K /N A MLEE 4K INA MALEE 6K /N4 LEE
R_TSIP_VerifyFirmwareMACInit 340 340 340
R_TSIP_VerifyFirmwareMACUpdate 12,000 23,000 35,000
R_TSIP_VerifyFirmwareMACFinal 780 780 780
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RX27x1) TSIP(Trusted Secure IP)E ¥ 2 —)L Firmware Integration Technology

% 1-13 AES D'1%#

(=3
B

API THRE (BGL : 1 2L)
16 /N4 ~ALER 48 /N4 ~ALEE 80 /N4 R
R_TSIP_Aes128EcbEncryptinit 1,500 1,500 1,500
R_TSIP_Aes128EcbEncryptUpdate 730 910 1,100
R_TSIP_Aes128EcbEncryptFinal 660 660 660
R_TSIP_Aes128EcbDecryptinit 1,500 1,500 1,500
R_TSIP_Aes128EcbDecryptUpdate 850 1,000 1,200
R_TSIP_Aes128EcbDecryptFinal 670 670 670
R_TSIP_Aes256EcbEncryptinit 1,800 1,800 1,800
R_TSIP_Aes256EcbEncryptUpdate 760 1,000 1,300
R_TSIP_Aes256EcbEncryptFinal 650 650 650
R_TSIP_Aes256EcbDecryptinit 1,800 1,800 1,800
R_TSIP_Aes256EcbDecryptUpdate 930 1,200 1,400
R_TSIP_Aes256EcbDecryptFinal 670 670 670
R_TSIP_Aes128CbcEncryptinit 1,500 1,500 1,500
R_TSIP_Aes128CbcEncryptUpdate 810 990 1,200
R_TSIP_Aes128CbcEncryptFinal 680 680 680
R_TSIP_Aes128CbcDecryptinit 1,600 1,600 1,600
R_TSIP_Aes128CbcDecryptUpdate 920 1,100 1,300
R _TSIP_Aes128CbcDecryptFinal 700 700 700
R_TSIP_Aes256CbcEncryptinit 1,900 1,900 1,900
R_TSIP_Aes256CbcEncryptUpdate 850 1,100 1,300
R_TSIP_Aes256CbcEncryptFinal 680 580 580
R_TSIP_Aes256CbcDecryptlinit 1,900 1,900 1,900
R_TSIP_Aes256CbcDecryptUpdate 1,000 1,200 1,500
R_TSIP_Aes256CbcDecryptFinal 700 700 700

% 1-14 AES-GCM D 1EgE

API TERE (6L - A4 UI)
48 /N1 MLEE 64 /N1 ~LEE 80 /N4 ML
R_TSIP_Aes128GcmEncryptinit 6,200 6,200 6,200
R_TSIP_Aes128GcmEncryptUpdate 3,400 3,900 4,500
R_TSIP_Aes128GcmEncryptFinal 1,500 1,500 1,500
R_TSIP_Aes128GcmDecryptinit 6,200 6,200 6,200
R_TSIP_Aes128GcmDecryptUpdate 2,900 3,000 3,100
R_TSIP_Aes128GcmDecryptFinal 2,300 2,300 2,300
R_TSIP_Aes256GcmEncryptinit 6,900 6,900 6,900
R_TSIP_Aes256GcmEncryptUpdate 3,500 4,100 4,700
R_TSIP_Aes256GcmEncryptFinal 1,500 1,500 1,500
R_TSIP_Aes256GcmDecryptlnit 6,900 6,900 6,900
R_TSIP_Aes256GcmDecryptUpdate 2,900 3,100 3,200
R_TSIP_Aes256GcmDecryptFinal 2,400 2,400 2,400

GCM D 1tgelZ. ivec & 1024bit. BN

FREET—4 % 720bit. FRFES T % 128bit (CEE L TEHAILE L1=,
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RX27x1) TSIP(Trusted Secure IP)E ¥ 2 —)L Firmware Integration Technology

%= 1-15 AES-CCM Dt gE

API THRE (BGL : 1 2L)
48 /N4 MALER 64 /N4 ML 80 /N1 IR
R_TSIP_Aes128CcmEncryptinit 3,000 3,000 3,000
R_TSIP_Aes128CcmEncryptUpdate 1,800 1,900 2,100
R_TSIP_Aes128CcmEncryptFinal 1,400 1,400 1,400
R_TSIP_Aes128CcmbDecryptinit 2,700 2,700 2,700
R_TSIP_Aes128CcmbDecryptUpdate 1,700 1,800 2,000
R_TSIP_Aes128CcmDecryptFinal 2,200 2,200 2,200
R_TSIP_Aes256CcmEncryptlinit 3,300 3,300 3,300
R_TSIP_Aes256CcmEncryptUpdate 2,000 2,200 2,500
R_TSIP_Aes256CcmEncryptFinal 1,500 1,500 1,500
R_TSIP_Aes256CcmDecryptinit 3,300 3,300 3,300
R_TSIP_Aes256CcmDecryptUpdate 1,800 2,100 2,300
R_TSIP_Aes256CcmDecryptFinal 2,300 2,300 2,300

CCM D%REIL. / R % 104bit, BINZREET—4 % 880bit, MAC % 128bit [(CEE L TEHAILF L1,

% 1-16  AES-CMAC D 1%gE

API BE (B : ML)
48 /N4 ~ALEE 64 /31 ~OLEE 80 /\A MLEE
R_TSIP_Aes128CmacGeneratelnit 1,000 1,000 1,000
R_TSIP_Aes128CmacGenerateUpdate 950 1,000 1,100
R_TSIP_Aes128CmacGenerateFinal 1,300 1,300 1,300
R_TSIP_Aes128CmacVerifylnit 1,000 1,000 1,000
R_TSIP_Aes128CmacVerifyUpdate 940 1,000 1,100
R_TSIP_Aes128CmacVerifyFinal 2,000 2,000 2,000
R_TSIP_Aes256CmacGeneratelnit 1,300 1,300 1,300
R_TSIP_Aes256CmacGenerateUpdate 1,000 1,100 1,300
R_TSIP_Aes256CmacGenerateFinal 1,300 1,300 1,300
R_TSIP_Aes256CmacVerifylnit 1,300 1,300 1,300
R_TSIP_Aes256CmacVerifyUpdate 1,000 1,100 1,300
R_TSIP_Aes256CmacVerifyFinal 2,100 2,100 2,100

% 1-17 AES Key Wrap D 14&E

API TERE (B : Y1 L)
T v TR EE AES-128 v T3t R AES-256
R_TSIP_Aes128KeyWrap 11,000 17,000
R_TSIP_Aes256KeyWrap 11,000 17,000
R_TSIP_Aes128KeyUnwrap 13,000 20,000
R_TSIP_Aes256KeyUnwrap 14,000 21,000
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RX27=31) TSIP(Trusted Secure IP)E ¥ 2 —)L Firmware Integration Technology
1.7.3 RX26T
= 1-18 @& API DT4ERE
API TERE (B : 1 D)
R_TSIP_Open 7,400,000
R_TSIP_Close 270
R_TSIP_GetVersion 20
R_TSIP_GenerateAes128KeyIndex 4,000
R_TSIP_GenerateAes256KeyIndex 4,500
R_TSIP_GenerateAes128RandomKeylndex | 2,200
R_TSIP_GenerateAes256RandomKeyindex | 3,000
R_TSIP_GenerateRandomNumber 900
R_TSIP_GenerateUpdateKeyRingKeyIndex | 4,500
R_TSIP_UpdateAes128Keylndex 3,500
R_TSIP_UpdateAes256Keylndex 4,100
% 1-19 Firmware #&iED e
API THRE (BAL : Y1)
2K /N A MLEE 4K INA MALEE 6K /N4 LEE
R_TSIP_VerifyFirmwareMACInit 290 290 290
R_TSIP_VerifyFirmwareMACUpdate 11,000 23,000 34,000
R_TSIP_VerifyFirmwareMACFinal 650 650 650
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RX27=31) TSIP(Trusted Secure IP)E ¥ 2 —)L Firmware Integration Technology
# 1-20 AES D1EEE
API TERE (B : 1 D)
16 /N4 ~ALER 48 /N4 ~ALEE 80 /N4 R
R_TSIP_Aes128EcbEncryptinit 1,300 1,300 1,300
R_TSIP_Aes128EcbEncryptUpdate 560 750 920
R_TSIP_Aes128EcbEncryptFinal 510 510 510
R_TSIP_Aes128EcbDecryptinit 1,300 1,300 1,300
R_TSIP_Aes128EcbDecryptUpdate 670 850 1,000
R_TSIP_Aes128EcbDecryptFinal 520 520 520
R_TSIP_Aes256EcbEncryptinit 1,500 1,600 1,600
R_TSIP_Aes256EcbEncryptUpdate 600 850 1,100
R_TSIP_Aes256EcbEncryptFinal 510 510 510
R_TSIP_Aes256EcbDecryptinit 1,600 1,600 1,600
R_TSIP_Aes256EcbDecryptUpdate 740 990 1,200
R_TSIP_Aes256EcbDecryptFinal 520 520 520
R_TSIP_Aes128CbcEncryptinit 1,300 1,300 1,300
R_TSIP_Aes128CbcEncryptUpdate 610 790 970
R_TSIP_Aes128CbcEncryptFinal 530 530 530
R_TSIP_Aes128CbcDecryptinit 1,300 1,300 1,300
R_TSIP_Aes128CbcDecryptUpdate 720 890 1,100
R _TSIP_Aes128CbcDecryptFinal 540 540 540
R_TSIP_Aes256CbcEncryptinit 1,600 1,700 1,600
R_TSIP_Aes256CbcEncryptUpdate 650 890 1,100
R_TSIP_Aes256CbcEncryptFinal 530 530 530
R_TSIP_Aes256CbcDecryptlinit 1,600 1,600 1,600
R_TSIP_Aes256CbcDecryptUpdate 790 1,000 1,300
R_TSIP_Aes256CbcDecryptFinal 540 540 540
% 1-21 AES-GCM D144k
API PERE (B2 : 1)
48 /N1 MLEE 64 /N1 ~LEE 80 /N4 ML
R_TSIP_Aes128GcmEncryptinit 5,100 5,100 5,100
R_TSIP_Aes128GcmEncryptUpdate 2,600 3,100 3,600
R_TSIP_Aes128GcmEncryptFinal 1,300 1,300 1,300
R_TSIP_Aes128GcmDecryptinit 5,100 5,100 5,100
R_TSIP_Aes128GcmDecryptUpdate 2,200 2,300 2,400
R_TSIP_Aes128GcmDecryptFinal 2,000 2,000 2,000
R_TSIP_Aes256GcmEncryptinit 5,800 5,800 5,800
R_TSIP_Aes256GcmEncryptUpdate 2,700 3,200 3,700
R_TSIP_Aes256GcmEncryptFinal 1,300 1,300 1,300
R_TSIP_Aes256GcmDecryptlinit 5,800 5,800 5,800
R_TSIP_Aes256GcmDecryptUpdate 2,300 2,400 2,500
R_TSIP_Aes256GcmDecryptFinal 2,000 2,000 2,000

GCM D 1tgelZ. ivec & 1024bit. BN

REET—4 % 720bit,

SREEAR % 128bit ICEIE L CEHAILE L=,
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RX 2721

TSIP(Trusted Secure IP)E ¥ 2 —)L Firmware Integration Technology

% 1-22 AES-CCM D 1tgE

API THRE (BGL : 1 2L)
48 /N4 MALER 64 /N4 ML 80 /N4 ML
R_TSIP_Aes128CcmEncryptinit 2,500 2,500 2,500
R_TSIP_Aes128CcmEncryptUpdate 1,500 1,600 1,800
R_TSIP_Aes128CcmEncryptFinal 1,100 1,100 1,100
R_TSIP_Aes128CcmbDecryptinit 2,300 2,300 2,300
R_TSIP_Aes128CcmbDecryptUpdate 1,400 1,500 1,700
R_TSIP_Aes128CcmDecryptFinal 1,900 1,900 1,900
R_TSIP_Aes256CcmEncryptlinit 2,800 2,800 2,800
R_TSIP_Aes256CcmEncryptUpdate 1,700 1,900 2,200
R_TSIP_Aes256CcmEncryptFinal 1,200 1,200 1,200
R_TSIP_Aes256CcmDecryptinit 2,900 2,900 2,900
R_TSIP_Aes256CcmDecryptUpdate 1,600 1,800 2,100
R_TSIP_Aes256CcmDecryptFinal 1,900 1,900 1,900

CCM D%REIL. / R % 104bit, BINZREET—4 % 880bit, MAC % 128bit [(CEE L TEHAILF L1,

% 1-23 AES-CMAC DO 1%gE

API BE (B : ML)
48 /N4 ~ALEE 64 /31 ~OLEE 80 /\A MLEE
R_TSIP_Aes128CmacGeneratelnit 870 870 870
R_TSIP_Aes128CmacGenerateUpdate 720 810 890
R_TSIP_Aes128CmacGenerateFinal 1,000 1,000 1,000
R_TSIP_Aes128CmacVerifylnit 880 880 880
R_TSIP_Aes128CmacVerifyUpdate 720 810 890
R_TSIP_Aes128CmacVerifyFinal 1,700 1,700 1,700
R_TSIP_Aes256CmacGeneratelnit 1,200 1,200 1,200
R_TSIP_Aes256CmacGenerateUpdate 790 910 1,000
R_TSIP_Aes256CmacGenerateFinal 1,100 1,100 1,100
R_TSIP_Aes256CmacVerifylnit 1,200 1,200 1,200
R_TSIP_Aes256CmacVerifyUpdate 790 920 1,000
R_TSIP_Aes256CmacVerifyFinal 1,800 1,800 1,800
% 1-24 AES Key Wrap D 14RE
API TERE (6L - AU IL)
T v TR EE AES-128 v T3t R AES-256
R_TSIP_Aes128KeyWrap 9,400 15,000
R_TSIP_Aes256KeyWrap 10,000 16,000
R_TSIP_Aes128KeyUnwrap 12,000 17,000
R_TSIP_Aes256KeyUnwrap 12,000 18,000
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RX27=31) TSIP(Trusted Secure IP)E ¥ 2 —)L Firmware Integration Technology
1.7.4 RX66T, RX72T
= 1-25 @& APl DT4ERE
API TERE (B : 1 D)
R_TSIP_Open 7,400,000
R_TSIP_Close 290
R_TSIP_GetVersion 20
R_TSIP_GenerateAes128KeyIndex 3,900
R_TSIP_GenerateAes256KeyIndex 4,500
R_TSIP_GenerateAes128RandomKeylndex | 2,200
R_TSIP_GenerateAes256RandomKeyindex | 3,000
R_TSIP_GenerateRandomNumber 900
R_TSIP_GenerateUpdateKeyRingKeyIndex | 4,500
R_TSIP_UpdateAes128Keylndex 3,500
R_TSIP_UpdateAes256Keylndex 4,000
% 1-26 Firmware #&RiED M aE
API THRE (BAL : Y1)
2K /N A MLEE 4K INA MALEE 6K /N4 LEE
R_TSIP_VerifyFirmwareMACInit 290 290 290
R_TSIP_VerifyFirmwareMACUpdate 11,000 23,000 34,000
R_TSIP_VerifyFirmwareMACFinal 650 650 650
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RX27=31) TSIP(Trusted Secure IP)E ¥ 2 —)L Firmware Integration Technology
% 1-27 AES D1EEE
API TERE (B : 1 D)
16 /N4 ~ALER 48 /N4 ~ALEE 80 /N4 R
R_TSIP_Aes128EcbEncryptinit 1,300 1,300 1,300
R_TSIP_Aes128EcbEncryptUpdate 570 740 920
R_TSIP_Aes128EcbEncryptFinal 510 510 510
R_TSIP_Aes128EcbDecryptinit 1,300 1,300 1,300
R_TSIP_Aes128EcbDecryptUpdate 680 860 1,100
R_TSIP_Aes128EcbDecryptFinal 520 520 520
R_TSIP_Aes256EcbEncryptinit 1,600 1,600 1,600
R_TSIP_Aes256EcbEncryptUpdate 610 850 1,100
R_TSIP_Aes256EcbEncryptFinal 510 510 510
R_TSIP_Aes256EcbDecryptinit 1,600 1,600 1,600
R_TSIP_Aes256EcbDecryptUpdate 750 990 1,200
R_TSIP_Aes256EcbDecryptFinal 530 530 520
R_TSIP_Aes128CbcEncryptinit 1,300 1,300 1,300
R_TSIP_Aes128CbcEncryptUpdate 620 790 970
R_TSIP_Aes128CbcEncryptFinal 530 530 530
R_TSIP_Aes128CbcDecryptinit 1,300 1,300 1,300
R_TSIP_Aes128CbcDecryptUpdate 720 900 1,100
R _TSIP_Aes128CbcDecryptFinal 540 540 540
R_TSIP_Aes256CbcEncryptinit 1,600 1,600 1,600
R_TSIP_Aes256CbcEncryptUpdate 650 900 1,100
R_TSIP_Aes256CbcEncryptFinal 530 530 550
R_TSIP_Aes256CbcDecryptlinit 1,600 1,700 1,600
R_TSIP_Aes256CbcDecryptUpdate 790 1,000 1,300
R_TSIP_Aes256CbcDecryptFinal 540 540 540
% 1-28 AES-GCM D144k
API PERE (B2 : 1)
48 /N4 NI 64 /N4 ~ALIE 80 /N4 ~nIE
R_TSIP_Aes128GcmEncryptinit 5,200 5,200 5,200
R_TSIP_Aes128GcmEncryptUpdate 2,600 3,100 3,600
R_TSIP_Aes128GcmEncryptFinal 1,300 1,300 1,200
R_TSIP_Aes128GcmDecryptinit 5,200 5,200 5,200
R_TSIP_Aes128GcmDecryptUpdate 2,200 2,300 2,400
R_TSIP_Aes128GcmDecryptFinal 2,000 2,000 2,000
R_TSIP_Aes256GcmEncryptinit 5,800 5,900 5,900
R_TSIP_Aes256GcmEncryptUpdate 2,700 3,200 3,700
R_TSIP_Aes256GcmEncryptFinal 1,300 1,300 1,300
R_TSIP_Aes256GcmDecryptlinit 5,900 5,900 5,900
R_TSIP_Aes256GcmDecryptUpdate 2,300 2,400 2,600
R_TSIP_Aes256GcmDecryptFinal 2,100 2,100 2,100

GCM D 1tgelZ. ivec & 1024bit. BN

REET—4 % 720bit,

SREEAR % 128bit ICEIE L CEHAILE L=,
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RX27=31) TSIP(Trusted Secure IP)E ¥ 2 —)L Firmware Integration Technology
% 1-29 AES-CCM D 1%8E
API THRE (BGL : 1 2L)
48 /N4 MALER 64 /N4 ML 80 /N4 R
R_TSIP_Aes128CcmEncryptinit 2,500 2,500 2,500
R_TSIP_Aes128CcmEncryptUpdate 1,500 1,600 1,800
R_TSIP_Aes128CcmEncryptFinal 1,200 1,100 1,100
R_TSIP_Aes128CcmbDecryptinit 2,300 2,300 2,300
R_TSIP_Aes128CcmbDecryptUpdate 1,400 1,500 1,700
R_TSIP_Aes128CcmDecryptFinal 1,900 1,900 1,900
R_TSIP_Aes256CcmEncryptlinit 2,900 2,900 2,900
R_TSIP_Aes256CcmEncryptUpdate 1,700 2,000 2,200
R_TSIP_Aes256CcmEncryptFinal 1,200 1,200 1,200
R_TSIP_Aes256CcmDecryptinit 2,900 2,900 2,900
R_TSIP_Aes256CcmDecryptUpdate 1,600 1,800 2,100
R_TSIP_Aes256CcmDecryptFinal 1,900 1,900 1,900

CCM D4REIL. / R % 104bit, BINZREET—4 % 880bit, MAC % 128bit [(CEE L TEHAILF L1,

%= 1-30 AES-CMAC D1%gE

API TBE (B : ML)
48 /N4 MALER 64 /31 ~OLEE 80 /\A MLEE

R_TSIP_Aes128CmacGeneratelnit 880 880 880

R_TSIP_Aes128CmacGenerateUpdate 720 800 890

R_TSIP_Aes128CmacGenerateFinal 1,100 1,000 1,000

R_TSIP_Aes128CmacVerifylnit 880 880 880

R_TSIP_Aes128CmacVerifyUpdate 720 810 900

R_TSIP_Aes128CmacVerifyFinal 1,700 1,700 1,700

R_TSIP_Aes256CmacGeneratelnit 1,200 1,200 1,200

R_TSIP_Aes256CmacGenerateUpdate 800 920 1,000

R_TSIP_Aes256CmacGenerateFinal 1,100 1,100 1,100

R_TSIP_Aes256CmacVerifylnit 1,200 1,200 1,200

R_TSIP_Aes256CmacVerifyUpdate 800 920 1,000

R_TSIP_Aes256CmacVerifyFinal 1,800 1,800 1,800

% 1-31 AES Key Wrap MO 14&E
API TERE (6L - AU IL)
T v TR EE AES-128 v T3t R AES-256

R_TSIP_Aes128KeyWrap 9,400 15,000
R_TSIP_Aes256KeyWrap 10,000 16,000
R_TSIP_Aes128KeyUnwrap 12,000 17,000
R_TSIP_Aes256KeyUnwrap 12,000 18,000
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RX27x1) TSIP(Trusted Secure IP)E ¥ 2 —)L Firmware Integration Technology

1.7.5 RX65N
= 1-32 @& APl DT4ERE

API TERE (B : 1 D)
R_TSIP_Open 5,800,000
R_TSIP_Close 460
R_TSIP_GetVersion 34
R_TSIP_GenerateAes128KeyIndex 2,500
R_TSIP_GenerateAes256KeyIndex 2,700
R_TSIP_GenerateAes128RandomKeylndex | 1,400
R_TSIP_GenerateAes256RandomKeyindex | 2,100
R_TSIP_GenerateRandomNumber 650
R_TSIP_GenerateUpdateKeyRingKeyIndex | 2,700
R_TSIP_UpdateAes128Keylndex 2,300
R_TSIP_UpdateAes256Keylndex 2,400

5= 1-33  Firmware #&EI D 1 HEE

API

VERE (B . T A D)

8K /N A ~ALIE

16K /81 FA0LEE

24K /N4 Mg

R_TSIP_VerifyFirmwareMACInit

230

230

230

R_TSIP_VerifyFirmwareMACUpdate

21,000

41,000

62,000

R_TSIP_VerifyFirmwareMACFinal

510

510

510
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RXZ773 TSIP(Trusted Secure IP)E < 21— )L Firmware Integration Technology
% 1-34 AES D1EEE
API THRE (BGL : 1 2L)
16 /N4 ~ALER 48 /N4 ~ALEE 80 /N4 R
R_TSIP_Aes128EcbEncryptinit 1,500 1,600 1,600
R_TSIP_Aes128EcbEncryptUpdate 510 650 830
R_TSIP_Aes128EcbEncryptFinal 430 430 430
R_TSIP_Aes128EcbDecryptinit 1,500 1,500 1,500
R_TSIP_Aes128EcbDecryptUpdate 570 710 890
R_TSIP_Aes128EcbDecryptFinal 460 460 460
R_TSIP_Aes256EcbEncryptinit 1,600 1,600 1,600
R_TSIP_Aes256EcbEncryptUpdate 510 660 840
R_TSIP_Aes256EcbEncryptFinal 450 450 450
R_TSIP_Aes256EcbDecryptinit 1,700 1,700 1,700
R_TSIP_Aes256EcbDecryptUpdate 580 730 920
R_TSIP_Aes256EcbDecryptFinal 460 460 460
R_TSIP_Aes128CbcEncryptinit 1,600 1,600 1,600
R_TSIP_Aes128CbcEncryptUpdate 570 710 890
R_TSIP_Aes128CbcEncryptFinal 460 460 470
R_TSIP_Aes128CbcDecryptinit 1,600 1,600 1,600
R_TSIP_Aes128CbcDecryptUpdate 630 770 950
R _TSIP_Aes128CbcDecryptFinal 480 480 480
R_TSIP_Aes256CbcEncryptinit 1,800 1,700 1,700
R_TSIP_Aes256CbcEncryptUpdate 590 740 920
R_TSIP_Aes256CbcEncryptFinal 490 480 480
R_TSIP_Aes256CbcDecryptlinit 1,800 1,800 1,800
R_TSIP_Aes256CbcDecryptUpdate 660 800 990
R_TSIP_Aes256CbcDecryptFinal 490 490 490

%= 1-35 AES-GCM D 1tgE

API TERE (BGL - 1 L)
48 /N4 NI 64 /N4 ~ALIE 80 /N4 ~nIE

R_TSIP_Aes128GcmEncryptinit 5,400 5,400 5,400
R_TSIP_Aes128GcmEncryptUpdate 2,100 2,200 2,300
R_TSIP_Aes128GcmEncryptFinal 1,400 1,400 1,400
R_TSIP_Aes128GcmDecryptinit 5,300 5,300 5,300
R_TSIP_Aes128GcmDecryptUpdate 2,000 2,100 2,200
R_TSIP_Aes128GcmDecryptFinal 1,900 1,900 1,900
R_TSIP_Aes256GcmEncryptinit 5,300 5,300 5,300
R_TSIP_Aes256GcmEncryptUpdate 2,100 2,200 2,300
R_TSIP_Aes256GcmEncryptFinal 990 990 980

R_TSIP_Aes256GcmDecryptlinit 5,300 5,300 5,300
R_TSIP_Aes256GcmDecryptUpdate 2,100 2,100 2,200
R_TSIP_Aes256GcmDecryptFinal 1,500 1,500 1,500

GCM D 1tgelZ. ivec & 1024bit. BN

REET—4 % 720bit,

SREEAR % 128bit ICEIE L CEHAILE L=,
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RX27=31) TSIP(Trusted Secure IP)E ¥ 2 —)L Firmware Integration Technology
% 1-36 AES-CCM D %8E
API THRE (BGL : 1 2L)
48 /N4 MALER 64 /N4 ML 80 /N4 R
R_TSIP_Aes128CcmEncryptinit 3,000 3,000 3,000
R_TSIP_Aes128CcmEncryptUpdate 1,100 1,200 1,300
R_TSIP_Aes128CcmEncryptFinal 910 910 910
R_TSIP_Aes128CcmbDecryptinit 3,100 3,100 3,100
R_TSIP_Aes128CcmbDecryptUpdate 1,000 1,100 1,200
R_TSIP_Aes128CcmDecryptFinal 1,500 1,500 1,500
R_TSIP_Aes256CcmEncryptlinit 2,400 2,400 2,400
R_TSIP_Aes256CcmEncryptUpdate 1,200 1,300 1,400
R_TSIP_Aes256CcmEncryptFinal 950 950 950
R_TSIP_Aes256CcmDecryptinit 2,400 2,400 2,400
R_TSIP_Aes256CcmDecryptUpdate 1,100 1,200 1,200
R_TSIP_Aes256CcmDecryptFinal 1,600 1,600 1,600
CCM D1EEIE. / > X% 104bit. BMMFRIET— 43 % 880bit. MAC % 128bit ICERE L TEHAIL &F L 1=,
% 1-37 AES-CMAC D i%gE
API TBE (B : ML)
48 /N4 MALER 64 /31 ~OLEE 80 /\A MLEE
R_TSIP_Aes128CmacGeneratelnit 1,200 1,200 1,200
R_TSIP_Aes128CmacGenerateUpdate 640 690 730
R_TSIP_Aes128CmacGenerateFinal 780 780 780
R_TSIP_Aes128CmacVerifylnit 1,200 1,100 1,100
R_TSIP_Aes128CmacVerifyUpdate 650 700 740
R_TSIP_Aes128CmacVerifyFinal 1,400 1,400 1,400
R_TSIP_Aes256CmacGeneratelnit 1,300 1,300 1,300
R_TSIP_Aes256CmacGenerateUpdate 680 720 770
R_TSIP_Aes256CmacGenerateFinal 820 820 820
R_TSIP_Aes256CmacVerifylnit 1,300 1,300 1,300
R_TSIP_Aes256CmacVerifyUpdate 670 720 760
R_TSIP_Aes256CmacVerifyFinal 1,400 1,400 1,400
% 1-38 AES Key Wrap D 1E#E
AP PERE (B : ¥ A O
T v TR EE AES-128 v T3t R AES-256
R_TSIP_Aes128KeyWrap 6,900 11,000
R_TSIP_Aes256KeyWrap 7,200 11,000
R_TSIP_Aes128KeyUnwrap 7,700 12,000
R_TSIP_Aes256KeyUnwrap 8,000 12,000
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RX27x1) TSIP(Trusted Secure IP)E ¥ 2 —)L Firmware Integration Technology

% 1-39 3@ API(TDES Wrapped Key 4 BR)D 14 #E

API TERE (BRI : U1 L)
R_TSIP_GenerateTdesKeylndex 2,700
R_TSIP_GenerateTdesRandomKeylndex 2,000
R_TSIP_UpdateTdesKeylndex 2,400

# 1-40 TDES MOt4gE

API THRE (BGL : 12 L)
16 /N4 ~ALER 48 /N4 ~ALER 80 /N4 ¥R
R_TSIP_TdesEcbEncryptinit 990 990 990
R_TSIP_TdesEcbEncryptUpdate 550 790 1,000
R_TSIP_TdesEcbEncryptFinal 440 440 440
R_TSIP_TdesEcbDecryptinit 1,000 1,000 1,000
R_TSIP_TdesEcbDecryptUpdate 580 820 1,100
R_TSIP_TdesEcbDecryptFinal 450 450 450
R_TSIP_TdesCbcEncryptinit 1,100 1,100 1,100
R_TSIP_TdesCbcEncryptUpdate 620 870 1,200
R_TSIP_TdesCbcEncryptFinal 470 470 470
R_TSIP_TdesCbcDecryptlnit 1,100 1,100 1,100
R_TSIP_TdesCbcDecryptUpdate 640 890 1,200
R_TSIP_TdesCbcDecryptFinal 490 480 490

& 1-41 58 API(ARC4 Wrapped Key 4 B) D14 &g

API TERE (B : Y1 U L)
R_TSIP_GenerateArc4Keylndex 4,400
R_TSIP_GenerateArc4RandomKeylIndex 10,000
R_TSIP_UpdateArc4Keylndex 4,200

# 1-42 ARC4 D1ERE

API TERE (B : A D)
16 /N4 MR 48 /N4 MR 80 /N4 ~AnzE
R_TSIP_Arc4Encryptlinit 2,100 2,100 2,100
R_TSIP_Arc4EncryptUpdate 480 610 790
R_TSIP_Arc4EncryptFinal 330 330 330
R_TSIP_Arc4Decryptinit 2,100 2,100 2,100
R_TSIP_Arc4DecryptUpdate 480 620 800
R_TSIP_Arc4DecryptFinal 330 330 330
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RX 2721

TSIP(Trusted Secure IP)E ¥ 2 —)L Firmware Integration Technology

F 1-43 3@ API(RSA Wrapped Key 4 B )D T #E
API TERE (B : 1 OIL)

R_TSIP_GenerateRsa1024PublicKeylndex 37,000
R_TSIP_GenerateRsa1024PrivateKeylndex 39,000
R_TSIP_GenerateRsa2048PublicKeylndex 140,000
R_TSIP_GenerateRsa2048PrivateKeylndex 140,000
R_TSIP_GenerateRsa1024RandomKeylndex (i) 43,000,000
R_TSIP_GenerateRsa2048RandomKeylndex (iE) 370,000,000
R_TSIP_UpdateRsa1024PublicKeylndex 37,000
R_TSIP_UpdateRsa1024PrivateKeylndex 38,000
R_TSIP_UpdateRsa2048PublicKeylndex 140,000
R_TSIP_UpdateRsa2048PrivateKeylndex 140,000

(] 10EETHROFHETT,

& 1-44 RSASSA-PKCS1-v1_5E#& 4 pi/IREED M RE(HASH=SHA1)

API THEE (B Y4 I)L)
Message Message Message
size=1byte size=128byte size=256byte
R_TSIP_RsassaPkcs1024SignatureGenerate 1,300,000 1,300,000 1,300,000
R_TSIP_RsassaPkcs1024SignatureVerification | 17,000 19,000 19,000
R_TSIP_RsassaPkcs2048SignatureGenerate 26,000,000 26,000,000 26,000,000
R_TSIP_RsassaPkcs2048SignatureVerification | 140,000 140,000 140,000
% 1-45 RSASSA-PKCS1-v1_5 E R £ /&L D 4 RE(HASH=SHA256)
API TERE (B : U1 U )L)
Message Message Message
size=1byte size=128byte size=256byte
R_TSIP_RsassaPkcs1024SignatureGenerate 1,300,000 1,300,000 1,300,000
R_TSIP_RsassaPkcs1024SignatureVerification | 17,000 19,000 19,000
R_TSIP_RsassaPkcs2048SignatureGenerate 26,000,000 26,000,000 26,000,000
R_TSIP_RsassaPkcs2048SignatureVerification | 140,000 140,000 140,000
% 1-46 RSASSA-PKCS1-v1_5 E4 & /&L D 4 RE(HASH=MD5)
API TERE (B : Y1 L)
Message Message Message
size=1byte size=128byte size=256byte
R_TSIP_RsassaPkcs1024SignatureGenerate 1,300,000 1,300,000 1,300,000
R_TSIP_RsassaPkcs1024SignatureVerification | 17,000 19,000 19,000
R_TSIP_RsassaPkcs2048SignatureGenerate 26,000,000 26,000,000 26,000,000
R_TSIP_RsassaPkcs2048SignatureVerification | 140,000 140,000 140,000
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& 1-47 RSAES-PKCS1-v1_5 BES1L/1E5 D1ERE §4 1 X 1024bit

API

e (B : AU )L)

Message size=1byte

Message size=117byte

R_TSIP_RsaesPkcs1024Encrypt

22,000

17,000

R_TSIP_RsaesPkcs1024Decrypt

1,300,000

1,300,000

#& 1-48 RSAES-PKCS1-v1_5 BES{L/{E5 D1EEE 14 X 2048bit

API

e (B Y1)

Message size=1byte

Message size=245byte

R_TSIP_RsaesPkcs2048Encrypt

150,000

140,000

R_TSIP_RsaesPkcs2048Decrypt

26,000,000

26,000,000

% 1-49 RSAES-OAEP REH1L/E5 DM 8L ##4 4 X 1024bit

API

TEEE (AL : 1AM U)L)

Message size=1byte

Message size=62byte

R_TSIP_RsaesOaep1024Encrypt

26,000

26,000

R_TSIP_RsaesOaep1024Decrypt

1,300,000

1,300,000

% 1-50 RSAES-OAEP EES1{L/EE Dt #Y 1 X 2048bit

API

TEEE (AL : A4 U)L)

Message size=1byte

Message size=190byte

R_TSIP_RsaesOaep2048Encrypt 150,000 150,000
R _TSIP_RsaesOaep2048Decrypt 26,000,000 26,000,000
% 1-51 HASH(SHA1)®D14EE
API TERE (BGL - 1 L)
128 /N4 FALIE 192 /N4 LR 256 /N1 LR
R_TSIP_Sha1lnit 130 130 130
R _TSIP_Sha1Update 1,600 1,800 2,000
R_TSIP_Sha1Final 830 830 830
= 1-52 HASH(SHA256)D 14 #E
API THEE (B : A1)
128 /31 LR 192 /34 MR 256 /\A ~ALEE
R_TSIP_Sha256Init 140 140 140
R_TSIP_Sha256Update 1,600 1,800 2,000
R_TSIP_Sha256Final 840 840 840
% 1-53 HASH(MD5)D 4 &E
API THEE (B : ML)
128 /34 ~ALEE 192 /N4 LR 256 /N1 ~ALER
R_TSIP_Md5Init 120 120 120
R_TSIP_Md5Update 1,400 1,600 1,800
R_TSIP_Md5Final 780 780 780
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RX27x1) TSIP(Trusted Secure IP)E ¥ 2 —)L Firmware Integration Technology

% 1-54 3@ API(HMAC Wrapped Key 4 &) D £ RE

API TERE (BRI : U1 L)
R_TSIP_GenerateSha1HmacKeylndex 2,800
R_TSIP_GenerateSha256HmacKeylndex 2,800
R_TSIP_UpdateSha1HmacKeylndex 2,500
R_TSIP_UpdateSha256HmacKeylndex 2,600

% 1-55 HMAC(SHA1)D 1%

API THRE (BGL : 12 L)
128 /34 ~ALEE 192 /N4 LR 256 /N1 ~ALEE
R_TSIP_Sha1HmacGeneratelnit 1,400 1,400 1,400
R_TSIP_Sha1HmacGenerateUpdate 970 1,200 1,500
R_TSIP_Sha1HmacGenerateFinal 2,000 2,000 2,000
R_TSIP_Sha1HmacVerifylnit 1,400 1,400 1,400
R_TSIP_Sha1HmacVerifyUpdate 970 1,300 1,500
R_TSIP_Sha1HmacVerifyFinal 3,000 3,000 3,000
% 1-56 HMAC(SHA256)D 14 8E
API TBE (B : ML)
128 /34 ~ALEE 192 /N1 LR 256 /N1 LR
R_TSIP_Sha256HmacGeneratelnit 1,800 1,800 1,800
R_TSIP_Sha256HmacGenerateUpdate 910 1,100 1,400
R_TSIP_Sha256HmacGenerateFinal 1,900 1,900 1,900
R_TSIP_Sha256HmacVerifylnit 1,800 1,800 1,800
R_TSIP_Sha256HmacVerifyUpdate 910 1,100 1,300
R_TSIP_Sha256HmacVerifyFinal 2,900 2,900 2,900
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= 1-57 L@ API(ECC Wrapped Key 4 B D4 RE
API TERE (B : 1 OIL)
R_TSIP_GenerateEccP192PublicKeylndex 3,200
R_TSIP_GenerateEccP224PublicKeylndex 3,200
R_TSIP_GenerateEccP256PublicKeylndex 3,200
R_TSIP_GenerateEccP384PublicKeylndex 3,300
R_TSIP_GenerateEccP192PrivateKeylndex 2,800
R_TSIP_GenerateEccP224PrivateKeylndex 2,800
R_TSIP_GenerateEccP256PrivateKeylndex 2,800
R_TSIP_GenerateEccP384PrivateKeylndex 2,800
R_TSIP_GenerateEccP192RandomKeylIndex (i) 140,000
R_TSIP_GenerateEccP224RandomKeyIndex (iE) 150,000
R_TSIP_GenerateEccP256RandomKeyIndex (iE) 150,000
R_TSIP_GenerateEccP384RandomKeyIndex (i¥) 1,100,000
R_TSIP_UpdateEccP192PublicKeylndex 2,800
R_TSIP_UpdateEccP224PublicKeylndex 2,800
R_TSIP_UpdateEccP256PublicKeylndex 2,900
R_TSIP_UpdateEccP384PublicKeylndex 3,100
R_TSIP_UpdateEccP192PrivateKeylndex 2,600
R_TSIP_UpdateEccP224PrivateKeylndex 2,600
R_TSIP_UpdateEccP256PrivateKeylndex 2,600
R_TSIP_UpdateEccP384PrivateKeylndex 2,500
(] 10 BETEHOFEHETT,
% 1-58 ECDSA ER L /IREEDERE
API TERE (B : U1 L)
Message Message Message
size=1byte size=128byte size=256byte
R_TSIP_EcdsaP192SignatureGenerate 180,000 170,000 180,000
R_TSIP_EcdsaP224SignatureGenerate 180,000 180,000 180,000
R_TSIP_EcdsaP256SignatureGenerate 180,000 180,000 180,000
R_TSIP_EcdsaP384SignatureGenerate(¥) 1,200,000
R_TSIP_EcdsaP192SignatureVerification 320,000 330,000 330,000
R_TSIP_EcdsaP224SignatureVerification 350,000 350,000 350,000
R_TSIP_EcdsaP256SignatureVerification 350,000 350,000 360,000
R_TSIP_EcdsaP384SignatureVerification(;¥) 2,200,000
[(¥] SHABB4 SHEFEENFEA
= 1-59 BREAFOMEERE
API THRE (B : 1 OIL)
R_TSIP_EcdhP256Init 56
R_TSIP_EcdhP256ReadPublicKey 360,000
R_TSIP_EcdhP256MakePublicKey 330,000
R_TSIP_EcdhP256CalculateSharedSecretindex 380,000
R_TSIP_EcdhP256KeyDerivation 3,700
R_TSIP_EcdhP256SshKeyDerivation 51,000
R_TSIP_EcdheP512KeyAgreement 3,300,000
R_TSIP_Rsa2048DhKeyAgreement 53,000,000

(KeyAgreement Z RN )BHEB DO MREL. BB K% ECDHE., IRESH 5B DTELHFE % AES-128 ICEE

LTEHAILE L=
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RX27x1) TSIP(Trusted Secure IP)E ¥ 2 —)L Firmware Integration Technology

1.7.6 RX671
= 1-60 & API DTERE

API THEE (B : 1 0))
R_TSIP_Open 5,500,000
R_TSIP_Close 320
R_TSIP_GetVersion 24
R_TSIP_GenerateAes128KeyIndex 2,000
R_TSIP_GenerateAes256KeyIndex 2,200

R_TSIP_GenerateAes128RandomKeylndex | 1,200

R_TSIP_GenerateAes256RandomKeyindex | 1,600

R_TSIP_GenerateRandomNumber 520

R_TSIP_GenerateUpdateKeyRingKeyIndex | 2,200
R_TSIP_UpdateAes128Keylndex 1,800
R_TSIP_UpdateAes256Keylndex 2,000

= 1-61 Firmware HEID 1 HEE

API THRE (BAL : Y1)
8K /N4 ML 16K /N1 LR 24K /N4 FA0ER
R_TSIP_VerifyFirmwareMACInit 160 160 160
R_TSIP_VerifyFirmwareMACUpdate 18,000 35,000 53,000
R_TSIP_VerifyFirmwareMACFinal 390 390 390
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i 1-62 AES D1EEE
API THRE (BGL : 1 2L)
16 /N4 ~ALER 48 /N4 ~ALEE 80 /N4 R
R_TSIP_Aes128EcbEncryptinit 1,200 1,200 1,200
R_TSIP_Aes128EcbEncryptUpdate 380 490 620
R_TSIP_Aes128EcbEncryptFinal 330 320 320
R_TSIP_Aes128EcbDecryptinit 1,200 1,200 1,200
R_TSIP_Aes128EcbDecryptUpdate 450 560 690
R_TSIP_Aes128EcbDecryptFinal 340 330 340
R_TSIP_Aes256EcbEncryptinit 1,300 1,300 1,300
R_TSIP_Aes256EcbEncryptUpdate 410 510 650
R_TSIP_Aes256EcbEncryptFinal 320 310 320
R_TSIP_Aes256EcbDecryptinit 1,300 1,300 1,300
R_TSIP_Aes256EcbDecryptUpdate 470 580 710
R_TSIP_Aes256EcbDecryptFinal 330 330 330
R_TSIP_Aes128CbcEncryptinit 1,200 1,200 1,200
R_TSIP_Aes128CbcEncryptUpdate 440 550 680
R_TSIP_Aes128CbcEncryptFinal 340 340 340
R_TSIP_Aes128CbcDecryptinit 1,200 1,200 1,200
R_TSIP_Aes128CbcDecryptUpdate 490 600 730
R _TSIP_Aes128CbcDecryptFinal 360 350 350
R_TSIP_Aes256CbcEncryptinit 1,300 1,300 1,300
R_TSIP_Aes256CbcEncryptUpdate 450 560 700
R_TSIP_Aes256CbcEncryptFinal 340 340 340
R_TSIP_Aes256CbcDecryptlinit 1,300 1,300 1,300
R_TSIP_Aes256CbcDecryptUpdate 520 640 770
R_TSIP_Aes256CbcDecryptFinal 350 350 350

% 1-63 AES-GCM D 1fgE

API TERE (6L : A4 D)
48 /N4 NI 64 /N4 ~ALIE 80 /N4 ~nIE

R_TSIP_Aes128GcmEncryptinit 4,100 4,100 4,100
R_TSIP_Aes128GcmEncryptUpdate 1,600 1,700 1,800
R_TSIP_Aes128GcmEncryptFinal 1,000 1,000 1,000
R_TSIP_Aes128GcmDecryptinit 4,100 4,000 4,000
R_TSIP_Aes128GcmDecryptUpdate 1,600 1,600 1,700
R_TSIP_Aes128GcmDecryptFinal 1,500 1,500 1,500
R_TSIP_Aes256GcmEncryptinit 4,100 4,100 4,100
R_TSIP_Aes256GcmEncryptUpdate 1,600 1,600 1,700
R_TSIP_Aes256GcmEncryptFinal 780 780 760

R_TSIP_Aes256GcmDecryptlnit 4,100 4,100 4,100
R_TSIP_Aes256GcmDecryptUpdate 1,800 1,600 1,700
R_TSIP_Aes256GcmDecryptFinal 1,200 1,200 1,200

GCM D 1tgelZ. ivec & 1024bit. BN

REET—4 % 720bit,

SREEAR % 128bit ICEIE L CEHAILE L=,
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% 1-64 AES-CCM D1%8E
API THRE (BGL : 1 2L)
48 /N4 MALER 64 /N4 ML 80 /N4 R
R_TSIP_Aes128CcmEncryptinit 2,300 2,300 2,300
R_TSIP_Aes128CcmEncryptUpdate 880 960 1,000
R_TSIP_Aes128CcmEncryptFinal 700 690 690
R_TSIP_Aes128CcmbDecryptinit 2,400 2,300 2,300
R_TSIP_Aes128CcmbDecryptUpdate 800 870 950
R_TSIP_Aes128CcmDecryptFinal 1,100 1,100 1,100
R_TSIP_Aes256CcmEncryptlinit 1,900 1,900 1,900
R_TSIP_Aes256CcmEncryptUpdate 940 1,100 1,200
R_TSIP_Aes256CcmEncryptFinal 740 740 740
R_TSIP_Aes256CcmDecryptinit 1,900 1,900 1,900
R_TSIP_Aes256CcmDecryptUpdate 840 930 1,000
R_TSIP_Aes256CcmDecryptFinal 1,300 1,200 1,200

CCM D4REIL. / R % 104bit, BINFREET—4 % 880bit. MAC % 128bit [CETE L T

% 1-65 AES-CMAC DO1%gE

FHAEILFE LT

API TBE (B : ML)
48 /N4 MALER 64 /31 ~OLEE 80 /\A MLEE
R_TSIP_Aes128CmacGeneratelnit 850 850 850
R_TSIP_Aes128CmacGenerateUpdate 490 520 560
R_TSIP_Aes128CmacGenerateFinal 610 600 600
R_TSIP_Aes128CmacVerifylnit 850 850 850
R_TSIP_Aes128CmacVerifyUpdate 490 510 550
R_TSIP_Aes128CmacVerifyFinal 1,100 1,100 1,100
R_TSIP_Aes256CmacGeneratelnit 980 970 970
R_TSIP_Aes256CmacGenerateUpdate 510 550 600
R_TSIP_Aes256CmacGenerateFinal 630 620 620
R_TSIP_Aes256CmacVerifylnit 960 960 960
R_TSIP_Aes256CmacVerifyUpdate 510 540 590
R_TSIP_Aes256CmacVerifyFinal 1,100 1,100 1,100

% 1-66 AES Key Wrap MO 14&E

API TERE (B : Y1 L)
T v TR EE AES-128 v T3t R AES-256
R_TSIP_Aes128KeyWrap 5,500 8,600
R_TSIP_Aes256KeyWrap 5,700 8,900
R_TSIP_Aes128KeyUnwrap 6,200 9,300
R_TSIP_Aes256KeyUnwrap 6,400 9,600
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% 1-67 3@ API(TDES Wrapped Key 4 BR)D 14 #E

API TERE (BRI : U1 L)
R_TSIP_GenerateTdesKeylndex 2,200
R_TSIP_GenerateTdesRandomKeylndex 1,700
R_TSIP_UpdateTdesKeylndex 2,000

# 1-68 TDES D148k

API TERE (B : A D)
16 /N4 ~ALER 48 /N4 ~ALER 80 /N4 ¥R
R_TSIP_TdesEcbEncryptinit 760 750 750
R_TSIP_TdesEcbEncryptUpdate 420 610 810
R_TSIP_TdesEcbEncryptFinal 320 310 310
R_TSIP_TdesEcbDecryptinit 770 770 770
R_TSIP_TdesEcbDecryptUpdate 440 640 830
R_TSIP_TdesEcbDecryptFinal 320 320 320
R_TSIP_TdesCbcEncryptinit 810 810 810
R_TSIP_TdesCbcEncryptUpdate 470 670 870
R_TSIP_TdesCbcEncryptFinal 330 340 340
R_TSIP_TdesCbcDecryptlnit 820 820 820
R_TSIP_TdesCbcDecryptUpdate 490 690 890
R_TSIP_TdesCbcDecryptFinal 350 350 350
% 1-69 & API(ARC4 Wrapped Key 4 B) D14 &g
API PERE (B T4 L)

R_TSIP_GenerateArc4Keylndex 3,900

R_TSIP_GenerateArc4RandomKeylndex 8,500

R_TSIP_UpdateArc4Keylndex 3,700

# 1-70 ARC4 D1EgE

API TERE (B : A D)
16 /N4 MR 48 /N4 MR 80 /N4 ~AnzE
R_TSIP_Arc4Encryptlinit 1,700 1,700 1,700
R_TSIP_Arc4EncryptUpdate 360 470 600
R_TSIP_Arc4EncryptFinal 240 230 230
R_TSIP_Arc4Decryptinit 1,700 1,700 1,700
R_TSIP_Arc4DecryptUpdate 350 470 600
R_TSIP_Arc4DecryptFinal 240 240 240
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% 1-71 358 API(RSA Wrapped Key 4 B )D T #E

API TERE (B : 1 OIL)
R_TSIP_GenerateRsa1024PublicKeylndex 37,000
R_TSIP_GenerateRsa1024PrivateKeylndex 38,000
R_TSIP_GenerateRsa2048PublicKeylndex 140,000
R_TSIP_GenerateRsa2048PrivateKeylndex 140,000
R_TSIP_GenerateRsa1024RandomKeylndex (i) 73,000,000
R_TSIP_GenerateRsa2048RandomKeylndex (iE) 400,000,000
R_TSIP_UpdateRsa1024PublicKeylndex 36,000
R_TSIP_UpdateRsa1024PrivateKeylndex 37,000
R_TSIP_UpdateRsa2048PublicKeylndex 140,000
R_TSIP_UpdateRsa2048PrivateKeylndex 140,000

(] 10EETHROFHETT,

& 1-72 RSASSA-PKCS1-v1_5E#& 4 pi/iREED M RE(HASH=SHA1)

API THEE (B Y4 I)L)
Message Message Message
size=1byte size=128byte size=256byte
R_TSIP_RsassaPkcs1024SignatureGenerate 1,200,000 1,200,000 1,200,000
R_TSIP_RsassaPkcs1024SignatureVerification | 16,000 17,000 18,000
R_TSIP_RsassaPkcs2048SignatureGenerate 26,000,000 26,000,000 26,000,000
R_TSIP_RsassaPkcs2048SignatureVerification | 140,000 140,000 140,000
% 1-73 RSASSA-PKCS1-v1_5 E & £ pi/tREE D 4 RE(HASH=SHA256)
API TERE (B : U1 U )L)
Message Message Message
size=1byte size=128byte size=256byte
R_TSIP_RsassaPkcs1024SignatureGenerate 1,300,000 1,300,000 1,300,000
R_TSIP_RsassaPkcs1024SignatureVerification | 16,000 17,000 18,000
R_TSIP_RsassaPkcs2048SignatureGenerate 26,000,000 26,000,000 26,000,000
R_TSIP_RsassaPkcs2048SignatureVerification | 130,000 130,000 140,000
% 1-74 RSASSA-PKCS1-v1_5 E4 % /&L D 4 RE(HASH=MD5)
API TERE (B : Y1 L)
Message Message Message
size=1byte size=128byte size=256byte
R_TSIP_RsassaPkcs1024SignatureGenerate 1,300,000 1,200,000 1,200,000
R_TSIP_RsassaPkcs1024SignatureVerification | 16,000 17,000 17,000
R_TSIP_RsassaPkcs2048SignatureGenerate 26,000,000 27,000,000 27,000,000
R_TSIP_RsassaPkcs2048SignatureVerification | 140,000 140,000 140,000
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& 1-75 RSAES-PKCS1-v1_5 BES1L/1E5 D1ERE §4 1 X 1024bit

API TERE (BRI : Y4 L)
Message size=1byte Message size=117byte
R_TSIP_RsaesPkcs1024Encrypt 20,000 15,000
R_TSIP_RsaesPkcs1024Decrypt 1,300,000 1,300,000

#& 1-76 RSAES-PKCS1-v1_5 BES{L/{E5 D1ERE 14 X 2048bit

API

e (B Y1)

Message size=1byte

Message size=245byte

R_TSIP_RsaesPkcs2048Encrypt

150,000

150,000
27,000,000

26,000,000

R_TSIP_RsaesPkcs2048Decrypt

% 1-77 RSAES-OAEP RE&1L/E5 DM 8L ##4 4 X 1024bit

TEEE (AL : 1AM U)L)

API
Message size=1byte Message size=62byte
R_TSIP_RsaesOaep1024Encrypt 23,000 23,000
R_TSIP_RsaesOaep1024Decrypt 1,300,000 1,300,000

% 1-78 RSAES-OAEP EES1{L/ES Dt #Y 1 X 2048bit

API

TEEE (AL : A4 U)L)

Message size=1byte

Message size=190byte

150,000

R_TSIP_RsaesOaep2048Encrypt 140,000
R_TSIP_RsaesOaep2048Decrypt 27,000,000 27,000,000
% 1-79 HASH(SHA1)®D14EE
API TERE (BGL - 1 L)
128 /34 ~ALEE 192 /N4 LR 256 /N1 LR
R_TSIP_Sha1lnit 100 100 100
R _TSIP_Sha1Update 1,200 1,400 1,600
R_TSIP_Sha1Final 660 660 660
% 1-80 HASH(SHA256)M 14 #E
API THEE (B : A1)
128 /31 LR 192 /34 MR 256 /\A ~ALEE
R_TSIP_Sha256Init 110 110 110
R_TSIP_Sha256Update 1,200 1,400 1,600
R _TSIP_Sha256Final 670 670 670

% 1-81 HASH(MD5)D 4R
API THEE (B : ML)

128 /31 FLEE 192 /34 ~A0EE 256 /\A MR
R_TSIP_Md5Init 98 96 96
R_TSIP_Md5Update 1,200 1,300 1,500
R_TSIP_Md5Final 620 620 620
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% 1-82 3@ API(HMAC Wrapped Key 4 &) D £ RE

API TERE (BRI : U1 L)
R_TSIP_GenerateSha1HmacKeylndex 2,300
R_TSIP_GenerateSha256HmacKeylndex 2,300
R_TSIP_UpdateSha1HmacKeylndex 2,100
R_TSIP_UpdateSha256HmacKeylndex 2,100

# 1-83 HMAC(SHA1)D 14

API TERE (B : A D)
128 /34 ~ALEE 192 /N4 LR 256 /N1 ~ALEE
R_TSIP_Sha1HmacGeneratelnit 1,000 1,000 1,000
R_TSIP_Sha1HmacGenerateUpdate 800 1,000 1,300
R_TSIP_Sha1HmacGenerateFinal 1,600 1,600 1,600
R_TSIP_Sha1HmacVerifylnit 1,000 1,000 1,000
R_TSIP_Sha1HmacVerifyUpdate 800 1,100 1,300
R_TSIP_Sha1HmacVerifyFinal 2,300 2,300 2,300
% 1-84 HMAC(SHA256)D14EE
API TBE (B : ML)
128 /34 ~ALEE 192 /N1 LR 256 /N1 LR
R_TSIP_Sha256HmacGeneratelnit 1,400 1,300 1,300
R_TSIP_Sha256HmacGenerateUpdate 740 910 1,100
R_TSIP_Sha256HmacGenerateFinal 1,600 1,600 1,60
R_TSIP_Sha256HmacVerifylnit 1,300 1,300 1,300
R_TSIP_Sha256HmacVerifyUpdate 740 910 1,100
R_TSIP_Sha256HmacVerifyFinal 2,300 2,200 2,200
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= 1-85 L@ API(ECC Wrapped Key 4 B) D4 RE
API TERE (B : 1 OIL)
R_TSIP_GenerateEccP192PublicKeylndex 2,600
R_TSIP_GenerateEccP224PublicKeylndex 2,600
R_TSIP_GenerateEccP256PublicKeylndex 2,600
R_TSIP_GenerateEccP384PublicKeylndex 2,700
R_TSIP_GenerateEccP192PrivateKeylndex 2,300
R_TSIP_GenerateEccP224PrivateKeylndex 2,300
R_TSIP_GenerateEccP256PrivateKeylndex 2,300
R_TSIP_GenerateEccP384PrivateKeylndex 2,300
R_TSIP_GenerateEccP192RandomKeylIndex (i) 140,000
R_TSIP_GenerateEccP224RandomKeyIndex (iE) 140,000
R_TSIP_GenerateEccP256RandomKeyIndex (iE) 150,000
R_TSIP_GenerateEccP384RandomKeyIndex (i¥) 1,100,000
R_TSIP_UpdateEccP192PublicKeylndex 2,400
R_TSIP_UpdateEccP224PublicKeylndex 2,300
R_TSIP_UpdateEccP256PublicKeylndex 2,400
R_TSIP_UpdateEccP384PublicKeylndex 2,500
R_TSIP_UpdateEccP192PrivateKeylndex 2,100
R_TSIP_UpdateEccP224PrivateKeylndex 2,100
R_TSIP_UpdateEccP256PrivateKeylndex 2,100
R_TSIP_UpdateEccP384PrivateKeylndex 2,100
(] 10 BETEHOFEHETT,
% 1-86 ECDSA ER L /IREEDERE
API TERE (B : U1 L)
Message Message Message
size=1byte size=128byte size=256byte
R_TSIP_EcdsaP192SignatureGenerate 170,000 160,000 160,000
R_TSIP_EcdsaP224SignatureGenerate 160,000 170,000 160,000
R_TSIP_EcdsaP256SignatureGenerate 170,000 170,000 170,000
R_TSIP_EcdsaP384SignatureGenerate(¥) 1,200,000
R_TSIP_EcdsaP192SignatureVerification 300,000 310,000 310,000
R_TSIP_EcdsaP224SignatureVerification 330,000 330,000 330,000
R_TSIP_EcdsaP256SignatureVerification 340,000 330,000 340,000
R_TSIP_EcdsaP384SignatureVerification(;¥) 2,100,000
[(¥] SHABB4 SHEFEENFEA
& 1-87 BREIEFDOMRE
API THRE (B : 1 OIL)
R_TSIP_EcdhP256Init 40
R_TSIP_EcdhP256ReadPublicKey 330,000
R_TSIP_EcdhP256MakePublicKey 320,000
R_TSIP_EcdhP256CalculateSharedSecretindex 350,000
R_TSIP_EcdhP256KeyDerivation 3,000
R_TSIP_EcdhP256SshKeyDerivation 40,000
R_TSIP_EcdheP512KeyAgreement 3,200,000
R_TSIP_Rsa2048DhKeyAgreement 53,000,000

(KeyAgreement ZBRULN2)BHEB DO MREL. BB X% ECDHE., IRESH 5B DFELHFE % AES-128 ICEE

LTEHAILE LT,
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1.7.7 RX72M, RX72N
& 1-88 4t APl D1ERE

API TERE (B : 1 D)
R_TSIP_Open 6,300,000
R_TSIP_Close 300
R_TSIP_GetVersion 22
R_TSIP_GenerateAes128KeyIndex 2,100
R_TSIP_GenerateAes256KeyIndex 2,300

R_TSIP_GenerateAes128RandomKeylndex | 1,200

R_TSIP_GenerateAes256RandomKeyindex | 1,800

R_TSIP_GenerateRandomNumber 560

R_TSIP_GenerateUpdateKeyRingKeyIndex | 2,300
R_TSIP_UpdateAes128Keylndex 1,900
R_TSIP_UpdateAes256Keylndex 2,000

= 1-89 Firmware H&EI D 1 HEE

API THRE (BAL : Y1)
8K /N4 ML 16K /N1 LR 24K /N4 FA0ER
R_TSIP_VerifyFirmwareMACInit 170 170 170
R_TSIP_VerifyFirmwareMACUpdate 19,000 37,000 56,000
R_TSIP_VerifyFirmwareMACFinal 400 400 400
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= 1-90 AES D1tEE
API TERE (B : 1 D)
16 /N4 ~ALER 48 /N4 ~ALEE 80 /N4 R
R_TSIP_Aes128EcbEncryptinit 1,200 1,200 1,200
R_TSIP_Aes128EcbEncryptUpdate 390 510 640
R_TSIP_Aes128EcbEncryptFinal 330 330 330
R_TSIP_Aes128EcbDecryptinit 1,300 1,300 1,300
R_TSIP_Aes128EcbDecryptUpdate 460 560 700
R_TSIP_Aes128EcbDecryptFinal 340 340 340
R_TSIP_Aes256EcbEncryptinit 1,400 1,400 1,400
R_TSIP_Aes256EcbEncryptUpdate 400 530 660
R_TSIP_Aes256EcbEncryptFinal 340 330 330
R_TSIP_Aes256EcbDecryptinit 1,300 1,400 1,400
R_TSIP_Aes256EcbDecryptUpdate 470 600 730
R_TSIP_Aes256EcbDecryptFinal 350 350 350
R_TSIP_Aes128CbcEncryptinit 1,300 1,300 1,300
R_TSIP_Aes128CbcEncryptUpdate 440 550 700
R_TSIP_Aes128CbcEncryptFinal 350 350 350
R_TSIP_Aes128CbcDecryptinit 1,300 1,300 1,300
R_TSIP_Aes128CbcDecryptUpdate 500 610 750
R _TSIP_Aes128CbcDecryptFinal 360 360 360
R_TSIP_Aes256CbcEncryptinit 1,400 1,400 1,400
R_TSIP_Aes256CbcEncryptUpdate 460 580 720
R_TSIP_Aes256CbcEncryptFinal 360 360 360
R_TSIP_Aes256CbcDecryptlinit 1,400 1,500 1,400
R_TSIP_Aes256CbcDecryptUpdate 530 660 790
R_TSIP_Aes256CbcDecryptFinal 380 380 380
% 1-91 AES-GCM D144k
API PERE (B2 : 1)
48 /N4 NI 64 /N4 ~ALIE 80 /N4 ~nIE
R_TSIP_Aes128GcmEncryptinit 4,300 4,300 4,300
R_TSIP_Aes128GcmEncryptUpdate 1,600 1,700 1,800
R_TSIP_Aes128GcmEncryptFinal 1,100 1,100 1,100
R_TSIP_Aes128GcmDecryptinit 4,200 4,200 4,200
R_TSIP_Aes128GcmDecryptUpdate 1,600 1,700 1,800
R_TSIP_Aes128GcmDecryptFinal 1,500 1,500 1,500
R_TSIP_Aes256GcmEncryptinit 4,300 4,300 4,300
R_TSIP_Aes256GcmEncryptUpdate 1,700 1,700 1,800
R_TSIP_Aes256GcmEncryptFinal 820 810 810
R_TSIP_Aes256GcmDecryptlnit 4,300 4,300 4,300
R_TSIP_Aes256GcmDecryptUpdate 1,600 1,700 1,700
R_TSIP_Aes256GcmDecryptFinal 1,300 1,300 1,300

GCM D 1tgelZ. ivec & 1024bit. BN

REET—4 % 720bit,

SREEAR % 128bit ICEIE L CEHAILE L=,
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%= 1-92 AES-CCM DltgE

API TERE (B : 1 D)
48 /N4 MALER 64 /N4 ML 80 /N4 R
R_TSIP_Aes128CcmEncryptinit 2,400 2,400 2,400
R_TSIP_Aes128CcmEncryptUpdate 910 980 1,000
R_TSIP_Aes128CcmEncryptFinal 730 720 720
R_TSIP_Aes128CcmbDecryptinit 2,500 2,500 2,500
R_TSIP_Aes128CcmbDecryptUpdate 820 900 970
R_TSIP_Aes128CcmDecryptFinal 1,200 1,200 1,200
R_TSIP_Aes256CcmEncryptlinit 2,000 2,000 2,000
R_TSIP_Aes256CcmEncryptUpdate 960 1,000 1,100
R_TSIP_Aes256CcmEncryptFinal 770 770 770
R_TSIP_Aes256CcmDecryptinit 2,000 2,000 2,000
R_TSIP_Aes256CcmDecryptUpdate 860 960 1,000
R_TSIP_Aes256CcmDecryptFinal 1,200 1,200 1,200
CCM D1EEIE. / > X% 104bit. BMMFRIET— 43 % 880bit. MAC % 128bit ICERE L TEHAIL &F L 1=,
% 1-93 AES-CMAC D i%gE
API TBE (B : ML)
48 /N4 MALER 64 /31 ~OLEE 80 /\A MLEE
R_TSIP_Aes128CmacGeneratelnit 890 890 890
R_TSIP_Aes128CmacGenerateUpdate 490 530 560
R_TSIP_Aes128CmacGenerateFinal 630 630 630
R_TSIP_Aes128CmacVerifylnit 890 890 890
R_TSIP_Aes128CmacVerifyUpdate 490 530 570
R_TSIP_Aes128CmacVerifyFinal 1,100 1,000 1,100
R_TSIP_Aes256CmacGeneratelnit 1,100 1,100 1,100
R_TSIP_Aes256CmacGenerateUpdate 520 570 620
R_TSIP_Aes256CmacGenerateFinal 650 650 650
R_TSIP_Aes256CmacVerifylnit 1,100 1,000 1,000
R_TSIP_Aes256CmacVerifyUpdate 520 570 610
R_TSIP_Aes256CmacVerifyFinal 1,100 1,100 1,100
% 1-94 AES Key Wrap D1tgE
API TERE (B : Y1 L)
T v TR EE AES-128 v T3t R AES-256
R_TSIP_Aes128KeyWrap 5,700 8,900
R_TSIP_Aes256KeyWrap 5,800 9,300
R_TSIP_Aes128KeyUnwrap 6,400 9,600
R_TSIP_Aes256KeyUnwrap 6,600 10,000
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% 1-95 @ API(TDES Wrapped Key A BR)D 14 #E
API THEE (B Y1)
R_TSIP_GenerateTdesKeylndex 2,300
R_TSIP_GenerateTdesRandomKeylndex 1,800
R_TSIP_UpdateTdesKeylndex 2,000

# 1-96 TDES D148k

API

THEE (B : AU L)

16 /34 ~ALIE

48 /N4 ~A0EE

80 /N1 Mg

R_TSIP_TdesEcbEncryptinit 790 790 790
R_TSIP_TdesEcbEncryptUpdate 440 630 830
R_TSIP_TdesEcbEncryptFinal 330 330 320
R_TSIP_TdesEcbDecryptinit 810 810 810
R_TSIP_TdesEcbDecryptUpdate 460 660 860
R_TSIP_TdesEcbDecryptFinal 340 340 340
R_TSIP_TdesCbcEncryptinit 850 850 850
R_TSIP_TdesCbcEncryptUpdate 490 690 890
R_TSIP_TdesCbcEncryptFinal 360 360 360
R_TSIP_TdesCbcDecryptlnit 860 860 860
R_TSIP_TdesCbcDecryptUpdate 510 710 910
R_TSIP_TdesCbcDecryptFinal 370 370 370
% 1-97 5@ API(ARC4 Wrapped Key 4 B) D14 &g
API TERE (B : Y1 U L)

R_TSIP_GenerateArc4Keylndex 4,000

R_TSIP_GenerateArc4RandomKeylndex 9,100

R_TSIP_UpdateArc4Keylndex 3,800

# 1-98 ARC4 D1EgE

API TERE (B : A D)
16 /N4 MR 48 /N4 MR 80 /N4 ~AnzE
R_TSIP_Arc4Encryptlinit 1,900 1,900 1,900
R_TSIP_Arc4EncryptUpdate 360 480 610
R_TSIP_Arc4EncryptFinal 240 240 240
R_TSIP_Arc4Decryptinit 1,900 1,900 1,900
R_TSIP_Arc4DecryptUpdate 360 480 620
R_TSIP_Arc4DecryptFinal 240 240 240
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F 1-99 @ API(RSA Wrapped Key £ B )D T #E
API TERE (B : 1 OIL)

R_TSIP_GenerateRsa1024PublicKeylndex 37,000
R_TSIP_GenerateRsa1024PrivateKeylndex 38,000
R_TSIP_GenerateRsa2048PublicKeylndex 140,000
R_TSIP_GenerateRsa2048PrivateKeylndex 140,000
R_TSIP_GenerateRsa1024RandomKeylndex (i) 76,000,000
R_TSIP_GenerateRsa2048RandomKeylndex (iE) 370,000,000
R_TSIP_UpdateRsa1024PublicKeylndex 37,000
R_TSIP_UpdateRsa1024PrivateKeylndex 38,000
R_TSIP_UpdateRsa2048PublicKeylndex 140,000
R_TSIP_UpdateRsa2048PrivateKeylndex 140,000

(] 10EETHROFHETT,

% 1-100 RSASSA-PKCS1-v1_5 B4 4 Ri/IREE O M AE(HASH=SHA1)

API THEE (B Y4 I)L)
Message Message Message
size=1byte size=128byte size=256byte
R_TSIP_RsassaPkcs1024SignatureGenerate 1,200,000 1,200,000 1,200,000
R_TSIP_RsassaPkcs1024SignatureVerification | 17,000 18,000 18,000
R_TSIP_RsassaPkcs2048SignatureGenerate 26,000,000 26,000,000 26,000,000
R_TSIP_RsassaPkcs2048SignatureVerification | 130,000 140,000 140,000
& 1-101 RSASSA-PKCS1-v1_5 E &4 B/AREE D 14 RE(HASH=SHA256)
API TERE (B : U1 U )L)
Message Message Message
size=1byte size=128byte size=256byte
R_TSIP_RsassaPkcs1024SignatureGenerate 1,200,000 1,200,000 1,200,000
R_TSIP_RsassaPkcs1024SignatureVerification | 17,000 18,000 18,000
R_TSIP_RsassaPkcs2048SignatureGenerate 27,000,000 27,000,000 27,000,000
R_TSIP_RsassaPkcs2048SignatureVerification | 130,000 140,000 140,000
# 1-102 RSASSA-PKCS1-v1_5 &% 4 B/HEE D 14 8E(HASH=MD5)
API TERE (B : Y1 L)
Message Message Message
size=1byte size=128byte size=256byte
R_TSIP_RsassaPkcs1024SignatureGenerate 1,200,000 1,200,000 1,200,000
R_TSIP_RsassaPkcs1024SignatureVerification | 16,000 18,000 18,000
R_TSIP_RsassaPkcs2048SignatureGenerate 26,000,000 26,000,000 27,000,000
R_TSIP_RsassaPkcs2048SignatureVerification | 130,000 140,000 140,000

R20AN0371JJ0124 Rev.1.24
2026.03.20

RENESAS

Page 50 of 448




RX 2721

TSIP(Trusted Secure IP)E ¥ 2 —)L Firmware Integration Technology

% 1-108 RSAES-PKCS1-v1_5BES1b/E5 D HHE §4 4 X 1024bit

API

e (B : AU )L)

Message size=1byte

Message size=117byte

R_TSIP_RsaesPkcs1024Encrypt

20,000

16,000

R_TSIP_RsaesPkcs1024Decrypt

1,200,000

1,200,000

% 1-104 RSAES-PKCS1-v1_5iEB1b/E5 DHEE f#4 4 X 2048bit

API

e (B Y1)

Message size=1byte

Message size=245byte

R_TSIP_RsaesPkcs2048Encrypt

140,000

130,000

R_TSIP_RsaesPkcs2048Decrypt

26,000,000

26,000,000

#& 1-105 RSAES-OAEP RE&1L/ES D EHE H24 4 X 1024bit

API

TEEE (AL : 1AM U)L)

Message size=1byte

Message size=62byte

R_TSIP_RsaesOaep1024Encrypt

23,000

23,000

R_TSIP_RsaesOaep1024Decrypt

1,300,000

1,300,000

#& 1-106 RSAES-OAEP RE&1L/{ES D EEE H24 1 X 2048bit

API

TEEE (AL : A4 U)L)

Message size=1byte

Message size=190byte

R_TSIP_RsaesOaep2048Encrypt 150,000 150,000
R_TSIP_RsaesOaep2048Decrypt 27,000,000 27,000,000
% 1-107 HASH(SHA1)D T4 8E
API TERE (BGL - 1 L)
128 /34 ~ALEE 192 /N4 LR 256 /N1 LR
R_TSIP_Sha1lnit 110 100 110
R _TSIP_Sha1Update 1,200 1,500 1,700
R_TSIP_Sha1Final 670 670 680
% 1-108 HASH(SHA256)D M &E
API THEE (B : A1)

128 /34 ALEE

192 /34 MLER

256 /N4~

R_TSIP_Sha2561nit

110

110

110

R_TSIP_Sha256Update 1,300 1,400 1,600
R_TSIP_Sha256Final 680 680 680
% 1-109 HASH(MD5)D 4R
API TERE (B : 1 UL)
128 /N4 ~AOLIE 192 /A 038 256 /\A kAR

R_TSIP_Md5Init 94 96 98
R_TSIP_Md5Update 1,200 1,300 1,500
R_TSIP_Md5Final 630 630 630
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% 1-110 #38 API(HMAC Wrapped Key 4 BR)D 14

API TERE (BRI : U1 L)
R_TSIP_GenerateSha1HmacKeylndex 2,400
R_TSIP_GenerateSha256HmacKeylndex 2,400
R_TSIP_UpdateSha1HmacKeylndex 2,100
R_TSIP_UpdateSha256HmacKeylndex 2,100

%= 1-111  HMAC(SHA1)D 1 &E

API TERE (B : A D)
128 /34 ~ALEE 192 /N4 LR 256 /N1 ~ALEE
R_TSIP_Sha1HmacGeneratelnit 1,100 1,100 1,100
R_TSIP_Sha1HmacGenerateUpdate 810 1,000 1,200
R_TSIP_Sha1HmacGenerateFinal 1,600 1,600 1,600
R_TSIP_Sha1HmacVerifylnit 1,100 1,100 1,100
R_TSIP_Sha1HmacVerifyUpdate 800 1,000 1,200
R_TSIP_Sha1HmacVerifyFinal 2,300 2,300 2,300

# 1-112 HMAC(SHA256)D % 8E

API TBE (B : ML)
128 /34 ~ALEE 192 /N1 LR 256 /N1 LR
R_TSIP_Sha256HmacGeneratelnit 1,500 1,500 1,500
R_TSIP_Sha256HmacGenerateUpdate 740 900 1,100
R_TSIP_Sha256HmacGenerateFinal 1,500 1,500 1,600
R_TSIP_Sha256HmacVerifylnit 1,400 1,400 1,400
R_TSIP_Sha256HmacVerifyUpdate 730 900 1,100
R_TSIP_Sha256HmacVerifyFinal 2,300 2,300 2,300
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% 1-113 38 API(ECC Wrapped Key £ mR)D 14 #E
API TERE (B : 1 OIL)

R_TSIP_GenerateEccP192PublicKeylndex 2,700
R_TSIP_GenerateEccP224PublicKeylndex 2,700
R_TSIP_GenerateEccP256PublicKeylndex 2,700
R_TSIP_GenerateEccP384PublicKeylndex 2,800
R_TSIP_GenerateEccP192PrivateKeylndex 2,400
R_TSIP_GenerateEccP224PrivateKeylndex 2,400
R_TSIP_GenerateEccP256PrivateKeylndex 2,400
R_TSIP_GenerateEccP384PrivateKeylndex 2,400
R_TSIP_GenerateEccP192RandomKeylIndex (i) 140,000
R_TSIP_GenerateEccP224RandomKeyIndex (iE) 140,000
R_TSIP_GenerateEccP256RandomKeyIndex (iE) 140,000
R_TSIP_GenerateEccP384RandomKeyIndex (i¥) 1,100,000
R_TSIP_UpdateEccP192PublicKeylndex 2,500
R_TSIP_UpdateEccP224PublicKeylndex 2,500
R_TSIP_UpdateEccP256PublicKeylndex 2,500
R_TSIP_UpdateEccP384PublicKeylndex 2,600
R_TSIP_UpdateEccP192PrivateKeylndex 2,100
R_TSIP_UpdateEccP224PrivateKeylndex 2,200
R_TSIP_UpdateEccP256PrivateKeylndex 2,200
R_TSIP_UpdateEccP384PrivateKeylndex 2,100

(] 10 EEITHOFHETT .

% 1-114 ECDSA ER 4 /R DERE

API TERE (B : U1 L)
Message Message Message
size=1byte size=128byte size=256byte

R_TSIP_EcdsaP192SignatureGenerate 170,000 160,000 170,000
R_TSIP_EcdsaP224SignatureGenerate 160,000 170,000 160,000
R_TSIP_EcdsaP256SignatureGenerate 170,000 170,000 160,000
R_TSIP_EcdsaP384SignatureGenerate(¥) 1,200,000
R_TSIP_EcdsaP192SignatureVerification 310,000 310,000 310,000
R_TSIP_EcdsaP224SignatureVerification 330,000 330,000 330,000
R_TSIP_EcdsaP256SignatureVerification 330,000 330,000 330,000
R_TSIP_EcdsaP384SignatureVerification(;¥) 2,100,000

[(¥] SHABB4 SHEFEENFEA

= 1-115 @BEFOMREE
API THEE (B Y1)

R_TSIP_EcdhP256Init 40

R_TSIP_EcdhP256ReadPublicKey 330,000

R_TSIP_EcdhP256MakePublicKey 310,000

R_TSIP_EcdhP256CalculateSharedSecretindex 350,000

R_TSIP_EcdhP256KeyDerivation 3,100

R_TSIP_EcdhP256SshKeyDerivation 41,000

R_TSIP_EcdheP512KeyAgreement 3,200,000

R_TSIP_Rsa2048DhKeyAgreement 52,000,000

(KeyAgreement ZFRULN-) B O MREL. BERMAPLX % ECDHE., IRESH 5B DFEFFE % AES-128 IC[E

ELTEAILEL,
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2. APIE#R

21 N—F2TT7DEXK

TSIP RS A /8\&, TSIPEHT/NA A TOAEHATETT, TSIPZEEH L TWAEED TN/ R ETFE
RS0y,

22 YIFrOIT7DER

TSIP RS A /\I&. UTED2—ILICRTFELET,
- r_bsp V7.30 LA % CfEA < 2 & LY, (BSP=Board Support Package)

BRX231, RX23W Z{#HA 3 515&(RX231 Tld., FEI A2 D" = Chip"LIBEN—8ELY ET, )

r_config 7 A JLF® r_bsp_config.h DTV OD{EZE 0xB. 0XxD(RX23W DAH)DWLVFTNMIZEE L TL
fZ&Ly,

/* Chip version.

Character (s) = Value for macro =
A = 0xA = Chip version A
= Security function not included.
B = 0xB = Chip version B
= Security function included.
C = 0xC = Chip version C
= Security function not included.
D = 0xD = Chip version D
= Security function included.
*/
#define BSP_CFG_MCU PART VERSION (0xB)
MRX26T AT 558

r_config 74 LA ® r_bsp_config.h LTIV ODEZE 0xB. 0OXD DWLVFHMIZEEBL TS,

/* Whether PGA differential input, Encryption and USB are included or not.

Character(s) = Value for macro = Description
A = 0xA = Only CAN 2.0 protocol supported, without TSIP-Lite
B = 0xB = Only CAN 2.0 protocol supported, with TSIP-Lite
C = 0xC = CAN FD protocol supported, without TSIP-Lite
D = 0xD = CAN FD protocol supported, with TSIP-Lite

*/

#define BSP CFG MCU_ PART FUNCTION (0xD)
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BMRX66T. RX72T AT HIHEE(RX72T Tl&, T2 A2 bD'=PGALIEN—EELZ YV ET, )
r_config 7 4 LA ® r_bsp_config.h DLLTFTY ADfEZE OXE. OxF, 0x10 DWLVFTHMICTERL T FZELY,

/* Whether PGA differential input, Encryption and USB are included or not.

Character(s) = Value for macro = Description
A = 0xA = PGA differential input included, Encryption module not included,
USB module not included
B = 0xB = PGA differential input not included, Encryption module not included,
USB module not included
C = 0xC = PGA differential input included, Encryption module not included,
USB module included
E = OxE = PGA differential input included, Encryption module included,
USB module not included
F = O0xF = PGA differential input not included, Encryption module included,

USB module not included
G = 0x10 = PGA differential input included, Encryption module included,
USB module included
*/
#define BSP_CFG_MCU PART FUNCTION (OxXE)

BMRX66N, RX671, RX72M. RX72N #{#Hd 5155
r_config 74 LA ® r_bsp_config.h DLUTI I ODEZE Ox11 ITEELTLZELY,

/* Whether Encryption is included or not.

Character(s) = Value for macro = Description
D = 0xD = Encryption module not included
H = 0x11 = Encryption module included

*/

#define BSP_CFG MCU_ PART FUNCTION (0x11)

BRX65N # AT 5154
r_config 74 JLF® r_bsp_config.h DLUTI Y ODEZ true ICERL T ZELY,

/* Whether Encryption and SDHI/SDSI are included or not.

Character(s) = Value for macro = Description
A = false = Encryption module not included, SDHI/SDSI module not included
B = false = Encryption module not included, SDHI/SDSI module included
D = false = Encryption module not included, SDHI/SDSI module included
E = true = Encryption module included, SDHI/SDSI module not included
F = true = Encryption module included, SDHI/SDSI module included
H = true = Encryption module included, SDHI/SDSI module included
*/
#define BSP_CFG MCU PART ENCRYPTION INCLUDED  (true)

23 HR—FrESNhTWBY—ILFIA Y
TSIP RS A /\(& 171 S)ERERIREE | ISRTY—ILF A U TERZEELTLET,

24 ~ANYFIT7A)
FTRTHOAPIRVHELEFNEYR— T B0 F T —RAEREE r tsip rx ifhIZE&HLTULVET,
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2.5 EHF

TSIP K54 /3E ANSI C99 O stdinth TERSN TV A EREZFEALTLET,

26 avIJ4JL—Y3y

Ir_config/r_tsip_rx_config.h TLULTIVAD 1/0Z)YEZ S & T, BHEED ON/OFF 281U EZX 5
ENTEET,

Configuration options in r_config/r_tsip_rx_config.h

E&E TIAILME | #E
TSIP_AES 128 ECB_ENCRYPT (0) -
TSIP_AES 256 _ECB_ENCRYPT 0) -
TSIP_AES_128 ECB_DECRYPT 0) -

(

(

TSIP_AES_256_ECB_DECRYPT (

TSIP_AES_128_CBC_ENCRYPT (

TSIP_AES_256_CBC_ENCRYPT (

TSIP_AES_128_CBC_DECRYPT (

TSIP_AES_256_CBC_DECRYPT (

TSIP_AES_128_CTR (

TSIP_AES_256_CTR (

TSIP_AES_128_GCM_ENCRYPT (

TSIP_AES_256_GCM_ENCRYPT (

TSIP_AES_128_GCM_DECRYPT (

TSIP_AES_256_GCM_DECRYPT (

TSIP_AES_128_CMAC (

TSIP_AES_256_CMAC (

TSIP_AES_128_CCM_ENCRYPT (

TSIP_AES_256_CCM_ENCRYPT (

TSIP_AES_128_CCM_DECRYPT (

TSIP_AES_256_CCM_DECRYPT (
TSIP_AES_128_KEY_WRAP (0)

(

(

(

(

(

(

(

(

(

(

(

(

(

(

(

(

(

(

(

TSIP_AES_256_KEY_WRAP 0)
TSIP_TDES_ECB_ENCRYPT 0) -
TSIP_TDES_ECB_DECRYPT 0) -
TSIP_TDES_CBC_ENCRYPT 0) -
TSIP_TDES_CBC_DECRYPT 0) -
TSIP_ARC4_ENCRYPT 0) -
TSIP_ARC4_DECRYPT 0) -
TSIP_SHA_1 0) -
TSIP_SHA 256 0) -
TSIP_MD5 0) -
TSIP_SHA_1_HMAC 0) -
TSIP_SHA_256_HMAC 0) -
TSIP_RSAES_1024 0) -
TSIP_RSAES_2048 0) -
TSIP_RSAES_3072 0) -
TSIP_RSAES_4096 0) -
TSIP_RSASSA 1024 0) -
TSIP_RSASSA 2048 0) -
TSIP_RSASSA 3072 0) -
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Configuration options in r_config/r_tsip_rx_config.h

EE TIAILME | #HE

TSIP_RSASSA 4096 (0) -

TSIP_RSA RETRY_COUNT _FOR_RSA KEY_GENERATION (5120*2) RSABERDY +5
4 E%k. NIST
FIPS186-4 Tl&
(5* (B ER2)h HE2E

B, 774/ MEIK
B#E=2048 DED 1
DIZR—PrhHélL
T2fELTWLS,

) -
) -
) -
) -
) -
) -
) -
) -

TSIP_ECDSA_P192 (
TSIP_ECDSA_P224 (
TSIP_ECDSA_P256 (
TSIP_ECDSA_P384 (
TSIP_ECDH_P256 (
TSIP_USER_SHA 384 ENABLED [¥] (
(
(
(
(

TSIP_TLS
TSIP_SECURE_BOOT
TSIP_FIRMWARE_UPDATE 0) -
TSIP_MULTI_THREADING [¥] 0) -
FaA—YEEBAROEESEL. 431 —YEEBABZSELTLESL,

0
0
0
0
0
0
0
0

AVIA4 L= a3 DREICKYEHAEZ OFFICT A EIETEFTMN, a0 A F12&2TIEET
DAFEBEEIL FOSENTHIENTELGWNMEGENHY FI . 23— FH 1 XHIFD-HREEK £ HIRR
LEzWMEEE. aonRM S0 o hOREIEA TS a vOREEFEICHRE LTI,

il Z £, CC-RXV3.07 [TEWLTIE, U hDZ#EILEETE T. -optimize=symbol_delete #HIZF 5 &
T. BRENGVERZHIBRT LI ENTEET,

2.7 HERK

TSIP FSANTHEALTWSEBERDERIL r_tsip_rx_ifh ZSBL T,

28 RYIE

LUTIZCTSIP RS54/ D API B THERALTWARYVEEZRLET, RYMBDIIZERIL r_tsip_rx_if.h TE
ESINTWET,

R20AN0371JJ0124 Rev.1.24 Page 57 of 448
2026.03.20 RENESAS



RX27x1) TSIP(Trusted Secure IP)E ¥ 2 —)L Firmware Integration Technology

typedef enum e tsip err

{
TSIP SUCCESS=0,

TSIP _ERR FAIL, // BB R T
// R_TSIP VerifyFirmwareMAC |ZJK 5 MAC BHFH
// FTIZR TSIP % API ONEIT T —

TSIP_ERR RESOURCE CONFLICT, // AHITMEERY Y —ANRMOLHETHH I TS
[/ ZEWTKDY Y — AEIRPHAE

TSIP_ERR RETRY, // BOZERRERT, ABEBEBFETL TSN,
TSIP ERR KEY SET, // BH 72 Wrapped Key 28 A &7z
TSIP_ERR AUTHENTICATION, /] RRREDN I

// FTIX RSASSA-PKCS1-V.1.5 |2 K % B4 UL

TSIP ERR CALLBACK UNREGIST, // Z—/L 3w 7 BIECREGK
TSIP_ERR PARAMETER, /] AT =2 BAIE
TSIP_ERR_PROHIBIT FUNCTION, // ANIEZRBIEIFOH LARAELE
TSIP_RESUME_FIRMWARE GENERATE MAC, //MLEROHEE 23DV £9, API OFMFOH LAKLE
TSIP_ERR VERIFICATION FAIL, // TLS1.3 DY Ry xA JRRGEEDKRK
TSIP ERR ALREADY OPEN, // BEIZ open ERLTVND

}e tsip err t
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29 FITEYa—I/LDEMAE

AED2—)LIF, FHTZ IO FTEICEMTEIBENHBY EFT, LAY RXTIL, Smart
Configurator ZfE A L 1=(1). (3)MDEBMAEZEHE L TLVET, =72 L. Smart Configurator [, —&MD RX
TNARDHBYR—ELTVNET, HR— FERTULEWLWRX T/AA RIZTDWTIXQ)., G)DAEEFERL
TLESLY,

(1) e?studio £ T Smart Configurator #fER L T FIT EP a2 —/L%EMNT SI5E
e? studio ® Smart Configurator #fFA L T, BEIMIC2Z—5 7O Y MIFITEDa—/LEEM
LET, #MIX. 7FU4r—>3a3>/—+ lTRenesas e?studio A¥— b+ -2 T7445L—4% 21—
H—H4A K (R20AN0451)] BB LTS,

(2) e?studio £ T FIT Configurator ZEA L TFIT EY 2 —ILZEBMT 556
e? studio @ FIT Configurator ZEA L T, BEIMICI—F AP Y MIFITEYa—/ILZEBMNT
BIEMNTEFET, FMIE. 7TV —>3>/—+ IRX 77 31 e?studio [THARAL Hi%
Firmware Integration Technology (RO1AN1723)] #SHB L T &Ly,

(3) CS+LET Smart Configurator ZEALTFITEL 2 —/ILZEMT 5158
CS+LT. X4 > F7 B kR Smart Configurator 2 L T, BMICI—H IO Y MIFIT
EDa—)LEBMLET, #MIE. 7TUS—2 3>/ — b TRenesas e?studio A¥— k- 3>
T4 L—4 12— —HA K (R20AN0451)] ZSHBLTLESLY,

(4) CS+LETFITE a—/L%EBNT 558
CS+LET. FHTA—HTASTY FMIFITEDa—LEZEBMLES, BT, 7TU5—>ay
/— bk IRX 77 2 1) CS+[Z##&#3A L A% Firmware Integration Technology (RO1AN1826)1 #%5
BLTCESELL,
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2.10 for XX, while 3. do while 3X[ZDL\T

TSIP FSAN\TIlE, LR EDORMEFHIEE T for X, while X, do while X (JL—F0E) #FERAL
TWET, Chd)L—FTUNEIZ(E, TWAIT_LOOP] #FX—J—KRELfzaAV rERBRLTVWET, 0D
26, L—TREB[CA—HHRT A ILtE—TONEBEHAALIHEEE. TWAIT_LOOP] THRLADLEFIR
RTEET,

TWAIT_LOOP] % L TLARET/NA R
- 2TOTNARTNL—T

UTICEdRHZRLET,

while XDf :
/* WAIT LOOP */
while (0 == SYSTEM.OSCOVFSR.BIT.PLOVF)
{
/* The delay period needed is to make sure that the PLL has stabilized. */
}

for LD :
/* Initialize reference counters to 0. */
/* WAIT LOOP */
for (i = 0; i < BSP_REG_PROTECT TOTAL ITEMS; i++)
{
g_protect counters([i] = 0;

}

do while XD :

/* Reset completion waiting */

do
{
reg = phy read(ether channel, PHY REG CONTROL) ;
count++;
} while ((reg & PHY CONTROL RESET) && (count < ETHER CFG_PHY DELAY RESET)); /* WAIT_ LOOP */
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3. TSIP FSA/\DFERAE

RXZ7 31 TSIP K54 /1%, UTO#MEEZRBLES,
- LA R

XA THBOER

-RET7 U ERER

-EESEEDT IS L—t
-TLSREBOF7H 5 L—k

TSIP RS A N\H K58 (ANTH8. HATSH8) (L. TSIP DAMNT Y = X A[§E7%: Hardware Unique
Key(HUK)EFEIEN DT/ REIFED| TS Y TEINEFERGHE T, RXTSIP FS A NTIEZ OFEAL
2% Wrapped Key EFUET, TSIP RS A NICHE T2 X2 7HREET. BEFHUKTSvTT5H2 L&
[C&kY. TSIPONBTROMELHSARMEERLET,

TSIPIZKBAFRET7 YV ERERIE. ARSANNREBITIIRTORSNEZRNRE L, BSNEHRLE
[CAMTY . RESANERAPICESLEORSAZRELEES, ARSANEBEZEFELLES.

TSIP KSANDEBERBEDT7 IS L— FDE=OHIZIRMET 2 APIIZIE, BESEEZ—DO0 APl TIRIEY
5HLDEEHD API TRIET ZEDNHY FET, KETIE, BIBEZ Y VT ILA—NEE, BEBEZTILF/IN—
MEEELFUET,

XIRIES & /\vy 2 ald Init-Update-Final IZREI SN - IILF/NN— MNEED API ZIRELTE Y. 0Ot
DEFIE VT IN—NEED API ZRELTVWET,

31 FRET7VERABZRUEILDERGE

TSIPICXBARET VL RABERIE. ETOES APIEITRICEICEMTY . A S A /\ERAPICESEE
DHRIAZEBRELIZBE. ARSANEERIL—TTEEEFELELET,

TSIP RSANDRET IV CRIEKYERIL—TTHEFLELTOENESIDME. Y+ v F Ry ITE2A47
BREEFERLTAI—HT7ITIUr—2a VAITRATHIVELSHYET,

A—HF7T)5—L 3 U TARET IV ERERM LGS, QRO ATLOFBEES L E, VAT LA
DEFIYTAR)—ZHmE-THEYNLEUNEZFRELTLESL,

FET7IERBELISLDEIFIL. R_TSIP_Close()TTSIP K54 /\E%—E# T L T. R_TSIP_Open()T
TSIP ZBEREBT SN, TNARE Ly FLTLESL,

3.2 TSIPAD7T Yt AEREMEE

RXTZ72)TlE, IRTOTSIPEHRICEWTTSIPZ 1 FYRILOAFIRAT S ENTEET, TSIP
FIANEELDEBIPORFANERLL FSANAPIETHRIZTSIPON—FVz7EREZEEALET,

TILFN—NEEZRHBITHAPIDOS ., AFFBESH XU HVMAC BT —ED T ILF/\— MEEHK
TIHETTSIPON—FK Y9z 7EREHBLEITET,

DO, A—YF7TVr—230TaTILTTSIP RSANEFRAT HEIE. TSIPADT U £ REE
ZEET 56, UTO2RITEFELTLEEL,

1) TSIP FS A /NAPIEITHICHD TSIP FS5 A4/ D API #R{TT 5 LIETEEHA,

2) XMERESH KU HMAC BT, WELEBFO—EDEELE(Init/Update/Final)AE T3 5 F Tl
D TSIP FSA/NAPI #R{TTHENTEERA
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BE. A VvE—CFA P A MERBRIETILFNA— MNEEO—EDERLEORE IO TSIP FZ 4/
API ZETTEHIENTEET,

TSIP K54 /XD APITTSIPDN—FJ T 7ERDT I CRAEENRELIHE. API X
TSIP_ERR_RESOURCE_CONFLICT #7=I% TSIP_ERR_PROHIBIT_FUNCTION #R L £ 9,

TSIP RS ANEFRT DBRE. UTOVTIADTETTSIPADT VL ABHREEBEL T ZELY,

o TSIPADT7YERBEEINFELELLEWNWESKIEFTAPIZERT S

o TSIP FSANNEDTSIPDOT7 Yt AEREEEEFFERT S
J7ILA A L OS QA D S X7 La—)L (mutex > semaphore &) #FIAL T, TSIP K54
NDI—YERBEEHTH S user_lock_function & & U user_unlock_function #EZE L T FZ&E LY,
r_tsip_rx_config.h @ TSIP_MULTI_THREADING Z&%)ICL. TSIP KA N\ EFEDTSIPD 7V £ X
EEEERETEDICLET,
JF7ILEALOS EOBEBDAL Y RTTSIP FSANEZREBICHATIHEZFICTHALIEIL,

3.3 BSPFIT Y a—/)LDOHAH

TSIP RS A NIE, 22EITHASKIIT, ABBTBSPFITE a—I)LEFEHALTWET, TSIP k54 /1%
ERTHBRICIE. LTOAPIZY VY LTLEEW, #FllE. TR—FFR— bRy Tr—SEDa2—L

Firmware Integration Technology 7 71) #—3< 3 >/ — F(RO1AN1685xJxxxx)] #SBL T Z&Ly,
+ R_BSP_RegisterProtectEnable()

* R_BSP_RegisterProtectDisable()

* R_BSP_InterruptsEnable()

* R_BSP_InterruptsDisable()

Ftrz. S50 API BEEUEH SN BHIC, BSP DRI — 7y THETLTVWSILZBELTUVET,
BSPDRA—r7 v TEERLAVES. FEHIIC R_BSP_StartupOpen()&FFUH L T F2& LY, EEE AP
NTHEAT SRBERDONPILEITVET,

34 VUTIIIN—NEEETILFIN—FNEE

TSIP KSANDESEBEDT IS L— FDE=OIZIRET 5 APIIZIE, BESEEZ—DO0 APl TIRIET
BEDEEHD API TIRT Z2LDO0HYFET, KETE, BIBEZO VT ILIN—NEE, #BZTILF/N—
MEEELTUET,

HMBES LNV (AyvE—UF4 DO X MERBE - HMAC BI%h) I IILF/A— NEED APl %#12
HLTEBY. ZOMHDOBEIZL VFIL/IA— MNEED API #BELTWET,

RIULFNR—MER LR, 1 DOBSERZ Init-Update-Final DR 7 v FIZHEIT 5 API TF, ChizklY,
BEREEMNCHIET A ENTE, A vtE—COT—8E—EICRET H0TIIARL, HiRMICOET S
SENTBIZRYES,

FTRTOVILFN—FEEIIUTONEI—2(ZH>TOET,

Init: BEZHHLL. FI_RLET,
B, BERT7IT4TICHVES, kBT D&, BERIS—KEBITHYET,

Update: EEZEHLFT,
FHHEEEE, BIDNRASA—2FRHELEY., REBOE-HOT—2FH#ELEY., HAZERLEEYT S
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_ERTEFET,
B LI=5E. BEETIV T4 THEETT, kBTHE. BEFIS—REICHEVET,

Final: 2E 28T 521X, BET D774 T 54 XBABEFVHLET,
COBBIE. ZRBMUGANZEZITRY, RENGHAEZERL. BEICEETLIINTO) V- EHEK

L/iﬁ—o
BUWY 5L, BERETI T4 TREICRYET . KBLEBE. BERZIS—RKEBIZHYET,

35 WHMEERT
ERSANRE UTOES3B RS NEEDHD AP ZRELET,

No. API £ A

1 R_TSIP_Open TSIP RS A4 N\DORBUEZEITNET,
TSIP O#&1E. TSIP OMER HE R & BLEHE
EEBEOEILIT TR EEITVET,

2 R_TSIP_Close TSIP FSA DR TREETVET,
3 R_TSIP_SoftwareReset TSIPZYty bLET,
4 R_TSIP_GetVersion TSIP RS A 1DN—=2 3 VERBFLETS,

ARSANEFERTE7 TV r—2aviEd, OB zEERT 281 R_TSIP_Open() & FUH LT FS
ANZNHETDIRDENHYET . . ARSAN\DERAZERTT H5HEIE. R_TSIP_Close()Z MU H
TRENHYETS.

FSANDERFICASHDEBENFEEL. FIANEZOHERRTHS TSIPZEY Y FLIZWNEE
(. R_TSIP_Close()Z MU L1=#I1Z R_TSIP_SoftwareReset()E =& R_TSIP_Open() MUV H I HEA
HYET, TSIP KA \OUNEZFHE L LMESIE R_TSIP_SoftwareReset(). TSIP K5 A /\QONE%EFH
BLE=LMBAIE R _TSIP Open()ZMEUH L TLEELY,

R_TSIP_Open()Tl&. TSIP D/\— FY = 7EEFOHRH L ELHAERBRICEENA LGN L 2HRET LI
TTRAMRIThhET, ELBEREBOEIL TR CTlX, DEIAMERBNERTHT—2IZHLT
NIST SP800-90B IZEREH SN TWAANIIRTRACE#RAWVWTI Y FOE—OFEMZETL., ELEOL— FEER
LEI,

3.6 ELEER
ARESANE, ELEBERDI-HD API #12ELFT,
No. API SRER
1 R_TSIP_GenerateRandomNumber NIST SP800-90A [ZEE&E S TLV% CTR-DRBG
EERAVTERZERLET,
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3.7 BOER

RKESANF, UTOREOREBIFEDI-HD APl ZiRELET,

No. API

B

1 R_TSIP_GenerateUpdateKeyRingKeylndex
R_TSIP_GenerateAesXXXKeylIndex
R_TSIP_GenerateTdesKeylndex
R_TSIP_GenerateArc4Keylndex
R_TSIP_GenerateShaXXXHmacKeylndex
R_TSIP_GenerateRsaXXXPublicKeylndex
R_TSIP_GenerateRsaXXXPrivateKeylndex
R_TSIP_GenerateEccPXXXPublicKeylndex
R_TSIP_GenerateEccPXXXPrivateKeylndex
R_TSIP_GenerateTIsRsaPublicKeylndex

Renesas Key Wrap service #f# > T, 1—H#%
HUK TS w &N 1= Wrapped Key [CE#:3 5%
AAPITY, TIHHRFOROIAICHAT S L
NTEET,

[Aes] XXX = 128, 256

[Hmac] XXX = 1, 256

[Rsa] XXX = 1024, 2048, 3072 *, 4096 *

[Ecc] XXX =192, 224, 256, 384

2 R_TSIP_UpdateAesXXXKeylIndex
R_TSIP_UpdateTdesKeylndex
R_TSIP_UpdateArc4Keylndex
R_TSIP_UpdateRsaXXXPublicKeylndex
R_TSIP_UpdateRsaXXXPrivateKeylndex
R_TSIP_UpdateEccPXXXPublicKeylndex
R_TSIP_UpdateEccPXXXPrivateKeylndex

BEFAREZFE->T. 1—FRE*FHUKTS v J
SNtz Wrapped Key IZZE #2328 E#H API T,
J4—ILETCORBOEHICHERIT I ENTEE
ER

[Aes] XXX = 128, 256

[Hmac] XXX = 1, 256

[Rsa] XXX = 1024, 2048, 3072 %, 4096

[Ecc] XXX = 192, 224, 256, 384

3 R_TSIP_GenerateAesXXXRandomKeylndex
R_TSIP_GenerateTdesRandomKeylndex
R_TSIP_GenerateArc4RandomKeylIndex
R_TSIP_GenerateRsaXXXRandomKeylndex
R_TSIP_GenerateEccPXXXRandomKeylndex

SR LI REEER L Wrapped Key [CZE# L E T,
[Aes] XXX = 128, 256

[Rsa] XXX = 1024, 2048

[Ecc] XXX =192, 224, 256, 384

x CNoDBREIARBOARELES.

3-1IZTSIP RS A N\DIEESREICEITAROBMYKRWVERLETD,

C»

<.. lecccee

Unwrap

P>

Hardware Unique Key (HUK) ;

Cryptographic operations in TSIP driver

Input data

4

Cryptographic
operation

--fF-----1

Output data

3-1 TSIP FS A NBESEEICE T HEOEY KLY

TSIP FSA/N\DIESEETKRSE (AHHT ) (X, TSIPEHFAT Y £ RAAREL HUK EEIEN ST
NARBEEDRTS Y TEINEFBERLGETT, ChE RXTSIP K54 /3Tl Wrapped Key EFUFET,
TSIP FSANZEITH X2 7HBERIL, A —FRBET N\ ABEDORTS v ITT5&IZKY, TSIP
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DHNEFTROMELRIABRMERERLET, WrappedKey DSV EV TR TESDX TSIPDATH
Y., SyEVTBBREN-BIE. BES0NED(IZ TSIP DREDHAIZFELET, Wrapped Key [T /34 X &
ADRBTS Yy TENTWSH, FEFEAEY LD Wrapped Key #FDT/AA X [2aE—LTH, BDOT

INA REHDET WrappedKey 27 >3 v TFTB5ILIETEELEAS

371 BOIFIALEH

BEIASLIUBEHREILI—VROLX 17 HREZARICTIREBLZHEATEY ., 1 —F#EZ HUKT
S 7 L1= Wrapped Key [ZZ#: L 9, K 3.2 [ Renesas Key Wrap service 2SO ODTA L EHD D

a— é H_t L/ 353—0
HUK is embedded in RX family MCU
Renesas ------------- * Hardware Root Key (HRK) - JULLLL -
Secure Site : S E 3
Key Wrap Service Wrap - =
E ? h Wrapped HRK
P Processed in Renesas Secure Site
PGP
Development UFPK eeriey
Secure Site @ i teedeeeee P : ’;”'
v v
User Key Wrap ] { ]
I v v
----------------- +Co» C» O
W-@JFPK . Encrypted Léser Key

Generafed by user

Manufacturing
Non-Secure Site

g

=

Wrapped HRK H
= i
s

h v

Hardware Unique Key (HUK)

=3

\

R_TSIP_GenerateXXXKeylndex
Field :
Non-Secure Site ~{ Unwrap I
[TTTTT] i'

=

R_TSIP_UpdateXXXKeylndex

L
o
i
S»

Wrapped User Key

32BRDEALEHFDTIO—
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HUK ISk 2TERD T v TIFXESIEE MAC Ot E, ARBOS v TIE MAC DHEDHETVET, &
BSED Wrapped Key [FEEBESh TULVE L=, 2FEHED Wrapped Key i b EXDARRBEZRY HI 2 &
MERETY, FFMIE 373 EXMABOHMEESHEL TS,

BEABLUBEHFICENT, 1—YH% UFPK LBEEFHAH (Key Update Key, LIF KUK) TS v 79
BBEDA—HHES Y TARXERIIITRLET ., T v FICFEAT S UFPK £1=(& KUK M 5cEE 128bit Z 8 &
LT. AES-128 CBC E— FTA—HREBHLLET., v TITFERT S UFPK EzI& KUK DG
128bit Z$# & LT, AES-128 CBC-MAC T1—HEBO MAC 25HELET ., 2 —FRBIC1—FHEOD MAC %
EEL, ThOEEEI1LT S & TEncrypted Key ZERLET,

EE1tT 51— (UserKey) DT—274—< v k&, S5y TSN (Encrypted Key)DT—4%
T+—3 Y MI731—HVREESLTIA—Ty bESHBLTIEEL,

UFPK or KUK
(CBC key || CBC-MAC key)

v O|"‘ f 5

CBC key : CBC-MAC key

i v L 4

i AES-128
; CBC-MAC

v T

R

ﬂ '

AES-128
CBC-Encryption

User Key Wrapping Scheme

v

S

S3HIABLUVREHFRKOI—FRES Y TAK

A—HROBESILAEZ CERFORATRT E. UTDELSIZHYFET,

uint32_t user_key[len];
uint32_t MAC[4] = 0;
uint32_t iv[4] = IV;
for(i=0;i<len;i+=4)

{
MAC = AES_128 ENCRYPT(CBCMACkey[0: 3], xor_16byte(user_key][i: i+3], MACIO: 3]));
encrypted_key[i: i+3]
= AES_128 ENCRYPT(CBCkey[0: 3], xor_16byte(user_key]i: i+3], iv[0: 3]));
iv[0: 3] = encrypted_key [i: i+3];
}

encrypted_key[i: i+3] = AES_128_ENCRYPT(CBCkey[0: 3], xor_16byte(MAC|O: 3], iv[0: 3]));
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ZIT. FALTLWSEKIUTOMLEZEKRLET,

- AES_128_ENCRYPT(Key, Data) : B&24 Key % FiL\f- Data ® AES128 ECB E— R TOREE1L

- xor_16byte(data1, data2) : 16 /N1 +® data1l & data2 @ XOR JEHE

F71-. £HEFI(CBCkey[]. CBCMACkey[]l. MACI]. iv[]. user_key[]. encrypted key[)\ &% 1 BHD K=
SE 4,84 FTY,

BEHFICEAT S KUKZELI—FRIT, 2—HERL. HEEERICT/NS RITTATEILELSH
DEJ., FHEFIRESABOIABIVS2RBOFHESHL TS,
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372 BOAER

BOERIE, TSIP DELHERMEZAOTHLWVEZER L. TSIP FSA N\IFATESF7ERALGRED
=X (Wrapped User Key) THALZET,

Generate key by
random number

generation

v

4

@ e

Hardware Unique Key (HUK)

R_TSIP_GenerateXXXRandomKeylndex E
\ 4

C»

34 BERDTO—

3.7.3 EX B

N DMEIX Wrapped Key TH > THEEBIL SN TV =8, Wrapped Key 7+ —< v DS
LEXDARBERY HT I EMNAEETT,

ERMEBESDETILI Y XLIZHITS Wrapped Key 74+ —< v FORRBO7+—< v bE, 7.4 3R
FrERRE S ABABED Wrapped Key 74 —< v MZEE L TWEI DT, Wrapped Key 7+ —< v DGR
MNoEXDARABEEHMET HRICSEL TS,
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3.8 XIFREES

RKESANF, LUTOEEDOH

BESEED-OHD API Zi1RELFET,

No.

API

B

1

R_TSIP_AesXXX[Mode]Encrypt*
R_TSIP_AesXXX[Mode]Decrypt*
R_TSIP_AesXXXCtr*
R_TSIP_Tdes[Mode]Encrypt*

Symmetric ciphers

AES 128/256bit: ECB, CBC, CTR encryption and
decryption

TDES: ECB, CBC encryption and decryption

R_TSIP_Tdes[Mode[Decrypt* ARCA4
R_TSIP_Arc4Encrypt* XXX=128, 256
R_TSIP_Arc4Decrypt* Mode=Ecb, Cbc

2 R_TSIP_AesXXXGcmEncrypt* Authenticated encryption with associated data
R_TSIP_AesXXXGcmDecrypt* (AEAD)
R_TSIP_AesXXXCcmEncrypt* AES-GCM, AES-CCM 128/256bit encryption and

R_TSIP_AesXXXCcmDecrypt* decryption
XXX=128, 256

3 R_TSIP_AesXXXCmacGenerate*
R_TSIP_AesXXXCmacVerify*

Message authentication codes (MAC)
AES-CMAC 128/256bit MAC operation

XXX=128, 256
4 R_TSIP_AESXXXKeyWrap AES Key Wrap/ Unwrap
R_TSIP_AESXXXKeyUnwrap XXX=128, 256

= Init, Update, Final

SFMRIESEEDBRESLIC. YILFN—NEEZARICT 5 —EOB#E APLE LTRELET, T
FIN— MEEOHEMIZDOWVTIE, B34SV INR—NEEERILFN—NEE] 283BLTLESLY,
3.8.1 #EERES (Symmetric ciphers)

& AES E— FORESELEL, LTOLSIITVET,

R_TSIP_AesXXX[Mode]Encryptlnit() ZFF U L T, BELGRB LMY FILEEBELET,

R_TSIP_AesXXX[Mode]EncryptUpdate() B#i % . EHE LT OV IV BEDEXA v E—DFF LD
T—AIZH LTHEUVELET,

EELMEBETT I S(2IL. R_TSIP_AesXXX[Mode]EncryptFinal() ZFEUH LET,

& AES E— FOEBLEE, LTOLSITTVET,
R_TSIP_AesXXX[Mode]Decryptlnit() ZFF U LT, HBLBEDENY MLERELET,

R_TSIP_AesXXX[Mode]DecryptUpdate() B#iZEH L= T OV VB DBEX A vE—CFF &I
T—AIZH LTHEUVELET,

ESWEESET S 521X, R_TSIP_AesXXX[Mode]DecryptFinal() ZFEFUH L E T,

TDES £ & U ARC4 DIEE API DERAAEIF AES ERILTY,

TDES & ARC4 52t L TWAT=8., Thio® 7)) ALDOFERIZHE LEFE A,
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3.8.2 EBiHTEREE (AEAD)
AES-GCM BES{LMEIE, LITD& 3 ITFLET:

R_TSIP_AesXXXGcmEncryptlnit() 23 —)L LT, RELGEEMPART MLERELET .

R_TSIP_AesXXXGcmEncryptUpdate() %tz . Efi LI TRV I BEDEXA v E—SFF LH-T—
ALEEBMT—2ITHLTHFERELET,

EELMEERT L, BIAE T ZEHET 51012, R_TSIP_AesXXXGemEncryptFinal() ZFFUH LET,

AES-GCM DEBNEIL, UTDKSIZTVET:
R_TSIP_AesXXXGCMDecryptinit() #a—J/L LT, HELRRBLEHANY FILEEELET,

R_TSIP_AesXXXGCMDecryptUpdate() B#i#. EfiE LT OV BEDBEEXA vE—C 5 F L HT:
T—AELEMT—2(ICH LTHEUHELET,

EENEEETL, RIFV25EL. SBELEET S0HIZ. R_TSIP_AesXXXGcmDecryptFinal()
EFFUHLET,

AES-CCM DS APl DERA AT AES-GCM ERIL TY,

3.83 Awt—T@iEa— K (MAC)
AES-CMAC [2& b MAC £ RlE. ITD K SI21TLVET:

R_TSIP_AesXXXCmacGeneratelnit() # FUH LT, BEGREFRELET,
Bl AytE—

TEFEDET—2IZR LT R_TSIP_AesXXXCmacGenerateUpdate() B3 Z#IF U H L
F9,

Ayt—T0O MAC £ ZESE T T 5IZ1E. R_TSIP_AesXXXCmacGenerateFinal() #MFUHE LET,

AES-CMAC #&EElE. ATD LS ITTWVET:
R_TSIP_AesXXXCmacVerifylnit() ZEUSH L T, RELBEZHEELET.
Ayt—UHFEOH=T—H2IZx LT R_TSIP_AesXXXCmacVerifyUpdate() B# M FUH L F T,

A yt—TM MAC 2HREET I1Z1E. R_TSIP_AesXXXCmacVerifyFinal()ZME U L T, BRIEICHEL
MAC ZHEELZEY.
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3.9 IEXTRERES
AESANE, UTOFEAFESREDT-HD APIZRELFET,

No. API £iAA

1 R_TSIP_RsaesPkcsXXXEncrypt [RSAES-PKCS1-V1_5 encrypt] XXX = 1024, 2048,
R_TSIP_RsaesPkcsXXXDecrypt 3072, 4096
R_TSIP_RsaesOaepXXXEncrypt [RSAES-PKCS1-V1_5 decrypt] XXX = 1024, 2048
R_TSIP_RsaesOaepXXXDecrypt [RSAES-OAEP encrypt/decrypt] XXX = 1024, 2048

2 R_TSIP_RsassaPkcsXXXSignatureGenerate [RSASSA-PKCS1-V1_5 Sign] XXX = 1024, 2048
R_TSIP_RsassaPkcsXXXSignatureVerification | [RSASSA-PKCS1-V1_5 verify] XXX = 1024, 2048,
R_TSIP_RsassaPssXXXSignatureGenerate 3072, 4096
R_TSIP_RsassaPssXXXSignatureVerification | [RSASSA-PSS sign/verify] XXX = 1024, 2048
R_TSIP_EcdsaPXXXSignatureGenerate [ECDSA sign/verify] XXX = 192, 224, 256, 384
R_TSIP_EcdsaPXXXSignatureVerification

FEHRFRESOESLEESHSLIUVERERERIEDT APIFVTIhL L VT ILN— NEROARB L F
a—o

3.10 HASH B
ARESANE UTFDONY L 1EEDT=HD API ZREELET,

No. API E%EA
1 R_TSIP_ShaXXX* Message digests (hash functions)
R_TSIP_Md5* SHA-1, SHA-256
R_TSIP_GetCurrentHashDigestValue XXX =1, 256
2 R_TSIP_ShaXXXHmacGenerate* Message authentication codes (MAC)
R_TSIP_ShaXXXHmacVerify* HMAC: HMAC-SHA1, HMAC-SHA256
XXX =1, 256

*= Init, Update, Final

NYDLEEDRBELIZ, TRILFIN—NEEZAREICT 52— ED API ZRELET ., YILFN—NEE
DEFMZDONTIX, BASUTIN—FEEETILFIN—NEE] #8BL TS,

3.10.1 A yt—TH A 2 X b (hash functions)
NYDLEEAPIHIROESICERLET:

R_TSIP_ShaXXXInit() #fFUOH LT, BERICH LCBY ST —VEE2EELET,
EBHELEAYE—UFFEDH-T—42II5x LT R_TSIP_ShaXXXUpdate() ZFEUH LET,
AytE—UDEA TR MEFET BHIZ(X,. R _TSIP_ShaxXXXFinal() #FEUH LET,

R_TSIP_ShaXXXUpdate()®D#% T. R_TSIP_GetCurrentHashDigestValue()#MFUHIT I & T, /Ny 1E
BEDEPFEBT 2 EMYHT ENTEET,

MD5 APl DfERAEIE SHA ERIC T,

MD5 & SHA-1 (ZfB5RIEL TS 1=, ChoDOT7IILITY ALOFERITHELEEA,
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3.10.2 A w+—CEEHa— K (HMAC)
HMAC £ APIIZRITO L SITERLET:

R_TSIP_ShaXXXHmacGeneratelnit() Z FUH LT, HELGREBFERICHLLEYE T —V8EE%
EELET,

EHRLIEAYvE—UFFEOHE-T—2(2x LT R_TSIP_ShaXXXHmacGenerateUpdate() M UH L E T,
Ayt—T0 MAC £ %E5E T3 511X, R_TSIP_ShaXXXHmacGenerateFinal() ZFFUH LE T,

HMAC #REE APl IZLLTD L S [TERALEY:

R_TSIP_ShaXXXHmacVerifylnit() # FUOH L T, HELGREBEERICHLLBAY ATV BEZERE
LFEF,

EBHLE-AYvE—CFEDH-T—2I(Ix LT R_TSIP_ShaXXXHmacVerifyUpdate)ZREUH LE T,

A yt—TM MAC ##&REEF BI21E. R_TSIP_ShaXXXHmacVerifyFinal() ZFE UM L T, BREEICHER
MAC ZHELFT,
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3.11 ECDH #%c#
ARSA/NE. LITOD ECDH BRED-5HD APl 2 LET,

No. API B

1 R_TSIP_EcdhP256Init ECDH B30 M1

2 R_TSIP_EcdhP256ReadPublicKey ECDH SR MMEF D AR L EREZRILL. 2B
BERY LT

3 R_TSIP_EcdhP256MakePublicKey L 5 —BFA 28 (Ephemeral Key)Z £/ & ES
EERT D

4 | R_TSIP_EcdhP256CalculateSharedSecretindex | ECDH #&#:7 /)L 31 XLATHEWE” 27 2518
35

5 | R_TSIP_EcdhP256KeyDerivation HEWME” 27 hoBEEHRT S

6 R_TSIP_EcdhSshP256KeyDerivation SSHTHRAY AREXEWE" 2" hoBEHT D

ECDH #2331 API [X. NIST SP800-56A [ZEML TLVET,

BIBEIZEWNT, Hoh LOEAL - (Static Key)ZALNSH ., BLED S —BRIICER L -$
(Ephemeral Key)Z AL 5D & > T API DFEREN R Y FF ., NIST SP800-56A TEZ SN HRHR
F— L Ephemeral Unified Model, One-Pass Diffie-Hellman, Static Unified Model Di5& DA APl DFERE%
UTTEHBALET,
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3.11.1 Ephemeral Unified Model (2e, Os)
Ephemeral Unified Model Tl&. $23Z#48F (Party U)& B & (Party VDB T—BEMLRRBR 7 ZERL.
ECDH SR ZEITLVET,

1. BXBRAF—LOWEBIED=HIZ. R_TSIP_EcdhP256Init)ZEF LT &L,
R_TSIP_EcdhP256Init() 314 key_type IZ[% 0 (ECDHE) %15 L T &Ly,

2. Party U D 5%2ITER - -2 F82(QeV) & E 4 (sig)x R_TSIP_EcdhP256ReadPublicKey() THRREEL £9
EZAMNELITFNIE, QeU indexZ#HALZET,

3. R_TSIP_EcdhP256MakePublicKey() %34T L T. Ephemeral 8~ 7 (QeV, deV_index)Z4 /R LE T,

4. R_TSIP_EcdhP256CalculateSharedSecretindex()IZ QeU_index & deV_index # AH L T
shared_secret_index £ LE T,

5. R_TSIP_EcdhP256KeyDerivation()|Z shared_secret_index & other information Z A AL T, #% &
i LEJ, other information (& Party U & Party VRS CTRI—DIEZFAL TS,

SSH AMEZEHI 518 4&1E. R _TSIP_EcdhP256SshKeyDerivation)ZER L £ 9,

QeV: V' s Ephemeral Public Key
deV :V’'s Ephemeral Private Key
QeU : U’ s Ephemeral Public Key

‘ Party U ‘ ‘ Party V ‘ deU :U’ s Ephemeral Private Key
Generate Ephemeral Key Pair ‘
i ‘ R_TSIP_EcdhP256Init ‘
QeU QeU +sig _ QeU sig
deU QeV ¢ ¢
R_TSIP_EcdhP256 R_TSIP_EcdhP256
MakePublickey ReadPublicKey
QeV QeV deV_index QeU index
A 4 v l 6
‘ Compute Shared Secret ‘ R_TSIP_EcdhP256CalculateSharedSecretindex
shared_secret shared_secret_index
other o other
. . KDF R_TSIP_EcdhP256(Ssh)KeyDerivation 4— . .
information l information
key C% C% key_index
3-5 Ephemeral Unified Model Z{# A L 7z RB X +— L4
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3.11.2 One-Pass Diffie-Hellman (1e, 1s)

One-Pass Diffie-Hellman Tl&., $#3X#AF(Party UNER L F-—BG#E & B 5 (Party V)DFM LR EF
\VECDH #RMETUVET . BRMA X —LZERIET SFI1C. Party U (X Party V O 2BS(QsV)ZAF L
THELDBELNHY FT,

1. BIB|RAF—LOWHBIED=5IZ. R_TSIP_EcdhP256Init)ZEFL T &Ly,
R_TSIP_EcdhP256Init() 311 key_type IZ[& 1 (ECDH)Z#EE L T &Ly,

2. Party U D 5%2ITER - - 2F82(QeV) & E 4 (sig)x R_TSIP_EcdhP256ReadPublicKey() THRREEL £9
EZEAMNELITFNIE, QeU indexZHALFET,

3. Party UAETET % Party V D ABSE(QsV) & 27 2 F6Z ##(dsV)D Wrapped Key(dsV_index) % 4 ik
LTLEEEL,

4. R_TSIP_EcdhP256CalculateSharedSecretindex()IZ QeU_index & dsV_index # AHAL T
shared_secret_index Z4£ R LET,

5. R_TSIP_EcdhP256KeyDerivation()IZ shared_secret_index & other information Z AAh LT, #%E
H LE 9, otherinformation [& Party U & Party VREI TRI—DIEZFIAL T &Y,

SSH AMEZEHI 518 4&1E. R _TSIP_EcdhP256SshKeyDerivation)ZER L £ 9,

Prerequisites: QsV : V' s Static Public Key
Party U and party V have the public key of the other party dsV : V' s Static Private Key
QeU : U’ s Ephemeral Public Key
‘ Party U ‘ ‘ Party V ‘ deU :U’ s Ephemeral Private Key
Generate Ephemeral Key Pair ‘ sy
l e — — — — | R_TSIP_EcdhP256init |
QeU QeU +3ig QeU  sig dsv

T l

‘R_TSIP_EcdhP256ReadPuincKey‘ \ Key install \

'

QeU_index dsV_index
A 4 A 4 l ;
‘ Compute Shared Secret ‘ R_TSIP_EcdhP256CalculateSharedSecretindex ‘
shared_secret shared_secret_index

_ otaer KDF R_TSIP_EcdhP256(Ssh)KeyDerivation l4— . °ther
information l information

key % % key_index

3-6 One-Pass Diffie-Hellman Z#{E /A L =SB F— L
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3.11.3 Static Unified Model (Oe, 2s)
Static Unified Model Tl&., S #HEF (Party U)DERIZEE L B B (Party V)D& L) ECDH 83
BETVET, BXBRAX—LEZRBT HHEIC. BEVOLARBEAFLTELDBELNHY T,

1. BRXBRAEF—LOWEALD-HIZ. R_TSIP_EcdhP256Init()ZETL T =LY,
R_TSIP_EcdhP256Init()M 514k key_type [ZI& 1 (ECDH)Z$EE L T F= &Ly,

2. Party UDARBI#E(QsVU) & E4(sig)x R_TSIP_EcdhP256ReadPublickey()THREEL F9 ., EAMNIEL
FhiX, QsU index #HALET,

3. Party UAETET % Party V D ABSE(QsV) & 27 2 F6Z ##(dsV)D Wrapped Key(dsV_index) % 4 ik
LTLEEEL,

4. R _TSIP_EcdhP256CalculateSharedSecretindex()IZ QsU_index & dsV_index # A7 L T
shared_secret_index £ LE T,

5. R_TSIP_EcdhP256KeyDerivation()|Z shared_secret_index & other information Z A AL T, #% &
H L E 9, otherinformation [& Party U & Party VREI TRI—D{EZFIAL T ZEL, Fi=. other
information [Z[& Party U A% L 7= Nonce #E®HTL &L\, Thld, F#MLE%FIA L1 ECDH
BRI L >TEBRELENLEHEINEILEEZHSCIHTY,

SSH AMEZEHT 518 4&1E. R _TSIP_EcdhP256SshKeyDerivation)Z R L £ 9,

QsV : V’ s Static Public Key
dsV :V’ s Static Private Key
QsU : U’ s Static Public Key

Prerequisites:
Party U and party V have the public key of the other party

‘ Party U ‘ ‘ Party V ‘ dsU : U’ s Static Private Key
@sy ‘ R_TSIP_EcdhP256Init ‘
4. _____
dsuU QsV QsU +sig QsU  sig dsv
“““ " L }
‘R_TSIP_EcdhP256ReadPub|icKey‘ ‘ Key install ‘
QsU_index dsV_index
4 A l ;
‘ Compute Shared Secret ‘ R_TSIP_EcdhP256CalculateSharedSecretindex ‘
shared_secret shared_secret_index
other ¢ o other
information KDF R_TSIP_EcdhP256(Ssh)KeyDerivation %— information
key C% Q key_index
3-7 Static Unified Model ZffA L f=##RX R +— L
R20AN0371JJ0124 Rev.1.24 Page 76 of 448

2026.03.20 RENESAS




RX27x1) TSIP(Trusted Secure IP)E ¥ 2 —)L Firmware Integration Technology

3.12 TLS EEHAEE(TLS1.2)
TLS :EEREEE(TLS1.2)D APl (X, RFC5246 [ZHEHLL TWLVET,

TLS EHMEEDN., TLS12 EHEMEEL LT, TLS12 9547 MEEES KU TLS1.2 Y —/ it E
R=FLTLFEY. TLENDOREDERSEITOVTRLET,

3121 TLS1.2 U 54 7 > hHsE

No. API snBA

1 R_TSIP_TIsRegisterCaCertificationPublicKeylndex TLS :&EEtkae THBIZHEA

2 R_TSIP_GenerateTIsRsaPublicKeylndex TLS1.2/TLS1.3 9 54 7 > HEE
R_TSIP_UpdateTIsRsaPublicKeylndex THAIZHEA

R_TSIP_TlIsRootCertificateVerification
R_TSIP_TIsCertificateVerification
R_TSIP_TlsCertificateVerificationExtension

3 R_TSIP_TIsGenerateServerRandom TLS1.290 547 > FgEETHER
R_TSIP_TIsEncryptPreMasterSecretWithRsa2048PrivateKey
R_TSIP_TIsGenerateMasterSecret
R_TSIP_TIsGenerateSessionKey
R_TSIP_TIsGenerateVerifyData
R_TSIP_TIsServersEphemeralEcdhPublicKeyRetrieves
R_TSIP_GenerateTIsP256EccKeylndex
R_TSIP_TIsGeneratePreMasterSecretWithEccP256Key
R_TSIP_TIsGenerateExtendedMasterSecret
R_TSIP_TlsCertificateVerifyVerification

4 R_TSIP_Aes128CbcEncryptinit/Update/Final LA APl % TLS1.2 @ H#i%aeTF
R_TSIP_Aes256CbcEncryptinit/Update/Final )iz !
R_TSIP_Aes128CbcDecryptinit/lUpdate/Final
R_TSIP_Aes256CbcDecryptinit/Update/Final
R_TSIP_Aes128GcmEncryptinit/Update/Final
R_TSIP_Aes256GcmEncryptinit/Update/Final
R_TSIP_Aes128GcmDecryptinit/Update/Final
R_TSIP_Aes256GcmDecryptinit/Update/Final
R_TSIP_Sha1HmacGeneratelnit/Update/Final
R_TSIP_Sha1HmacVerifylnit/Update/Final
R_TSIP_Sha256HmacGeneratelnit/Update/Final
R_TSIP_Sha256HmacVerifylnit/Update/Final
R_TSIP_EcdsaP256SignatureGenerate
R_TSIP_RsassaPkcs2048SignatureGenerate
R_TSIP_RsassaPss2048SignatureGenerate
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TLS120 547 2 bREZFERLI- TLS BIEOREAZNVHMEZR 3-8 [CRLET,

Prepare and Verify Certificate

Generate key pair signature
Generate TLS public key index

Verify Server

Client

Handshake protocol

v [Change Cipher Spec|Protocol]
Send ClientHello

Generate random and send it with ClientHello

Receive Server Authentication and Key
Exchange Messages

Receive Messages and authenticate Server and store Key
Exchange Messages

"N

Send Client Authentication, Key Exchange

and Finished Messages
Send Certificate, Key Exchange and Finished Messages

h 4

Receive Finished
Receive and verify Finished

N

Record protocol

Send/Receive Application Data
Encrypt/Decrypt Application Data

"N

* To assure validity, the TSIP only accepts a key index.
Keep the key in a safe place.

3-8TLS1.2 V547 > MERRDE A X
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1. EHI%EE L EBAE DREE (Prepare and verify certificate)
11 BRIICUTOLDOZEERBLET,
-ERT AU —/\DJL— | CASIBAE
- RSA2048bit DHFER T
-S4 7 MIRE

12 AE L= RSABR7OMEZREEFE->T, AELIIL—F CAIAZNEREZER(BLT7I/IIILR
L% RSA2048 PSS with SHA256) L £ 9, £-AE L= RSABR7DAREIL. UFPK TS v L.
Encrypted Key ICLFE T, TN oDERIETELGY A FTIT>TLEELY,

BRI H—/I\DEHHY. L— CAEEHAZZEHEHE L WEEE. RELTIL— CAGIRE S
FEHET—RIZHLT, BEEMITTLESWL, IL—FCAFRAZEICELT S LT, ERLAN
Y—NADEHFEH S ENTEET,

1.3 RSA BT DS D Encrypted Key # A1 & LT, R_TSIP_TIsRsaPublicKeylndex Z £ L T.
ABASR D Wrapped Key #4R LF 3, SHMAEFIBICDOLNTIE, 371 BOFIALEHFEZSELTLES
LY,

1.4 R_TSIP_TIsRegisterCaCertificationPublicKeylndex()% L < I& R_TSIP_Open()ZfH L T. ARKED
Wrapped Key % TSIP K5 A /A~&$8 L EJ . R_TSIP_Open() &AL TEET 5158,
R_TSIP_Close()& M A =% . R_TSIP_Open()ZMA T &L,

1.5 R_TSIP_TIsRootCertificateVerification()Z{# A L T. JL— b CASIBAZEDERFHRILL . WEEICAIIL 1=
S5)L— b CASERAEN o ARMBEMHMEL. BESLELTHALET,

1.6 EESILENiz/L— b CARIAEDARE. 8LV SAT7 2 MEAEZANELL T,
R_TSIP_TIsCertificateVerification() & 7= [& R_TSIP_TIsCertificateVerificationExtension() &R L TV 5
A7V hEAEEREEL . BREEICHILI-6 Y 547 2 MEAZEN o AR ZMHMEL ., BESIELTHA
LFET,

Encrypted Key of RSA public key

v

R_TSIP_GenerateTIsRsaPublicKeylndex

v

TLS public key index

v

R_TSIP_Open/
R_TSIP_TIsRegisterCaCertificationPublicKeylndex

Root CA certificate

v

R_TSIP_TIsRootCertificateVerification

v

Encrypted root public key

v

R_TSIP_TlsCertificateVerification(Extension) «@———Client Certificate

v

Encrypted public key

3-9 ERI#E( L EEAEDIREE
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2. ClientHello ®3%{E (Send ClientHello)
2.1 ClientHello % LE T,

3. RII/EXHEA Y E—TUDZIE (Receive Server Authentication and Key Exchange Messages)
3.1 ServerHello & ServerHello ® random 7 4 —JL KZZELE T,

3.2 (Server) Certificate 51§ L 1=35&. R_TSIP_TIsCertificateVerification() & 7= [&
R_TSIP_TlsCertificateVerificationExtension()Z{# A L T, St L= —/\FIEAZDOAHBEER L F
ER

3.3-a XA KA ECDHE MiFE. ServerKeyExchange i HE% & ECDH AREZEY H L T Pre
Master Secret £ L £,

3.3-a.1 R_TSIP_GenerateTIsP256EccKeyindex()&#E A L T, ECCEBRT7E#EMLET,

3.3-a.2 ServerKeyExchange ME# & ECDH AFi##. (Server) Certificate D 2B, RU/NV Koo A
YAyt —T%F AN E LT, R TSIP_TisServersEphemeralEcdhPublicKeyRetrieves() &£ A L T.
E5 1k L 1= ephemeral ECDH AR Z £ LET,

3.3-a.3 ephemeral ECDH AGfA## & 3.3-a.1 THARL L = ECC #Z 8D Wrapped Key # A H & L T,
R_TSIP_TIsGeneratePreMasterSecretWithEccP256Key() & L T. B&E&1k L 7= ephemeral Pre
Master Secret #4£ R L FE 7

33-b MRMAXMN RSADIZE. CCTERETHNEEHY FEA,

Encrypted public key,
ClientHello.random

¢ Key Exchange Messages
(ServerHello.random
Ephemeral ECDH public key
¢ ServerKeyExchange)

R_TSIP_TIsServersEphemeralEcdhPublicKeyRetrieves ———

Encrypted ephemeral ECDH public key

R_TSIP_GenerateTIsP256EccKeyindex —» Ephemeral ECDH public key

v

Ephemeral ECC secret key

'

R_TSIP_TIsGeneratePreMasterSecretWithEccP256Key <4— Encrypted ephemeral ECDH public key

v

Encrypted Pre Master Secret

3-10 AL/ A v E— O DRIE

4. BI/BEXEAYtE—TMiEE (Send Client Authentication and Key Exchange Messages)

4.1 CertificateRequest #3215 L =158 . 7 54 7 > FEBAZE % (Client) Certificate & L TH—/NZEEL
E3 2

4.2-a XA KA ECDHE Di5E. ECDH AR %M L T ClientkKeyExchange Z4£ /B L F 7,
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4.2-a.1 A0 3.3.1 THRL L 7= ECDH 24B##% . ClientkeyExchange @ ClientECDiffieHellmanPublic
TJ4—ILRELTERLES,

4.2-b BB AN RSA DIHFE. Pre Master Secret 4k L T ClientKeyExchange 4B L EFT .

4.2-b.1 R_TSIP_TIsGeneratePreMasterSecret()Z{#A L T. B&EH1t L = ephemeral Pre Master Secret
FEBLET,

4.2-b.2 B§ 51t L 1= ephemeral PreMasterSecret & (Server) Certificate D /AR E AN E L T,
R_TSIP_TIsEncryptPreMasterSecretWithRsa2048PublicKey()Z{#f L T. ClientkeyExchange [Z
ERAT 51-IZHES1t L 1= ephemeral Pre Master Secret Z4£RK L £ T,

4.3 HEXIHE . R_TSIP_EcdsaP256SignatureGenerate().
R_TSIP_RsassaPkcs2048SignatureGenerate(), FE1=I&
R_TSIP_RsassaPss2048SignatureGenerate() & £ L T. CertificateVerify #4m LFE 7,

4.4 B4k L 1= ephemeral Pre Master Secret # A1 & L T, R_TSIP_TIsGenerateMasterSecret() % {5 F
L T. B51t L 1= ephemeral Master Secret #4£R L £,

4.5 Extended Master Secret # 4 ¢ 5155 (%, BEH 1L L 1= ephemeral Pre Master Secret # AHh & LT,
R_TSIP_TIsGenerateExtendedMasterSecret()Z £ L T. K§S1k L 1= ephemeral Extended Master
Secret #ER LFET,

4.6 B&EE1k L = ephemeral Master Secret & 7= (& Extended Master Secret L &/N\NV Rz A A vE—D
Z AN & LT, R_TSIP_TIsGenerateSessionKey()Z{# A L T. TLS BIED&FEHED Wrapped Key &4
BMLEY,

4.7 (Client) Finished # £ L £ 9,

4.7.1 BES1k L 7= ephemeral Master Secret & =& ephemeral Extended Master Secret &/\> F2 A
HrAyvt—SDNyafEEANE LT, R_TSIP_TisGenerateVerifyData()Zf#H L T. (Client)
Finished IZ{# 9 % =& D (Client) VerifyData #E£R L F T,

472BEE R — AESCBC E— R£EAT 31541E. 46 TERLEY 4T b—>H—/ GEEED
AES #2® Wrapped Key & MAC ##M Wrapped Key. R U 4.7.1 TH L L 1=(Client) VerifyData & A
A& LT, AES CBCREE1E API & HMAC 4Rk APl & L T. (Client) VerifyData &1t L
(Client) Finished Z4£ /K L £9,

473 EFAA—F AESGCM E— FZ AT S56E. 46 TER LI SAT Y b= —/EER
@ AES D Wrapped Key & 4.7.1 THRL L f=(Client) VerifyData # A-1& LT, AES GCM IES 1k
API #fE L T. (Client) VerifyData Z##&&1t L (Client) Finished 4 L £ 9,

4.8 BHEREL/MRMA v E—VEXREBELET,

R_TSIP_TlIsGeneratePreMasterSecret

v

Encrypted ephemeral Pre Master Secret

v

R_TSIP_TIsEncryptedPreMasterSecretWithRsa2048PublicKey

v

Encrypted Pre Master Secret

3-11 BB A v E—2DEE (RSA DIGE D Pre Master Secret &£ i)
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Encrypted Pre Master Secret

v

R_TSIP_TIsGenerateMasterSecret

v

Encrypted Master Secret

h 4
R_TSIP_TIsGenerateSessionKey

client/server write MAC key
client/server write encryption key

—p R_TSIP_TIsGenerateVerifyData

v

verify_data

Encrypted Pre Master Secret

v

R_TSIP_TlIsGenerateExtendedMasterSecret

v

Encrypted Extended Master Secret

v
R_TSIP_TIsGenerateSessionKey

client/server write MAC key
client/server write encryption key

—> R_TSIP_TIsGenerateVerifyData

v

verify_data

3-12 BRI/ A v — D DHEIE (verify_data DA

Secret key of client certificate

v

R_TSIP_RsassaPkcs1024/2048SignatureGenerate Handshak
R_TSIP_EcdsaP192/224/256/384SignatureGenerate < angehgke Messages

v

CertificateVerify (signature)

3-13 FREL/BERHM A v E— D DEE (CertificateVerify D4 RX)
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verify_data

v

R_TSIP_Shal/256HmacGeneratelnit/Update/Final
R_TSIP_Aes128/256ChcEncryptlinit/Update/Final

v

ClientFinished (Encrypted verify_data)

verify_data

'

R_TSIP_Aes128GcmEncryptinit/Update/Final

v

ClientFinished (Encrypted verify_data)

3-14 BRI A v — D DIEE

(ClientFinished M4 BX)

5. (Server) Finished ®%1{& (Receive Finished)

5.1 B§ 31k L 7= ephemeral Master Secret & 7= Extended Master Secret E/\N\Y R T/ 9 A v E2—2D
Ny afExEANE LT, R_TSIP_TisGenerateVerifyData()Z{E/HA L T. (Server) VerifyData %4
ELET,

5.2 (Server) Finished Z#iEL F T,

521-alf5 XA — F AESCBC E— FEFERT SI5EE. 46 TER LY —1N\>U 5472 MEER

D AES #2D Wrapped Key & MAC $®M Wrapped Key, & U (Server) Finished # A& LT, CBC
€5 APl & HMAC 1%5E APl ZfEF L T, VerifyData Z 5 L&Y,

521-b S RXA1—F AESGCM E— F%#FERT HFAIL. 46 TER LY —N>U5/4 7 MEIEH

M AES M Wrapped Key & (Server) Finished 2 AHh& LT, GCMES API Z#FEAL T,
VerifyData Z1&5 LE 7,

5.2.2 LEE® 5.1 THRL L71=(Server) VerifyData &, 5.2.1-a £1=1% 5.2.1-b THEF L 1= VerifyData h*—
MIBHLEHERLET,

6. 7TV — 30 T—2MiERIE (Send/Receive Application Data)
6.1-a lE5 X1 —~ AESCBC E— F# AT 55 E(L. 4.6 THR LT AES 0D Wrapped Key & MAC

B2 Wrapped Key # A1& LT, AES CBC BB 1L/#EH APl & HMAC £ RBU/FREE APl Z2ERAL T, 7
T r—2avT—3ERBEILIESLET,

6.1-b lE5E X1 — ~ AESGCM E— F AT 558 (. 4.6 THR LT AES 0D Wrapped Key A5
L LT, AESGCMEEEL/EB API ZFERAL T, 77Ur—>avT— 2 #RBEILIEESLET,
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3.12.2 TLS1.2 H—/\HHE

No.

API

5

1

R_TSIP_TIsRegisterCaCertificationPublicKeylndex

TLS EiEHRE CTHBICHER

2

R_TSIP_GenerateTIsSVRsaPublicKeylndex
R_TSIP_UpdateTIlsSVRsaPublicKeylndex
R_TSIP_TIsSVRootCertificateVerification
R_TSIP_TIsSVCertificateVerification
R_TSIP_TIsSVCertificateVerificationExtension

TLS1.2/TLS1.3 H—/\#he THA
[ZfEA

R_TSIP_TIsSVGenerateServerRandom
R_TSIP_TIsSVDecryptPreMasterSecretWithRsa2048PrivateKey
R_TSIP_TIsSVGenerateMasterSecret
R_TSIP_TIsSVGenerateSessionKey
R_TSIP_TIsSVGenerateVerifyData
R_TSIP_GenerateTIsSVP256EccKeylndex
R_TSIP_TIsSVGeneratePreMasterSecretWithEccP256Key
R_TSIP_TIsSVGenerateExtendedMasterSecret
R_TSIP_TIsSVCertificateVerifyVerification

TLS1.2 H—/\BeeCTHER

R_TSIP_Aes128CbcEncryptinit/Update/Final
R_TSIP_Aes256CbcEncryptinit/Update/Final
R_TSIP_Aes128CbcDecryptinit/Update/Final
R_TSIP_Aes256CbcDecryptinit/Update/Final
R_TSIP_Aes128GcmEncryptinit/Update/Final
R_TSIP_Aes256GcmEncryptinit/Update/Final
R_TSIP_Aes128GcmDecryptinit/Update/Final
R_TSIP_Aes256GcmDecryptinit/Update/Final
R_TSIP_Sha1HmacGeneratelnit/Update/Final
R_TSIP_Sha1HmacVerifylnit/Update/Final
R_TSIP_Sha256HmacGeneratelnit/Update/Final
R_TSIP_Sha256HmacVerifylnit/Update/Final

LA APl % TLS1.2 S iEE T
A
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TLS1.2 H—/ N\ ZERA L= TLS BIEDREAEZDHMEZR 315I1CLET,

Prepare and Verify Certificate

Generate key pair signature
Generate TLS public key index

Client Verify

Server
Handshake protocol
[Change Cipher Spec|Protocol] v

Receive ClientHello
Receive ClientHello and store random

Send ServerHello, Authentication and Key

Exchange Messages
Send ServerHello, Certificate and Key Exchange Messages

N

Receive Client Authentication and Key

Exchange Messages
Receive Messages and authenticate Client and store Key
Exchange Messages

A 4

Send Finished

Generate and send Finished

N

Record protocol

Send/Receive Application Data
Encrypt/Decrypt Application Data

N

* To assure validity, the TSIP only accepts a key index.

Keep the key in a safe place.

3-15 TLS1.2 H—/\#REDEEF %
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1. EHI%EE L EBAE DREE (Prepare and verify certificate)
11 BRIICUTOLDOZEERBLET,
-ERT AU —/\DJL— | CASIBAE
- RSA2048bit DHFER T
- —NEEBIE

12 AE L= RSABR7OMEZREEFE->T, AELIIL—F CAIHAZNEREZER(BLT7I/IIILX
L% RSA2048 PSS with SHA256) L £ 9, £-AE L= RSABR7DAREIL. UFPK TS v L.
Encrypted Key ICLFE T, TN oDERIETELGY A FTIT>TLEELY,

IL— b CARIBAE ZHBHBEH L WMERIE. RELTIL— L CARIAZEZF LHT 2L T, &
BEMIFTTLEEWD, L—FCARIAEICER T H LT, FELHAEF I —VEEALETLS Y
CAVORBEMSCIENTEET,

1.3 RSA R 7 DG D Encrypted Key # A& L T. R_TSIP_TIsSVRsaPublicKeylndex #{#MA L T.
ABASR D Wrapped Key #4R LF 3, SHMAEFIBICDOLNTIE, 371 BOFIALEHFEZSELTLES
LY,

1.4 R_TSIP_TIsRegisterCaCertificationPublicKeyindex()Z{#/H L T. 2FSED Wrapped Key % TSIP K5
ANIZERLES,

1.5 R_TSIP_TIsSVRootCertificateVerification()Z A L T. JL— k CAGEBAE DR ZHRAE L. #REEITHTh
Li=o)L— bk CAGERAEN o AR ZHE L. BSIELTHALET,

1.6 ES{ESnf=IL—  CAREIAE D AR, SLUY—/\GIHEZANELT,
R_TSIP_TIsSVCertificateVerification() & 7= [& R_TSIP_TIsSVCertificateVerificationExtension() & & A L
TH—/\GERAEZHRIE L. BEECAHYI Lo —/\GIAEN O AR ZME L. BESELTHALET,

Encrypted Key of RSA public key

v

R_TSIP_GenerateTIsSVRsaPublicKeylndex

v

TLS public key index

v

R_TSIP_Open/
R_TSIP_TIsRegisterCaCertificationPublickeylndex

Root CA certificate

'

R_TSIP_TIsSVRootCertificateVerification

v

Encrypted root public key

v

R_TSIP_TIsSVCCertificateVerification(Extension) «¢——— Server Certificate

v

Encrypted public key

3-16 FEal#fR &£ AEBAE DIRAE

R20AN0371JJ0124 Rev.1.24 Page 86 of 448
2026.03.20 RENESAS



RX27x1) TSIP(Trusted Secure IP)E ¥ 2 —)L Firmware Integration Technology

2. ClientHello ®%1{E (Receive ClientHello)

2.1 ClientHello & ClientHello @ random 7 4 —JL KZZ{ELE T,

3. ServerHello & EBEH/BERR A v — T Di%EIE (Send ServerHello, Authentication and Key Exchange
Messages)

3.1 R_TSIP_TIsSVGenerateServerRandom() % {#f L T. ServerHello ® random 7 1 —)L FZ &£ L F
ERS

3.2-a XA RXH ECDHE Mi5E . ServerKeyExchange #4Hm LE T,

3.2-a.1 R_TSIP_GenerateTIsSVP256EccKeyIndex() &AL T. ECCBR7 4K L FJ, ECCHEN
7 D ECDH A Bfi##1%. ServerKeyExchange @ params O public 74 —JL K& LTERALEY,

3.2-a.2 (Server) Certificate DFZEHED Wrapped Key ENV KT 9 A v E—SDNy D21 {EEZASN
& L T. R_TSIP_EcdsaP256SignatureGenerate()&##RAL T, ERZERLETT. ERLI-EH

I%. ServerKeyExchange @ signed_params 7 4 —JL K& L THERALET,
32-b BXMAXMN RSADIHEE. CITERETHUNEEIHY FHA.
3.3 ServerHello & FREE/BERMA v -V FEFELET,

R_TSIP_TIsSVGenerateServerRandom

v

ServerHello.random

R_TSIP_GenerateTIsSVP256EccKeylndex

v

Ephemeral ECC secret key

—» Ephemeral ECDH public key

Secret key of server certificate

'

R_TSIP_EcdsaP256SignatureGenerate

v

ServerKeyExchange.signed_params

4——Handshake messages

317 FREL/ A v — P DIEE
SREE/ERM A vt — P DZIE (Receive Client Authentication and Key Exchange Messages)
4.1 (Client) Certificate #5215 L /=154 . R_TSIP_TIsSVCertificateVerification() & 7= &
R_TSIP_TIsSVCertificateVerificationExtension() &AL T, S L=V 54 7 > FMEHAEO AR
EERLET,

4.2-a XA RXH ECDHE Di5A . ClientkeyExchange h 5 ECDH AB# % H Y H L T Pre Master
Secret #ERM LFET S

4.2-a.1 ClientKeyExchange @) ECDH AB## & 3.2.1 THR L1z ECC #ZE# D Wrapped Key # A h &

L T. R_TSIP_TIsSVGeneratePreMasterSecretWithEccP256Key()&#{#H L T, BESiLL 1=
ephemeral Pre Master Secret #£mM L E 3,

4.2-b BXMA RN RSA DB A, ClientKeyExchange » 5 Pre Master Secret #lRY H L EF .
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4.2b.1 ClientkKeyExchange DEEE 1t & v 1= Pre Master Secret & (Server) Certificate M@ RSA 2048bit i
ZEEANE LT, R_TSIP_TIsSVDecryptPreMasterSecretWithRsa2048PrvateKey()Z £ L T.
%51t L 1= ephemeral Pre Master Secret #4£ /B L £ 3,

4.3 BB 1t L 7= ephemeral Pre Master Secret # AJ71& L T. R_TSIP_TIsSVGenerateMasterSecret() % {
AL T. BS54t L 1= ephemeral Master Secret #4mRK L E 3,

4.4 Extended Master Secret # £ ¢ 515& (L. BES1E L 7= ephemeral Pre Master Secret # A& L T.
R_TSIP_TIsSVGenerateExtendedMasterSecret()Z £ L T. BE& 1k L 7= ephemeral Extended Master
Secret #ER LET,

4.5 CertificateVerify #5215 L f=1#5& . R_TSIP_TIsSVCertificateVerifyVerification()Z{#FH L T.
CertificateVerify Z#REEL £,

4.6 B5S 1k L 7= ephemeral Master Secret F 7= (& ephemeral Extended Master Secret E&/\> Kz A4 5
AytE—CEAHNE LT, R _TSIP_TIsSVGenerateSessionKey()&#RA L T, TLS BIENDEERD
Wrapped Key #4 R L £,

4.7 (Client) Finished ##&5F L £3,

4.7.1 B8 51k L 7= ephemeral Master Secret & = [ ephemeral Extended Master Secret &/\> K2z A
DAy E—SDNyafEEZANE LT, R TSIP_TIsSVGenerateVerifyData()Z R L T.
(Client) Finished & LB 9 5 f=H D (Client) VerifyData £ L £ 9,

472-aff5X4(4—~ AESCBC E— F AT HBRIL. 46 TERLE=VSM47 2 oY —N\RIERK
M AES M Wrapped Key & MAC 0 Wrapped Key. X U (Client) Finished # A& LT, CBC
88 APl & HMAC #&5E APl #{EA L T. VerifyData 85 LFY,

472-bHESAA—~ AESGCM E— F AT HHERIE. 46 TERLE=V 547 2 b—>H—N\RIERH
M AES 0 Wrapped Key 4 1%k & (Client) Finished #AHh & LT, GCMES API 2EHL T,
VerifyData #8%5 LE 7,

4.7.3 LE®D 4.7.1 THERL L1=(Client) VerifyData & . 4.7.2-a £1z1& 4.7.2-b TEH L 1= VerifyData A’ —
BIBHLeHERBLET,

Ephemeral ECC secret key

v

R_TSIP_TIsSVGeneratePreMasterSecretWithEccP256Key | 4———ECDH public key

v

Encrypted Pre Master Secret

Encrypted ephemeral Pre Master Secret

v

R_TSIP_TIsSVDecryptPreMasterSecretWithRsa2048PrivateKey «————RSA2048 private key

'

Encrypted Pre Master Secret

3-18 R/ A v — T DZIE (Pre Master Secret M &)
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Encrypted Pre Master Secret

v

R_TSIP_TIsSVGenerateMasterSecret

v

Encrypted Master Secret
|

v

R_TSIP_TIsSVGenerateSessionKey

client/server write MAC key
client/server write encryption key

—> R_TSIP_TIsSVGenerateVerifyData

v

verify_data

Encrypted Pre Master Secret

'

R_TSIP_TIsSVGenerateExtendedMasterSecret

v

Encrypted Extended Master Secret

h 4
R_TSIP_TIsSVGenerateSessionKey

client/server write MAC key
client/server write encryption key

—> R_TSIP_TIsSVGenerateVerifyData

v

verify_data

3-19 /BRI A v E— P DRIE (verify_data DAERK)

5. (Server) Finished Mi%{§ (Send Finished)

5.1 B8 1t L 7= ephemeral Master Secret % 7= [ ephemeral Extended Master Secret &L/\> Koz A4 5
Ayt—TDNy P alEEANE LT, R_TSIP_TIsSVGenerateVerifyData()&{# A L T. (Server)
VerifyData Z4£m LE 7,

52-aflE5 X4 — AESCBC E— F&#ERAT HBE(E. 46 TER LY —/1\—>U 547> MBIEHD
AES #2 @ Wrapped Key & MAC M Wrapped Key. R U 5.1 THRL L 7=(Server) VerifyData # A 71 &
L T. AES CBC g5 1L APl & HMAC &£ Rt APl 2 L T. (Server) VerifyData Z#g5 1k L (Server)
Finished Z4£RK L £ 7,

52-b BEHERXA— bk AESGCM E— FE& AT 558, 46 TER LY —1N\>US54T7 2 FEERD
AES ##20 Wrapped Key & 5.1 THRL L 1=(Server) VerifyData # A3 & LT, AES GCM =1k APl %
A L T. (Server) VerifyData Z K51t L (Server) Finished Z4£m L £,

5.3 (Server) Finished Z%E L,
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verify_data

'

R_TSIP_Shal/256HmacGeneratelnit/Update/Final
R_TSIP_Aes128/256ChcEncryptlnit/Update/Final

v

ServerFinished (Encrypted verify_data)

verify_data

'

R_TSIP_Aes128GcmEncryptinit/Update/Final

v

ServerFinished (Encrypted verify_data)

3-20 (Server) Finished D415

6. 7FTUHr—2arT—2Di%ERIE (Send/Receive Application Data)
6.1-alE5 X4 — ~ AESCBC £E— F AT 55E (. 4.6 THR LT AES 20D Wrapped Key & MAC
2D Wrapped Key # AJ1& L T. AES CBCHES1L/EE API & HMAC £ R/HREE API 2R L T, 7
TV r—2avT—2¢BEILIEELET,
6.1-bBESRX A — h AESGCM E— FZ2ERAT 5158 (E. 4.6 THER L 7= AES 2D Wrapped Key Z A
E LT, AESGCMEEBIL/ES APIZFEAL T, 77U —> a3 v T— 2 5BELIESLET,
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3.13 TLS 5E#H4EE(TLS1.3)

TLS E#E#EE(TLS1.3)D APl [E. RFC8446 IZEH L TLVET,

TLS -EEHBED A, TLS1.3 E#EMAEL LT, TLS1.3 9547 > MERES LU TLS1.3 H—/\#REZ 5
R—bFLTWET, TAhEND#EEED., Full Handshake, Resumption, 0-RTT {ERAE®D TSIP KS 4 /D&
BAEIZOWTRLET,

3.13.1 TLS1.3 7 54 7 > hHHE

No.

API

B

R_TSIP_GenerateTIsRsaPublicKeylndex
R_TSIP_UpdateTIsRsaPublicKeylndex
R_TSIP_TIsRootCertificateVerification
R_TSIP_TIsCertificateVerification
R_TSIP_TlsCertificateVerificationExtension
R_TSIP_TlIs13Encryptinit
R_TSIP_TIs13EncryptUpdate
R_TSIP_TIs13EncryptFinal
R_TSIP_TlIs13Decryptlnit
R_TSIP_TlIs13DecryptUpdate
R_TSIP_TlIs13DecryptFinal
R_TSIP_TlIs13CertificateVerifyGenerate
R_TSIP_TlIs13CertificateVerifyVerification

EHEETHIBICHEA

R_TSIP_GenerateTls13P256EccKeyindex
R_TSIP_TIs13GenerateEcdheSharedSecret
R_TSIP_TIs13GenerateHandshakeSecret
R_TSIP_TIs13GenerateServerHandshakeTrafficKey
R_TSIP_TIs13GenerateClientHandshakeTrafficKey
R_TSIP_TIs13ServerHandshakeVerification
R_TSIP_Tls13GenerateMasterSecret
R_TSIP_TIs13GenerateApplicationTrafficKey
R_TSIP_TIs13UpdateApplicationTrafficKey

F1Z Full Handshake T{£

R_TSIP_TIs13GenerateResumptionMasterSecret
R_TSIP_TIs13GeneratePreSharedKey
R_TSIP_TIs13GeneratePskBinderKey
R_TSIP_TIs13GenerateResumptionHandshakeSecret

Resumption T1{# A

R_TSIP_TIs13GenerateORttApplicationWriteKey

O0-RTT TEMA
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3.13.1.1 Full Handshake
TLS1.3 9S54 7> MeaERA L 1= Full Handshake EfEAENDMEAX K 3-21 [TRLET,

Prepare and Verify Certificate

Generate key pair signature
Generate TLS public key index

TANNN

Verify N\ 27 Server

Client

Handshake protocol

A 4

Send Key Exchange Information
Generate key_share and send it with
sighature_algorithm and ClientHello

A4
Key Exchange and ServerHello

Decode Handshake Messages +key_share
Generate Server Handshake Traffic Key and EncryptedExtensions
Decode Handshake Messages CertificateRequest(optional)
Certificate
Y CertificateVerify

Certificate Server and Verify Handshake Finished
Certificate Server with Certificate and CertificateVerify |— —_— T = — — =

Applicat Dat t |
and Verify Handshake with Finished P pplication Datafoptional)

| Record protocol

Send Handshake Messages
Generate Client Handshake Traffic Key
and Client Finished Key to Generate Finished,
and send Certificate, CertificateVerify and Finished

v
Send/Receive Application Data
Generate Client/Server Application Traffic Key, and p Application Data
encrypt/decrypt Application Data

* To assure validity, the TSIP only accepts a key index.

Keep the key in a safe place.

3-21 TLS1.3 ¥ 54 7 > h#8E Full Handshake D E 4%
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1. EHI%EE L EBAE DREE (Prepare and verify certificate)
11 BRIICUTOLDOZEERBLET,
-ERT AU —/\DJL— | CASIBAE
- RSA2048bit DHFER T
-S4 7 MIRE

12 AE L= RSABR7OMEZREEFE->T, AELIIL—F CAIHAZNEREZER(BLT7I/IIILX
L% RSA2048 PSS with SHA256) L £ 9, £-AE L= RSABR7DAREIL. UFPK TS v L.
Encrypted Key ICLFE T, TN oDERIETELGY A FTIT>TLEELY,

BRT 52— /I\DNEHHY. L— CAEEHAZEZEHREHLE-WEEE. RELTIL— CAGIRE S
FEHET—RIZHLT, BEEMITTLESWL, IL— b CAFIAZICELT S LT, ERILAN
Y—NADEHFEH S ENTEET,

1.3 RSA AR 7 DD Encrypted Key # A 71 & LT, R_TSIP_TIsRsaPublicKeylndex()ZfEMRA L T.
ABASR D Wrapped Key #4R LFE T, S#MAEFIBICDONTIE, 371 BOFIALEHFEZSELTLES
LY,

1.4 R_TSIP_TIsRegisterCaCertificationPublicKeylndex()% L < I& R_TSIP_Open()ZfH L T. ARKED
Wrapped Key % TSIP K5 A /A~&$8 L EJ . R_TSIP_Open() &AL TEET 5158,
R_TSIP_Close()& M A =% . R_TSIP_Open()ZMA T &L,

1.5 R_TSIP_TIsRootCertificateVerification() &R L T. JL— k CASEBAEDRZHRIIL . BESIELIz)L—
b CAIBAED B EERLET,

1.6 EESIELT-)L—  CASIEAZED AR, 8LV F/4 7> MIRAZOARBEANLELT,
R_TSIP_TIsCertificateVerification() & 7= [& R_TSIP_TIsCertificateVerificationExtension() &R L T. &
SELEISAT7 0 MEAEORAFBEERLET,

Encrypted Key of RSA public key

v

R_TSIP_GenerateTIsRsaPublicKeylndex

v

TLS public key index

v

R_TSIP_Open/
R_TSIP_TIsRegisterCaCertificationPublicKeylndex

Root CA certificate

'

R_TSIP_TIsRootCertificateVerification

v

Encrypted root public key

v

R_TSIP_TlIsCertificateVerification(Extension) «@———Client Certificate

v

Encrypted public key

3-22 EHT#E K &£ FEAE DRELE
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2. BRXMAT—F DEIE (Send Key Exchange Information)
2.1 R_TSIP_GenerateTIs13P256KeyIndex() % {# f L T Ephemeral ECDH ARB AR LF T,

2.2 ClientHello £ {EFFIZ. signature_algorithm 7 4 —JL K & (2, key _share 7 4 —JL F& LT ECDH 22
R EY—/NICEELET,

R_TSIP_GenerateTls13P256EccKeylndex

v

Ephemeral ECDH public key

3-23 BRMAT—F DEE

3. BRMENV R TA O A yE—DDES (Key Exchange and Decode Handshake Messages)

31 H—I\MSZELEAMEEAAE LT, R_TSIP_TIs13GenerateEcdheSharedSecret() & {#H L T
Shared Secret @ Wrapped Key #4 & L £3,

3.2 Shared Secret @ Wrapped Key # A1 & LT, R_TSIP_TIs13GenerateHandshakeSecret()Z{&F L T
Handshake Secret ® Wrapped Key 4/ LET .

3.3 Handshake Secret M Wrapped Key # A& LT,

R_TSIP_TIs13GenerateServerHandshakeTrafficKey() £ L T. Handshake 70O b3 )L TERAT %
Server Write Key & Server Finished Key @ Wrapped Key Z4£ 8 LET,

3.4 Server Write Key @ Wrapped Key # A& L T. R_TSIP_TIs13Decryptinit/Update/Final()Z{# A L T.
Y=L ZELEEBEILINTLWANY R I/ A yE—CFESLET,

Server public key

v

R_TSIP_TIs13GenerateEcdheSharedSecret

v

Shared Secret

v

R_TSIP_Tls13GenerateHandshakeSecret

v

Handshake Secret

v

R_TSIP_Tls13GenerateServerHandshakeTrafficKey ’—b Server Finished Key

v

Server Write Key
(Server Handshake Traffic Key)

v

R_TSIP_Tls13Decryptinit/Update/Final %— Encrypted Handshake Messages

Decrypted Handshake Messages
(Certificate, CertificateVerify, Server Finished)

B2 BRMENV R IA D A vE—DDES
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4. H—N\DORBEEE/NY F 49 OWREE (Certificate Server and Verify Handshake)

44NV Eo A9 A yt—IRD(Server) Certificate 74 —ILKEASE LT,
R_TSIP_TlIsCertificateVerification() & £ L T. FEBAEDERZ ERIALFT,

421\ R4 vt—UKND(Server) CertificateVerify 7 1 —JL KEARDE LT,
R_TSIP_Tls13CertificateVerifyVerification()Z {# F L T. (Server) CertificateVerify 7 4« —JL K& &REE L
FY,

43N\ R A9 A yt—IRD(Server) Finished 7 « —JL K & Server Finished Key @ Wrapped Key
#AHh& LT, R_TSIP_TIs13ServerHandshakeVerification()Z AL T, NV R AV EFRIELFT,
TSIPIZEWTIE, N2 F x40 ORISR verify_data_index & LTHASHhEFT,

Certificate

'

R_TSIP_TIsCertificateVerification

CertificateVerify

'

R_TSIP_TIs13CertificateVerifyVerification

Server Finished Key

'

R_TSIP_Tls13ServerHandshakeVerification | &——— Server Finished

v

Server handshake verification result
(verify_data_index)

3-25 —/\DFEEEE /N R T4 U DIEEE
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5. Ny Rz A9 A ytE—TUDiEE (Send Handshake Messages)

5.1 ¥ —/\M 5 CertificateRequest %18 L TLVHIZEIZIX. (Client) Certificate 7 + —JL F &(Client)
CertificateVerify 7 « —)L KZ 4R L 9, (Client) CertificateVerify 7 1 —JL FOELZ F#HER T HEIZ(F.
SIBAZ DM ZEED Wrapped Key # A & LT, R_TSIP_Tis13CertificateVerifyGenerate() Z{# A L T4
BLET,

5.2 Handshake Secret @ Wrapped Key # A& L T,
R_TSIP_TlIs13GenerateClientHandshakeTrafficKey()Z#RA L T. N2 F2 x4V 7z —XTHERAT S
Client Write Key & Client Finished Key ® Wrapped Key 4 L E£9 .

5.3 Client Finished Key 0 Wrapped Key # A1 & LT,
R_TSIP_Sha256HmacGeneratelniti/lUpdate/Final()Z & L T. (Client) Finished 7 1 —JL F&Z{ER L &
ERS

5.4 Client Write Key @ Wrapped Key # A 71& LT, R_TSIP_TIs13Encryptinit/Update/Final()Z{# A L T,
Y—INEETEIN ROV AvE—DFERBEIELET,

S5EMBIELI-NY RO A 0 AvE—DEREEBELET,

private key of Certificate

'

R_TSIP_TlIs13CertificateVerifyGenerate

v

CertificateVerify

Handshake Secret

'

R_TSIP_TIs13GenerateClientHandshakeTrafficKkey—— Client Finished Key

l R_TSIP_Sha256HmacGeneratelnit/Update/Final
Client Write Key ¢
(Client Handshike Traffic Key) Client Finished
R_TSIP_Tls13Encryptinit/Update/Final —— Handshake Messages
¢ (Certificate, CertificateVerify, Client Finished)

Encrypted Handshake Messages

326N\ R TA A yE—DDEE

R20AN0371JJ0124 Rev.1.24 Page 96 of 448
2026.03.20 RENESAS




RX27x1) TSIP(Trusted Secure IP)E ¥ 2 —)L Firmware Integration Technology
6. 77U —2 3 T—2MDiE%IE (Send/Receive Application Data)

6.1 Handshake Secret @ Wrapped Key & verify_data_index Z A& L T,

R_TSIP_TIs13GenerateMasterSecret()Z{#F L T. Master Secret @ Wrapped Key 4K L £ 9,

6.2 Master Secret ® Wrapped Key Z A1& L T. R_TSIP_TIs13GenerateApplicationTrafficKey() % {# F

L T. Record 70O kO )L CERT % Server Write Key & Client Write Key @ Wrapped Key £ & U
Application Secret @ Wrapped Key Z4£ /B LE 7,

6.3 Server Write Key F =& Client Write Key ZE 19 SF£(Z1&. Application Secret ® Wrapped Key & A
H1& LT, R_TSIP_TIs13UpdateApplicationTrafficKey() & {#H L £ 3.

6.4 H—IN\~DREET—F EHEEILT HEIZIX. Cleint Write Key M Wrapped Key # A& LT
R_TSIP_TIs13Encryptinit/Update/Final()Z R L £ 3,

65 H—I\MNOLDRIET—FEEST HEIZIX. Server Write Key ® Wrapped Key # A& LT
R_TSIP_Tls13Decryptlnit/Update/Final)Z#EA L £,

Handshake Secret

'

R_TSIP_TlIs13GenerateMasterSecret —— verify_data_index

Master Secret

'

R_TSIP_TIs13GenerateApplicationTraffickey ——— Client/Server Write Key
¢ (Client/Server Application Traffic Key)

Application Secret

'

R_TSIP_TlIs13UpdateApplicationTrafficKey

[ p Client/Server Write Key
¢ (Client/Server Application Traffic Key)
Application Secret

Client Write Key

v

R_TSIP_Tls13Encryptinit/Update/Final 4—— Application Data

Encrypted Application Data

Server Write Key

¢

R_TSIP_TlIs13Decryptinit/Update/Final —— Encrypted Application Data

Decrypted Application Data

321 77V r—2avT—2DERE

=]
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3.13.1.2 Resumption

TLS1.39 547 > h#ee %5 A L = Resumption A EDMELERK 3-28 ITRLE T,

Handshake and Application
Data Traffic
Before Resumption
(* TSIP driver does not
support externally
provisioned Pre Shared Key)

Generate Resumption Master Secret and
Pre Shared Key

Generate Resumption Master Secret from Master Secret,
and generate Pre Shared Key using NewSessionTicket

A\ Server

Client

Handshake protocol
(Initial Handshake)

/ Server
Handshake messages

Record protocol
(using Initial Handshake)

NewSessionTicket

N

\ Application Data
& ‘

Send Key Exchange Information
Generate key_share and binder, and send them with
pre_shared_key and ClientHello

/ Server

Handshake protocol
(Subsequent Handshake)

v

Generate Resumption Handshake Secret
Generate Resumption Handshake Secret

ServerHello

Handshake and Application

Data Traffic —

(same to Full Handshake)

* To assure validity, the TSIP only accepts a key index.

Keep the key in a safe place.

/ / Server

/

+key_share

<N

Handshake messages

Record protocol

/ Server
Application Data

3-28 TLS1.3 ¥ 51 7 > h##EE Resumption DEMEH &
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1. Resumption BID/N\NY Rz A9 7T r— 3o 7—42@1E
1.1 Full Handshake IZ& Y TLS1.3@IEZHEIILET,
127 FTYUHr—30F—2 LT, H—/3h 5 New Session Ticket #=ZELE T,

XTSIP K54 /NIZH LV TIX. Handshake Z##31 L TARL L 7= Pre Shared Key LISAD{FE R #5571 L T LY
FHA,

2. Resumption Master Secret & Pre Shared Key M4 (Generate Resumption Master Secret and Pre
Shared Key)

2.1 Full Handshake B2 {# i L 1= Master Secret @ Wrapped Key # A& L T,
R_TSIP_TIs13GenerateResumptionMasterSecret() % & L T. Resumption Master Secret ® Wrapped
Key #ERLFET,

2.2 Resumption Master Secret ® Wrapped Key & H—73\h 5545 L 7= New Session Ticket R Ticket
Nonce # AH1 & LT, R_TSIP_TIs13GeneratePreSharedKey()Z{# A L T. Pre Shared Key ®
Wrapped Key 4B L F T,

Master Secret

'

R_TSIP_TIs13GenerateResumptionMasterSecret

v

Resumption Master Secret

v

R_TSIP_TIs13GeneratePreSharedKey —Ticket Nonce

v

Pre Shared Key

3-29 Resumption Master Secret & Pre Shared Key M4/
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3. MRMAT—2DEIE

(Send Key Exchange Information)
3.1 Pre Shared Key @ Wrapped Key Z A 71& L T, R_TSIP_TIs13GeneratePskBinderKey() &/ L T.
Binder Key ® Wrapped Key £ L %7,

3.2 Binder Key @ Wrapped Key # A 71& L T, R_TSIP_Sha256HmacGeneratelnit/Update/Finish() % {5 F
L. Binder £/ LET,

3.33.13.1.1 M 2.1 IBLEHRIZ. R_TSIP_GenerateTIs13P256KeyIndex()Z{#H L T. Ephemeral ECDH
NRARETERLET,

3.4 ClientHello 32{EBFIZ. pre_shared_key 7 4 —JL k& L T Binder # & & 1= Pre Shared Key D1E#k, *
f- key_share 7 4+ —JL F & LT ECDH A& £ ML TH—NITEELET,

Pre Shared Key

v

R_TSIP_TIs13GenerateBinderKey

v

Binder Key

'

R_TSIP_Sha256HmacGeneratelnit/Update/Final

v

Binder

3-30 MIMAT —F DEE

4. Resumption A Handshake Secret ® 4 X (Generate Resumption Handshake Secret)
4131311 D3N BERKRIC, —\hoREL-LFEEANELT.

R_TSIP_TIs13GenerateEcdheSharedSecret() % {£ f L T Shared Secret @ Wrapped Key 4L £9 .
4.2 Pre Shared Key & Shared Secret @ Wrapped Key # A& LT,

R_TSIP_TIs13GenerateResumptionHandshakeSecret() Z £ F§ L T Resumption /A0 Handshake Secret
@ Wrapped Key 4 LET,

Pre Shared Key

R_TSIP_TIs13GenerateResumptionHandshakeSecret %7 Shared Secret

v

Resumption Handshake Secret

3-31 Resumption i Handshake Secret M 4 Bk

5. N R xzA0ETTV—a0T—28E(E
5.1 Resumption Fi®M Handshake Secret £ LAB% (L. Full Handshake & R#D@EE S —S U XIZ& Y
TLS1.3BIEZMILET,

S2NU R4 T—XRTRIC, 7TV r—2avT—2RBIEEZTVET,
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3.13.1.3 0-RTT
TLS139 347> bEReZER L= O-RTT EfeAEZDOBMEZR 3-32 12 RLFET,

JEIRY
i
N7 Server
Client
Handshake protocol
" Initial Handshake
Handshake and Application ( / )
q Server
Data Traffic Handshake messages
Before O-RTT -
(* TSIP driver doesnot | _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _
support externally
provisioned Pre Shared Key) _ Reco.r.d protocol
(using Initial Handshake)
Generate Resumption Master Secret and N -
. ew Session Ticket
Pre Shared Key .
Generate Resumption Master Secret from Master Secret, / Server
and generate Pre Shared Key using NewSessionTicket \ Application Data
& ‘
Handshake protocol
(includes O-RTT)
A 4
Send Key Exchange Information
Generate key_share and binder, and send them with
pre_shared_key and ClientHello
-" .
Send Application Data
Generate Client Application Traffic Key to use in 0-RTT, ‘
and encrypt Application Data
/ / Server
Handshake messages
Handshake and Application ————— e — —
Data Traffic  — Record protocol
(same to Full Handshake)
/ Server
Application Data
* To assure validity, the TSIP only accepts a key index.
Keep the key in a safe place.
3-32TLS1.3 754 7 bBERE O-RTT DEMAE
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Resumption I\ Rz A4 0 7TV r—2arT—42 818
1.1 Full Handshake [T & Y TLS1.3 BIEZMIILF T,

1.

127 ) r—o30F—R"E LT, Y—/3Hh 5 New Session Ticket #2{ELET,
XTSIP K54 /NIZH LV TIX. Handshake Z##31 L TARL L 7= Pre Shared Key LISAD{FE R #5571 L T LY
FHA,

2. Resumption Master Secret & Pre Shared Key M4 (Generate Resumption Master Secret and Pre
Shared Key)

21 LBEOMELEHT 3.13.1.20 2. IHERFRIZ. Full Handshake B (Z{# F L 1= Master Secret ®

Wrapped Key # A71& LT, R_TSIP_TIs13GenerateResumptionMasterSecret()Z{#EH L T.
Resumption Master Secret M Wrapped Key 24/ L £,

2.23.13.1.2 M 2.2 18 L [E#kIZ. Resumption Master Secret ® Wrapped Key & H—/3hHvi5 %245 L 1= New

Session Ticket I Ticket Nonce A 71& LT, R_TSIP_TIs13GeneratePreSharedKey()Z{#FH L T.
Pre Shared Key @ Wrapped Key 4/ L £ 9,

3. BXMAT—2DEE (Send Key Exchange Information)
3.1 LIBRDOMNIELEHT 3.13.1.2 M 3. IEEFEHRIZ. Pre Shared Key ® Wrapped Key # A& LT,
R_TSIP_TIs13GeneratePskBinderKey() % {8 F L T. Binder Key ® Wrapped Key 4 L %7,
3.2 Binder Key 0 Wrapped Key = A1& L T, R_TSIP_Sha256HmacGeneratelnit/Update/Finish() % {& F
LT. Binderz&£m LFEY,

3.33.13.1.1 M 2.1 EEEFIZ, R_TSIP_GenerateTls13P256KeylIndex()Z{#F L T. Ephemeral ECDH 4
MBgETERLET,

3.4 ClientHello 32{E#5IZ. pre_shared_key 7 1 —JL K& L T Binder #& 7= Pre Shared Key D1&E#R. £
f= key_share 7 4+ —JL F & LT ECDH 2B H ML TH—NITEELET,

4. 7TV r— 3 T—2DEE (Send Application Data)

4.1 Pre Shared Key @ Wrapped Key # A1 & L T. R_TSIP_TIs13GenerateORttApplicationWriteKey() &
AL T, 0-RTT T#EAT 5 Client Write Key @ Wrapped Key 24/ LE T,

4.2 Client Write Key ® Wrapped Key # A7 & LT, R_TSIP_TIs13Encryptinit/Update/Final()Z{# A L T.
TIIr—2 a3 v T—2EBEIELET,

4.3 ClientHello M#E&IZ, BSILLE7TVSr—avT—42 %9 —NIZEIELET,

Pre Shared Key

'

R_TSIP_Tls13GenerateORttApplicationWriteKey

v

Client Write Key
(Client Application Traffic Key)

v

R_TSIP_TIs13Encryptinit/Update/Final ¢—— Application Data

Encrypted Application Data

33BTF7TUr—2a3 T2 DEE

a
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5. N\ KRI A0 ET7TVr— 30 T—48EE
510-RTTELTOT7 FTUr— 3 o T—42#ELMEIL, Full Handshake & RIERD@EIEL—7 Y RIZ& Y
TLS1.3BEZMIILET,
52NV RV TA 9 7 —RBRTRIZ, PTVTF—2 a3 0T —2BEEZTVET,

XO-RTT 2 AT HIHFEITDLVT, RFC8446 23 EICEREHSIN TS KD IT, RBIAMESENENI &,
TLAREMENBEBNENY RV ERYET, COBEDFERICOVNTIE. ARV EBEZ THE
LTLESELY,
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3.13.2 TLS1.3 H—/ \HHE

No.

API

5

1

R_TSIP_GenerateTIsRsaPublicKeylndex
R_TSIP_UpdateTIsRsaPublicKeylndex
R_TSIP_TIsRootCertificateVerification
R_TSIP_TIsCertificateVerification
R_TSIP_TIsCertificateVerificationExtension
R_TSIP_TIs13Encryptinit
R_TSIP_TIs13EncryptUpdate
R_TSIP_TIs13EncryptFinal
R_TSIP_TlIs13Decryptlnit
R_TSIP_TIs13DecryptUpdate
R_TSIP_TlIs13DecryptFinal
R_TSIP_TIs13SVCertificateVerifyGenerate
R_TSIP_TIs13SVCertificateVerifyVerification

EHEETHEICER

R_TSIP_GenerateTls13SVP256EccKeylndex
R_TSIP_TIs13SVGenerateEcdheSharedSecret
R_TSIP_TIs13SVGenerateHandshakeSecret
R_TSIP_TIs13SVGenerateServerHandshakeTrafficKey
R_TSIP_TIs13SVGenerateClientHandshakeTrafficKey
R_TSIP_TlIs13SVServerHandshakeVerification
R_TSIP_TIs13SVGenerateMasterSecret
R_TSIP_TIs13SVGenerateApplicationTrafficKey
R_TSIP_TIs13SVUpdateApplicationTrafficKey

¥ (< Full Handshake T{#F

R_TSIP_TIs13SVGenerateResumptionMasterSecret
R_TSIP_TIs13SVGeneratePreSharedKey
R_TSIP_TIs13SVGeneratePskBinderKey
R_TSIP_TIs13SVGenerateResumptionHandshakeSecret

Resumption T

R_TSIP_TIs13SVGenerateORttApplicationWriteKey

O-RTT TfEHMA
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3.13.2.1 Full Handshake
TLS1.3 H—/\#ge % {#FH L 1= Full Handshake EfEAENMEH K 3-34 [TRLET,

Prepare and Verify Certificate

Generate key pair signature
Generate TLS public key index

TN

Client A\ Verify

Server

Handshake protocol

v

Send Key Exchange Information
Generate key_share and send it with ServerHello

ServerHello
+key_share

N

EncryptedExtensions
CertificateRequest(optional)

v

Send Handshake Messages

Certificate
CertificateVerify Generate Server Handshake Traffic Key
Finished and Server Finished Key to Generate Finished,
_______ | and send EncryptExtensions, CertificateRequest,
|_ Certificate, CertificateVerify and Finished

Application Datafoptional)

| Record protocol

A 4

Certificate Client and Verify Handshake
Certificate Client with Certificate and CertificateVerify
and Verify Handshake with Finished

Send/Receive Application Data
Application Data Generate Server/Client Application Traffic Key, and
encrypt/decrypt Application Data

N

* To assure validity, the TSIP only accepts a key index.

Keep the key in a safe place.

3-34 TLS1.3 Y —/\#%5E Full Handshake D EE A%
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1. EHI%EE L EBAE DREE (Prepare and verify certificate)
11 BRIICUTOLDOZEERBLET,
-ERT AU —/\DJL— | CASIBAE
- RSA2048bit DHFER T
- —NEEBIE

12 AE L= RSABR7OMEZREEFE->T, AELIIL—F CAIHAZNEREZER(BLT7I/IIILX
L% RSA2048 PSS with SHA256) L £ 9, £-AE L= RSABR7DAREIL. UFPK TS v L.
Encrypted Key ICLFE T, TN oDERIETELGY A FTIT>TLEELY,

JL— bk CASEBAZZEBHBEHZLI-WMEAX, RELTIL—F CASIBAZEZ F L H-T—RITHRL T, &
BEMFTTLESW, L—FCASIBAEICERLRT A LT, FERHEF—VEFFALZTLS Y
DIVDEBREHSCIENTEET,

1.3 RSA R T7DAFH#ED Encrypted Key #A51& LT, R_TSIP_TIsSVRsaPublicKeylndex Z{H L T.

ABASR D Wrapped Key #4R LFE T, S#MAEFIBICDONTIE, 371 BOFIALEHFEZSELTLES
Ly,

1.4 R_TSIP_TIsRegisterCaCertificationPublicKeyindex()Z{#/H L T. 2AFSED Wrapped Key % TSIP K5
ANIZERLES,

1.5 R_TSIP_TIsSVRootCertificateVerify()Z#EA L T, JL.— bk CAFIBAEDRZHRILL. BEHIELIZIL—F
CAFIFAZEDARBZERLET,

1.6 BEBIE LT-/)L— k CASIBAZED AR, SLUY—/GIRAZEDO AL A DL LT,
R_TSIP_TIsSVCertificateVerification() & 7= [& R_TSIP_TIsSVCertificateVerificationExtension() & & A L
—C~ %%“: Lr:ﬁ_/{éﬁaﬂgo)ﬁﬁﬁz%ﬂiﬁk ngsj_o

Encrypted Key of RSA public key

v

R_TSIP_GenerateTIsSVRsaPublicKeylndex

v

TLS public key index

v

R_TSIP_Open/
R_TSIP_TIsRegisterCaCertificationPublickeylndex

Root CA certificate

v

R_TSIP_TIsSVRootCertificateVerification

v

Encrypted root public key

v

R_TSIP_TIsSVCCertificateVerification(Extension) «¢———Server Certificate

v

Encrypted public key

3-35 EHT# R & AEAE DRELE
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2. BRMAT—F DEIE (Send Key Exchange Information)
2.1 R_TSIP_GenerateTIs13SVP256KeylIndex()Z f#F L T Ephemeral ECDH AR ZER L F T,
2.2 ServerHello :5{EF%IZ. key share 7 4 —JL K& LT ECDH AR EH—/NIZREELET,

R_TSIP_GenerateTls13SVP256EccKeylndex

v

Ephemeral ECDH public key

3-36 MRMAT— 2 DIEE
3. NIz A YA yE—TDiEE (Send Handshake Messages)

3.1 SIBAZ DI E R D Wrapped Key # A& LT, R_TSIP_TIs13SVCertificateVerifyGenerate() & {# f L
T. CertificateVerify 74 —JL FEERKLET,

329347 b RELEAREEANE LT, R_TSIP_TIs13SVGenerateEcdheSharedSecret() &
{5 L T Shared Secret ® Wrapped Key Z4£ B LET,

3.3 Shared Secret @ Wrapped Key # A1 & LT, R_TSIP_TIs13SVGenerateHandshakeSecret() z {5 F
L T Handshake Secret @ Wrapped Key 4 LFET,

3.4 Handshake Secret M Wrapped Key # A& LT,
R_TSIP_TIs13SVGenerateServerHandshakeTrafficKey() Z{# i L T. Handshake 70 k)L CERT
% Server Write Key & Server Finished Key @ Wrapped Key 4/ L £,

3.5 Server Write Key @ Wrapped Key # A41& LT, R_TSIP_TIs13Encryptinit/Update/Final()Z & L T.
DSAT IV MANEETEINVERDTA A vE—DFBEIELET,

BBMEBIELINY R T A O Ay E—CFEELET,
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private key of Certificate

¢

R_TSIP_TIs13SVCertificateVerifyGenerate

'

CertificateVerify

Client public key

'

R_TSIP_Tls13SVGenerateEcdheSharedSecret

v

Shared Secret

v

R_TSIP_TIs13SVGenerateHandshakeSecret

v

Handshake Secret

v

R_TSIP_TIs13SVGenerateServerHandshakeTraffickey —— Server Finished Key

v

Server Write Key
(Server Handshake Traffic Key)

!

R_TSIP_TIs13Encryptinit/Update/Final — Handshake Messages
¢ (Certificate, CertificateVerify, Server Finished)

Encrypted Handshake Messages

BTNV A D A yvE—DDEE
4. 934 TF7 2 bDRBIELENY 2 249 DEEE (Certificate Client and Verify Handshake)
4.1 Handshake Secret ® Wrapped Key # A& L T,

R_TSIP_TIs13SVGenerateClientHandshakeTrafficKey() R L T, N> KLz A4 9 7z —XTHEAT
% Client Write Key & Client Finished Key @ Wrapped Key 4 L £9,

4.2 Client Write Key @ Wrapped Key # A1& LT, R_TSIP_TIs13Decryptlnit/Update/Final()Z{# A L T.
D347 b ORIELEZBEEINTOAINY RO/ 9 AvE—VHFEBLET,

43 NV R A9 *yE—TAD(Client) Certificate 74 —JIL KEADE LT,
R_TSIP_TlsCertificateVerification()Z R L T. ;ERAZDERLERIILF T,

441\ K49 vtE—IAD(Client) CertificateVerify 74 —IL KEAFAE LT,
R_TSIP_TIs13SVCertificateVerifyVerification()Z A L T. (Client) CertificateVerify 7 4 —JL & Z1&R;E
LFET,

45N\ F A9 A ytE—UAN(Client) Finished 7 1« —JL k& Client Finished Key @ Wrapped Key %
AAB & LT, R_TSIP_TIs13SVClientHandshakeVerification)## AL T, N R T AV EZRIELET,
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Handshake Secret

'

R_TSIP_TlIs13GenerateClientHandshakeTraffickey—— Client Finished Key

l

Client Write Key
(Client Handshake Traffic Key)

!

R_TSIP_TlIs13Decryptlnit/Update/Final ——

v

Decrypted Handshake Messages
(Certificate, CertificateVerify, Client Finished)

Encrypted Handshake Messages

Certificate

v

R_TSIP_TlIsCertificateVerification

CertificateVerify

v

R_TSIP_TIs13SVCertificateVerifyVerification

Client Finished Key

¢

R_TSIP_TIs13SVClientHandshakeVerification «4——— Client Finished

v

Server handshake verification result

338U 347V DB ENY LAY DIREE

5. 7FUHr—2arT—2Di%R{E (Send/Receive Application Data)

5.1 Handshake Secret @ Wrapped Key # A1 & L T, R_TSIP_TIs13SVGenerateMasterSecret() % { Fi
L T. Master Secret ® Wrapped Key 4B L ET .

5.2 Master Secret ® Wrapped Key # A1& L T. R_TSIP_TIs13SVGenerateApplicationTrafficKey() Z &
FLT. Record 7R kO JLTEMAT % Server Write Key & Client Write Key @ Wrapped Key $ & U
Application Secret ® Wrapped Key 4/ LE 9,

5.3 Server Write Key F =& Client Write Key ZE#19 F#(ZI1&. Application Secret @ Wrapped Key & A
H1& LT, R _TSIP_TIs13SVUpdateApplicationTrafficKey()Z R L £ 3,

54 H—I\~DEET—F ZBES1LT HEEIZIX. Server Write Key M Wrapped Key Z A& LT
R_TSIP_TIs13Encryptinit/Update/Final()Z R L £ 3,

55— /I\NS5DRIET—2 %21ES T HEEIZIL. Client Write Key @ Wrapped Key #A & LT
R_TSIP_Tls13Decryptlnit/Update/Final)ZEA L £,
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Handshake Secret

'

R_TSIP_TlIs13SVGenerateMasterSecret

'

Master Secret

'

R_TSIP_TIs13SVGenerateApplicationTraffickey —— Server/Client Write Key

(Server/Client Application Traffic Key)

Application Secret

v

R_TSIP_Tls13SVUpdateApplicationTraffickey

[ » Server/Client Write Key
¢ (Server/Client Application Traffic Key)
Application Secret

Server Write Key

v

R_TSIP_TIs13Encryptinit/Update/Final —— Application Data

Encrypted Application Data

Client Write Key

'

R_TSIP_Tls13Decryptlnit/Update/Final —— Encrypted Application Data

Decrypted Application Data

3397 TN r—2avT—2DERE
¥ ClientFinished D ZE & F1=3 12—/ N 5 Application Data X159 515 &2 DL T, ClientFinished ®
BRIITIS—HARELIIBES.

—NTATSLPREATATVEVEVNSFHTTOAI S —%1&H
TEHIENTEETS, COBBEDERICONTIE, RVRVZBEFATHIELTSZELY,
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3.13.2.2 Resumption
TLS1.3 H—/\#EE % L 1= Resumption EfEAEDMEZER 3-40 [T RLET,

JARY

Clent W

Server
Handshake protocol
(Initial Handshake)

/ Server .
Handshake messages Handshake and Application

Data Traffic
———————————— —— — Before Resumption
(* TSIP driver does not
support externally
provisioned Pre Shared Key)

Record protocol —
(using Initial Handshake)

3

NewsSessionTicke Generate Resumption Master Secret,

/ Server Pre Shared Key and Binder Key
Application Data Generate Resumption Master Secret from Master Secret,
/ and generate Pre Shared Key using NewSessionTicket,

and generate Binder Key

N

N

Handshake protocol
(Subsequent Handshake)

Verify Binder

Verify Binder value corresponding to Pre Shared Key

A 4

Send Key Exchange Information

ServerHello
) +key share Generate key_share and send it with ServerHello
/ Server N Generate Resumption Handshake Secret

Handshake messages Generate Resumption Handshake Secret

Record protocol — Handshake and Application
/ Server Data Traffic
Application Data (same to Full Handshake)
s

N

* To assure validity, the TSIP only accepts a key index.
Keep the key in a safe place.

3-40 TLS1.3 ¥ —/\##&E Resumption DEME A %
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1. Resumption BID/N\NY Rz A9 7T r— 3o 7—42@1E
1.1 Full Handshake IZ& Y TLS1.3@IEZHEIILET,

XTSIP K54 /NIZH LV TIX. Handshake Z##3L L TARL L 7= Pre Shared Key LISADFE R %571 L T LY
FHA,

2. Resumption Master Secret. Pre Shared Key § & U Binder Key M4 (Generate Resumption Master
Secret, Pre Shared Key and Binder Key)

2.1 Full Handshake B2 {f# i L 1= Master Secret @ Wrapped Key # A& L T,
R_TSIP_TIs13SVGenerateResumptionMasterSecret() % {# /A L T. Resumption Master Secret ®
Wrapped Key #4 R L £,

2.2 Resumption Master Secret @ Wrapped Key &% 54 7 > k~i%{E L 1= New Session Ticket D
Ticket Nonce Z# A 71& LT, R_TSIP_TIs13SVGeneratePreSharedKey()#{# /A L T. Pre Shared Key
® Wrapped Key #4 /B LE T,

2.3 Pre Shared Key 0 Wrapped Key # A#1& L T, R_TSIP_TIs13SVGeneratePskBinderKey() & {&£F L
T. Binder Key @ Wrapped Key 24/ LE T,

Master Secret

¢

R_TSIP_TIs13SVGenerateResumptionMasterSecret

v

Resumption Master Secret

v

R_TSIP_TIs13SVGeneratePreSharedKkey =~ ¢———Ticket Nonce

'

Pre Shared Key

v

R_TSIP_TlIs13SVGenerateBinderKey

v

Binder Key

3-41 Resumption Master Secret, Pre Shared Key & & U Binder Key M 4

3. Binder ®#&EE (Verify Binder)
3.1 ClientHello & #£1252{5 L 1= Binder & Pre Shared Key Mi&#R (=t i L 7= Binder Key # AA L T.
R_TSIP_Sha256HmacVerifylnit/Update/Final()Z &/ L T. Binder ##&RFEL E 9,

Binder Key

v

R_TSIP_Sha256HmacVerifylnit/Update/Final %7 Binder

v

Verification result

3-42 Binder D& EE
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4. Resumption F§ Handshake Secret M4 5 (Generate Resumption Handshake Secret)

4131321 M 32BLRAMRIZ. Y—I\DMOoZEL=AFHEZANE LT,
R_TSIP_TIs13SVGenerateEcdheSharedSecret() % {# Fi L T Shared Secret @ Wrapped Key 4/ L £

ERS

4.2 Pre Shared Key & Shared Secret @ Wrapped Key # A& LT,
R_TSIP_TIs13SVGenerateResumptionHandshakeSecret() % {# Fi L T Resumption /i Handshake

Secret M Wrapped Key #4£ /L F 3,

Pre Shared Key

'

R_TSIP_TIs13SVGenerateResumptionHandshakeSecret

¢—— Shared Secret

v

Resumption Handshake Secret

3-43 Resumption B Handshake Secret 0 4 X

5. Ny Ko zAa9ET7TIr—SavT—42EE

5.1 Resumption Fi®M Handshake Secret &£ LAF%(&. Full Handshake & R#D@EE—4 U RIZ& Y

TLS13BIEXMEILET,

52NV RV IA 0 7 —RBRTRIZ, 7TV r—L30T—

FBEZTVET,
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3.13.2.3 0-RTT
TLS1.3H—/\tREZEA L= O-RTT R A EDHMEZR 3-40 ITRLFT,

AN
/ARy

Clent W

Server
Handshake protocol
(Initial Handshake)

/ Server . .
Handshake mesdages Handshake and Application

Data Traffic
———————————— — —— Before O-RTT
(* TSIP driver does not
support externally
provisioned Pre Shared Key)

Record protocol e
(using Initial Handshake)

«— NewSessionTicket Generate Resumption Master Secret,
/ Server Pre Shared Key and Binder Key
Application Data Generate Resumption Master Secret from Master Secret,
b / and generate Pre Shared Key using NewSessionTicket,
X and generate Binder Key

Handshake protocol
(includes 0-RTT)

Verify Binder
Verify Binder value corresponding to Pre Shared Key
| N S
; Receive Application Data

Generate Client Application Traffic Key to use in 0-RTT,
and decrypt Application Data

/ Server \

Handshake messages

Record protocol — Handshake and Application
/ Server Data Traffic
Application Data (same to Full Handshake)
¢ S

* To assure validity, the TSIP only accepts a key index.

Keep the key in a safe place.

3-44 TLS1.3 H—/\#EE O-RTT DEMEAE
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1. Resumption BID/N\NY Rz A9 7T r— 3o 7—42@1E
1.1 Full Handshake IZ& Y TLS1.3@IEZHEIILET,

XTSIP K54 /NIZH LV TIX. Handshake Z##3L L TARL L 7= Pre Shared Key LISADFE R %571 L T LY
FHA,

2. Resumption Master Secret. Pre Shared Key § & U Binder Key M4 (Generate Resumption Master
Secret, Pre Shared Key and Binder Key)

21 LIEDOMELE6HT 3.13.2.20M 2. I EREERIZ, Full Handshake B (Z{# A L 7= Master Secret @
Wrapped Key # A71& LT, R_TSIP_TIs13SVGenerateResumptionMasterSecret()Z A L T,
Resumption Master Secret M Wrapped Key 24/ L £,

2.2 Resumption Master Secret @ Wrapped Key &% 54 7 > k~i%{E L 1= New Session Ticket D
Ticket Nonce Z# A 71& LT, R_TSIP_TIs13SVGeneratePreSharedKey()#{# /A L T. Pre Shared Key
® Wrapped Key #4 /B LE T,

2.3 Pre Shared Key ® Wrapped Key Z A 71& LT, R_TSIP_TIs13SVGeneratePskBinderKey() & L
T. Binder Key @ Wrapped Key 24/ LE T,

3. Binder ®#&EE (Verify Binder)
3.13.13.2.2 M 3.1 IE &L [E#kIZ. ClientHello & #1258 L 1= Binder & Pre Shared Key O1&#RIZXTE L 7=
Binder Key # A1 L T. R_TSIP_Sha256HmacVerifylnit’'Update/Final()Z £ L T. Binder Z#&3 I L &
To

4. 7TV r—2a o T—2DR{E (Receive Application Data)
4.1 Pre Shared Key @ Wrapped Key # A71& LT, R_TSIP_TIs13SVGenerateORttApplicationWriteKey()
#HEAL T, O-RTT T#EAT S Client Write Key M Wrapped Key £ LT,
4.2 Client Write Key @ Wrapped Key # A 1& L T. R_TSIP_Tls13Decryptlnit/Update/Final()Z{# A L T.
TIVr—avT—2%88LET,

Pre Shared Key

'

R_TSIP_Tls13SVGenerateORttApplicationWriteKey

'

Client Write Key
(Client Application Traffic Key)

'

R_TSIP_Tls13Decryptlnit/Update/Final <—— Encrypted Application Data

'

Decrypted Application Data

3457 T r—2a v T—20%E

5. N\ Rz ETTUVT—L 30 T—48EE
510-RTT &L TODT7 FUr—2a > T—42 % ELUKIE, Full Handshake ER#HDEEL—7 U RIZ&K Y
TLS13BIEZMIILET,
52NV R IA 9T —RETRIZ. TTIT—2a0T—3BEFTVET,

XO-RTT ZEAT SHBZBEITDLNT, RFCB446 23 EITRE SN TS LS, AIAMEMENENI L,
TUAREMENBNIEN) RV ERYFET, COBBEDFERICONTIE. KRV EBFEZTHIE
LTLESLY,
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314 D7—L9zTF7T7vITTF—F

TSIP FSANIE, BBBIESN-T OIS LDESTE MACRIEZITI 77 —LV 77y 77— MEEEEY
71_:_ |~ L/-CL\i_d_o
AESANE, UTDIT7—LT7vTT— DD API #12IELFET,

No. API HL:L

1 R_TSIP_StartUpdateFirmware TSIPE77—LDx77yIT— MRENERATE
HIREICEBBIEFT,

2 R_TSIP_GenerateFirmwareMAC* EElESN-TRT S LEEELT. MACREEZIT
L. MACZ4ERLET,

3 R_TSIP_VerifyFirmwareMAC* BESAFzTUT7IZHLT.
R_TSIP_GenerateFirmwareMAC* T4 il & 1= MAC
X BREAEZTITVET,

*= |nit, Update, Final

T77—LDzF77yv7T—FrTlE. BEIELEZTRISLGLNC, TAYSLOBESLL-FERAL-#
FREICEHETIHEZHBATHEYZET., K 3.2 Renesas Key Wrap service 2287045 5 LDES1E.
EE#OEALE MACKRIIODZ7O0—%RLET,

Renesas P Y, — HUK is embedded in RX family MCU
Secure Site i #

UFPK mage Encryption Key User Program New Image Er ion Key New User Program

h 4 A 4 Tmp Key Wrap
User Program T T T
Wra| H v v
; e H % M
v % 1 i o= I
v
. MAC

Encryptdd New Image
ncription Ke

Development
Secure Site

W-UFPK

Generated by user H New user prdgram, Generated by user

Manufacturing v
Non-Secure Site R_TSIP_GenerateAes 128KeyIndex |--; »[—‘_L]
Wrapped Key Enfryption Key ' 3
erify &
OID—P[ Unwrap ][ Generate ]

W

R_TSIP_GenerateFirmwareMAC A
Init’Update/Final MAC

Field
Non-Secure Site

(o]
; y

erify &
= ’| Unwrap | Generate

R_TSIP_GenerateFirmwareMAC

InitUpdate/Final 3 q E R
v H

-

A4
Verify

R_TSIP_VerifyFirmwareMAC
Init’Update/Final

Secure Bootloader User Program or other program

— e c— e o — c— o— c— o— [ c—

346 TJ7y—LozTF7F7yvIT—hkoO—

R20AN0371JJ0124 Rev.1.24 Page 116 of 448
2026.03.20 RENESAS




RX27x1) TSIP(Trusted Secure IP)E ¥ 2 —)L Firmware Integration Technology

3141 X1 7T—+h

EFXaT7T—bElE A TOTSLOBITAREEEZL D, VEy bMRIC AV TR S LERT
THRNCETSINDTOTSLFEBLET,

%217 J— k& LT, R_TSIP VerifyFirmwareMACInit/Update/Final Z{ER3 % Z EMNEJRET T,
R_TSIP_VerifyFirmwareMACInit/Update/Final [Z[&. R_TSIP_GenerateFirmwareMACInit/Update/Final 5\ 5
HASINS MACIEZAN LTSS,

3142 27—LDxzT7TF7vTT—F

T77—LDTT7F7yv7T— FEMETIE., BEtSh=T055L%ES LT, MACRKRIIZ1TS
R_TSIP_GenerateFirmwareMACInit/Update/Final Z{#ERARIGETT .
R_TSIP_GenerateFirmwareMACInit/Update/Final Tl&, MAC #RiEICAINT 5 & . #1=IZ HRKIZH S <
MAC #4RLET,

R_TSIP_GenerateFirmwareMACInit/Update/Final Z A9 5154 . R_TSIP_StartUpdateFirmware %
FEUH LT, TSIP % FrimwareUpdate JREE(C L =& . EITAIEETY .

3143 1—4 70455 LOBEEIE

UTFIZA—4 7055 LDBELA:EZRLET., 77—LDz7OES{E7I/ILT 1) XL(F AES-CBC,
MAC (% AES-CBCMAC A L TLVET,
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Image Encryption Key
(CBC key || CBC-MAC key)

User Program

v q‘ 0 i
5 CBGkey | CBC-MAC key |
: E 4
A 4 :
: AES-128
AES-128 i CBC-MAC
ECB-Encryption '
A 4 :
I ne
A \ 4
\
AES-128
CBC-Encryption
J

Encrypted User Program

O

Encrypted Image
Encryption Key
(Session Key)

User Program + Key Encrypt Scheme

UpProgram

3-47 77 —L 7 =7 & Image Encryption Key DEEE{L A%

A—H7055 LEEELT 5=-0DH (Image Encryption Key), & UVZFDREHESILT 5=HD1—
¥ 704 5 L (Key Encryption Key)%& & L £9 . Image Encryption key T1—H 045 5 LD MAC £
B & URES1k(UpProgram) %% L £9 . Key Encryption Key T Image Encryption key ZigS 1k L.
Encrypted Image Encryption Key(Session Key)# 4B L £ 7,
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4. AP| %
41 APl—%&

TSIP K54 /N\TIE, ULTOAPIEZEELTWET,
HiEtkee AP

ELEAE R AP

AES EE5/1E5 API

DES EE5/1E% API

ARCA4 BE5/1E5 API

RSAEE API

ECC E & &£ IRELE API

HASH &% API

HMAC 4 Bii/#%EE API

DH JEH API

ECDH $233#: API

Key Wrap API

TLS ##E API
IJ7—LozT7T7vITT—rEFaT7T— kAP

@ @080 ®odvd

UTRIZEZELTWAAPIZLUTIZEEDET, APl XXX IE&7ILTYXLOEY FEH LLIE,
SHADE—F#%#xRLZEY,

= 41 FHEHEE AP

API sBA TSIP- | TSIP
Lite

R_TSIP_Open TSIPHREZBMICLET v v

R_TSIP_Close TSIP #REZEMICLFET v v

R_TSIP_SoftwareReset TSIPE a—)LEYEY FLET, v v

R_TSIP_GetVersion TSIP RSA4/\DN—=2D 3 FHAL | v v
F7,

R_TSIP_GenerateUpdateKeyRingKeylndex BEFHRABAD Wrapped Key 4/ | v v
LEY.

% 4-2 ELEERL API

API ERBA TSIP- | TSIP
Lite
R_TSIP_GenrateRandomNumber BBMEAERLET, v v
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& 4-3 AES &S/ API

API A TSIP- | TSIP
Lite

R_TSIP_GenerateAesXXXKeylndex AES @ Wrapped Key =4/ L & v v
ER

R_TSIP_UpdateAesXXXKeylndex AES @ Wrapped Key #E# L & v v
ER

R_TSIP_GenerateAesXXXRandomKeylndex LM S AESBEZHERM L. Wrapped | v v
Key THALZET,

R_TSIP_AesXXXEcbEncryptinit AES-ECB £E— FCHEEIEZ#TULVE v v

R_TSIP_AesXXXEcbEncryptUpdate ERS

R_TSIP_AesXXXEcbEncryptFinal

R_TSIP_AesXXXEcbDecryptinit AES-ECB E— R TESZTVEY, |V v

R_TSIP_AesXXXEcbDecryptUpdate

R_TSIP_AesXXXEcbDecryptFinal

R_TSIP_AesXXXCbcEncryptinit AES-CBC E— FTHEBILZ1TLVE 4 v

R_TSIP_AesXXXCbcEncryptUpdate 9,

R_TSIP_AesXXXCbcEncryptFinal

R_TSIP_AesXXXCbcDecryptlnit AES-CBC E— FTHERBZITLE 4 v

R_TSIP_AesXXXCbcDecryptUpdate EIR

R_TSIP_AesXXXCbcDecryptFinal

R_TSIP_AesXXXCtrlnit AES-CTR E— FTHEEILFIIES | v v

R_TSIP_AesXXXCtrUpdate ITWET,

R_TSIP_AesXXXCtrFinal

R_TSIP_AesXXXGcmEncryptlnit AES-GCM E— FTHEEBILZITLVE v v

R_TSIP_AesXXXGcmEncryptUpdate ERS

R_TSIP_AesXXXGcmEncryptFinal

R_TSIP_AesXXXGcmDecryptlnit AES-GCM E— FTHEBSZTLE v v

R_TSIP_AesXXXGcmDecryptUpdate 9,

R_TSIP_AesXXXGcmbDecryptFinal

R_TSIP_AesXXXCcmEncryptlnit AES-CCM £— K THEHILZITLVE v v

R_TSIP_AesXXXCcmEncryptUpdate 9,

R_TSIP_AesXXXCcmEncryptFinal

R_TSIP_AesXXXCcmDecryptlnit AES-CCM ®— FTHEEZTLE v v

R_TSIP_AesXXXCcmDecryptUpdate 9,

R_TSIP_AesXXXCcmDecryptFinal

R_TSIP_AesXXXCmacGeneratelnit AES-CMAC E— KD MAC A/ %1T | v v

R_TSIP_AesXXXCmacGenerateUpdate WET,

R_TSIP_AesXXXCmacGenerateFinal

R_TSIP_AesXXXCmacVerifylnit AES-CMAC £— FT. MAC O#&EE 4 v

R_TSIP_AesXXXCmacVerifyUpdate ETWET,

R_TSIP_AesXXXCmacVerifyFinal
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& 4-4 DES B§5/1E5 API

API BZL TSIP- | TSIP
Lite

R_TSIP_GenerateTdesKeyIndex TDES @ Wrapped Key #4% L £ - v
ERS

R_TSIP_UpdateTdesKeyIndex TDES ® Wrapped Key #E# L & - v
ElS

R_TSIP_GenerateTdesRandomKeylndex LM S TDES DEEZEARL . - v
Wrapped Key THALET,

R_TSIP_TdesEcbEncryptlnit TDES-ECB E— FCTHEBILZITLVE | - v

R_TSIP_TdesEcbEncryptUpdate 9,

R_TSIP_TdesEcbEncryptFinal

R_TSIP_TdesEcbDecryptlnit TDES-ECB ®— K CHEEZTLVE - v

R_TSIP_TdesEcbDecryptUpdate ERS

R_TSIP_TdesEcbDecryptFinal

R_TSIP_TdesCbcEncryptlinit TDES-CBC E— FCTHEBIEZITLVE | - v

R_TSIP_TdesCbcEncryptUpdate 9,

R_TSIP_TdesCbcEncryptFinal

R_TSIP_TdesCbcDecryptlnit TDES-CBC E— R THEEZTL\E - v

R_TSIP_TdesCbcDecryptUpdate EIR

R_TSIP_TdesCbcDecryptFinal

% 4-5 ARC4 IEE/1ES API

API snBA TSIP- | TSIP
Lite

R_TSIP_GenerateArc4KeyIndex ARC4 M Wrapped Key 4R L F - v
ElS

R_TSIP_UpdateArc4Keylndex ARC4 0 Wrapped Key ZE# L £ - v
ElS

R_TSIP_GenerateArc4RandomKeyIndex G5 ARCA DEBZEER L. - v
Wrapped Key THALET,

R_TSIP_Arc4Encryptinit ARC4 BEHILZITLVET . - v

R_TSIP_Arc4EncryptUpdate

R_TSIP_Arc4EncryptFinal

R_TSIP_Arc4Decryptlinit ARCAEBZZITLET, - v

R_TSIP_Arc4DecryptUpdate

R_TSIP_Arc4DecryptFinal
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% 4-6 RSAEE API

API A TSIP- | TSIP
Lite

R_TSIP_GenerateRsaXXXPrivateKeylndex RSA TBEHED Wrapped Key &/ | - v
LFEY.

R_TSIP_GenerateRsaXXXPublicKeylndex RSA 2ABAB D Wrapped Key 4/ | - v
LEY,

R_TSIP_UpdateRsaXXXPrivateKeylndex RSA M D Wrapped Key #E# | - v
LEY,

R_TSIP_UpdateRsaXXXPublicKeylndex RSA ABAS2D Wrapped Key ZE# | - v
LFEY.

R_TSIP_GenerateRsaXXXRandomKeyIndex ELEH 5 RSA AR T D Wrapped - v
Key 4R L %9, Exponent (&
0x10001 EETY ,

R_TSIP_RsaesPkcsXXXEncrypt RSAES-PKCS1-V1_512k % RSARE | - v
SiexLET,

R_TSIP_RsaesPkcsXXXDecrypt RSAES-PKCS1-V1 512k % RSAE | - v
SxLFET,

R_TSIP_RsaesOaepXXXEncrypt RSAES-OAEP [Z& % RSAKESILE | - v
LE9d,

R_TSIP_RsaesOaepXXXDecrypt RSAES-OAEP [ &% RSAES%#L |- v
F7,

R_TSIP_RsassaPkcsXXXSignatureGenerate RSASSA-PKCS1-V1 512K B EBFE | - v
BEEBLET,

R_TSIP_RsassaPkcsXXXSignatureVerification | RSASSA-PKCS1-V1 512K 2 EFE | - v
ZOBREEELET,

R_TSIP_RsassaPssXXXSignatureGenerate RSASSA-PSS [C& 2 BFERTAM | - v
LEd,

R_TSIP_RsassaPssXXXSignatureVerification RSASSA-PSS IZ &k 5 BFERLDEEEL | - v
ZLET,

& 4-7 ECC ERER/IREL API
API BT TSIP- | TSIP
Lite

R_TSIP_GenerateEccPXXXPublicKeylndex ECC 2ABA#® Wrapped Key #4/E | - v
LET,

R_TSIP_GenerateEccPXXXPrivateKeylndex ECC MZ# D Wrapped Key #4/L | - v
LEY,

R_TSIP_UpdateEccPXXXPublicKeylndex ECC ABA# D Wrapped Key #58# | - v
LEY,

R_TSIP_UpdateEccPXXXPrivateKeylndex ECC #ZH D Wrapped Key #F$7 | - v
LET,

R_TSIP_GenerateEccPXXXRandomKeylndex EL#Hh 5 ECC AR 7 D Wrapped - v
Key #ERLET,

R_TSIP_EcdsaPXXXSignatureGenerate ECDSAIZK HBFERZERMLFE - v
ER

R_TSIP_EcdsaPXXXSignatureVerification ECDSAIC & 5 BEFELDIKRIEZ L - v

ij—o
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% 4-8 HASH JEH API
API B TSIP- | TSIP
Lite
R_TSIP_ShaXXXInit SHAIZ& B\ y Y1 EEEEZTVE |- v
R_TSIP_ShaXXXUpdate ER
R_TSIP_ShaXXXFinal
R_TSIP_Md5Init MD5IZ& BNy AEEEZTVE | - v
R_TSIP_Md5Update ERS
R_TSIP_Md5Final
R_TSIP_GetCurrentHashDigestValue ANBHT—RIZRT BNy alE |- v
FRRLET,
% 4-9 HMAC A RU/#%EE API
API B8 TSIP- | TSIP
Lite
R_TSIP_GenerateShaXXXHmacKeyIndex SHA-HMAC @ Wrapped Key 4/ | - v
LF¥Y,
R_TSIP_UpdateShaXXXHmacKeyIndex SHA-HMAC @ Wrapped Key 5 # | - v
LF¥Y,
R_TSIP_ShaXXXHmacGeneratelnit SHA-HMAC £ L %9, - v
R_TSIP_ShaXXXHmacGenerateUpdate
R_TSIP_ShaXXXHmacGenerateFinal
R_TSIP_ShaXXXHmacVerifylnit SHA-HMAC #&EEL £ 9, - v
R_TSIP_ShaXXXHmacVerifyUpdate
R_TSIP_ShaXXXHmacVerifyFinal
% 4-10 DHEH API
API B TSIP- | TSIP
Lite
R_TSIP_Rsa2048DhKeyAgreement RSA-2048 2k 2 DHEHEZEREL |- v
FY,
% 4-11 ECDH $#3%#2 API
API Eol: | TSIP- | TSIP
Lite
R_TSIP_EcdhP256Init ECDH P-256 EXXMEEDERE L | - v
FY
R_TSIP_EcdhP256ReadPublickey BHEBEWF D ECC P-256 NEHEDE | - v
BERIELET,
R_TSIP_EcdhP256MakePublicKey ECC P-256 MERICELZDITE - v
ElB
R_TSIP_EcdhP256CalculateSharedSecretindex | X HHFOAHBLEEIOMERE | - v
Mo, HEMZE ZZHELET,
R_TSIP_EcdhP256KeyDerivation I EREZEHLET, - v
R_TSIP_EcdheP512KeyAgreement Brainpool P512r1 Z ALY T ECDHE - v
BEEZITVEYT,
R_TSIP_EcdhP256SshKeyDerivation SSHTHERAYHIHFREZHOEL | - v
LEd,
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%+ 4-12 KeyWrapAPI

API A TSIP- | TSIP
Lite
R_TSIP_AesXXXKeyWrap AES T, x> v TLET, v v
R_TSIP_AesXXXKeyUnwrap AES BT, 275y TLET, v v
3 4-13 TLS #%8E API
API B TSIP | TSIP
-Lite
R_TSIP_GenerateTlsXXRsaPublicKeylndex TLS E#THEMAT 4 RSA FHBED - v
Wrapped Key #4 B L E£ 9
R_TSIP_UpdateTIsXXRsaPublicKeylndex TLS E#THEMAT 4 RSA HBED - v
Wrapped Key #E#H L £ 9,
R_TSIP_RegisterCaCertificationPublicKeylndex | JL— k CASIBAZ DR EHRIT 5= | - v
OHDARBEEEHRLET,
R_TSIP_TIsXXRootCertificateVerification IL— bk CAREFAEDRZRIEL F - v
E
R_TSIP_TIsXXCertificateVerification Y—/\FitHHE. PHEGIAZEDELE | - v
BREELFET .
R_TSIP_TIsXXCertificateVerificationExtension | 4-—/\iFBiE, hRIGIBAZENEL % |- v
BEELET,
R_TSIP_TIsGeneratePreMasterSecret f§S1t S 7= PreMasterSecret #4% | - v
BMLET,
R_TSIP_TIsEncryptPreMasterSecretWithRsa20 | PreMasterSecret # RSA2048 THES | - v
48PublicKey itLZEY,
R_TSIP_TIsSVGenerateServerRandom ServerHello THEMAT HEMEEERK | - v
LEI,
R_TSIP_TIsSVDecryptPreMasterSecretWithRs | PreMasterSecret % RSA2048 TS | - v
a2048PrivateKey LET,
R_TSIP_TIsXXGenerateMasterSecret Bt S f- MasterSecret 4L | - v
F7,
R_TSIP_TIsXXGenerateSessionKey TLSBENREREZHNLET, - v
R_TSIP_TIsXXGenerateVerifyData Verify T—2 Z4£BLE T, - v
R_TSIP_TIsServersEphemeralEcdhPublicKeyR | ServerKeyExchange ME & 1R L | - v
etrieves ESC IR
R_TSIP_GenerateTIsXXP256EccKeyIndex TLS EHeeTHERAT HELHM S - v
256bit RIA L OEMBRES D=0
DBENTEERLET,
R_TSIP_TIsXXGeneratePreMasterSecretWithE | ECC TSt st 1= - v
ccP256Key PreMasterSecret 4/ L £9 .
R_TSIP_TIsXXGenerateExtendedMasterSecret | F§51t & f1= ExtendedMasterSecret | - v
EERBLET,
R_TSIP_TIsSVCertificateVerifyVerification D24F7 Vb bRELT: - v
CertificateVerify Z#&REE L £,
R_TSIP_GenerateTls13P256EccKeylndex TLS1.3 EHHEEETHERT HEHEMN S | - v
256bit FX L DEMBRRIES D 1=
DRERTEERLET,
R_TSIP_TIs13GenerateEcdheSharedSecret Shared Secret 4%/ L. Wrapped - v
KeyfeXTHHALZET,
R_TSIP_TIs13GenerateHandshakeSecret Handshake Secret 4Rk L . - v

Wrapped Key i¢sX THA L F 9,
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API BLL] TSIP | TSIP
-Lite
R_TSIP_TIs13GenerateServerHandshakeTraffi | Server Write Key & & U Server - v
cKey Finished Key @ Wrapped Key % 4 Rk
LFEY.
R_TSIP_Tls13ServerHandshakeVerification Y—n\M o R#E S S Finished DIE | - v
WERIELFET S
R_TSIP_TIs13GenerateClientHandshakeTraffic | Client Write Key & & U Client - v
Key Finished Key @ Wrapped Key % 4 Rk
LFEY.
R_TSIP_Tls13GenerateMasterSecret Master Secret 4R L. Wrapped - v
Key X THHALZFT,
R_TSIP_TIs13GenerateApplicationTrafficKey Application Traffic Secret & - v
Application Traffic Key @ Wrapped
Key ZERBLET,
R_TSIP_TIs13UpdateApplicationTrafficKey Application Traffic Secret & - v
Application Traffic Key ) Wrapped
Key ZE#HILET,
R_TSIP_TIs13GenerateResumptionMasterSecr | Resumption Master Secret d - v
et Wrapped Key #4£ /L ET .
R_TSIP_TIs13GeneratePreSharedKey Pre Shared Key @ Wrapped Key % - v
ALET,
R_TSIP_TIs13GeneratePskBinderKey Binder Key ® Wrapped Key % 4 & - v
LFEY.
R_TSIP_TIs13GenerateResumptionHandshake | Resumption F® Handshake Secret | - 4
Secret @ Wrapped Key #4 /K LE T,
R_TSIP_TIs13GenerateORttApplicationWriteKe | 0-RTT FH® Client Write Key M - v
y Wrapped Key 4/ LET .
R_TSIP_Tls13CertificateVerifyGenerate H—/\IZEIET B CertificateVerify & | - v
A LET,
R_TSIP_TlIs13CertificateVerifyVerification Y —/3h 5 Z{E L 1= CertificateVerify | - v
ERIELET,
R_TSIP_GenerateTls13SVP256EccKeylndex TLS1.3 EBEETHERT HEHEM S | - v
256bit RIK L DIEHBIREES D=8
DRERTEEBLET,
R_TSIP_TIs13SVGenerateEcdheSharedSecret | Shared Secret 4 L. Wrapped - v
Key X THHALFT,
R_TSIP_TIs13SVGenerateHandshakeSecret Handshake Secret 4% L . - v
Wrapped Key i¢sX THA L F 9,
R_TSIP_TIs13SVGenerateServerHandshakeTr | Server Write Key & & Uf Server - v
affickey Finished Key @ Wrapped Key # 4k
LEd,
R_TSIP_TIs13SVGenerateClientHandshakeTraf | Client Write Key & & U Client - v
ficKey Finished Key @ Wrapped Key # 4 ik
LEY.
R_TSIP_TIs13SVClientHandshakeVerification D9247 v biREENDS - v
Finished DIEMERIEL £,
R_TSIP_TIs13SVGenerateMasterSecret Master Secret 4R/ L. Wrapped - v
Key X clHALET,
R_TSIP_TIs13SVGenerateApplicationTrafficKey | Application Traffic Secret & - v

Application Traffic Key ) Wrapped
Key ZERBLET,
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API BLL] TSIP | TSIP
-Lite
R_TSIP_TIs13SVUpdateApplicationTrafficKey Application Traffic Secret & - v
Application Traffic Key ¢ Wrapped
Key ZE#H LFET,
R_TSIP_TIs13SVGenerateResumptionMasterS | Resumption Master Secret % 4 - v
ecret L. Wrapped Key s CTH AL &
ER
R_TSIP_TIs13SVGeneratePreSharedKey Pre Shared Key @ Wrapped Key & - v
ERLET,
R_TSIP_TIs13SVGeneratePskBinderKey Binder Key @ Wrapped Key % 4 % - v
LEJ,
R_TSIP_TIs13SVGenerateResumptionHandsha | Resumption F® Handshake Secret | - v
keSecret DERL L. Wrapped Key XX TH A
LEI.
R_TSIP_TIs13SVGenerateORttApplicationWrite | 0-RTT FA® Client Write Key @ - v
Key Wrapped Key #4£ /L ET,
R_TSIP_TIs13SVCertificateVerifyGenerate DI3A4T7 2 MIEET S - v
CertificateVerify Z £ L EJ,
R_TSIP_TIs13SVCertificateVerifyVerification 9347 BRELE: - v
CertificateVerify Z#REEL £9 .
R_TSIP_TIs13Encryptinit TLS1.3BIET— 2 DEBILEITLE | - v
R_TSIP_TIs13EncryptUpdate 9,
R_TSIP_TIs13EncryptFinal
R_TSIP_TIs13Decryptinit TLS13BET—2DESEITLE - v
R_TSIP_TlIs13DecryptUpdate 9,
R_TSIP_TlIs13DecryptFinal
x4-14 T77—L2zT7T7vFT— kAP
API B TSIP- | TSIP
Lite
R_TSIP_StartUpdateFirmware 77—L9xTF7F7YvTT—+rE—F |V v
[CEBBLFET,
R_TSIP_GenerateFirmwareMACInit EEILEN=T7—LITDET | v v
R_TSIP_GenerateFirmwareMACUpdate & MACERZITLVET,
R_TSIP_GenerateFirmwareMACFinal
R_TSIP_VerifyFirmwareMACInit T77—LITT7OMACFIvI % v v

R_TSIP_VerifyFirmwareMACUpdate
R_TSIP_VerifyFirmwareMACFinal

TWES,
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4.2 APIZ40

421 ZEHERE API

4211 R_TSIP_Open

Format
#include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_Open (
tsip_tls_ca_certification_public_key index_t *key index_1,

tsip_update_key _ring_t *key_index_2

Parameters
key_index_1 AR 95472 FAD TLS Ei# RSA AHEBOD
Wrapped Key
key_index_2 AAD Wrapped KUK
Return Values
TSIP_SUCCESS EERT
TSIP_ERR_FAIL HOEZWMNEERT
TSIP_ERR_RESOURCE_CONFLICT AKWBIZHEHRN—FHzT7)V—AH DN E
THERAINATWSILIZED ) V—REELHESE
TSIP_ERR_RETRY BOCEMMNEERT
AE#MEBETLTLLEE W
TSIP_ERR_ALREADY_OPEN BEIZ open TS

Description
TSIP #REZEATREICLET,

key_index_1 [Z[& R_TSIP_GenerateTIsRsaPublicKeylndex() & = (&
R_TSIP_UpdateTIsRsaPublicKeylndex() T LTz 1954 7> FAD TLS E# RSA 2B D Wrapped
Keyl #ZAHNLTLEEELY, 20 Wrapped Key D& 830 (X, KAPI TITS3 A% E
R_RSIP_TIsRegisterCaCertificationPublicKeylndex() &R 3 5 AENHY £9, TLS EIEMEEZFERAL
BUMGE. FzIEAR API OFFUH LEFIZZ O Wrapped Key 258 L2 WMEE X, NULLRA V2 Z AN
LTS,

key_index_2 [ZI& R_TSIP_GenerateUpdateKeyRingKeyIndex() 4R L 7= Wrapped KUK #AALT
S, BEFBEZFEALGVESIENULLRS V2 Z AN LTS,

3] R_TSIP_Open()®ZEFFhIZ RX AR 4 /31 E— RIZEBHT 52 & %85 <=6, R_TSIP_Open()H
ERTEIYAAZIE APl ® R_BSP_InterruptsDisable() & &l Y iAAEFa] API @ R_BSP_InterruptsEnable() &
HUHLTWET,

Reentrant

JEF I
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4.2.1.2 R _TSIP_Close

Format
#include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_Close(void)

Parameters
L

Return Values
TSIP_SUCCESS

Description

TSIP#REZIFILLEY

Reentrant

FERE I
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4.2.1.3 R _TSIP_SoftwareReset

Format

#include “r_tsip_rx_if.h”
void R_TSIP_SoftwareReset(void)

Parameters
7L

Return Values
7L

Description
TSIP Z#HAKREBIZCELET,

Reentrant
E| oI
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4.2.1.4 R _TSIP_GetVersion

Format

#include “r_tsip_rx_if.h”
uint32_t R_TSIP_GetVersion(void)

Parameters
7L

Return Values
EHE 2814 b
THRL2 /8 b

Description
TSIP RS A4 /1\DN—2 3 VIERERET S

Reentrant
JEXT s

ATp—R—TaYy

XAF—nN—=3y

CEMTEFET,
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4.2.1.5 R _TSIP_GenerateUpdateKeyRingKeylndex

Format

#include “r_tsip_rx_if.h”
e tsip_err_t R_TSIP_GenerateUpdateKeyRingKeylndex(
uint8_t *encrypted_provisioning_key,
uint8_t *iv,
uint8_t *encrypted_key,
tsip_update_key_ring_t *key_index
)

Parameters
encrypted_provisioning_key AN W-UFPK
iv AR encrypted_key ERBFICER LI-#1HIR I 2
encrypted_key AN Encrypted KUK
key_index HAh Wrapped KUK

Return Values

TSIP_SUCCESS : E#ET
TSIP_ERR_FAIL: NEIS—ARAE
TSIP_ERR_RESOURCE_CONFLICT: AWMEBIZHERN— KT Y — DO LI

THEAINTWSILIZEDY) V—REELNFELE

Description
KUK @ Wrapped Key 19 %160 API TY,
encrypted_key IZ[£ 7.3.7 KUK TRT T—42 % UFPK TRESIEL=T—2 AN LT &L,

encrypted_provisioning_key, iv, encrypted_key DB, & & U key_index DERAAEICDLNTIE 3.7.1 ##
DEALEH ZSBLTIEZEL,

Reentrant

FERE I
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422 FLBAERK

4221 R=TSIP=GenerateRandomNumber

Format

#include “r_tsip_rx_if.h”
e tsip_err_t R_TSIP_GenerateRandomNumber(
uint32_t *random

)

Parameters
random 5 47— K16 /34 F)DELIE

Return Values
TSIP_SUCCESS : EERT

TSIP_ERR_RESOURCE_CONFLICT: AKUBIZHERN—FHIz 7)Y =L 0LE
THEASNTVWSILIZED Y Y —RERNHEE

Description
NIST SP800-90A [CH#E#LL =4 T — FDEBIEZER T S ENTEET,

Reentrant

JESF It
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423 AES
4.2.3.1 R _TSIP_GenerateAesXXXKeylndex

Format

(1)  #include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_GenerateAes128Keylndex(
uint8_t *encrypted_provisioning_key,
uint8_t *iv,
uint8_t *encrypted_key,
tsip_aes_key_index_t *key_index

)

(2) #include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_GenerateAes256KeylIndex(
uint8_t *encrypted_provisioning_key,
uint8_t *iv,
uint8_t *encrypted_key,
tsip_aes_key_index_t *key_index

)

Parameters
encrypted_provisioning_key AN W-UFPK
iv AR encrypted_key £ RBFICER L -#HARS 4
encrypted_key AR UFPK TS 1t &1z Encrypted Key
key_index Hh Wrapped Key

Return Values

TSIP_SUCCESS : EERT
TSIP_ERR_FAIL: REBT S5 —ARE
TSIP_ERR_RESOURCE_CONFLICT: AUB[CHEBERN—FD 7)Y —ADNMLDNIE

THERAINATWESIELIZED) V—REELIFELE

Description
R_TSIP_GenerateAes128KeylIndex & AES128bit M Wrapped Key 219 51=8 D API T,

R_TSIP_GenerateAes256Keylndex & AES256bit @ Wrapped Key ZHEH9 51=8 D API TT,
encrypted_key [ZI1& 7.3.1AES T:RT T—4 & UFPK THEBIE L=T—2 Z AN L TLIZ &L,

encrypted_provisioning_key, iv, encrypted_key M&RBA. & & U key_index DEAAEIZDNTIL 3.7.1 8
DEAEEFH ZSRBLTLESLY,

Reentrant

B I
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4.2.3.2 R_TSIP_UpdateAesXXXKeylndex

Format

(1) #include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_UpdateAes128Keylndex(
uint8_t *iv,
uint8_t *encrypted_key,
tsip_aes_key_index_t *key_index
)
(2) #include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_UpdateAes256Keylndex(
uint8_t *iv,
uint8_t *encrypted_key,
tsip_aes_key_index_t *key_index

)

Parameters
iv AN
encrypted_key AN
key_index HAh

Return Values
TSIP_SUCCESS :
TSIP_ERR_FAIL:
TSIP_ERR_RESOURCE_CONFLICT:

Description

encrypted_key £ RBFICER L =#EAR Y &
KUK THE&S 1t & 411z Encrypted Key
Wrapped Key

EERT
REL S —MFE

AUBIZHERN—FIz7) Y=L D0E
THEEASNTWAIEIZEDBY Y —REENFKLE

R_TSIP_UpdateAes128KeylIndex I& AES128 2D Wrapped Key Z#E#9 578D API T,
R_TSIP_UpdateAes256KeyIndex [& AES256 2D Wrapped Key #E#9 578D API T,
encrypted_key IZ1& 7.3.1AES TR T—2 % KUK THEBIE LI=T—2ZA AL TL &L,
iv, encrypted_key MEHEA. H & U key_index DEAFEICDOVWTIEI7TARDEIALEHESRL T

JAN

Reentrant
JExT I
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4.2.3.3 R _TSIP_GenerateAesXXXRandomKeylndex

Format

(1) #include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_GenerateAes128RandomKeylndex(
tsip_aes_key _index_t *key_index
)
(2) #include “r_tsip_rx_if.h”
e tsip_err_t R_TSIP_GenerateAes256RandomKeylindex(
tsip_aes_key_index_t *key_index

)

Parameters

key_index A (1) AES128 bit M AES 0 Wrapped Key
(2) AES256 bit ® AES 0 Wrapped Key
Return Values
TSIP_SUCCESS : EERT
TSIP_ERR_RESOURCE_CONFLICT: AKMBIZHWEBEHRN—FKH9z 7YY —ANhD0IE
TEHERAINTWVWSZEIZKE) Y —RBEENHEE

Description
R_TSIP_GenerateAes128RandomKeyIndex [& AES128 ##0) Wrapped Key #5713 51=8D API TT,

R_TSIP_GenerateAes256RandomKeylndex [& AES256 ##0) Wrapped Key #5193 51-6 D API T,

AAPI X TSIP AEBICTELBEN S A —FREEERLET, > TA—FEDODANEIFTETT, APINH
N9 % Wrapped Key 2FALT—2 2SI 52 &I2&Y ., T—2DTy FaAE—%2EC I ENTE
*9,

key index DFERAAEXICDOVNTIE 371 BOIALETFESHEL TS,

Reentrant

JESF It
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4.2.3.4 R _TSIP_AesXXXEcbEncryptlnit

Format

(1) #include “r_tsip_rx_if.h”

e tsip_err t R_TSIP_Aes128EcbEncryptinit(
tsip_aes_handle_t *handle,
tsip_aes_key_index_t *key_index
)

(2) #include “r_tsip_rx_if.h”

e tsip_err_t R_TSIP_Aes256EcbEncryptinit(
tsip_aes_handle_t *handle,
tsip_aes_key_index_t *key_index

)

Parameters
handle H A AES /N> K5 (77— %)
key_index AR Wrapped Key

Return Values

TSIP_SUCCESS : IEERT
TSIP_ERR_FAIL: NETS—HFKLE (TSIPDH)
TSIP_ERR_RESOURCE_CONFLICT: AUBZCHELRN—FKOT7 )Y —IADMEDLE
THERASINATWAIEIZED ) YV—REELFELE
TSIP_ERR _KEY_SET: B #7 Wrapped Key WA=
Description

R_TSIP_AesXXXEcbEncryptinit()B% (. AES BEEZXEITT 5EHFEZ TN, TOHERETE 514" handle”
ZEEHLET, handle &, #:< R_TSIP_AesXXXEcbEncryptUpdate()B# & & U
R_TSIP_AesXXXEcbEncryptFinal()BEi$k C513t & L THERASNET,

key index DEMAEIZDNTIX, 371 BOFALEHEZSEL T EEWL

Reentrant

FERE I
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4.2.3.5 R _TSIP_AesXXXEcbEncryptUpdate

Format

(1) #include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_Aes128EcbEncryptUpdate(
tsip_aes_handle_t *handle,
uint8_t *plain,
uint8_t *cipher,
uint32_t plain_length
)
(2) #include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_Aes256EcbEncryptUpdate(
tsip_aes_handle_t *handle,
uint8_t *plain,
uint8_t *cipher,
uint32_t plain_length
)

Parameters
handle ARB/HAH AES F/\> K5 (7—% $EH)
plain ARB EXT—5MEE
cipher 5 EEXT— 3 MR
plain_length AR EXT—RD/INA FR(16 DEHTHIDEN
HYET)
Return Values
TSIP_SUCCESS : EERT
TSIP_ERR_PARAMETER: REHRNY FILBAAEINT=
TSIP_ERR_PROHIBIT_FUNCTION: FELGEBIATEVHEI NS

Description

R_TSIP_AesXXXEcbEncryptUpdate()Bi%kId. S£—51%" handle” THEEIN-/N\V FILEFERAL. =
51 ?M” plain” % R_TSIP_AesXXXEcbEncryptinit()B$k THEE L 1= key_index # HLVTHESIE L. R

ZHE=5I8" cipher” IZEZTHLFET, FXAANNET Lz#&ILX. R_TSIP_AesXXXEcbEncryptFinal() %
FUOHELTLESELY,

plain & cipher (. RI—7 FLADIGFEZ/RE. BFEENELZLSLBVKSICEEL TSI,

Reentrant

JESt Ity
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4.2.3.6 R _TSIP_AesXXXEcbEncrypFinal

Format

(1) #include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_Aes128EcbEncryptFinal(
tsip_aes_handle_t *handle,
uint8_t *cipher,
uint32_t *cipher_length
)
(2) #include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_Aes256EcbEncryptFinal(
tsip_aes_handle_t *handle,
uint8_t *cipher,
uint32_t *cipher_length
)

Parameters
handle AN AES /N> K5 (77— %)
cipher Hh BEXT—2EE(EICALETAENFEEA)
cipher_length Hh BEXT—2REICONEZTAFEFNFET)

Return Values

TSIP_SUCCESS : EERT

TSIP_ERR_FAIL: NELS—MRE

TSIP_ERR_PARAMETER: REBNY FILBNAA SN

TSIP_ERR_PROHIBIT_FUNCTION: TELGEHENFEUE SN
Description

R_TSIP_AesXXXEcbEncryptFinal()Bi%kI&. —51%" handle” THEINfz/\> FILZFERL. £I5]
D" cipher” |[TEEHER. £=5I18” cipher_length” [TEEHZREODRSZEZHLFI . 5151,
AEEL 16 /34 FOERICH =LV DDIHHRIZOVTHESIELERENZESHIWETH.
R_TSIP_AesXXXEcbEncryptUpdate()BE%kIZ (X 16 /31 FDEBHMTLAANTELHWNGHIENHZ1=6.
cipher IZIXEIZAHEEZAENT . cipher_length [ZIXEIZ 0 MEZIAENFE T, cipher, cipher_length (&
FR ZOFIRIEREINF-BOEBEDI-HDEIHTT,

Reentrant

JESt Ity
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RX 2721

TSIP(Trusted Secure IP)E ¥ 2 —)L Firmware Integration Technology

4.2.3.7 R_TSIP_AesXXXEcbDecryptlnit

Format

(1) #include “r_tsip_rx_if.h”

e tsip_err t R_TSIP_Aes128EcbDecryptinit(
tsip_aes_handle_t *handle,
tsip_aes_key_index_t *key_index

)

(2) #include “r_tsip_rx_if.h”

e tsip_err t R_TSIP_Aes256EcbDecryptinit(
tsip_aes_handle_t *handle,
tsip_aes_key_index_t *key_index

Parameters
handle HH
key_index AN

Return Values
TSIP_SUCCESS :
TSIP_ERR_FAIL:
TSIP_ERR_RESOURCE_CONFLICT:

TSIP_ERR_KEY_SET:

Description

R_TSIP_AesXXXEcbDecryptlnit()B%kI&£. AES BEH %

AES B/ F5(7—7 f8iF)
Wrapped Key

EERT
NELS—MFE (TSIP K54 /3DH)

KUBCHRBEGN—RI 7)Y —XHMhD 0
THEAINATWAIEIZED ) Y—REELFKLE
BEE 77 Wrapped Key WA h & t-

RITI 2 EBZETL. TOEREE—FIF” handle”

[ICEEH LZET, handle (X, #i< R_TSIP_AesXXXEcbDecryptUpdate()B8# & & U
R_TSIP_AesXXXEcbDecryptFinal()B%{ T5I# & L THEAShE T,

key index DAERAEIZDOWVTIX, 371 HOIALEHFEZSBLTLLESL,

Reentrant
JEXT s
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RX27x1) TSIP(Trusted Secure IP)E ¥ 2 —)L Firmware Integration Technology

4.2.3.8 R _TSIP_AesXXXEcbDecryptUpdate

Format

(1) #include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_Aes128EcbDecryptUpdate(
tsip_aes_handle_t *handle,
uint8_t *cipher,
uint8_t *plain,
uint32_t cipher_length
)
(2) #include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_Aes256EcbDecryptUpdate(
tsip_aes_handle_t *handle,
uint8_t *cipher,
uint8_t *plain,
uint32_t cipher_length
)

Parameters
handle AN/ H AES F/\> K5 (7—% $EH)
cipher AR EEXT— 3 R
plain HA EXT—45MEE
cipher_length AR EEXT—2D/N\1 FRE(16 DEHRTHILE
NHYET)
Return Values
TSIP_SUCCESS : EERT
TSIP_ERR_PARAMETER: RIEGNY FILBAR ST
TSIP_ERR_PROHIBIT_FUNCTION: FELZEHENFEUH ST

Description

R_TSIP_AesXXXEcbDecryptUpdate()B8%I%. E—5I% “handle “THRESINf=/N\V FILZFERAL. £=
518D “cipher “# R_TSIP_AesXXXEcbDecryptlnit()Ei# T8 L 1= key_index ZRWLNTHES L. #R %

E=51% “plain “ICEEFTHLET, BEXANNTET Lz#&ILX. R_TSIP_AesXXXEcbDecryptFinal() % FF
UHLTLEEL,

plain & cipher (. RI—7 FLADIGFEE/RE. BFEENELZLSLBVKSICEREL TSI,

Reentrant

JESt Ity
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RX27x1) TSIP(Trusted Secure IP)E ¥ 2 —)L Firmware Integration Technology

4.2.3.9 R _TSIP_AesXXXEcbDecryptFinal

Format

(1) #include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_Aes128EcbDecryptFinal(
tsip_aes_handle_t *handle,
uint8_t *plain,
uint32_t *plain_length
)
(2) #include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_Aes256EcbDecryptFinal(
tsip_aes_handle_t *handle,
uint8_t *plain,
uint32_t *plain_length
)

Parameters
handle AN AES B/ K5 (7 —7 f8id)
plain 5 EXT—REHEICALEZTAENFTELEA)
plain_length Hh EXTF—AR(EIZCONEERAENET)

Return Values

TSIP_SUCCESS : EERT

TSIP_ERR_FAIL: NELS—MRE

TSIP_ERR_PARAMETER: REBNY FILBNAA SN

TSIP_ERR_PROHIBIT_FUNCTION: TELGEHENFEUE SN
Description

R_TSIP_AesXXXEcbDecryptFinal()B8%i&. E—5I%" handle” THREINF=/\V FILZFEAL, FI35]
D" plain” [EEHER. F£=51%" plain_length” [CEHEBRORSZESHLET, 58T, K
FIF 16 /84 FOBRIZHEHE VD DIHRICONWTES LEHERENZEHIAT I,
R_TSIP_AesXXXEcbDecryptUpdate()BE#IZ1E 16 /31 FDEHRTLMNAANTELWHIRAH D=0,
plain [CIXEICRIELEZTAENT . plain_length [ZITEIZ 0 NEZAFENET . plain, plain_length (L7
CDHIRIERESNIIEOREBRED-ODEIHTT,

Reentrant
JExT I
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RX27x1) TSIP(Trusted Secure IP)E ¥ 2 —)L Firmware Integration Technology

4.2.3.10 R_TSIP_AesXXXCbcEncryptinit

Format

(1) #include “r_tsip_rx_if.h”

e tsip_err t R_TSIP_Aes128CbcEncryptinit(
tsip_aes_handle_t *handle,
tsip_aes_key_index_t *key_index,
uint8_t *ivec

)

(2) #include “r_tsip_rx_if.h”

e tsip_err t R_TSIP_Aes256CbcEncryptinit(
tsip_aes_handle_t *handle,
tsip_aes_key_index_t *key_index,

uint8_t *ivec
)
Parameters
handle Hh AES F/\> K5 (7—% %)
key_index AR Wrapped Key
ivec AR MEIER T 2 (16 /N1 F)
Return Values
TSIP_SUCCESS : IEERT
TSIP_ERR_FAIL: NEBIZ—HFE (TSIP KZ 4/ \DH)
TSIP_ERR_RESOURCE_CONFLICT: KUBIZHERN—FI2T7 )Y =AMt LR
THERINTWSILIZKD ) V—REELNREE
TSIP_ERR_KEY_SET: EE7 Wrapped Key BNA =

Description

R_TSIP_AesXXXCbcEncryptInit()B#t%. AES EHZXITT 5EHFEZ TN, TOHEREE 518" handle”
ICEZH LZET, handle (X, # < R_TSIP_AesXXXCbcEncryptUpdate()B8% & & O
R_TSIP_AesXXXCbcEncryptFinal)B$(T5I% & L THERASNET,

TLS E#Mae THEAT 5154 . key_index IZIE R_TSIP_TIsGenerateSessionKey() CER & 1=
client_crypto_key_index ¥ L < I& server_crypto_key_index # AAAL TL 2Ly,

key index DAERAEICDOWVTIX, 371 HOIALEHFEZSBLTLLESL,

Reentrant

B I
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RX27x1) TSIP(Trusted Secure IP)E ¥ 2 —)L Firmware Integration Technology

4.2.3.11 R_TSIP_AesXXXCbcEncryptUpdate

Format

(1) #include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_Aes128CbcEncryptUpdate(
tsip_aes_handle_t *handle,
uint8_t *plain,
uint8_t *cipher,
uint32_t plain_length
)
(2) #include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_Aes256ChcEncryptUpdate(
tsip_aes_handle_t *handle,
uint8_t *plain,
uint8_t *cipher,
uint32_t plain_length
)

Parameters
handle ARB/HAH AES F/\> K5 (7—% $EH)
plain ARB EXT—5MEE
cipher 5 EEXT— 3 MR
plain_length AR EXT—RD/INA FR(16 DEHTHIDEN
HYET)
Return Values
TSIP_SUCCESS : EERT
TSIP_ERR_PARAMETER: REHRNY FILBAAEINT=
TSIP_ERR_PROHIBIT_FUNCTION: FELGEBIATEVHEI NS

Description

R_TSIP_AesXXXCbcEncryptUpdate()B8%tI%. E—51%" handle” THRESINf=/N\V FILZFERAL. £=
518 ®M” plain” % R_TSIP_AesXXXCbcEncryptinit)BE# T15%E L 1= key_index AL\ THES{L L., &R

ZHE=5I%" cipher” IZEZTHLFET, FXANMNET Lz#&IL. R_TSIP_AesXXXCbcEncryptFinal() %
FUOHELTLESELY,

plain & cipher (. RI—7 FLADIGFEZ/RE. BFEENELZLSLBVKSICEEL TSI,

Reentrant

JESt Ity
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RX27x1) TSIP(Trusted Secure IP)E ¥ 2 —)L Firmware Integration Technology

4.2.3.12 R_TSIP_AesXXXCbcEncryptFinal

Format

(1) #include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_Aes128CbcEncryptFinal(
tsip_aes_handle_t *handle,
uint8_t *cipher,
uint32_t *cipher_length
)
(2) #include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_Aes256CbcEncryptFinal(
tsip_aes_handle_t *handle,
uint8_t *cipher,
uint32_t *cipher_length
)

Parameters
handle AN AES /N> K5 (77— %)
cipher Hh BEXT—2EE(EICALETAENFEEA)
cipher_length Hh BEXT—2REICONEZTAFEFNFET)

Return Values

TSIP_SUCCESS : EERT

TSIP_ERR_FAIL: NELS—MRE

TSIP_ERR_PARAMETER: REBNY FILBNAA SN

TSIP_ERR_PROHIBIT_FUNCTION: TELGEHENFEUE SN
Description

R_TSIP_AesXXXCbcEncryptFinal()B8%i&. E—5I%" handle” THREI M=V FILZFERAL, FI35]
D" cipher” |[TEEHER. £=5I18” cipher_length” [TEEHZREODRSZEZHLFI . 5151,
AEEL 16 /34 FOERICH =LV DDIHHRIZOVTHESIELERENZESHIWETH.
R_TSIP_AesXXXCbcEncryptUpdate()BE#IZ1E 16 /31 FDEHRTLMNANTELWHIRAH D=0,
cipher IZIXEIZAHEEZAENT . cipher_length [ZIXEIZ 0 MEZIAENFE T, cipher, cipher_length (&
FRCDFHIRIEBR SN FOEBREDI-HDIIHTT,

Reentrant
JExT I
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RX 2721

TSIP(Trusted Secure IP)E ¥ 2 —)L Firmware Integration Technology

4.2.3.13 R_TSIP_AesXXXCbcDecryptinit

Format

(1) #include “r_tsip_rx_if.h”

e tsip_err t R_TSIP_Aes128CbcDecryptinit(
tsip_aes_handle_t *handle,
tsip_aes_key_index_t *key_index,
uint8_t *ivec

)

(2) #include “r_tsip_rx_if.h”

e tsip_err t R_TSIP_Aes256ChcDecryptinit(
tsip_aes_handle_t *handle,
tsip_aes_key_index_t *key_index,
uint8_t *ivec

Parameters
handle H A
key_index AN
ivec AR

Return Values
TSIP_SUCCESS :
TSIP_ERR_FAIL:
TSIP_ERR_RESOURCE_CONFLICT:

TSIP_ERR_KEY_SET:

Description

AES F/\> F5(7—7 f8iF)
Wrapped Key
MEIER T 2 (16 /N1 F)

EERT
NELS—MFE (TSIP K54 /3DH)

KUBCHRBEGN—RI 7)Y —XHMhD 0
THEAINATWAIEIZED) YV—REELFKSE
EHE7% Wrapped Key A A S ht=

R_TSIP_AesXXXCbcDecryptinit()B#(&. AES BB ZETT HEREITL. TOHREFE—SIH
handle” IZZ2ZH LFJ ., handle (&, #i< R_TSIP_AesXXXCbcDecryptUpdate()BEi%kd & U
R_TSIP_AesXXXCbcDecryptFinal()BE$t C518& L TERS L E T,

TLS E#Mae THEAT 5154 . key_index IZIE R_TSIP_TIsGenerateSessionKey() CER & 1=
client_crypto_key_index ¥ L < I& server_crypto_key_index # AAAL TL 2Ly,

key index DAERAEIZDWVNTIX, 371 HOEIALEHFESHELTLESY

Reentrant

B I
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RX27x1) TSIP(Trusted Secure IP)E ¥ 2 —)L Firmware Integration Technology

4.2.3.14 R_TSIP_AesXXXCbcDecryptUpdate

Format

(1) #include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_Aes128CbcDecryptUpdate(
tsip_aes_handle_t *handle,
uint8_t *cipher,
uint8_t *plain,
uint32_t cipher_length
)
(2) #include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_Aes256CbcDecryptUpdate(
tsip_aes_handle_t *handle,
uint8_t *cipher,
uint8_t *plain,
uint32_t cipher_length
)

Parameters
handle AN/ H AES F/\> K5 (7—% $EH)
cipher AR EEXT— 3 R
plain HA EXT—45MEE
cipher_length AR EEXT—2D/N\1 FRE(16 DEHRTHILE
NHYET)
Return Values
TSIP_SUCCESS : EERT
TSIP_ERR_PARAMETER: RIEGNY FILBAR ST
TSIP_ERR_PROHIBIT_FUNCTION: FELZEHENFEUH ST

Description

R_TSIP_AesXXXCbcDecryptUpdate()Bi%kId. 5£—5I1%" handle” THEIN-/\V FILZFERAL. £=
518D” cipher” % R_TSIP_AesXXXCbcDecryptinit()B# THE5E L 1= key_index #FLNTES L. R %

F=5%" plain” ICETHLET, BEXANMNTET Lz#&IEX. R_TSIP_AesXXXCbcDecryptFinal() % I
UHLTLEEL,

plain & cipher (. RI—7 FLADIGFEZ/RE. BFEENELZLSLBVKSICEEL TSI,

Reentrant

JESt Ity
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RX27x1) TSIP(Trusted Secure IP)E ¥ 2 —)L Firmware Integration Technology

4.2.3.15 R_TSIP_AesXXXCbhcDecryptFinal

Format

(1) #include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_Aes128CbcDecryptFinal(
tsip_aes_handle_t *handle,
uint8_t *plain,
uint32_t *plain_length
)

(2) #include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_Aes256ChcDecryptFinal(
tsip_aes_handle_t *handle,
uint8_t *plain,
uint32_t *plain_length
)

Parameters
handle AN AES B/ K5 (7 —7 f8id)
plain 5 EXT—REHEICALEZTAENFTELEA)
plain_length Hh EXTF—AR(EIZCONEERAENET)

Return Values

TSIP_SUCCESS : EERT

TSIP_ERR_FAIL: NELS—MRE

TSIP_ERR_PARAMETER: REBNY FILBNAA SN

TSIP_ERR_PROHIBIT_FUNCTION: TELGEHENFEUE SN
Description

R_TSIP_AesXXXCbcDecryptFinal()Bi%k (. S£—51%(" handle” THEEINfz/\>V FILEZEHRAL. FI5]
D" plain” [EEHER. F£=51%" plain_length” [CEHEBRORSZESHLET, 58T, K
FIF 16 /84 FOBRIZHEHE VD DIHRICONWTES LEHERENZEHIAT I,
R_TSIP_AesXXXCbcDecryptUpdate()BE%kIZ (X 16 /81 FDEHTLAANTELGWEIENH S 1=,
plain [CIXEICRIELEZTAENT . plain_length [ZITEIZ 0 NEZAFENET . plain, plain_length (L7
COHEBEIERINIEOEBRED-HDIIHTT,

Reentrant
JExT I
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RX27x1) TSIP(Trusted Secure IP)E ¥ 2 —)L Firmware Integration Technology

4.2.3.16 R_TSIP_AesXXXCitrlnit

Format

(1) #include “r_tsip_rx_if.h”

e tsip_err t R_TSIP_Aes128Citrlnit(
tsip_aes_handle_t *handle,
tsip_aes_key_index_t *key_index,
uint8_t ictr

)

(2) #include “r_tsip_rx_if.h”

e tsip_err t R_TSIP_Aes256CtrInit(
tsip_aes_handle_t *handle,
tsip_aes_key_index_t *key_index,

uint8_t ictr
)
Parameters
handle Hh AES F/\> K5 (7—% %)
key_index AR Wrapped Key
ictr AN MEAD D216 /34 )
Return Values
TSIP_SUCCESS : IEERT
TSIP_ERR_FAIL: NEBIZ—HFE (TSIP KZ 4/ \DH)
TSIP_ERR_RESOURCE_CONFLICT: KUBIZHERN—FI2T7 )Y =AMt LR
THERINTWSILIZKD ) V—REELNREE
TSIP_ERR_KEY_SET: EE7 Wrapped Key BNA =

Description

ABE#IE. AESEREZEITIHERBZEZTL. TOHERZ5I1H” handle” ITEZFHLET, handle (L. £t
< R_TSIP_AesXXXCtrUpdate()B%k# & U8 R_TSIP_AesXXXCtrFinal)E# T3I% & LTHEAINET,

key index DAERAEIZDWVNTIX, 371 HOEIALEHFESHELTLESL

Reentrant

FERE I
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RX27x1) TSIP(Trusted Secure IP)E ¥ 2 —)L Firmware Integration Technology

4.2.3.17 R_TSIP_AesXXXCtrUpdate

Format

(1) #include “r_tsip_rx_if.h”

e tsip_err t R_TSIP_Aes128CtrUpdate(
tsip_aes_handle_t *handle,
uint8_t *itext,
uint8_t *otext,
uint32_t itext_length
)

(2) #include “r_tsip_rx_if.h”

e tsip_err t R_TSIP_Aes256CtrUpdate(
tsip_aes_handle_t *handle,
uint8_t *itext,
uint8_t *otext,
uint32_t itext_length
)

Parameters
handle AN/ H AES F/\> K5 (7—% $EH)
itext AR ANX(EXFIEBEESX)T—45 $8HE
otext HAh HAX(BEXFEIEEX)T—4 8
itext_length AR ANXT—E2DN1 FR(16 DERTHILE
NHYET)
Return Values
TSIP_SUCCESS : EERT
TSIP_ERR_PARAMETER: RIEGNY FILBAR ST
TSIP_ERR_PROHIBIT_FUNCTION: FELZEHENFEUH ST

Description

AEHIE. 518" handle” THRESINI=/NY FILZFEAL., 5187 itext” & R_TSIP_AesXXXCtrinit()E
BTHE L= key_index ZFHLNTHESIEL., HEREF5IH otext” ITEZHLFT., BREIOVIDAATE
T#IZ. R_TSIP_AesXXXCtrFinal)ZFUH LT &, REITOVIEMN 1~127 Ev FDBETH.
itext & & U otext [ 16 /31 FEALADMEEEERL. itext DIHHBEEHBICIZIEEDEZREL TLEEL,
F-ZDIGE. otext DIFHSEEICHEM SN EIXRAETTLLEELY,

itext & otext &, RI—7 FLRADGEZ/RE, HTHEEAELZLHAVKSICEBELTLEEL,

Reentrant

B I
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RX27x1) TSIP(Trusted Secure IP)E ¥ 2 —)L Firmware Integration Technology

4.2.3.18 R_TSIP_AesXXXCtrFinal

Format

(1) #include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_Aes128CtrFinal(
tsip_aes_handle_t *handle

)

(2) #include “r_tsip_rx_if.h”
e tsip_err_t R_TSIP_Aes256CtrFinal(
tsip_aes_handle_t *handle

)

Parameters

handle AR AES F/\> K5 (7—% %)

Return Values

TSIP_SUCCESS : IEERT

TSIP_ERR_FAIL: RIS —hHE

TSIP_ERR_PARAMETER: REHNY RILDBAAT SN

TSIP_ERR_PROHIBIT_FUNCTION: FELGBAHENFUH SN
Description

AL, 51 handle’ TIEEaANTF-/\> FILEZFHEL., BEEKRTLET,

Reentrant
E| oI
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RX27x1) TSIP(Trusted Secure IP)E ¥ 2 —)L Firmware Integration Technology

4.2.3.19 R_TSIP_AesXXXGcmEncryptinit

Format

(1) #include “r_tsip_rx_if.h”

e tsip_err t R_TSIP_Aes128GcmEncryptinit(
tsip_gcm_handle_t *handle,
tsip_aes_key_index_t *key_index,
uint8_t *ivec,
uint32_tivec_len

)

(2) #include “r_tsip_rx_if.h”

e tsip_err t R_TSIP_Aes256GcmEncryptinit(
tsip_gcm_handle_t *handle,
tsip_aes_key_index_t *key_index,
uint8_t *ivec,
uint32_tivec_len

Parameters
handle Hh AES-GCM R/\> K5 (7—7 {Ei)
key_index AN Wrapped Key
ivec AN MHER Y 2 fEtE(iv_len byte) [3F]
ivec_len AR MEER Y 2 R(1~1EE byte)

Return Values

TSIP_SUCCESS : EERT
TSIP_ERR_FAIL: NELS—MRE
TSIP_ERR_RESOURCE_CONFLICT: RKUB[ZHERN—FI2T7 )Y —ADMDLE
THEAINATWSILITED Y Y —REELNHKE
TSIP_ERR _KEY_SET: B E7% Wrapped Key WA K& =
TSIP_ERR_PARAMETER: AHTFT—4 PRI
Description

R_TSIP_AesXXXGcmEncryptinit()B%kI&. GCMEE XTI HEHFEITL. TORREE—SIH”
handle” IZZ2EH LF 3, handle (&, #i< R_TSIP_AesXXX 1 GemEncryptUpdate() B & & U
R_TSIP_AesXXXGcmEncryptFinal()BI3(T5I1% & L THERASNET,

(]
key_index->type A" TSIP_KEY_INDEX_TYPE_AES128_FOR_TLS “DiGF&

R_TSIP_TIsGenerateSessionKey ()B4l T select_cipher:6, 7 #$8% L TAHR L 1= key_index [&. 96bit ®
VEZEATWET, F=5I1H®D ivec [ZIENULLRA VA2 ZAALTL IS, FEMEFIHD ivec lenlZ0
FIRELTLLEESL,

key index DEMAGEKIZDOWNTIEL, 37T 1HDFIALEHFEZSELTLESL

Reentrant
E| oI
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RX27x1) TSIP(Trusted Secure IP)E ¥ 2 —)L Firmware Integration Technology

4.2.3.20 R_TSIP_AesXXXGcmEncryptUpdate

Format

(1) #include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_Aes128GcmEncryptUpdate(
tsip_gcm_handle_t *handle,
uint8_t *plain,
uint8_t *cipher,
uint32_t plain_data_len,
uint8_t *aad,
uint32_t aad_len
)
(2) #include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_Aes256GcmEncryptUpdate(
tsip_gcm_handle_t *handle,
uint8_t *plain,
uint8_t *cipher,
uint32_t plain_data_len,
uint8_t *aad,
uint32_t aad_len

)
Parameters
handle ANIHAH AES R/\Y F5(T7—Y i)
plain AR EXT—45MEE
cipher 5 EEXT— 3 R
plain_data_len AR EXT—AD/N( FR(16 DEHRTHILELHY
£Y)
aad AR BINEREET—% (aad_len byte)
aad_len AN IBMNEREET—4 R(0~1EE byte)
Return Values
TSIP_SUCCESS : EERT
TSIP_ERR_PARAMETER: REGNY FILBAR ST
TSIP_ERR_PROHIBIT_FUNCTION: FELZEHENFEVH ST

Description

R_TSIP_Aes128GcecmEncryptUpdate()BE%I%. EZ5|% plain" THRE S N=FEXM 5
R_TSIP_Aes128GcmEncryptlinit() TIEE S L f="key_index” &’ivec’. FARGIH TIHE SNiz"aad”E AT
GCM THEBIE LFET ., RBHKMNERT. aad, plain D AAEA 16byte A HFTCI—YMNANLI-T—
BENYIT7) T LET, BEIEERIE plain” AKX T—2 5 16byte L EICE>THh L., F=5I18TIE
EEht"cipherlTHALET., AHT B’plain’, ‘aad’T—2 RIFFNEFNEMS|E D plain_data_len”, &
NBl# D aad len"THEELZEI, T ZTlE, 7aad”, “plain AT —F2 D#/INA FETIEH AL, 2—HK
BHMETESEICAANTET—IREFEELTLLLEZEVL, AHED plain’$H & Uaad’ (& 16byte TEIY 1
BWMEE., NT4 VU TRBEIEBHARTERLET ., T—2DAAE aad”, ‘plainDIETREL TS
LY, "plain’T—42 ANRBR. Taad" T—2 FANTHEIST—EHYET, "aad"T—42 &'plain"T—4
D RIBFICARBEBICAA SNBSS, "aad"T— 2 W%, "plain”T—2 AJKBIZETLET, plain &
cipher (&, RI—7 FLADIGEZKRE. BT EENAELLLBVKLSICEELTLZELY,
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Reentrant
JExtIs
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4.2.3.21 R_TSIP_AesXXXGcmEncryptFinal

Format

(1) #include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_Aes128GcmEncryptFinal(
tsip_gcm_handle_t *handle,
uint8_t *cipher,
uint32_t *cipher_data_len,
uint8_t *atag
)
(2) #include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_Aes256GcmEncryptFinal(
tsip_gcm_handle_t *handle,
uint8_t *cipher,
uint32_t *cipher_data_len,
uint8_t *atag

Parameters
handle AN AES /N> K5 (77— %)
cipher Hh BEXT—2EB(BITAILEZRAENFEA)
cipher_data_len Hh BEXT—2R(EICONEZTAENET)
atag Hh FREL % U RIgi(16byte)

Return Values

TSIP_SUCCESS : EERT

TSIP_ERR_FAIL: NELS—MRE

TSIP_ERR_PARAMETER: REBNY FLDBADhESNT

TSIP_ERR_PROHIBIT_FUNCTION: RELBEHEMNFEUE ST
Description

R_TSIP_AesXXXGcmEncryptFinal()BE%tI&. R_TSIP_AesXXXGcmEncryptUpdate() TA 1 L 7= plain D2
T—AREKIZ 16byte DI T—2 W HDHEE. F S TEE NI cipher [Tinn DIESIL LI=T—4
EHALET, CDEE, 16byte [TimT=7 L ERSME 0 padding SN TUWET . FBEES JIXEMEIH
MD’atag”THALFET,

Reentrant

B I
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4.2.3.22 R_TSIP_AesXXXGcmDecryptlnit

Format

(1) #include “r_tsip_rx_if.h”

e tsip_err t R_TSIP_Aes128GcmbDecryptinit(
tsip_gcm_handle_t *handle,
tsip_aes_key_index_t *key_index,
uint8_t *ivec,
uint32_tivec_len

)

(2) #include “r_tsip_rx_if.h”

e tsip_err t R_TSIP_Aes256GcmDecryptinit(
tsip_gcm_handle_t *handle,
tsip_aes_key_index_t *key_index,
uint8_t *ivec,
uint32_tivec_len

Parameters
handle Hh AES F/\> k3 (7—7 fakk)
key_index AN Wrapped Key
ivec AN MHER Y 2 fEtE(iv_len byte) [3F]
ivec_len AR MEER Y 2 R(1~1EE byte)

Return Values

TSIP_SUCCESS : EERT
TSIP_ERR_FAIL: NELS—MRE
TSIP_ERR_RESOURCE_CONFLICT: RKUB[ZHERN—FI2T7 )Y —ADMDLE
THEAINATWSILITED Y Y —REELNHKE
TSIP_ERR _KEY_SET: B E7% Wrapped Key WA K& =
TSIP_ERR_PARAMETER: AHTFT—4 PRI
Description

R_TSIP_AesXXXGcmDecryptlnit()B#(&. GCMERE ZETT 5 EREITL. TOHEREFE—SIH
handle” IZZ2EH L F3 ., handle (&, #i< R_TSIP_AesXXXGcmDecryptUpdate()E# & & U
R_TSIP_AesXXXGcmDecryptFinal()B2 T5I%k & L THERAINET,

(]
key_index->type A" TSIP_KEY_INDEX_TYPE_AES128_FOR_TLS “DiGF&

R_TSIP_TIsGenerateSessionKey ()B4l T select_cipher:6, 7 #$8% L TAHR L 1= key_index [&. 96bit ®
VEZEATWET, F=5I1H®D ivec [ZIENULLRA VA2 ZAALTL IS, FEMEFIHD ivec lenlZ0
FIRELTLLEESL,

key index DEMAGEKIZDOWNTIEL, 37T 1HDFIALEHFEZSELTLESL

Reentrant
E| oI
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4.2.3.23 R_TSIP_AesXXXGcmDecryptUpdate

Format

(1) #include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_Aes128GcmDecryptUpdate(

tsip_gcm_handle_t *handle,
uint8_t *cipher,
uint8_t *plain,
uint32_t cipher_data_len,
uint8_t *aad,
uint32_t aad_len

)

(2) #include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_Aes256GcmDecryptUpdate(

tsip_gcm_handle_t *handle,
uint8_t *cipher,
uint8_t *plain,
uint32_t cipher_data_len,
uint8_t *aad,
uint32_t aad_len

)

Parameters
handle AAHEH AES-GCM R/\> K5 (7—7 {E1)
cipher AR ME5 XX T — 43 M8
plain Hh EXT—RMEE
cipher_data_len AR BEXT—4 K(O0~EE byte)
aad AR IBMNEREET—4 (aad_len byte)
aad_len AR BMNEREE T —4% R(0~1EE byte)

Return Values

TSIP_SUCCESS : EERT

TSIP_ERR_PARAMETER: RERGNY FILBAD ST

TSIP_ERR_PROHIBIT_FUNCTION: FAELHEHENTUHEET
Description

R_TSIP_AesXXXGcmDecryptUpdate()BE%kI&. =514 cipher” THEEINIBEEXHN DS
R_TSIP_AesXXXGcmDecryptlnit() CIEE &L f=” key_index” &7 ivec” . FEAFIMTIHESNTZ" aad”
#AWLWT GCM TEELFT . RXEBAE T, aad, cipher D AHEM 16byte B Z HF TaA—HMNAA
LET—2%R\v 2705 LET, EEHRIX” cipher” AAT—42 M 16byte LLEIZH > TH DL, F
=5 THRESNE plain” IZHALET, AHKT S cipher” , “aad” T—2RIFTNZTLEDSIHD”
cipher_data_len” , E5/X5I18®D” aad_len” TEELFET. CZTIL. 7 aad” , “cipher” AKnT—2 D
NA MITRGL, A—FPRBERERESRICANT ST —2REZEEL TS, AAED” cipher”
H LUV aad” I& 16byte TEIYYINGZLMES, NToa o RBEEHNBTERELET ., KEHORNEHT
. “aad” T—H AJKEEDRIZ “cipher” T—H2 AJVKREICEB LET, " aad” T—42 &7 cipher”
T—REREBICKBRICANT S EIEAEETT M. “cipher” T—R EANT HBRICIE” aad” T—4
EREEFTANTILENHY ES, plain & cipher [E. B—7 KLADBEZRE., HTHEENELDS
BOESICTERELTLESL,
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Reentrant
JExtIs
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4.2.3.24 R_TSIP_AesXXXGcmDecryptFinal

Format

(1) #include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_Aes128GcmbDecryptFinal(

tsip_gcm_handle_t *handle,
uint8_t *plain,
uint32_t *plain_data_len,
uint8_t *atag,
uint32_t atag_len
)

(2) #include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_Aes256GcmDecryptFinal(

tsip_gcm_handle_t *handle,
uint8_t *plain,
uint32_t *plain_data_len,
uint8_t *atag,
uint32_t atag_len
)

Parameters
handle AN AES-GCM R/\> K5 (7—7 {E1)
plain Hh XX T —4 $Ei5i(data_len byte)
plain_data_len H A EXT—42 E(0~EE byte)
atag AR FREL 4 4 4E1Hi(atag_len byte)
atag_len AR 4 Y K(4,8,12,13,14,15,16byte)

Return Values

TSIP_SUCCESS : EERT

TSIP_ERR_FAIL: NI S —ARE

TSIP_ERR_AUTHENTICATION : LTS —

TSIP_ERR_PROHIBIT_FUNCTION: FELZE#EMATEULH ST

TSIP_ERR_PARAMETER: ARAT—EDBRE
Description

R_TSIP_AesXXXGcmbDecryptFinal()Bi#(%. R_TSIP_AesXXXGcmbDecryptUpdate() CHE & fL1= 16byte
ISHEHEVIRBOESXE GCM TES L. GCMEBHEEZRTIEFET, BET—42. RI2V1E*Z
NENEZSIRTHEEINE plain” &V, BEMEEIHMD” atag” ITHALFET, B ShiKT—2 kK
IXE=5IH®D” plain_data_len” [CHALEFT, RBIAICKBLIZEEE. RYIE
TSIP_ERR_AUTHENTICATION AR Y 9, M58 THEET 5" atag” (& 16byte A FTAAL T2
&Y, 16byte [THET-1ELMEE (X, ARBIEA T Opadding ZEMELFT .

Reentrant

B I
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4.2.3.25 R_TSIP_AesXXXCcmEncryptlnit

Format

(1) #include “r_tsip_rx_if.h”

e tsip_err t R_TSIP_Aes128CcmEncryptinit(
tsip_ccm_handle_t *handle,
tsip_aes_key_index_t *key_index,
uint8_t *nonce,
uint32_t nonce_len,
uint8_t *adata,
uint8 _ta_len,
uint32_t payload_len,
uint32_t mac_len

)

(2) #include “r_tsip_rx_if.h"

e_tsip_err_t R_TSIP_Aes256CcmEncryptinit(
tsip_ccm_handle_t *handle,
tsip_aes_key_index_t *key_index,
uint8_t *nonce,
uint32_t nonce_len,
uint8_t *adata,
uint8 ta len,
uint32_t payload_len,
uint32_t mac_len

Parameters
handle H A AES-CCM F/\> K5 (7 —% f85)
key_index AN Wrapped Key
nonce AR J R
nonce_len AR J D RAT—AK(7T~13 byte)
adata AR BRI T—42
a_len AR IBINEREET— 4 £(0~110byte)
payload_len AH R4 A— FR({EE byte)
mac_len AN MAC £(4, 6, 8, 10, 12, 14, 16 byte)

Return Values

TSIP_SUCCESS : EERT
TSIP_ERR_FAIL: NS —HHE
TSIP_ERR_RESOURCE_CONFLICT: KUBIZHERN—FI2T7)Y—ADMhDLE
THERAINATWAZEIZED ) YV—REELAFKELE
TSIP_ERR_KEY_SET: EE 7 Wrapped Key WA A& iz
Description

R_TSIP_AesXXXCcmEncryptinit)B#(&. CCMEE #ETT 2EFEETL. TOHREEE—5IH
“handle “I[CZZH LF T, handle (L. < R_TSIP_AesXXXCcmEncryptUpdate()B#E & U
R_TSIP_AesXXXCcmEncryptFinal()B8# T51# & L TERASINAET,

key index DAEMAEICDOWVTIX, 371 HOIALEHFEZSHBLTLLESL,
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Reentrant
JExT I
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4.2.3.26 R_TSIP_AesXXXCcmEncryptUpdate

Format

(1) #include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_Aes128CcmEncryptUpdate(
tsip_ccm_handle_t *handle,
uint8_t *plain,
uint8_t *cipher,
uint32_t plain_length
)
(2) #include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_Aes256CcmEncryptUpdate(
tsip_ccm_handle_t *handle,
uint8_t *plain,
uint8_t *cipher,
uint32_t plain_length
)

Parameters
handle AAHEH AES /N> K5 (77— %)
plain AR EXT—RMEE
cipher HA fE5 XX T — 43 i
plain_length AR EXT—42E

Return Values

TSIP_SUCCESS : IEERT

TSIP_ERR_PARAMETER: REGNY FILBAD ST

TSIP_ERR_PROHIBIT_FUNCTION: FELGEENTEUH I
Description

R_TSIP_AesXXXCcmEncryptUpdate()BE#IE. £ 5% plain“ THEESNI-FEXH S
R_TSIP_AesXXXCcmEncryptInit() T E & #17=“key_index", “nonce”, “adata“Z L T CCM # L\ THE S
ELET, RBEHAEBT plain DANEA 16byte ZHBZHETL—HFNAALT—2ZNRNVTF7IYT
LET, BEILERE plain‘ AAT—2H 16byte L EICHE > THA S, FZ5IHTIEE S Ni=“cipher‘|[ZH
ALET., AHT 3 plain D#ET—42 K(F R_TSIP_AesXXXCcmEncryptlnit()® payload_len THE L T
fZ2E 0 KBEHOD plain_length [T, 2—FHARBREFSBFICANTET—FREEEL TS,
ASAED plain (& 16byte TEIY UINGELMES. /T« OV NEBIZEHBRNE TERE L F9 . plain & cipher
. B—7 FLADHZEEZRE. BTEENELGLLVELESITREL T ZEL,

Reentrant
JExt I
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4.2.3.27 R_TSIP_AesXXXCcmEncryptFinal

Format

(1) #include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_Aes128CcmEncryptFinal(
tsip_ccm_handle_t *handle,
uint8_t *cipher,
uint32_t *cipher_length,
uint8_t *mac,
uint32_t mac_length
)
(2) #include “r_tsip_rx_if.h”
e tsip_err_ t R_TSIP_Aes256CcmEncryptFinal(
tsip_ccm_handle_t *handle,
uint8_t *cipher,
uint32_t *cipher_length,
uint8_t *mac,
uint32_t mac_length

Parameters
handle AA AES F/\> F5(T7—7 $83)
cipher Hh EEXT—AEE(BICALEERAENFTEA)
cipher_length Hh BEXT—AR(EICONEZTAEFNFET)
mac H 5 MAC &g
mac_length AN MAC E(4, 6, 8, 10, 12, 14, 16 byte)

Return Values

TSIP_SUCCESS : EERT

TSIP_ERR_FAIL: NELS—MRE

TSIP_ERR_PARAMETER: REBNY FLDBADhESNT

TSIP_ERR_PROHIBIT_FUNCTION: RELZBEBENFUE STz
Description

R_TSIP_AesXXXCcmEncryptFinal()B8%kl&. R_TSIP_AesXXXCcmEncryptUpdate() TA 71 L = plain ®
T—AREKIZ 16byte DIHBMT— 2 W HHHEE. FZ5IHTEE SNz “cipher"[CIREM 7 DEEFILL=T—
AEHALET, MACIEIZEMSIE®D “mac “ICHALET ., FRHSIE®D “mac_length “IZI.
R_TSIP_AesXXXCcmEncryptlnit()MD 5131 “mac_length “L R CEZEIEEL TL &L,

Reentrant
XTIt
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4.2.3.28 R_TSIP_AesXXXCcmDecryptInit

Format

(1) #include “r_tsip_rx_if.h”

e tsip_err t R_TSIP_Aes128CcmDecryptinit(
tsip_ccm_handle_t *handle,
tsip_aes_key_index_t *key_index,
uint8_t *nonce,
uint32_t nonce_len,
uint8_t *adata,
uint8 _ta_len,
uint32_t payload_len,
uint32_t mac_len

)

(2) #include “r_tsip_rx_if.h"

e_tsip_err_t R_TSIP_Aes128CcmDecryptinit(
tsip_ccm_handle_t *handle,
tsip_aes_key_index_t *key_index,
uint8_t *nonce,
uint32_t nonce_len,
uint8_t *adata,
uint8 ta len,
uint32_t payload_len,
uint32_t mac_len

Parameters
handle AAD AES-CCM F/\> K S (7—% f81)
key_index AN Wrapped Key
nonce AR J R
nonce_len AR / DR T—4A K (7T~13byte)
adata AR BRI T—42
a_len AR IBINEREET— % £(0~110byte)
payload_len AH R4 A— FR({EE byte)
mac_len AN MAC £(4, 6, 8, 10, 12, 14, 16 byte)

Return Values

TSIP_SUCCESS : EERT
TSIP_ERR_FAIL: NS —HHE
TSIP_ERR_RESOURCE_CONFLICT: KUBIZHERN—FI2T7)Y—ADMhDLE
THERAINATWAZEIZED ) YV—REELAFKELE
TSIP_ERR_KEY_SET: EE 7 Wrapped Key WA A& iz
Description

R_TSIP_AesXXXCcmDecryptInit()B%ki&. CCMEREZETT 2EMEITL). TOEREFE—SIH
“handle“IZZEH LF 3, handle IE. #i< R_TSIP_AesXXXCcmDecryptUpdate()BI# & & U
R_TSIP_AesXXXCcmDecryptFinal()BE%{T5I%k & L TERASNET,

key index DAERAEIZDWVTIX, 371 HOEIALEHFESHELTLESL
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Reentrant
JExT I
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4.2.3.29 R_TSIP_AesXXXCcmDecryptUpdate

Format

(1) #include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_Aes128CcmDecryptUpdate(
tsip_ccm_handle_t *handle,
uint8_t *cipher,
uint8_t *plain,
uint32_t cipher_length
)
(2) #include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_Aes256CcmDecryptUpdate(
tsip_ccm_handle_t *handle,
uint8_t *cipher,
uint8_t *plain,
uint32_t cipher_length

Parameters
handle AAHEH AES-CCM /> K3(7— f8H)
cipher AH S X7T—42 %8s
plain Hh EXT—RMEE
cipher_length AR BEXT—32E

Return Values

TSIP_SUCCESS : EERT

TSIP_ERR_PARAMETER: REGNY FILBAD ST

TSIP_ERR_PROHIBIT_FUNCTION: FAELHEHENTUHEET
Description

R_TSIP_AesXXXCcmDecryptUpdate()B8%tI&. 5|5 cipher' THEE SN=BEXHN 5
R_TSIP_AesXXXCcmDecryptlnit() T E & v f=“key_index*, “nonce, “adata“z AL T CCM ZHWL\TEF
LET ., AEAERT cipher DA NEN 16byte X DHEFTA—HYBAALE=ET—2ZN\vI7)25
LET, ESHERIE cipher AT —42H 16byte LLEIZH > THh D, F=5IHTIRE Shi=“plain‘[ZH A
LEJ ., AHT B cipher D#ET—4 K(X R_TSIP_AesXXXCcmDecryptinit()d payload_len THE L T<
2L, RE#D cipher_length 21, A—YDAAREHEFESEICAANTEIT—2REZEELTLLEEL,
AJED cipher [& 16byte TEIY PINZLMEE. NT 4 VD NEBIEAKASTERE L ET . plain & cipher
. B—7 FLADBZEERE. BTHEENELGLLHVESITREL TS,

Reentrant
XTIt
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4.2.3.30 R_TSIP_AesXXXCcmbDecryptFinal

Format

(1) #include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_Aes128CcmDecryptFinal(
tsip_ccm_handle_t *handle,
uint8_t *plain,
uint32_t *plain_length,
uint8_t *mac,
uint32_t mac_length

)

(2) #include “r_tsip_rx_if.h”

e tsip_err t R_TSIP_Aes256CcmDecryptFinal(

tsip_ccm_handle_t *handle,
uint8_t *plain,
uint32_t *plain_length,
uint8_t *mac,
uint32_t mac_length

)

Parameters
handle AN AES-GCM R/\> K5 (77— fEi)
plain Hh EXT—RMEE
plain_length 7 EXTF—4E
mac AR MAC &1
mac_length AN MAC £(4, 6, 8, 10, 12, 14, 16 byte)

Return Values

TSIP_SUCCESS : EERT

TSIP_ERR_FAIL: RIS —AHE

TSIP_ERR_PARAMETER: RIEGNY FILBAR ST

TSIP_ERR_PROHIBIT_FUNCTION: FELZEHENFEVH ST
Description

R_TSIP_AesXXXCcmDecryptFinal()BE%tI&. R_TSIP_AesXXXCcmbDecryptUpdate() TA 71 L 7= cipher ®
T—AREKIZ 16byte DI T—2 W HDHEE. FSIHTIEE I Niz“cipher [T R DEBLI-T—42 %
HAOLFEY ., £f-. FESIHED mac'ZRIEL FT, FEH5IHD “mac_length“(Z (.
R_TSIP_AesXXXCcmDecryptlnit()D 3|#“mac_length“ R CIEZEIEE L TL &L,

Reentrant

B I
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4.2.3.31 R_TSIP_AesXXXCmacGeneratelnit

Format

(1) #include “r_tsip_rx_if.h”

e tsip_err t R_TSIP_Aes128CmacGeneratelnit(
tsip_cmac_handle_t *handle,
tsip_aes_key_index_t *key_index

)

(2) #include “r_tsip_rx_if.h”

e tsip_err_ t R_TSIP_Aes256CmacGeneratelnit(
tsip_cmac_handle_t *handle,
tsip_aes_key_index_t *key_index

Parameters
handle HAh AES-CMAC F/\> K5 (7 —7% faiE)
key_index AAD Wrapped Key

Return Values

TSIP_SUCCESS : EERT
TSIP_ERR_FAIL: NI S —HHE
TSIP_ERR_RESOURCE_CONFLICT: AKUBIZHERN—FHIz 7)Y =L 0LE
THERINTWSILIZLD U V—REELNREE
TSIP_ERR_KEY_SET: EE72 Wrapped Key A S iz
Description

R_TSIP_AesXXXCmacGeneratelnit()Bi%kl&. CMAC BEE#XETT 2EHEITLN. TOHRZE—SIH
handle” [Z£ZH LE£ 9, handle (£ < R_TSIP_AesXXXCmacGenerateUpdate()EE %1+,
R_TSIP_AesXXXCmacGenerateFinal )BI#D 515k CHERAL T,

key index DAERAEIZDWVTIX, 371 HOEIALEHFESHELTLLESL

Reentrant
JEXT s
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4.2.3.32 R_TSIP_AesXXXCmacGenerateUpdate

Format

(1) #include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_Aes128CmacGenerateUpdate(
tsip_cmac_handle_t *handle,
uint8_t *message,
uint32_t message_length

)
(2) #include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_Aes256CmacGenerateUpdate(
tsip_cmac_handle_t *handle,
uint8_t *message,
uint32_t message_length

)

Parameters
handle AN/ A AES-CMAC A/\> K35 (7 —% f8H)
message ARB A w+t— T —42 fEig(message_length byte)
message_length ARB A ytE—IT—2K(0~EE byte)

Return Values

TSIP_SUCCESS : IEERT

TSIP_ERR_PARAMETER: RERGNY FILBAD ST

TSIP_ERR_PROHIBIT_FUNCTION: FELGBAHNFUH SN
Description

R_TSIP_AesXXXCmacGenerateUpdate()B8%tI%. 513" message” THE SN 1z message M
R_TSIP_AesXXXCmacGeneratelnit() TIEE S fuf=” key_index” ZHWT MACEZ £/ LET . KRB
HNET. ” message” DANEL 16byte ZBRADETAI—HYHLANLIET—2EN\vITI7 YT LFET,
ANT D" message” T—HARIIE=518D” message len” TIHELFEFT., ZZTIL. ” message” A
NT—BDENA FETREGLS, 2—FDPXRBEREESBRICANT A vE—SDT—42REAHNLTK
ZEL, ANED” message” [ 16byte TEIYEINZWMES. NT4 o NBIIEHRNBTERELET,

Reentrant

FERE I
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RX27x1) TSIP(Trusted Secure IP)E ¥ 2 —)L Firmware Integration Technology

4.2.3.33 R_TSIP_AesXXXCmacGenerateFinal

Format

(1) #include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_Aes128CmacGenerateFinal(
tsip_cmac_handle_t *handle,
uint8_t *mac
)
(2) #include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_Aes256CmacGenerateFinal(
tsip_cmac_handle_t *handle,

uint8_t *mac
)
Parameters
handle AR AES-CMAC F/\> K5 (7 —7% faiE)
mac Hh MAC T—%4 $&igi(16byte)
Return Values
TSIP_SUCCESS : EERT
TSIP_ERR_FAIL: RIS —hHE
TSIP_ERR_PARAMETER: REHNY RILDNAT SN
TSIP_ERR_PROHIBIT_FUNCTION: FEHZEHENFEUH ST

Description

R_TSIP_AesXXXCmacGenerateFinal()B8%(d. £ -5 THESNT=" mac” [CTMacfEZHAL.
CMAC DEIMEEHR TS EE T,

Reentrant
XTIt
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TSIP(Trusted Secure IP)E ¥ 2 —)L Firmware Integration Technology

4.2.3.34 R_TSIP_AesXXXCmacVerifylnit

Format

(1) #include “r_tsip_rx_if.h”

e tsip_err_ t R_TSIP_Aes128CmacVerifylnit(
tsip_cmac_handle_t *handle,
tsip_aes_key_index_t *key_index

)

(2) #include “r_tsip_rx_if.h”

e tsip_err t R_TSIP_Aes256CmacVerifylnit(
tsip_cmac_handle_t *handle,
tsip_aes_key_index_t *key_index

Parameters
handle HH
key_index AN

Return Values
TSIP_SUCCESS :
TSIP_ERR_FAIL:
TSIP_ERR_RESOURCE_CONFLICT:

TSIP_ERR_KEY_SET:

Description

AES-CMAC F/\> K5 (7 —7% faiE)
Wrapped Key

EERT

RIS —HFKE
KUBCHRBEGN—RI 7)Y —XHMhD 0
THEAINATWAIEIZED ) Y—REELFKLE
BEE 77 Wrapped Key WA h & t-

R_TSIP_AesXXXCmacVerifylnit()B8%tl&. CMAC BEE #E1T9 2ERZ T, TOHREZFE—IH”
handle” IZZEH L E¥J ., handle [&#i < R_TSIP_AesXXXCmacVerifyUpdate()BE £k +>.
R_TSIP_AesXXXCmacVerifyFinal B D 518 THERAL XY,

key index DAERAEICDOWVNTIX, 371 HOIALEHFEZSBLTLESL,

Reentrant
JEXT s
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4.2.3.35 R_TSIP_AesXXXCmacVerifyUpdate

Format

(1) #include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_Aes128CmacVerifyUpdate(
tsip_cmac_handle_t *handle,
uint8_t *message,
uint32_t message_length
)
(2) #include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_Aes256CmacVerifyUpdate(
tsip_cmac_handle_t *handle,
uint8_t *message,
uint32_t message_length

)

Parameters
handle AN/ A AES-CMAC A/\> K35 (7 —% f8H)
message ARB A w+t— T —42 fEig(message_length byte)
message_length ARB A ytE—IT—2K(0~EE byte)

Return Values

TSIP_SUCCESS : IEERT

TSIP_ERR_PARAMETER: RERGNY FILBAD ST

TSIP_ERR_PROHIBIT_FUNCTION: FELGBAHNFUH SN
Description

R_TSIP_AesXXXCmacVerifyUpdate()B8%(%. 5 =51%" message” TIEE &t 7= message Hh 5
R_TSIP_AesXXXCmacVerifylnit() TIEE SN f=” key_index” ZHWT MACIEZ AR L ET ., ABESALE
T. ” message” MDANEN 16byte ZRZHETL—HYHNADLET—2ZN\vI77) 5 LFET, A
5119 %” message” TR RIFETNZENE=5IHD" message_len” THEELFT, CZTIE. 7
message” AAT—FDENA FTIELEL, A—HAKREHEESRIZANTEAVE—CDT—32 R
ZANLTLEEL, ANED” message” I& 16byte TENY I WNMEE. /8T ¢ > F IR (XN ER
TERBLFET.

Reentrant

FERE I
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4.2.3.36 R_TSIP_AesXXXCmacVerifyFinal

Format

(1) #include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_Aes128CmacVerifyFinal(
tsip_cmac_handle_t *handle,
uint8_t *mac,
uint32_t mac_length
)
(2) #include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_Aes256CmacVerifyFinal(
tsip_cmac_handle_t *handle,
uint8_t *mac,
uint32_t mac_length

Parameters
handle AN AES-CMAC R/\> k5 (77— fEis)
mac AN MAC 7—4 f&igi(16byte)
mac_length AN MAC T—% & (2~ 16byte)

Return Values

TSIP_SUCCESS : EERT

TSIP_ERR_FAIL: NI S —HHE

TSIP_ERR_AUTHENTICATION: FREEA KRB

TSIP_ERR_PARAMETER: REGNY FILDNA RSN

TSIP_ERR_PROHIBIT_FUNCTION: FEGEBNFEUHES T
Description

R_TSIP_AesXXXCmacVerifyFinal()B%I%. 518 THEESNI=" mac” [CMacfEZA A L. MaclE%
BREELET, DAL KKLI-EAK. RYE TSIP._ ERR_AUTHENTICATION A%R Y 9, Mac {EH
16byte LITDIHFE (X, KRBIEA T Opadding & LF T,

Reentrant

JEF Iy
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424 DES
4.2.4.1 R _TSIP_GenerateTdesKeylndex

Format

#include “r_tsip_rx_if.h”

e tsip_err_ t R_TSIP_GenerateTdesKeylndex(
uint8_t *encrypted_provisioning_key,
uint8_t *iv,
uint8_t *encrypted_key,
tsip_tdes_key index_t *key_index

)

Parameters
encrypted_provisioning_key AN W-UFPK
iv AR encrypted_key £ RFFICER L -#1HARY &
encrypted_key AR UFPK THE& 1t & 17z Encrypted Key
key_index HAh Wrapped Key

Return Values

TSIP_SUCCESS : EERT
TSIP_ERR_RESOURCE_CONFLICT: ANBIZHBEHRN—FDT7 ) Y—AD O 0IE
THEARASINTWS I EITEKD ) Y —REENFEE
TSIP_ERR_FAIL: NELS—MRE
Description

TDES M##®M Wrapped Key ZH 19 %5160 API TY,

encrypted_key IZ1& 7.3.2DES TRIT—4% % UFPK THEBIE LI=T—2ZAHL TLEZLY,
encrypted_key, iv $ & U encrypted_provisioning_key DB, & XU key index DERAA XL, 3.7.1 8
DEAEEHFRZSHELTIZE,

Reentrant
E| oI
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4242 R _TSIP_UpdateTdesKeylndex

Format

#include “r_tsip_rx_if.h”

e tsip_err_ t R_TSIP_UpdateTdesKeylndex(
uint8_t *iv,
uint8_t *encrypted_key,
tsip_tdes_key index_t *key_index

)

Parameters
iv AR encrypted_key &R BFICER LI-#1HIR I 2
encrypted_key AR KUK TRES 1k & 1ufz Encrypted Key
key_index H A Wrapped Key

Return Values

TSIP_SUCCESS : IEERT
TSIP_ERR_RESOURCE_CONFLICT: AUBZCHELRN—FKOT7 )Y —IADMEDLE
THERASNATWAIEIZED ) YV—REELFELE
TSIP_ERR_FAIL: NETS—hHE
Description

TDES D## M Wrapped Key 719 518D API T,

encrypted_key [Z[£7.3.2DES TR T—42 &% KUK THESIELI=T—2ZFAHALTLLEELY, v,
encrypted_key DB, & & U key_index DFERAAEIZDONTIE, 371 BROEALEHESRBL TS
LY,

Reentrant
JE Xt i
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4.2.4.3 R _TSIP_GenerateTdesRandomKeylndex

Format
#include “r_tsip_rx_if.h”
e tsip_err_ t R_TSIP_GenerateTdesRandomKeylndex(
tsip_tdes_key index_t *key_index
)

Parameters
key_index H A Wrapped Key

Return Values
TSIP_SUCCESS : IEERT

TSIP_ERR_RESOURCE_CONFLICT: AL CHERN— R T —Z A ALIE
TEHERAINTWVWSZEIZKE) Y —RBEENHEE

Description
TDES D## M Wrapped Key 719 518D API T,

AAPIETSIP HERICTEBEN S A—YRBEERLET . o TLA—HFEDAHNEIFTETT, KAPIN
HH3d 5 Wrapped Key ZFRALT—2 B BILT R EICKY, T—2DTYy FaAE—%#H I EMNT
TET,

key index DERAAEIZDNTIE, 371 BOFALTHESBLTIESL,

Reentrant

JEF IS
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4244 R _TSIP_TdesEcbEncryptinit

Format

#include “r_tsip_rx_if.h”

e tsip_err_ t R_TSIP_TdesEcbEncryptinit(
tsip_tdes_handle_t *handle,
tsip_tdes_key index_t *key_index

)

Parameters
handle HAh TDES A/\> K5 (77— f8H)
key_index AN Wrapped Key

Return Values

TSIP_SUCCESS : EERT
TSIP_ERR_RESOURCE_CONFLICT: AKMBIZHWEBEHRN—FKH9Tz 7YY —ADhD0IE
TEHERAINTWVWSZEIZKE) Y —RBEENHEE
TSIP_ERR _KEY_SET: B H7 Wrapped Key A& hi=
Description

R_TSIP_TdesEcbEncryptinit()B%k . DESBEREZX1TT 2 EHEZITL. TODHERZEZE 58" handle”
[ZEEHLFET, handle (X, # < R_TSIP_TdesEcbEncryptUpdate()B# & & U
R_TSIP_TdesEcbEncryptFinal()E8%k C518t& L THERINET,

key index DERAEIZONTIE, 371 ROZEALEHFESBLTIEE,

Reentrant

FERE I
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4245 R _TSIP_TdesEcbEncryptUpdate

Format

#include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_TdesEcbEncryptUpdate(
tsip_tdes_handle_t *handle,
uint8_t *plain,
uint8_t *cipher,
uint32_t plain_length
)

Parameters
handle AN/ A TDES /N> K5 (7—7 f8iH)
plain AR EXT—43MEE
cipher HA fE5 XX T — 43 i
plain_length AAH EXT—2DNA FREB OEHTHLILEN
HYET)
Return Values
TSIP_SUCCESS : EERT
TSIP_ERR_PARAMETER: REHNY FILDBAART ST
TSIP_ERR_PROHIBIT_FUNCTION: AEHB#AFUH SN

Description

R_TSIP_TdesEcbEncryptUpdate()BE%ki&. BE—35I%" handle” THRESINfz/\> FILZFERAL. £5]

#®D” plain” % R_TSIP_TdesEcbEncryptinit()BI$t THEE L 1= key_index ZFALNTHEBIL L. HEREFE=
518" cipher” [CEZEHLET, FXAANTET LI-#&(E. R_TSIP_TdesEcbEncryptFinal()ZMFEUH L T
&L,

plain & cipher (&, E—7 FLADZEZRE. BTHEENELGLHBVKLSICEREL T ZEL,

Reentrant
E| oI
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RX27x1) TSIP(Trusted Secure IP)E ¥ 2 —)L Firmware Integration Technology

4246 R _TSIP_TdesEcbEncryptFinal

Format

#include “r_tsip_rx_if.h”

e tsip_err t R_TSIP_TdesEcbEncryptFinal(
tsip_tdes_handle_t *handle,
uint8_t *cipher,
uint32_t *cipher_length

)

Parameters
handle AR TDES A/ F5(7—% f8H)
cipher Hh EEXT— 2 HE(BICAIEERAENRFEA)
cipher_length Hh BEXT—2R(EICONEZTAENET)

Return Values

TSIP_SUCCESS : IEERT

TSIP_ERR_FAIL: NETS—hHE

TSIP_ERR_PARAMETER: REGNY FILBAD ST

TSIP_ERR_PROHIBIT_FUNCTION: FELGEENTEUVH ST
Description

R_TSIP_TdesEcbEncryptFinal()B%kI&. F—351%” handle” THREINf=N\Y FILEFERL. £I51H
D" cipher” IZEEMER. E=51%" cipher_length” [CEEHRENRTZESHLFT ., EZ51HIE. K
KL 8/ FOERICHELLEVDDIH M ODVWTHESIE LE-EREAEZETHIhTITH,
R_TSIP_TdesEcbEncryptUpdate()BI%kIZ(X 8 /N1 FDEIHMTLMANTELWFIRAH S1-8. cipher
[ZIEBIAEHEZIAFENT ., cipher_length IZ[XEIZ 0 AEEZAFEFNFE T, cipher, cipher_length [£4F3E Z
DFIBRNER S NE=EOEBRED-HDFIHTT,

Reentrant

FERE I
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4.2.4.7 R _TSIP_TdesEcbDecryptinit

Format

#include “r_tsip_rx_if.h”

e _tsip_err_ t R_TSIP_TdesEcbDecryptinit(
tsip_tdes_handle_t *handle,
tsip_tdes_key index_t *key_index

)

Parameters
handle HAh TDES A/\> K5 (77— f8H)
key_index AN Wrapped Key

Return Values

TSIP_SUCCESS : EERT
TSIP_ERR_KEY_SET: E'E 7 Wrapped Key WA &tz
TSIP_ERR_RESOURCE_CONFLICT: AUBIZHELZN—RK9z 7YY —ANOLIE

THEAINATWSILIZEDY) V—REELNFELE

Description

R_TSIP_TdesEcbDecryptinit()B%il&. DESEH XTI 5EmEITLN. TOHKRELE—35I%" handle”
[ZEEHLFET, handle (X, # < R_TSIP_TdesEcbDecryptUpdate()Ei% & & U
R_TSIP_TdesEcbDecryptFinal()BI$iT514 & L TERASINET,

key index DERAEIZONTIE, 371 ROZEALEHFESBLTIEE,

Reentrant

FERE I
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4.2.4.8 R _TSIP_TdesEcbDecryptUpdate

Format

#include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_TdesEcbDecryptUpdate(
tsip_tdes_handle_t *handle,
uint8_t *cipher,
uint8_t *plain,
uint32_t cipher_length
)

Parameters
handle AN/ A TDES /N> K5 (7—7 f8iH)
cipher AR EEXT—43 fEis
plain Hh EXT—R S
cipher_length AAH BEXT—20D/1 1 FREB DEHTHLILE
NHYET)
Return Values
TSIP_SUCCESS : EERT
TSIP_ERR_PARAMETER: REHNY FILDBAART ST
TSIP_ERR_PROHIBIT_FUNCTION: AEHB#AFUH SN

Description

R_TSIP_TdesEcbDecryptUpdate()B8%§(&. £—51%" handle” TIEESINI=/\> FILEFERAL. FEI5|
D" cipher” % R_TSIP_TdesEcbDecryptlnit()B§$t THEE L 1= key_index ZFALVTEST L. EREZHE=
B1%” plain” ICEEHLFET, BEXAAMNTET L1z#IE. R_TSIP_TdesEcbDecryptFinal()&FFUH L
TLEEEL,

plain & cipher (&, E—7 FLADZEZRE. BTHEENELGLHBVKLSICEREL T ZEL,

Reentrant

JEF I
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TSIP(Trusted Secure IP)E ¥ 2 —)L Firmware Integration Technology

4.2.4.9 R _TSIP_TdesEcbDecryptFinal

Format

#include “r_tsip_rx_if.h”

e tsip_err_t R_TSIP_TdesEcbDecryptFinal(
tsip_tdes_handle_t *handle,
uint8_t *plain,
uint32_t *plain_length

)

Parameters
handle AA
plain Hh
plain_length HAh

Return Values
TSIP_SUCCESS :
TSIP_ERR_FAIL:
TSIP_ERR_PARAMETER:
TSIP_ERR_PROHIBIT_FUNCTION:

Description

R_TSIP_TdesEcbDecryptFinal()B8%(%. F—5I%t" handle” THEEINI=/\> FILZFRAL. FZ51%#
D7 plain” ITEEHER. F=518" plain_length” [SERHREORIFZEEZHLET, FZ5I1HUK. Ak

TDES A/\> K 5(7—7 fEi)
EXT—RBEEICAILEERAENEEA)
EXT—EREICONEZTAFENET)

EERT

REL S —MFE
REGNY FILBAR ST
REGEBNFEULE ST

[F8/1\A FOBRITHERGEVSDHHICONTES LI-ERAESTHEINETA.

R_TSIP_TdesEcbDecryptUpdate()B8%XIZIX 8 /N1 FDEHTLAAANTERWFIENH S -8, plain [
[FEICABEZAFNT, plain_length [ZIXFEIZ 0 NEZAFEFNFET, plain, plain_length (XfF3 Z D HIRE
NEREN-IBOERED-HDIIHTT,

Reentrant

FERE I
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4.2.4.10 R_TSIP_TdesChcEncryptinit

Format

#include “r_tsip_rx_if.h”

e _tsip_err_ t R_TSIP_TdesCbcEncryptinit(
tsip_tdes_handle_t *handle,
tsip_tdes_key index_t *key_index,

uint8_t *ivec
)
Parameters
handle HAh TDES A/\> K5 (77— f81)
key_index AR Wrapped Key
ivec AN MERIER Y 2 (8 /N1 |)

Return Values

TSIP_SUCCESS : EERT
TSIP_ERR_KEY_SET: EE 7 Wrapped Key A&tz
TSIP_ERR_RESOURCE_CONFLICT: AUBIZHELZN—RK9z 7YY —ANOLIE

THEAINATWSILIZEDY) V—REELNFELE

Description

R_TSIP_TdesCbcEncryptinit()E%kI&. DES/BEZETT HEmEITL. TOREZE—5I%" handle”
[CEEH LET, handle (X, #i< R_TSIP_TdesCbcEncryptUpdate()Bi%k & & U
R_TSIP_TdesCbcEncryptFinal()B%(T51%& LTHERINET,

key index DAERMAERIZDWVTIE, 371 HDIALEHRFEZSEBELTLESL,

Reentrant
JE Xt i
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4.2.4.11 R_TSIP_TdesCbcEncryptUpdate

Format

#include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_TdesCbcEncryptUpdate(
tsip_tdes_handle_t *handle,
uint8_t *plain,
uint8_t *cipher,
uint32_t plain_length
)

Parameters
handle AN/ A TDES /N> K5 (7—7 f8iH)
plain AR EXT—43MEE
cipher HA fE5 XX T — 43 i
plain_length AAH EXT—2DNA FREB OEHTHLILEN
HYET)
Return Values
TSIP_SUCCESS : EERT
TSIP_ERR_PARAMETER: REHNY FILDBAART ST
TSIP_ERR_PROHIBIT_FUNCTION: AEHB#AFUH SN

Description

R_TSIP_TdesCbcEncryptUpdate()B8%§(&. £—51%” handle” TIEESNI=/\> FILEFERAL. 5|

#®D” plain” % R_TSIP_TdesCbcEncryptinit()B8% TH55%E L 7= key_index #FALVTHEBIL L. #REE=
518" cipher” [CEZEHLFET, FXAANTET LIz#(X. R_TSIP_TdesCbcEncryptFinal()ZMFEUH L T
&L,

plain & cipher &, E—7 FLADGZEZKRE. BTHEENELLLVELSICEREL TS,

Reentrant
E| oI
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4.2.4.12 R_TSIP_TdesCbcEncryptFinal

Format

#include “r_tsip_rx_if.h”

e tsip_err t R_TSIP_TdesCbcEncryptFinal(
tsip_tdes_handle_t *handle,
uint8_t *cipher,
uint32_t *cipher_length

)

Parameters
handle AA
cipher Hh
cipher_length HAh

Return Values
TSIP_SUCCESS :
TSIP_ERR_FAIL:
TSIP_ERR_PARAMETER:
TSIP_ERR_PROHIBIT_FUNCTION:

Description

R_TSIP_TdesCbcEncryptFinal()BE%ti%. &£

TDES A/\> K 5(7—7 fEi)
EEXT— 2 HE(BICAIEERAENRFEA)
BEXT—AR(EICONVEFTAFENFEY)

EERT

REL S —MFE
REGNY FILBAR ST
REGEBNFEULE ST

—3|%” handle” TEESN=/\>VFILZFERAL. £E2518

D" cipher” IZEEMER. E=51%" cipher_length” [CEEHRENRTZESHLFT ., EZ51HIE. K
KL 8/ FOERICHELLEVDDIH M ODVWTHESIE LE-EREAEZETHIhTITH,
R_TSIP_TdesCbcEncryptUpdate()BA#(Z1E 8 /81 FDEHTLAANTELZWHIBRAH S =6, cipher
[ZIEBIAEHEZIAFENT ., cipher_length IZ[XEIZ 0 AEEZAFEFNFE T, cipher, cipher_length [£4F3E Z
DFIBRNER S NE=EOEBRED-HDFIHTT,

Reentrant

FERE I

R20AN0371JJ0124 Rev.1.24
2026.03.20

Page 184 of 448
RENESAS
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4.2.4.13 R_TSIP_TdesChcDecryptinit

Format

#include “r_tsip_rx_if.h”

e tsip_err_ t R_TSIP_TdesCbcDecryptinit(
tsip_tdes_handle_t *handle,
tsip_tdes_key index_t *key_index,

uint8_t *ivec
)
Parameters
handle HAh TDES A/\> K5 (77— f81)
key_index AR Wrapped Key
ivec AN MEIER Y 2 (B8 /N1 )

Return Values

TSIP_SUCCESS : EERT
TSIP_ERR_KEY_SET: EE 7 Wrapped Key A&tz
TSIP_ERR_RESOURCE_CONFLICT: AUBIZHELZN—RK9z 7YY —ANOLIE

THEAINATWSILIZEDY) V—REELNFELE

Description

R_TSIP_TdesCbcDecryptlnit()B8%tl&. DESERE XTI HEHEZEITLN. TOHEREZFE—5/%" handle”
[ZEEH LET, handle (X, #i < R_TSIP_TdesCbcDecryptUpdate()BI%t & & U
R_TSIP_TdesCbcDecryptFinal()B% T5I%k & LTHEAINET,

key index DAERMAERIZDWVTIE, 371 HDIALEHFEZSBELTLLESL,

Reentrant
JE Xt i
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4.2.4.14 R_TSIP_TdesChcDecryptUpdate

Format

#include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_TdesCbcDecryptUpdate(
tsip_tdes_handle_t *handle,
uint8_t *cipher,
uint8_t *plain,
uint32_t cipher_length
)

Parameters
handle AN/ A TDES /N> K5 (7—7 f8iH)
cipher AR EEXT—43 fEis
plain Hh EXT—R S
cipher_length AAH BEXT—20D/1 1 FREB DEHTHLILE
NHYET)
Return Values
TSIP_SUCCESS : EERT
TSIP_ERR_PARAMETER: REHNY FILDBAART ST
TSIP_ERR_PROHIBIT_FUNCTION: AEHB#AFUH SN

Description

R_TSIP_TdesCbcDecryptUpdate()BE%kI&. BE—351%” handle” THEINfz/\> FILZFERAL. F£5I
D" cipher” % R_TSIP_TdesCbcDecryptinit()B# T L 7= key_index ZRWNTES L. #ERZE=
B1%” plain” ICEEHLFET, BEXAAMNTET LIz#&IE. R_TSIP_TdesCbcDecryptFinal()ZFFUH L
TLEEEL,

plain & cipher (&, E—7 FLADZEZRE. BTHEENELGLHBVKLSICEREL T ZEL,

Reentrant

JEF I
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4.2.4.15 R_TSIP_TdesCbcDecryptFinal

Format

#include “r_tsip_rx_if.h”

e tsip_err t R_TSIP_TdesCbcDecryptFinal(
tsip_tdes_handle_t *handle,
uint8_t *plain,
uint32_t *plain_length

)

Parameters
handle AA
plain Hh
plain_length HAh

Return Values
TSIP_SUCCESS :
TSIP_ERR_FAIL:
TSIP_ERR_PARAMETER:
TSIP_ERR_PROHIBIT_FUNCTION:

Description

R_TSIP_TdesCbcDecryptFinal()BE%kI&. F—5I%" handle” TEEINf=/N\Y FILZFEHAL. £Z518
D7 plain” ITEEHER. F=518" plain_length” [SERHREORIFZEEZHLET, FZ5I1HUK. Ak

TDES A/\> K 5(7—7 fEi)
EXT—RBEEICAILEERAENEEA)
EXT—EREICONEZTAFENET)

EERT

REL S —MFE
REGNY FILBAR ST
REGEBNFEULE ST

[F8/1\A FOBRITHERGEVSDHHICONTES LI-ERAESTHEINETA.

R_TSIP_TdesCbcDecryptUpdate()BEIZIZIE 8 /N1 FDEHTLAANTERLRVHIRAH S =&, plain I
[FEICABEZAFNT, plain_length [ZIXFEIZ 0 NEZAFEFNFET, plain, plain_length (XfF3 Z D HIRE
NEREN-IBOERED-HDIIHTT,

Reentrant

FERE I
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425 ARC4

4251 R _TSIP_GenerateArc4Keylndex

Format

#include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_GenerateArc4Keylndex(
uint8_t *encrypted_provisioning_key,
uint8_t *iv,
uint8_t *encrypted_key,
tsip_arc4_key _index_t *key_index

Parameters
encrypted_provisioning_key AN W-UFPK
iv AR encrypted_key £ RBFICfER L =#1EAR Y &
encrypted_key AR UFPK THEH 1L & 1= Encrypted Key
key_index HAh Wrapped Key

Return Values

TSIP_SUCCESS : EEKT
TSIP_ERR_FAIL: NEIS—ARAE
TSIP_ERR_RESOURCE_CONFLICT: AMBIZREEN—KY 7 Y— DD ME

THERASNATWAIEIZED ) YV—REELFKELE
Description

ARC4 MBED Wrapped Key 2t 719 518D API TY,

encrypted_key IZANT 5 UFPK THEBILT 52T —2DT7A—<T v b, 733ARC4ZSHRL T2
LY,

encrypted_key, iv, encrypted_provisioning_key ®iBi. &KL U key_index DERAEICDLNTIE, 3.7.1
BOFIALEHESRL TS,

Reentrant
E| oI
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4252 R _TSIP_UpdateArc4Keylndex

Format

#include “r_tsip_rx_if.h”

e_tsip_err t R_TSIP_UpdateArc4Keylndex(
uint8_t *iv,
uint8_t *encrypted_key,
tsip_arc4_key _index_t *key_index

Parameters
iv AR encrypted_key £ R B IZfER LIz#1HAR - 2
encrypted_key AR KUK THES1t & 111z Encrypted Key
key_index HA Wrapped Key

Return Values

TSIP_SUCCESS : EERT
TSIP_ERR_FAIL: NERT 5 —hSF4E
TSIP_ERR_RESOURCE_CONFLICT: AREZHEHN— R TT ) Y—RAONE

THERASATWS I EIZKD ) Y —REENAFEE
Description
ARC4 # D Wrapped Key # 8B # 9 576D API TT,
encrypted_key [CAN1T S KUK THEBILT 5 T—2DT7+—< v b, 7.3.3 ARC4 5L T Z&LY,

iv, encrypted_key M&iBA. & & U key_index DEMAAEXIZDONTIE, 371 BOEALEHESELTL
=&y,

Reentrant

FERE I
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4.2.5.3 R _TSIP_GenerateArc4ARandomKeylndex

Format

#include “r_tsip_rx_if.h”
e_tsip_err_ t R_TSIP_GenerateArc4RandomKeylndex(
tsip_arc4_key _index_t *key_index

)

Parameters

key_index H A Wrapped Key

Return Values
TSIP_SUCCESS : EEET

TSIP_ERR_RESOURCE_CONFLICT: AKUBIZHERN—FHIz 7)Y =L 0E
THEASNTWSILIZED Y Y —RERNHEE

Description

ARC4 MBED Wrapped Key 1T 518D API T,

AAPIETSIP HERICTEBEN S A—RBEERLET . o TLA—HFEDAHNEIFTETT, KAPIN
HH3d 5 Wrapped Key ZEFRALT—2 B BILT R EICKY, T—2DTYy FaAE—%#H I EMNT
%ij_o

key index DFEAAEIZDONTIX, 371 BOFIALEHESELTLEEL,

Reentrant

FERE I
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4254 R _TSIP_Arc4Encryptinit

Format

#include “r_tsip_rx_if.h”

e_tsip_err_t R_TSIP_Arc4Encryptinit(
tsip_arc4_handle_t *handle,
tsip_arc4_key _index_t *key_index

Parameters
handle Hh ARC4 /> K5 (77— $Ei)
key_index AN Wrapped Key

Return Values

TSIP_SUCCESS : EERT
TSIP_ERR_FAIL: RIS —hHE
TSIP_ERR_RESOURCE_CONFLICT: KUBIZHERN—FI2T7 )Y —ADMthDLE
THEASIATVWSIEIZED) V—REELHKE
TSIP_ERR_KEY_SET: E#75 Wrapped Key A=
Description

R_TSIP_Arc4Encryptinit()B8% (. ARC4BERE XTI HEHEEITL. TOHERZEZE—5I1H" handle” [
EEH LFT, handle (L. % < R_TSIP_Arc4EncryptUpdate()E8% & & U R_TSIP_Arc4EncryptFinal()B
BTEIHELTHEASAET,

key index DEMAEIZDNTIX, 371 BOFALEHEZSELTLEEWL

Reentrant

FERE I
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4255 R _TSIP_Arc4EncryptUpdate

Format

#include “r_tsip_rx_if.h”

e_tsip_err t R_TSIP_Arc4EncryptUpdate(
tsip_arc4_handle_t *handle,
uint8_t *plain,
uint8_t *cipher,
uint32_t plain_length

Parameters
handle AN/ A
plain ARB
cipher H B
plain_length AN

Return Values
TSIP_SUCCESS :
TSIP_ERR_PARAMETER:
TSIP_ERR_PROHIBIT_FUNCTION:

Description

ARC4 B/ K5 (7 —7 1)
EXT—% R
E5X T — % i

EXT—E2DINA FR(16 DEHTHLILEN
HYFT)

EERT
REGNY FILBAR ST
REGBEBNFEUE ST

R_TSIP_Arc4EncryptUpdate()B8# (3. E—35I%’handle’ THEE Shf=/\> FILEZFERAL. =518
MD’plain”% R_TSIP_Arc4Encryptinit()BE%t TH5E L 1= key_index ZAWLVTHESIE L. KR EE=5|

#Hcipher'|ZTZ2EZH LET . FXAANET L=#&IE. R_TSIP_Arc4EncryptFinal()ZFFUH L TL &L,

plain & cipher (. RI—7 FLADIFEZRE. BIEENELZLLBVLSICERELTLEZEL,

Reentrant
JEXT s
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4256 R _TSIP_Arc4EncryptFinal

Format

#include “r_tsip_rx_if.h”

e_tsip_err t R_TSIP_Arc4EncryptFinal(
tsip_arc4_handle_t *handle,
uint8_t *cipher,
uint32_t *cipher_length

Parameters
handle AN ARC4 /N> K5 (77— $Ei)
cipher A EEXT—2BEEICFALEERAFTFNEEA)
cipher_length HA EEXT—AR(EICONEZAFNETD)

Return Values

TSIP_SUCCESS : IEERT

TSIP_ERR_FAIL: RIS —hHE

TSIP_ERR_PARAMETER: RIEGNY FILBAR ST

TSIP_ERR_PROHIBIT_FUNCTION: FELHBEHENFEUH ST
Description

R_TSIP_Arc4EncryptFinal()B%k(d. E£—351% handle’ THRESN=/\> FILZFHAL. F£Z51% D cipher’
[EEHER. =518 cipher_length’ [CEERREDRSEEETHLET, FI5I8E, AKIF 1634 b
DERITHE LTV D ORI OVTHESE LEZERNEZTH EINETH. R_TSIP_Arc4EncryptUpdate()
BRIZIE 16 /31 FOBEBTLAAATELRVGIRAH S8, cipher [ZIEEICRELEERAENT,
cipher_length [Z[XE ([ 0 AEEIAFENF T, cipher, cipher_length (3453 Z D HIR A ERER S -FROE #:
HD-HDEIHTT,

Reentrant

FERE G
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4257 R_TSIP_Arc4Decryptinit

Format

#include “r_tsip_rx_if.h”

e_tsip_err_ t R_TSIP_Arc4Decryptinit(
tsip_arc4_handle_t *handle,
tsip_arc4_key _index_t *key_index

Parameters
handle Hh ARC4 /> K5 (77— $Ei)
key_index AN Wrapped Key

Return Values

TSIP_SUCCESS : EERT
TSIP_ERR_RESOURCE_CONFLICT: RKWMBIZHELZN—FH9z 7)Y —XHthDniE
THERAINATWS I EIZKE U Y —RERLVFESE
TSIP_ERR_KEY_SET: E#75 Wrapped Key A=
Description

R_TSIP_Arc4Decryptinit)B8%i&. ARC4EEEZETT HEMEITL. TORREEE—5I%" handle” I
E2FHLFET, handle (X, %< R_TSIP_Arc4DecryptUpdate()E8%1$ & U R_TSIP_Arc4DecryptFinal()BES
BT HMELTHERSINET,

key_index DERAEIZDWNTIE, 371 HOFALEHFESREBLTLIZEL

Reentrant
JEXT s
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4.2.5.8 R _TSIP_Arc4DecryptUpdate

Format

#include “r_tsip_rx_if.h”

e _tsip_err t R_TSIP_Arc4DecryptUpdate(
tsip_arc4_handle_t *handle,
uint8_t *cipher,
uint8_t *plain,
uint32_t cipher_length

Parameters
handle AN/ A ARC4 /N2 K5 (7 —7 EiF)
cipher AR BEXT—42HEE
plain HA EXT—45MEE
cipher_length AH EEXT—2D/N1 (16 DEHTHIDLE
NHYET)
Return Values
TSIP_SUCCESS : IEERT
TSIP_ERR_PARAMETER: RERGNY FILBAD ST
TSIP_ERR_PROHIBIT_FUNCTION: FELGEENTEUH ST

Description
R_TSIP_Arc4DecryptUpdate()B8%ti%. E—5I# handle’ THRES M=\ FILEZFERAL. £Z51%
M"cipher’% R_TSIP_Arc4Decryptinit()B§$t THEE L 1= key_index ZAWLVTES L. HERZE=51%"plain”
[ZEZFHLFET.,. BEXAANTET LI=#(X. R _TSIP_Arc4DecryptFinal)ZFEUH L TL 2 &0y,

plain & cipher &, E—7 FLADGZEZKRE. BTHEENELLLVELSICEREL TS,

Reentrant

JESF It
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4259 R _TSIP_Arc4DecryptFinal

Format

#include “r_tsip_rx_if.h”
e _tsip_err t R_TSIP_Aes128EcbDecryptFinal(
tsip_aes_handle_t *handle,
uint8_t *plain,
uint32_t *plain_length
)

Parameters
handle AN ARC4 /N> K5 (77— $Ei)
plain HAh EXT—REE(BICAILEZTAFTFNELEA)
plain_length HAh EXT—AR(BIZONEZATNET)

Return Values

TSIP_SUCCESS : EERT

TSIP_ERR_FAIL: RIS —hHE

TSIP_ERR_PARAMETER: RIEGNY FILBAR ST

TSIP_ERR_PROHIBIT_FUNCTION: FELGEENTEUH ST
Description

R_TSIP_Arc4DecryptFinal()B8%(d. E—31%handle’ THRE Shf=/\> FILEFER L. FZ51H 0 plain”
[CEHEFER. F=5180plain_length’[CEREBERORSEZEESHLEY . E2518UF. KKIF 1681 +D
BRICHELLTVDOHRBMIZOVWTES LIBRNESZTHINFEIT A, R_TSIP_Arc4DecryptUpdate()EE %K
21X 16 /3 FOBEHTLMNAANTELGVGIRASH A1, plain [ZIFEICAELEEEAENT,
plain_length [Z[XE(Z 0 NEERAFEFNFE T, plain, plain_length (4% Z DHIRA R S W =FEOE#ED
D3I TY,

Reentrant

FERE I
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426 RSA

4.2.6.1 R_TSIP_GenerateRsaXXXPublicKeylndex

Format

(1) #include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_GenerateRsa1024PublicKeylndex(
uint8_t *encrypted_provisioning_key,
uint8_t *iv,
uint8_t *encrypted_key,
tsip_rsa1024_public_key index_t *key_index
)
(2) #include “r_tsip_rx_if.n”
e tsip_err t R_TSIP_GenerateRsa2048PublicKeylndex(
uint8_t *encrypted_provisioning_key,
uint8_t *iv,
uint8_t *encrypted_key,
tsip_rsa2048 public_key index_t *key_index
)
(3) #include “r_tsip_rx_if.h”
e tsip_err_ t R_TSIP_GenerateRsa3072PublicKeylndex(
uint8_t *encrypted_provisioning_key,
uint8_t *iv,
uint8_t *encrypted_key,
tsip_rsa3072_public_key _index_t *key_index
)
(4) #include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_GenerateRsa4096PublicKeylndex(
uint8_t *encrypted_provisioning_key,
uint8_t *iv,
uint8_t *encrypted_key,
tsip_rsa4096_public_key_index_t *key_index

Parameters
encrypted_provisioning_key AN W-UFPK
iv AR encrypted_key £ RBBFICER L =##AR Y &
encrypted_key AN UFPK THE &1L S 11z Encrypted Key
key_index HAh Wrapped Key 7 +—< v DB
value NEaE T
key_management _info1 EEEER
key_n Modulus n (FEX)

(1) RSA 1024bit
(2) RSA 2048bit
(3) RSA 3072bit
(4) RSA 4096bit
key_e Exponent e(F£X)
(1) RSA 1024bit
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(2) RSA 2048bit
(3) RSA 3072bit
(4) RSA 4096bit
dummy AI—
key_management_info2 BREHER
Return Values
TSIP_SUCCESS : EERT

TSIP_ERR_RESOURCE_CONFLICT:

TSIP_ERR_FAIL

Description

AUBIZHBEIGN—F2 7)Y —ZAHMthDLE
THEASNATWSILIZEDY) V—REELNFELE
REL S —MFE

RSA 1024 bit, 2048bit. 3072bit, 4096bit ® Wrapped Key 7+ —< v b®D RSA AR ZHENT 56D

API TY,

encrypted_key ICANT S UFPK THEBILT 5T —2DT7+—< v blE, 7.34RSA #5BRL T,
encrypted_key & key_index [FfBIEMNELZSGEWKSITEEL TSN,
encrypted_provisioning_key, iv, encrypted_key D&, & & U key_index DERAAEICDOLNTIE, 3.7.1

BOTIALEHESHELTIEZS,

Reentrant
JEXT s
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4.2.6.2 R _TSIP_GenerateRsaXXXPrivateKeylndex

Format

(1) #include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_GenerateRsa1024PrivateKeylndex(
uint8_t *encrypted_provisioning_key,
uint8_t *iv,
uint8_t *encrypted_key,
tsip_rsa1024_private_key_index_t *key_index
)

(2) #include “r_tsip_rx_if.h”
e tsip_err_t R_TSIP_GenerateRsa2048PrivateKeylndex(
uint8_t *encrypted_provisioning_key,
uint8_t *iv,
uint8_t *encrypted_key,
tsip_rsa2048 private_key index_t *key_index

Parameters
encrypted_provisioning_key A # W-UFPK
iv AR encrypted_key £ RBFIZER L =#EAR Y &
encrypted_key AR UFPK THE& 1t S 17z Encrypted Key
key_index HA RSA #% ## Wrapped Key

(1) RSA 1024bit
(2) RSA 2048bit

Return Values

TSIP_SUCCESS : EERT
TSIP_ERR_RESOURCE_CONFLICT: RKUB[ZHERN—FI2T7 )Y —ADMDLE
THEAINATWSILITED Y Y —REENHKE
TSIP_ERR_FAIL NELS—MRE
Description

1024 bit, 2048bit M RSA #ZEHED Wrapped Key 2 19 51=6D API TT,
encrypted_key ICAH19 % UFPK THEBILT 5T —F DT+ —< v b, 734 RSA #S5BL T Z&LY,
encrypted_key & key_index [(FfBIEMNELZSGEWVKSITEEL TSN,

encrypted_provisioning_key, iv, encrypted_key M&iBA. & & U key_index DERAEIZDOLNTIL 3.7.1 ##
DFAEEHESRBLTLIZELY,

Reentrant

JESt Ity
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4.2.6.3 R_TSIP_UpdateRsaXXXPublicKeylndex

Format

(1)

(2)

3)

(4)

#include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_UpdateRsa1024PublicKeylndex(
uint8_t *iv,
uint8_t *encrypted_key,
tsip_rsa1024_public_key index_t *key_index
)
#include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_UpdateRsa2048PublicKeylndex(
uint8_t *iv,
uint8_t *encrypted_key,
tsip_rsa2048 public_key index_t *key_index
)
#include “r_tsip_rx_if.h”
e_tsip_err_t R_TSIP_UpdateRsa3072PublicKeylndex(
uint8_t *iv,
uint8_t *encrypted_key,
tsip_rsa3072_public_key _index_t *key_index
)
#include “r_tsip_rx_if.h”
e_tsip_err_t R_TSIP_UpdateRsa4096PublicKeylndex(
uint8_t *iv,
uint8_t *encrypted_key,
tsip_rsa4096 public_key index_t *key_index

AN encrypted_key £ BFICER L-MEARNY 4
KUK THE&E1E & 417z Encrypted Key
Wrapped Key 7+ —< v kD B

Parameters
iv
encrypted_key AN
key_index HAh
value

key_management_info1

key_n

key e

dummy =

Nk

REEIF®R
Modulus n (FEX)
(1) RSA 1024bit
(2) RSA 2048bit
(3) RSA 3072bit
(4) RSA 4096bit
Exponent e(F£X)
(1) RSA 1024bit
(2) RSA 2048bit
(3) RSA 3072bit
(4) RSA 4096bit

-
= —
~

key_management_info2 BEEIER
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Return Values

TSIP_SUCCESS : EERT
TSIP_ERR_RESOURCE_CONFLICT: KUBIZHERN—FI2T7 )Y —ADMhDLE
THEAINTWAILIZKD) V—REELNFEE
TSIP_ERR_FAIL NI S —HHE
Description

RSA 1024bit. 2048bit. 3072bit. 4096bit ® Wrapped Key 7 #—< v D AFRBEEZEH T 571=5HD API
TY,

encrypted_key [CA719 % KUK THEBILT 5T—2D T+ —T v bl&E, 7.34RSAZSEL T LY,

iv, encrypted_key D&iBA. & & U key_index DERAAEICDONTIE, 371 BOEIALEHRESRL T
ZE0y,

Reentrant
JEXT s
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4.2.6.4 R _TSIP_UpdateRsaXXXPrivateKeylndex

Format

(1) #include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_UpdateRsa1024PrivateKeylndex(
uint8_t *iv,
uint8_t *encrypted_key,
tsip_rsa1024_private_key index_t *key_index
)
(2) #include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_UpdateRsa2048PrivateKeylndex(
uint8_t *iv,
uint8_t *encrypted_key,
tsip_rsa2048 private_key_index_t *key_index

Parameters
iv AR encrypted_key £ RBBFICER L =#EAR Y &
encrypted_key AR KUK THE St S v 1= Encrypted Key
key_index HAh Wrapped Key

(1) RSA 1024bit
(2) RSA 2048bit

Return Values

TSIP_SUCCESS : IEERT
TSIP_ERR_RESOURCE_CONFLICT: KMBIZHEREN—F9z 7)Y —XHMhDNE
THEAINATWAILITED Y YV —REENHKE
TSIP_ERR_FAIL RIS —hHE
Description

RSA 1024bit. 2048bit #ZH2D Wrapped Key ZE#$ 57- D API TT, encrypted_key [CANT %
UFPK TEEB LT 2T —42DT74—T v b, 734 RSAZSBLTLESLY,

iv, encrypted_key MEtBA. & & U key_index DFERAAEIZDONTIE, 371 BODFALEHESRLTLC
&Ly,

Reentrant

FERE I
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4.2.6.5 R_TSIP_GenerateRsaXXXRandomKeylndex

Format

(1) #include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_GenerateRsa1024RandomKeylndex(
tsip_rsa1024_key pair_index_t *key_pair_index
)
(2) #include “r_tsip_rx_if.h"
e tsip_err_t R_TSIP_GenerateRsa2048RandomKeylndex(
tsip_rsa2048 key pair_index_t *key_pair_index
)

Parameters
key_pair_index A RSA # A~ 7 M Wrapped Key
public Wrapped Key 7 +—< v k@M RSA AR
value YNEEA
key_management_info1 HEEEER
key n Modulus n (F£XX)

(1) RSA 1024bit
(2) RSA 2048bit

key_e Exponent e (F£X)
(1) RSA 1024bit
(2) RSA 2048bit

dummy 'S —
key_management_info2 REEEER
private RSA #8Z 8D Wrapped Key

Return Values

TSIP_SUCCESS : EERT
TSIP_ERR_RESOURCE_CONFLICT: ANBIZHRERN— R 7Y Y—XA DR
THERAINTWSZEIZED Y Y—REENEE
TSIP_ERR_FAIL NELS—MHE
Description

1024 bit, 2048bit M RSA 2ABfE. FEER 7 D Wrapped Key ZHHT 516D API TT, K API X

TSIP REMZCELBIEA DA —HVRELERLET . O TL—HVROANITETT, KAPINHAT S

Wrapped Key AL T—2 %St T 5 &ICkY., T—2DTy FaOE—%2FSCIENTEET,
key_pair_index->public IZ Wrapped Key 7+ —< v D ABA#E. key_pair_index->private [ZF$Z 5D
Wrapped Key 24/ LE 9, 2B D exponent £ 0x00010001 D& EERM L TWVET,

key_pair_index->public %% 5 U< key_pair_index->private AR IZDWTIL 3.7 1 BOEALEHES
BB LTL &L, key pair_index->public [ R_TSIP_GenerateRsaXXXPublicKeylndex()h 5 tH hEh %
Wrapped Key 7 #—< v D22, key_pair_index->private (&

R_TSIP_GenerateRsaXXXPrivateKeyIndex()/ 5 i 1 S 5 F B D Wrapped Key & RHDERICAY

£,

Reentrant
JExT I
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4.2.6.6 R _TSIP_RsaesPkcsXXXEncrypt

Format

(1)

(2)

(3)

(4)

#include “r_tsip_rx_if.h”

e tsip_err t R_TSIP_RsaesPkcs1024Encrypt(
tsip_rsa_byte data_t *plain,
tsip_rsa_byte_data_t *cipher,
tsip_rsa1024_public_key index_t *key_index

)

#include “r_tsip_rx_if.h”

e tsip_err t R_TSIP_RsaesPkcs2048Encrypt(
tsip_rsa_byte data_t *plain,
tsip_rsa_byte_data_t *cipher,
tsip_rsa2048 public_key index_t *key_index

)

#include “r_tsip_rx_if.h”

e_tsip_err_t R_TSIP_RsaesPkcs3072Encrypt(
tsip_rsa_byte data_t *plain,
tsip_rsa_byte_data_t *cipher,
tsip_rsa3072_public_key _index_t *key_index

)

#include “r_tsip_rx_if.h”

e_tsip_err_t R_TSIP_RsaesPkcs4096Encrypt(
tsip_rsa_byte data_t *plain,
tsip_rsa_byte_data_t *cipher,
tsip_rsa4096 public_key index_t *key_index

Parameters

plain
pdata
data_length

cipher
pdata
data_length

key_index

AR

Hh

AR

52T 5 FEXT—4
TXEEMLTOBEIDKAS ¥ 8 £HE

EXEIDEDHT—2FREIETE
F—% 44 X <= Modulus n ¥4 X-11
EEtIni-T—4

EEXERMT DEINDRA V2 ZHEE

EEXDINY T 7H A XEAN
g5k, AT —4 K£%H H(Modulus n 44 X)

Wrapped Key 7 +—< v ~D2ABS

(

(
(
(

1) RSA 1024bit
2) RSA 2048bit
3) RSA 3072bit
4) RSA 4096bit
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Return Values

TSIP_SUCCESS : EERT
TSIP_ERR_RESOURCE_CONFLICT: AWMBZHEHEN—LYH 7YY —AHDNIE
THERINTWAZEIZEKE) Y —RBEENEE
TSIP_ERR_KEY_SET ¥ 7 Wrapped Key A& t-
TSIP_ERR_PARAMETER AAF—4BRE
TSIP_ERR_FAIL REPLTS—AFKE (XXX =3072, 4096 DH)
Description

R_TSIP_RsaesPkcsXXXEncrypt()B8%(&. FE—51¥ plain’IC A h S hf=F X% RSAES-PKCS1-V1_5 (2
#->T. RSAEBILZ LET, BELBERZE 518 cipher|TEZHLFT,

key index DEMAEIZDNTIX, 371 BOFALEHESELTLLEEL,

Reentrant

e[ IR
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4.2.6.7 R_TSIP_RsaesPkcsXXXDecrypt

Format

(1) #include “r_tsip_rx_if.h”

e tsip_err t R_TSIP_RsaesPkcs1024Decrypt(
tsip_rsa_byte data_t *cipher,
tsip_rsa_byte_data_t *plain,
tsip_rsa1024_private_key index_t *key_index

)

(2) #include “r_tsip_rx_if.h”

e tsip_err t R_TSIP_RsaesPkcs2048Decrypt(
tsip_rsa_byte data_t *cipher,
tsip_rsa_byte_data_t *plain,
tsip_rsa2048 private_key_index_t *key_index

Parameters
cipher AN BEEITEIBET—4
pdata EEXERMT DEIIDRA V2 EBE
data_length EEXRIDENT—FRETIETE
(Modulus n # 4 X)
plain 5 BEESN-FEXT—4
pdata EXEHEMLTVBEIDRS V2 EIEE
data_length EXEINDAEMT—IREEE
F—4A4% 4 X <=Modulus n ¥4 X-11
key_index AAN Wrapped Key

(1) RSA 1024bit
(2) RSA 2048bit

Return Values

TSIP_SUCCESS : EERT
TSIP_ERR_RESOURCE_CONFLICT: RKUBIZHERN—FO 7)Y —Xh D 0E
THERINTWSILIZLD YV —REELNREE
TSIP_ERR_KEY_SET EE7 Wrapped Key BNA S f=
TSIP_ERR_PARAMETER ARNT—EHBRIE
Description

R_TSIP_RsaesPkcsXXXDecrypt()BE%kI&. EE—35I# cipher’IZ A1 S zkE B X % RSAES-PKCS1-V1_5
[CH>T. RSAESZTVEY, ESHEEZETSI plain’ITHALET,

key index DAEMAEICDOWVTIX, 371 HOIALEHFEZSHBLTLLESL,

Reentrant
JExT I
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4.2.6.8

R_TSIP_RsaesOaepXXXEncrypt

Format

(1)

(2)

#include “r_tsip_rx_if.h”

e tsip_err t R_TSIP_RsaesOaep1024Encrypt(
tsip_rsa_byte data_t *plain,
tsip_rsa_byte_data_t *cipher,
tsip_rsa1024_public_key index_t *key_index,
uint8_t hash_type,
uint8_t mgf_hash_type,
uint8_t *label,
uint32_t label_length

)

#include “r_tsip_rx_if.h”

e tsip_err_ t R_TSIP_RsaesOaep2048Encrypt(
tsip_rsa_byte data_t *plain,
tsip_rsa_byte data_t *cipher,
tsip_rsa2048 public_key _index_t *key_index,
uint8_t hash_type,
uint8_t mgf_hash_type,
uint8_t *label,

TSIP(Trusted Secure IP)E ¥ 2 —)L Firmware Integration Technology

uint32_t label_length

Parameters
plain AN
pdata
data_length
cipher HAh
pdata
data_length
key_index AN
hash_type AN
mgf_hash_type ARD
label ARD
label_length AN

52T 2 TXT—4
TXEBMLTVIRIDKS 25 EIEE

EXEINDEDT—FREETE

F—AHHY A X <= Modulus n 4 X-2*FRT S/\v

SaF7ILIT)XLOEAY A4 X-2
EElbESni=T—4

BSXEHRMT SEINDKRA 2 ZIEE

WBEXD/INY I 7HA4XEAN
ek, BT —2 KZHH(Modulus n 4 X)
Wrapped Key 7+ —< v b DR

(1) RSA 1024bit
(2) RSA 2048bit

FRET B/ Ny a7)ILd) XLDOIESE
R_TSIP_RSA HASH_SHA1
R_TSIP_RSA HASH_SHA256
TR EBEBMGF)ERT 5/ v a7)Ld) X
LDiELE
R_TSIP_RSA HASH_SHA1
R_TSIP_RSA HASH_SHA256
SRILT—4
SRILT—E2DHA X
=AY A X 2M6-1
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Return Values

TSIP_SUCCESS : EERT
TSIP_ERR_RESOURCE_CONFLICT: RKMBIZHEBZN—FHz 7)Y —XAHhDnE
THEAINTWAILIZKD) V—REELNFEE
TSIP_ERR_KEY_SET E#75 Wrapped Key A i
TSIP_ERR_PARAMETER ADNTF—ANFRIE
Description

R_TSIP_RsaesOaepXXXEncrypt()B%kld&. RSAES-OAEP [ZHit > T, H—5I#plain’[CAhESh=-FX %
E=5|%key_index’[CAF LT= Wrapped Key 74+ —< v FDOABFREEF->THESI{LE L. BEILER%:
F 5|8 cipher'|2EEH LE¥ 9, RSAES-OAEP BEELMEBATHEAT 5/ v a7/ X LIEEME]
#’hash_type" THRELEFT ., YRIVERBEHTERAT 5/ \v 27T X LIXERSF]
#"mgf_hash_type’ THEE L E T,

SNIVEFERT BIGEEICIE. FATDIRNILEFERSIHE label’ 2, SNILD/NA FREELE]
#label_length”[THEELEFT . INILEFEALGVMEEIE, “label’(ZIE NULL, “label_length”[Z[d 0 %45
ELET,

Reentrant

FERE I
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TSIP(Trusted Secure IP)E ¥ 2 —)L Firmware Integration Technology

4.2.6.9

R_TSIP_RsaesOaepXXXDecrypt

Format

(1)

(2)

#include “r_tsip_rx_if.h”

e tsip_err t R_TSIP_RsaesOaep1024Decrypt(
tsip_rsa_byte data_t *cipher,
tsip_rsa_byte_data_t *plain,
tsip_rsa1024_private_key index_t *key_index,
uint8_t hash_type,
uint8_t mgf_hash_type,
uint8_t *label,
uint32_t label_length

)

#include “r_tsip_rx_if.h”

e tsip_err_ t R_TSIP_RsaesOaep2048Decrypt(
tsip_rsa_byte data_t *cipher,
tsip_rsa_byte data_t *plain,
tsip_rsa2048 private_key_index_t *key_index,
uint8_t hash_type,
uint8_t mgf_hash_type,
uint8_t *label,

uint32_t label_length

Parameters
cipher AN
pdata
data_length
plain HAh
pdata
data_length
key_index AN
hash_type AN
mgf_hash_type ARD
label ARD
label_length AN

BETEBET—4
BEXZEMNT HERIDKRS VR EIEE
BEXEIOENT—2REZEE
(Modulus n #4 X)

BEIN-FEXT—42
EXERMLTLSERINDKRS V2 EIEE

EXBEINOEMT—2REREE
T—42Y 4 X <=Modulus n %4 X-2*FEHT %/\v
aF7NTYXLDHAY A X-2

Wrapped Key

(1) RSA 1024bit
(2) RSA 2048bit

FRET B/ Ny a7)ILd) XLDOIESE
R_TSIP_RSA HASH_SHA1
R_TSIP_RSA HASH_SHA256

TR EFBEBMGFN)ERT 5/ v a7)ILd)X

LDiELE
R_TSIP_RSA HASH_SHA1
R_TSIP_RSA HASH_SHA256

SRILT—4

SRILT—E2DHA X

=AY A X 2M6-1
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Return Values

TSIP_SUCCESS : EERT
TSIP_ERR_RESOURCE_CONFLICT: KUBIZHERN—FI2z 7)Y —ANhDWLE
THEASINATWSIEIZKD) V—REELHKE
TSIP_ERR_KEY_SET E#75 Wrapped Key A i
TSIP_ERR_PARAMETER ANT—EMNIIE
TSIP_ERR_FAIL BSITKK
Description

R_TSIP_RsaesOaepXXXDecrypt()E#k(%. RSAES-OAEP IZfi(> T. F£—5I# cipher|CAh S-S
XEFHE=58"key indexX’|ZAN LI-MEREFE->TEEZ L. ESHEREE 5| plan’I2EEHLET,
RSAES-OAEP EE5MEBATHERT S/ vy > a7/)L3) AAIXEMES | hash_type" THRELET ., YR
AREBTERAT S/ \yaT7IILT) XLIEERSIE mgf_hash_type’ THEELZE T,

SNIEFERT BIGEEICIE. FATDIRNILEERSIHE label’ 2, SNILDNA FREELE]
#label_length”[THEELEFT . INILEFERALGVEEIE, “label’(ZIE NULL, “label_length”[Z[d 0 & 45
ELET,

Reentrant

JESF It
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4.2.6.10 R_TSIP_RsassaPkcsXXXSignatureGenerate

Format

(1) #include “r_tsip_rx_if.h”

e tsip_err_t R_TSIP_RsassaPkcs1024SignatureGenerate(
tsip_rsa_byte data_t *message_hash,
tsip_rsa_byte_data_t *signature,
tsip_rsa1024_private_key index_t *key_index,

uint8_t hash_type

)
(2) #include “r_tsip_rx_if.h”

e tsip_err_ t R_TSIP_RsassaPkcs2048SignatureGenerate(
tsip_rsa_byte_data_t *message_hash,
tsip_rsa_byte_data_t *signature,
tsip_rsa2048 private_key_index_t *key_index,

uint8_t hash_type

Parameters
message_hash A7
pdata

data_length

data_type

signature H A
pdata
data_length

key_index AAB

hash_type AR

Return Values
TSIP_SUCCESS :

TSIP_ERR_RESOURCE_CONFLICT:

TSIP_ERR_KEY_SET
TSIP_ERR_PARAMETER

EREMTHAvE—UFEEENY D EFR

Avt—UFRIFNY DA EERHLTULDE
FDKRA VR EIBTE

BEIDEMT—2R(A v E—CDBEDHIETE)
BRRYA X(F 2231-1 /81 k

message_hash O 7 —4 &5l &R

0: Avyt—2(N\y Y aftEEAE#HTEIT)
1y PafBNY VAERREEZAN)
E B XML ER
BREXERMT HERINDKRA VR EIEE
T—2R(NA MBI
Wrapped Key
(1) RSA 1024bit
(2) RSA 2048bit
E& %1+ % hash DiEFE
R_TSIP_RSA_HASH_MD5
R_TSIP_RSA_HASH_SHA1
R_TSIP_RSA_HASH_SHA256

EERT

AWBIZHELZN—F 7)) —ANDINIE
THEAINTWAZEIZKB )Y —RBEENFELE
EHE7 Wrapped Key A S ht=

AAT—5BTE
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Description
R_TSIP_RsassaPkcsXXXSignatureGenerate()Bi4ii&. RSASSA-PKCS1-V1_5(Zf>T. F—5|
#'message_hash’[CAN SNz A vE—IXFRIFNY D aEN L, B=518key_index’IZA ST
D Wrapped Key #F > TELXEHE L. FZ51 8 signature’I2E2EH LET . F—5I
#"message_hash->data_type" TA v E—TUFIBE LIZBE. A vtE—2I1Tx L THEM5$"hash_type” T
fEESN-HASHEHEZITLET, F—5I% " message_hash->data_type’ T/\y L 1 {EZIEELI-BE.
SFEM5| %" hash_type” THEE LTz/\y a7 T) XL TEHEL /vy 2 2 {E% 'message_hash->pdata”~
AALTLESLY,

key index DAEBAEICDWVTIX, 371 HOIALEHFESBLTLLESL,

Reentrant

JEF It

R20AN0371JJ0124 Rev.1.24 Page 212 of 448
2026.03.20 RENESAS



RX27x1) TSIP(Trusted Secure IP)E ¥ 2 —)L Firmware Integration Technology

4.2.6.11 R_TSIP_RsassaPkcsXXXSignatureVerification

Format

(1) #include “r_tsip_rx_if.h”

e tsip_err_t R_TSIP_RsassaPkcs1024SignatureVerification(
tsip_rsa_byte data_t *signature,
tsip_rsa_byte_data_t *message_hash,
tsip_rsa1024_public_key index_t *key_index,
uint8_t hash_type

)

(2) #include “r_tsip_rx_if.h”

e tsip_err_ t R_TSIP_RsassaPkcs2048SignatureVerification(
tsip_rsa_byte_data_t *signature,
tsip_rsa_byte_data_t *message_hash,
tsip_rsa2048 public_key _index_t *key_index,
uint8_t hash_type

)

(3) #include “r_tsip_rx_if.h”

e tsip_err_t R_TSIP_RsassaPkcs3072SignatureVerification(
tsip_rsa_byte_data_t *signature,
tsip_rsa_byte _data_t *message_hash,
tsip_rsa3072_public_key_index_t *key_index,
uint8_t hash_type

)

(4) #include “r_tsip_rx_if.h”

e tsip_err_t R_TSIP_RsassaPkcs4096SignatureVerification(
tsip_rsa_byte_data_t *signature,
tsip_rsa_byte data_t *message hash,
tsip_rsa4096_public_key_index_t *key_index,
uint8_t hash_type

Parameters
signature AR BEE9 5B R XIER
pdata BEAXEEBML TLDEINDKRA V2 FIEE
message_hash A7 BREET A v E—OXFERLIENY D 1ERR
pdata A ytE—UFRENYDAEERHLTULSE
FIDKRA V3 EIBTE
data_length BEIDENT—2FR(AvE—CDHBEDHIEE)
BAY A X(F 2831-1 /84 +
data_type message_hash 07— 4 &5l Z# iR

0: AvtE—2(\y Y aitEEZXREHRTET)
1NNy YafE(Ny D15t ERREAN)
key_index AR Wrapped Key 7+ —< v t DB
(1) RSA 1024bit
(2) RSA 2048bit
(3) RSA 3072bit
(4) RSA 4096bit
hash_type AR hash MF&%$E
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R_TSIP_RSA_HASH_MD5
R_TSIP_RSA_HASH_SHA1
R_TSIP_RSA_HASH_SHA256

Return Values

TSIP_SUCCESS : EERT
TSIP_ERR _RESOURCE_CONFLICT: AKWMBIZHWEBEHRN—FKH9z 7YY —AN D NIE
TEHEHAINTWVWSZEIZKE) Y —REENHEE

TSIP_ERR_KEY_SET EE7 Wrapped Key WA=

TSIP_ERR_AUTHENTICATION ERRIEKRK

TSIP_ERR_PARAMETER ADNT—EMBFIE

TSIP_ERR_FAIL REBL S —MF4E (XXX =3072, 4096 DH)
Description

R_TSIP_RsassaPkcsXXXSignatureVerification()B8%(&£. RSASSA-PKCS1-V1 5 ([Zfit> T, FE=5|
#'key_index"[CA A S - 2B D Wrapped Key & {ELVE—5|$"signature”[CA NS =BAXEEZ
5% message_hash’IZANSNFA v E—OXFELEIINYVLEDRIEZLET, £25I
#’message_hash->data_type" TA vt —T Z4EE L-HE. E=51key_index’IZA A E 1=
Wrapped Key 7+ —< v DA & EMU5I1 8 hash_type’ TIRE S Nf- HASHEHEZ TV &3, F25I
#"message_hash->data_type" T/\v > 1 {EF$EE L15E. FME5I# " hash_type" THRE LIz/\v a7
WIYXLTHELz/\y ¥ 1{E% message_hash->pdata®~AH L TL &Ly,

key index DERAEIZDNWTIEI71BOEIALEETHFESHBL TS

Reentrant

FERE I
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4.2.6.12 R_TSIP_RsassaPssXXXSignatureGenerate

Format

(1) #include “r_tsip_rx_if.h”

e tsip_err t R_TSIP_RsassaPss1024SignatureGenerate(
tsip_rsa_byte data_t *message_hash,
tsip_rsa_byte_data_t *signature,
tsip_rsa1024_private_key index_t *key_index,
uint8_t hash_type

)

(2) #include “r_tsip_rx_if.h”

e tsip_err t R_TSIP_RsassaPss2048SignatureGenerate(
tsip_rsa_byte_data_t *message_hash,
tsip_rsa_byte_data_t *signature,

tsip_rsa2048 private_key_index_t *key_index,

uint8_t hash_type

Parameters
message_hash A7
pdata

data_length

data_type

signature H A
pdata
data_length

key_index AAB

hash_type AR

Return Values
TSIP_SUCCESS :

TSIP_ERR_RESOURCE_CONFLICT:

TSIP_ERR_KEY_SET
TSIP_ERR_PARAMETER

EREMTHAvE—UFEEENY D EFR

Avt—UFRIFNY DA EERHLTULDE
FDKRA VR EIBTE

BEIDEMT—2R(A v E—CDBEDHIETE)
BRRYA X(F 2231-1 /81 k

message_hash O 7 —4 &5l &R

0: Avyt—2(N\y Y aftEEAE#HTEIT)
1y PafBNY VAERREEZAN)
E B XML ER
BREXERMT HERINDKRA VR EIEE
T—2R(NA MBI
Wrapped Key
(1) RSA 1024bit
(2) RSA 2048bit
E& %1+ % hash DiEFE
R_TSIP_RSA_HASH_SHA1
R_TSIP_RSA_HASH_SHA256

EERT

AWBIZHELZN—FH 7)) —ANDINIE
THEAINTWAZ EIZEKB )Y —RBEENFELE
EHE7 Wrapped Key A S ht=

AAT—5BTE
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Description
R_TSIP_RsassaPssXXXSignatureGenerate()B%k(&. RFC8017 8.1 0 RSASSA-PSS [Tt > T. HF—
5|#’message_hash’[CAA SNz A vE—OXFERFNY D EMD., FZ518key index’ ICAHEh
T-#EH D Wrapped Key > TELAXFEE L. FI5|¥ signature”TEZTH L EFT, VILFRIE 32
NA FEETYT,

F—5|#"message_hash->data_type" TA v E—TCH#BELEGHE. A vtE—2Ix L TE@ES]
#’hash_type”’ THEE & f= HASH St E E1TLVET,

% —5|#’message_hash->data_type”’ T/\v L 2% EE L1=1BE. EM5I1%hash_type’ THEE L =7\
a7 IdY ALTEELEz/\Y L 2 fE%F "message_hash->pdata®™~A AL TL 2L,

key index DEMAEICDWVTIX, 371 HOIALEHFESBLTLLESL,

Reentrant

FERE I
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4.2.6.13 R_TSIP_RsassaPssXXXSignatureVerification

Format

(1) #include “r_tsip_rx_if.h”

e tsip_err t R_TSIP_RsassaPss1024SignatureVerification(
tsip_rsa_byte data_t *signature,
tsip_rsa_byte_data_t *message_hash,
tsip_rsa1024_public_key index_t *key_index,
uint8_t hash_type

)

(2) #include “r_tsip_rx_if.h”

e tsip_err t R_TSIP_RsassaPss2048SignatureVerification(
tsip_rsa_byte_data_t *signature,
tsip_rsa_byte_data_t *message_hash,
tsip_rsa2048 public_key _index_t *key_index,
uint8_t hash_type

Parameters
signature AR L9 5 E R XIEH
pdata BANEERMLTLWBEINDKRS V2 FI8TE
message_hash AR BRELT DA v E—OXFERIF/ Ny 2 EFER
pdata AvtE—UFRIFNY D AEERMLTULSE
FIDRA V2 FIRTE
data_length BEIDEMNT—EAR(A vE—DDIHFEDHIERE)
BRAY A X 2831-1 /84 +
data_type message_hash 07— % & 3l Z# iR

0: AvtE—2(\y YaitEZABEHRTET)
1Ny afENY VA ERKEEAN)
key_index AR Wrapped Key 7+ —< v kD /AF%
(1) RSA 1024bit
(2) RSA 2048bit
hash_type AR hash MiE4E
R_TSIP_RSA_HASH_SHA1
R_TSIP_RSA_HASH_SHA256

Return Values

TSIP_SUCCESS : EERT
TSIP_ERR_RESOURCE_CONFLICT: RKNBIZHBEGN—F T )Y —IANthD0E
THERAINATWESIEIZKD) V—REENFELE
TSIP_ERR_KEY_SET EE77 Wrapped Key A Stz
TSIP_ERR_AUTHENTICATION ERIRIKK
TSIP_ERR_PARAMETER ADT—EHBARIE
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Description
R_TSIP_RsassaPssXXXSignatureVerification()E%kI&, RFC8017 8.1 =M RSASSA-PSS IZ#->T. £=
51#key_index’ [ A & t- Wrapped Key 7+ —< v FD AR ZFELE—5I# signature’lZA S h
B EEZSI# message_hash’ICAN SN A vE—OXFERFNY D LEDRIEZLET., VI
FRIE 32/ FEIETY,

5% "message_hash->data_type" TA v E— T ZFIBE L1-EE. E=518"key_index’ ICAK SNz
BR#2 D Wrapped Key & £ 5| % hash_type’ TIEE SN t- HASHETEZ T ET,

% 5% "message_hash->data_type" T/\v > 2 EZ$EE L1=15&. FEW5I8 " hash_type" THRE Lf=/\vy
a7 IdY ALTEELEz/\Y L 2 fE%F "message_hash->pdata®™~A AL TL 2L,

key index DEMAEICDWVTIX, 371 HOIALEHFESBLTLLESL,

Reentrant

FERE I
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427 ECC

4.2.7.1 R _TSIP_GenerateEccPXXXPublicKeylndex

Format

(1) #include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_GenerateEccP192PublicKeylndex(
uint8_t *encrypted_provisioning_key,
uint8_t *iv,
uint8_t *encrypted_key,
tsip_ecc_public_key_index_t *key_index
)
(2) #include “r_tsip_rx_if.n”
e tsip_err t R_TSIP_GenerateEccP224PublicKeylndex(
uint8_t *encrypted_provisioning_key,
uint8_t *iv,
uint8_t *encrypted_key,
tsip_ecc_public_key_index_t *key_index
)
(3) #include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_GenerateEccP256PublicKeylndex(
uint8_t *encrypted_provisioning_key,
uint8_t *iv,
uint8_t *encrypted_key,
tsip_ecc_public_key_index_t *key_index
)
(4) #include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_GenerateEccP384PublicKeylndex(
uint8_t *encrypted_provisioning_key,
uint8_t *iv,
uint8_t *encrypted_key,
tsip_ecc_public_key_index_t *key_index

Parameters
encrypted_provisioning_key AAD W-UFPK
iv AAH encrypted_key & RBFIZER LI-#1HAR Y 2
encrypted_key AR UPFK THS S 1t & i1z Encrypted Key
key_index H A Wrapped Key 7 +—< v kDS
value yNESE L]
key_management_info REEIF®R
key q (1) ECC P-192 2F# Q(FX)
(2) ECC P-224 2F# Q(FX)
(3) ECC P-256 2B Q(FX)
(4) ECC P-384 AF#E Q(FX)
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Return Values

TSIP_SUCCESS : EERT
TSIP_ERR_RESOURCE_CONFLICT: KUBIZHERN—FI2T7 )Y —ADMhDLE
THEAINTWAILIZKD) V—REELNFEE
TSIP_ERR_FAIL NI S —HHE
Description

ECC P-192, P-224, P-256. P-384 @ Wrapped Key 74+ —< v FORXFBZEZLE DT 570D API T,

encrypted_key [ZA 719 % Provisioning Key THEEL T 5 2R OIESILAKIL. 7.3.5ECC#SHBL T
CFZ&Ly,

encrypted_key & key_index [FfBEMNELSGEWVK S ITEEL TLZELY,

key_index-> value.key_q [CIZARBOFEXT—2 2SO ERPEASNET, TDT+—7T v L&,
7TA2ECCZEZRLTLESLY,

encrypted_provisioning_key, iv, encrypted_key D&, & & U key_index DERAAEICDOLNTIE, 3.7.1
BOIALEHESBLTIIEZEL,

Reentrant

FERE I
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4.2.7.2 R_TSIP_GenerateEccPXXXPrivateKeylndex

Format

(1) #include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_GenerateEccP192PrivateKeylndex(
uint8_t *encrypted_provisioning_key,
uint8_t *iv,
uint8_t *encrypted_key,
tsip_ecc_private_key_index_t *key_index
)
(2) #include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_GenerateEccP224PrivateKeylndex(
uint8_t *encrypted_provisioning_key,
uint8_t *iv,
uint8_t *encrypted_key,
tsip_ecc_private_key_index_t *key_index
)
(3) #include “r_tsip_rx_if.h”
e tsip_err_ t R_TSIP_GenerateEccP256PrivateKeylndex(
uint8_t *encrypted_provisioning_key,
uint8_t *iv,
uint8_t *encrypted_key,
tsip_ecc_private_key_index_t *key_index
)
(4) #include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_GenerateEccP384PrivateKeylndex(
uint8_t *encrypted_provisioning_key,
uint8_t *iv,
uint8_t *encrypted_key,
tsip_ecc_private_key_index_t *key_index

Parameters
encrypted_provisioning_key AR W-UFPK
iv AR encrypted_key £ RKBFICER L -#EARY 4
encrypted_key AR UFPK THEES 1t & 1 1= Encrypted Key
key_index A Wrapped Key

(1) ECC P-192 i 5
(2) ECC P-224 i 5
(3) ECC P-256 #b & i
(4) ECC P-384 W%

Return Values

TSIP_SUCCESS : EE#T
TSIP_ERR_RESOURCE_CONFLICT: ARMBIZBREHN— EY 7Y Y— A0 ME
TEHERAINTWEZEIZKE) Y —RBEENHEE
TSIP_ERR_FAIL RERT 5 —hiSe A
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Description
ECC P-192, P-224. P-256. P-384 D% D Wrapped Key #HH 19 57D API TY,

encrypted_key [CA119 % UFPK THEBILT 5T —2 DT+ —< v bE. 7.4 EXFREES ABRBO
Wrapped Key 74+ —< v b ZSBL T LY,

encrypted_key & key_index [FfBEMNELSGEWK S ITEEL TLZELY,

encrypted_provisioning_key, iv, encrypted_key M&iBH. & & U key_index DEAAEICDLNTIL, 3.7.1
BOFTALEHFESRBLTILZEIL,

Reentrant

JEF It
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4.2.7.3 R_TSIP_UpdateEccPXXXPublicKeylndex

Format

(1) #include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_UpdateEccP192PublicKeylndex(
uint8_t *iv,
uint8_t *encrypted_key,
tsip_ecc_public_key_index_t *key_index
)
(2) #include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_UpdateEccP224PublicKeylndex(
uint8_t *iv,
uint8_t *encrypted_key,
tsip_ecc_public_key_index_t *key_index
)
(3) #include “r_tsip_rx_if.h”
e_tsip_err_t R_TSIP_UpdateEccP256PublicKeylndex(
uint8_t *iv,
uint8_t *encrypted_key,
tsip_ecc_public_key_index_t *key_index
)
(4) #include “r_tsip_rx_if.h”
e_tsip_err_t R_TSIP_UpdateEccP384PublicKeylndex(
uint8_t *iv,
uint8_t *encrypted_key,
tsip_ecc_public_key_index_t *key_index

Parameters
iv AR encrypted_key £ FBFICER L -#EAR Y 4
encrypted_key AR KUK TRES 1k S fufz Encrypted Key
key_index H A Wrappd Key
value ANBABEME

key_management_info

key q

Return Values
TSIP_SUCCESS :
TSIP_ERR_RESOURCE_CONFLICT:

TSIP_ERR_FAIL

REEER

AB#(Qx || Qy) (FX)
(1) ECC P-192
(2) ECC P-224

(3) ECC P-256

(4) ECC P-384

EERT

AMBCHEGN—FD T )Y =AM LD NE
THEAINATWSILIZED) V—REELNFEE
RET S —MFE
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Description
ECC P-192, P-224. P-256. P-384 @ Wrappd Key 74 —< v D ARBEEHT 50D API T,

encrypted_key IZANT % KUK THEBILT 2 2HBOBSIEARLGSUICTT+—< v ME, 7.3.5ECC %
BHBLTLESL,

key_index->value.key q THASIN LB QDEXT—2DI+—<T v bE, 7T42ECCE#BHLTK
=&y,

iv, encrypted_key D&, & & U key_index DERAAEICDONTIE, 371 BOEIALEHRESRL T
ZE0y,

Reentrant

JEF It
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4.2.7.4 R _TSIP_UpdateEccPXXXPrivateKeylndex

Format

(1)

(2)

3)

(4)

#include “r_tsip_rx_if.h”

e tsip_err t R_TSIP_UpdateEccP192PrivateKeylndex(
uint8_t *iv,
uint8_t *encrypted_key,
tsip_ecc_private_key_index_t *key_index

)

#include “r_tsip_rx_if.h”

e tsip_err t R_TSIP_UpdateEccP224PrivateKeylndex(
uint8_t *iv,
uint8_t *encrypted_key,
tsip_ecc_private_key_index_t *key_index

)

#include “r_tsip_rx_if.h”

e_tsip_err_t R_TSIP_UpdateEccP256PrivateKeylndex(
uint8_t *iv,
uint8_t *encrypted_key,
tsip_ecc_private_key_index_t *key_index

)

#include “r_tsip_rx_if.h”

e_tsip_err_t R_TSIP_UpdateEccP384PrivateKeylndex(
uint8_t *iv,
uint8_t *encrypted_key,
tsip_ecc_private_key_index_t *key_index

Parameters
iv
encrypted_key AN
key_index Hh

Return Values
TSIP_SUCCESS :
TSIP_ERR_RESOURCE_CONFLICT:

TSIP_ERR_FAIL

ARB encrypted_key £ BFICER L-MEARNY 4

KUK THES1E & L1z Encypted Key
Wrappd Key

(1) ECC P-192 f %7

(2) ECC P-224 &

(3) ECC P-256 T % ##

(4) ECC P-384 fs &

EERT

KUBCHRERGN—FI T ) =MD 0E
THERAINATWESIEIZKD) V—REENFELE
REL S —MFE
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Description
ECC P-192, P-224, P-256. P-384 M#ME D Wrappd Key ZE#H T 51=6D API TY,

encrypted_key [ZA719 % KUK THEBILT 2MEROBEILAXLZSLIZTA—T v k&, 7.3.5ECC #
SHELTEEL,

iv, encrypted_key D&, & & U key_index DERAAEICDONTIE, 371 BOEIALEHRESBL T
ZE0y,

Reentrant

JEF It

R20AN0371JJ0124 Rev.1.24 Page 226 of 448
2026.03.20 RENESAS



RX27x1) TSIP(Trusted Secure IP)E ¥ 2 —)L Firmware Integration Technology

4.2.7.5 R _TSIP_GenerateEccPXXXRandomKeylndex

Format

(1) #include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_GenerateEccP192RandomKeylndex(
tsip_ecc_key pair_index_t *key_pair_index
)
(2) #include “r_tsip_rx_if.h”
e tsip_err_t R_TSIP_GenerateEccP224RandomKeylndex(
tsip_ecc_key pair_index_t *key_pair_index
)
(3) #include “r_tsip_rx_if.h”
e tsip_err_t R_TSIP_GenerateEccP256RandomKeylndex(
tsip_ecc_key pair_index_t *key_pair_index
)
(4) #include “r_tsip_rx_if.h”
e_tsip_err_t R_TSIP_GenerateEccP384RandomKeylndex(
tsip_ecc_key pair_index_t *key_pair_index

)

Parameters
key_pair_index 5 ECC AR, WMHEHER T D Wrappd Key
(1) ECC P-192
(2) ECC P-224
(3) ECC P-256
(4) ECC P-384
->public Wrappd Key 7+ —< v ~DF#E
value yNEEA
key_management_info REEFR
key_q AR QX || Qy) (FX)
->private WD Wrappd Key

Return Values

TSIP_SUCCESS : EERT
TSIP_ERR_RESOURCE_CONFLICT: RWBIZHELHN—FOz 7)Y —XH D NIE
THEAINATWAILITED Y YV —REENHKE
TSIP_ERR_FAIL NS —HHE
Description

ECC P-192, P-224, P-256, P384 MBI, MEHR T D Wrappd Key #H 13 516D API TF, &
APl IZ TSIP AEBICTELBEN b 1 —HREAFHLET, 1 —FROANIFETT, KAPIAHNT S
Wrappd Key ##AA L T—2 BB T LI LIC&KY., T—2DTY FOE—Z2H<CIENTEFET,
key_pair_index->public IZ2ABi#2®M Wrappd Key. key pair_index->private [CF#ZZ 8D Wrappd Key % 4 A
LF 9. key_pair_index->public.value.key_q [ZIF. FXDAHBAHAINETST, T—F2DT+—T v b
(X, 7.4 EFREEES BB D Wrapped Key 74+ —<w FESEBELTLESL,

key_pair_index->public %% 5 UM< key_pair_index->private R AEIZDWNWTIE 371 BOIALEHZS
B LT =&Y, key pair_index->public [ R_TSIP_GenerateEccPXXXPublicKeyindex()m 5t A& %
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N BABED Wrappd Key. key_pair_index->private [& R_TSIP_GenerateEccPXXXPrivateKeyIndex()h* 5 H
HENBWEHEO Wrappd Key ERIH#DERIZHY ET,

Reentrant
JEXT s
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4.2.7.6 R_TSIP_EcdsaPXXXSignatureGenerate

Format

(1) #include “r_tsip_rx_if.h”

e tsip_err t R_TSIP_EcdsaP192SignatureGenerate(
tsip_ecdsa_byte data_t *message_hash,
tsip_ecdsa_byte data_t *signature,
tsip_ecc_private_key_index_t *key_index

)

(2) #include “r_tsip_rx_if.h”

e tsip_err t R_TSIP_EcdsaP224SignatureGenerate(
tsip_ecdsa_byte data_t *message_hash,
tsip_ecdsa_byte data_t *signature,
tsip_ecc_private_key_index_t *key_index

)

(3) #include “r_tsip_rx_if.h”

e_tsip_err_t R_TSIP_EcdsaP256SignatureGenerate(
tsip_ecdsa_byte data_t *message_hash,
tsip_ecdsa_byte data_t *signature,
tsip_ecc_private_key_index_t *key_index

)

(4) #include “r_tsip_rx_if.h”

e_tsip_err_t R_TSIP_EcdsaP384SignatureGenerate(
tsip_ecdsa_byte data_t *message_hash,
tsip_ecdsa_byte data_t *signature,
tsip_ecc_private_key_index_t *key_index

Parameters
message_hash

pdata

data_length

data_type

signature

pdata

data_length

key_index

AR BRZEMITBRAvE—CF >Ny L aEER

AytE—CFREENYVAEEERML T SE
FDRA V2 EIBE
BEIDEDNT—2IR(AVE—DDHEEDHIETE)
(1)~@)DBEDBRHY A ZE 2/31-1 /34 ~
A)DBEDBRAY A XIE SHAS4 D1—HFEE
Bk TE

message_hash 07— % f& 5l &R

0: Ayt—D(N\y L astEEARBEHTRET)
1Ny YafE(\y Y astEREZTZAN)
H ER XML ER

EBRNEIEMT DEINDRA V32 F6E
ELBRIEUTOREY TT.
(1) "0 padding(64bit) || &% r(192bit) ||
0 padding(64bit) || E4 s(192bit)’
(2) *0 padding(32bit) || 4 r(224bit) ||
0 padding(32bit) || E4 s(224bit)’
(3) "E4 r(256bit) || B4 s(256bit)”

(4) "E 4 r(384bit) || 4 s(384bit)”
T—R RN FEL)
AN Wrappd Key
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(1) ECC P-192 #s &5 ¢
(2) ECC P-224 &
(3) ECC P-256 &3
(4) ECC P-384 fs &3¢

Return Values

TSIP_SUCCESS : EERT
TSIP_ERR_RESOURCE_CONFLICT: AUBIZHEZN—FO9zT7YY—IAHN D0
THERAINTWEIEIZED) Y —REEAKEE
TSIP_ERR_KEY_SET E#7 Wrapped Key WA &=
TSIP_ERR _FAIL AEITS—"FK4E
TSIP_ERR_PARAMETER ANT—E2DBFRIE
Description

(1)R_TSIP_EcdsaP192SignatureGenerate. (2) R_TSIP_EcdsaP224SignatureGenerate.
(3)R_TSIP_EcdsaP256SignatureGenerate {3 5154

FE—5|#"message_hash->data_type" TX* vt — T #EE L1=1H5E. F£—5|% 'message_hash->pdata”(Z
ANSINFzA Yy E—UX%E SHA256 /vy V2 5tE L. F=518"key_indexX’ IZA N SNF-TEHRED
Wrappd Key /' 5, ECDSA P-192, P-224, P-256 [CHWNBR X EE 5% signature’[CZEH LET,
E—5|#"message_hash->data_type" T/\v L afEZIEE L1=HBE. F—5|%"message_hash->pdata”l
ABNEINtz SHA-256 /vy & 2 fEDFKEE XXX E v F(=XXX/8 /34 R)IZxt LT, E=51%8"key_index’IZA
AENT=-MWZEHED Wrappd Key i 5, ECDSA P-192, P-224, P-256 [ZHELVE £ X % 5 =51 8"signature”
ICEZHLFET,

(4) R_TSIP_EcdsaP384SignatureGenerate R 3 5154

E—5|#"message_hash->data_type" TA v — T FI8E L1=HBE. F—5|%"message_hash->pdata”|
ARASNF=A Y E—UXE SHA-384 /Ny L aitH L. F£=518key_indexX’[CANSN-HEBERED
Wrappd Key 55, ECDSA P-384 [Tt L\EB& X ZE 518 signature”[TEEH L ET .

AytE—UANEFERATLEHEE. 435SR LTSHASBA O —FERBRBZEZAEL TS,

% —5|#"message_hash->data_type" T/\v L 2 EZEE L1-15E. £ —5|8 'message_hash->pdata”(Z
AN ENT=-SHA-384 /Ny L 2 fED 48 /134 P2 TIZR LT, E£=5I%key_index’ [CAN S NE=-TEHED
Wrappd Key 55, ECDSA P-384 [Tt LNEB& X ZE 518 signature”[TEEH L FET,

key index DERAGEZICDOVNTIE 371 BOIALETFESELTLLESL,

Reentrant
JExt I
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4.2.7.7 R_TSIP_EcdsaPXXXSignatureVerification

Format

(1) #include “r_tsip_rx_if.h”

e tsip_err t R_TSIP_EcdsaP192SignatureVerification(
tsip_ecdsa_byte data_t *signature,
tsip_ecdsa_byte data_t *message_hash,
tsip_ecc_public_key index_t *key_index

)

(2) #include “r_tsip_rx_if.h”

e tsip_err t R_TSIP_EcdsaP224SignatureVerification(
tsip_ecdsa_byte data_t *signature,
tsip_ecdsa_byte data_t *message_hash,
tsip_ecc_public_key index_t *key_index

)

(3) #include “r_tsip_rx_if.h”

e_tsip_err_t R_TSIP_EcdsaP256SignatureVerification(
tsip_ecdsa_byte data_t *signature,
tsip_ecdsa_byte data_t *message_hash,
tsip_ecc_public_key index_t *key_index

)

(4) #include “r_tsip_rx_if.h”

e_tsip_err_t R_TSIP_EcdsaP384SignatureVerification(
tsip_ecdsa_byte data_t *signature,
tsip_ecdsa_byte data_t *message_hash,
tsip_ecc_public_key index_t *key_index
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Parameters
signature

pdata

message_hash

pdata

data_length

data_type

key_index

Return Values

TSIP_SUCCESS :

A%

A%

AR

TSIP_ERR_RESOURCE_CONFLICT:

TSIP_ERR_KEY_SET

TSIP_ERR_FAIL

TSIP_ERR_PARAMETER

Description

REEY 5 ERXIER
BRANERMT DEINDRA V2 EBE
EZEARAKIILTOEY TY,
(1) "0 padding(64bit) || &4 r(192bit) ||
0 padding(64bit) || &% s(192bit)”
(2) "0 padding(32bit) || 4 r(224bit) ||
0 padding(32bit) || &% s(224bit)’
(3) "B 4 r(256bit) | B& s(256bit)’
(4) "B £ r(384bit) | B& s(384bit)’
BIIG DAY E—OXFERIEINY P2 EER
Ay—TFRENYDAEERMHLTLS
BEHDRA 2 EIRTE
BEIDENT—IR(AVvE—CDBEDHIE
)
(1)~(B)DIBEDBKY A X% 2031-1 /34 k
@)DBEDRRY A X% SHA3SS O 1—H5E
EREBICIKE
message_hash 07— 4 & Al &R

(3 AV E—D(N\Yy VAR EERBHTE
:?Avbﬂmﬂvblﬁﬁﬁﬁékﬁ)
Wrappd Key 7 +—< v ~ DR
(1) ECC P-192 /A Bas
(2) ECC P-224 /ABas
(3) ECC P-256 2\ Bas
(4) ECC P-384 /A

EERT
RWBICHEGN—FIz 7)) — XD LIE
THEASNATWRILIZEB )Y —REENEE
B E7 Wrapped Key WA &=

RIS —DFE, H LLIETBRRIIXK
ADT—EHBARIE

(1) R_TSIP_EcdsaP192SignatureVerification, (2) R_TSIP_EcdsaP224SignatureVerification.
(3) R_TSIP_EcdsaP256SignatureVerification A3 5156

frbe —

% _5|#"message_hash->data_type’ TA vt — T %$8E L1=15E. F 518 'message_hash->pdata”(

AREINt=A v E—UX%E SHA-256 /vy VastE L. E=518"key_index’IZ A1 E = Wrapped Key
74—y FOREEEMN S, ECDSA P-192, P-224, P-256 [ZHELVE—5| 0 signature”(CA DS n-E 4
XED®IELET,

% _5|#"message_hash->data_type”’ T/\v L afEZHEE L1-15E. F 518 'message_hash->pdata”(Z
AFENT= SHA256 /v & L EDEEE XXX E v F(EXXX/8 /34 R)IZxt LT, E=31%key_index’IZ A
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AEnT- Wrapped Key 7 +—< v FDORXEEEMN 5., ECDSA P-192, P-224, P-256 [ZHELVE—B]
HUsignature”’ | AN SNF-BRAXEDRIEZLET,

(4) R_TSIP_EcdsaP384SignatureVerification #{# A3 5154

£ Z5|%"message_hash->data_type" TA v tz— T ZI5FE L1=HBE. ¥ 5% "message_hash->pdata”lZ
ANENFAvE—IX%E SHA-384 /Ny T a5tE L. EB=51%"key_index’|Z A7 Ef= Wrapped Key
T4#—< v FORAREMN S, ECDSA P-384 [CHELVE—5|H signature’lCAN SN F-BEEXEDIEIEE L
FY,

Ayt—UANEERATSHHEE. 43%SRLTSHA3B D1 —YEREBZABL TS,

-

¥ Z5|#"message_hash->data_type” T/\v L afEZIRE L1=BE. 5% "message_hash->pdata’(
AR ENT= SHA-384 /vy 2 2 fED 48 /34 FE£TIZx LT, BE=51#"key_index"|Z A 1 S f= Wrapped
Key 74 —< v bORXFBEN 5. ECDSA P-384 [CHELVE—5| % "signature”lCA N S F-ER X & DIREE
ZLET,

key index DAERAERIZDWVTIE, 371 HDIALEHFEZSBELTLLESL,

Reentrant
JEXT s
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428 HASH

4.2.8.1 R_TSIP_ShaXXXlnit

Format

(1) #include “r_tsip_rx_if.h”
e _tsip_err_t R_TSIP_Sha1lnit(
tsip_sha_md5_handle_t *handle

)

(2) #include “r_tsip_rx_if.h”
e tsip_err_ t R_TSIP_Sha256Init(
tsip_sha_md5_handle_t *handle

)

Parameters
handle HH

Return Values
TSIP_SUCCESS :

Description

SHA B/ F5(T7—7 fEl)

EERT

R_TSIP_ShaxXXInit)B8%1&. SHAT 3 L < (% SHA256 /\v & 1 BEEETT 2 EEETL. ZOREE
F—5I8” handle” IZZZH LE T, "handle’lE. # < R_TSIP_ShaxXXXUpdate()BE% & & U
R_TSIP_ShaXXXFinal)B% T35 & LTHEASNETS .

Reentrant

FERE I
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4.2.8.2 R_TSIP_ShaXXXUpdate

Format

(1) #include “r_tsip_rx_if.h”

e tsip_err_ t R_TSIP_Sha1Update(
tsip_sha_md5_handle_t *handle,
uint8_t *message,
uint32_t message_length

)

(2) #include “r_tsip_rx_if.h”

e tsip_err t R_TSIP_Sha256Update(
tsip_sha_md5_handle_t *handle,
uint8_t *message,
uint32_t message_length

Parameters
handle ARIE S
message AN
message_length AAN

Return Values
TSIP_SUCCESS :
TSIP_ERR_RESOURCE_CONFLICT:

TSIP_ERR_PARAMETER:
TSIP_ERR_PROHIBIT_FUNCTION:

Description

SHA BNV F35(7—7 i)
Ay t—UEE
Ayt—UnNA bR

EERT

AKUBIZHERN—FHIz 7)Y =L 0LE
THEAINTWLWAI LIZELDY) Y—REENEE
FREHNY RILDADENT

FELGEBAFUL S

R_TSIP_ShaXXXUpdate()Bi%k(%. E£—35I% handle’ THEESN=/\> FILZFERAL. 2518
MD’message” & E =B D "message_length"M S/ vy L 1EEEFE L. BHEBEE—3 % handle”(ZE
E i L 9 (R_TSIP_GetCurrentHashDigestValue()BEi#k THBAIEE), A v E2— P AADTET LIz&IE.

R_TSIP_ShaXXXFinal()ZMFEUH L TL &L,

Reentrant

JEF I
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4.2.8.3 R_TSIP_ShaXXXFinal

Format

(1) #include “r_tsip_rx_if.h”

e tsip_err t R_TSIP_Sha1Final(
tsip_sha_md5_handle_t *handle,
uint8_t *digest,
uint32_t *digest_length

)

(2) #include “r_tsip_rx_if.h”

e tsip_err t R_TSIP_Sha256Final(
tsip_sha_md5_handle_t *handle,
uint8_t *digest,
uint32_t *digest_length

Parameters
handle AR SHA /N> FIL(7—7 $8i3)
digest HA hash 7—% %Eig
digest_length H 5 hash T—% /31 bR

(1) SHA1 : 20byte
(2) SHA256 : 32byte

Return Values

TSIP_SUCCESS : EERT
TSIP_ERR_RESOURCE_CONFLICT: AUB[ZHEBIGN—FO 7)Y =AM LR
THERINTWSILIZLD ) V—REELHESE
TSIP_ERR_PARAMETER: RIEGNY FILBAR ST
TSIP_ERR_PROHIBIT_FUNCTION: FELZEHENFEUH ST
Description

R_TSIP_ShaXXXFinal()B8#(%. £—3I% handie’ CIEE & Nf=/\> FLEFERA L, B350 digest’I<
EEER. £=5180digest_length”[TEEHRZREORIEZEETHLET,

Reentrant

FERE I
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4.2.84 R_TSIP_Md5lInit

Format

#include “r_tsip_rx_if.h”
e_tsip_err_t R_TSIP_Md5Init(
tsip_sha_md5_ handle_t *handle

)

Parameters
handle HAh MD5 B/\> K5 (77— $EiH)

Return Values
TSIP_SUCCESS : EEET

Description
R_TSIP_Md5Init()E%kiE. MD5 /vy L 1 BEEZRITT D EBZEZITL. TOHERZEZFE—51%" handle” [
EFHLFET, handle (F. #& < R_TSIP_Md5Update()BE%kd & U R_TSIP_Md5Final()B8%tT51%k& L T
FERINFET,

Reentrant

FERE I

R20AN0371JJ0124 Rev.1.24 Page 237 of 448
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4.2.85 R_TSIP_Md5Update

Format

#include “r_tsip_rx_if.h”

e _tsip_err t R_TSIP_Md5Update(
tsip_sha_md5_handle_t *handle,
uint8_t *message,
uint32_t message_length

Parameters
handle AN/ A
message ARB
message_length AR

Return Values
TSIP_SUCCESS :
TSIP_ERR_RESOURCE_CONFLICT:

TSIP_ERR_PARAMETER:
TSIP_ERR_PROHIBIT_FUNCTION:

Description

MD5 F/\> K 5(7—7 fEiE)
Ay t—UEE
Ayt—UnNA bR

EERT

AKUBIZHERN—FHIz 7)Y =L 0E
THEAINTWLWAI LIZELDY) Y—REENEE
FREHNY RILDBADENT-

FELGEBAFUL Sz

R_TSIP_Md5Update()B%kI&. E£—51#"handle’ TIEE S Nfz=/\> FILZFEAL. £ 518D " message”
EE=5IHM D ' message_length’M /vy L afEZFER L., &PEEEZFE 5% handle’(TEZHLET
(R_TSIP_GetCurrentHashDigestValue()EA# CTER#FAIEE), A v E— P ANMNTET LIz,

R_TSIP_Md5Final() &M UH L T 12 &Y,

Reentrant

FERE I

R20AN0371JJ0124 Rev.1.24
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4.2.86 R_TSIP_Md5Final

Format

#include “r_tsip_rx_if.h”
e_tsip_err_ t R_TSIP_Sha1Final(

tsip_sha_md5_handle_t *handle,

uint8_t *digest,
uint32_t *digest_length

Parameters
handle AR
digest HAh
digest_length HA

Return Values
TSIP_SUCCESS :

TSIP_ERR_RESOURCE_CONFLICT

TSIP_ERR_PARAMETER:
TSIP_ERR_PROHIBIT_FUNCTION:

Description

MD5 F/\> RIL(T7—7% $Ei5)
hash 7—#% 815
hash 7—#4 /34 k&(16byte)

EERT

AKUBIZHERN—FHIz 7)Y =L 0E
THEAINTWAILIZELDYY Y—RBEENEKE
FREHNY RILDBADENT-

FELGEBAFUL Sz

R_TSIP_Md5Final()BE%k1d. B—5I#handle’ TIRESIN=/\V FILEFERA L. FI51H D digest’[ZEE
R, £=5% digest_length’ [TEEHERENDRIEZEEHLET

Reentrant

FERE I
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4.2.8.7 R_TSIP_GetCurrentHashDigestValue

Format

#include “r_tsip_rx_if.h”

e tsip_err_t R_TSIP_GetCurrentHashDigestValue(
tsip_sha_md5_handle_t *handle,
uint8_t *digest,
uint32_t *digest_length

Parameters
handle AN SHAMD5 F/\> K5 (7 —% $EiH)
digest H 7 ANBHT—RIZHT BNy L afBT—% M
digest_length Hi 1 ANFHT—HISHT BNy L 2ET— 4R

(16, 20, 32 byte)

Return Values

TSIP_SUCCESS : EERT

TSIP_ERR_PARAMETER: RIEGNY FILBAR ST

TSIP_ERR_PROHIBIT_FUNCTION: FELHEHENAFEUH ST
Description

ABE#IE. 5% handle" THEESNf=/\> FILZEFERA L. 518 digest’(Z%& Update()B8% [i£] ETHERDOA
NEAHT—RIZT BNy P 2fBET—4H. 518 digest_length’ [T —2RE#HALET,

[3¥] R TSIP_ShalUpdate(). R_TSIP_Sha256Update(). F7-I& R_TSIP_Md5Update()R8%k

Reentrant
E| oI
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429 HMAC

4.2.9.1 R _TSIP_GenerateShaXXXHmacKeylndex

Format

(1) #include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_GenerateSha1HmacKeylndex (
uint8_t *encrypted_provisioning_key,
uint8_t *iv,
uint8_t *encrypted_key,
tsip_hmac_sha_key index_t *key_index
)
(2) #include “r_tsip_rx_if.n”
e tsip_err_ t R_TSIP_GenerateSha256HmacKeylndex (
uint8_t *encrypted_provisioning_key,
uint8_t *iv,
uint8_t *encrypted_key,
tsip_hmac_sha_key _index_t *key_index

Parameters
encrypted_provisioning_key AN W-UFPK
iv AR encrypted_key £ RBFICfER L =#1EAR Y &
encrypted_key AR UFPK THS S 1t & i1z Encrypted Key
key_index HA Wrapped Key

Return Values

TSIP_SUCCESS: EERT
TSIP_ERR_FAIL: NELS—MHE
TSIP_ERR_RESOURCE_CONFLICT: AWEB(ZHERN— K7 Y—ID D 0IE

THEAINTWSILIZKD) V—REELNFEE

Description
SHA1-HMAC % L < [ SHA256-HMAC D #ED Wrapped Key #H 79 516D API TY,

encrypted_key IZANT 5 UPFK THEBILT 5T —2DT7+—< v b, 7.3.6 HMAC ZSBL T =S
LY,

encrypted_provisioning_key, iv, encrypted_key D&, & & U key_index DERAAEICDLNTIE, 3.7.1
BOTIAEEHZSHBLTLESLY,

Reentrant

B I

R20AN0371JJ0124 Rev.1.24 Page 241 of 448
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4.2.9.2 R _TSIP_UpdateShaXXXHmacKeylndex

Format

(1) #include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_UpdateSha1HmacKeylndex (
uint8_t *iv,
uint8_t *encrypted_key,
tsip_hmac_sha_key index_t *key_index
)
(2) #include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_UpdateSha256HmacKeylndex (
uint8_t *iv,
uint8_t *encrypted_key,
tsip_hmac_sha_key index_t *key_index

Parameters
iv AR encrypted_key £ RBFICER L =#EAR Y &
encrypted_key AR KUK THE51t & 111z Encrypted Key
key_index HA Wrapped Key

Return Values

TSIP_SUCCESS : EEET
TSIP_ERR_FAIL: NERT 5 —hSF4E
TSIP_ERR_RESOURCE_CONFLICT: AREZHEHN— R TT ) Y— XA hONE

THERINTWSILIZKD ) V—REELNREE
Description
SHA-HMAC D # 0 Wrapped Key # B #3 51=60 API TY,
encrypted_key ICAN19 % KUK THEBILT 5T—2DT7+—< v bIE, 7.3.6 HMAC #8B L T Z&LY,

encrypted_provisioning_key, iv, encrypted_key D&, & & U key_index DERAAEIC DT, 3.7.1
BOTIAEEHESHBLTLIESLY,

Reentrant
E| oI

R20AN0371JJ0124 Rev.1.24 Page 242 of 448
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4.2.9.3 R _TSIP_ShaXXXHmacGeneratelnit

Format
(1) #include “r_tsip_rx_if.h”
e tsip_err_t R_TSIP_Sha1HmacGeneratelnit(
tsip_hmac_sha_handle_t *handle,
tsip_hmac_sha_key index_t *key_index

)
(2) #include “r_tsip_rx_if.h”

e tsip_err_t R_TSIP_Sha256HmacGeneratelnit(
tsip_hmac_sha_handle_t *handle,

tsip_hmac_sha_key index_t *key_index

Parameters
handle H A
key_index AN

Return Values
TSIP_SUCCESS :
TSIP_ERR_RESOURCE_CONFLICT:

TSIP_ERR_KEY_SET:

Description

SHA-HMAC F/\> K5 (77— {Ei)
Wrapped Key

EEET
AUBIZBHERGN—FI 7)Y =DM 0E
TEHERAINTWVWSZEIZKE) Y —RBEENHEE
BE77 Wrapped Key WA & t-

R_TSIP_ShaXXXHmacGeneratelnit()E8% (. =518 D key_index"Z ALY SHAT-HMAC ¥ L < &

= 4=

SHA256-HMAC BB #E1TT 2 EFEZEITLN. TOHR

ZE 5|18 ’handle”|TEEH LE T, "key_index’IZ

%, TLS E#t%EeM1HE. R_TSIP_TisGenerateSessionKey()BE# TA m & L= Wrapped Key Z#H L T
< 2& LY, “handle” [k < R_TSIP_ShaXXXHmacGenerateUpdate()BE%k %>,
R_TSIP_ShaXXXHmacGenerateFinal ) BEA$t D518 THERALE T,

key index DAERMAERIZDWVTIE, 371 HDIALEHFEZSBELTLESL,

Reentrant
E| oI
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4.2.94 R _TSIP_ShaXXXHmacGenerateUpdate

Format
(1) #include “r_tsip_rx_if.h”
e tsip_err_t R_TSIP_Sha1HmacGenerateUpdate(
tsip_hmac_sha_handle_t *handle,
uint8_t *message,

uint32_t message_length

(2) ;)#include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_Sha256HmacGenerateUpdate(
tsip_hmac_sha_handle_t *handle,
uint8_t *message,

uint32_t message_length

Parameters
handle ANEAH SHA-HMAC A/\> K5 (77— f8H)
message AR Ay t—UmEE
message_length AR Ayt—INnNA MR

Return Values

TSIP_SUCCESS : EERT

TSIP_ERR_PARAMETER: RERGNY FILBAD ST

TSIP_ERR_PROHIBIT_FUNCTION: FELZBEHENFEVH ST
Description

R_TSIP_ShaXXXHmacGenerateUpdate()B8%k (. E—5I#"handle” T EESNfz=/\>V FILZFERAL. =
518D "message” & FE =518 D" message_length’hM5/\vy A EFEE L. &H#FB%%FE—5% handle”
[CEEHLFET, A vE—CAAMNET LRI, R_TSIP_ShaXXXHmacGenerateFinal()ZFEUH L T
kAN

Reentrant

FERE I
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4.2.9.5 R _TSIP_ShaXXXHmacGenerateFinal

Format
(1) #include “r_tsip_rx_if.h”
e tsip_err_t R_TSIP_Sha1HmacGenerateFinal(
tsip_hmac_sha_handle_t *handle,
uint8_t *mac

)
(2) #include “r_tsip_rx_if.h”

e tsip_err_ t R_TSIP_Sha256HmacGenerateFinal(

tsip_hmac_sha_handle_t *handle,

uint8_t *mac
)
Parameters
handle AR SHA-HMAC F/\> RIL(7—% fE)
mac HA HMAC %B13
(1) SHA1-HMAC : 20byte
(2) SHA256-HMAC : 32byte
Return Values
TSIP_SUCCESS : IEERT
TSIP_ERR_FAIL: RIS —hHE
TSIP_ERR_PARAMETER: RERGNY FILBAD ST
TSIP_ERR_PROHIBIT_FUNCTION: RELGBEBNFUE ST

Description
R_TSIP_ShaXXXHmacGenerateFinal()E%ki%. $£—51%"handle’ TIEE S Nf=/\> FILZFERAL. £5]
HO'mac’ [TEERREEEHLET,

Reentrant

FERE I
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4.2.9.6 R_TSIP_ShaXXXHmacVerifylnit

Format
(1) #include “r_tsip_rx_if.h”
e tsip_err_t R_TSIP_Sha1HmacVerifylnit(
tsip_hmac_sha_handle_t *handle,

tsip_hmac_sha_key index_t *key_index

)
(2) #include “r_tsip_rx_if.h”
e tsip_err_ t R_TSIP_Sha256HmacVerifylnit(
tsip_hmac_sha_handle_t *handle,

tsip_hmac_sha_key index_t *key_index

Parameters
handle H A
key_index AN

Return Values
TSIP_SUCCESS :
TSIP_ERR_RESOURCE_CONFLICT:

TSIP_ERR_KEY_SET:

Description

SHA-HMAC /N> K5 (77— {Ei)
Wrapped Key

EEET
AUBIZBHERGN—FI 7)Y =DM 0E
TEHERAINTWVWSZEIZKE) Y —RBEENHEE
BE77 Wrapped Key WA & t-

R_TSIP_ShaXXXHmacVerifynit()B%k(&. E—518 D key_index” % LY SHA1-HMAC % L < [& SHA256-
HMAC BE #ETT 2EHREITL. TOHRZE 5| handle’IZEZH LFET . "key_index"IZ[F. TLS
EEMEETHERT 51548, R _TSIP_TIsGenerateSessionKey () THE R & 1= Wrapped Key R L T
{ 2& LY, “handle’ld#E < R_TSIP_ShaXXXHmacVerifyUpdate()BE k>,
R_TSIP_ShaXXXHmacVerifyFinal B D3 I THEALE T,

key index DEMAEIZDWNTIX, 371 BOFALEHEZSELTLEEWL

Reentrant
E| oI
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4.2.9.7 R_TSIP_ShaXXXHmacVerifyUpdate

Format
(1) #include “r_tsip_rx_if.h”
e tsip_err_t R_TSIP_Sha1HmacVerifyUpdate(
tsip_hmac_sha_handle_t *handle,
uint8_t *message,

uint32_t message_length

(2) ;)#include “r_tsip_rx_if.h”
e tsip_err_ t R_TSIP_Sha256HmacVerifyUpdate(
tsip_hmac_sha_handle_t *handle,
uint8_t *message,

uint32_t message_length

Parameters
handle ANEAH SHA-HMAC A/\> K5 (77— f8H)
message AR Ay t—UEE
message_length AR Ayt—INnNA MR

Return Values

TSIP_SUCCESS : EERT

TSIP_ERR_PARAMETER: REBNY FILBAA SN

TSIP_ERR_PROHIBIT_FUNCTION: FELZE#EATEULH ST
Description

R_TSIP_ShaXXXHmacVerifyUpdate()B#kI&. SF—5I%"handle” TIEE Snf=/\> FILZFEAL. F5I
D ’message”’ & FE=5I1H D 'message_length’M /Ny L2 EEZEE L. & EBEZE—3% handle’(

EEHLET, A vtE—CANATET LE=#IE. R _TSIP_ShaXXXHmacVerifyFinal)#FFUOH L TL &
LYo

Reentrant

JEF Iy
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4.2.9.8 R_TSIP_ShaXXXHmacVerifyFinal

Format
(1) #include “r_tsip_rx_if.h”
e tsip_err_t R_TSIP_Sha1HmacVerifyFinal(
tsip_hmac_sha_handle_t *handle,
uint8_t *mac,

uint32_t mac_length

(2) ;)#include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_Sha256HmacVerifyFinal(
tsip_hmac_sha_handle_t *handle,
uint8_t *mac,

uint32_t mac_length

Parameters
handle AN SHA-HMAC A/\> FIL(T7—2 fEi)
mac AR HMAC %833
mac_length AN HMAC &

Return Values

TSIP_SUCCESS : EERT

TSIP_ERR_FAIL: NI —hHE

TSIP_ERR_PARAMETER: REGNY FILBAR ST

TSIP_ERR_PROHIBIT_FUNCTION: FELZEHENFEVH ST
Description

R_TSIP_ShaXXXHmacVerifyFinal()B8%kI&. F£—51%"handle” THEE S Ni=/\> FILEFERAL. 518
M’mac” & E =518 D "mac_length”h 5 mac EDIRIEZITLVET . “mac_length’ D B [d byte T SHA1-
HMAC 1541 4 LI E 20 AT, SHA256-HMAC DI5AEE 4 UL 2 UTDEZEAALTLESLY,

Reentrant

FERE G
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4.2.10 DH

4.2.10.1 R_TSIP_Rsa2048DhKeyAgreement

Format

#include “r_tsip_rx_if.h”
e tsip_err_t R_TSIP_Rsa2048DhKeyAgreement(
tsip_aes_key index_t *key_index,
tsip_rsa2048 private_key index_t *sender_private _key_index,
uint8_t *message,
uint8_t *receiver_modulus,
uint8_t *sender_modulus

Parameters
key_index AR AES-128 CMAC ;& Wrapped Key
sender_private_key_index AR DH EE CHERAT 2MEZEHD Wrapped Key

WEZRD Wrapped Key ITEENHER J %
TSIPRETESL., FIALET

message AR Ayt —(2048bit)
sender_private_key index [C&Fh 3R ()& Y
INELMEZRELTLEZEW

receiver_modulus AR Receiver BNEtE L =R ERFIREEHER + MAC
2048bit XN EFFFIREH || 128bit
sender_modulus Hh Sender WEtE LI RN EFFREEHER + MAC

2048bit XN EFFFIREH || 128bit

Return Values

TSIP_SUCCESS : EEET
TSIP_ERR_KEY_SET: E'E 7 Wrapped Key WA A Stz
TSIP_ERR_RESOURCE_CONFLICT: KWMBIZHERN—F9z 7)Y —XHMhDNIE
THERASINATWAIEIZKD ) YV—REELFKELE
TSIP_ERR_FAIL: NELS—MHE
Description

RSA-2048 [C &5 DHEEZEHELEFT .
Sender I% TSIP. Receiver (3B BEFERLET,

Reentrant
JExT I
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4.2.11 ECDH

4.2.11.1 R_TSIP_EcdhP256Init

Format

#include “r_tsip_rx_if.h”
e _tsip_err_t R_TSIP_EcdhP256Init (

tsip_ecdh_handle_t *handle,
uint32_t key_type,
uint32_t use_key _id

)

Parameters
handle HA ECDH A/\> K5 (77— f81)
key_type AR ERmaniESE 0: ECDHE
1: ECDH
user_key id AHB 0: key id F~MEMA

11 key_id {#F(DLMS/COSEM R:&)

Return Values

TSIP_SUCCESS : EERT
TSIP_ERR_PARAMETER: ANT—EHBRIE
Description

R_TSIP_EcdhP256Init()Ei%1(%. ECDH X% EH T HEHEZITL. TOHERZEZE -5 handle’IZE
EFHLFET, "handle’lE. #i< R_TSIP_EcdhP256ReadPublicKey().
R_TSIP_EcdhP256MakePublicKey(). R_TSIP_EcdhP256CalculateSharedSecretindex().
R_TSIP_EcdhP256KeyDerivation(). R_TSIP_EcdhP256SshKeyDerivation()BE83{ T5I8& L TER I E
ElS

FEZEIH D key_type” Tld ECDH 82X DFEFE % :E IR L T 2 &L\, ECDHE Tl.
R_TSIP_EcdhP256MakePublicKey()BE%t T TSIP O EL 34 BitkEE L) ECC P-256 DR 7 Z#4E/R L F
¥, ECDH Tl&, BB TIEHONLHFALBE=FERALET,

E=51H M use_key_id"[F. BEIRBDIEIZ key_id ZFERATHIHEE1"EANL T EL, key_id [FR
Y — b A—4[IFT#R#ED DLMS/COSEM A& TY .

key index DEMRAEIZCDOWNTIE 371 BOIALETFESHEL TS,

Reentrant
JEXT s
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4.2.11.2 R_TSIP_EcdhP256ReadPublicKey

Format

#include “r_tsip_rx_if.h”

e tsip_err_ t R_TSIP_EcdhP256ReadPublicKey (
tsip_ecdh_handle_t *handle,
tsip_ecc_public_key index_t *public_key_index,
uint8_t *public_key data,
tsip_ecdsa_byte data_t *signature,
tsip_ecc_public_key index_t *key_index

Parameters
handle ARB/HAH ECDH /N> F5(7—% f81H)
public_key_index AR ELRREERA T DO 2B D Wrapped Key
public_key data AN key id Z#H LA LVEE  ECC P-256 /AFH#E
(512bit)
key id ##RT 5154 key_id (8bit) || 22BAs#
s(512bit)
signature AR public_key data @ ECDSA P-256 £4
key_index H B public_key data 0 Wrapped Key
Return Values
TSIP_SUCCESS : EERT
TSIP_ERR_RESOURCE_CONFLICT: RAWMBIZHELZN—FHz 7)Y —XHthDniE
THEASNTWSZ EIZED ) Y —RERNFEE
TSIP_ERR_KEY_SET: EE7 Wrapped Key BNA St
TSIP_ERR_FAIL: NEBTS—MFE. b L IETEBEBRIKK
TSIP_ERR_PARAMETER: REGNY FILBAR ST
TSIP_ERR_PROHIBIT_FUNCTION: FELZBEHENFEVH ST
Description

R_TSIP_EcdhP256ReadPublicKey()B%k % ECDH 35 #:48 F d ECC P-256 public key DE L £425E L .
ERZMNIE LITHIEE 5518 public_key_data @ Wrapped Key ZHH AL FET,

% —5|%"handle”’ & < R_TSIP_EcdhP256CalculateSharedSecretindex()EA# DS IBTHEALE T,

%2518 public_key_index’ (X, F=51%"public_key data’ME R T&H D FEM5|$ signature’ Z1REE I 5 1=
HD BB D Wrapped Key ZA DL ET,

% = 3|4public_key data’lZ. ECDH #3#4BF M ECC P-256 AR % A LT, DLMS/COSEM f
EELTkey id #FRAT 55EIE. AFRABDEEIC key id #EELI-EZANLET,

E U5 # signature”’lL. public_key data ® ECDSAP-256 E£%2ANLZEd, BEREFRBO/ Y alT
SHA-256 MER SN TWLWEAEDELTWVET,

FHEI#key_index’l& R_TSIP_EcdhP256CalculateSharedSecretindex()Bi% T Z 5t HET 51-ODA A
ELTHEALEY,

public_key_index DERAEICDONTIXI7TARBDEIALEHESHBL TS,
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Reentrant
JExT I
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4.2.11.3 R_TSIP_EcdhP256MakePublicKey

Format

#include “r_tsip_rx_if.h”

e tsip_err t R_TSIP_EcdhP256MakePublicKey (
tsip_ecdh_handle_t *handle,
tsip_ecc_public_key index_t *public_key_index,
tsip_ecc_private_key_index_t *private_key_index,
uint8_t *public_key,
tsip_ecdsa_byte data_t *signature,
tsip_ecc_private_key_index_t *key_index

Parameters
handle AN A ECDH /N> K5 (77— $815)
key_id AT 515 & (.
R_TSIP_EcdhP256Init()M%E1T7#. handle->key_id
[CAALTLEELY,
public_key_index AR ECDHE ®Z&IENULL R4 2 ZAALTLEE
&Ly,
ECDH B &1&. ECC P-256 2ABi% M Wrapped
Key #AAL TS0
private_key_index A A ELZ /M ITD ECC P-256 & i
public_key H BRI —Y A% (512bit)
key_id Z Y 5154 key_id (8bit) || 22 BIfE
(512bit) || O padding(24bit)
signature 5 E BB MEIER
->pdata  BRAXERMNT SERIDKRA V2 EI6TE
E LR X(LX"E S r(256bit) || B % s(256bit)”
->data_length T2 RN B
key_index 5 ECDHE MiF&IFE M D ER SN -WEZEHED

Wrapped Key
ECDH OiZ&[FHEAShFEE A,

Return Values

TSIP_SUCCESS : EERT
TSIP_ERR_RESOURCE_CONFLICT: AUBIZHELGN—FOz 7)Y —XHD0E
THERINTWSILIZKD YV —REELNREE

TSIP_ERR_KEY_SET: EH 7 Wrapped Key WA Eh itz
TSIP_ERR_FAIL: RIS —ARE
TSIP_ERR_PARAMETER: REGNY FILBNA A SN
TSIP_ERR_PROHIBIT_FUNCTION: AELHZEEMATUEHENT-

Description

R_TSIP_EcdhP256MakePublicKey()B8#t&. —BFI7ZR R 7 (Ephemeral Key) DA ZEH Z7xLy. ERL
FFRLLLIFEADL-BZEZERALTERZERLET,

R_TSIP_EcdhP256Init()Ei%1®M key_type T ECDHE %357 L =154 . TSIP OEL AR EEE % # L) ECC
P-256 MBERT7EHER LET . BRI public key ~HEA L., #EZEHEIL key_index [CHAIWET,
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R_TSIP_EcdhP256Init()E8%1® key_type T ECDH %#8%E L 7=1#&5&. public_key IZ[F public_key_index T
AALE=NEEZHALET, key index IZIZAMEBHAShFEREA,

F—5|#"handle”lE#t < R_TSIP_EcdhP256CalculateSharedSecretindex()EAE D5 I8 THERALE T,

% =51 #public_key _index’(&. ECDH Mi5#& . ECC P-256 AR D Wrapped Key A AL E T,
ECDHE OB &IENULL 3 EELE T,

FE =58 private_key_index”(&. BREK THERAT 5 ECC P-256 #ZHE0D Wrapped Key #AH LFET,
FE 5% public_key’l& ECDH SR #ABF (X H AR E LTHERLET,
FE AR5 signature”|d ECDH R MBFICEHERE L THERALET,

FE 758 key_index’I& R_TSIP_EcdhP256CalculateSharedSecretindex()\B$i T Z 25tE T 5= DA A
ELTHERALET,

public_key index & private_key index DA AEIZDOWTIX 371 BOEIALEHESHELTLESL,

Reentrant

FERE I
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4.2.11.4 R_TSIP_EcdhP256CalculateSharedSecretindex

Format

#include “r_tsip_rx_if.h”

e tsip_err_t R_TSIP_EcdhP256CalculateSharedSecretindex (
tsip_ecdh_handle_t *handle,
tsip_ecc_public_key index_t *public_key_index,
tsip_ecc_private_key_index_t *private_key_index,
tsip_ecdh_key index_t *shared_secret_index

Parameters
handle AAEH ECDH B/\> K5 (7—% $EiH)
public_key_index AT R_TSIP_EcdhP256ReadPublicKey() CE & #2E L
f=/ABA#R D Wrapped Key
private_key_index AH WEZH D Wrapped Key
shared_secret_index H A ECDH X E CTHE L =X HWE "Z°MD Wrapped
Key
Return Values
TSIP_SUCCESS : EERT
TSIP_ERR_RESOURCE_CONFLICT: AUBIZHDELZN—FH 7)Y —IA g
THERASNATWS I EIZED ) Y —REENAFEE
TSIP_ERR _KEY_SET: B Wrapped Key BAA &=
TSIP_ERR_FAIL: AEITS—MFK4E
TSIP_ERR_PARAMETER: FEHNY FLBAA ST
TSIP_ERR_PROHIBIT_FUNCTION: FELBEHMNFUHE S h -

Description
R_TSIP_EcdhP256CalculateSharedSecretindex()Bi%i &, |XBEFOLME L BFDIWZFEHEH 5 ECDH
BRW|T LT XLTEEWEZ"D Wrapped Key ZH AL E T,

% =51 #public_key _index”[Z1&. R_TSIP_EcdhP256ReadPublicKey()Bi% TE &KL L - ARE®D
Wrapped Key T# 5 key index #AAL TLEELY,

¥ =5|# private_key_index’[ZI&. R_TSIP_EcdhP256Init() T ECDHE(key type=0)%Z#&E L =15 &I1Z(E.
R_TSIP_EcdhP256MakePublicKey ()B4 D H A DELE M 5 £ S M- FEZE D Wrapped Key T#H 5
key_index. ECDH(key_type=1)Z$5%E L =35 &I(Z1&. R_TSIP_EcdhP256MakePublicKey()BE#t D — 5|
MEXITIEBWEZEED Wrapped Key ZA AL TLEELY,

¥ 045 #"shared_secret_index’[&. #i< R_TSIP_EcdhP256KeyDerivation()E# & 1= (&
R_TSIP_EcdhP256SshKeyDerivation()B#1 T Wrapped Key ZtH h 3 5 =00 &M E L THERALET,

ECDH ##8% L =3Z5& O private_key_index DA AEICDWTIE 371 RBDFIALEHRESRBL T
AN

Reentrant
JExT I
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4.2.11.5 R_TSIP_EcdhP256KeyDerivation

Format

#include “r_tsip_rx_if.h”

e tsip_err_t R_TSIP_EcdhP256KeyDerivation (

tsip_ecdh_handle_t *handle,

tsip_ecdh_key index_t *shared_secret_index,

uint32_t key_type,
uint32_t kdf _type,

uint8_t *other_info,
uint32_t other_info_length,

tsip_hmac_sha key index_t *salt_key_index,

tsip_aes_key index_t *key_index

Parameters
handle

shared_secret_index

key type

kdf_type

other_info

other_info_length

salt_key_index

key_index

Return Values
TSIP_SUCCESS :

AR A
AR

AR

AR

AN

AN

AR

HAh

TSIP_ERR_RESOURCE_CONFLICT:

TSIP_ERR_KEY_SET:
TSIP_ERR_PARAMETER:

TSIP_ERR_PROHIBIT_FUNCTION:

ECDH R/\> K 5(7—7 fEi5)

R_TSIP_EcdhP256CalculateSharedSecretindex T
& L1="Z°M Wrapped Key
IRESELRBOES 0: AES-128

1: AES-256

2: SHA256-HMAC

BEHOMHETHERATS7ILTV XL
0: SHA256
1: SHA256-HMAC

BEHOHETHEAT HEMT—4

(AlgorithmlID || PartyUlnfo || PartyVInfo ||
SuppPublnfo || SuppPrivinfo)® & 3 1=, #HT %
T—REEELIZEZANDLTLLESLY,
other_info M/ FR(23 LLE 147 LLTD/NA R E
£i1)

Salt ® Wrapped Key (kdf_type A* 0 D5 & (&
NULL % A7)

key_type IZxthi L 7= Wrapped Key

key_type:2 Mi5F&. SHA256-HMAC 0 Wrapped
Key #HHA LF T, tsip_hmac_sha_key_index_t
BTEAICHERSN-EEOELET FLR %,
(tsip_aes_key index t"E TX+ X FLTHEL
TLIEEL,

EERT

AWMBIZHELZN—FH 7)) —ANMDINIE
THEAINTWAZEIZKB ) Y —RBEENFELE
EHE7 Wrapped Key A S ht=

FEHBNY FILNAASHT

FELGEHAFUH ST
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Description
R_TSIP_EcdhP256KeyDerivation()B%kI&. R_TSIP_EcdhP256CalculateSharedSecretindex()Bi#{ T5+&

L =#E#E"Z(shared_secret_index)'Z ¥ & LT, FE=51HD key_type THE L 7= Wrapped Key
FEHLFET, BEEHO7/ILT) X LK, NIST SP800-56C 0D One-Step Key Derivation T9, FIU5|$
kdf_type T. AES-128, AES-256 Ff-I% SHA-256 HMAC #$8%F L £9 ., SHA-256 HMAC *#18E 9 515
&. Et5I# salt_key index [Z, R_TSIP_GenerateSha256HmacKeyIndex()BE %k £ 1= 1%
R_TSIP_UpdateSha256HmacKeylndex()E%{ T 71 L 7= Wrapped Key ## E L E T,

FERHFI D other_info"[CIEZWRBAF EHEXBE L TVWIRELED-HDEEME. FE/<51% other_info_length”
IZZDNA FREZAALTLEESLY,

F/\5|#key_index”(Z1E key_type [ZxfI& L 1= Wrapped Key A EINFET, EHI % Wrapped Key &
FEATRELZEBOEEEZUTICRLET,

EH9 % Wrapped Key ERAATEE 7R BA %K
AES-128 AES128 £ T Init Bi%k. R_TSIP_Aes128KeyUnwrap()
AES-256 AES256 £ T Init Bd%. R_TSIP_Aes256KeyUnwrap()
SHA256-HMAC R_TSIP_Sha256HmacGeneratelnit(). R_TSIP_Sha256HmacVerifylnit()
Reentrant
FEXHIE
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4.2.11.6 R_TSIP_EcdheP512KeyAgreement

Format

#include “r_tsip_rx_if.h”

e _tsip_err_t R_TSIP_EcdheP512KeyAgreement(
tsip_aes_key index_t *key_index,
uint8_t *receiver_public_key,
uint8_t *sender_public_key

Parameters
key_index AR AES-128 CMAC jEH F Wrapped Key
receiver_public_key AN Receiver M Brainpool P512r1 /A GA%E
Q(1024bit) || MAC(128bit)
sender_public_key Hh Sender ® Brainpool P512r1 22 B

Q(1024bit) || MAC(128bit)

Return Values

TSIP_SUCCESS : EERT
TSIP_ERR_RESOURCE_CONFLICT: AUBIZHELZN—FO9zT7YY—IAN i
THERINTWAZEIZEE) Y —REENHEE
TSIP_ERR_KEY_SET: B Wrapped Key BAA &=
TSIP_ERR_FAIL: RETS—HFE
Description

Brainpool P512r1 Z FAWLNTE|AR7A D% . ECDHE BEH#TULVET,
Sender [% TSIP, Receiver [ FEEZRLET,

Reentrant

FERE I
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4.2.11.7 R_TSIP_EcdhP256SshKeyDerivation

Format

#include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_EcdhP256SshKeyDerivation (
tsip_ecdh_handle_t *handle,

tsip_ecdh_key index_t *shared_secret_index,

uint32_t key_type,
uint8_t *other_info,
uint32_t other_info_length,

tsip_aes_key index_t *client_write_key index,
tsip_aes_key _index_t *server_write_key_index,
tsip_aes_key_index_t *client_mac_key_index,
tsip_aes_key index_t *server_mac_key_index,

uint8_t *client_iv,
uint8_t *server_iv

Parameters
handle AR SR
shared_secret_index AN
key_type AN
other_info AN
other_info_length AN
client_write_key_index HAh
server_write_key_index HAh
client_mac_key_index HAh
server_mac_key_index HAh
client_iv Hh
server_iv A

ECDH R/\> k5(7—7 fEi5)

R_TSIP_EcdhP256CalculateSharedSecretindex T
& L1="Z°M Wrapped Key
IRESESRDIESE 0: AES-128

1: AES-256
2: SHA256-HMAC

BEHOHETHERAT HEMT—4
VC|IV_S|ILC|ILS|IK_S|ellf
other_info /N1 k&K(2°24-1 LI T D /A |+ Efi)

925472 MITOREELIZERT % Wrapped
Key

key type =0,1 D (ZH 5
Y—N\AITOREEILIZERT % Wrapped Key
key_type =0,1 DBFIZH 5
H—N\BITORIT— 2 ERIZFEHAT 5 Wrapped
Key

key_type IZxthi L 7= Wrapped Key

key_type:2 Mi5F&. SHA256-HMAC 0 Wrapped
Key #HHA LF T, tsip_hmac_sha_key_index_t
BTEAMICHERSN-EEOELET FLR %,
(tsip_aes_key index t"E TX+ X FLTHEL
TLIEZ&ELY,

Y—N\BITORIET— 2 ERKIZEHRT 5 Wrapped
Key

key_type [Zxti L = Wrapped Key

key type:2 Mi5&. SHA256-HMAC 0 Wrapped
Key #H AL E 9, tsip_hmac_sha_key index_t
BICTEAICHERSIN-BEHOELET FLRA %,
(tsip_aes_key index t"E TX+ X FLTHEL
TLIEE&ELY,

9547 MUTOERICHERT HHHERI 42
key_type =0,1 DEFIZHE A (16 /31 )
H—NBITOREICERT MBI 4
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key type =0,1 DEFICH A (16 /341 +)

Return Values

TSIP_SUCCESS : EERT
TSIP_ERR_FAIL: NI S —HHE
TSIP_ERR_RESOURCE_CONFLICT: RKMBIZHEBZN—FHz 7)Y —XAHhDnE
THEASINATVWSIEIZKD) V—REELHKE

TSIP_ERR_KEY_SET E#75 Wrapped Key A f=
TSIP_ERR_PARAMETER ARNT—EHBRE
TSIP_ERR_PROHIBIT_FUNCTION: FELHBEHENFEUH ST

Description

R_TSIP_EcdhP256SshKeyDerivation()Bi#k(&. R_TSIP_EcdhP256CalculateSharedSecretindex()Bi%k T
FE LI HBME Z(shared_secret_index)" ##E# ¥ & LT, SSH TEMAT % Wrapped Key #EH LFET,
Wrapped Key DFEFBILE=518key type’ THRELEFT, HEHDO 7L T X LlX, RFC4253 [ZHELVE
ElS

FE5| D other_info"[CITMRMBEFLHEBLTVWIBREHD-HOEEEEZANL. FH5IH
"other_info_length’IZZ M/N1 FRZEZADLTL SN,

H AL key_type IZXIE LT, ER5I% client_write_key index’IZ9 54 7> MATHORESLIZHERT 3
Wrapped Key. Et35|1%"server_write_key index’[ZH— /B TORES{LIZ#FHT % Wrapped Key. E/\
5|%"client_mac_key _index’ 129 54 7 > MAITORIET—2 £RIZFEHRT % Wrapped Key., FEA51%
"server_mac_key_index”IZH—/NMAITOERREET— 2 £ RLIZERT % Wrapped Key. FE+51%"client_iv’(Z
D247 MUITOERICHERT 2MHMERD 2 E+—518 server_ivV'I[CH—/N\BITOERIZFERT S
NEER ANRHASINFET,

Reentrant

FERE I
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4.2.12 KeyWrap

4.2.12.1 R_TSIP_AesXXXKeyWrap

Format

(1) #include “r_tsip_rx_if.h”

e tsip_err t R_TSIP_Aes128KeyWrap (
tsip_aes_key_index_t *wrap_key_index,
uint32_t target_key_type,

tsip_aes_key_index_t *target_key_index,
uint32_t *wrapped_key

)
(2) #include “r_tsip_rx_if.n”

e tsip_err t R_TSIP_Aes256KeyWrap (
tsip_aes_key_index_t *wrap_key_index,
uint32_t target_key_type,

tsip_aes_key_index_t *target_key_index,
uint32_t *wrapped_key

Parameters

wrap_key_index

target_key type

target_key_index

wrapped_key

Return Values
TSIP_SUCCESS :

AR

AR

AR

H

TSIP_ERR_RESOURCE_CONFLICT:

TSIP_ERR_KEY_SET
TSIP_ERR_FAIL

Description

(1) Sy FIZERAT S AES128 # D Wrapped
Key
(2) v FIZERAT S AES256 # D Wrapped
Key
T TT HREDRDER
O(R_TSIP_KEYWRAP_AES128): AES-128
2(R_TSIP_KEYWRAP_AES256): AES-256
5 v 7§ B3ERD Wrapped Key
target_key type 0 : 13 word size
target_key type 2 : 17 word size
Sy Tahi-#
target_key type 0: 6 word size
target_key type 2 : 10 word size

EERT

RWBIZHEGN—F I 7)) —AHMhDLIE
THEAINATWSZEIZED ) Y—REELHEE
B E7 Wrapped Key WA &=

RIS —AHE

R_TSIP_AesXXXKeyWrap()B8#k (. =518 A 51 L 1= target_key_index &5 —5|$(M wrap_key_index
EFEWNSYTLET, Ty TIN=BIXEMmSIED wrapped key [TEEHLFET, Sy TDO7ILITYX
L RFC3394 [CEMLFET, T v TITE5RRDEIL. F518 D target_key type TEIRL T LY,

Sy FIZERAT HEEN 128bit DIFEIX. R_TSIP_Aes128KeyWrap(). T v FIZEAT S EN 256bit

DB AL R_TSIP_Aes256KeyWrap()&EHA L E I,

Reentrant
JExt I
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4.2.12.2 R_TSIP_AesXXXKeyUnwrap

Format

(1) #include “r_tsip_rx_if.h”

e tsip_err t R_TSIP_Aes128KeyUnwrap (
tsip_aes_key_index_t *wrap_key_index,
uint32_t target_key_type,
uint32_t *wrapped_key,
tsip_aes_key_index_t *target_key_index

)

(2) #include “r_tsip_rx_if.h”

e tsip_err t R_TSIP_Aes256KeyUnwrap (
tsip_aes_key_index_t *wrap_key_index,
uint32_t target_key_type,
uint32_t *wrapped_key,
tsip_aes_key_index_t *target_key_index

Parameters

wrap_key_index AR M7r7yvTICERYT % AES128 # D
Wrapped Key
73 vTICERT S AES256 # D
Wrapped Key
target_key_type AH T o539 TTEREDEDER
0(R_TSIP_KEYWRAP_AES128): AES-128
2(R_TSIP_KEYWRAP_AES256): AES-256
wrapped_key AR PANAY (Wit
target_key_ type 0 : 6 word size
target_key type 2 : 10 word size
target_key index Hh Wrapped Key
target_key_type 0 : 13word size
target_key type 2 : 17 word size

Return Values

TSIP_SUCCESS : EERT
TSIP_ERR_RESOURCE_CONFLICT: RWBIZHELHN—FOz 7)Y —XH D NIE
THEASIATWSILIZKD) V—REELHKE
TSIP_ERR_KEY_SET EH 7 Wrapped Key WA Eh itz
TSIP_ERR_FAIL NI S —ARE
Description

R_TSIP_AesXXXKeyUnwrap BE%kl&. BE=5I%ZA 51 L7z wrapped_key &5 — 351410 wrap_key_index
EEWTUSYTLET, Ty TEIN-RIIEMS|ED target_key index [CEEHLET, 7T v
TOF7INT) XL RFC33M IZERLET, 7TV TTERHRDBEE. F 580D target_key_type T
BIRL TS,

ToSy TIERT HEBEN 128bit DIFEIEX. R _TSIP_Aes128KeyUnwrap(). 7> 5w FIZEHET 58
£H% 256bit DIHFA X R_TSIP_Aes256KeyUnwrap()&ZFEH L E I,

Reentrant
JExt I
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4.2.13 TLS (TLS1.2/1.3 @)
Format #T(1)MH DL DIZDNTIEE, (NFYS14 7> FA. Q)BY—/ATY,

4.2.13.1 R=TSIP=GenerateTIsXXRsaPuincKeyIndex

Format

(1) #include “r_tsip_rx_if.h”
e tsip_err_t R_TSIP_GenerateTIsRsaPublicKeylndex(
uint8_t *encrypted_provisioning_key,
uint8_t *iv,
uint8_t *encrypted_key,
tsip_tls_ca_certification_public_key index_t *key_index

)
(2) #include “r_tsip_rx_if.h”
e tsip_err_t R_TSIP_GenerateTIsSVRsaPublicKeyIndex(
uint8_t *encrypted_provisioning_key,
uint8_t *iv,
uint8_t *encrypted_key,
tsip_tls_ca_certification_public_key index_t *key_index

Parameters
encrypted_provisioning_key AAB W-UFPK
iv A7 encrypted_key £ RFF IR L=#HER S &
encrypted_key AR UFPK THE& 1L & 1= Encrypted Key
key_index Hi 7 TLS EHERE THEAT % 2048bit KD RSA 2BRED

Wrapped Key
R_TSIP_TIsRegisterCaCertificationPublicKeylndex M
A key_index ITERAL TL &L,

(MTY 547> A Wrapped Key e L =154
[£. R_TSIP_Open ® A A key index_1IZEAT S

EHLHRETY,
Return Values
TSIP_SUCCESS EEET
TSIP_ERR_FAIL RS —IFEE
TSIP_ERR_RESOURCE_CONFLICT AUIB[ZHEEN—FO9T 7)Y —ZAHMtDOUNIE TE

AEhTWAS I LIZED) V—RERNEE

Description
TLS EiEMEETHEAT 5. RSA 2048bit DABBED Wrapped Key ZH AT 576D API TT,
encrypted_key [CA19 % UFPK THEBILT 5T —2DT74+—< v bE 7342 ZBRBL TS,
encrypted_key & key_index [EEEAELR G NK I ITEREL T LY,

encrypted_provisioning_key, iv, encrypted_key M&iBH. & & U key_index DEAAEIZDLNTIL, 3.7.1
BOTIAEEHESRBLTLIESLY,

Reentrant
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JEF It
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4.2.13.2 R_TSIP_UpdateTIsXXRsaPublicKeylndex

Format

(1) #include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_UpdateTIsRsaPublicKeyKeylndex(
uint8_t *iv,
uint8_t *encrypted_key,
tsip_tls_ca_public_key index_t *key_index
)
(2) #include “r_tsip_rx_if.h”
e tsip_err_ t R_TSIP_UpdateTIsSVRsaPublicKeyKeylndex(
uint8_t *iv,
uint8_t *encrypted_key,
tsip_tls_ca_public_key index_t *key_index

)

Parameters
iv AR encrypted_key £ RBFICER L =#1EARY &
encrypted_key AR KUK THES 1t & fL1= Encrypted Key
key_index A TLS E#EH#EETHEAT %5 RSA 2048bit AFED

Wrapped Key
R_TSIP_TIsRegisterCaCertificationPublicKeylndex @
AFAkey_index [CfEARA L TLFZELY,

(MNTY 547> LA Wrapped Key R L =154
I£. R_TSIP_Open ® A A key index_1IZEAT S
ELHRETY .

Return Values

TSIP_SUCCESS
TSIP_ERR_FAIL
TSIP_ERR_RESOURCE_CONFLICT

Description

EERT
RELS—MRE

AUBIZHBBEGN—FI 7)) V=AM NIETHE
AENTWAHIEIZED) V—RERIFELE

TLS :EERBETHERT 5. RSA 2048bit AR D Wrapped Key 8 #H9 51-6HD API TY,
encrypted_key ICANT 5 KUK THEBILT 2T —2D 74— v b, 7342%S5BLTLIZELY,
encrypted_key & key_index [FfBIEMNELZSGEWKSITEEBEL TS,

encrypted_provisioning_key, iv, encrypted_key DB, & &k U key_index DERAEICDLNTIE, 3.7.1

BOEIAELEHZSRL TSN,

Reentrant
JExT I
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4.2.13.3 R_TSIP_TIsRegisterCaCertificationPublicKeylndex

Format

#include “r_tsip_rx_if.h”

e tsip_err_t R_TSIP_TIsRegisterCaCertificationPublicKeylndex(
e_tsip_tls_mode_t mode,
tsip_tls_ca_certification_public_key index_t *key_index

)

Parameters

mode AR ERTLILNMBEFERI ST OT 4 T4 —DFEE
TSIP_TLS MODE CLENT: 4 S A 7> k
TSIP_TLS MODE SERVER: 4—/\

key_index AR TLS E#EMEE THEA T 5 RSA 2048bit 2~ FHH D
Wrapped Key
R_TSIP_GenerateTIsRsaPublicKeylndex.
R_TSIP_UpdateTIsRsaPublicKeylndex.
R_TSIP_GenerateTIsSVRsaPublicKeylndex & 7= &
R_TSIP_UpdateTIsSVRsaPublicKeylndex @ & #
key_index ZEAL T &L,

Return Values
TSIP_SUCCESS 1E
TSIP_ERR _KEY_SET 2

S

RT
%% Wrapped Key A h & ht=

1]

w®
w®

Description
TLS EEHEETHERT S, IL— F CAGIFAZEDORZ R T -0 D LHAREEET 50D API TT,
9547 FRADODARBOZIZIZDOLNTIX, R_TSIP Open AL TITS3 &L ARETT,

Reentrant
XTIt
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4.2.13.4 R_TSIP_TIsXXRootCertificateVerification

Format

(1) #include “r_tsip_rx_if.h”

e tsip_err_t R_TSIP_TIsRootCertificateVerification(
uint32_t *public_key_type,
uint8_t *certificate,
uint32_t certificate_length,
uint32_t public_key n_start_position,
uint32_t public_key n_end_position,
uint32_t public_key e_start_position,
uint32_t public_key e _end_position,
uint8_t *signature,
uint32_t *encrypted_root_public_key
)

(2) #include “r_tsip_rx_if.h”

e_tsip_err_t R_TSIP_TIsSVRootCertificateVerification(

uint32_t *public_key _type,

uint8_t *certificate,

uint32_t certificate_length,

uint32_t public_key n_start_position,

uint32_t public_key n_end_position,

uint32_t public_key e_start_position,

uint32_t public_key e _end_position,

uint8_t *signature,

uint32_t *encrypted_root_public_key

)

Parameters
public_key_ type AAB
certificate AD
certificate_length AAB

public_key n_start position AAB

public_key n_end_position AAB

public_key e_start position AAB

public_key e _end_position AR
signature AR
encrypted_root_public_key H A

SIAZEICEFEN TS B DIESE
0 : RSA 2048bit, 2: ECC P-256
JL—  CASEBIZ D (DER F )

IL— bk CAREFHEDERD /N1 R

RARY A X& 2/32-1 /34 k

5|#4 certificate D7 FL XA #FiEm & L= AFRBORME
NA MIE

public_key type 0:n, 2: Qx

5|#4 certificate D7 FLAF#Em & L= ARBOKT
NA MIE

public_key type 0:n, 2: Qx

5|#4 certificate D7 FL XA #FiEm & L= AR ORE
NA MIE

public_key type 0:e, 2:Qy

5|44 certificate D7 FLAF#Em & L= AFRBOKT
INA FMIE

public_key type 0:e, 2:Qy

IL—k CASIREDRICHT HELZT—4
EZT—HY A XL 256 /31 +

E4 AL TRSA2048 PSS with SHA256 |

E&{b iz ECDSA P256 % L < [& RSA2048 22F
Fred

R_TSIP_TIsXXCertificateVerification & =%
R_TSIP_TIsXXCertificateVerificationExtension MO A A
encrypted_input_public_key [ZEFH L T Z& Ly,
public_key_type ' 0 MIZE 560 /31 k. 2 DiHFE 96
N RN ENFET,
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Return Values

TSIP_SUCCESS : EERT
TSIP_ERR_FAIL: NET 5 —hi%e4E
TSIP_ERR_RESOURCE_CONFLICT: AMBIZREREN— KT )Y —RAONETHE

AEhTWAHILIZL D) V—RERMNFELE

Description
TLS :EEMEETHERT S, IL—F CASIBAZEDERZFZRILT 571D API TT,

Reentrant
JEXT s
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4.2.13.5 R_TSIP_TIsXXCertificateVerification

Format

(1) #include “r_tsip_rx_if.h”

e tsip_err_t R_TSIP_TlIsCertificateVerification(
uint32_t *public_key_type,
uint32_t *encrypted_input_public_key,
uint8_t *certificate,
uint32_t certificate_length,
uint8_t *signature,
uint32_t public_key_n_start_position,
uint32_t public_key n_end_position,
uint32_t public_key_e_start_position,
uint32_t public_key_e_end_position,
uint32_t *encrypted_output_public_key

)

(2) #include “r_tsip_rx_if.h”

e_tsip_err_t R_TSIP_TIsSVCertificateVerification(
uint32_t *public_key _type,
uint32_t *encrypted_input_public_key,
uint8_t *certificate,
uint32_t certificate_length,
uint8_t *signature,
uint32_t public_key n_start_position,
uint32_t public_key n_end_position,
uint32_t public_key e_start_position,
uint32_t public_key e _end_position,
uint32_t *encrypted_output_public_key

)

Parameters

public_key_type AR SIBAEICEEFNTL SRR DIESE
0 : RSA 2048bit(sha256WithRsaEncryption F)
1 : RSA 4096bit(sha256WithRsaEncryption F)
2 : ECC P-256(ecdsa-with-SHA256 F)
3 : RSA 2048bit(RSASSA-PSS H)
encrypted_input_public key A # ER=R Ay Wb/
R_TSIP_TIsXXRootCertificateVerification Mt 11
encrypted_root_public_key. F7=I%.
R_TSIP_TIsXXCertificateVerification & 7= &
R_TSIP_TIsXXCertificateVerificationExtension @
H 71 encrypted_output_public_key ZER L TL 2Ly,
T—aH%4X
public_key_type 0,1,3:140 7— F(560 /N1 k), 2:224 D— K
(96 781 k)
certificate AN FEBAZEDOR(DER )

certificate_length AFA MAEORDNS MR
RARY A X(E 2732-1 /34 k

signature AR AAEDNRICHT H2ERT—4
public_key_type:0
T—RYA4X256/34 b
E£7)L31) XL sha256WithRSAEnNcryption
public_key_type:1
T—RYA4X512/34 +
Z£7)L31) XL sha256WithRSAEncryption
public_key_type:2
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public_key n_start_position AAN

public_key n_end_position AAN

public_key e_start_position AAN

public_key e end_position AN

encrypted_output_public_key HH

Return Values
TSIP_SUCCESS :
TSIP_ERR_FAIL:

TSIP_ERR_RESOURCE_CONFLICT:

Description

T—A YA X 6484 +’r(256bit) || s(256bit)”
Z£7)L31) XL ecdsa-with-SHA256

public_key type:3

T—H2Y A X256 /34 k

Z£7)L31) XL RSASSA-PSS

{sha256, mgf1SHA256, 0x20, trailerFieldBC}

51%% certificate 7 KL A ZF#ER & LI-AFB ORI/ N1
MMIE

public_key type 0,1,3:n, 2: Qx

5|%% certificate D7 FLRAZER & LI-AFBOERT /N
MMIE

public_key type 0,1,3:n, 2: Qx

5134 certificate 7 KL A ZF#ER & LI-AFRB ORI/ N1
MMIE

public_key type 0,1,3:¢e,2:Qy

51% certificate D7 FL R ZFRER & L= ARBOKR T /A
MMIE

public_key type 0,1,3:e,2:Qy

ERCR ey (N

R_TSIP_TIsXXCertificateVerification & 7= (&
R_TSIP_TIsXXCertificateVerificationExtension M A A
encrypted_input_public_key. F{f=(%
R_TSIP_TIsEncryptPreMasterSecretWithRsa2048PublicKey
EZ=lry
R_TSIP_TlIsServersEphemeralEcdhPublicKeyRetrives MDA
Hencrypted_public_key IR L TLEE LY,

1=12 L public_key type=1 &RB(E
R_TSIP_TIsXXCertificateVerification.
R_TSIP_TIsXXCertificateVerificationExtension T & {& FH
Al .

T—aH%4X

public_key type 0,1,3:140 7— K(560 /\A k), 2:24 D — K
(96 731 k)

EERT
RELS—MRE

ANBIZHELZN— Kz 7)) Y—IH\MONIE T
ASNTWEZLIZKD )Y —REENEE

TLS EEMEETHERT 5. Y—/\JIHAZE, THIRAENELEFRIIT 51=HD API TT,

R_TSIP_TIsXXCertificateVerificationExtension()Ei$t & R C AZ THER L E I A, BERLRIAZETT HIEDOT
L3 XL & certificate M S Y EFTROTILTY XLDRR—DBEICE. CEo0MMEFEALTLE

LY,

Reentrant

B I
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4.2.13.6 R_TSIP_TIsXXCertificateVerificationExtension

Format

(1) #include “r_tsip_rx_if.h”

e tsip_err_t R_TSIP_TlIsCertificateVerificationExtension(
uint32_t *public_key_type,
uint32_t *public_key output_type,
uint32_t *encrypted_input_public_key,
uint8_t *certificate,
uint32_t certificate_length,
uint8_t *signature,
uint32_t public_key_n_start_position,
uint32_t public_key n_end_position,
uint32_t public_key_e_start_position,
uint32_t public_key_e_end_position,
uint32_t *encrypted_output_public_key

)

(2) #include “r_tsip_rx_if.h”

e_tsip_err_t R_TSIP_TIsSVCertificateVerificationExtension(
uint32_t *public_key _type,
uint32_t *public_key output_type,
uint32_t *encrypted_input_public_key,
uint8_t *certificate,
uint32_t certificate_length,
uint8_t *signature,
uint32_t public_key n_start_position,
uint32_t public_key n_end_position,
uint32_t public_key e_start_position,
uint32_t public_key e _end_position,
uint32_t *encrypted_output_public_key

)

Parameters

public_key_type AR ANT BAHAEICEFN TS LFHBRDES
0 : RSA 2048bit(sha256WithRsaEncryption F)
1 : RSA 4096bit(sha256WithRsaEncryption F)
2 : ECC P-256(ecdsa-with-SHA256 F)
3 : RSA 2048bit(RSASSA-PSS F)
public_key_output_type AR certificate /™ o HH 3 SR DFELE
0 : RSA 2048bit(sha256WithRsaEncryption F)
1 : RSA 4096bit(sha256WithRsaEncryption F)
2 : ECC P-256(ecdsa-with-SHA256 F)
3 : RSA 2048bit(RSASSA-PSS A)
encrypted_input_public_key A% R A (/N
R_TSIP_TIsXXRootCertificateVerification M H 73
encrypted_root_public_key, F1=[&.
R_TSIP_TIsXXCertificateVerification & =&
R_TSIP_TIsXXCertificateVerificationExtension @
H 71 encrypted_output_public_key #{ER L TL 2Ly,

T—AH9A4 X
public_key_type 0,1,3:140 7— F(560 /N1 k), 2:224 D— K
(96 781 k)

certificate AR SEBAZ DR (DER )

certificate_length AAB SIAZEDERD /N bR

BRY A X 2032-1 /34 +
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signature

public_key n_start_position

public_key n_end_position

public_key e start position

public_key e end_position

encrypted_output_public_key

Return Values
TSIP_SUCCESS :
TSIP_ERR_FAIL:

TSIP_ERR_RESOURCE_CONFLICT:

Description

A7

A%

AR

AR

AR

HAh

MAZDRICHT EERT—4

public_key_type:0

T—H2YA X256 /34 k

Z£7)L31) XL sha256WithRSAEncryption
public_key_type:1

T—2Y4A4X512/34 k

Z4£7)L31) XL sha256WithRSAEncryption
public_key_type:2

T—A Y4 X 64 /34 k'r(256bit) || s(256bit)”
Z£7)L3"1) XL ecdsa-with-SHA256
public_key_type:3

T—H2YA X256 /34 k

Z£7)L31) XL RSASSA-PSS

{sha256, mgf1SHA256, 0x20, trailerFieldBC}

51%% certificate 7 KL XA ZF#E R & LI-AFRB ORI/ N1
MMIE

public_key type 0,1,3:n, 2: Qx

51%4 certificate D7 FL R ZFRER & L= ARBOKR T /A
MMIE

public_key type 0,1,3:n, 2: Qx

51%% certificate D7 KL A Z#ER & L-ARBORME/ N1
MMIE

public_key type 0,1,3:e,2:Qy

51%4 certificate D7 FL R ZFRER & L= ARBOKR T /N(
MMIE

public_key type 0,1,3:e,2:Qy

et S hi-hHE

R_TSIP_TIsXXCertificateVerification & 7= (&
R_TSIP_TlIsXXCertificateVerificationExtension M A A
encrypted_input_public_key., F7=I&
R_TSIP_TIsEncryptPreMasterSecretWithRsa2048PublicKey
F=1X
R_TSIP_TlIsServersEphemeralEcdhPublicKeyRetrives DA
Hencrypted_public key [ZERAL T &L,

1=12 L public_key_type=1 &R
R_TSIP_TIsXXCertificateVerification.
R_TSIP_TIsXXCertificateVerificationExtension T M & {& FH
Al

T—aH%4 X

public_key type 0,1,3:140 7— K(560 /\A k), 2:24 D — K
(96 731 k)

EERT
RELS—ORE

ARBIZHBBEEN—FIT T Y —AHMEONETHE
AEShTWS I EITED ) V—RERNEAE

TLS EEMEETHERT 5. Y—/\JIBAZE, TR ZENELEFRIIT 51=HD API TT,

R_TSIP_TIsXXCertificateVerification()B# & B CRETHEAL F I, BLRIIZTIHO7ILTIX L
& certificate NS Y HITROT7ILT ) XLMRELZDIFEICIE. CHELOBBEFERAL TSI,
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Reentrant

JEF It
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4.2.14 TLS (TLS1.2)
FormatET(1)2)A8% 53 DIZDO2VTIX. MMFXY 47> MR, 2)IEH—/\HTY,

42141 R=TSIP=TIsGeneratePreMasterSecret

Format

#include “r_tsip_rx_if.h”
e tsip_err_t R_TSIP_TIsGeneratePreMasterSecret(
uint32_t *tsip_pre_master_secret

)

Parameters

tsip_pre_master_secret  Hih 551k L 1= ephemeral Pre Master Secret 7—4
R_TSIP_TIsGenerateMasterSecret,
R_TSIP_TIsEncryptPreMasterSecretWithRsa2048PublicKey
FrlE
R_TSIP_TIsGenerateExtendedMasterSecret M A /1
tsip_pre_master_secret [ L T FZ&E LY, 20 7— (80
N MEAEShET,

Return Values
TSIP_SUCCESS : EEET

TSIP_ERR_RESOURCE_CONFLICT: AURB[CHEIEN— RO TV —IADBONETHE
AEhTWa I ELIZED ) V—RERNFELE

Description
TLS E#EMEETHERAT 5. S S t= Pre Master Secret Z4 9 51=-6D API TY,

Reentrant

FERE I
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4.2.14.2 R_TSIP_TIsEncryptPreMasterSecretWithRsa2048PublicKey

Format

#include “r_tsip_rx_if.h”

e _tsip_err_t R_TSIP_TIsEncryptPreMasterSecretWithRsa2048PublicKey(

uint32_t *encryted_public_key,

uint32_t *tsip_pre_master_secret,
uint8_t *encrypted_pre_master_secret

)

Parameters
encrypted_public_key AN
tsip_pre_master_secret AN

encrypted_pre_master_secret H A

Return Values
TSIP_SUCCESS :
TSIP_ERR_FAIL:
TSIP_ERR_RESOURCE_CONFLICT:

EElbSn-AMERT—4
R_TSIP_TIsCertificateVerification E =&
R_TSIP_TIsCertificateVerificationExtension @ H 71
encrypted_output_public_key #{FER L T FZ&LY,
140 7— R (560 /314 R)HA X
R_TSIP_TIsGeneratePreMasterSecret AtH 7T 5.

&5 1t L 1= ephemeral Pre Master Secret 7—%
public_key ZF LV T RSA2048 THsS1{t L 1= Pre
Master Secret T—#4

EERT
WAL S —HMR4E
AUBIZBHEGN—FI 7)Y — XD NETHE

AEhTWSILIZL D) V—RERMNFELE

Description

TLS E#EEMEETHERAT S, ADT—2DOLEEEZ AL T, Pre Master Secret # RSA2048 T S1E$ 5 1=
HD API TT,

Reentrant

JEF I
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4.2.14.3 R_TSIP_TIsSVGenerateServerRandom

Format
#include “r_tsip_rx_if.h”

e tsip_err t R_TSIP_TIsSVGenerateServerRandom(
e_tsip_tls_version_t client_tls_version,
e_tsip_tls_version_t server_tls_version,
uint32_t gmt_unix_time
tsip_tls_sv_random_t *server_random

)

Parameters
client_tls_version AH TLSZSA4F7> hrDFORININ—T Y
TSIP_TLS_VERSION_12:TLS1.2
TSIP_TLS_VERSION_13: TLS1.3
server_tls_version AN TLSH—n—p7akajnn—o3y
TSIP_TLS_VERSION_12:TLS1.2
TSIP_TLS_VERSION_13: TLS1.3

gmt_unix_time AR ZAED UNIX32 Ev FEXDIRED HEF
client_tls_version=TSIP_TLS_VERSION_12 OB {FEH S
nEd,
server_random H 5 ServerHello TEHMT HEHMEL. D MAC fE
random ServerHello TE%019 % EL3UE
87— R(32/84 F)H4 X
mac ServerHello TE%19 % ELAUED MAC {E

49— K234 P4 R
TLS1.3BIEZHEAR. AT —FIEFEAILFELA,

Return Values

TSIP_SUCCESS : EERT
TSIP_ERR_RESOURCE_CONFLICT: AKUBIZHEGZN—RKOz 7)Y —ADMUONIE TE
AEShTWEILITKD ) V—RERNFELE
TSIP_ERR_PARAMETER AAT—EDBRE
Description

TLS EHEtae DY —/\HRETHEAT 5. ServerHello TEAT 2EHIEEL . #FD MACIEZHE AT 51=6HD
API T9,

ServerHello THEAT AEHEZEE L THEA LGS, F—0 Master Secret Z M L 1= TLS @1 1T
BITAZENTAREERYET, COESHBERBEHIELY—NRATLOREHZHRET 510, BEIZE
PR LG ELRIE L EHEER T AMAEEZIRH LE T, -, BBERSh-EHEZERNICEELTEDE
DUEBTHERATEA2EVNEFHEEHCH-OICMACELMAMLTWEY, FSA4 /1 \OREVE LEITIE,
ServerHello £ D =UIZERHT R API ZFEUVH L. RFOHADZFFALTLEEL,

Reentrant

SESF I
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4.2.14.4 R_TSIP_TIsSVDecryptPreMasterSecretWithRsa2048PrivateKey

Format
#include “r_tsip_rx_if.h”

e _tsip_err_t R_TSIP_TIsSVDecryptPreMasterSecretWithRsa2048PrivateKey(
tsip_rsa2048 private_key index_t *private_key_index,

uint8_t *encrypted_pre_master_secret,

uint32_t *tsip_pre_master_secret

)

Parameters
private_key_index AHB

encrypted_pre_master_secret A Af
tsip_pre_master_secret Hh

Return Values
TSIP_SUCCESS :

TSIP_ERR_KEY_SET:
TSIP_ERR_RESOURCE_CONFLICT:

Description

RSA ## % ##0 Wrapped Key
R_TSIP_GenerateRsa2048PrivateKeylndex @ H A
key index ZEAL T &L,

RSA2048 THE&S 1k &1 1= Pre Master Secret 7—#4
%51t L 1= ephemeral Pre Master Secret T—%

16 7— K64 /81 M) THASIhFET,

EERT

BE 77 Wrapped Key A&t
ANBIZHERN—F I 7)Y =AM OMNIETE
HEIhTWAZ EIZKB ) V—REELARLE

TLS EHEMEED Y —/\MEETHEAT 5. RSA2048 MERBERANT., 75472 bR SN DEELS
1= Pre Master Secret & RSA2048 THEB T B1=8HD API TT .,

Reentrant

JEF IS
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4.2.14.5 R_TSIP_TIsXXGenerateMasterSecret

Format

(1) #include “r_tsip_rx_if.h”

e tsip_err_ t R_TSIP_TIsGenerateMasterSecret(

uint32_t select_cipher_suite,

uint32_t *tsip_pre_master_secret,

uint8_t *client_random,
uint8_t *server_random,
uint32_t *tsip_master_secret

)
(2) #include “r_tsip_rx_if.h”

e tsip_err t R_TSIP_TIsSVGenerateMasterSecret(

uint32_t select_cipher_suite,

uint32_t *tsip_pre_master_secret,

uint8_t *client_random,

tsip_tls_sv_random_t *server_random,

uint32_t *tsip_master_secret

)

Parameters

select_cipher_suite

tsip_pre_master_secret

client_random
server_random

tsip_master_secret

Return Values
TSIP_SUCCESS :
TSIP_ERR_FAIL:

AR

AR

AR
AR

H 7

#EiR 9 B cipher suite

OR TSP TLS RSA WITH AES 128 CBC SHA

1R TSIP_TLS RSA WITH AES 256 CBC SHA
2R TSIP_TLS RSA WITH AES 128 CBC_SHA256

3R TSIP_TLS RSA WITH AES 256_CBC_SHA256
4R TSIP_TLS ECDHE ECDSA WITH AES 128 CBC_SHA256

5R TSIP_TLS ECDHE RSA WITH AES 128 CBC_SHA25%6
6R_TSIP_TLS ECDHE ECDSA WITH AES 128 GCM _SHA256

7R TSIP_TLS ECDHE _RSSA WITH AES 128 GCM SHA256

%51tk L 1= ephemeral Pre Master Secret +—#%

(1)

R_TSIP_TIsGeneratePreMasterSecret M H 5
tsip_pre_master_secret £ =&
R_TSIP_TIsGeneratePreMasterSecretWithEccP256Key Mt 71
encrypted_pre_master_secret R L T Z& Ly,

2
(R_)TSIP_TIsSVDecryptPreMasterSecretWithRsa2048PrivateKey
==&
R_TSIP_TIsSVGeneratePreMasterSecretWithEccP256Key @ H
71 tsip_pre_master_secret ZfER L TL =& LY,

(1)ClientHello T3&%0 L 1= L3k 1E 32 /34 +

(2)ClientHello T:@EH S - ELEE 32 /31 +

(1)ServerHello TE@AN S N f-ELEE 32 /34 k

(2)ServerHello TEAI L =ELEfE L. £D MAC {E

%51t L 1= ephemeral Master Secret T—#4
R_TSIP_TIsXXGenerateSessionKey & 1= (%
R_TSIP_TIsXXGenerateVerifyData M A 71
tsip_master_secret ICTER L T &L,
20 7— K80 /81 R)THAZIHNZET,

EERT
RELS—MNRE
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TSIP_ERR_RESOURCE_CONFLICT: AUNBIZHEHN—RFO 7)Y —AHDMLONIETE
AEhTWASIEIZL D) V—RERNFELE

Description
TLS Ei#EETHERIT 5. Sk S 1= Master Secret #4E T 51=HD API TY,

Reentrant

JEF It
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4.2.14.6 R_TSIP_TIsXXGenerateSessionKey

Format

(1) #include “r_tsip_rx_if.h”

e tsip_err t R_TSIP_TIsGenerateSessionKey(
uint32_t select_cipher_suite,
uint32_t *tsip_master_secret,
uint8_t *client_random,
uint8_t *server_random,
uint8_t *nonce_explicit,
tsip_hmac_sha_key index_t *client_mac_key_index,
tsip_hmac_sha_key_index_t *server_mac_key_index,
tsip_aes_key_index_t *client_crypto_key_index,
tsip_aes_key_index_t *server_crypto_key_index,
uint8_t *client_iv,
uint8_t *server_iv

)

(2) #include “r_tsip_rx_if.h"

e_tsip_err_t R_TSIP_TIsSVGenerateSessionKey(
uint32_t select_cipher_suite,
uint32_t *tsip_master_secret,
uint8_t *client_random,
tsip_tls_sv_random_t *server_random,
uint8_t *nonce_explicit,
tsip_hmac_sha_key_index_t *client_mac_key_index,
tsip_hmac_sha_key_index_t *server_mac_key_index,
tsip_aes_key_index_t *client_crypto_key_index,
tsip_aes_key_index_t *server_crypto_key_index,
uint8_t *client_iv,
uint8_t *server_iv

)

Parameters

select_cipher_suite AR #EIRT B cipher suite
OR TSIP_TLS RSA WITH AES 128 CBC_SHA
1R TSIP_TLS_RSA WITH AES 256 CBC_SHA
2R TSIP_TLS RSA WITH_AES_128 CBC_SHA256
3R TSIP_TLS RSA WITH AES 256 CBC_SHA2%6
4R TSIP_TLS_ECDHE_ECDSA WITH_AES 128 CBC SHA256
5R TSIP_TLS ECDHE RSA WITH_AES 128 CBC_SHA256
6R_TSIP_TLS ECDHE ECDSA WITH AES 128 GCM_SHA256
7R TSIP_TLS ECDHE_RSSA WITH AES 128 GCM_SHA256
tsip_master_secret AH &5 1t L = ephemeral Master Secret T—4
R_TSIP_TIsXXGenerateMasterSecret
D A tsip_master_secret ZFRA L T 2L,

client_random AR (1)ClientHello T:&%0 L 7= EL$k{E 32 /31 k
(2)ClientHello THEEN S f=ELE{E 32 /31 +

server_random AR (1)ServerHello TR S f-ELE{E 32 /31 k
(2)ServerHello Ti@%1 L =ELKIEL . £ D MAC {E

nonce_explicit AR cipher suite AES128GCM TERY 5/ » X
select_cipher_suite=6-7: 8 /1

client_mac_key_index Hh 954 TF 2 b=>H—/EERD MAC O Wrapped Key
BERXT—%

server_mac_key_index aop Y—N\—=T 5472 FBIER®D MAC O Wrapped Key
BERXT—%

client_crypt_key_index HA D24 7F7 2 ho>Y—/NRIERFD AES HiEEED Wrapped
Key
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server_crypt_key_index Hh
client_iv H 5
server_iv H 5

Return Values
TSIP_SUCCESS :
TSIP_ERR_FAIL:
TSIP_ERR_RESOURCE_CONFLICT:

Description

Y—nN\—=9 5472 MBEERD AES £EHE D Wrapped
Key

Client i 5 Sever ~EERFICFERT 5 IV
select_cipher_suite /Y 0~5 DBFICHASNFET,
(1)DIBE . RX651,RX65N T NetX Duo £ T 315
BICERALEY)

FTNUSNDIEEICIE. AIbHAShFEEA,

Server b Z{ERICHERT S IV

select_cipher_suite 5% 0~5 QEFICH AN E T,
(1)DBE. RX651,RX65N T NetX Duo £ 515
BIZEALEY)

FNUSNDIEEICIE. AIbHAShFEEA,

EERT
RET 5 —IRE

AUBIZBHEGN—FI 7)Y — XD NETHE
AEhTWSIEIZL D) V—RERNFELE

TLS EEEEETHERT S, TLSEEDEEREH T 5-HD APITY,
client_iv. server_iv 5I8IZ(X. BIHDHRBICHHIGELNCIEMEEAEINFEE A,

Reentrant

FERE I
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4.2.14.7 R_TSIP_TIsXXGenerateVerifyData

Format

(1) #include “r_tsip_rx_if.h”
e tsip_err_ t R_TSIP_TIsGenerateVerifyData(
uint32_t select_verify _data,
uint32_t *tsip_master_secret,
uint8_t *hand_shake_hash,
uint8_t *verify_data
)
#include “r_tsip_rx_if.h”
e_tsip_err_t R_TSIP_TIsSVGenerateVerifyData(
uint32_t select_verify_data,
uint32_t *tsip_master_secret,
uint8_t *hand_shake_hash,
uint8_t *verify _data

(2)

)

Parameters
select_verify data AN
tsip_master_secret AN
hand_shake_hash AN
verify_data H A

Return Values
TSIP_SUCCESS :
TSIP_ERR_FAIL:
TSIP_ERR_RESOURCE_CONFLICT:

Description

#EIRT % Client/Server DFE I
R_TSIP_TLS_GENERATE_CLIENT VERIFY :
ClientVerifyData M4
R_TSIP_TLS_GENERATE_SERVER VERIFY :
ServerVerifyData M 4 fX
&5t L 1= ephemeral Master Secret T—#%
R_TSIP_TIsXXGenerateMasterSecret ®H 7
tsip_master_secret #fEHA L T2 &Ly,
TLSINY RO 249 A yE—2KD SHA256 7\
afE
Finished #* vt — 2 F® VerifyData

EFERT

RELS—IFEE
ANBIZHELZN— KOz F7 )Y —ADMBONIETE
AESNTWAEILIZKD )Y —REENEE

TLS ;E#Hge THEAT 5. VerifyData £ 3 516D API TY,

Reentrant
JExt I
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4.2.14.8 R_TSIP_TlIsServersEphemeralEcdhPublicKeyRetrieves

Format

#include “r_tsip_rx_if.h”
e tsip_err_ t R_TSIP_TIsServersEphemeralEcdhPublicKeyRetrieves(
uint32_t public_key type,
uint8_t *client_random,
uint8_t *server_random,
uint8_t *server_ephemeral_ecdh_public_key,
uint8_t *server_key exchange_signature,
uint32_t *encrypted_public_key,
uint32_t *encrypted_ephemeral_ecdh_public_key
)

Parameters

public_key type AR NERABRDIERE

0 : RSA 2048bit(rsa_pkcs1_sha256),

1 : RSA 4096bit(rsa_pkcs1_sha256),

2 : ECDSA P-256.

3 : RSA 2048bit(rsa_pss_rsae_sha256)
client_random AR ClientHello Ti@%0 L =&, ${E 32 /31 K

server_random ARB ServerHello T s =ELEUE 32 /31 +

server_ephemeral_ecdh_public key A7 H—/\M 5 %Z (T > 1= ephemeral ECDH /2
(GEEHMERZ )
Opadding(24bit) || 04(8bit) || Qx(256bit) || Qy(256bit)
server_key_exchange_signature AR ServerKeyExchange D& & 7—%4
public_key type 0:256 /N1 ~,2:64 /N1 |+
encrypted_public_key AR EE HIAOY L oY) E=E (A (W =t/ o
R_TSIP_TlsCertificateVerification & 7= [&
R_TSIP_TIsCertificateVerificationExtension @ H 1
encrypted_output_public_key #{FER L T FZ&LY,
public_key type 0:140 7— K(560 /N1 k), 2:24 D — K
(96 /34 )
encrypted_ephemeral_ecdh_public key H A R_TSIP_TIsGeneratePreMasterSecretWithEccP256Key
TERT 5. St St 1= ephemeral ECDH 2B
24 J— R(96 /A1 R)YA X

Return Values

TSIP_SUCCESS : EEET
TSIP_ERR_FAIL: NET 5 —MR4E
TSIP_ERR_RESOURCE_CONFLICT: AMBIZHRELRN—FHT 7)Y —APMDNIBTHE

RAENTWS I EIZED) V—RERIFELE

Description

TLS EEMEETHERT 5. ANSN-0ET—2 ZHUL T, ServerKeyExchange M E R E1REL 9 5 API
TY, BRAIZHML1=1EE. R_TSIP_TIsGeneratePreMasterSecretWithEccP256Key TEHT %
ephemeral ECDH 2B ZHESILL THALET,

ZUpEE R — k: TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA256.
TLS_ECDHE_RSA_WITH_AES_128 _CBC_SHA256,
TLS_ECDHE_ECDSA WITH_AES_128_GCM_SHA256,
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
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Reentrant
JExT I
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4.2.14.9 R_TSIP_GenerateTIsXXP256EccKeylndex

Format

(1) #include “r_tsip_rx_if.h”

e tsip_err t R_TSIP_GenerateTIsP256EccKeylndex(
tsip_tls_p256_ecc_key index t *tls p256_ecc key_index,
uint8_t *ephemeral_ecdh_public_key

)

(2) #include “r_tsip_rx_if.h”

e tsip_err t R_TSIP_GenerateTIsSVP256EccKeylndex(
tsip_tls_p256_ecc_key index t *tls p256_ecc key_index,
uint8_t *ephemeral_ecdh_public_key

)

Parameters

tls_p256_ecc_key_index H A Ephemeral ECC ### #2®M Wrapped Key
R_TSIP_TIsXXGeneratePreMasterSecretWithEccP256Key
DA AN tls_p256_ecc_key index [TERAL TS,
ephemeral_ecdh_public_key H A (1)P—/3~3%E1EF % ephemeral ECDH /3%
(2)2 54 7 > k~iE{ET % ephemeral ECDH 2B
LI Qx(256bit) || Qy(256bit)

Return Values

TSIP_SUCCESS : EEET
TSIP_ERR_FAIL: MET S — St
TSIP_ERR_RESOURCE_CONFLICT: AMBZHERN— KY L7 Y—RAMOMETHE

AEhTWad I EIZEDY) V—RERNFELE

Description
TLS EiEHEETHERT 5. ELEH 5 256bit RIALEDIEMAMBRESD-HDERTEZERT S APITT,

BUMES A4/ — b TLS_ECDHE_ECDSA WITH_AES 128 CBC_SHA256,
TLS_ECDHE_RSA_WITH_AES 128 CBC_SHA256.
TLS_ECDHE_ECDSA_WITH_AES_128 GCM_SHA256.
TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256

Reentrant
E| oI
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4.2.14.10 R_TSIP_TIsXXGeneratePreMasterSecretWithEccP256Key

Format

(1) #include “r_tsip_rx_if.h”

e tsip_err_ t R_TSIP_TIsGeneratePreMasterSecretWithEccP256Key(
uint32_t *encrypted_public_key,
tsip_tls_p256_ecc_key index t *tls p256_ecc key_index,
uint32_t *tsip_pre_master_secret

)

(2) #include “r_tsip_rx_if.h”

e tsip_err t R_TSIP_TIsSVGeneratePreMasterSecretWithEccP256Key(
uint32_t *ecdh_public_key,
tsip_tls_p256_ecc_key index t *tls p256_ecc key_index,
uint32_t *tsip_pre_master_secret

)

Parameters
(1) encrypted_public_key AR ephemeral ECDH /A FA##
(2) ecdh_public_key (1)

R_TSIP_TlsServersEphemeralEcdhPublicKeyRetrieves

M A encrypted_ephemeral_ecdh_public_key

FHEALTLEZEL,

(2)

95472 hhib34{E L 1= ephemeral ECDH AR %

Qx(256bit) || Qy(256bity D THAL TL &1,
tls_p256_ecc_key_index AN Ephemeral ECC ### #2®M Wrapped Key

R_TSIP_GenerateTIsXXP256EccKeylndex M H A

tls_p256_ecc_key_index ZFEHAL T &L,
tsip_pre_master_secret H k51t L 1= ephemeral Pre Master Secret T—#4

16 7— K(64 /814 M) THASHhFET,

Return Values

TSIP_SUCCESS : EERT
TSIP_ERR_FAIL: NETS—MNFE
TSIP_ERR_RESOURCE_CONFLICT: AWBZHRELRN— R 7)Y — DO NIE T
ASnTWAILIT&D ) V—RBEELEE
TSIP_ERR_KEY_SET: E'E7 Wrapped Key AA & ht=
Description

TLS :EEMEETHEAT S, ADSNFEBT—2ZRHLT., BES1E SN Pre Master Secret #4R T 51
HO API TY,

ZUpEE R — k: TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA256.
TLS_ECDHE_RSA_WITH_AES_128 _CBC_SHA256,
TLS_ECDHE_ECDSA WITH_AES_128_GCM_SHA256,
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256

Reentrant
JExT I

R20AN0371JJ0124 Rev.1.24 Page 286 of 448
2026.03.20 RENESAS



RX27x1) TSIP(Trusted Secure IP)E ¥ 2 —)L Firmware Integration Technology

4.2.14.11 R_TSIP_TIsXXGenerateExtendedMasterSecret

Format

#include “r_tsip_rx_if.h”
e tsip_err_ t R_TSIP_TIsGenerateExtendedMasterSecret(
uint32_t select_cipher_suite,
uint32_t *tsip_pre_master_secret,
uint8_t *digest,
uint32_t *extended _master_secret
)
#include “r_tsip_rx_if.h”
e tsip_err_ t R_TSIP_TIsSVGenerateExtendedMasterSecret(
uint32_t select_cipher_suite,
uint32_t *tsip_pre_master_secret,
uint8_t *digest,
uint32_t *extended _master_secret

)

Parameters

select_cipher_suite AR #IRT B cipher suite
2R TSIP TLS RSA WITH AES 128 CBC SHA256
3R TSIP_TLS RSA WITH AES 256 CBC_SHA256
4R TSIP_TLS ECDHE_ECDSA WITH AES 128 CBC_SHA256
5R TSIP_TLS_ECDHE RSA WITH AES 128 CBC_SHA256
6R TSIP_TLS_ECDHE ECDSA WITH AES 128 GCM SHA256
7R TSIP_TLS_ECDHE RSSA WITH AES 128 GCM SHA256
tsip_pre_master_secret A5 &5 1t L 7= ephemeral Pre Master Secret 7—#4
(1)
R_TSIP_TIsGeneratePreMasterSecret & 1= (&
R_TSIP_TIsGeneratePreMasterSecretWithEccP256Key Mt 71
tsip_pre_master_secret #{ER L T &Ly,
2
E?_)TSIP_TIsSVDecryptPreMasterSecretWith Rsa2048PrivateKey
EJbS
R_TSIP_TIsSVGeneratePreMasterSecretWithEccP256Key
MDA tsip_pre_master_secret ZERA L TSN,
digest AR SHA256 TEE LIz AvtE—UnyPa
(ClientHello||ServerHello||Certificate||ServerKeyExchange
||CertificateRequest||ServerHelloDone||Certificate
||ClientKeyExchange)D & 512, N R x40 A vte—D%
ERELEEONY Y 1EZEELTAALTLEEL,
Ny LA EDERICIK
R_TSIP_Sha256Init/Update/Final & f L .
R_TSIP_Sha256Final @ 71 digest # ANITERALTL 2 &
LY,
extended_master_secret tHJ] 51t L 1= ephemeral Extended Master Secret 7 — %
20 7— K80 /81 M) THAZIHhZET,
R_TSIP_TIsXXGenerateSessionKey F 1= &
R_TSIP_TIsXXGenerateVerifyData ® A 73
tsip_master_secret ICTER L T &L,

Return Values

TSIP_SUCCESS : EERT
TSIP_ERR_FAIL: NELS—MNHKE
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TSIP_ERR_RESOURCE_CONFLICT: AUNBIZHEHN—RFO 7)Y —AHDMLONIETE
AEhTWASIEIZL D) V—RERNFELE

Description

TLS EEEETHEAT 5. 51t S hi- Pre Master Secret T—4 A T, Sk & h = Extended
Master Secret T—42 4T 51=6D API TT,

Reentrant

JEF It
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4.2.14.12 R_TSIP_TIsSVCertificateVerifyVerification

Format

#include “r_tsip_rx_if.h”

e tsip_err_t R_TSIP_TIsSVCertificateVerifyVerification (
uint32_t *key_index,
e_tsip_tls_signature_scheme_type_t signature_scheme,
uint8_t *handshake_message,
uint32_t handshake_message_len,
uint8_t *certificate_verify,
uint32_t certificate_verify _len

)

Parameters

key_index AR ER=R | ¥ /N
R_TSIP_TIsSVCertificateVerification & =&
R_TSIP_TIsSVCertificateVerificationExtension @ H H
encrypted_output_public_key ZER L T 2Ly,

signature_scheme AR FERATHERT7ILTYXLA

handshake_message ARB NI R IA D AyE—
(ClientHello||ServerHello||Certificate||ServerKeyExchange
||CertificateRequest||ServerHelloDone||Certificate
[IClientKeyExchange) M & 312, N K2z A9 A
O FERBLIEEZANLTLEEL,

handshake_message_len AN handshake_message M/\1 + &

certificate_verify AN CertificateVerify
CertificateVerify @7 —42 Z1&#M L TLV5/3y 7 7 D5EE
T ELREAALTLEELY,

certificate_verify len AA certificate_verify M/\1{ +&

Return Values

TSIP_SUCCESS : EERT
TSIP_ERR_FAIL AETZ—MFE, 1 LLIEBLRIEXK
TSIP_ERR_RESOURCE_CONFLICT: AKUBZCHELRN—FO2T7 )Y —IADBMONETHE
AEhTWEIEITKD ) V—REENFELE
TSIP_ERR_PARAMETER AAT—EDBRE
Description

TLS EIEHBED Y —/\BERETHMAT 5. ¥ 54 7 > bh 5218 L 1= CertificateVerify Z1RFET 57=8 D
API T9, 7J)L3d') XLl rsa_pkcs1_sha256. ecdsa_secp256r1_sha256 & & U rsa_pss_rsae_sha256
EEALET.

Reentrant
JExT I
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4.2.15 TLS (TLS1.3)

4.2.15.1 R=TSIP=GenerateTIs13P256EcheyIndex

Format

#include “r_tsip_rx_if.h”
e tsip_err_t R_TSIP_ TIlsGenerateTls13P256EccKeyIndex(
tsip_tls13_handle_t *handle,
e_tsip_tls13_mode_t mode,
tsip_tls p256_ecc key_index t *key_index,
uint8_t *ephemeral_ecdh_public_key

)

Parameters

handle AR B—tviarvErTI /Ny FILES(T—EHE)

mode AR EET SN R4 TOrall
TSIP_TLS13_MODE_FULL _HANDSHAKE
: Full Handshake
TSIP_TLS13_MODE_RESUMPTION
: Resumption
TSIP_TLS13_MODE_0 RTT
:0-RTT

key_index HA Ephemeral ECC ##Z 82 Wrapped Key
R_TSIP_Tls13GenerateEcdheSharedSecret @ A 71
key_index IZERIL T Z& LY,

ephemeral_ecdh_public_key HAh H—s3~%E{EF % Ephemeral ECDH /A Ba%E
Qx(256bit) || Qy(256bit)

Return Values

TSIP_SUCCESS : EERT
TSIP_ERR_FAIL: NET S —HMR4E
TSIP_ERR_RESOURCE_CONFLICT: AUBIZHEIGN—FD 7)) —ZANONIETHE

AEhTWAS I LIZED) V—RERNEE

Description

TLS1.3 A THERT 5. ELEH D 256bit FELOEAMBRESD-ODERTEERT -0
APl TY,

Reentrant

JESt Ity

R20AN0371JJ0124 Rev.1.24 Page 290 of 448
2026.03.20 RENESAS



RX27x1) TSIP(Trusted Secure IP)E ¥ 2 —)L Firmware Integration Technology

4.2.15.2 R_TSIP_TIs13GenerateEcdheSharedSecret

Format

#include “r_tsip_rx_if.h”

e tsip_err t R_TSIP_ TIs13GenerateEcdheSharedSecret(
e_tsip_tls13_mode_t mode,
uint8_t *server_public_key,

tsip_tls_p256_ecc_key_index_t *key_index,

tsip_tls13_ephemeral_shared_secret_key index_t *shared_secret_key_index

)

Parameters

mode

server_public_key

key_index

shared_secret_key_index

Return Values
TSIP_SUCCESS :
TSIP_ERR_FAIL:

TSIP_ERR_RESOURCE_CONFLICT:

TSIP_ERR_KEY_SET

Description

AR

AR
AR

Hh

=3y B WA NV % (s R [ e |
TSIP_TLS13_MODE_FULL_HANDSHAKE

: Full Handshake
TSIP_TLS13_MODE_RESUMPTION

: Resumption

TSIP_TLS13_MODE_O0_RTT

:0-RTT

H—n\H LRt ESh 5 ORR

Qx(256bit) || Qy(256bit)

Ephemeral ECC ##% 80 Wrapped Key
R_TSIP_GenerateTIs13P256EccKeyindex @ H 5
key_index ZEAL T &Ly,

Shared Secret ® Ephemeral #20 Wrapped Key
R_TSIP_TIs13GenerateHandshakeSecret & & U
R_TSIP_TlIs13GenerateResumptionHandshakeSecret
D A 71 shared_secret_key index ICEERH LT ES
L\O

EERT
RELS—MRE

AUNBICHBGN—FI 7)) —AHMONETHE
ASnTWAILIT&D ) V—REELEE
EHE 7% Wrapped Key WA K& h =

TLS1.3 BHEMEETHERAT 5. Y—/ D ORESNILHEBLEHON LOBEE L-WERZERALT, 256bit
FAERLEDHFRETH S Shared Secret ZEHHE L. Wrapped Key 4T 578D API T,

UEEE X4 — k: TLS_AES_128 GCM_SHA256, TLS_AES 128 CCM_SHA256
#3z#0) A3 ECDHE NIST P-256

Reentrant
XTIt
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4.2.15.3 R_TSIP_TIs13GenerateHandshakeSecret

Format

#include “r_tsip_rx_if.h”

e tsip_err t R_TSIP_ TIls13GenerateHandshakeSecret(
tsip_tls13_ephemeral_shared_secret_key index t *shared_secret_key index,
tsip_tls13_ephemeral_handshake_secret_key index_t *handshake_secret key_index

)

Parameters

shared_secret_key_index AR Shared Secret ® Ephemeral @ Wrapped Key
R_TSIP_TIs13GenerateEcdheSharedSecret @ H 7
shared_secret_key index A L TL 2 &Ly,

handshake_secret_key_index H# Handshake Secret @ Ephemeral @ Wrapped Key
R_TSIP_TIs13GenerateServerHandshakeTrafficKey.
R_TSIP_TlIs13GenerateClientHandshakeTrafficKey &
& U R_TSIP_TIs13GenerateMasterSecret @ A 51
handshake_secret_key _index [CER LT &Ly,

Return Values

TSIP_SUCCESS : EERT
TSIP_ERR_FAIL: RNETS—MNFE
TSIP_ERR_RESOURCE_CONFLICT: AUBIZHEBEHN— RO T7 )Y —AHMLONIE TR
AENTWAHIEIZED) V—RERNIFEE
TSIP_ERR_KEY_SET EE 7% Wrapped Key A& h =
Description

TLS1.3 & ##ee THEAT 5. Shared Secret M Ephemeral 2% Bl T. Handshake Secret @ Wrapped
Key 4T 576D API T9,

Reentrant
E| oI
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4.2.15.4 R_TSIP_TIs13GenerateServerHandshakeTrafficKey

Format

#include “r_tsip_rx_if.h”

e tsip_err t R_TSIP_TIs13GenerateServerHandshakeTrafficKey(
tsip_tls13_handle_t *handle,
e _tsip _tls13_mode t mode,
tsip_tls13_ephemeral_handshake_secret_key index_t *handshake_secret _key_index,

uint8_t *digest,

tsip_aes_key_index_t *server_write_key_index,
tsip_tls13_ephemeral_server_finished_key index t *server_finished _key_index

)

Parameters
handle

mode

handshake_secret_key_index

digest

server_write_key_index

server_finished_key_index

Return Values
TSIP_SUCCESS :

TSIP_ERR_RESOURCE_CONFLICT:

TSIP_ERR_KEY_SET

Description

H
A7

AR

AR

HAh

H

A—tvyiarvaERT/NY RILES(T—5EE)

EHETEINV R 4o FOban
TSIP_TLS13_MODE_FULL _HANDSHAKE

: Full Handshake
TSIP_TLS13_MODE_RESUMPTION

: Resumption

TSIP_TLS13_MODE_O0_RTT

:0-RTT

Handshake Secret @ Ephemeral @ Wrapped Key
R_TSIP_TIs13GenerateHandshakeSecret #F 7= (&
R_TSIP_TIs13GenerateResumptionHandshakeSecret
M A handshake_secret_key index ZEHLTL 2
AN

SHA256 TEE L= AvtE—CnyPa
(ClientHello||ServerHello)D/ v & 1 EZEEE L TAH
LTLEELY,

Ny AEDREEIZIE
R_TSIP_Sha256Init/Update/Final Z{# L .
R_TSIP_Sha256Final M /1 digest # AAQIZEAL T
{f2&Ly,

Server Write Key 0 Ephemeral ) Wrapped Key
R_TSIP_TIs13Decryptlnit M A 71

key_index ICER L T Z& LY,

Server Finished Key @ Ephemeral @ Wrapped Key
R_TSIP_TIs13ServerHandshakeVerification @ A 75
server_finished_key index IZfERA L T Z &0y,

EEERT

AUBIZHBELZN—FIT 7)Y —ANONIETHE
AEInTWa I EIzkd ) Y—REENFEE

EE7 Wrapped Key A &ht=

TLS1.3 & #tae T#HAT 5. R_TSIP_TIs13GenerateHandshakeSecret TH 71 &t 1= Handshake Secret
% FLVT Server Write Key & & U Server Finished Key ® Wrapped Key 4 /3 %716 ® API T3,
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Reentrant
JExT I
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4.2.15.5 R_TSIP_TIs13GenerateClientHandshakeTrafficKey

Format

#include “r_tsip_rx_if.h”

e tsip_err_t R_TSIP_TIs13GenerateClientHandshakeTrafficKey(
tsip_tls13_handle_t *handle,
e _tsip _tls13_mode t mode,
tsip_tls13_ephemeral_handshake_secret_key index_t *handshake_secret _key_index,

uint8_t *digest,

tsip_aes_key index_t *client_write_key_index,
tsip_hmac_sha_key index_t *client_finished key index

)

Parameters
handle

mode

handshake_secret_key_index

digest

client_write_key_index

client_finished_key_index

Return Values
TSIP_SUCCESS :

TSIP_ERR_RESOURCE_CONFLICT:

TSIP_ERR_KEY_SET

Description

H
A7

AR

AR

HAh

H

A—tvyiarvaERT/NY RILES(T—5EE)

3T B VAN S o G/ R = I e B2
TSIP_TLS13_MODE_FULL _HANDSHAKE

: Full Handshake
TSIP_TLS13_MODE_RESUMPTION

: Resumption

TSIP_TLS13_MODE_O0_RTT

:0-RTT

Handshake Secret @ Ephemeral @ Wrapped Key
R_TSIP_TIs13GenerateHandshakeSecret #F 7= (&
R_TSIP_TIs13GenerateResumptionHandshakeSecret
M A handshake_secret_key index ZEHLTL 2
AN

SHA256 TEE L= AvtE—CnyPa
(ClientHello||ServerHello)D/ v & 1 EZEEE L TAH
LTLEELY,

Ny AEDREEIZIE
R_TSIP_Sha256Init/Update/Final Z{# L .
R_TSIP_Sha256Final M /1 digest # AAQIZEAL T
{f2&Ly,

Client Write Key 0 Ephemeral ® Wrapped Key
R_TSIP_TIs13Encryptinit ® A 51 key_index [ZEHL
TLZ&LY,

Client Finished Key @ Ephemeral @ Wrapped Key
R_TSIP_Sha256HmacGeneratelnit O A 1

key_index ICER L T =& LY,

EEERT

AUBIZHBELZN—FIT 7)Y —ANONIETHE
AEInTWa I EIzkd ) Y—REENFEE

EE7 Wrapped Key A &ht=

TLS1.3 & #tae T#HAT 5. R_TSIP_TIs13GenerateHandshakeSecret TH 71 &t 1= Handshake Secret
% AL\ T Client Write Key & & U Client Finished Key @ Wrapped Key 4 3 51=6H®D API TY,
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Reentrant
JExT I
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4.2.15.6 R_TSIP_TIs13ServerHandshakeVerification

Format

#include “r_tsip_rx_if.h”

e tsip_err_t R_TSIP_ TIs13ServerHandshakeVerification(

e_tsip_tls13_mode_t mode,

tsip_tls13_ephemeral_server_finished_key index_t *server_finished_key_index,

uint8_t *digest,
uint8_t *server_finished,
uint32_t *verify_data_index

)

Parameters
mode AN

server_finished_key_index AN

digest AN
server_finished ARB
verify_data_index Hh

Return Values
TSIP_SUCCESS :
TSIP_ERR_FAIL

TSIP_ERR_RESOURCE_CONFLICT:

TSIP_ERR_KEY_SET
TSIP_ERR_VERIFICATION_FAIL

T B VAN S o G/ R = I S D 2
TSIP_TLS13_MODE_FULL_HANDSHAKE

: Full Handshake
TSIP_TLS13_MODE_RESUMPTION

: Resumption

TSIP_TLS13_MODE_O0_RTT

:0-RTT

Server Finished Key @ Ephemeral @ Wrapped Key
R_TSIP_TIs13GenerateServerHandshakeTrafficKey
MDH B server finished key index #FEHALTL &
LY,

SHA256 TEE L= AvtE—CnyPa
(ClientHello||ServerHello||[EncryptedExtensions
||CertificateRequest||Certificate||CertificateVerify) @ &
SIS N RV A Ay E—DEBEHELIZED/NY
DAEEFEELTAALTLEZELY,

Ny AEDREEIZIE
R_TSIP_Sha256Init/Update/Final Z{#M L .
R_TSIP_Sha256Final M /1 digest # AAIERL T
{f2&Ly,

H—\H 5 iEH TS Finished &R
R_TSIP_TIs13DecryptUpdate/Final = & VY X% L 1=
Server Finished D T—2 &ML T S/Ny T 7 D5
BE7 FLRZAALTLEZEL,

TSIP EH& DD Server Handshake & FE#E R
R_TSIP_TIs13GenerateMasterSecret M A 73
verify_data_index [ZERA L T 2& LY,
T—REHNTE2NVIT7DERBE7 FLRAEAALT
(FEEEW, BEYAXE8T—F3B2/814 M)TY,

EEERT

RNEIT S —MFK4E

AUBIZHBELZN—FIT 7)Y —ANONIETHE
AEInTWa I EIZkd ) Y—REENFEE

EE7 Wrapped Key A H &ht=

BEAITAK LGN 212
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Description

TLS1.3 E#EMEETHRT 5. b—/\H SRt S h = Finished D& # ALV T Handshake 24853 5718
M APl TY,

Reentrant

JEF It
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4.2.15.7 R_TSIP_TIs13GenerateMasterSecret

Format

#include “r_tsip_rx_if.h”

e tsip_err t R_TSIP_ TIs13GenerateMasterSecret(

tsip_tls13_handle_t *handle,
e _tsip _tls13_mode t mode,

tsip_tls13_ephemeral_handshake_secret_key index_t *handshake_secret _key_index,

uint32_t *verify_data_index,

tsip_tls13_ephemeral_master_secret_key index_t *master_secret_key_index

)

Parameters
handle

mode

handshake_secret_key index

verify_data_index

master_secret_key_index

Return Values
TSIP_SUCCESS :
TSIP_ERR_FAIL

HAh
AR

A7

AR

HAh

TSIP_ERR_RESOURCE_CONFLICT:

TSIP_ERR_KEY_SET

Description

A—tvariERT /Ny FLES(T—74EE)
=3y B WANN NV 2 @/ A u i N D]
TSIP_TLS13_MODE_FULL_HANDSHAKE

: Full Handshake
TSIP_TLS13_MODE_RESUMPTION

: Resumption

TSIP_TLS13_MODE_O0 RTT

:0-RTT

Handshake Secret @ Ephemeral @ Wrapped Key
R_TSIP_TIs13GenerateHandshakeSecret @ H 5
handshake_secret_key index #{ER L T &Ly,
TSIP EH& DD Server Handshake & FE#E R
R_TSIP_Tls13ServerHandshakeVerification @ H 51
verify_data_index ZfEA L T2 &Ly,

Master Secret @ Ephemeral @ Wrapped Key
R_TSIP_TIs13GenerateApplicationTrafficKey & & U
R_TSIP_TIs13GenerateResumptionMasterSecret M A
71 master_secret_key_index IZfEA L T &Ly,

EEERT

NETS—HKE
AUNBIZHERGN— RO T7 )Y —ADMOWLIETHE
AEInTWAILIZ&D ) YV—RERELHEE

BE'®E7 Wrapped Key AA h &ht=

TLS1.3 & ##ae T AT 5. Handshake Secret ® Ephemeral ##% F L T. Master Secret ® Ephemeral

@ Wrapped Key Z4£ 9 51-6D API TY,

Reentrant
JExT I

R20AN0371JJ0124 Rev.1.24
2026.03.20

Page 299 of 448

RENESAS



RX27x1) TSIP(Trusted Secure IP)E ¥ 2 —)L Firmware Integration Technology

4.2.15.8 R_TSIP_TIs13GenerateApplicationTrafficKey

Format

#include “r_tsip_rx_if.h”

e tsip_err_t R_TSIP_TIs13GenerateApplicationTrafficKey(
tsip_tls13_handle_t *handle,
e _tsip _tls13_mode t mode,
tsip_tls13_ephemeral_master_secret_key index_t *master_secret_key_index,
uint8_t *digest,
tsip_tls13_ephemeral_app_secret_key_index_t *server_app_secret_key_index,
tsip_tls13_ephemeral_app_secret_key _index_t *client_app_secret_key_index,
tsip_aes_key_index_t *server_write_key_index,
tsip_aes_key_index_t *client_write_key_index

)

Parameters
handle AAIH A B—tviarveErdTI /Ny FILES(T—EHE)

mode AR EEIT BN R4 TOrall
TSIP_TLS13_MODE_FULL HANDSHAKE
: Full Handshake
TSIP_TLS13_MODE_RESUMPTION
: Resumption
TSIP_TLS13_MODE_0 RTT
:0-RTT

master_secret_key_index AR Master Secret @ Ephemeral @ Wrapped Key
R_TSIP_TIs13GenerateMasterSecret M /1
master_secret_key index ZfERA L T &L,

digest AR SHA256 TEE LIz AvtE—Unyia
(ClientHello||ServerHello||EncryptedExtensions
||CertificateRequest||Certificate||CertificateVerify
[|ServerFinished) D& SI12. N R4 AytE—
CEERBLEDONY VAEEFERLTAALTLE
&Ly,
Ny Y AEDERICE
R_TSIP_Sha256Init/Update/Final Z{#F L .
R_TSIP_Sha256Final M 71 digest # AAIfERAL T
{fZ&Ly,

server_app_secret_key_index {7 Server Application Traffic Secret @ Ephemeral M
Wrapped Key
R_TSIP_TIs13UpdateApplicationTrafficKey @ A 7
input_app_secret_key _index [CERA L TL &Ly,

client_app_secret_key_index H A ClientApplicationTrafficSecret @ Ephemeral @
Wrapped Key
R_TSIP_TIs13UpdateApplicationTrafficKey @ A 7
input_app_secret_key _index [CER L TL &Ly,

server_write_key_index H 5 Server Write Key @ Ephemeral 0 Wrapped Key
R_TSIP_TIs13Decryptinit ® A F1 key_index IZfERA L
TLZ&LY,
client_write_key_index H 5 Client Write Key @ Ephemeral @ Wrapped Key
R_TSIP_TIs13Encryptinit ® A1 key_index IZfER L
TLZ&LY,
R20AN0371JJ0124 Rev.1.24 Page 300 of 448

2026.03.20 RENESAS



RX27x1) TSIP(Trusted Secure IP)E ¥ 2 —)L Firmware Integration Technology

Return Values

TSIP_SUCCESS : EERT
TSIP_ERR_RESOURCE_CONFLICT: ANBIZAHBELHN—FHz 7)Y —ANLONIETHE
AENATWAHIEITED ) VY —REENFEE
TSIP_ERR_KEY_SET EE77 Wrapped Key WAL Eh -
Description

TLS1.3 & #Hae T AT 5. Master Secret ® Ephemeral ##% ALV T. Application Traffic Secret ®
Wrapped Key 249 518D APl T3, & T. Server Write Key # & U Client Write Key @
Ephemeral @ Wrapped Key 24 L £3,

Reentrant

JEF It
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4.2.15.9 R_TSIP_TIs13UpdateApplicationTrafficKey

Format

#include “r_tsip_rx_if.h”

e tsip_err_t R_TSIP_TIs13UpdateApplicationTrafficKey(
tsip_tls13_handle_t *handle,
e _tsip _tls13_mode t mode,
e_tsip_tls13_update_key type_t key type,
tsip_tls13_ephemeral_app_secret_key_index_t *input_app_secret_key_index,
tsip_tls13_ephemeral_app_secret_key_index_t *output_app_secret_key_index,
tsip_aes_key _index_t *app_write_key_index

)

Parameters
handle AHIHEA Bl—tv>arERT/N\NY RILES(T—78EE)

mode AR =Sy BV VAN N 3% @y R u I S B
TSIP_TLS13_MODE_FULL_HANDSHAKE
: Full Handshake
TSIP_TLS13_MODE_RESUMPTION
: Resumption
TSIP_TLS13_MODE_O0 RTT
:0-RTT
key_type AR BT HRDIELHE
TSIP_TLS13_UPDATE_SERVER_KEY
: Server Application Traffic Secret
TSIP_TLS13_UPDATE_CLIENT_KEY
: Client Application Traffic Secret
input_app_secret_key_index AR A 19 % Server/Client Application Traffic Secret ®
Ephemeral ) Wrapped Key
R_TSIP_TIs13GenerateApplicationTrafficKey @ H 71
server/client_app_secret_key index xF = &
R_TSIP_TIs13UpdateApplicationTraffickey @ H 7
output_app_secret_key_index M 5 5. key_type IZ35
ELE-RBOBHICHESLEZANZFERALTLZEL,
output_app_secret_key_index 7 H 719 % Server/Client Application Traffic Secret ®
Ephemeral ) Wrapped Key
key_type [CI57E LI-SBORBEICHIE LI-H AN FE LN
F7,
R_TSIP_TIs13UpdateApplicationTrafficKkey @ A A
input_app_secret_key_index IZERA L T FZ& LY,
app_write_key_index A Server/Client Write Key ) Ephemeral @ Wrapped Key
key_type [CI57E LI-SBORBEICHIE LI-H AN FE LN
7,
Server Write Key [£ R_TSIP_TIs13Decryptinit ® A1
key_index IZEERAL T &L,
Client Write Key [& R_TSIP_TIs13Encryptlnit ® A 1
key_index ICEERAL T &Ly,
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Return Values

TSIP_SUCCESS : EERT
TSIP_ERR_FAIL NETS—MHE
TSIP_ERR_RESOURCE_CONFLICT: ANBIZAHBELHN—FHz 7)Y —ANONIETHE
AINTWAI LIZKD Y Y —REENFEE
TSIP_ERR_KEY_SET EE77 Wrapped Key WA L&z
TSIP_ERR_PARAMETER ART—A NI
Description

TLS1.3 Ei#i%aE THEHAT 5. Application Traffic Secret Z L\ T. Application Traffic Secret ® Wrapped
Key & xtit3 B 558D Wrapped Key 2B #9516 ®D API T,

Reentrant
E| oI

R20AN0371JJ0124 Rev.1.24 Page 303 of 448
2026.03.20 RENESAS



RX27x1) TSIP(Trusted Secure IP)E ¥ 2 —)L Firmware Integration Technology

4.2.15.10 R_TSIP_TIs13GenerateResumptionMasterSecret

Format

#include “r_tsip_rx_if.h”

e tsip_err_t R_TSIP_ TIs13GenerateResumptionMasterSecret(

tsip_tls13_handle_t *handle,
e _tsip _tls13_mode t mode,

tsip_tls13_ephemeral_master_secret_key index_t *master_secret_key_index,

uint8_t *digest,

tsip_tls13_ephemeral_res_master_secret key index t *res_master_secret_key index

)

Parameters
handle AR
mode A7
master_secret_key_index AR
digest A7

res_master_secret_key index HA

Return Values
TSIP_SUCCESS :
TSIP_ERR_RESOURCE_CONFLICT:

TSIP_ERR_KEY_SET

Description

A—tvariERT /Ny FLES(T—74EE)

=3y B WANN NV 2 @/ A u i N D]
TSIP_TLS13_MODE_FULL_HANDSHAKE

: Full Handshake
TSIP_TLS13_MODE_RESUMPTION

: Resumption

TSIP_TLS13_MODE_O0_RTT

:0-RTT

Handshake Secret @ Ephemeral @ Wrapped Key
R_TSIP_Tls13GenerateHandshakeSecret @ H 5
handshake_secret_key index ZRA L T Z&LY,
SHA256 TEE L= AvtE—nyPa
(ClientHello||ServerHello||[EncryptedExtensions
||CertificateRequest||Certificate||CertificateVerify
||ServerFinished||Certificate||CertificateVerify
[|ClientFinished) @ & 512, N Fo A A vt—
CEERLIEDONYVAEEERELTAALTLE
&Ly,

Ny Y AEDERICE
R_TSIP_Sha256Init/Update/Final Z{#F L .
R_TSIP_Sha256Final M /1 digest # AAIERL T
(Y F AN

Resumption Master Secret @ Ephemeral ) Wrapped
Key

R_TSIP_TIls13GeneratePreSharedkey @ A A
res_master_secret_key_index ICfER L T &Ly,

EEERT

AUBIZHELGN—FDO 7)Y —ZANONETHE
HAEhTWA I EITkD ) Y—RERAHEE

BEE7 Wrapped Key A&t

TLS1.3 & #tee THEHAT 5. Master Secret ® Ephemeral #% LY T. Resumption Master Secret ®

Wrapped Key 249 518D API TY,

RFCB8446 & Y. Master Secret ® Ephemeral @ Wrapped Key master_secret_key_index I£, & API [Z
& 2 T Resumption Master Secret @ Wrapped Key Z 4 L =R ICHIBR L T &L,
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Reentrant
JExT I
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4.2.15.11 R_TSIP_TIs13GeneratePreSharedKey

Format

#include “r_tsip_rx_if.h”

e tsip_err t R_TSIP_ TIs13GeneratePreSharedKey(

tsip_tls13_handle_t *handle,
e _tsip _tls13_mode t mode,

tsip_tls13_ephemeral_res_master_secret_key_index t *res_master_secret_key_index,

uint8_t *ticket_nonce,

uint32_t ticket_nonce_len,

tsip_tls13_ephemeral_pre_shared _key index_t *pre_shared key index

)

Parameters
handle

mode

res_master_secret_key_index

ticket_nonce

ticket_nonce_len

pre_shared_key_index

Return Values
TSIP_SUCCESS :
TSIP_FAIL

TSIP_ERR_RESOURCE_CONFLICT:

TSIP_ERR_KEY_SET

Description

A7
A7

AR

AR

AR

HAh

A—tvyiarvaERT/NY RILES(T—5EE)

ElT SN R4 T bal
TSIP_TLS13_MODE_FULL HANDSHAKE

: Full Handshake

TSIP_TLS13_MODE_RESUMPTION

: Resumption

TSIP_TLS13_MODE_O0_RTT

:0-RTT

Resupmtion Master Secret @ Ephemeral @ Wrapped
Key

R_TSIP_TIs13GenerateResumptionMasterSecret @ H
71 res_master_secret_key index Z{EARAL T &Ly,
Y—3Hh SR HE SN iz Ticket Nonce

TicketNonce M4 XA 16 /N FDEHTHINES
&, 16 /N FDE#HELESH K SIT 0 padding LTAA
LTLEEL,

Ticket Nonce M/ 1 F &

=AY A XL 255 /84

Pre Shared Key @ Ephemeral @ Wrapped Key
R_TSIP_TIs13GeneratePskBinderKey.
R_TSIP_Tls13GenerateResumptionHandshakeSecret
# £ U R_TSIP_TIs13GenerateORttApplicationWriteKey
MDA A pre_shared_key index IZEA L TL &L,

EEERT

NETS—HKE

AUBIZHBELZN—FIT 7)Y —ANONIETHE
AEsnTWa I EIzkd ) Y—REENFEE

EE 7 Wrapped Key A H &ht=

TLS1.3 & ##ee THEHAT 5. Resumption Master Secret ® Ephemeral #% AL T. New Session Ticket
DIEEH S Pre Shared Key M Wrapped Key 4T 51=-HD API TS,

Reentrant
JExT I
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4.2.15.12 R_TSIP_TIs13GeneratePskBinderKey

Format

#include “r_tsip_rx_if.h”

e tsip_err t R_TSIP_ TIs13GeneratePskBinderKey(
tsip_tls13_handle_t *handle,
tsip_tls13_ephemeral_pre_shared_key index_t *pre_shared_key_index,
tsip_hmac_sha_key index_t *psk_binder_key_index

)

Parameters
handle ARB BA—tviarvERI/NY FILES(T—YEHE)
pre_shared_key_index AHB Pre Shared Key @ Ephemeral @ Wrapped Key

R_TSIP_TIs13GeneratePreSharedKey Mt 71

pre_shared_key_index ZEAL T2 &Ly,
psk_binder_key index Hh Psk Binder Key ) Ephemeral @ Wrapped Key

Psk Binder A RLIZHERA L T 2Ly,

R_TSIP_Sha256HmacGeneratelnit M A 71 key_index

[CEALTLREZEL,

Return Values

TSIP_SUCCESS : EERT
TSIP_ERR_FAIL RNETS—MNFE
TSIP_ERR_RESOURCE_CONFLICT: ANBIZHEZN— KT )Y —ADMLONIETE
AEATWAILIZED ) Y —REENFELE
TSIP_ERR_KEY_SET EE 7% Wrapped Key A& h =
Description

TLS1.3 EiEHEETHEAT 5. Binder Key M Wrapped Key #4835 1=H®D API TY,

Reentrant
E| oI
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4.2.15.13 R_TSIP_TIs13GenerateResumptionHandshakeSecret

Format

#include “r_tsip_rx_if.h”

e tsip_err_t R_TSIP_ TIs13GenerateResumptionHandshakeSecret(
tsip_tls13_handle_t *handle,
e _tsip _tls13_mode t mode,
tsip_tls13_ephemeral_pre_shared_key _index_t *pre_shared_key_index,
tsip_tls13_ephemeral_shared_secret_key _index_t *shared_secret_key index,
tsip_tls13_ephemeral_handshake_secret key index t *handshake secret key_index

)

Parameters
handle

mode

pre_shared_key_index

shared_secret_key_index

handshake_secret_key_index

Return Values
TSIP_SUCCESS :
TSIP_FAIL

TSIP_ERR_RESOURCE_CONFLICT:

TSIP_ERR_KEY_SET

Description

AR
AR

AR

AR

HAh

B—tviarard/N\Y RILES(T—7MHEE)

3 BAVAN N2 % (s v u i e [
TSIP_TLS13_MODE_FULL_HANDSHAKE

: Full Handshake
TSIP_TLS13_MODE_RESUMPTION

: Resumption

TSIP_TLS13_MODE_O_RTT

: 0-RTT

Pre Shared Key @ Ephemeral @ Wrapped Key
R_TSIP_Tls13GeneratePreSharedKey M H 51
pre_shared_key_index Z{#EHA L T 2 &L,

Shared Secret @ Ephemeral @ Wrapped Key
R_TSIP_Tls13GenerateEcdheSharedSecret M H A
shared_secret_key index ZfEH L T &L,
Handshake Secret @ Ephemeral ® Wrapped Key
R_TSIP_Tls13GenerateServerHandshakeTrafficKey.
R_TSIP_TIs13GenerateClientHandshakeTrafficKey &
& ' R_TSIP_TIs13GenerateMasterSecret M A 51
handshake_secret_key index IZfE#R L T F2&LY,

EEERT

NETS—HKE

ANBIZHBELZ/N—FIT 7)Y —ANONIETHE
AEINTWAILIZ&D ) YV—REBRELAHEE

E'E7 Wrapped Key AA & ht=

TLS1.3 & #tee THEAT 5. R_TSIP_TIs13GeneratePreSharedKey T4k L 7= Pre Shared Key @
Wrapped Key #{#F L. Handshake Secret @ Wrapped Key 49 518D API T,

Pre Shared Key [CDWTIE, TSIPIZKYER LIz DDA ZEFERL. TS D Pre Shared Key [ZDLY

TRYR—FLTLEEA,

Reentrant
JExt I
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4.2.15.14 R_TSIP_TIs13GenerateORttApplicationWriteKey

Format

#include “r_tsip_rx_if.h”

e tsip_err_t R_TSIP_ TIs13GenerateORttApplicationWriteKey/(

tsip_tls13_handle_t *handle,

tsip_tls13_ephemeral_pre_shared_key _index_t *pre_shared_key_index,

uint8_t *digest,

tsip_aes_key _index_t *client_write_key index

)

Parameters
handle AN A
pre_shared_key_index AA
digest AH
client_write_key_index H A

Return Values
TSIP_SUCCESS :
TSIP_ERR_FAIL
TSIP_ERR_RESOURCE_CONFLICT:

TSIP_ERR_KEY_SET

Description

BA—tv arvEaERT/NY FILES(T—Y5EE)

Pre Shared Key @ Ephemeral @ Wrapped Key
R_TSIP_TIs13GeneratePreSharedKey Mt 71
pre_shared_key_index ZEAL T2 &Ly,

SHA256 THEE LA vtE—Unyia

ClientHello D/\y L a1 fEZEELTAALTLES
(A

Ny AEOEEICIE
R_TSIP_Sha256Init/Update/Final ZfEf L.
R_TSIP_Sha256Final M digest # AAIZERALT
{fZ&Ly,

Client Write Key 0 Ephemeral @ Wrapped Key
R_TSIP_TIs13Encryptinit @ A # key_index 2R L
TLZ&ELY,

EERT

NETS—HKE

ANBIZHBELZN—FIT 7)Y —ANONIETHE
AEINnTWAILIZ&D ) YV—RERELAHEE

E'®E7 Wrapped Key A &ht=

TLS1.3 E e THEAT 5. R_TSIP_TIs13GeneratePreSharedKey T4k L 1= Pre Shared Key % F LY
T. O-RTT TERAT 5= D Client Write Key ® Wrapped Key 4/ 9 57=6D API TT,

O-RTT %R 3 BBAICDULVT, RFC8446 23 EICREH; SN TS K S, BIAMEMENENE, VT
LA REMENBENCENIRVERYET, COMEDFERICOVNTIE, RURVEBFEFZTHEHLT

{fZEly,

Reentrant

B I
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4.2.15.15 R_TSIP_TIs13CertificateVerifyGenerate

Format

#include “r_tsip_rx_if.h”

e tsip_err_t R_TSIP_ TIs13CertificateVerifyGenerate(
uint32_t *key_index,
e_tsip_tls13_signature_scheme_type t signature_scheme,
uint8_t *digest,
uint8_t *certificate_verify,
uint32_t *certificate_verify len

)

Parameters

key_index AH ZERERADOWERD Wrapped Key
R_TSIP_GenerateEccP256PrivateKeylndex.
R_TSIP_GenerateEccP256RandomKeylindex.
R_TSIP_UpdateEccP256PrivateKeylndex.
R_TSIP_GenerateRsa2048PrivateKeyIndex.
R_TSIP_GenerateRsa2048RandomKeylIndex
Fr(&
R_TSIP_UpdateRsa2048PrivateKeylndex ®» & £
key_pair_index E7=[X key_index ZFEA L T &Ly,
SI#IEL uint32_t*THFY XA FLTHBAHNLTK
== AN

signature_scheme AR FRTEHERT7ILTIRXL
TSIP_TLS13_SIGNATURE_SCHEME_ECDSA SECP256R1_SHA256
: ecdsa_secp256r1_sha256
TSIP_TLS13_SIGNATURE_SCHEME_RSA PSS RSAE_SHA256
: rsa_pss_rsae_sha256

digest AR SHA256 TEE LIz AvtE—UnyPa
(ClientHello||ServerHello||[EncryptedExtensions
||CertificateRequest||Certificate||CertificateVerify
||ServerFinished||Certificate) D &k 512, N Kz A4
Av—CEEHLIZEONY D AEEERELTAALT
(-] AN
Ny aAEDEEICE
R_TSIP_Sha256Init/Update/Final Z{#MA L.
R_TSIP_Sha256Final M1 digest # AAICERALTL 2

AN
certificate_verify Hh CertificateVerify
T—74 & RFC8446 4.4.3 E® CertificateVerify DR TH
hEnFEJ,
certificate_verify len A certificate_verify M/\1 &
Return Values
TSIP_SUCCESS : EERT
TSIP_ERR_FAIL AEBLT S —MF4E
TSIP_ERR_RESOURCE_CONFLICT: AUBIZPHELEN—FHz 7YY —IANhOMIECHE
AEShTWaILITED) V—REELEALE
TSIP_ERR _KEY_SET EE72 Wrapped Key A L& -
TSIP_ERR_PARAMETER ANTF—4 NI
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Description

TLS1.3 E#EETHAT 5. Y —/\(ZEIET B CertificateVerify Z4EM T 51-6D API TF, 7ILTY X
L% ecdsa_secp256r1_sha256 # & U rsa_pss_rsae_sha256 #{#AHAL E 3,

Reentrant

JEF It
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4.2.15.16 R_TSIP_TIs13CertificateVerifyVerification

Format

#include “r_tsip_rx_if.h”

e tsip_err_t R_TSIP_ TIs13CertificateVerifyVerification(

uint32_t *key_index,

e_tsip_tls13_signature_scheme_type t signature_scheme,

uint8_t *digest,
uint8_t *certificate_verify,
uint32_t certificate_verify _len

)

Parameters
key_index AAB
signature_scheme AR
digest A7
certificate_verify AR
certificate_verify_len AR

Return Values
TSIP_SUCCESS :
TSIP_ERR_FAIL

TSIP_ERR_RESOURCE_CONFLICT:

TSIP_ERR_KEY_SET
TSIP_ERR_PARAMETER

Description

TLS1.3 EEHEETHERT 5. —/\h B 2{E

ERCR |y B ed/N: o

R_TSIP_TlIsCertificateVerification & 7= &
R_TSIP_TIsCertificateVerificationExtension @ H A
encrypted_output_public_key Z{ER L TL &Ly,
HHATE2ELTILITYRL
TSIP_TLS13_SIGNATURE_SCHEME_ECDSA SECP256R1_SHA256
: ecdsa_secp256r1_sha256
TSIP_TLS13_SIGNATURE_SCHEME_RSA PSS _RSAE SHA256

: rsa_pss_rsae_sha256
SHA256 TEE LA vtE—Pnyia
(ClientHello||ServerHello||[EncryptedExtensions
||CertificateRequest||Certificate) D & 12, /N> k(Y
Ayt—UEEHELEONY V1 EEZEELTAALT
{FEELY,

Ny aAEDEEICE

R_TSIP_Sha256Init/Update/Final Z{#MA L.
R_TSIP_Sha256Final M 51 digest # AAICERALTL 2
Ly,
CertificateVerify

RFC8446 4.4.3 E® CertificateVerify DX DT—42 %1%
MLTWANY T 7DRET FLREADLTLIEEL,
certificate_verify /31 + &

EERT
RETS—ORE. 3 LIFERRIELK

ANBIZHBELZN—FIT 7)Y —ANONIETHE
AEInTWa I EIZkd ) Y—REENFEE
EE 7 Wrapped Key A B &ht=

ANT—EBTE

L 7= CertificateVerify Z4REE S 57D API TY, 7L T

X Ll ecdsa_secp256r1_sha256 # & U rsa_pss_rsae_sha256 AL ET,

Reentrant
JExt I
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4.2.15.17 R_TSIP_GenerateTIs13SVP256EccKeylndex

Format

#include “r_tsip_rx_if.h”

e tsip_err t R_TSIP_ TisGenerateTls13SVP256EccKeylndex(
tsip_tls13_handle_t *handle,
e _tsip _tls13_mode t mode,
tsip_tls_p256_ecc_key_index_t *key_index,
uint8_t *ephemeral_ecdh_public_key

)

Parameters
handle A7 Bl—tvy>arERd/N> RILES(T7—75EHE)

mode AT EHET BN 4T kan
TSIP_TLS13_MODE_FULL_HANDSHAKE
: Full Handshake
TSIP_TLS13_MODE_RESUMPTION
: Resumption
TSIP_TLS13_MODE_O0_RTT
:0-RTT
key_index HA Ephemeral ECC @ Wrapped Key
R_TSIP_TIs13SVGenerateEcdheSharedSecret M A 71
key_index IZERIL T =& LY,
ephemeral_ecdh_public_key HAh H—s3~%E{EF % Ephemeral ECDH /A Ba%E
Qx(256bit) || Qy(256bit)

Return Values

TSIP_SUCCESS : EEET
TSIP_ERR_FAIL: NET 5 —MR4E
TSIP_ERR_RESOURCE_CONFLICT: AMBIZHREHRN—FH 7)Y —IAPMONIBTHE

AEhTWAHIEIZED) V—RERIFELE

Description

TLS1.3 EEHAED Y —/\BEETHERAT 5. M 5 256bit RIALDIEARES DO DT ZERK
I5=8DAPITY,

Reentrant

FERE I
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4.2.15.18 R_TSIP_TIs13SVGenerateEcdheSharedSecret

Format

#include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_ TIs13SVGenerateEcdheSharedSecret(
e_tsip_tls13_mode_t mode,
uint8_t *client_public_key,
tsip_tls_p256_ecc_key_index_t *key_index,
tsip_tls13_ephemeral_shared_secret_key index_t *shared_secret_key_index

)

Parameters

mode AR 3 B AN S 3 G/ A = i e D] 2
TSIP_TLS13_MODE_FULL_HANDSHAKE
: Full Handshake
TSIP_TLS13_MODE_RESUMPTION
: Resumption
TSIP_TLS13_MODE_O0_RTT
:0-RTT
client_public_key AH D347 b LIRESAD AR
Qx(256bit) || Qy(256bit)
key_index AR Ephemeral ECC #% 80 Wrapped Key
R_TSIP_GenerateTIs13SVP256EccKeyindex @ H 71
key_index ZERAL T &Ly,
shared_secret_key_index A Shared Secret @ Ephemeral @ Wrapped Key
R_TSIP_TIs13SVGenerateHandshakeSecret & & U
R_TSIP_TIs13SVGenerateResumptionHandshakeSecret
MDA #1 shared_secret_key index IZERA L TL =& LY,

Return Values

TSIP_SUCCESS : EERT
TSIP_ERR_FAIL: NET 5 —MR4E
TSIP_ERR_RESOURCE_CONFLICT: ANBIZHBEHN—FH 7)Y —ANMONIETHE
RAENTWEZEITED ) V—REENEE
TSIP_ERR _KEY_SET EHE 7% Wrapped Key WA K& h =
Description

TLS1.3 EEHEED Y —/\HEETHRT 5. H—/\h o RU I 2MABLEHONLOEEL-NEREE
BT, 256bit RALDEEH TH D Shared Secret Z5tE L. Wrapped Key ZEKT 57D API T,

BUMEES A4/ — b: TLS_AES_128 GCM_SHA256, TLS_AES_ 128 CCM_SHA256
#3z#0) A3 ECDHE NIST P-256

Reentrant

B I
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4.2.15.19 R_TSIP_TIs13SVGenerateHandshakeSecret

Format

#include “r_tsip_rx_if.h”

e tsip_err t R_TSIP_ TIs13SVGenerateHandshakeSecret(
tsip_tls13_ephemeral_shared_secret_key index t *shared_secret_key index,
tsip_tls13_ephemeral_handshake_secret_key index_t *handshake_secret key_index

)

Parameters

shared_secret_key_index AN Shared Secret ® Ephemeral @ Wrapped Key
R_TSIP_TIs13SVGenerateEcdheSharedSecret M
Hi 71 shared_secret_key index ZfEH L T &L,

handshake_secret_key_index H#H Handshake Secret @ Ephemeral ® Wrapped Key
R_TSIP_TIs13SVGenerateServerHandshakeTrafficKey.
R_TSIP_TIs13SVGenerateClientHandshakeTrafficKey &
& U R_TSIP_TIs13SVGenerateMasterSecret @ A 7
handshake_secret_key_index IZfE#R L T FZ&LY,

Return Values

TSIP_SUCCESS : EERT
TSIP_ERR_FAIL: RNETS—MNFE
TSIP_ERR_RESOURCE_CONFLICT: AUBIZHEBEHN— RO T7 )Y —AHMLONIE TR
AENTWAHIEIZED) V—RERNIFEE
TSIP_ERR_KEY_SET EE 7% Wrapped Key A& h =
Description

TLS1.3 &t Ee DY —/\HRE T I 5. Shared Secret ® Ephemeral $% LV T. Handshake Secret
M Wrapped Key Z4£ 9 51-6D API TY,

Reentrant
E| oI
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4.2.15.20 R_TSIP_TIs13SVGenerateServerHandshakeTrafficKey

Format

#include “r_tsip_rx_if.h”

e tsip_err_t R_TSIP_TIs13SVGenerateServerHandshakeTrafficKey(
tsip_tls13_handle_t *handle,
e _tsip _tls13_mode t mode,
tsip_tls13_ephemeral_handshake_secret_key index_t *handshake_secret _key_index,

uint8_t *digest,

tsip_aes_key_index_t *server_write_key_index,
tsip_hmac_sha_key_index_t *server_finished key index

)

Parameters
handle

mode

handshake_secret_key_index

digest

server_write_key_index

server_finished_key_index

Return Values
TSIP_SUCCESS :

TSIP_ERR_RESOURCE_CONFLICT:

TSIP_ERR_KEY_SET

Description

Hh
AR

AR

AN

HAh

HAh

A—tvyiarvaERT/NY RILES(T—5EE)

3T B VAN S o G/ R = I e B2
TSIP_TLS13_MODE_FULL _HANDSHAKE

: Full Handshake

TSIP_TLS13_MODE_RESUMPTION

: Resumption

TSIP_TLS13_MODE_O0_RTT

:0-RTT

Handshake Secret @ Ephemeral @ Wrapped Key
R_TSIP_TIs13SVGenerateHandshakeSecret

EJFS
R_TSIP_TIs13SVGenerateResumptionHandshakeSecret
MDA handshake secret_key index #FEALTL &
LY,

SHA256 TEE LA vtE—Unyia
(ClientHello||ServerHello)D/ v ¥ 1 {EZEELTAAL
TLEELY,

Ny AEDREEICE

R_TSIP_Sha256Init/Update/Final Z{#F L .
R_TSIP_Sha256Final M A1 digest # AZIZfEA L TKL
=&y,

Server Write Key 0 Ephemeral ® Wrapped Key
R_TSIP_TIs13Encryptinit ® A A

key_index IZEERAL TS,

Server Finished Key @ Ephemeral @ Wrapped Key
R_TSIP_Sha256HmacGeneratelnit O A 1

key_index ICER L T =& LY,

EEERT

AUBIZHBELZN—FIT 7)Y —ANONIETHE
AEInTWa I EIZkd ) Y—REENFEE

EE7 Wrapped Key A &ht=

TLS1.3 E#EHEE DY —/\HRE T AT 5. R_TSIP_TIs13SVGenerateHandshakeSecret TH A & 1=
Handshake Secret % A (T Server Write Key & & Uf Server Finished Key @ Wrapped Key 4 %9 5 1=

HD API TY,
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Reentrant

JEF It
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4.2.15.21 R_TSIP_TIs13SVGenerateClientHandshakeTrafficKey

Format

#include “r_tsip_rx_if.h”

e tsip_err_t R_TSIP_TIs13SVGenerateClientHandshakeTrafficKey(
tsip_tls13_handle_t *handle,
e _tsip _tls13_mode t mode,
tsip_tls13_ephemeral_handshake_secret_key index_t *handshake_secret _key_index,

uint8_t *digest,

tsip_aes_key index_t *client_write_key_index,
tsip_tls13_ephemeral_client_finished_key index_t *client_finished key index

)

Parameters
handle

mode

handshake_secret_key_index

digest

client_write_key_index

client_finished_key_index

Return Values
TSIP_SUCCESS :

TSIP_ERR_RESOURCE_CONFLICT:

TSIP_ERR_KEY_SET

Description

Hh
AR

AR

AN

HAh

HAh

A—tvyiarvaERT/NY RILES(T—5EE)

3T B VAN S o G/ R = I e B2
TSIP_TLS13_MODE_FULL _HANDSHAKE

: Full Handshake

TSIP_TLS13_MODE_RESUMPTION

: Resumption

TSIP_TLS13_MODE_O0_RTT

:0-RTT

Handshake Secret @ Ephemeral @ Wrapped Key
R_TSIP_TIs13SVGenerateHandshakeSecret

EZ=lry
R_TSIP_TIs13SVGenerateResumptionHandshakeSecret
MDA handshake secret_key index #FEALTL &
(A

SHA256 TEE LA vtE—Unyia
(ClientHello||ServerHello)D/ v ¥ 1 {EZEELTAAL
TLEELY,

Ny AEDREEICE

R_TSIP_Sha256Init/Update/Final Z{#F L .
R_TSIP_Sha256Final M A1 digest # AZIZfEA L TKL
=&y,

Client Write Key 0 Ephemeral ® Wrapped Key
R_TSIP_TIs13Decryptlnit ® A} key_index IZfEF L T
(Y F AN

Client Finished Key ) Ephemeral @ Wrapped Key
R_TSIP_TIs13SVClientHandshakeVerification

M A F client_finished_key_index IZER L TL 2Ly,

EEERT

AUBIZHBELZN—FIT 7)Y —ANONIETHE
AEInTWa I EIZkd ) Y—REENFEE

EE7 Wrapped Key A &ht=

TLS1.3 EHEHEE DY —/\HRE T AT 5. R_TSIP_TIs13SVGenerateHandshakeSecret THh & 1=
Handshake Secret % Fi L\ T Client Write Key # & U Client Finished Key 0 Wrapped Key #4 @3 % 1=&

? APITY,
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Reentrant

JEF It
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4.2.15.22 R_TSIP_TIs13SVClientHandshakeVerification

Format

#include “r_tsip_rx_if.h”

e tsip_err_t R_TSIP_ TIs13SVClientHandshakeVerification(

e_tsip_tls13_mode_t mode,

tsip_tls13_ephemeral_client_finished_key index_t *client_finished_key_index,

uint8_t *digest,
uint8_t *client_finished

)

Parameters
mode AR

client_finished_key_index AN

digest AN

client_finished AR

Return Values
TSIP_SUCCESS :
TSIP_ERR_FAIL
TSIP_ERR_RESOURCE_CONFLICT:

TSIP_ERR_KEY_SET
TSIP_ERR_VERIFICATION_FAIL

Description

3 B VAN N o (/R =l e D] 2
TSIP_TLS13_MODE_FULL_HANDSHAKE

: Full Handshake
TSIP_TLS13_MODE_RESUMPTION

: Resumption

TSIP_TLS13_MODE_0_RTT

: 0-RTT

Client Finished Key @ Ephemeral @ Wrapped Key
R_TSIP_TIs13SVGenerateClientHandshakeTrafficKey
D H B client_finished_key index #{HEAL TS
l:\o

SHA256 TEE L AvtE—UnyPa
(ClientHello||ServerHello||[EncryptedExtensions
||CertificateRequest||Certificate||CertificateVerify
||ServerFinished||Certificate||CertificateVerify) @
K. N RYVIA O Ay E—DFEHELED
NYDAEEFEELTAALTLESLY,

Ny VaAEDERICE
R_TSIP_Sha256Init/Update/Final &R L .
R_TSIP_Sha256Final M 11 digest # AAIZEAL T
{fZ&y,

95472 b oRE SN S Finished 1§
R_TSIP_Tls13DecryptUpdate/Final 1= & Y Bx%#% L 7=
Client Finished D T7—42 Z#&HML TL\5/\y T 7 D5
7 FLREAALTLEZELY,

EERT

AT S —ARE

AUBIZHEGN—FD 7)) —ZANONETHE
HAEIhTWAI EITkD ) YV—RERAHEE

BEE7 Wrapped Key A&t

BAETARE LGN 1=

TLS1.3 BIEHAED Y —/\EEETERT S, 7547 2 LIRS T= Finished DIEHREA LT

Handshake Z#&EE9 57= D API TT,

AAPIMSDRYEA TSIP_ERR _VERIFICATION _FAIL T3 - 1=184&. #3I L 1= Handshake #& ¢ TLS

BEZHIELTEZELY,
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Reentrant
JExT I
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4.2.15.23 R_TSIP_TIs13SVGenerateMasterSecret

Format

#include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_ TIs13SVGenerateMasterSecret(
tsip_tls13_handle_t *handle,
e _tsip _tls13_mode t mode,
tsip_tls13_ephemeral_handshake_secret_key index_t *handshake_secret _key_index,
tsip_tls13_ephemeral_master_secret_key index_t *master_secret_key_index

)

Parameters
handle Hh Bl—tvy>arERd/N> RILES(T7—75EHE)

mode AR =3y B VAN NV % /R I e ]
TSIP_TLS13_MODE_FULL_HANDSHAKE
: Full Handshake
TSIP_TLS13_MODE_RESUMPTION
: Resumption
TSIP_TLS13_MODE_0 RTT
:0-RTT

handshake_secret_key index A7 Handshake Secret @ Ephemeral @ Wrapped Key
R_TSIP_TIs13SVGenerateHandshakeSecret M H 7
handshake_secret_key index #{ER L T 2Ly,

master_secret_key_index A Master Secret @ Ephemeral @ Wrapped Key
R_TSIP_TIs13SVGenerateApplicationTrafficKey & &
[6)
R_TSIP_TIs13SVGenerateResumptionMasterSecret
D A 71 master_secret_key index ICEERA LTS

LY,
Return Values
TSIP_SUCCESS : EERT
TSIP_ERR_FAIL NELS—MNFE
TSIP_ERR_RESOURCE_CONFLICT: ANBIZHBEHN—FHz 7)Y —ANMONIETHE
ASnTWAILIT&D ) V—REELEE
TSIP_ERR _KEY_SET EHE 7% Wrapped Key WA K& h =

Description

TLS1.3 &t ae DY —/\HRE TR 5. Handshake Secret @ Ephemeral #% F (T, Master Secret
@ Ephemeral ® Wrapped Key 43 51=6D API TY,

Reentrant

B I
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4.2.15.24 R_TSIP_TIs13SVGenerateApplicationTrafficKey

Format

#include “r_tsip_rx_if.h”

e tsip_err_ t R_TSIP_TIs13SVGenerateApplicationTrafficKey(
tsip_tls13_handle_t *handle,
e _tsip _tls13_mode t mode,
tsip_tls13_ephemeral_master_secret_key index_t *master_secret_key_index,
uint8_t *digest,
tsip_tls13_ephemeral_app_secret_key_index_t *server_app_secret_key_index,
tsip_tls13_ephemeral_app_secret_key _index_t *client_app_secret_key_index,
tsip_aes_key_index_t *server_write_key_index,
tsip_aes_key_index_t *client_write_key_index

)

Parameters
handle AAIH A B—tviarveErdTI /Ny FILES(T—EHE)

mode AR EET SNV R4 TOrall
TSIP_TLS13_MODE_FULL _HANDSHAKE
: Full Handshake
TSIP_TLS13_MODE_RESUMPTION
: Resumption
TSIP_TLS13_MODE_0 RTT
:0-RTT

master_secret_key_index AR Master Secret @ Ephemeral @ Wrapped Key
R_TSIP_TIs13SVGenerateMasterSecret Mt 1
master_secret_key index ZfERA L T &L,

digest AR SHA256 TEE LIz AvtE—Unyia
(ClientHello||ServerHello||EncryptedExtensions
||CertificateRequest||Certificate||CertificateVerify
[|ServerFinished) D& SI12. N R4 AytE—
CEERBLEDONY VAEEFERLTAALTLE
&Ly,
Ny Y AEDERICE
R_TSIP_Sha256Init/Update/Final Z{#F L .
R_TSIP_Sha256Final M 71 digest # AAIfERAL T
{fZ&Ly,

server_app_secret_key_index {7 Server Application Traffic Secret @ Ephemeral @
Wrapped Key
R_TSIP_TIs13SVUpdateApplicationTrafficKey @ A 71
input_app_secret_key _index [CERA L TL &Ly,

client_app_secret_key index Hh Client Application Traffic Secret @ Ephemeral @
Wrapped Key
R_TSIP_TIs13SVUpdateApplicationTrafficKey @ A A1
input_app_secret_key _index [CER L TL &Ly,

server_write_key_index H 5 Server Write Key @ Ephemeral 0 Wrapped Key
R_TSIP_TIs13Encryptinit ® A 71 key_index IZfER L
TLZ&LY,
client_write_key_index H 5 Client Write Key @ Ephemeral @ Wrapped Key
R_TSIP_TIs13Decryptinit ® A #1 key_index IZfERA L
TLZ&LY,
R20AN0371JJ0124 Rev.1.24 Page 323 of 448

2026.03.20 RENESAS



RX27x1) TSIP(Trusted Secure IP)E ¥ 2 —)L Firmware Integration Technology

Return Values

TSIP_SUCCESS : EERT
TSIP_ERR_RESOURCE_CONFLICT: ANBIZAHBELHN—FHz 7)Y —ANLONIETHE
AENATWAHIEITED ) VY —REENFEE
TSIP_ERR_KEY_SET EE77 Wrapped Key WAL Eh -
Description

TLS1.3 :EHEHEE DY —/\BRETER I 5. Master Secret M Ephemeral $2% F LT, Application Traffic
Secret M Wrapped Key Z4£ T 51=6 D API TY, #iif T. Server Write Key & & U Client Write Key ®
Ephemeral @ Wrapped Key 24 L £3,

Client Finished M 32{E % #1=9 (ZH—/\HM 5 Application Data #%£{EF 515E(Z DLV T, Client Finished
DRI TIS—HARELEGE. Y—NTAJTSLABRTASRTOVEVWEWVSEETTOAIS—5KR
HEEIENTEET, COBEDHERICONTIE, RURVZBFEZTHELTLESLY,

Reentrant

FERE I
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4.2.15.25 R_TSIP_TIs13SVUpdateApplicationTrafficKey

Format

#include “r_tsip_rx_if.h”

e tsip_err t R_TSIP_TIs13SVUpdateApplicationTrafficKey(
tsip_tls13_handle_t *handle,
e _tsip _tls13_mode t mode,
e_tsip_tls13_update_key type_t key type,
tsip_tls13_ephemeral_app_secret_key_index_t *input_app_secret_key_index,
tsip_tls13_ephemeral_app_secret_key_index_t *output_app_secret_key_index,
tsip_aes_key _index_t *app_write_key_index

)

Parameters
handle AHIHEA Bl—tv>arERT/N\NY RILES(T—78EE)

mode AR =Sy BV VAN N 3% @y R u I S B
TSIP_TLS13_MODE_FULL_HANDSHAKE
: Full Handshake
TSIP_TLS13_MODE_RESUMPTION
: Resumption
TSIP_TLS13_MODE_O0 RTT
:0-RTT
key_type AR BT HRDIELHE
TSIP_TLS13_UPDATE_SERVER_KEY
: Server Application Traffic Secret
TSIP_TLS13_UPDATE_CLIENT_KEY
: Client Application Traffic Secret
input_app_secret_key_index AR A 19 % Server/Client Application Traffic Secret ®
Ephemeral ) Wrapped Key
R_TSIP_TIs13SVGenerateApplicationTrafficKey @ H
71 server/client_app_secret key index F 1= (&
R_TSIP_TIs13SVUpdateApplicationTrafficKey O H 71
output_app_secret_key_index M 5 5. key_type IZ35
ELE-RBOBHICHESLEZANZFERALTLZEL,
output_app_secret_key_index 7 H 719 % Server/Client Application Traffic Secret ®
Ephemeral ) Wrapped Key
key type IC1ETE L =S DFBEHICHIG LI-HAOAFE LN
F7,
R_TSIP_TIs13SVUpdateApplicationTrafficKey ® A A
input_app_secret_key_index IZERA L T FZ& LY,
app_write_key_index A Server/Client Write Key ) Ephemeral @ Wrapped Key
key_type [CI57E LI-SBORBEICHIE LI-H AN FE LN
7,
Server Write Key I& R_TSIP_TIs13Encryptinit ® A1
key_index IZEERAL T &L,
Client Write Key [& R_TSIP_TIs13Decryptinit ® A}
key_index ICEERAL T &Ly,
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Return Values

TSIP_SUCCESS : EERT
TSIP_ERR_FAIL NETS—MHE
TSIP_ERR_RESOURCE_CONFLICT: ANBIZAHBELHN—FHz 7)Y —ANONIETHE
AINTWAI LIZKD Y Y —REENFEE
TSIP_ERR_KEY_SET EE77 Wrapped Key WA L&z
TSIP_ERR_PARAMETER ART—A NI
Description

TLS1.3 E#EEE DY —/\HRETHERT 5. Application Traffic Secret #F LV T. Application Traffic Secret
@ Wrapped Key & 5t 9 D55 # 0 Wrapped Key 2B #H3 51=-6H®D API TY,

Reentrant
E| oI
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4.2.15.26 R_TSIP_TIs13SVGenerateResumptionMasterSecret

Format

#include “r_tsip_rx_if.h”

e tsip_err_t R_TSIP_ TIs13SVGenerateResumptionMasterSecret(

tsip_tls13_handle_t *handle,
e _tsip _tls13_mode t mode,

tsip_tls13_ephemeral_master_secret_key index_t *master_secret_key_index,

uint8_t *digest,

tsip_tls13_ephemeral_res_master_secret key index t *res_master_secret_key index

)

Parameters
handle AR
mode A7
master_secret_key_index AR
digest A7

res_master_secret_key index HA

Return Values
TSIP_SUCCESS :
TSIP_ERR_RESOURCE_CONFLICT:

TSIP_ERR_KEY_SET

Description

A—tvariERT /Ny FLES(T—74EE)

=3y B WANN NV 2 @/ A u i N D]
TSIP_TLS13_MODE_FULL_HANDSHAKE

: Full Handshake
TSIP_TLS13_MODE_RESUMPTION

: Resumption

TSIP_TLS13_MODE_O0_RTT

:0-RTT

Handshake Secret @ Ephemeral @ Wrapped Key
R_TSIP_TIs13SVGenerateHandshakeSecret @ H 71
handshake_secret_key index ZRA L T Z&LY,
SHA256 TEE L= AvtE—nyPa
(ClientHello||ServerHello||[EncryptedExtensions
||CertificateRequest||Certificate||CertificateVerify
||ServerFinished||Certificate||CertificateVerify
[|ClientFinished) @ & 512, N Fo A A vt—
CEERLIEDONYVAEEERELTAALTLE
&Ly,

Ny Y AEDERICE
R_TSIP_Sha256Init/Update/Final Z{#F L .
R_TSIP_Sha256Final M /1 digest # AAIERL T
(Y F AN

Resumption Master Secret @ Ephemeral ) Wrapped
Key

R_TSIP_TIs13SVGeneratePreSharedkey @ A 7
res_master_secret_key_index ICfER L T &Ly,

EEERT

AUBIZHELGN—FDO 7)Y —ZANONETHE
HAEhTWA I EITkD ) Y—RERAHEE

BEE7 Wrapped Key A&t

TLS1.3 EiEHEED Y —/\BEBE TR 3 5. Master Secret 0 Ephemeral 2% LV T. Resumption Master
Secret M Wrapped Key 49 518D API TY,

RFC8446 & Y. Master Secret M Ephemeral @ Wrapped Keymaster_secret_key_index £, &K APIIZ& -
T Resumption Master Secret ® Wrapped Key 4B L =RIZHIBRL T &L,
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Reentrant
JExT I
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4.2.15.27 R_TSIP_TIs13SVGeneratePreSharedKey

Format

#include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_ TIs13SVGeneratePreSharedKey(
tsip_tls13_handle_t *handle,
e _tsip _tls13_mode t mode,
tsip_tls13_ephemeral_res_master_secret_key_index t *res_master_secret_key_index,
uint8_t *ticket_nonce,
uint32_t ticket_nonce_len,
tsip_tls13_ephemeral_pre_shared _key index_t *pre_shared key index

)

Parameters
handle AR B—tvyParERI/NY FILES(T—0HEE)

mode A7 3 BV WAN NV 2 s Rl u I e W]V
TSIP_TLS13_MODE_FULL _HANDSHAKE
: Full Handshake
TSIP_TLS13_MODE_RESUMPTION
: Resumption
TSIP_TLS13_MODE_O0_RTT
:0-RTT

res_master_secret _key index A# Resumption Master Secret @ Ephemeral @ Wrapped
Key
R_TSIP_TIs13SVGenerateResumptionMasterSecret M
H 51 res_master_secret key index #{#EHRAL T &
(A

ticket_nonce AR Y—3Hh SR HE SN iz Ticket Nonce
Ticket Nonce MH 4 XA 16 /A FDEHTHINGS
&, 16 /N1 FDE#HELESHKS1Z0 padding LTASL
TLEELY,

ticket_nonce_len AF TicketNonce M/\1 &
=AY A XL 255 /84

pre_shared_key_index Hh Pre Shared Key @ Ephemeral @ Wrapped Key
R_TSIP_TIs13SVGeneratePskBinderKey.
R_TSIP_TIs13SVGenerateResumptionHandshakeSecret
BV
R_TSIP_TIs13SVGenerateORttApplicationWriteKey @ A
71 pre_shared_key_index [T L T Z& LY,

Return Values

TSIP_SUCCESS : EERT
TSIP_FAIL NETS—MFE
TSIP_ERR_RESOURCE_CONFLICT: AUBIZHEHN—FD 7)YV —RADBMONIETHE
HAEnTWEILIZKD ) V—REENREE
TSIP_ERR_KEY_SET EE72 Wrapped Key AL &n -
Description

TLS1.3 & e DY —/\HRE T I 5. Resumption Master Secret ) Ephemeral 8% T. New
Session Ticket M1E#RA > Pre Shared Key M Wrapped Key 43 51=D API T,
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Reentrant
JExT I
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4.2.15.28 R_TSIP_TIs13SVGeneratePskBinderKey

Format

#include “r_tsip_rx_if.h”

e tsip_err t R_TSIP_ TIs13SVGeneratePskBinderKey(
tsip_tls13_handle_t *handle,
tsip_tls13_ephemeral_pre_shared_key index_t *pre_shared_key_index,
tsip_hmac_sha_key index_t *psk_binder_key_index

)

Parameters
handle ARB BA—tviarvERI/NY FILES(T—YEHE)
pre_shared_key_index AHB Pre Shared Key @ Ephemeral @ Wrapped Key

R_TSIP_TIs13SVGeneratePreSharedKey M H 7
pre_shared_key_index ZEAL T2 &Ly,

psk_binder_key index Hh Psk Binder Key ) Ephemeral @ Wrapped Key
Psk Binder A RLIZHERA L T 2Ly,
R_TSIP_Sha256HmacVerifylnit M A 7
key_index IZEERALTLZ& LY,

Return Values

TSIP_SUCCESS : EERT
TSIP_ERR_FAIL RNETS—MNFE
TSIP_ERR_RESOURCE_CONFLICT: ANBIZHEZN— KT )Y —ADMLONIETE
AENTWAHIEIZED) V—RERIFELE
TSIP_ERR_KEY_SET EE 7% Wrapped Key A& h =
Description

TLS1.3 &t EE DY —/\HRE T 5. Binder Key ® Wrapped Key 243 %71-6D API T,

Reentrant
E| oI
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4.2.15.29 R_TSIP_TIs13SVGenerateResumptionHandshakeSecret

Format

#include “r_tsip_rx_if.h”

e tsip_err_ t R_TSIP_ TIs13SVGenerateResumptionHandshakeSecret(
tsip_tls13_handle_t *handle,
e _tsip _tls13_mode t mode,
tsip_tls13_ephemeral_pre_shared_key _index_t *pre_shared_key_index,
tsip_tls13_ephemeral_shared_secret_key _index_t *shared_secret_key index,
tsip_tls13_ephemeral_handshake_secret key index t *handshake secret key_index

)

Parameters
handle

mode

pre_shared_key_index

shared_secret_key_index

handshake_secret_key_index

Return Values
TSIP_SUCCESS :
TSIP_FAIL

TSIP_ERR_RESOURCE_CONFLICT:

TSIP_ERR_KEY_SET

Description

AR
AR

AR

AR

HAh

B—tviararRd/NY RILES(T—7MHEE)

3 BAVAN N2 % (s v u i e [
TSIP_TLS13_MODE_FULL_HANDSHAKE

: Full Handshake

TSIP_TLS13_MODE_RESUMPTION

: Resumption

TSIP_TLS13_MODE_O_RTT

: 0-RTT

Pre Shared Key @ Ephemeral @ Wrapped Key
R_TSIP_TIs13SVGeneratePreSharedKey M H 5
pre_shared_key index Z{#EHA L T2 &Ly,

Shared Secret @ Ephemeral @ Wrapped Key
R_TSIP_TIs13SVGenerateEcdheSharedSecret @ H 75
shared_secret_key index ZfEH L T &L,
Handshake Secret 0 Ephemeral ® Wrapped Key
R_TSIP_TIs13SVGenerateServerHandshakeTrafficKey.
R_TSIP_TIs13SVGenerateClientHandshakeTrafficKey #
& ' R_TSIP_TIs13SVGenerateMasterSecret @ A 7
handshake_secret_key index IR L T FZ&LY,

EEERT

NETS—HKE

ANBIZHBELZ/N—FIT 7)Y —ANONIETHE
AEINTWAILIZ&D ) YV—REBRELAHEE

E'E7 Wrapped Key AA & ht=

TLS1.3 & EED Y —/\HRE T I 5. R _TSIP_TIs13GeneratePreSharedKey T4 A L 1= Pre Shared
Key ® Wrapped Key Z#{# i L. Handshake Secret ® Wrapped Key Z4£ 3 %1=6D API T,

Pre Shared Key [CDWTIE, TSIPIZKYER LIz DDA ZEFERL. TS D Pre Shared Key [ZDLY

TRYR—FLTLEEA,

Reentrant
JExt I
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4.2.15.30 R_TSIP_TIs13SVGenerateORttApplicationWriteKey

Format

#include “r_tsip_rx_if.h”

e tsip_err t R_TSIP_ TIs13SVGenerateORttApplicationWriteKey(

tsip_tls13_handle_t *handle,

tsip_tls13_ephemeral_pre_shared_key _index_t *pre_shared_key_index,

uint8_t *digest,

tsip_aes_key _index_t *client_write_key index

)

Parameters
handle AN A
pre_shared_key_index AA
digest AH
client_write_key_index H A

Return Values
TSIP_SUCCESS :
TSIP_ERR_FAIL
TSIP_ERR_RESOURCE_CONFLICT:

TSIP_ERR_KEY_SET

Description

BA—tv arvEaERT/NY FILES(T—Y5EE)

Pre Shared Key @ Ephemeral @ Wrapped Key
R_TSIP_TIs13SVGeneratePreSharedKey M H 5
pre_shared_key_index ZEAL T2 &Ly,

SHA256 THEE LA vtE—Unyia

ClientHello D/\y L a1 fEZEELTAALTLES
(A

Ny AEOEEICIE
R_TSIP_Sha256Init/Update/Final ZfEf L.
R_TSIP_Sha256Final M digest # AAIZERALT
{fZ&Ly,

Client Write Key 0 Ephemeral @ Wrapped Key
R_TSIP_TIs13Decryptlnit M A} key_index [ZfEMA L
TLZ&ELY,

EERT

NETS—HKE

ANBIZHBELZN—FIT 7)Y —ANONIETHE
AEINnTWAILIZ&D ) YV—RERELAHEE

E'®E7 Wrapped Key A &ht=

TLS1.3 ;E M EE DY —/\HRE TR 5. R_TSIP_TIs13GeneratePreSharedKey T4 X L 1= Pre Shared
Key ZFL\T. O-RTT TERAT 5 1=6H D Client Write Key ® Wrapped Key 49 57=6D API T,

O-RTT %R 3 BBAICDULVT, RFC8446 23 EICREH; SN TS K S, BIAMEMENENE, VT
LA REMENBENCENIRVERYET, COMEDFERICOVNTIE, RURVEBFEFZTHEHLT

{fZEly,

Reentrant

B I

R20AN0371JJ0124 Rev.1.24
2026.03.20

Page 333 of 448

RENESAS



RX27x1) TSIP(Trusted Secure IP)E ¥ 2 —)L Firmware Integration Technology

4.2.15.31 R_TSIP_TIs13SVCertificateVerifyGenerate

Format

#include “r_tsip_rx_if.h”

e tsip_err_t R_TSIP_ TIs13SVCertificateVerifyGenerate(
uint32_t *key_index,
e_tsip_tls13_signature_scheme_type t signature_scheme,
uint8_t *digest,
uint8_t *certificate_verify,
uint32_t *certificate_verify len

)

Parameters

key_index AH ZERERADOWERD Wrapped Key
R_TSIP_GenerateEccP256PrivateKeylndex.
R_TSIP_GenerateEccP256RandomKeylindex.
R_TSIP_UpdateEccP256PrivateKeylndex.
R_TSIP_GenerateRsa2048PrivateKeyIndex.
R_TSIP_GenerateRsa2048RandomKeylIndex
Fr(&
R_TSIP_UpdateRsa2048PrivateKeylndex ®» & £
key_pair_index E7=[X key_index ZFEA L T &Ly,
SI#IEL uint32_t*THFY XA FLTHBAHNLTK
== AN

signature_scheme AR FRTEHERT7ILTIRXL
TSIP_TLS13_SIGNATURE_SCHEME_ECDSA SECP256R1_SHA256
: ecdsa_secp256r1_sha256
TSIP_TLS13_SIGNATURE_SCHEME_RSA PSS RSAE_SHA256
: rsa_pss_rsae_sha256

digest AR SHA256 TEE LIz AvtE—UnyPa
(ClientHello||ServerHello||[EncryptedExtensions
||CertificateRequest||Certificate) D & 12, /N> k(Y
Ay—CEEHLIZEONY D AEEZEERELTAALT
(Y r- ] A
Ny L AEDERIZIK
R_TSIP_Sha256Init/Update/Final Z{#MA L.
R_TSIP_Sha256Final M 51 digest # AAICERALTL 2

=0y,
certificate_verify Hh CertificateVerify
T—74 & RFC8446 4.4.3 E® CertificateVerify DR TH
hEnzxy,
certificate_verify len A certificate_verify ®/\1 &
Return Values
TSIP_SUCCESS : EERT
TSIP_ERR_FAIL AEBLT S —hF4E
TSIP_ERR_RESOURCE_CONFLICT: AUBCHELEN—FO2zT7 )Y —IABMONETCHE
HAEnTWEILIZKD ) V—REENREE
TSIP_ERR_KEY_SET EE72 Wrapped Key A L& -
TSIP_ERR_PARAMETER ADTF—ARRE
Description
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TLS1.3 BIEMEED Y —/\BBETHERT H. ¥ 54 7 2 MIEET % CertificateVerify 24T 51-6HD
API T9, 7J)L31) XLl ecdsa_secp256r1_sha256 # & U rsa_pss_rsae_sha256 AL ET,

Reentrant
JExT I

R20AN0371JJ0124 Rev.1.24 Page 335 of 448
2026.03.20 RENESAS



RX27x1) TSIP(Trusted Secure IP)E ¥ 2 —)L Firmware Integration Technology

4.2.15.32 R_TSIP_TIs13SVCertificateVerifyVerification

Format

#include “r_tsip_rx_if.h”

e tsip_err_t R_TSIP_ TIs13SVCertificateVerifyVerification(
uint32_t *key_index,
e_tsip_tls13_signature_scheme_type t signature_scheme,
uint8_t *digest,
uint8_t *certificate_verify,
uint32_t certificate_verify _len

)

Parameters

key_index AR ERCR | A gW/N
R_TSIP_TlIsCertificateVerification & 7= &
R_TSIP_TIsCertificateVerificationExtension @ H A
encrypted_output_public_key Z{ER L TL &Ly,

signature_scheme AR FRTEHERT7ILTIYRXL
TSIP_TLS13_SIGNATURE_SCHEME_ECDSA SECP256R1_SHA256
: ecdsa_secp256r1_sha256
TSIP_TLS13_SIGNATURE_SCHEME_RSA PSS _RSAE SHA256
: rsa_pss_rsae_sha256

digest AR SHA256 THEE LIz AvtE—Inyia
(ClientHello||ServerHello||[EncryptedExtensions
[|CertificateRequest||Certificate||CertificateVerify
||ServerFinished||Certificate) D & 52, N Kz A4
Ayt—UEBEHELEONY DV 1EEZEELTAALT
2Ly,
Ny aAEDREEICF
R_TSIP_Sha256Init/Update/Final Z{#MA L.
R_TSIP_Sha256Final Mt 51 digest # AAQIZEAL T 12
=Ly,

certificate_verify AN CertificateVerify
RFC8446 4.4.3 E® CertificateVerify DX D T—42 %1%
MLTWANYT7DERET FLRAZAALTLEZELY,

certificate_verify_len AN certificate_verify /N1 ~ &

Return Values

TSIP_SUCCESS : EERT
TSIP_ERR_FAIL RIS —"FE, £ LLITEBRRIELK
TSIP_ERR_RESOURCE_CONFLICT: AUBIZHEHN—FD 7)YV —RADBMONIETHE
AEhTWE I LITKD ) V—RERNFEL
TSIP_ERR_KEY_SET EH7 Wrapped Key WA K& h =
TSIP_ERR_PARAMETER ANT—EBIIE
Description

TLS1.3 BIEHEED Y —/\BBETHERT 5. 754 7 > k5 32{E L 1= CertificateVerify Z#&R5ET 51=6HD
APl T9, 7ZJ)L31) XLl ecdsa_secp256r1_sha256 # & U rsa_pss_rsae_sha256 ZEALEY,

Reentrant
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JEF It
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4.2.15.33 R_TSIP_TIs13Encryptinit

Format

#include “r_tsip_rx_if.h”

e _tsip_err_ t R_TSIP_ TIs13Encryptinit(
tsip_tls13_handle_t *handle,
e tsip _tls13 phase_t phase,
e _tsip _tls13_mode t mode,
e tsip tls13 cipher_suite_t cipher_suite,
tsip_aes_key index_t *key_index,
uint32_t payload_length

)

Parameters
handle Hh TLS1.3 /N> K5 (7 —7% $EiH)
phase AR BEIZ7z—X

TSIP_TLS13_PHASE_HANDSHAKE
NV EREYIA9T7—X
TSIP_TLS13_PHASE_APPLICATION
T7IVr—23av7—X

mode AN 3y WA VANIN NOZE 2 (s R u B e [
TSIP_TLS13_MODE_FULL HANDSHAKE
: Full Handshake
TSIP_TLS13_MODE_RESUMPTION
: Resumption
TSIP_TLS13_MODE_O0_RTT
:0-RTT

cipher_suite AR ESRXA—h
TSIP_TLS13_CIPHER _SUITE_AES 128 GCM_SHA256
: TLS_AES 128 GCM_SHA256
TSIP_TLS13 CIPHER SUITE AES 128 CCM SHA256
:TLS_AES 128 CCM_SHA256

key_index A7 ESbIZ AT 8D Ephemeral ® Wrapped Key

payload_length AR EEIETHT—2DNA bR

Return Values

TSIP_SUCCESS : EERT
TSIP_ERR_FAIL NETS—MNFE
TSIP_ERR_RESOURCE_CONFLICT: AUBZHELRN—FO2T7 )Y —IABMONETHE
AEShTWEIEIZKD ) V—RERENFELE
TSIP_ERR_KEY_SET EE72 Wrapped Key A L& -
Description

R_TSIP_TIs13Encryptinit()B8%kI&. TLS1.3 BIET— 2 DEEBILEERTT HEBEITL. TORREE—
5|#“handle“[CEEH LE T, handle [X. #i < R_TSIP_TIs13EncryptUpdate()BE%i & & U
R_TSIP_TIs13EncryptFinal()Bi% T5l% & LTHERASNET,

Reentrant

JESF It
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4.2.15.34 R_TSIP_TIs13EncryptUpdate

Format

#include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_ TIs13EncryptUpdate(
tsip_tls13_handle_t *handle,
uint8_t *plain,
uint8_t *cipher,
uint32_t plain_length
)

Parameters
handle AN A
plain AR
cipher H 7
plain_length AR

Return Values
TSIP_SUCCESS :
TSIP_ERR_PARAMETER
TSIP_ERR_PROHIBIT_FUNCTION

Description

TLS1.3 /N> F5(T7—2 i)
TXF— 5

RS 30T 4B
TXF—5E

E#ET
ANT—HNFE
FEARBRAT O ST

R_TSIP_TIs13EncryptUpdate()BE%I%. 3 =5I# “plain“THE S Nf=FXH 5 R_TSIP_TIs13Encryptinit()

B CREINI=‘key_index‘ZHWNTHESIL LET ., RBEFHRWE T plain DA HEA 16byte X 5F T
A—YRAALEET—2ERNYIT7 )T LET, BEILERIE pain“ AT —2H 16byte L EICHE ST
Mo, EZ5IHMTERESNI=“cipher'ICHALZET., AHT S plain DRT—F2 RIE
R_TSIP_TIs13Encryptinit()B§$td payload_length THEE L TL 2 &Ly, AREEHD plain_length [Z1&, 21—
YHRBEREFSEICAANTEIT—EAREHEEL TS, ASAED plain (X 16byte TEIY I 7z V5

B, N\TAUVTNBIERANBTERELET .

plain & cipher &, E—7 FLADGZEZEKRE. BTHEENELLLVELSICEREL TS,

Reentrant
E| oI
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4.2.15.35 R_TSIP_TIs13EncryptFinal

Format

#include “r_tsip_rx_if.h”

e tsip_err t R_TSIP_ TIs13EncryptFinal(
tsip_tls13_handle_t *handle,
uint8_t *cipher,
uint32_t *cipher_length

)

Parameters
handle AAIHAH TLS1.3 R/ F5(T7—2 i)
cipher 5 BEE 3T —2 fEiE
cipher_length HAh EEXT—2R

Return Values

TSIP_SUCCESS : EERT

TSIP_ERR_FAIL NETS—MFE

TSIP_ERR_PARAMETER ARNT—EHBRIE

TSIP_ERR_PROHIBIT_FUNCTION FELGEBLAEVE SN
Description

R_TSIP_TIs13EncryptFinal()B%ki%. R_TSIP_TIs13EncryptUpdate()B# T A 51 L 1= plain D T—4 KIZ
16byte DIHFM T —2 N H H15E. EZSIHTHE S ni=“cipher"|ZIHHM O DEBSLL-T—2ZHALE
T, CDEE, 16byte (T4 LE 4 (& Opadding S TWLVET,

Reentrant

FERE G
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4.2.15.36 R_TSIP_TIs13Decryptinit

Format

#include “r_tsip_rx_if.h”

e tsip_err_ t R_TSIP_ TIs13Decryptlnit(
tsip_tls13_handle_t *handle,
e tsip _tls13 phase_t phase,
e _tsip _tls13_mode t mode,
e tsip tls13 cipher_suite_t cipher_suite,
tsip_aes_key index_t *key_index,
uint32_t payload_length

)

Parameters
handle Hh TLS1.3 /N> K5 (7 —7% $EiH)
phase AR BEIZ7z—X

TSIP_TLS13_PHASE_HANDSHAKE
NV EREYIA9T7—X
TSIP_TLS13_PHASE_APPLICATION
T7IVr—23av7—X

mode AN 3y WA VANIN NOZE 2 (s R u B e [
TSIP_TLS13_MODE_FULL HANDSHAKE
: Full Handshake
TSIP_TLS13_MODE_RESUMPTION
: Resumption
TSIP_TLS13_MODE_O0_RTT
:0-RTT

cipher_suite AR ESRXA—h
TSIP_TLS13_CIPHER _SUITE_AES 128 GCM_SHA256
: TLS_AES 128 GCM_SHA256
TSIP_TLS13 CIPHER SUITE AES 128 CCM SHA256
:TLS_AES 128 CCM_SHA256

key_index AR ESIZERT 580D Ephemeral M Wrapped Key

payload_length AH BETDHT—2DNA( R

Return Values

TSIP_SUCCESS : EERT
TSIP_ERR_FAIL NETS—MNFE
TSIP_ERR_RESOURCE_CONFLICT: AUBZHELRN—FO2T7 )Y —IABMONETHE
AEShTWEIEIZKD ) V—RERENFELE
TSIP_ERR_KEY_SET EE72 Wrapped Key A L& -
Description

R_TSIP_TIs13Decryptinit)B8%tIx. TLS1.3BIET— 2 DESEZETT IEBETL. TOREZE—3I
#Hhandle“I2EZH LE T, handle &, #i< R_TSIP_TIs13DecryptUpdate()BE% & & U
R_TSIP_TIs13DecryptFinal()B# T5I1% & L THERASINET,

Reentrant

JESF It
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4.2.15.37 R_TSIP_TIs13DecryptUpdate

Format

#include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_ TIs13DecryptUpdate(
tsip_tls13_handle_t *handle,
uint8_t *cipher,
uint8_t *plain,
uint32_t cipher_length
)

Parameters
handle AN A
cipher AR
plain H 7
cipher_length AR

Return Values
TSIP_SUCCESS :
TSIP_ERR_PARAMETER
TSIP_ERR_PROHIBIT_FUNCTION

Description

TLS1.3 AN K3 (7—7 f88)
BB XT—% R

FEX TS

EEXT—42EK

E#ET
ANT—HNFE
FEARBRAT O ST

R_TSIP_TIs13DecryptUpdate()B%k(d. % Z51% cipher THEE SN -BEEXH 5
R_TSIP_TIs13Decryptinit\BEA% TIEE SN f="key index'ZAALNTHEE LE Y., KEIHKHAERT cipher DA
HED 16byte TBADETI—YNANLEET—2ZNRNvIT7 )T LFET, BELERE cipher AR
T—A M 16byte LLEICHES>THh D, FEZFIHMTHEES NI pain‘(THALET ., ANT S cipher DFA
T—4 KX R_TSIP_TIs13Decryptinit()B8%1® payload_length THEE L T =&Y, REHD
cipher_length [ZI&, Z—HNKRBEHEZESBRICANTHT—IRZEEL TS, AHED cipher
[& 16byte TEIYUINZELMEE. NT 4 VT NEBIFEHATTERELET,

plain & cipher &, E—7 FLADZEZKRE. BTHEENELLLVELSICEREL TS,

Reentrant
E| oI
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4.2.15.38 R_TSIP_TIs13DecryptFinal

Format

#include “r_tsip_rx_if.h”

e tsip_err t R_TSIP_ TIs13DecryptFinal(
tsip_tls13_handle_t *handle,
uint8_t *plain,
uint32_t *plain_length

)

Parameters
handle AAIHBA
plain H 5
plain_length HA

Return Values
TSIP_SUCCESS :
TSIP_ERR_FAIL
TSIP_ERR_PARAMETER
TSIP_ERR_PROHIBIT_FUNCTION

Description

TLS1.3 A2 K5 (7—7 f8)
TxeT—4 e
TXF—5E

E#ET
WET 5 —hiS
ANT—HNFE
FEARBRAIT O SRt

R_TSIP_TIs13DecryptFinal()E%k(%. R_TSIP_Tis13DecryptUpdate()B%{ T A 51 L 7= cipher D T—42 KIZ
16byte DIHBT— 2D HHIHE. ESIHTHE SN pain‘ICIHBIDES LI-T—2ZHALET,
ZM & E, 16byte ITiE =72 LR S (& Opadding SN TWWET ., plain (X4 DEHO RAM 7 FLRAFIEEL

TLEEEW,

Reentrant

FERE I
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4216 27—LDzTT7vTT—F

4.2.16.1 R=TSIP=StartUpdateFirmware

Format
e _tsip_err_t R_TSIP_StartUpdateFirmware(void)

Parameters
7L

Return Values
TSIP_SUCCESS :
TSIP_ERR_RESOURCE_CONFLICT:

Description
T7—LozT7T7yvTT— MREABITLET,

Reentrant
E| oI

EERT

ARBIZDHERN—FO 7)Y —ZAAMDNE
THEASNTVWSILIZED Y Y —RERNHEE
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4.2.16.2 R_TSIP_GenerateFirmwareMACInit

Format
#include “r_tsip_rx_if.h”
e tsip_err_t R_TSIP_GenerateFirmwareMACInit(

uint32_t * wrapped_key_encryption_key,
uint8_t * encrypted_image_encryption_key,
uint8_t * initial_vector

)

Parameters
wrapped_key_encryption_key AR Image Encryption key 5 v 79§ 5DIZfE
B L1=#0 Wrapped Key
encrypted_image_encryption_key AR Image Encryption key % Key Encryption
Key TS5 w7 LT
initial_vector AR T77—LozT7OESIETERL-EE
o4
Return Values
TSIP_SUCCESS: : EERT
TSIP_ERR_RESOURCE_CONFLICT: AUBIZHEHZEN—FKOz71)Y—XH
DUWEBTHERASINA TSI LIZKDY Y —
AEENFEE
TSIP_ERR_KEY_SET B E7 Wrapped Key WA &S h -

Description
EELEN-T7—LIT7EESL. EXT7—LVIT7DMACZERT HEBEITVET .

wrapped_key_encryption_key 12, 7 7—LA™ = 7 #FE51k L fz88(Image Encryption Key)& 5 v 73 5D
12 L 7=#2(Key Encryption Key)® Wrapped Key % . encrypted_image_encryption_key IZIE. Key
Encryption Key T3 v 7 &tz Image Encryption key # A5 L E T, initial_vector [Z[X, 77 —LD T
DESIETHERALEDBERI2ZAALET,

Reentrant

FERE G
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4.2.16.3 R_TSIP_GenerateFirmwareMACUpdate

Format

#include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_GenerateFirmwareMACUpdate(

uint8_t * input,

uint8_t * output,

uint32_t input_length
)

Parameters
input A7 EEltENfz07—LDxT
output H 5 EXT7—LoxT
input_length AR ANTEIBELEINFT7—LITTDN

1 +&
16 /N1 FDEHTAALTLSEEELY,

Return Values

TSIP_SUCCESS : EERT
TSIP_ERR_PARAMETER ARNT—EHBRIE
Description

input ICANSNIBEBIESNf=T77—LD 7%, input_length TIHEEINf=HA4 XHESL. EX

J7—L9 T %outputiTHALET,

EEIESNzT77— LYz 7HEROT Y ZICHEELTVWALGLE, EELEZEREICHITTITOSLEN
H5ZBE. R_TSIP_GenerateFirmwareMACUpdate()fFA L TEE LET, = L& 16 /N1 FEZELHE
BlbtE&nt=277—L™ 7IE R_TSIP_GenerateFirmwareMACFinal)ZEA L THES LE Y., EKEIZH
(T TESWNEEITIBHENLZMES. R_TSIP_GenerateFirmwareMACUpdate() & fE A& 9.
R_TSIP_GenerateFirmwareMACFinal) TES L T 2 &Ly,

Reentrant

FERE I
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4.2.16.4 R_TSIP_GenerateFirmwareMACFinal

Format

#include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_GenerateFirmwareMACFinal(

uint8_t * input,

uint8_t * input_mac,

uint8_t * output,

uint8_t * output_mac,

uint32_t input_length
)

Parameters
input AR ANT77—L oz 7HEE
input_mac AT ANT7—L 7D MACIE(16 /34 )
output H HAOT7—L 7 EE
output_mac H A HAT7—Lo 7D MACHE(16 /31 k)
input_length AR ANT7—L2zT7DNA bR

16 /34 FDEHTAAL TS,

Return Values

TSIP_SUCCESS : EERT

TSIP_ERR_FAIL: RNET S —MNFEE

TSIP_ERR_PARAMETER ANT—E2HBRE
Description

input AN SIS tEht=-07—LD 7%, length THESIN=HA XDESL. FXT7—L

T F7%output [CHALET, FD#E. input mac CAASNEBEEEIN=T7—LD 7D MAC IR
HMETVET, BEEESN77—LD 7D MACRKREEIZERYILI-BE. EXT77—L 70 MAC

[EZF4EM L. output macIZHALEY,

Reentrant
JEXT It
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4.2.16.5 R_TSIP_VerifyFirmwareMACInit

Format
#include “r_tsip_rx_if.h”
e tsip_err_t R_TSIP_VerifyFirmwareMACInit(void)

Parameters
7L

Return Values

TSIP_SUCCESS : EERT
TSIP_ERR_RESOURCE_CONFLICT: AWMBIZHEHEN—FHz 7 Y—XHMD
MBTHERAINTWSIEIZKDYY—RFE
EMNFEE
Description

EXT7—LTT7DMACERIEDERBEITLET,

Reentrant

FERE I
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4.2.16.6 R_TSIP_VerifyFirmwareMACUpdate

Format

#include “r_tsip_rx_if.h”
e tsip_err t R_TSIP_VerifyFirmwareMACUpdate(
uint8_t * input,
uint32_t input_length
)

Parameters
input AR
input_length AR

Return Values
TSIP_SUCCESS :
TSIP_ERR _PARAMETER

Description

ANT7—LzT7HEE

ANT7—L2z7DNA bR
16 /34 FOBEHTAAL TS,

EERT
ANT—E2HAFIE

iNPUt ICANEINF=FEXT7—L™I 7%, input_length THEESINE=HA4 XL AHNL. MACEEFITL)

ia_o

EXT7—LDIT7HNEROIVTFIZHFELTWSGE, EXT7—LV T TDANEEREIZHTTIT
SWHEMNSHBHBE. R_TSIP_ VerifyFirmwareMACUpdate()Z R L ET, &K 16 /8 FEELFEX

7 7—L2 = 7I& R_TSIP_VerifyFirmwareMACFinal) TAALE T, EXT7—LI T ANERITED
EHLZVMGEIE. R_TSIP_VerifyFirmwareMACUpdate() &Rt 9°. R_TSIP_VerifyFirmwareMACFinal()

EEALEY.

Reentrant

FERE I
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4.2.16.7 R_TSIP_VerifyFirmwareMACFinal

Format

#include “r_tsip_rx_if.h”
e tsip_err_ t R_TSIP_VerifyFirmwareMACFinal(
uint8_t * input,
uint8_t * mac,
uint32_t input_length
)

Parameters
input AR AN T 7—Lyz 7HEE
mac AR AANT7—Lo T DO MACIE(16 /34 F)
input_length AR ANT7—L2zT7DNA bR

16 /34 FDEHTAAL TS,

Return Values

TSIP_SUCCESS : EERT

TSIP_ERR_FAIL: NETS—hHE

TSIP_ERR_PARAMETER ADTF—4aRFRE
Description

ANSNE-EXDT7—L7 7D MACKRIEZITLVET,

Reentrant

FERE G

R20AN0371JJ0124 Rev.1.24 Page 350 of 448
2026.03.20 RENESAS



RX27x1) TSIP(Trusted Secure IP)E ¥ 2 —)L Firmware Integration Technology

4.3 1—HYEERAH
DY arTIE, TSIP RSANAREUHT I—FERBERICOVTEHRBALET,

431 user=sha384=fucntion

Format
#include “r_tsip_rx_config.h”

uint32_t user_sha384 function (
uint8_t *message,
uint8_t *digest,

uint32_t message_length)

Parameters
message AN Ayt—UDKET FLR
digest A NY D AREEREMT FLR(A48/31 1)
message_length AR AE—TDEFYNA M

Return Values

0 AR L3 5] 8%
0 L4t N T BRI ER
Description

TSIP Tld SHA384 /" HW THHR— STV L=8, Tit APl TIXERER/MRIED 1-H1Z SHA384
BB EI—VHIERTIDLENHY FF, TiE API #ERT HIZIE. r_tsip_rx_config.h @
TSIP_USER_SHA_ 384 _ENABLED %&%1(Z L. user_sha384 _function Bt AEL T &L,

* R_TSIP_EcdsaP384SignatureGenerate
* R_TSIP_EcdsaP384SignatureVerification

AT T4 L—> 3> TSIP_ USER_SHA 384 ENABLED ZE#I-3 % & EHmGEE LY ET,

5| message THESNT=7 KL X H 5518 message_length /XA ~FE TOREELIZDLNT SHA384 7\
VaAFEETVET,

FHEFERIE. Sl¥digest ITHEESNIT FLRITHEML TS,
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4.3.2 user_lock_fucntion

Format
#include “r_tsip_rx_config.h”

void user_lock_function (

void)

Parameters
7L

Return Values
7L

Description
32IZRY. TSIPOT7 Y L AEREMBELFEAT H-0I12. HhEHEO-ODEREREHE I—HH
T BBENSHY FI, r_tsip_rx_config.h @ TSIP_MULTI_THREADING #&#1IZ L.
user_lock_function Bt EEE L T2 &Ly,

TOERAEREABBRELHETEF2T7 I - MEREERT SEEE. AERE LT 27 T — FEBICE
BLTLESLY,
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4.3.3 user_unlock_fucntion

Format
#include “r_tsip_rx_config.h”

void user_unlock_function (

void)

Parameters
7L

Return Values
7L

Description
32I2RY. TSIPDT7 Y AEEEEMEEEFERT 57012, HttHHO - D EREFEHREZI—FH
T BBENSHY FI, r_tsip_rx_config.h @ TSIP_MULTI_THREADING #&#1IZ L.
user_unlock_function BI#i# & L T 2 &L,

TOERAEREABBRELHETEF2T7 I - MEREERT SEEE. AERE LT 27 T — FEBICE
BLTLESLY,
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5. BOFAELERH

AETE, TSIP FSANDMROIBERENB ISV DA AT REDTFERMEA T IZEETATHEIC
DWWTEHRHALET,

51 #|OIEA
PEFROHEETIRE CEREROHURICREICREIATIFIEEBNLET,
TSIP RS A NDEIADA N =X LIFITAHOFEALEFTHFEZSBLTLLESL,
A—HEDFEAIZE, LAY RIHIRMET D Renesas Key Wrap Service LU RX 77 3 1) MCU £TH

BT HEIATOT S LMNBETT, F1=. Security Key Management Tool ZED##BIY —ILEFA L THEE
ZHRIET DL TEET,

AK7TNVr—23 0/ —MIBOTETOD Y MIBEATOT S LOBINEENTVETDOT, &
[TLTLrEEly,

A—HROFEALZERTSFIEFUTIZRLET,

1. A—YROFAIKLELGRT—IEHAET D
FEOY—ILEFAL, FATHII—HVROT v TITHERAT S 256bit ® UFPK & & U 128bit D IV &
ELET, LLTIX OpenSSL #FAL TUFPK & IV EZ&E/KT 5HITY,
> openssl rand 32 > ufpk.bin
> openssl rand 16 > iv.bin

Renesas Key Wrap Service(https:/dim.renesas.com/keywrap)#{#fH L T. ufpk.bin# HRK T5 v 7L
= W-UFPK 24/ L E 9, ##M7%1E%RIE. Renesas Key Wrap Service ® FAQ 2 ZS BB 2 &Ly,

3T7ATHHAT I —FRI v ITARX (H3IFEASLIUREHFBFOI—HES Y TAR) 1THL.
d1—H#% UFPK (ufpk.bin) T3 7 L7z Encrypted Key £ LFE T,

2. A—YEEATOISLEERT S
Step 1 THERL L 7= Encrypted Key . ufpk.bin . 8k Wivbin 57T XLBIZAEIN TS5
FEAAPIHZAALT, 2—H8#O Wrapped Key Z4ER L. TEHEATVICEZTAL TR S LEERL
F9,
BEEAAPIDFERAEEITARDEIALEHRECSEILZIUN,

3. BEIATD
A—HEIFIATOTSLERX 773 MCU LTEITL, 2a—FRBEITITYPaITFALEST, 2—H
BIATOTSLIZEFEFND, BIAADT—RIIBOIARTRITHET A LZHELES,

Step 1. Step 2 DE%£%4BIT 5 Y—ILE LT, Secure Key Management Tool B Y E¥, V—ILDE
ML, 5378 LTLIEEEL,
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52 HBOEH
TJ4—IL FCEEHDERICRELICBEIAFTEIEHFISHFIEERBNLET .
TSIP FSANDBEHFDA DX LIFZ3TABOIAELEEHRESBLTL L,

T4—ILFTA—HROIALEFRFZETSLOICE, HoMLHEEREGOT T r—arny 3
LICBEHFERRT SMEERH-E THEBESNHYFT.

REFHEI KUK EREHFAPIZRALTERLEFT, KUKFEZEEIRICEWT, 5.1 8#OFEAT
BT EHAEERANVTITYLAICEZTRAATERENHYFET,

A—YROEHFEERTSFIREUTISRLET,

1. BEFREEZE D IV T7IVS—2a 0 EHT 5
BEHAPI ZFERA L CREFBELZE DA77 TUS—2 a3 VEERLET . BEHEESL LT,
Encrypted Key #a 5 A D@EIEA V2 7T —AFRAWTZITIRY ., #EH APl #FHLVT Wrapped Key [
T, TOBRIS YD AICESACLENBETT,
BEHAPIOFENAIE 371 RBOFIALETHFESEL T,

2. KUKEL—HFRET/NARITEATS
51%8BLT. KIKZELI—HFRIEIATOTSLEZERL, KIKELI—FRETS v a(TEAL
FY, A—YREIATOITSLICEFND, BEIARADT R EROIATTRICEET DL EHE
LET,

3. MEHMMELH DA YTITUsr—2a3rI0ISLETNARIZTATILT D
EEDTOTSIVIAET, 73y ValiREFREEHF D A—FTIVr—2arT0i5 L8
ERAAFET,

4. 7T T— T B1—HBT—2%ERT S
371 THEAT 21—V H#S Y TARX (R33EIALLUREHFHOI—YHES Y TAHK) IZHL.
1—H#% KUK T35 7 L71= Encrypted Key 4R L E T,

5. 1—HREFHT S
Encrypted Key # RX 77 2 1) MCU LTI BEFHEEEHF D1V 7TV r—2a3> a5 4
IELET, A—H7IV5r—230700 S LOREBHBENEBET S LT, RXKT73 1) MCUD
Ty bITMESNEROEFRERBEALET, -7 V45— 320T05 35 LICE-E D
RET, Fr-B1—HFROFIAZTIEHLARETT,

Step 4 DEEZHBNIT %Y —ILE LT, Secure Key Management Tool &% Y EJ, V—ILDEEMIE, 5.3
#SRBLTLZEL,
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5.3 Security Key Management Tool Z{#F L 7= Encrypted Key &£ &A%

Btz —H#(Encrypted Key)E4£ /LT 5 71=HIZ. Security Key Management Tool Z{#EH¥ 5 =
EMFIRET T,

Security Key Management Tool (33X Y K54 A4 02 7 —AR(CCLIR)BAELTWA =, TiHH
ENEFETIRETHEBICIRS 2 EATEETT,

Security Key Management Tool

https://www.renesas.com/software-tool/security-key-management-tool

Security Key Management Tool DEAAEDFMIEI—H—XT =27 )L & THERIZSIL,
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5.3.1 HDEAFIE
BEIANTHEEZIHERT IR0V 7MILVERFIEZRLET .,
LTOHFITIE, AESOCY—RADERFIEZRLET,

53.1.1 CLIRZEAT H5EDFIR

1. UFPK D4 RL

—3FJ)LY T FTgenufpk AT FEEITLET,
> skmt.exe /genufpk

lufpk "2222222222222222222222222222222211111111111111111111111111111111"
loutput "C:\work\ufpk.key"

3
11111

5-1 genufpk A< FEITHR

2. W-UFPK @ E1%

1 THERL L 1= ufpk.key 7 7 1 JL % Renesas Key Wrap service(https://dim.renesas.com/keywrap)(Zi%
FtLTW-UFPKZR#&ELZEY,

M7 ENIS1E$R(IE. Renesas Key Wrap Service D FAQ Z ZS BB &Ly,

3. AES1288 7 7A4ILECY—RIT7AITER
—3FJ)LY T FTgenkey ATy REEITLEY,

> skmt.exe /genkey /iv "55aa55aa55aa55aa55aa55aa55aa55aa” /ufpk file="C:\work\ufpk.key"
Iwufpk file="C:\work\ufpk.key_enc.key" /mcu "RX-TSIP" /keytype "AES-128" /key
"11111111222222223333333344444444" [filetype "csource" /keyname "euk_aes128"
/output "C:\work\euk_aes128.c"

UFPK 7 7 A JLITFIE 1. W-UFPK 7 7/ LITFIE2 TER L3 DZEFERALEY,

5-2 genkey O < FEFTH]
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53.1.2 GUIRZEAT 55D FIR

1. MCU/MPU LSBT U M&ER
[BtE]% JTMCUMPU ERBET VO VEEIRLET,

XENESANS

Security Key Management Tool
cOY=JLE. FTVr—3488E DM (Device Lifecycle Management) 0¥ FaFERO/ VUi vavk
Py T-FETIEDOEEY-ITT.
FAT—238 L DLME (I User Factory Programming Key (UFPK) T392h T, ¥FaT7Ic/ »ozivavangy.
UFPK(IRenesas Key Wrap Service B EBLTIvILET.
Renesas Key Wrap Servicefi'sWrapped UFPK (W-UFPK)EERBL T2,

TV -3 BOEF EKey-Update Key (KUK) E5rLTEF2PICITDNET.
)Tt LAV ¢ o o W o P o/ TE W RT3 o

Fi-rEh 3T ERE0SEACIV TR, EMCUMPUD AV FESBLTEN.

MCU/MPUFEES I/ : |RX Family, TSIP v

B9 2EIcH S OMCUEEEMPUREZEIRL TS

5-3 [BE]2 D

2. UFPK 45
[UFPK & ff] tab [ UFPKEZEXE L T, iR F*key EWNS T 7AILB T, UFPK 27/ ILEAERL
9., COFITIE ufpkkey EVWSI T 7 ILBEFERLTVWET,

User Factory Programming Key
O A EEmBEsERTd
EEEEERTS 321k EyIIYF17)
SRR R E AR RN RRRARRRRRRERN

HATFA N (key):

C¥work¥ufpk.key 2E.

UFPKI7A L EERTS

5-4 [UFPK 4 R4 7 $8EET UFPK 24 /3 5158 D4
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“UFPK 7 7 M ILESERT B RE 5T & UFPK 27 M ILBAERESNTET, EFEICT 714 ILHERK
SNF=BE. UTOESIBERTHEENEASNET,

UFPE: 222222222222222222222222222222221111111 1111111111 11111111 1111111
Cutput File: C¥work¥ufpk.key
COPERATIOMN SLMCCESSFUL

5-5 [UFPK4RL]S T EITHER

3. W-UFPK Q&

2 TH A L T= ufpk.key 7 7 1 )L % Renesas Key Wrap service(https://dim.renesas.com/keywrap)lZ %
LT W-UFPKZ#Wm&ELZEY,

ST EN IS 1E#R(X. Renesas Key Wrap Service D FAQ # ZS8 B Sy,
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4. AES128 T 7AIECY—RT7AILTHER
BOSYEVJ12 T TAES128 B I 7 A ILEERLET,
[BOFELE) 7 J TAES(128 bits)"Z#iR%. BT —F]12 I TAES128 DB T—FZANL TS,
“Wrapping key" (21, FIE2 TER L UFPK 271 JLEFIE3 TBMHB LI W-UFPK 771 /L %
BELTLESL, 74—Ty MICY—R"ZERLET,

BOESE s7-4
DLM  DLM-SSD (O TDES
KUK (O RSA 2048 bits, public
O AES 128 bits ~| OFEC secp256r1, public
() ARCa O HMAC  SHAZSE-HMAC
Ik
O UFPK UFPKT7A)l:  C¥work¥ufpk.key £E..
W-UFPE 7 ).+  C¥work¥ufpk.key_enc.key =0,
) KUK ST
IV
OisEmBErERTd
ETEEERTD (16/(4 ~, EvJIUF4TY)  55aa55aa55aa55aa55a3a55aa55aa55aa
Hh
Ja—upk: CU-Z | T e C¥work¥euk_aes128.c EE..
10000 Key name: euk_aes128
I EERTS
56 [BOSYEVT]-[BOEE S J AES128 771 IL CY—RHAKEH
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gnEs #/7-7

Q774 &4
O Ex7-4 11111111222222223333333344444444

O sL&EERm - 2A771) ey

Ik

O UFPK UFPKI74)l:  C¥work¥ufpk.key ==
W-UFPE 7 )l :  C¥work¥ufpk.key_enc.key -

) KUK 2o

IV

O EsmBeErERda

O ETERERTD (16/(1F E9JIYTATY) 55aa553a553a553a55aa553a55aa55aa

H#A

JA—vuhk: |CU-A o I s Ci¥work¥euk_aes128.c =

10000 Key name: euk_aes128

IFANEERTS

57 [BOSYEVT]-[BOT—45]% T AES128 T 7/ JLE CVY—RHAZEHI

EEBICERTIDEUTDLIIZRTENET,

Output File: C¥work¥euk_aes128h

Output File: C¥work¥euk_aes128.c

UFPE: T T

W-UFPE: 00000001DF741B6058AFDFEZDD1B6EADAF168453F2B1F311ABAFE133ACEE926B0A475130
[V: 55AA55AA55AA55AA55AASSAASSAASEAA

Encrypted key: 9206ACBCET367501A27EB48604ACT7CaCBaCFB4B4EBFF149B790DEC00TEFEOFD
OPERATION SUCCESSFUL

58 BOSYELTZ T ERITHE

HASNECY—RIT7A4ILDT—42 %, 5311 LEMRDAEZTHAAAFET,
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532 BREHEDREFIE

REEHTHHE. KIKZHoMLDIALTESIET, FiI-GUFPKZRAET S E LK BEOER
ZRIREICLET,

53.21 CLIRZEAT HHEDFIR

1. UFPK MD4RL

—3FJ)Y T +Tgenufpk AT FEEFTLET,
> skmt.exe /genufpk

/ufpk "ec6b8fa5c0d5da5142ccaf3a31aebeae2346¢cfe7ef644b9b6b70523cbadf5c5¢c™
Joutput "C:\work\ufpk.key"

C:¥Renesas¥Secur ityKeyMangementTool¥cli>skmt. exe /genufpk /ufpk “ecb6b8fabc0dbdabl142ccaf3al
laebeae2346¢cfelef644b9b6b70523cba0f5¢h¢™ /output “C:¥work¥ufpk. key”

UFPK: EC6B8FASCOD5DA5142CCAF3A31AEBEAE2346CFETEF644B9B6B70523CBA0F5C5C
Output File: C:¥work¥ufpk. key

5-9 genufpk A< Y RETHER

2. W-UFPK DO EW &
FE 1 THER L= ufpk.key 7 7 1 )L % Renesas Key Wrap service(https://dim.renesas.com/keywrap)
[CE->T. W-UFPK 7 7/ LZZITRY FT,
F¥#0(X. Renesas Key Wrap Service ® FAQ #88B L T Z& LY,

3. KUK DAERL

A—IFJLY T FTgenkuk AT KEEFTLET,
> skmt.exe /genkuk /output "C:\work\kuk.key"

/kuk "d0aec19726cbc0e2fb403866b9b465a6c0d05b7a60362d5f435f9a3e98c79084"

C:¥Renesas¥Secur i tyKeyMangementTool¥cli>skmt. exe /genkuk /output “C:¥work¥kuk.key” /kuk “d
0aec19726¢cbc0e2Tb403866b9b465a6c0d05b7a60362d5T435T9a3e98¢79084”

KUK: DOAEG19726CBCOE2FB403866B9B465A6C0D05B7A60362D5F435F9A3E98C79084
Output File: C:¥work¥kuk. key

5-10 genkuk 2% > FE{THE
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4. KUK % UFPK THES1t L 1= Encrypted Key 7 7 1 LD ERK
A—ZFI)YT FTgenkey AT FEEFTL. KUK % UFPK THESIELFE T,

> skmt.exe /genkey /ufpk file="c:\work\ufpk.key" /wufpk file="C:\work\ufpk.key_enc.key"
Imcu "RX-TSIP" /keytype "key-update-key" /key file="C:\work\kuk.key" /filetype "csource"
/output "C:\work\kuk.c"

FIE1 TEBRLIZUFPK 774 )L, FIE2 TZTE>=W-UFPK 7 7/ ILZFEALZET,

C:¥Renesas¥SecurityKeyMangementTool¥cli>skmt. exe /genkey /ufpk file="c:¥work¥ufpk. key” /wu
fpk file="C:¥work¥ufpk. key_enc. key” /mcu "RX-TSIP” /keytype “key-update-key” /key file="C:
¥work¥kuk. key” /filetype “csource” /output “C:¥work¥kuk.c”

Output File: G:¥work¥kuk.h

Output File: G:¥work¥kuk.c

UFPK: EG6B8FASCOD5DA5142CCAF3A31AEBEAE2346GFETEF644B9B6B/0523GBA0FS5G5G

W-UFPK: 00000001102D464621E307E4AFF7027D346B9A2DEASE35A6673DC9685DE0283CBED82DETE

IV: 2F5FE32A536036EBC11BEOFA7BBBGS72

Encrypted key: A3ES508B735C32C4F122A931B78EEOF552FB42EEDA3CA1D955B1191CAF8FAC4D39462C5C1562
EB36EAB2D9331102DF699

5-11 genkey 37 » K474

CCTHALECY—RIFAILDOT—2ZHAL. BFHKOTOT T LAT,
R_TSIP_GenerateUpdateKeyRingKeyIndex()Z 31T L T. KUK ZEA L TS LY,

LT, MIETREEHITIHEED. KUKEFES-SvEVTHEERLET,
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5. RSA 2048 NBHBDIESIL 7 7 1 ILDAERK
A—ZFJLYT FTgenkey ATV KZEEFTLET,

> skmt.exe /genkey /kuk file="C:\work\kuk.key" /mcu "RX-TSIP" /keytype "RSA-2048-public"

/key "bad47a84c1782e4dbdd913f2a261fc8b65838412c6e45a2068ed6d7f16e9cdf4
462b39119563cafb74b9cbf25cfd544bdae23bff0ebe7f6441042b7e109b9%a8a
faa056821ef8efaab219d21d6763484785622d918d395a2a31f2ece8385a8131
e5ff143314a82e21afd713bae817cc0ee3514d4839007ccb55d68409c97a18ab
62fa6f9f89b3f94a2777c47d6136775a5629a0127f682470bef831fbec4bcd7b
5095a7823fd70745d37d1bf72b63c4b1b4a3d0581e74bf9ade93cc4614861755
3931a79d92e9e488ef47223ee6f6c061884b13c9065b591139de13c1ea292749
1ed00fb793cd68f463f5f64baa53916b46c818ab99706557a1c2d50d232577d1
00010001"

[filetype "csource” /keyname "rsa2048public”
loutput "C:\work\rsa2048public.c”

KUK 274 IILIEFIE3I TER L7 7/ ILEFERLET,

C:¥Renesas¥SecurityKeyMangementTool¥cl i>skmt. exe /genkey /kuk file="C:¥work¥kuk. key” /mcu

“RX-TSIP” /keytype "RSA-2048-public” /key “bad47a84c¢1782e4dbdd913f2a261fc8b65838412c6e45a2
068ed6d7f 16e9cdf4462b39119563cafb74b9cbf25cfd544bdae23bff0ebe7T6441042b7e109b9a8ataa056821
ef8efaab219d21d6763484785622d918d395a2a31f2ece8385a8131e5ff143314a82e21afd7/13bae817ccleeldd
14d4839007¢cb55d68409¢97a18ab62fa6f9t89b3194a2777¢47d6136775a56a9a01271682470bef831fbecdbe
d7b5095a7823fd70745d37d1bf72b63c4b1b4a3d0581e74bf9ade93cc46148617553931a79d92e9e488ef47223
ee6f6c061884b13¢9065b591139del13c1ea2927491ed00fb793¢cd68f463F5f64baab3916b46¢818ab99706557a
1¢2d50d232577d100010001” /filetype “csource” /keyname “rsa2048public” /output “C:¥work¥rsa
2048public.c”

Output File: C:¥work¥rsa2048public.h

Output File: G:¥work¥rsa2048public.c

KUK: DOAEC19726CBCOE2FB403866B9B465A6C0D05B7A60362D5F435F9A3E98C79084

IV: 9A537E8D13E62700DAF2DBOA44E770A9

Encrypted key: EFEB764914ACE4DA87737EC90A2B1B14520A7C18992DCDB/E945540A3220165E3E022CBC11F
B1A0C39563C8702ECF4C931B1BE4198CCAODCA373D1395F7046D9AB02AF7D93C5512E9438370DB2ES5027F 4BFB8
606409F81D7CDB138F446474C9C04BA9613DC928EDD09BICSD2002F54CF739A94FD8C5CD694A80AD12D9B0006T7
2EBBEE9D24298717D47FB05092A8178D173BA45EA2BA47FA0C742084783FF718C593F8F6E2ACB8E6013A9CA4EA2S
13F8619CEFOB97DDC2F 184665E42FF89009B9ESC89C5115D3733273E1432BD97EABBIE9190589F225E287F5C79
25597810F07E7A478BA0A464590C53A881739B8F89CC372B7055DD02051105113E2179D39ADE17D3420BB1F506
F96A345A4B6FB131A96E089C2ADAF5772D7F8F16ATF5B703FD3

5-12 genkey 1< > K47l

HASHI-CY—RI7ANLNERYRAAET—R2ETNAADNERA 2 7 —AMbAAL,
R_TSIP_Update2048PublicKeylndex()D5I#IZE L TL 23y, BEFT 5 RSA2048 AFEHE D Wrapped Key
#HALET,
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5322 GUIRZEAYT H5EDFIR

1. MCU/MPU LSBT U M&ER
[BE]2 JTMCUMPU EBEE TV UEBIRLET,

LENESANS

Security Key Management Tool

ZOY=JLE. FTVT—3248E DLM (Device Lifecycle Management) 0¥ $1FPERO/ VITI v3vk
PyIT-hETIEHOEEY-ITE.
FAUT—23 88 DLME (I User Factory Programming Key (UFPK) T3 TN T, EFaFlo4 vy vayanEy.
UFPKi3Renesas Key Wrap ServiceR LTSy TLET.
Renesas Key Wrap Servicefi'cWrapped UFPK (W-UFPK)EEREL T2

7IVT-2 380 EFiIKey-Update Key (KUK) 5L TEF27ICITONET.
COEHKUKEEFATICA VU703 3 ENEYET.

FM-rSh 3T FaUTRE0EACIV TR, EMCUMPUD AV MESBLTEN.

MCU/MPUFEES I 1 |RX Family, TSIP o

EiTd allc S OMCUEEEMPUEZIRL TS

5-13 &% T
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2. UFPK MARE
[UFPK £m]2 7T UFPK{EZt Y LT, EEF key EVWS T7AMILBADUFPK 77 A LEHER L
9, COHITIHufpkkey EVWS T 7 ILEBEFRALET,

User Factory Programming Key
OilzEnBsrERT
EEEEERT3 (324 k EvIIVF4TY)
| ecBb8fasc0d5das142ccaf3a3lacbeae? 360 feTefe44bobELTO523c balf5c 5c

TP [key) :

C¥work¥ufpk. key =8,

UFPKIF{ L EE/T 3

5-14 [UFPK %52 7 UFPK &£ B EHI

‘UFPK 2 7 A IWVEERT B R2 &3 L UFPK 27 M LHBERESNET,
EERTIBELUTORTRAEINET,

UFPK: ECeBaFASCODSDAS142CCAR3AI1AEBEAE2346CFETEFG44B9BEB70523CBAOFSCSC
Output File: C¥work¥ufplk.key
OPERATION SUCCESSFUL

5-15 [UFPK &/ 2 7 RIT#HR

3. W-UFPK &%
2 TH R L T= ufpk.key 7 7 1 JL % Renesas Key Wrap service(https://dim.renesas.com/keywrap)|Z %
LT W-UFPK ZERE L 7,
ST ERS1E#RILX. Renesas Key Wrap Service D FAQ # BB &Ly,
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4. KUK DHERL
KUK &R TTY—ILEE>TKUKRAD S U F LEEERMT 5H . 256bit D KUK ZANT S

MERLET, HAT 7 A ILAEIEERF key EVSBRATTRELEFS . COHITIE kukkey £L1S
I7ANBEERLET,

Key-Update Key
OigEmBeErERTs

@ EEEEERT 2 (32/(1h E9IIVFATY)

| d0aec 19726¢ beDe2fb403866bob4E5a6c 00050 Ta60362d5f435f933 0B TI0B4

=774 (key)

ZE.

C¥work¥ku k. key

KUKIr I EEmTS

5-16 [KUK &RE]2 7 KUK 7 7 1 JLHE BER E 15l

‘KUK 2 7AIVEERT R HREVEHTEKUK D 7MILBREREShET, EERTIZELTOL
SICRTEINFET,

KUK: DOAECT19726CBCOE2FB402866B0B465A6C0D0SBTAGN262D5F435F0A3EIBCTI0RS

Cutput File: C¥work¥kuk.key
OPERATION SLHCCESSFUL

5-17 [KUK &£ 5|5 7 EITHER
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5, CY—RI7ANIT+—I Y FD KUK 77 A ILDERK
BOSVEVT 270 [BOEH 2 TTKUKZERLET, [BOT—R]2 T T, BIORTYIT
AR LIz KUK 774 ILA(CDBITIE kukkey)EADLET, BOFYEUTIE "UFPK "£:&IR L.
FIE2 TEBLIZUFPK 274 LEFIE3 TRFELE-W-UFPK 7 71 JLZZBIRLEFT, COHITIE
D=, IV T ELBERMEEZFEAT S ZERLET, ‘HA/IRILT, IJ+—T v r&ELT
I[CY—R] Z#RL. CY—RTF7AMILEEANLET,

BOESE @74
DLM | DLM-SSD (O TDES
(® KUK (O RSA 2048 bits, public
(OAES | 128 bits (O ECC secp256r1, public
i) ARC4 O HMAC [SHAZSE-HMAC
Sk E
@ UFPK UFPKT74)l: | C¥work¥ufplokey =E.
W-UFPE TP N2 | C¥work¥ufplkey_enc.key 8.
KUK =E
v
@ IEEmRsEEERTS
ETIEFERTS (16/(1 F EvTIUFATY) | 00112233445566773800A ABBCCDDEEFF
H
J4—quh: |CI-K v | Jpd)l s | C¥work¥kuk.c =E.
10000 Key name : | kuk

I NEERTS

5-18 [BODS Yy EVT-[BOEESZ TKUK I 7LD CY—RT 74 ILHAHREH
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gnES 877

® J74 )l C¥work¥kuk.key =08,

OEx7F-H

O EaEEs - 27771 =3

SukE Yy #

@ UFPK UFPKZ7{)l: | C¥work¥ufpkkey =8,
W-UFPET7RA I ;| C¥work¥ufpk.key_enc.key =

(O KUK £,

v

@I EmBErERET3

ETEEERTS (164 b, EyTIUT1T7Y) | 00112233445566778899AABBCCDDEEFF
H 5
JA-Fub: |(CU-2 | Il s C¥work¥kulk.c 8.
10000 Key name: |kuk |

TP EERTD

519 [BOSYEVT-[BT—F12 T KUK T 74 ILDCY—RT 74 LHEHZREH

CITHALECY—RI7ALDT—2 AL, BFEHKROTOT S LNT,
R_TSIP_GenerateUpdateKeyRingKeyIndex()Z 31T L T. KUK ZEFAL TS LY,

LT, MIETREEHITIHEED. KUKEFES-SvEVTHEERLET,
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6. CY—RT74)LD RSA 2048 NEIET 7 1 ILDERL
BOSVEVT12 TE#FEALTRSA2048 AR I 7AILECY—RT7AINELTERLET,
[BOFELH] 2 7 T'RSA” & 72048 bits public’#EIR L. [T —45] 4% 7T RSA 2048 AT —42 %
AALET,
“BOSGYELTICADFIETHERLIZKUK 774 ILERELET, BIRIEDIZH. COHITIEIV
[TELBERBREEZHERT I EERLET,. HAODIT+—<y MZ’CY—R"EERL. MHEF
DI7AINBEREELET,

HE  UFPKER KUKEs B059EVY

EFATEAVIII V3V TRUFPKEERLT. £F1 787y T7-FTEKUKEERLT. #E3vTLTdE

EOER g4
ODLM | DLM-55D TDES
KUK @ RSA 2048 bits, public w
(OAES | 128 bits (O ECC secp256rl, public
ARC4 (OHMAC |SHA256-HMAC
#EOIvET
(O UFPK C¥work¥ufpk key 20T
C¥work¥ufplk.key_enc.key =0
W@ KUE  KUKTPA )L C¥work¥kuk. key =8,
v
@ AEEnmeEERT
IEEEEERTD 16/ bk, B9V IUT47Y) | 00112233445566778899AABBCCDDEEFF
HH
TA—Fu b CY-2Z | F74 ) C¥work¥rsa204Bpublic.c ZE.
10000 Key name: | rea2048public

I NEERTD

520 [BDS v EVY] - [BOESE]Z J RSA 2048 AB# C V—R T 7 1 LA
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BOES 875

O 7741l —

@ FXT7-F Modulusin) : | ofaohafadal777c47d6136775a56a080127F682470befB3 1fbec4bed7h5095a762 A
3fd70745d37d1b72b63c4b1b4a3d0581eT4bf9ade83cc 4614861755393 1a79d9
2e0ed88ef47223ee6f60 0618840 13090650591 139de1 30 1882927491 ed 00FL 79 3c

0

deBf4a3f5fedbaas3o1e6ba6cB18ab99706557a1c2d50d232577d1 W
Exponent(e) : | 10001
BOIvEDY
(O UFPK C¥work¥ufpk.key S,
C¥work¥ufplk.key_enc.key =6,
® KUK KUKT7A ) C¥work¥kuk.key 8.
v
@ AHEmBEEEETD
O EEIEEERT (16/(4 b, E9TIUTATY) | 00112233445566778899AABBCCODEEFF
H 7
Tad-¥uh: (CY-2 s | Jwef e C¥work¥rsa2048public.c =8,
10000 Key name: | rsa204Bpublic |
IrAVEERTD

521 [BOSyELT-[BT—45]% 7 RSA2048 2B C VYV —R T 7 A JLEFHHI

EERTIDEUTDLSICHATAET,

Clutput File: C¥work¥rsa2048public.h A
Clutput File: C¥work¥rsa2048public.c

KUK: DOAEC19726CBCOEZFB403866B9B465A6C0D0SETABO362D5F435F2A IE28CTO084

IV D210301ABOIC209A87 2757 74FE4BAZAC

Encrypted key:

1BAGFTIBE0101ED42D54F0ABB41236F 502901 BDWF 469198 A BB 74144 DF 04 ADETAE44BB B 18EBC1 ACOFOBA7DO023024FAC
0B5BF723026EBDD330B691DF7E10FE5B25137071F064321E6982239E47F5 D997 A1 CBDECFAEE381442DBBBE0ACF1 D74
Fe2D21607C2E7CeCSFT4327C4ABABMMCT1D2DAC4ABTFAS143ETEDBETOEEEC443B9C4C5BDE2451F3416D54B651EE3AT
9158728CB42430244922BF539F1FESE035ATT5CBa30099936360F BFBE22E2AF58E735195E714A525F 3939F 3983FA2536
FBESOCCTOB32FB2FFBEB233E8578005CAFTD2ABFB4F5482F 6447 AB4E2B55B10A 5821 E694328F 5ASB3BETDBDS6C0NE4
160026DASFBETTEC36AD4F5856DE335B8ADTYOTE121509E062DFF4T4E1EE240228B123925010CA5909F10B72358E8E
BDsD7193032D

OPERATION SUCCESSFUL

5-22 [BDOSYELH2 T ETHE

EREIN-CY—RIT7AILVEBHTEHT—20TAD Y MIHEARAATEHT AT —2EERT S
ET, THETROFEHRZTO CEMNARICBYET,
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6. YrLTRTI L4

6.1 TETOD Y FEMERERAE

AESEEE 7O Y FBLUTLS EHEMEE IO 4 FEBRLTEIOAS Y ML TR 61 £MCUT
FHITS TEIOCS Y ] [TRT MCU ETEMELET ., MCUMNBHE s f-7R— K& PC (X USB Tl
LEd, PCTlE TeraTerm #FHL £,

®6-1 EMCUTHERAYSTEIOCIS+

MCU FEIOS Y b

RX231 rx231_rsk_tsip_sample

RX26T rx26t_mcb_tsip_sample

RX65N rx65n_2mb_rsk_tsip_sample

RX66T rx66t_rsk_tsip_sample

RX671 rx671_rsk_tsip_sample

RX72M rx72m_rsk_tsip_sample

RX72N rx72n_rsk_tsip_sample

RX72T rx72t_rsk_tsip_sample

TaATUNDIBEBRBT N ZAOTOY Y ME, a—FIFv a2z )= 7E—RFTHEALET,
TETB T Y b Little Endian TEMERERZ L TULVET,

AEQOTEITAD Y FOETHREL EIZ RSKRX231 OEMMEER THBAE LTWVET, £, 4—3F
LY RELTIE TeraTerm Z2FEALTLVET,

XEIEEHE

TSIPEBEHTNAZADTETAS I rDY) o H A XL 128K /A FEYKEL Y ET, FRTBICIE
BEMRD CC-RXaAV/IA SEBALTL L,

RX66N [ RSK AABRFE & T LV W=8, TETOY 1Y FEEBELTULEE A, RX66N £ THERKR
#1T5121F, 7FVHS5—2 30/ —bF IRXRAY—hk a4 L—% 12— —HA F: e? studio #
(R20AN0451JSxxxx)] D 4EEZSHBL T, BET/N1 X% RX66N ITEHL T &L,

RX72N(R5F572NNHDBD) & RX66N(R5F566NNHDBD) (& E VEREIZEEA$H D=0, T/ ADEIRD
HTRAKICBESE D ENTRETT, TSIP RSANEALE—4 Y F I+ LEFEFMAT 5. A—0
UFPK TEIMERIRET T,
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6.1.1 TEFOCzYV bDEY LTV T

R— K& PCOEFIZLTOEY T,

USB serial (UART) converter chip

6-1 RSK RX231 & PC ks

6-2 MCB RX26T & PC M ig#E
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< Power supply
(5 V DC center plus)

USB

USB serial (UART)
converter chip (underside)

6-3 RSK RX65N-2MB & PC Mk

USB serial (UART) converter chip

USB
«— —_—

E1/E2 Lite connector 4

6-4 RSK RX66T & PC M iE#x

E2 Lite connector

Power supply
(5 V DC center plus)

USB serial (UART)
converter chip

6-5 RSK RX671 & PC D&
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Power supply
) < (5 V DC center plus)

usB

. . usSB
USB serial (UART) converter chip

6-6 RSK RX72M & PC DiE#x

E1/E2 Lite connector w

- Power supply
) (5 V DC center plus)

uSB uSB

USB serial (UART)

converter chip (underside) usB

6-7 RSK RX72N & PC D%

USB serial (UART) converter chip

usB usB

Power supply (5 V DC center plus)

USB
—_—

E1/E2 Lite connector

6-8 RSK RX72T & PC D iE#:
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TeraTerm DY) PILEREFLUTDEY TY,
+ AE—F : 115200 bps

- T—H2:8Ewv Lt

AU Bk G A

Ay TEY R 1EY b

- ®;IT3—F (G£fE) :CR
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6.12 TEZO Y FOHE

TETODY FCERTHRT S BERIUTOEY TY,

£6-2 TETAD Y FORT—R2BERK

E=L)

gg

Bl

st_key_block_data_t

C_FIRMWARE_UPDATE_CONTROL_BLOCK,
C_FIRMWARE_UPDATE_CONTROL_BLOCK_MIRROR
ICEMN BT —2 &R

firmware_update_control_data

firmware update EJERFD mac [EIRIEINE SR

user_program_max_cnt

uint32_t

firmware update B ® firmware /81 k44 X

lifecycle_state

uint32_t

BT—A2L1—TOTSLMDRAT—ER
STATE_KEY_INJECT & STATE_EXEC_IMAGE O 2 4k
EBAHYET,

STATE_KEY_INJECT : Wrapped Key DA
STATE_EXEC_IMAGE : Wrapped Key £#&3FL 704
T LEEE

program_macO[]

uint32_t

UPDATE_FIRMWARE_AREA ® MAC f&

program_mac1[]

uint32_t

UPDATE_TEMPORARY_AREA @ MAC f&

key_data

BT — 2 BMEER

user_aes128_key_index

tsip_aes_key_index_t

AES 128 A Key Index

user_aes256_key_index

tsip_aes_key_index_t

AES 256 A Key Index

user_tdes_key_index *2

tsip_tdes_key_index_t

TDES F Key Index

user_arc4_key_index *2

tsip_arc4_key_index_t

ARC4 A Key Index

user_shatlhmac_key_index *2

tsip_hmac_sha_key_index_t

SHA-1 HMAC F Key Index

user_sha256hmac_key_index *2

tsip_hmac_sha_key_index_t

SHA-256 HMAC A Key Index

user_rsa1024_ne_key_index *2

tsip_rsa1024_public_key_index_t

RSA 1024 Fi/ABI8 Key Index

user_rsa1024_nd_key_index *2

tsip_rsa1024_private_key_index_t

RSA 1024 AiFF# Key Index

user_rsa2048 ne_key_index *2

tsip_rsa2048_public_key_index_t

RSA 2048 Fi/ABI# Key Index

user_rsa2048_nd_key_index *2

tsip_rsa2048_private_key_index_t

RSA 2048 FIf%#2 Key Index

user_ecc192_public_key_index *2

tsip_ecc_public_key_index_t

ECC 192 A/ B Key Index

user_ecc192_private_key_index *2

tsip_ecc_private_key_index_t

ECC 192 A% # Key Index

user_ecc224 public_key_index *2

tsip_ecc_public_key_index_t

ECC 224 R/ B Key Index

user_ecc224 private_key_index *2

tsip_ecc_private_key_index_t

ECC 224 FfZ# Key Index

user_ecc256_public_key_index *2

tsip_ecc_public_key_index_t

ECC 256 FAZAR#2 Key Index

user_ecc256_private_key_index *2

tsip_ecc_private_key_index_t

ECC 256 k% # Key Index

hash_sha1l]

uint8_t

firmware_update_control_data & key_data @ SHA1
HASH &

MTEIODIY FTIEEBT—2DHDRT—2RIZHRYET,
A—HYTAJSLDAT—ERAEEF27T—+TAS I FO62€F2T7T—b - T7—LIT
TYvIT—bOTETAD Y FEMERERAER)TERALET,

*2 TSIP-Lite ¥£&T/\1 AM154&. TDES. ARC4. HMAC. RSA, ECC DRIERIIFATEE A, 1.
TSIP-Lite BE T/AA ADTETAD =Y FMIFMHEIN TS key_data.ckey_data.h [2HT—42 [EFHE
LEFA, RX67T1DTETR T =Y FTlE. key _data.c,key_data.h [Z ARC4 & & U RSA2048 DT —4

FEELEEA,

FTEIOD Y FOBEBREBERIIT—E2 275 v a kI, main T—4% & mirror T—2 F#BAELTLE
¥, (F® main ¥—4 : C_FIRMWARE_UPDATE_CONTROL_BLOCK.

mirror 7—#4 :C_FIRMWARE_UPDATE_CONTROL_BLOCK_MIRROR)
ChIZRY, REREEFROBREN G EICRIESAARBMBORBERHEREHEET,
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n
eV =B

FELA A DIEVES
| 0x00000004 SU

0x00100000 C_FIRMWARE_UPDATE_CONTROL_BLOCK
C_ENCRYPTED_KEY_BLOCK
0x00101000 C_FIRMWARE_UPDATE_CONTROL_BLOCK_MIRROR
0xFFFB0000 PResetPRG
ol
cz
c
g~
o
W
L
p
OxFFFFFFE0 EXCEPTVECT
OxFFFFFFFC RESETVECT

E6-9 RX231 FTE7OZzY bDEY VI Y

key data.c 8k U key data.h IZHEWT, (TETB DY T+ LA )\src\genkey IZ#H 5 Encrypted Key &
BEI7ANEAUIL—FLTWET, £RAEIE 1531 BOFEFAFIE 2SHBLTEZEL,
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FETASIY FTIEHUTOaAT Y FEEELTHET,

%63 FEJAY Y+ avTUKR—&

avwv kR 1
display Wrapped Key &R RLFET,
encdemo [Arg1] Arg1 M{E% AES 128bit THEEIELET,
function AES128/256-ECB, CBC, CTR, GCM, CCM ig&1t. S

AES128/256-CMAC, SHA-HMAC 4 R, 1&:iE

TDESKEE1t. EF

ARC4 Sk, BE

(RSA1024, RSA2048 M#)RSAES-PKCS1_v1 5EE1k, 155
(RSA1024, RSA2048 M #)RSASSA-PKCS1_v1 5 BL 4/, &REIE
P-384 #[x < ECDSA ER4ER. BIDTX CHEELFET, *1

random R_TSIP_GenerateRandomNumber()IC&k 35 VA LEDERE LE T,

*1:TSIP-Lite & 7 /31 X TI¥ SHA-HMAC &£k, #%3E. TDESiEE1k. H5. ARC4ESIL. B85,
RSAES-PKCS1_v1_5KE&1E. 5. RSASSA-PKCS1_v1_5ER 4. #&if. ECDSA E& 4. &t
FRETEFHA, FLRX7T1IOTETAD Y FTIE. ARCA & U RSA2048 (FIERIETT
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FEIAS Y FTIE. IV £’55aa55aa55aa55aa55aa55aa55aa55aa". B L VLU TDEZRBOT I+
MEELTERLTWEY,

%64 TETODIVF TIAILLOEDIE

key type value
UFPK 2222222222222222222222222222222211111111111111111111111111111111
AES-128bit 11111111222222223333333344444444
AES-256bit ffffffffeeeeeeeeddddddddccccccececbbbbbbbbaaaaaaaa0000000099999999
3 TDES *2 010101010101010102020202020202020404040404040404

ARC4-2048 bit *2

29041972fb42babfc7127712f13829¢929041972fb42ba5fc7127712f13829¢9
29041972fb42babfc7127712f13829¢92904 197 2fb42ba5fc7127712f13829¢9
29041972fb42babfc7127712f13829c929041972fb42basbfc7127712f13829¢9
29041972fb42babfc7127712f13829c929041972fb42babfc7127712f13829¢9
29041972fb42babfc7127712f13829c929041972fb42babfc7127712f13829¢c9
29041972fb42babfc7127712f13829¢92904 197 2fb42ba5fc7127712f13829¢9
29041972fb42babfc7127712f13829¢92904 197 2fb42ba5fc7127712f13829¢9
29041972fb42babfc7127712f13829¢92904 197 2fb42ba5fc7127712f13829¢9

SHA-1 HMAC *2

000102030405060708090a0b0c0d0e0f10111213

SHA-256 HMAC *2

000102030405060708090a0b0c0d0e0f101112131415161718191a1b1c1d1elf

RSA-1024bit public
*1*2

ccd6cb8659ffea97c278b7cf395fa56f3709a958bce1e6e3ae196b471f4517f
64d32d81d10bcea5b55b9eab659¢c3b9db1854a696b801a8e72439265e85bc6138
cf874f45fe22a2477fe8337671357db67180b1ac9a0e84c098dbcdca8al3eba72
dfcee7e6907ede2d53aa726e8e97ea26fcba3bbfa7bf7bfbbb70f1ec1d153125
00010001

RSA-1024bit private
*1*2

ccd6cb8659ffea97c278b7cf395fa56f3709a958bce1e6e3ae196b471f4517f
64d32d81d10bcea5b55b9eab659¢c3b9db1854a696b801a8e72439265e85bc6138
cf874f45fe22a2477fe8337671357db67180b1ac9a0e84c098dbcdca8al3eba72
dfcee7e6907ede2d53aa726e8e97ea26fcba3bbfa7bf7bfbbb70f1ec1d153125
096ed2cc923f1df11c208e11e0fdc51b7ff66d87f97a32788d099a7110d65972
6e68332e493c2bf6019608864c97f0d52017b5dc36f90c982858e16574ef29e2
e8b6f4386bdbb1beae60390aaac0160ce787f98ba34c83d6612badbc99d17666
04e72b394d1991fc4ded87e11cf165caae0cc652771b8395ed5b9a99a9fa5781

RSA-2048bit public
*1*2

bad47a84c1782e4dbdd913f2a261fc8b65838412c6e45a2068ed6d7f16e9cdf4
462b39119563cafb74b9cbf25cfd544bdae23bff0ebe7f6441042b7e109b9a8a
faa056821ef8efaab219d21d6763484785622d918d395a2a31f2ece8385a8131
e5ff143314a82e21afd713bae817cc0ee3514d4839007ccb55d68409c97a18ab
62fa6f9f89b3f94a2777c47d6136775a56a9a0127f682470bef831fbec4bed7b
5095a7823fd70745d37d1bf72b63c4b1b4a3d0581e74bf9ade93cc4614861755
3931a79d92e9e488ef47223ee6f6c061884b13c9065b591139de13c1ea292749
1ed00fb793cd68f463f5f64baa53916b46¢c818ab99706557a1c2d50d232577d1
00010001

RSA-2048bit private
*1*2

bad47a84c1782e4dbdd913f2a261fc8b65838412c6e45a2068ed6d7f16e9cdf4
462b39119563cafb74b9cbf25cfd544bdae23bff0ebe7f6441042b7e109b9a8a
faa056821ef8efaab219d21d6763484785622d918d395a2a31f2ece8385a8131
e5ff143314a82e21afd713bae817cc0ee3514d4839007ccb55d68409¢97a18ab
62fa6fof89b3f94a2777c47d6136775a56a9a0127f682470bef831fbec4bcd7b
5095a7823fd70745d37d1bf72b63c4b1b4a3d0581e74bf9ade93cc4614861755
3931a79d92e9e488ef47223ee6f6c061884b13c9065b591139de13c1€a292749
1ed00fb793cd68f463f5f64baas3916b46c818ab99706557a1c2d50d232577d1
40d60f24b61d76783d3bb1dc00b55f96a2a686f59b3750fdb15¢c40251¢370c65
cada222673811bc6b305ed7c90ffch3abdddc8336612ff13b42a75ch7c88fb93
6291b523d80acce5a0842c724ed85a1393faf3d470bda8083fa84dc5f3149984
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4f0c7c1e93fb1f734a5a29fb31a35¢c8a0822455f1c850a49e86297 14ec6a2657
efe75ec1cabe62f9a3756¢c9b20b4855bdc9al3ab58c43d8af85b837a7fd15aa11
49c119cfe960c05a9d4ceab9c9fb6a897145674882bf57241d77c054dc4c94e8
349d376296137eb421686159cb878d15d171eda8692834afc871988f203fc822
c5dcee7f6c48df663ea3dc755e7dc06aebd41d05f1ca2891e2679783244d068f

ECC-192bit public *2
(EE:Qx. TEz:Qy)

fba2aac647884b504eb8cd5a0a1287babcc62163f606a9a2
dae6d4cc05ef4f27d79ee38b71c9c8ef4865d98850d84aa5

ECC-192bit private *2

7891686032fd8057f636b44b1f47cce564d2509923a7465b

ECC-224bit public *2
(EE:Qx. TE&:Qy)

4c741e4d20103670b7161ae72271082155838418084335338ac38fa4
db7919151ac28587b72bad7ab180ec8e95ab9e2¢c8d81d9b9d7e2e383

ECC-224bit private *2

888fc992893bdd8aa02c80768832605d020b81ae0b25474154ec89aa

ECC-256bit public *2
(EE&:Qx. TE&:Qy)

1ccbe91c075fc7f4f033bfa248db8fccd3565de94bbfb12f3c59ff46c271bf83
ce4014c68811f9a21a1fdb2c0e6113e06db7ca93b7404e78dc7ccd5ca89a4ca9d

ECC-256bit private *2

519b423d715f8b581f4fa8ee59f4771a5b44c8130b4e3eaccab4a56dda72b464

*1 : RSA 1024bit DHERT I TDETT,

Modulus n :

ccd6cb86f59ffea97c278b7cf395fa56f3709a958bce1e6e3ae196b471f4517f
64d32d81d10bcea5b55b9eab659¢3b9db1854a696b801a8e72439265e85bc6138
cf874f45fe22a2477fe8337671357db67180b1ac9a0e84c098dbcdca8a3eba72
dfcee7e6907ede2d53aa726e8e97ea26fcba3bbfa7bf7bfbbb70f1ec1d153125

Exponent e : 00010001
Decryption Exponent d : 096ed2cc923f1df11c208e11e0fdc51b7ff66d87f97a32788d099a7110d65972

6e68332e493¢2bf6019608864c97f0d52017b5dc36f90c982858e16574ef29e2
e8b6f4386bdbb1beae60390aaac0160ce787f98ba34c83d6612badbc99d17666
04e72b394d1991fc4ded87e11cf165caae0cc652771b8395ed5b9a99a9fa5781

RSA 2048bit DR T [FLLTDETY

Modulus n :

bad47a84c1782e4dbdd913f2a261fc8b65838412c6e45a2068ed6d7f16e9cdf4
462b39119563cafb74b9cbf25cfd544bdae23bff0ebe7f6441042b7e109b9a8a
faa056821ef8efaab219d21d6763484785622d918d395a2a31f2ece8385a8131
e5ff143314a82e21afd713bae817cc0ee3514d4839007ccb55d68409c97a18ab
62fa6fof89b3f94a2777c47d6136775a56a9a0127f682470bef831fbec4bcd7b
5095a7823fd70745d37d1bf72b63c4b1b4a3d0581e74bf9ade93cc4614861755
3931a79d92e9e488ef47223ee6f6c061884b13c9065b591139de13c1ea292749
1ed00fb793cd68f463f5f64baa53916b46¢c818ab99706557a1¢2d50d232577d1

Exponent e : 00010001
Decryption Exponent d : 40d60f24b61d76783d3bb1dc00b55f96a2a686f59b3750fdb15¢c40251¢370c65

*2 :TSIP-Lite ##7/\4 XA TlX. TDES. ARC4, HMAC. RSA. ECC M#ERIIFATEZEEA., 1.
TSIP-Lite BET/NA ADTETOD =V MMIFFEN TS key_data.ckey_data.h [Z[ET—2 H7F
HELEFEA, RX671 OTETO P 4 FTIE. key_data.c,key_data.h IZ ARC4 & U RSA2048 M

cada222673811bc6b305ed7c90ffcb3abdddc8336612ff13b42a75ch7c88fh93
6291b523d80acce5a0842c724ed85a1393faf3d470bda8083fa84dc5f3149984
4f0c7c1e93fb1f734a5a29fb31a35c8a0822455f1c850a49e86297 14ec6a2657
efe75ec1cabe62f9a3756c9b20b4855bdc9a3ab58c43d8af85b837a7fd15aa11
49¢119cfe960c05a9d4ceab9c9fb6a897145674882bf57241d77c054dc4c94e8
349d376296137eb421686159cb878d15d171eda8692834afc871988f203fc822
c5dcee7f6c48df663ea3dc755e7dc06aebd41d05f1ca2891e2679783244d068f

7_5_9 [iﬁ& Liﬂ'&o
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MCUIZ7B4 S L%FY0—Rig, HEEESEEEOEIAEZTVET, BOZAZI—VEAS TSIP
THEFAY 5 Wrapped Key IZEH# L, RBET—42 75 v 18 AAHET, BHROBOTATIO—
Fr—rEE6-10ISRLET . BOFTANERITTOAEEE, a9V K- LARVANETTES LD
ZHEYET, ZOBRORRIZOVNTIE. 6.1.3IRLTULETS,

TEITOD LY FTIE. UFPKELTUTOEZFERALTLET,
UFPK = “2222222222222222222222222222222211111111111111111111111111111111”

TETOS Y D key 7 4 LA Security Key Management Tool TERTRIAEA UFPK 7 7 1 JL
sample.key & W-UFPK 7 7 A JL sample.key_enc.key ZFHE L TWLET,

MCU THif=IST RIS LEFYO—FETICEB LGSR, BEROF v I ETERELES,
ZOBORRITOVTIE, 6.1.3ITRLTUET,
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<l Powei on )

| Hardware setup ‘

)
bt

[ Check data flash key status (state) |

state == STATE_INJECT_KEY?

Key injection start

state ==
STATE_EXEC_IMAGE

[ [ Wrapped key AP1 (%) I |

v

Key injection end

Check data flash key information
hash value (main and mirror)

[ state = STATE EXEC_IMAGE ]

v

[ Fill encrypted user key with 0xFF

| Update data flash key information (main and mirror)
‘ Start main program
(Waiting for command input)

v

Data flash
recovery Failed?

Yes

Startup failer j

6-10 EBROBEOIA JO—Fr¥—k
* X 6-4 |Z;RY Wrapped Key & A
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6.1.3 TETAT Y FOETHI

MCUIZTRY S LEFDoO0—FLAEEIHFORSA VX b—ILAEEICITHONIZHEEDRTER 6-11
(2. MCU T2 TAY S L%EFH 00— RETISEB LI-BENDRTER6-12I1SRLET. ChbD&
SICRTEINFE. R63DATVFEFERATILENTEDLLSITHVET,

¥ COMS - Tera Term VT

J74WE |EE BTG IVPO-IHO) MYEHW  ALTH)
HELLO!! this is user pro -

: built in Mar 27

ta flashimain)...
s ] A" . i
a flashimirror)...0K
' . A"
a flashi(mirror)...0K

setting OK

6-11 Tera Term & =(RSK RX231 #) B E)ks)

¥ COMS - Tera Term VT
I7AUWE) |EEO ETEO IWFO-IHO) HIEIW) ALLT(H)

- 11:02:06.

data flash(main) hash chec

flashimirror) hash chec&...UK

6-12 Tera Term &:R(RSK RX231 2 [@ B LIBE D2 EHEF)

av Yy FOFEAHIE LT, encdemo aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa 1< > KT, AES128bit D
Wrapped Key Zf#RA L. encdemo 27> FD5IHZER 6-13 [T RLFET ., BEHEICERLTL SR
Security Key Management Tool TA ALz —H##(16 /N1 ~(128bit)) T, T 74 JL MIKEED"0x11, 0x11,
0x11, 0x11, 0x22, 0x22, 0x22, 0x22, 0x33, 0x33, 0x33, 0x33, 0x44, 0x44, 0x44, 0x44" ZFEA L =154, HE
[FUTIZRTRI Y= avy bDESIZHY FT,
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tsiprx231

$ encdemo aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaal

tsiprx231

$ encdeno aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa

input data (plain text): aaaaaaaaasasasaaaaaaaaasaaaaaaaa plaintext
output data {cipher text): f4136afc2a9df52b31c447f4d13a78b4 ciphertext
tsip@rx231

g |

6-13 Tera Term & ~(encdemo I T > )

Lk RO

A—HRIET—42 75 v P a5E5(0x00100000)I2H&# S TULVE T AY, Security Key Management Tool
THRELEA—Y8#(T 7+ )L ME"0x11, 0x11, 0x11, 0x11, 0x22, 0x22, 0x22, 0x22, 0x33, 0x33, 0x33, 0x33,
0x44, 0x44, 0x44, Ox44"VHAHIE LE N E ZRER L T EE &L,

MRV I LI TEYN—RIVOZTFY VT ENERIT, A—FREARELEVWIEEBKRLET,

[l g XP)
Wrapped Key [& HUK [IZ#{FLNTWVET . HDF v TTHER L 1z Wrapped Key #fidF v FI2aE—L
THEATHEIETEFERE A, TSIP K54 /735 Wrapped Key # HUK LEBE L TRET 510 TT,

NEY IRz T7OTY FAE—Z2BH<CIEEZEB®RLET,

BRSO
Wrapped Key AN SN 51— BIARICL THLoTHLERELSEEL L THASINET, Wrapped Key
FERT ARICELBERANTWSZHTY,

ChiE Wrapped Key s A—H B EHBINDI VRV EFRBETIEEZEKRLET,

R20AN0371JJ0124 Rev.1.24 Page 385 of 448
2026.03.20 RENESAS



RX27x1) TSIP(Trusted Secure IP)E ¥ 2 —)L Firmware Integration Technology
62 €XaF7IT—b-T7—LVITT7VvIT—rOTETOD Y FEMERERAGE

X2 TF7IT— b T7—LT7YVTTF—+rTETODIY LTIE, 4216 77 —LI9ZTFT7VITT—FD
API #ERL T, 3143 1—H 70NV SLDESILTRLEAETES LIz —TOIS5 L%, TN
A ARNTEESLET, BStEhf-2—4 705 S LERIIE. NE FlashROMIZEZAZ LR, TJ7—
L7y TT—rERUVET, £, BN TOIVSLZRIAT A EEZ X127 IT—FEFUFET,
X7 IT— b D7—LT7YITT—rTETADIY FTRK, 77—LT7YvTT—rEEF2T7IT—+%
EEHTLH=-H0HTINLTOSSLTT,

ATEIODY bORIZEEF2TI—TOP I bE, T7—LT7YvTT—rTODII LD 2ME
OT7ACzY FERABELTVWEY, €Xa77—rT0D Y MIF, I 7 —LEZTNAARIZEZAD
1ODT7—LT7 Y TT—rEMEEASTULET,

tXa7J)—+rTODY F : IxXXX_bbb_tsip_secure_boot™
T77—L7YTT—rTAT Y b rxXXX_bbb_tsip_user_program"

ATETOADS I DI 7—LT v TT—rE DTS LELLKEEHFTHITOTILETINAR
IZ#EETHIF & LT, UART(*2,3)% L [ZUSB(*4)ZHE L TWWET, F7z Security Key Management
Tool [, THEFMEZFAAZHEEL., EXa27I—beBEESNhz2—YTRISLEEDOET:
Motorola S format 7 7 1 LA (*5)F 5 Z EMTEFJ, (Factory Programming #8E)

ATETAD Y ME. Wi Flash ROM A Dual Bank E— K& HHR— k L TLV 3T /31 X%, Dual Bank
E—FRZ2FERALEI77—LYDz 77y 7 T—FIMEZEBWLTULVET,

[*1] USBZH/R—FLTWEWT AL ZADTOT S I UART DHDHR— Y EIF, USB XY
R—btDTOSzy bOTOD Y FAIZIEK, sci&EDWTWET, Fi=. bbb IZ(FR— KEAAY
9, RSKDHZ AL, rsk, MCB D15 & I1E meb, Envision Kit [ ek WA Y £,

[*2] Dual Bank E— KZFERATZEAULVTF/ 4 X(RX231,RX66T,RX72T)TlE. UART %7 O—4I#H¥ 571=6.
PMOD USB-UART &R EZFALET, F£i=. "i— FIZUSB > ZILEBEERENBE S TL
1 LV R— KF(MCB RX26T)4 PMOD USB-UART Zi#t & rZ#FALET .

[*3] Dual Bank E— RZFRTZE % T /34 A(RX65N,RX671,RX72M,RX72N) T, RSU N & Ver.1 Z{#
ALT1TU 77y TT— rRe%ERT 51546, PMOD USB-UART i ERZERAEIIZ70
CIH hEFERTBIENTEET, =L, RSUAYE Ver2 2FERATHEEIX. 1Y)77y T
T— FMEREIIFERT 522 EMNTET . UART 27 0—#lH13 %716, PMOD USB-UART L& ik %
FARALEY,

[*4] RX66T, RX26T [ USBIF (IR Y KR— D=, USBZEFRAL-TEIO Y FOREEFHY FH
AJO

[*5) £¥%aF7J—heBELENE-1—FTO5 S5 LEEHE 1= Motorola S format 7 7 1 JLIL. Motorola
Sformat 77 A ILBFRZEZFND E, ZBETDHRXTSIPEET/NA A TEBSTHZEMNAIRETT,
X a7 I —rEZEUEEtENA—TOISLEZEEZATHEAEF,. EX2T7HIGTEETAHS
EToTLEELY,

ATETAS Y FCHEALTWAFITES2a—ILON—C 3 0 FUTFIZRLEYS, X2 77— FOLE
TEAYT S API 8 L URERRE%IE SECURE_BOOT 4 Y3 VIZEEBELTWEY,
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R65TEIOD Y FCTHEATHAFITE D2 —)L

FITEYa—IL NnN—o3y
r_bsp [iF]) 7.54
r_byteq 2.1
r_cmt rx 5.71
r_flash_rx 5.22
r_fwup 2.04
r_sci_rx 5.41
r_sha_rx 1.06
r_sys_time rx 1.02
r_tfat driver_rx 2.61
r_tfat_rx 4.14
r_usb_basic 1.44
r usb_hmsc 1.44
r_usb_basic_mini 1.31
r_usb_hmsc_mini 1.31

GE] RX231 D T—+A—42782 ) MIBWTIEBSPRITED 2 —LICEREZMATUVET, T
6.26 ZZRL TSN,
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621 TEIA IV FDEY LT VT

ATETIODIY LTIK, R66 TEIOD Y FTHEATZR—FK, BLUVZFDOHRE ITRIHR—FL
TEMELET, USBEZHERATEBAE. R—KZ USBHOST & LTESE=HIZ. RSK LD T v > /3% USB-
HOST IR FE L TL &L, THE AL USB-FUNCTION fil & 4> TLVED, £#=. Dual Bank E— K
RYKR—EDTNA R, BLURSUAYA Ver2 2 FRT ST Y FTlE. AT—F2RARTHELUIC
BEH IO S LEED-6. PMOD USB-UART Z#iEREFALET,

£66 FEIOTIY FTHEATER— K, BLUZORE

R—FK D UINERTE Flash Mode ZDith
RSK RX231 | J15: 1-2 short - IF T UART {EFI&. RSKE®D 0
QIEMEMITEZASIVRELAHY F
ElR
PMOD USB-UART Zif EiRAHE
TY,
MCB RX26T | (% L) Dual Mode PMOD USB-UART Z#i &R HAHE
TY,
UART Q& HR— k
RSK RX65N | J7 : 1-2 short Dual Mode RSUA YA Ver2 # BT 51548
J16 : 2-3 short [X. PMOD USB-UART Zi#ai iR A\
WETY,
RSK RX66T | (L) - PMOD USB-UART Zi# & iR AL E
T,
UART Q& HR— b
RSK RX671 J8 : 2-3 short Dual Mode RSUAwY A Ver2 #EHT 51548
J13: 2-3 short [X. PMOD USB-UART Z it hHY
WETY,
RSK RX72M | J8: 2-3 short Dual Mode RSUA YA Ver2 AT 5154
J10 : 2-3 short [&£. PMOD USB-UART Z R At
WETY,
RSK RX72N | J7 : 2-3 short Dual Mode RSUAY A Ver2 Z2ERAT 3158
J8: 2-3 short [&£. PMOD USB-UART Z iR At
WETY,
RX72N (7zL) Dual Mode RSUA w4 Ver2 2FH9 5156
Envision Kit [£. PMOD USB-UART Z itk A
WETY,
RSK RX72T | J13: 1-2 short - PMOD USB-UART Z#t & RN HE
TY,

EITHEBEOREIE RX65N EITHOKERZRLTVWET, T, F—IFIY T &L TTeraTerm #{EMA
LTWWET,

FEIAC TS kI Little Endian TEMEERZLTULVET,

TSIPEHETNNAADTEITOS I DY 2O YA XF 128K/ A bk YKRELHYFET, FRHITBICIE
BEMRD CC-RX VA SEBALTL IS,
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R— K& PC DEMBKIIUTDEY TY,

Send userprog.rsu using Tera Term.
PMOD connector

6-14 UARTM ZERAL =7 7—L7 v TT— %175 & E D RSK RX231%2 &£ PC MD#E#x

PMOD connector

USB

-
USB

> I
' USB flash drive containing userprog.rsu.

Short 1 and 2 of J15 to select USB Host setting.

6-15USB#FAL=277—LT7 vy TT— %175 &ZMD RSKRX231 & PC D
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Send userprog.rsu using Tera Term.

usB

\ 4

uSB

N

6-16 UART 2R L7 7 —LT7 v TT— h %175 &£ ED MCB RX26T & PC Dt

E2 lite connector

s

Send userprog.rsu using Tera Term.

6-17 UART AL 77 —LT7 v TT— L %175 & ED RSK RX65N-2MB & PC D

E2 lite connector

B
+

. ’ <——Power supply (5 V DC center plus)
USB uss

»

Send userprog.rsu using Tera Term.

6-18 UART 2L 7 —L7 v TT— %175 & E®D RSK RX65N-2MB & PC D45k
1 TYT77y7TT— MleeFE AR
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E2 lite connector

<«——Power supply (5V DC center plus)
_USB USB

-~

Short 2 and 3 of J16 to select USB Host setting.

USB flash drive containing userprog.rsu.

Short 1 and 2 of J7 to select USB Host setting.

6-19USB & EAL=77— L7 v TT— F&1T5 & ED RSKRX65N-2MB & PC D ##i

. USB

PMOD connector

i

Send userprog.rsu using Tera Term.

uUsB

USB

E2 lite connector \

6-20 UART* AL 77— L7 v TT— F&1T5 & ED RSKRX66T & PC D

Power supply (5 V DC center plus)

Send userprog.rsu using Tera Term.

6-21 UART 2L 7—L7 v TT— %175 &£ ED RSKRX671 & PC Mkt
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Power supply (5V DC center plus)

Send userprog.rsu using Tera Tem.

USB

6-22 UART ZFALI=77—LT7 v TT—F%E1T5 & ZD RSKRX671 & PC D #Efx
ATYT7T7vTTF— MEeEAR)

E2 Lite cqnneg:tor
pHEAAdY e s

Power supply (5V DC center plus)

_USB USBk
;;3 \
I USB
Short 2 and 3 of J13 to select USB Host setting.

USB flash drive containing userprog.rsu.

Short 1 and 2 of J8 to select USB Host setting.

6-23USBH#FRAL=77—LT7 Yy TT— %175 &ZMD RSKRX671 & PC D#EH
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Power supply (5 V DC center plus)

Send userprog.rsu using Tera Term.

6-24 UART L= 7 —LT7 v TT— %175 &ZD RSKRX72M & PC MiEHi

E2 Lite connector

Power supply (5V DC center plus)
usB

Send userprog.rsu using Tera Tem.

6-25 UART L= 7 —LT7 v TT— %175 & ZD RSKRX72M & PC MiEH
ATYT7T7vTTF— B AR

E2 Lite connector

Power supply (5V DC center plus)
UsB

-

USB
| 1 Short 2 and 3 of J10 to select USB Host setting.

L’ USB flash drive containing userprog.rsu.

Short 2 and 3 of J8 to select USB Host setting.

6-26 USBEFEALI=77—LT7 Y TT— %175 & ED RSKRX72M & PC MiEHE
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E2 Lite connector

US

Send userprog.rsu using Tera Term.

usB

6-27 UART 2L =77 —LT7 v TT—F %175 & ZD RSKRX72N & PC MDiE#H

E2 Lite connector

uSB

us

Send userprog.rsu using Tera Tem.

6-28 UART 2ERAL=-77—LT7 v TT— %175 &£ ED RSKRX72N & PC D
M TYF7T7yTT— FSEEERER)
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-

E2 Lite connector

usSB

USB

N

USB flash drive containing userprog.rsu.

Short 2 and 3 of J7, J8 to select USB Host setting.

6-29USBZEAL-T77—LT7 v TT— h&175 &£ ED RSKRX72N & PC Dk

e i1k
|

v

g gSB usB

‘ . 4 J 50, s ' ' USB
Power supply ‘ T ’
(5V DC center plus) usB —= L

6-30 UART 2R L =7 7—L7 v TT— %175 & ZE®M RX72N Envision Kit & PC D #&#t
ATYT7T7vTTF— MEeEAR)

O OMWIC sus e -+ s
Power supply Ld s EEH

(5 V DC center plus)

6-31 UART 2R L7 7 —LT7 v TT— %475 & ED RX72N Envision Kit & PC D ##i
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) USB flash drive containing userprog.rsu.

\

y g usB USB .

Power supply G T : uss
(5V DC center plus) use = >

6-32USB&#FRALI=77—LT7 v TT— %175 & Z®D RX72N Envision Kit & PC D%k

uSB

PMOD connector Send userprog.rsu using Tera Term.

USB

"E? E2 Lite connector uUsB
: ——— —_>

6-33 UARTM ZEAL =7 7—LT7 Y TT— %175 & E D RSKRX72T & PC Mt

uUsB

) <—— Power supply (5V DC center plus)

4 USB
] — \

or
<>

USB flash drive containing userprog.rsu.

B
A "E’ E2 Lite connect

Short 1 and 2 of J13 to select USB Host setting.

6-34 USB %R L= 7—L7 v TT—F%1T5 & ED RSKRX72T & PC Mk
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[*1] XFEFOP Y +TIL, Digilent #t 3 Pmod USBUART &/ L TENERESR
RSKR—KFEDPMOD ARV A LIFUTOLS ICEREITOILELAHYET,

RSK PMOD Connector Pmod USBUART Connector
PMOD-CS 1 1 RTS
PMOD-MOSI 2 2 RXD
PMOD-MISO 3 3 TXD
PMOD-SCK 4 4 CTS
GND 5 5 GND
Board VCC 6 6 VCC

6-35 RXRSK & Pmod USBUART D ##:H

ToTLWEY, RX

[*2] RSK RX231 T PMOD1 O %% & [Z##i S L= Pmod USBUART ERD 7 O—#IHZ T3 I1Z1E. T

REFDOQUEMZEREEICL DTV E/NE—VADHEBANVEIZBYET,

REF RERE
R125 - R126
R128 — R127
R135 — R134

TeraTerm DL FILHREIZLUTODEY T,

% 6-7 TeraTerm®D< ') 7ILEFE

EHH RENE
AE—F 115200bps
T—% 8EY b
N)T4 Tl
AryTEY b 1EY b
7 O—HilfE RTS/CTS
®iTa—F CR
A—AJ)Ta— OFF

£6-8 TeraTerm DY FILERE 1TV 77y IT— hMlkEZERAT H5R)

IHH BREE

AE—F 57600bps

T—4 8EwY b

)74 ZL

AryTEY R 1EwY k

7 O — il L

®iT3—F CR

A—A)LIa— OFF
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622 XaF7T—brD7—LT7yvIT—FrTODIY FOBE

AETHE, £Fxa77—rTOSzI b, J7—LT7yTT—rTO0 ) FOBEICDOVTHBANLE
Yo ®tEFa2T7T—br, 77—LVT7T7yvTT—rTOSI I DTALY F)BRELUTOXR 6-9 TR
LET.

R69tXFa7I—b - IT7—L9zTF7T7YvIT—+TO I FDTALY MR

Ta4LU M)A NE
FITDemos TEIAD Y LT ILE
rxXXX_bbb_tsip_secure_update *1 *2 X 2T IT— X277y TT— FDOEREH
rxXXX_bbb_tsip_secure_boot *1 *2 X7 IT—rID7—LH7T
key B EREERICE A AEZR UFPK & W-UFPK 7 7 1 JL
skmt Security Key Management Tool DERE 7 7 1 )L
src X217 I— I 7—LITF7DY—RO—F
rxXXX_bbb_tsip_user_program *1*2 | X1 TFTF7vITF—rEODI—FTOITS L
‘src A—4H¥7TAJSLNDY—Ra—F

1o xXXXZIE, HR—FLTWS RXTIL—TENAYVET,

*2 bbb IZ1E, HR—FLTWAR—FEAAY ET, % Update D IF £ LT USB & UARTZ#HELT
WEFTAH. USB HHR—FLTULEL MCU DIFE. UART DAY R—kLET, UART DHYHR—
fLTWA TR P Y MIZIX, _secure_boot & & U _user program DEIIZ _sci HAYET,

RSK : rsk (UART Q& H7R— b : rsk(_tsip)_sci)
MCB : mcb (UART D& H7R— b : mcb(_tsip)_sci)
Envision Kit : ek

RXTSIPFITOtEFa7I—+t, 27—LF7yTT—r7TAP Y FTIX, FlashROM Bl % 2 @IZH 1+ T,
AAVE,. Ny I77EELTHRSIYLTINLTAD Y LT,

A UE: BROREDA—Y IO S LEERNTESITUT

NYD7H : BFREDA A—DFERT ET) T

Flash ROM IZ Dual Bank #8eZ DT/ 4/ X Tl&. Dual Bank #8E & ERT 577 —LT7 v I T— FEI1E
TI277—L7YTT—rETVET,

s [1] EFiAA-—0 [2]1 X2 T [3] EFfAA-—
BRI EXAHEIET OEHE
JCyI7E JWI7E J\WIPE JWIPE
[F524] [EA A=) [EhETA X -] [F5>4]
J—r0—4(mirror) |::> J—t0—4(mirror) J—t0—4(mirror) |:> J—r0—4(mirror)
A E A A A 2E A E
[EE3hATA X—>] [EB3haEIA X —3] E> [EHAA—] [E3A A—]
J-ro-4 J-ro-4 J-ro-4 J-to—4

6-36 Dual Bank #3577 —L7 v 75— FEIE

Flash ROM IZ Dual Bank #8EZ# =% LN T/81 A Tld, FlashROM Z A A VEE/NY T 7ED 2 @IZH 1T
THEARAT A IFEEHARTI7—LTYTT— MV =LET,

R20AN0371JJ0124 Rev.1.24 Page 398 of 448
2026.03.20 RENESAS




RX 2721

TSIP(Trusted Secure IP)E ¥ 2 —)L Firmware Integration Technology

ERRATAR

A
EZIIRES

JNyorE
[J5>7]

J—t0—4

5

[1] EFRA A2
ETIAHEIEELE

A A
[ X—>]

JCIPH
[EfiM1A—]

)

J-to—4

5

[2] EEfAA—
oIr—

A
[EHA4—]

S|
[EFMA—]

D

J—t0—4

2

[3] B4
ZEE)i|

A A
[EHif 4]

JyIrE
[F747]

J-to—4

6-37 FEEHAKXD 77 —LT v TF— FEIME

R20AN0371JJ0124 Rev.1.24
2026.03.20

RENESAS

Page 399 of 448
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INODREFELELUMRITERAT S MACELZ S UIZ, EESNETHERT 58, Data Flash ITEH
TS key_block_data [C&>TEELTWET, BOIo2z v 2avBi L. T—2EHETD
E X% T. Data Flash NIZ Main $88{ & Mirror S8 D 2 @IZA L T—42 #@&HL T, T—42BEZLTL

F9,

% 6-10 key_block_data #&:&E Kk

G=Xa

gg

FiBA

st_key block_data_t

C_FIRMWARE_UPDATE_CONTROL_BLOCK,
C_FIRMWARE_UPDATE_CONTROL_BLOCK_MIRROR
[CEMSRET —FEER

firmware_update_control_data

firmware update EEEFD mac [FFRIEIHEER

user_program_max_cnt uint32_t firmware update B0 firmware /X 4/ k44 X
state uint32_t & 6-11  state EiBH

program_macO[] uint32_t /Ny 7 7ED MAC {E

program_mac1[] uint32_t X4 UED MAC fE

key data

BT — 2 EEER

user_aes128_key_index

tsip_aes_key_index_t

EELENf-2—4T0J S5 LDESTHERT S Key

Index

hash_sha1[] uint8_t firmware_update_control_data & key data @ SHA1
HASH {&
% 6-11  state 3B
Status il

STATE_INJECT_KEY

Key Encryption Key M3 A

STATE_GET_IMAGE

A—HTOTSLDOZIELES
A—4TAJSLDA—FIZTVvLa~DEETAH

STATE_ACTIVATE_IMAGE

A—H70J 5 LOEME

STATE_EXEC_IMAGE

A—47T 095 LOKIE & ES)
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6.221 €Xar7J—r7ADIH b+

tXxaF7I—rTOS Y ME, A TOSSLOBEETHERTAEIAELI—HTOTSLOKIEE
TWET, T, PR TOISLERYUTILTIK, 27—LT79vTT—rTOTSL)EA VR —
LT BEHOTaTSLEEFTFhTNVET,

tXxaF7I—rTOCY FOTO—FUTIZHRYET,

EV1-A-T AU
(R_TSIP_Open, R_FWUP_0Open)

stateh
STATE_INJECT_

NO

KEY?
stateh® NO
Key Encryption KeyiF A STATE_ACTIVA
(R_TSIP_GenerateAes 128KeyIndex) E_IMAGE2
1 », VES stateh®
stateZTHE (FactoryProgramming(Dd») STA,\-I;‘E\_GE;,EC_I
STATE_GET_IMAGE SECURE_BOOT_ERASE - — o
AV ERETS YES ﬁgﬁﬂ;@;&
[ 75733 aE 0> 35) | v A ST A
S | program_mac0¢ program_mac1% ‘ A=SHEETD?
xjf& (R_PWUP~ETTSiimage)
YES
state/* NO prm— TSIPRFA) DLl FAPTEEST
STATE_GET_IM STATE EXEE) IMAGE (R_TSIP_VerifyirmwareMACInit)
AGE? — — ¢

[Foamm o o) | ( tEayi-bmsE

(FAPIWITT )AL ADF)
A1 EOSECURE_BOOT

wI2avE NIPELTOI A (S | B A—SHTOTS LT — R |
(R_FWUP_Activetelmage)

i

‘ JWIrETHEETS ‘
(R_FWUP_EraseArea)

v

TSIPESA) DL T APESEAT
(R_TSIP_VerifyirmwareMACUpdate)

YES

(UARTD#)
B A—IEPCHEZHSRA |

EVa-)LI0—-ZhiE ‘
(R_FWUP_Close)

| RS wge) | TSIPES ) (DL FAPZETT
2 A TAPIET
VI RIIpUyk i
— - — ‘ (R_FWUP~ SoftwareReset) ‘ {R_TSIP_VerifyirmwareMACF inal) |
JYIrEICRSUAYIZTOT T
(R_FWUP_Writelmage, R_FWUP_GetimageBize)

TSIP RS )T T APESEST
(R_TSIP_StartUpdateFirmware
R_TSIP_ i 1nit)

( sw-soinisn )

JIPEICAA=D
WPESS ?
. FYWAIR_IsE

BHAA—JELAT) A M-
FWUP_CFG_CF_W_UNIT_SIZE

TSIP RS IOLL T APESEAT
(R_TSIP_GenerateirmwareMACUpdate)

NyIPEEEET D
(R_FWUP_EraseArea)

EV1-)Ly0-8 ‘
(R TSIP Close. R FWUP Close)

v

‘ A A-SFEEHTS ‘ IS#&7

(R_FWUP_ExecImage)

TSP ESA/{DLL T APIESEST
(R_TSIP_Generateirmware MACFinal)

JWIrEICEHA A—SE SO
(R_FWUP_Writelmage, R_FWUP_Getimage[ize)

( )
v

stateZEHE
STATE_ACTIVATE_IMAGE

| encrypted user keyZOxFF TiHZs |

[ T-97v3188 021> 55-) |

6-38 E¥a7I—FrDTO—
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RXZ7=31) TSIP(Trusted Secure IP)E ¥ 2 —)L Firmware Integration Technology

ADDRESS AREA NAME | |
TOP_FIRMWARE_UPDATE_ tpdate
CONTORL_BLOCK FIRMWARE_UPDATE_ feyindex I User_Program

CONTROL_BLOCK hew mac val

(mac1)

TOP_FIRMWARE_UPDATE_
CONTORL_BLOCK_MIRROR

Update
User_Progr:
new mac

FIRMWARE_UPDATE_
CONTROL_BLOCK_MIRROR

TOP_BUFFER_AREA BUFFER_AREA

USB Memory
or
UART

encrypted_user_p
rogram
BANK1

TOP_SECURE_BOOT_
BUFFER_AREA SECURE_BOOT_BUFFER_AREA

TOP_MAIN_AREA MAIN_AREA

BANKO

Zt

TOP_SECURE_
BoOT SECURE_BOOT
OXFFFFFFFF

1. 1.SECURE BOOT BUFFER AREAIZSECURE BOOT (¥ —#% It —

FIRMWARE_UPDATE_CONTROL BLOCK&| e . - S

IRMWARE UPDATE CONTROL BLOCK MIR 2USBAEUBLLIFUART VLIS {b& L f22—4 T 0Y 5 L (encrypted user program)&BUFFER AREAIST &A% .

RORIZWrapped KeyZ B &A% , 3.encrypted_user_program% 5 L TBUFFER AREAE &:AH
4user_programDmacfE% &3 L. RSU Header dDMAGTE £ ELER . MACTEAS—BIL TL V1=
FIRMWARE_UPDATE_CONTROL BLOCK &FIRMWARE_UPDATE_CONTROL BLOCK_ MIRROR ®mac (24 i LT=MACE% &
ERH

Update
FIRMWARE_UPDATE_ User_Program c
CONTROL_BLOCK mac value ompare
—! (mac0) user_program_mac0
FIRMWARE_UPDATE_ Update user_program_macl
CONTROL_BLOCK_MIRROR User_Program
mac value
(macQ)
BUFFER_AREA
BANKO

SECURE_BOOT_BUFFER_AREA

MAIN_AREA

Calculate

Jump User_program

SECURE_BOOT

STATE_ACTIVATE_IMAGE

1 FIRMWARE_UPDATE_CONTROL_BLOCK &
FIRMWARE_UPDATE_CONTROL BLOCK_MIRROR ®mac0lZMAC
fExEE2H

2 BANKSEL.BANKSWAPE wh &R 5E ., V7MY b &R

STATE_EXEC_IMAGE

1. MAIN AREADMACiE% &5 . FIRMWEA_UPDATE CONTROL BLOCK®
user_program mac0. user_program_mac1MDMACHE& ELES , User program DIREEZE1T
3

2BufferTY7EAL—R

4MAIN_AREA® User_program& 4T,

6-39 X217 J— b & state DN Flash » £ ) 4KEE (Dual Bank #Z£& 7 /31 X)
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ADDRESS AREA NAME
TOP_FIRMWARE_UPDATE_ Update
CONTORL_BLOCK FIRMWARE_UPDATE_ |

User_Program

CONTROL_BLOCK
mac value (macl) |

TOP_FIRMWARE_UPDATE_

CONTORL_BLOCK_MIRROR FIRMWARE_UPDATE_

CONTROL_BLOCK_MIRROR

Update
User_Program
mac value(mac1)

TOP_BUFFER_AREA BUFFER_AREA

Decrypt

encypted_user

_program

user_program

BANK1
Calculate Mac value

and compare RSU Header

mac value

TOP_SECURE_BOOT_
BUFFER_AREA SECURE_BOOT_BUFFER_AREA

TOP_MAIN_AREA MAIN_AREA

encrypted_user_p
rogram
BANKO

STATE_ACTIVATE_IMAGE

1 FIRMWARE_UPDATE_CONTROL BLOCK &
FIRMWARE UPDATE CONTROL BLOCK_MIRROR (M mac0IZMAC
fEz®ERAH

2NV YRV TEEI

STATE_EXEC_IMAGE

1. MAIN AREADMAC{E#% 4 8 . FIRMWEA UPDATE CONTROL BLOCK®
user_program_mac0. user_program_mac1(DMACTE & LE8S . User_programDig
HEE1TS.

2BUFFER AREA% B %
3MAIN_ AREA(User program% %47,

TOP_SECURE_ | |
BOOT SECURE_BOOT | |
OXFFFFFFFF
f 1
STATE_INJECT_KEY : STATE_GET_IMAGE :
1. | 1:SECUREBOOT BUFFER AREAIZSECURE BOOTDF —4%aE — |
FIRMWARE_UPDATE GONTROL BLOCK &FIRMW | = |
ARE UPDATE GONTROL BLOGK MIRRORI=Wrap | 2MAINAREA®encrypted user program% 5 L CBUFFER AREARFE;A %
ped KeyE EE A, I 3user program dmaciiZ HE L. RSUA Y DMACIBE LB , MACHEA —BLTL =5 !
| FIRMWARE_UPDATE_CONTROL BLOCK £FIRMWARE_UPDATE_ CONTROL BLOCK MIRROR®mac 1= M Lt-MACTEZE |
| EERH |
| |
| |
1 1
T Update T
FIRMWARE_UPDATE. | User_Program _y| | Compare
CONTROL_BLOCK | mac value |
| (maco) ' userJJroi::mfmaco
FIRMWARE_UPDATE_ | Update | user_program_macl
CONTROL BLOCK_MIRROR | User_Program >
mac value |
| (mac0) 1
BUFFER_AREA : :
| |
| |
| |
BANK1 | |
| |
| |
SECURE_BOOT_BUFFER_AREA : - :
\ N
T T
MAIN_AREA | |
| |
| |
| | Calculate Macva
BANKO | |
| | Jump User_program
| |
1 1
+
| |
SECURE_BOOT | |
t t
| |
| |
| |
| |
| |
| |

B 6-40 ¥ a7 J— b & state DA Flash » £ 1) KEE
(Dual Bank #&,7 /34 X Factory Programming)
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%612 £F¥a7I—rFASIY FTEELTVBETY ZD7 KL X(Dual Bank #7734 R)

RX26T RX65N RX671 RX72M,RX72N
TOP_FIRMWARE_UPDATE_ | 0x00100000 0x00100000 0x00100000 0x00100000
CONTORL_BLOCK

TOP_FIRMWARE_UPDATE_ | 0x00102000 | 000104000 | 0x00101000 | 0x00104000
CONTORL_BLOCK_MIRROR

TOP_BUFFER_AREA OxFFF80000 | OXFFEO0000 | OXFFEO0000 | OXFFCO00000
TOP_SECURE_BOOT_ OxFFFB0O000 | OXFFEF0000 | OXFFEF0000 | OXFFDF0000
BUFFER_AREA

TOP_MAIN_AREA OxFFFC0000 | OXFFFO0000 | OXFFFO0000 | OXFFE00000
TOP_SECURE_ OxFFFF0000 | OXFFFFO000 | OXFFFF0000 | OXFFFF0000
BOOT_AREA

tXaT7T—rTED ) ME, ERRISEESVELGRIARED API, 8LV T 7 —LD T THH
AAERIZTELTESH USB A EYBEEDED 1 —)L%E SECURE_BOOT_ERASE /¥ 3 VICEWEFT,
O, FETHY—RA—FREEEEZEELES41T3UELTHLY VI LET,

R20AN0371JJ0124 Rev.1.24 Page 404 of 448
2026.03.20 RENESAS



RXZ7=31) TSIP(Trusted Secure IP)E ¥ 2 —)L Firmware Integration Technology

ADDRESS AREA NAME

TOP_FIRMWARE_UPDATE_

CONTORL_BLOCK FIRMWARE_UPDATE_

CONTROL_BLOCK

TOP_FIRMWARE_UPDATE_

CONTORL_BLOCK_MIRROR FIRMWARE_UPDATE_
CONTROL_BLOCK_MIRROR

Write
User_Program  —3p!
new mac

Write
| User_Program —J, |
| new mac |
1

value(mac:

TOP_BUFFER_AREA

BUFFER_AREA

encrypted_

user_program
user_program SRIRS! Calculate Mdc val

and compare RpU he|

Decrypt
encypted_user
_program

TOP_MAIN_AREA

MAIN_AREA

TOP_SECURE_BOOT
SECURE_BOOT
OXFFFFFFFF

[
STATE .| INJECT_KEY

1

FIRMWARE_ UPDATE CONTROL BLOCK &FIRMWARE_ U

PDATE_CONTROL_BLOCK_ MIRRORI=Wrapped

KeyZBERAH,

STATE_GET_IMAGE

1.USBAEYBLLIFUART IS AN ENZIES (LEh fza—F T0d 54
(encrypted_user_program)%BUFFER_ AREAIZE &3A %,

2.encrypted_user program&BUFFER AREAIZH S L TEEAH

2user programDmac{E% &t H L, USBAEYRNDT OS5 LAMACTEL LLE . MACTEA —FL TLV=5
FIRMWARE_UPDATE_CONTROL BLOCK &FIRMWARE UPDATE_CONTROL BLOCK MIRROR Mmac1IZMAC{E#% E&35A

FIRMWARE_UPDATE_
CONTROL_BLOCK

FIRMWARE_UPDATE_
CONTROL_BLOCK_MIRROR

mac value(mac0)

Write
User_Program

e -
user_program_mac0

BUFFER_AREA

MAIN_AREA

user_program

SECURE_BOOT

mac value(mac0)

Write
User_Program

e
user_program_macl

Calculate Mac v:

Jump User_program

STATE_ACTIVATE_IMAGE

1.BUFFER AREADT 0455 LAEMAIN AREAIZaE —

2FIRMWARE_UPDATE_CONTROL_BLOCK &
FIRMWARE_UPDATE_CONTROL BLOCK MIRROR M macOl=MAC{E% &

EAH

STATE_EXEC_IMAGE

1. MAIN AREADMAC{E% &+ & . FIRMWEA_UPDATE CONTROL BLOCK®
user_program_mac0. user_program_mac1DMACHE& L8 , User_programDIRFF £ 1T
3,

2BUFFER AREAZ%Erase
3MAIN_ AREA(M User program% %47,

6-41 X217 T— + & state DN Flash * £ 1) 4KEE(Dual Bank JEEEH T/ 1 R)
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ADDRESS AREA NAME
TOP_FIRMWARE_UPDATE_ rite
CONTORL_BLOCK FIRMWARE_UPDATE_ | User_Program _ |

CONTROL_BLOCK | new mac
value(mac1)
TOP_FIRMWARE_UPDATE_ Write
CONTORL_BLOCK_MIRROR FIRMWARE_UPDATE_ User_Program —J»|
CONTROL_BLOCK_MIRROR new mac
value(mac1l)

TOP_BUFFER_AREA

BUFFER_AREA user_program Calculate Mdcval

and compare RpU he

Decrypt
encypted_user
_program

TOP_MAIN_AREA

encrypted_
user_program

encrypted_ encrypted_

MAIN_AREA user_program user_program

TOP_SECURE_BOOT
SECURE_BOOT
OXFFFFFFFF

STATE_INJECT_KEY STATE_GET_IMAGE

|
|
f
[
|
1. : 1BUFFER AREALY7 DB {b&h 21—+ T 0% 5L (encrypted user program)& 5 LAH 5.,
FIRMWARE_UPDATE_CONTROL BLOCK&FIRMWAR | BUFFER AREAIZZEAH.,
|
[
|
|
|

E_UPDATE_CONTROL _BLOCK_MIRRORIZWi d _ -
KeyhmEAzs rappe 2user program®macfBZ L. RSU HeaderdMACHE & LB . MACTEA —BIL TL =5
° FIRMWARE_UPDATE CONTROL BLOCK &FIRMWARE_UPDATE CONTROL BLOCK MIRROR mac(< 4 R L #=MACTE

|
|
T
|
|
1
|
|
t
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
[
|
|
1
|
|
I
|
|
|
|
|
|
EEBERH |
[
[

Write
User_Program
mac value(macl)

Write
User_Program

mac value(mac1l)

FIRMWARE_UPDATE_
CONTROL_BLOCK

o iy -
user_program_mac0
e -—-

FIRMWARE_UPDATE_
CONTROL_BLOCK_MIRROR

BUFFER_AREA

MAIN_AREA

user_program

Calculate Mac v:

Jump User_program

SECURE_BOOT

STATE_ACTIVATE_IMAGE

1.BUFFER AREAD T 0455 LAEMAIN AREAIZaE —

2FIRMWARE_UPDATE_CONTROL_BLOCK &
FIRMWARE_UPDATE_CONTROL BLOCK MIRROR Mmac1(=MAC{E%: &
EAH

STATE_EXEC_IMAGE

1. MAIN AREADOMACE% &t 5 . FIRMWEA UPDATE_CONTROL BLOCK®M
user_program_mac0. user_program_mac1MDMACHE & LR , User_program DRIE % 1T
3.

2BUFFER AREA%Erase
3MAIN_AREA(M User program% %47,

6-42 X217 J— b+ & state DA Flash * £ 1) K58
(Dual Bank JE#£& 7 /34 X Factory Programming EhE&¥)
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RX 2721

TSIP(Trusted Secure IP)E ¥ 2 —)L Firmware Integration Technology

£6-13 X277 —+7TADTH FTHELTWSEITY 7DO7 KL A (Dual Bank JEEH T/34 R)

RX231 RX66T RX72T
TOP_FIRMWARE_UPDATE_ 0x00100000 0x00100000 0x00100000
CONTORL_BLOCK
TOP_FIRMWARE_UPDATE_ 0x00101000 0x00104000 0x00104000
CONTORL_BLOCK_MIRROR
TOP_BUFFER_AREA OxFFF80000 OxFFF80000 OxFFF00000
TOP_MAIN_AREA OxFFFB8000 OxFFFB8000 OxFFF78000
TOP_SECURE_BOOT_AREA OxFFFF0000 OxFFFF0000 OxFFFF0000
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6.222 J7—LT7yvIT—rTADY K

727—L7y7T—r7TOPzY ME, A—TOTSLEEEL. A—FTOISLORIZITVET,
TJ7—L7yITTF—r7OSTY D update a7 RZERD I7O—([FUTIZHY ET,

EY1-NA—TANE
(R_FWUP_Open)

JWIFEEHEZETS
(R_FWUP_EraseArea)

(UART®D)
B A A—TEPCHSHERA

| RSUNyZEL—F |
JOWIPEICRSUAYSZTOI T 1
(R_FWUP_Writelmage, R_FWUP_Getimagepize)

|
TSIPRSANDLL T APIERAT '
(R_TSIP_StartUpdateFirmware |
R_TSIP Genera tefi AACInit) 1
~ - I

—————a

( smo-soindss )

BEAA—TELUT ) MU
FWUP_CFG_CF_W_UNIT_SIZE

. o

TSIPRSA/NOLL T APESRAT
(R_TSIP_GenerateFirmwareMACUpdate)

HRRURAE?
| YES

TSIPRSA/NDLL T APFEEAT
(R_TSIP_generateFirmwareMACFinal)

b e e e

Ry IPEICEEH A AT OIS
(R_FWUP_Writelmage, R_FWUP_GetimageBize)

!
N )
¥

stateZHE
STATE_ACTIVATE_IMAGE

3

[ 7975w asg(t>. 35)
v

Ea—)LY0—4Lg
(R_FWUP_Ciose)

3

YINIIFEY
(R_FWUP_SoftwareReset)

K643 Z7—LF7yvITF—rT0O—
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623 t¥aF7I—b - T7—LT7vTT— FDEITH

2TNDR—KFTUARTIZ& B 7 7—LT7 v TT—rEEZEHYR—FLZFT, MZT. T/84 RIZUSB
HOST #4285, USBRR FVY Sy FARBH IN-R—FTIE, USBAEVIZKDIT7—LT Y TTF—
FEVMEE S R—MLET,

M Z27—L7YTT—FRABERBI 74 IILOER

& #IZ Security Key Management Tool @ TBD S v EV S| T, A—4 70455 LOBELTHERT S
Image Encryption Key ZBE 51t T 51D I 7 A ILEERLEFT,

X217 T—rTFOP Y FTIE, UFPK, Key Encryption Key & L TUTDEZFERALTWET,
UFPK = “2222222222222222222222222222222211111111111111111111111111111111”
Key Encryption Key = “0123456789abcdef0123456789abcdef”

-AXVRSA UREERAESN LGS
UTFavo FERITLTLSEE,
> skmt.exe /genkey /iv "55aa55aa55aa55aa55aa55aa55aa55aa” /ufpk
file="{$skmt_loc}\..\key\sample.key"
Iwufpk file="{$skmt_loc}\key\sample.key_enc.key"
Imcu "RX-TSIP" /keytype "AES-128" /key "0123456789ABCDEF0123456789ABCDEF"
[filetype "csource" /keyname "euk_aes128" /output "{$skmt_loc}\genkey\euk_aes128.c

{$skmt_loc}ZlF, EITF S Secure Boot AL T FTHILFDINREADLTLESLY,

cRAVRT7AVUREFERSINSGES
LTF#AALTLESLY,

TEniEsE 47
TAES] - [128bits] #iER

-T@#OT7—4%1 27
EXT—4R12"0123456789abcdef0123456789abedef” & A 11
-TovEV TR
UFPK ¥ > FILIZHHE L TLY % sample_key.key
W-UFPK : 4> F)LIZ{+E L TLV5 sample_key_enc.key

- TIV]
MEEEZFERT 5] Z8IRL. ” 55aa55aa55aa55aa55aa55aa55aa55aa” & AN

- THAl
74—y k:CY—R
J74I)L% :euk aes128.c
Key name :euk_aes128

NSDHRFEFY Y TILIZHHE L TULVS Security Key Management Tool DERERGE T 7 1)L
rxXXX_SecureUpdate.skmt #0— K L TEATRIEET T,

rxXXX_SecureUpdate.skmt (& xml 7 7 A LK DTHRX F THRERBELZ T 7M1 IL T,
rxXXX_SecureUpdate.skmt A D{$skmt_loc}IZ. Secure Boot 7A=Y rD T A ILFZINREAALT
&L,
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E¥ITEROA VIV 3V TRUFPKEERLT. 175807y T7-MTRKUKEERLT.
TV -3 @85 LEDLMBESY LT

BOES @74

DLM/AL DLM-SSD O AES 128 bits v ARC4
O KUK RSA 2048 bits, public TDES

OEM Root public ECC secp192r1, public

HMAC SHA256-HMAC
FvEV T8
O UFPK  UFPKT74 )l : {$skmt_loc}¥key¥sample.key ZE.
W-UFPKT74 )l : ($skmi_loc}¥key¥sample.key_enc.key S8..

OKUK  KUKIFA)L FE.
v

O AHBERMEEEET
O ETEEEETS (16/(1k, EYIIUTATY) 553a3553a553355335533553355335533

HAh
JA-Yyk: CY-2R v I {$skmt_loc}¥src¥genkey¥euk_aes128.c 8.
7 10000 Key name: euk_aes128
TrANEERTD
6-4BT—R2T77MILDER(BOS v ELTE2 D)
goEsE #57
O T74 N =E..
® Fx7-5 0123456789abc def0123456789%abc def
6-45 T —R2 T 7 AIDER(BOS Y EL T2 T-[BRT—42]%2 D)
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RX27x1) TSIP(Trusted Secure IP)E ¥ 2 —)L Firmware Integration Technology

) EFa77—+FOPzHY FOELF

X7 T—rTAT Y F(rxXXX_bbb_tsip_secure_boot)Z. e?studio DT —9 AR—R[ZA iR— k
#%. (1) THER LT= euk_aes128.c & euk_aes128.h & rxXXX_bbb_tsip_secure_boot 7O T H kM src 7+

IWEDTFICEEET,

iy Fo¥ToR-I720-5- X N8 Y § T O
v s me5n_2mb_rsk_tsip_secure_boot [HardwareDebug_me5n]
& aFU-
[t Includes
w [ src
= smc_gen

firm_update_tsip_callback.c
key_data.c
key_data.h
rnain.c
[¢ secure_bootc
secure_boot.h
v (@5 genke
L] euk_aesiza.c
[ euk_aesizah
= FITIOTyPTOOTarmTng
== HardwareDebug_rxE5n
(= key
= skmt
= m65n_2mb_rsk_tsip_secure_boot.rcpe
ﬂi}} rB5n_2mb_rsk_tsip_secure_boot.scfg
%] re65n_2mb_rsk_tsip_secure_boot FactoryProgramming.law

%] re&5n_2mb_rsk_tsip_secure_boot HardwareDebug.launch
{7) Developer Assistance

6-46 e?studio 7Oz H b - THRTO—F5—

X277 —brTRDIU LEENLRTBREIC. TRD Y FTHEATSESA4TSUEELRLET,
TILE o5 TLibrary Key Injection) & TLibrary USB Memory] DZFhZhEERLTEIL FLTK

=y,

aE =R WTPEREAT TEF =R WS
EEH-F LT

IR R —
- ¥ HaswaneDvinafy vl | Dviiaa) o hasdiwidie
L 3 Loy Koy g [Library for leey apb0un

 |Lobwraey LS peaveniery (Libstany dost LESE mapimadey

6-47 54 TSUDEILF

Ft. TATSLETNARIZEETHIFICHLT, 7RV bOTANRTF oM D,

[CIC++EJL K1 > TEREI > I'Y—ILERE] > Compiler] > TY—R | #F|RL, [Ty TawyHy-<
VANER] ZHREL TS,

USBAEYURMTAT Y bDIBAEIE, TENABLE USB=1] ZHRELTLESLY,

UART 2 A9 5B A&, TENABLE_USB=0] #&REL TLEELY,
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1Y 7Ty TT— hEEEEERT 515581& TUPDATE_1AREA=1] #:&%E L. r_fwup_config.h ®
FWUP_CFG_FWUPV1_COMPATIBLE # 1 [CEREL TL &L, Ff=. AT S U T7ILHR— KL
T. r_bsp_config.h ® BSP_CFG_SCI_UART_TERMINAL_CHANNEL &
BSP_CFG_SCI_UART TERMINAL BITRATEDIEZZEE L TLZ& LY,

BRESRT# e2studio TEIL KLET,

v (B Eh JV704yY - II0NESE (-define) SR
2 YAk UPDATE_1AREA=0
& madk
v (B tryay
& il 274

B 0k
B 4 TITVE-I740
:'- _—L_-oj"_
~ @& Library Generator
@ T-r
2 @ Em{cT5TUFIPAYE- 790 (-undefine) 5

6-48 7Y Oty - YU ODEEDEE

@)Y Z7—LT7YyITT—rTADCZY FDELF

T77—L7yFT—hTOT Y F(rxXXX_bbb_tsip_user_program)%. e2?studio D7 —45 AR—ZX[ZA
vik—bhE. QRBEHIZTT)TOEyY - IV ODER] #HRELTLLESL, BEFET % e?studio TE
IWERLET,

(4) 77—LT7vITT—+TOT S LOBSIL
ARV ESA UIREERASN DSBS
RSUAN YA Ver2 2T 5BE(E. UTFTaATU FERTLTIEELY,

> skmt.exe /enctsip /mode "update” /ver "2" /prg
"{$skmt_loc}\..\rx65n_2mb_rsk_tsip_user_program\Release_rx65n
\rx65n_2mb_rsk_tsip_user_program.mot" /enckey
"0123456789ABCDEF0123456789ABCDEF" /session_key
"FEDCBA9876543210FEDCBA98765432100123456789ABCDEF0123456789ABCDEF"
liv_fw "55AA55AA55AA55AA55AA55AA55AA55AA" [startaddr "FFF00300" /endaddr
"FFFEFFFF" Ifiletype "bin" /flash_wsize 128 /output "{$skmt_loc}\userprog.rsu”

RSUA YA Ver1 2RI 5BEE. UTFaTY FERTLTIEEL,

> skmt.exe /enctsip /mode "update” /ver "1" /prg
"{$skmt_loc}\..\rx65n_2mb_rsk_tsip_user_program\Release_rx65n\rx65n_2mb_rsk_ts
ip_user_program.mot"
lenckey "0123456789abcdef0123456789abcdef”
Istartaddr "FFE00300" /endaddr "FFFEFFFF" /imgflg "testing" /filetype "bin"
[flash_wsize 128 /output ""{$skmt_loc}\userprog.rsu"

{$skmt_loc}ZlF., EITT S Secure Boot TAL T FTHILENRAEAALTLESLY,

/stardaddr 7% 5 MZ/endaddr [(E MCU 2 &k > THREBMAELZ Y ET, TRRRDEZAALTLES
LY,
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3% 6-14 & MCU OEIRHNAE

MCU IS A—4 7KL
GUI CLI

RX231 BAA7 KL X /startaddr FFFB8300
RX66T | #&T7T7FLX /endaddr FFFEFFFF
RX72T | BAA7 FL X /startaddr FFF78300

BT7ERLR /endaddr FFFEFFFF
RX26T |BiA7 FL X /startaddr FFFC0300

BT7RLR /endaddr FFFEFFFF
RX65N | BAtA7 KL X /startaddr FFF00300
RX671 BTF7RLZR /endaddr FFFEFFFF
RX72M | Bi#A7 FL X /startaddr FFE00300
RX72N | 877 FL R /endaddr FFFEFFFF
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ARV RT7RUVIREERASNDES
UTZEAALTLESL,

HAg A=
lSecure Update] #%i®EiR

SDF—LIITAA—D
Fy7TF—rFOdzy kA ESh B mot 77 A JL(rxXXX_bbb_tsip_user_program.mot)

ES{e7” FLRERE] 247
LT MCUCEICEARLZYET, £6-14 & MCUDERNE DEFAHALTLESLY,

vy 27
MEEWEEFEAT 5] ZEIRL., " 55aa55aa55aab55aa55aa55aa55aa55aa” & AH

-TRSUAYS ] 2T
1IYTT7yTT—rgEZFERALLEVMEEIE, Ver2 2FERAT 5718, TRREHRTE
RSUA w4 Ver : 2

1T TT7yTT— a2 ERT 5581, Ver1 #EHT 5186, TiLE%E
RSUAw & Ver @ 1
A A—275%5  TESTING

- Al
P s Al SAN G Y
274 : userprog.rsu

NLDHREFY Y TILIZHHE L TULVS Security Key Management Tool DERERGE T 7 1 )L
rxXXX_SecureUpdate.skmt # 0— K L TERAEETT,

rxXXX_SecureUpdate.skmt [£ xml 7 7 1 LTEKXDTF X F CHREMAELZ 7 7M1 ILTT,
rxXXX_SecureUpdate.skmt A D{$skmt_loc}IZ. Secure Boot 7O 9 rD T+ ILFZINREAALT
CFZELY,

TSPEERLT. ERHLULTP-LOTFAA-VEF (A AISEAT BILHTERT . B RXTSP FTOFTYT-33Y)
-FEBBLTGERL.

H 714 A-3: Secure Update

T7—LIIT74 A= {$skmt_loc}¥. ¥rx65n_2mb_rsk_tsip_user_program¥Release_rx65n¥m«65n_2mb_rsk_tsip  SE...
ES{tTFVAEE  Image Encryption Key IV RSUAYS
BRTFVA: FFF00300
BTTRLA: FFFEFFFF
HA
JA-Xybk: 47 v Il {$skmt_loc}¥userprog.rsu 8.
TV EERTD
6-49 FE 51 7 7 4 LD ERK([TSIP UPDATE] 4 J)
R20AN0371JJ0124 Rev.1.24 Page 414 of 448

2026.03.20 RENESAS



RX 2721

TSIP(Trusted Secure IP)E ¥ 2 —)L Firmware Integration Technology

ES{ 7L ASE | Image Encryption Key | |y RSUAwH

Key Encryption Key
012345678%bcdef012345678%abcdef

Image Encryption Key
O LAERBEEEETD

fedcba9876543210fedcbag8765432100123456789abcdef01234!

O ETEEEETS 32/~ EvITIIFATY)

X 6-50 B§S1t 7 7 1 LD AER([TSIP UPDATE]# J-[Image Encryption Key]% 7)

BES{7FVASEE Image Encryption Key

OIBERREEERTD
55aaS55aa55aa55aaS5aaS5aas5aas5aa

O ETEEEET (16/{1~ EYIIYFATY)

6-51 BE21L 7 7 1 LD ER(TSIP UPDATE]Z F-[IV]4 J)

RSUAYY SRE{PFLAEE Image Encryption Key IV

RSUAwS Ver : 11 v {A=75% : TESTING

6-52 BE 1L 7 7 1 LD ERL([TSIP UPDATE]Z 7-[RSU AN #]42 J)

EBLIE=774I (T4 KT 7AIL% :userprog.rsu) ZUTOLSIZFERALET,

UART DIBE. TeraTerm D7 7 A ILEEFFRALTT/NA RIZEELFET,
- USBMIFE. USBAEYICHEML TARA—FRICEHKELET,
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(5) #—=F LY T ~(Tera Term)DH2EN

621 TETAS Y bDEY b7y FITRLEAR— FEGEROBY [CHEHEE L. TeraTerm 2L E
T VUTIEEREX TRG6-7 TeraTerm D) PILERTE] £-I1X TR 6-8 TeraTerm D) 7ILERE (1
ITYTT7yIT— bR ERT 558) | 23BL TS,

6) tF¥aT7I—rTODY FDOEFT

estudioMFAT TS FITH X TO—5—T rxXXX_bbb_tsip_secure_boot &:&iR%. FTRaLEEL
T, EFxa77—+70CzH FEEFTLET,

FRAY HR— FORE Flash AEFES N TVEWMES, EEICEN R, RFP THE Flash .
[Fv 7HEE] T, REELTEEL,

RS H IS
5 Project Explorer =

= m65n_2mb_rsk_tsip_secure_boot [HardwareDebug_r65n]
= r«65n_2mb_rsk_tsip_user_program

7 § = O

(=

14

K653 £FX17T—hkFOSTH FDEFFRXE5N RSK fE )

(7)WL —FTAT S LDA VR =L

XTI brTADIY P ERFTTEHEBEESNA—YTOISLEESR,. 21— T0I5 L%
EITLET,

EFBICEMETSE TeraTerm ICUTO LS HATAEAShET,

HELLO!! this is boot program. ~

$ I was built in Mar 31 2025, 14:54:11.

bank info = 1. (start bank = 0)

Checking flash ROM status.

status = STATE INJECT KEY

========== generate user key index phase ==========
generate aesl28 user program mac key index: OK
========== install user key index phase ==========
erase data flash(main)...OK

write data flash(main)...OK

erase data flash(mirror)...OK

write data flash(mirror)...OK

data flash setting OK.

bank info = 1. (start bank = 0)

Checking flash ROM status.

status = STATE GET IMAGE

Copy Secure Boot...OK

==== Image updater [dual bank] ====
Erase buffer area...OK
send image (*.rsu) via UART.

B6-54 £Xxa7I— kA4 TOITSLESA R M—LFLETOAY (RSK RX65N {5 )

USB DIZEIE. USB AEY HHR— FIZEHELET,

UART DIBEIE. 774> T 7A4ILDZEE T, Q) THBESILLEIZ7—L7 Y ITF—rTATS LYY
TILTIL userprog.rsu) & EBIRLFET, COBFITA TSI vTHRLAFTUDFvIRYIRIZ, Fzvi %
ANT, "HCREUEBMLTLIESLY,
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N
74 )-mISRR(): Release_rx65n V| O ? 4 El'
2 EHER gE
|| m6B5n_2mb_rsk_tsip_user_program.x 2023/04/19 837 K74
|| m&5n_2mb_rsk_tsip_user_program_c.ud 2023/04/19 &37 o Jr
|| m&5n_2mb_rsk_tsip_user_program_l.ud 2023/04/19 &37 D Jr
| | m&5n_2mb_rsk_tsip_user_program_lbg.ud 2023/04/19 &37 upJr
|| udSubCommand.tmp 2023/04/19 &35 TMP D
| | userpreg.rsu 2023/04/19 &40 RSU T,
£ >
T VARN): userprog.rsu || mo
TrANDERM: | FNTOIPAIY 5 Frl
NLFH)
AEal
[ A FLICRD

6-55 TeraTerm Z 7 A ILEEFA470OY

EBICHNEHAI—FTOTSLDEZTAHN DD E, TeraTerm [TUTO LS HEOSNHAShET,
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W OxFFE00000, 128 ... OK
W OxFFE00080, 128 ... OK
W OxFFE00100, 128 ... OK
W OxFFE00180, 128 ... OK
W OxFFE00200, 128 ... OK
W OxFFE00280, 128 ... OK

transit TSIP status to UpdateFirmware: OK
extract update file parameters: OK
decrypt program:

W OxFFE00300, 128 ... OK

W OxFFE00380, 128 ... OK

W O0xFFE00400, 128 ... OK

- (RBE) -

W OxFFE16280, 128 ... OK

W OxFFE16300, 128 ... OK

W OXFFEEFF80, 128 ... OK
erase data flash(main)...OK
write data flash(main)...OK
erase data flash(mirror)...OK
write data flash (mirror)...OK

data flash setting OK.

bank info = 1. (start bank = 0)
Checking flash ROM status.
status = STATE _ACTIVATE IMAGE
update data flash

erase data flash(main)...OK
write data flash (main) ...OK
erase data flash(mirror)...OK
write data flash(mirror)...OK
data flash setting OK.
activating image ... OK
software reset...

HELLO!! this is boot program. ~
$ I was built in Mar 31 2025, 14:54:11.
bank info = 0. (start bank = 1)
Checking flash ROM status.
status = STATE_EXEC_IMAGE

==== BootLoader [dual bank] ====
secure boot sequence: success.

execute image ...

HELLO!! this is user program. ~

$ I was built in Mar 31 2025, 14:12:25.
Version ver 1.00.

tsiplrx65n

$

6-56 X7 T—F PRI 7—LEZA A F—)LDOAOY (RSK RX65N {& k)

(8) 77—LT7vTT— L EIE

BWLWT, 2—¥JO055L700 ) FORBE—HEBL., 77—LOzT7T7VvITT—FETVET,
A—47O055L700 Y FmancliHd1A—4TOSTSLON— 3 VIiERE. 7 ver 1.007 i 57
ver1.01” IZLTL S, ELNFERTEEEEN>I=MOT 774 ILEQ)DFIETEIL F#&., G)DFIET
EEIELTLEEL,

* Command prompt related

#define PROMPT ("t=d g MY
l#define VERSION ("wer 1.81")
efine HELLO _MESSAGLE [ HELLOT! 15 is user program. ~\ring ")

6-57 main.c EEEFT(rx65n_2mb_rsk_tsip_user_program)
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update AX Y FZETLET, (7)DFIER#H T, Ver 1O IZEH L2 —HTOISLEZA VA R—=ILL

F9, 7y TA—FRRICVRTLNYT—FLFET,

HELLO!! this is boot program. ~

$ I was built in Mar 31 2025, 16:24:24.

bank info = 1. (start bank = 0)

Checking flash ROM status.

status = STATE_INJECT_KEY

========== generate user key index phase ==========
generate aesl28 user program mac key index: OK
========== install user key index phase ==========

erase data flash(main)...OK
write data flash(main)...OK
erase data flash(mirror)...OK
write data flash(mirror)...OK

data flash setting OK.

bank info = 1. (start bank = 0)
Checking flash ROM status.
status = STATE_GET_IMAGE

Copy Secure Boot...OK

==== Image updater [dual bank] ====
Erase buffer area...OK
send image (*.rsu) via UART.

- (FHE) -

W OxFFEOD780, 128 ... OK

W OxFFEOD800O, 128 ... OK

W OxXFFEEFF80, 128 ... OK

erase data flash(main)...OK
write data flash (main)...OK
erase data flash(mirror)...OK
write data flash(mirror)...OK
data flash setting OK.

bank info = 1. (start bank = 0)
Checking flash ROM status.
status = STATE ACTIVATE IMAGE
update data flash

erase data flash(main)...OK
write data flash(main)...OK
erase data flash(mirror)...OK
write data flash(mirror)...OK
data flash setting OK.
activating image ... OK
software reset...

HELLO!! this is boot program. ~
$ I was built in Mar 31 2025, 16:24:24.
bank info = 0. (start bank = 1)
Checking flash ROM status.
status = STATE_EXEC_IMAGE

==== BootLoader [dual bank] ====
secure boot sequence: success.

execute image

HELLO!! this is user program. ~

$ I was built in Mar 31 2025, 15:05:48.
Version ver 1.01.

tsipl@rx65n

$

install start

==== Update from User [dual bank] ver 1.0.0 ====
Erase buffer area...OK

send image (*.rsu) via UART.

6-58 J7r—LF7vIT—rEOOY

(RSK RX65N & FA f¥)
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624 tTXxaT7I—hrEEBEEShi-2—5 7055 L%EHET-Motorola S format 7 71 L&
AL =-THEZFAAHETH

AETIE, X277 —rEBEBIESNz2—H T 0TS LEEHE T Motorola S format 7 7 1 JLDYERK
A i£7 5 UIZ, Renesas Flash Programmer(RFP) % {$ > =& A& A % (Factory Programming) Z 8%BA L &
E
M Z727—L7yTT—rFRABERI 7M1 ILOERK

623 +Fxa77—F 77— L7YTT—rOETHI ERAKDODFIETERLES,
Q) t*x27I—rTOSIH FOELE

X217 T—rTFTOP Y F(rxXXX_bbb_tsip_secure_boot)%. e2studio DT—49 AR—R[ZA iR— b+
#%. (1) THER LT= euk_aes128.c & euk_aes128.h & rxXXX_bbb_tsip_secure_boot 7O x5 kM src 7+
ILEDOTICEEZET,

£y 70u7h-17270-5- X ==
v =5 mB5n_2mb_rsk_tsip_secure_boot [HardwareDebug_m65n]
# -
[ Includes
w [ src
(= smc_gen

[ firm_update_tsip_callback.c
key_data.c
key_data.h
main.c
[¢ secure_bootc
secure_boot.h
v (3 genke
Ef:.- aes128.c
(= FaTroTyrTograrmg
= HardwareDebug_rxe5n

=| m65n_2mb_rsk_tsip_secure_boot.rcpc
di rwB5n_2mb_rsk_tsip_secure_boot.scfg
X| mB5n_2mb_rsk_tsip_secure_boot FactoryPregramming.law
X| mesn_2mb_rsk_tsip_secure_boot HardwareDebug.launch
{7) Developer Assistance

6-59 e?studio Project Explorer

FEJL F#m1 %. “Factory Programming’ D#ERICEELEY, estudoD 7oLz o bTH R TO—
S—MotEFaTTYvIT—rTODY LERRL, BV >SELFER>T7I 7471295 T
“Factory Programming”#®4R L £ 3,
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&y FogTsb-To270-5- % =57 § -0
~ =5 m65n_2mb_rsk_tsip_secure_boot [FactoryProgramminal
[l Includes HEMN) -3
& = RATEUT()
= key o
= re65n_2mb _rsk_tsip_secure_boot.rcpe FrRIAUFITEN)
5 meSn_2mb_rsk_tsip_secure_boot.scfg ETFEW) Alt+ V7R +W >
[¥] m65n_2mb._rsk_tsip_secure_boot FactoryProgri Show in Local Terminal 5
[¥] re65n_2mb_rsk_tsip_secure_boot HardwareDet
(3 Developer Assistance Cirl+C
Cirl+V
I3
>
BHEEE(M)... F2
By A =D
i TIAR-MO)..
Q:) Send project settings to Reality Al Tools®
JoIIhOEILKE)
JovrobEIY-UIT R
EEHP Fs
JOTT7EELSS)
EBFRETOIIIFESLA(
EIR-5-Fuk >
AIT IR >
I EllRiEr > FIT4TIF3 > [+ 1FactoryProgramming
0O =R 5 EE.. 2 HardwareDebug_rx65n (Debug on hardware)
=iT(R)
% F(D) > FATEIE
O-ANEENSETY)... 2T0-
MISRA-C ¥ ERHEECLE.

9% C/C++ Project Settings Ctrl+Alt+P

6-60 EJL K#& R Factory Programming ~NDZEE

TEJL F#R/) % TFactory Programming] ~EB#%, X277 —r7AP S FEEILRFLTLEELY,

EJL F#HR : HardwareDebug A 5 (&, EJL F<% B FACTORY_PROGRAMMING DEZEAEM I TLY
Y. TtV Va VEBRPELGYFET,

B)YZ7—LT7yvIT—rTADIYU FDEILFR
1623 €Xa77—t - 727—LT7YvTT—rOETH LEBHDOFIETEILRFLET,
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(4) 77—LT7vITT—bTOT I LOBEIL

AV RSAVREFERAINGGE
RSUAY S Ver2 #FR3 5581F. UTav> K%

> skmt.exe /enctsip /mode "factory™ /ver "2" /prg
"{$skmt_loc}\..\rx65n_2mb_rsk_tsip_user_program\Release_rx65n\rx65n_2mb_rsk_tsi
p_user_program.mot” /prg_sb
"{$skmt_loc}\FactoryProgramming\rx65n_2mb_rsk_tsip_secure_boot.mot" /enckey
"0123456789ABCDEF0123456789ABCDEF" /session_key
"FEDCBA9876543210FEDCBA98765432100123456789ABCDEF0123456789ABCDEF"
liv_fw "55AA55AA55AA55AA55AA55AA55AA55AA" /startaddr "FFF00300" /endaddr
"FFFEFFFF" [filetype "mot" /flash_wsize 128 /output "{$skmt_loc}\userprog.mot"

RSUAw A Ver1 AT HHEIFX. LTFATY FEERFTLTLESEL,

> skmt.exe /enctsip /mode "factory" /ver "1" /prg
"{$skmt_loc}\..\rx65n_2mb_rsk_tsip_user_program\Release_rx65n\rx65n_2mb_rsk_ts
ip_user_program.mot"
Iprg_sb "{$skmt_loc}\FactoryProgramming\rx65n_2mb_rsk_tsip_secure_boot.mot "
lenckey "0123456789abcdef0123456789abcdef"

Istartaddr "FFE00300" /endaddr "FFFEFFFF" /destaddr "FFE00300"

limgflg "valid" /filetype "mot"
Iflash_wsize 128 /output ""{$skmt_loc}\userprog.mot"

{$skmt_loc}ZlE. 479 5 Secure Boot 7AT 9 FITA I EFIRREAALTLEELY,
/stardaddr. /endaddr %% 5 UNZ/destaddr [E MCU IZ& > THREMBAERLZY EFT, FTRRRDEEZAN

==

E1T

LTLESL,

LTLEEELY,
% 6-15 & MCU OEIRNE
MCU NS A—4 7 KLZX
GUI CLI
RX231 BItA7 KL R /startaddr FFFB8300
RX66T | #&T77 FLZXR /endaddr FFFEFFFF
EEibf4 A—SH AT KL R | /destaddr FFFB8300
RX72T BIR7 FL R /startaddr FFF78300
BT7ELR /endaddr FFFEFFFF
g2k A—SH AT KL R | /destaddr FFF78300
RX26T B 7 FL X /startaddr FFFCO0300
BT7ELR /endaddr FFFEFFFF
g2t A—SH AT KL R | /destaddr FFFC0300
RX65N B 7 FL X /startaddr FFF00300
RX671 BT7RLZR /endaddr FFFEFFFF
EEibA A—SH AT KL R | /destaddr FFF00300
RX72M | B#A7 KL X /startaddr FFE00300
RX72N | ##T7T7 KL R /endaddr FFFEFFFF
g2k A—SH AT KL R | /destaddr FFE00300

ARV RTOVIREERSNDSES
UTZAALTLEESLY,

SHAA A=

[Secure Update] %i®EiR

SDTF—LDITA A=
Fy7T—rFaS Y kA ESh S mot 77 A JL(rxXXX_bbb_tsip_user_program.mot)
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- TS e7 FLREE] 270
LT MCU CEIZHREEMNELYET, £6-15 EMCUDBIRANBE DEZAALTLEELY,

vy 27
MEEEEFEAT 5] 2EIRL., " 55aa55aa55aab55aa55aa55aa55aa55aa” & AH

-TRSUAYS ] 2T
RSUA w4 Ver : 2

- THAl
TA—=y b :nNA4FY
274 : userprog.mot

NB5DHREFY > TILIZHE L TLVAS Security Key Management Tool DEXERE T 7 1 )L
rxXXX_SecureUpdate.skmt # 0— F L TEHRIEET T,

rxXXX_SecureUpdate.skmt (£ xml 7 7 A LTERDTF X b THREAREL I 7M1 ILTT,
rxXXX_SecureUpdate.skmt A D{$skmt_loc}IZ. Secure Boot 7R Y DT A ILFZINREAALT
CEELY,

TSIPEERLT. ESEUEIr-LITPAA-JEF I AISEAT BILATEET. ZLIL RXTSIP FITO 7T -3
~FEBBLTCHEL.

£ 714 A= Factory Programming v

T7—LIIT74 A= {$skmt_loc}¥. ¥rx65n_2mb_rsk_tsip_user_program¥Release_rx65n¥rx65n_2mb_rsk_tsip ...

PF2T7T-bA A= [$skmt_loc}¥FactoryProgramming¥m65n_2mb_rsk_tsip_secure_boot.mot S8..
ES{LTFVAEE Image Encryption Key IV RSUAwS
BTV FFF00300
BTTRVA: FFFEFFFF

EE{LAX-JHANTELZ: FFF00300

Hh
JA-Xyh: TRO-AFH T74)b:  {$skmt_loc}¥userprog.mot S8..
TrANEERTD
6-61 BEB1L 7 7 1 LOERK(TSIP UPDATE] % J)
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ES{7ELASE | Image Encryption Key RSUAwS

Key Encryption Key
0123456789%abcdef0123456789abcdef

Image Encryption Key
O iBEnREzERs>
O ETEEEETD (32/(1 K, E9TIUTATY)  fedcba9876543210fedcbad8765432100123456789abcdef01234!

6-62 FE 51t 7 7 4 LD ER([TSIP UPDATE] 4 J-[Image Encryption Key]%2 7)

EE{L7ELASEE Image Encryption Key |
O LB ERREEERTD
O ETEEEETI (16/(1k, E9TIUTATY) 55a3a55aa55aa55aa55aa55aa55aassaa

X 6-63 BE21{L 7 7 A LD EF(TSIP UPDATE]Z F-{IV]4 )

RSUAYY | s BLPFLAEE Image Encryption Key IV

RSUAwSVer: 2 v TESTING

6-64 BES1L 7 7 1 LD ERL([TSIP UPDATE]Z 7-[RSU AN #2142 J)

ESELIz2a—Y 0I5 L+FEXDEF 27 T— 0D Motorola Sformat 77 AL (FI+ILET7A
JL% : userprog.mot) . RFP #E > TT/\M RIZEZTFAAET,
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(5) #—=F LY T ~(Tera Term)DH2EN

RFP #{# > -2 &AAHIZ,. 621 TETOCY bDOty b7y FITRLE=AR— FIEGRIOE Y 216
#L. TeraTerm #88 L £9 .
(B)RFP AL =EZAH

RFPZEHL. APy MERLET . TRI Y MERE. BERES T > V- ILOFMERS > >
Jty hRES T UIRO Yty MEFEHZITREL T LS,

B v-)LE (B2 emulator Lite) - *
wolER VERRERE £-RRTERE
BRI MEF(0)
Uty MinfEH-Z v

=il Y] Loyl

(i i —

e LC)

6-65 RFP v hE&ES T
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RFP#FEAL T, EFAANEEICTONAEE. TNARFEF2T7ITI—bTOTILEERTLT, BF
ftEnf-a—HF TS LEESR, 11— TOITSLEETLET,

ERICBHETHEUTOLSBOTHHAESNES,

HELLO!! this is boot program. ~
$ I was built in Mar 31 2025, 15:10:47.
bank info = 1. (start bank = 0)

Checking flash ROM status.

status = STATE INJECT KEY

generate user key index phase
generate aesl28 user program mac key index:
install user key index phase
flash(main) ...OK

erase

write
erase
write

flash(main) ..

flash(mirror) ..
flash(mirror) ..

.OK

.OK
.OK

data flash setting OK.

bank info = 1. (start bank =
Checking flash ROM status.
status = STATE_GET IMAGE
Copy Secure Boot...OK

0)

Image updater [dual bank] =

transit TSIP status
extract update file parameters:

Erase buffer area...OK

W OxFFE00000, 128 OK
W O0xFFE00080, 128 OK
W O0xFFE00100, 128 OK
W OxFFE00180, 128 OK
W OxFFE00200, 128 OK
W OxFFE00280, 128 ... OK

to UpdateFirmware: OK

OK

decrypt program:

W OxFFE00300, 128 OK
W OxFFE00380, 128 OK
- (hEE) -

W OxFFEOD800O, 128 OK
W OxXFFEEFF80, 128 OK

data flash
bank info

setting OK.

1. (start bank =

erase data flash(main)...OK
write data flash(main)...OK
erase data flash(mirror)...OK
write data flash(mirror)...OK

0)

Checking flash ROM status.

status = STATE ACTIVATE IMAGE
erase secure boot erase area...OK
update data flash

erase data
write data
erase data
write data

flash(main) ..
flash(main) ..

flash (mirror) ..
flash (mirror) ..

.OK
.OK

.OK
.OK

data flash setting OK.
activating image OK
software reset...

HELLO!! this is boot program. ~
$ I was built in Mar 31 2025, 15:10:47.
bank info = 0. (start bank = 1)

Checking flash ROM status.
status = STATE EXEC IMAGE

BootLoader [dual bank]
secure boot sequence: success.
execute image

HELLO!! this is user program. ~
S I was built in Mar 31 2025, 15
Version ver 1.00.

:11:36.

tsip@rx65n
$
6-66 RFPZ#MERALIBEE1I—YTO0J S LEZTAH#BEOOY (RSKRX65N {5 A)
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(7)) 727—LT7yvTT—rBIE

T77—L7yvTT—rMEIE. 1623 X277 T—+ T7—LT7 Vv TT—rDETHI OOB) 77—L
Ty ITT—rEMEE SRS,
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625 1—H7O0455L70TH FOTNYTIZDNT
A—H7O55L0TAC Y M. X217 IT— FMEHTEHT 310, JASI Y O YL Y
A% 5 (RESETVECT)% OXFFF7FFFC BHICBWLWTWET, CD=%H. 1—¥T7A4s5L70Sx
DL EZFDFEETNVITEENTEF A, A—FTAITSLTAD Y VETNAYITEEHE
. £6-16 £A1—HFTOITSLOTNYTRBRIZRET TNV THOERIZUYEZ T, T/\y
JETOTLESLY,

£6-16 F1—HFTOTSLOT/Ny T RAER

R—F 1—¥IRs54 TNy 7 AR
RSK RX231 rx231_rsk_tsip_user_program HardwareDebug_rx231
MCB RX26T rx26t_mcb_tsip_sci_user_program HardwareDebug_rx26t
RSK RX65N rx65n_2mb_rsk_tsip_user_program HardwareDebug_rx65n
RSK RX66T rx66t_rsk_tsip_sci_user_program HardwareDebug_rx66t
RSK RX671 rx671_rsk_tsip_user_program HardwareDebug_rx671
RSK RX72M rx72m_rsk_tsip_user_program HardwareDebug_rx72m
RSK RX72N rx72n_rsk_tsip_user_program HardwareDebug_rx72n
RX72N Envision Kit | rx72n_ek_tsip_user_program HardwareDebug_rx72n
RSK RX72T rx72t_rsk_tsip_user_program HardwareDebug_rx72t

- TNy TERGEROVIVEZAE -

1.e2studio * Za—EJLFRE > 8- DEDOVERL TS ZELY,
[HardwareDebug_rx231(Debug on hardware)]ZERI 5 &. EIL EARIBLET,

§Evﬁ'u1niﬂﬁ\&.| b= |
1 HardwareDebug_r<231 (Debug on hardware)

« 2 Release_rx231 (Release Version)

TEET 1= 1 oK

\_,-'—|_|—|—|———'—'—.'-——-!

6-67 estudio 7AY Y b AZa21—(RX231 DIFE)

2ELRARTTHETNYAICEETNYIHAREICHEYETS,

1) 1) —XFAD#ER TRelease_rxXXX] &T/\y Y HADMHER THardwareDebug_rxXXX| D&Y
£1—HTOH5SLTOC Y FO#ER Release_rxXXX] & HardwareDebug rxXXX] TIXE L KB
DY)ty RS B (RESETVECT)E E|YAHARY 2 (EXCEPTVECT)D7 KL AMRLY 9,

£6-17 1—47055L700x) kb EBEORVARET FLR

UM Release_rxXXX HardwareDebug_rxXXX
RESETVECT OXFFFEFFFC OXFFFFFFFC
EXCEPTVECT OxFFFEFF80 OxFFFFFF80
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626 RX231 EXa77—rDTETODTY FOBSPODZEEIZDINT

tHXaF7IT—rOTETODIH ME, T—bO—4FT700 Y FELTEMET ST EMD, BSPFITE
Ta—I)DaArT 44 L— 3 BSP_CFG_BOOTLOADER PROJECTZ1IZHRELTWWET, 2HaYv
T4 L—2avEIELESBE. BSPRITE S a—LIzEWTT—rO—427J02 ) FMERT R E
FRE L TOEOERELAENIESNET,

=12 L. RX231 ® BSP FIT €2 1 —JLTIX. BSP_CFG_BOOTLOADER _PROJECT [Z 1 Z®E L-B&.
USBAEDIZHYEEA, CDE=H. R2MDEF17T—rDTEITOS Y FTIE, USBA V52—
Jx—REFEALEI7—LITTT7YvITT—bE1T51=80. BSPRITEDa—LICEEZToTLET,
RX231 TUSBA V2 71— REFRALEEXa7IT— rEASEICIE. COTEZSEIZLTLEXLY,

627 EXaT7I—rhoa1—4T055L~ADEBEDIESIE

X217 T+ TOTS LA TATSLADEBEIZIE, EXa7T— 70455 LDEDHEE
DHRELT TV r—a VT ERINBE I EICRYET, £F2T, FT—rA—F0H TN TRT S LI
UTORYEELTWVETD,

X7 T—+TOYSLTERTABFITES 2—)L (SCI, Flash, TSIP, USB) [CEALTIl&. T—F
O—45 R THEIZAPIEA# i Zclose LT=1REEIZCLFE T, FTf-. TOMDHREICEALTIFRAY—F a2 745
L—22FRALEBEONHEE LY ET,

BERIZCT, EXa77— 7055 LYV TN TAOTSLERELTEASINDESIZ. X217
TJ— 7O SALICTHRELE-ADEEDRENT TUSr—>a VIS E#ANBIEIZRYETOT, &
Fa77— b0 S L5 TOTSLICERT HRNICRABKEDEREEZMHLT 2. 7TUr—
VAL EIDBEEDREEFRBIEINELEFHRELET,

BE. 7TIVr—2a3vEERESNDEE, X277 05 SLNEREZEELTHREZET &
SEELLET,
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X217 IT—rDTETOD Y FOHERERBEREZRLET,
HEEIEI 70y I THS ICLKDY A VLB TOFBICAEYETS, FF4/\% CC-RX, &k L)L
2TENLF, ZOMOEHETTROBEY TY,
EDa—I)ILYED 3 ir tsip_rxrevl.23

#EY/ DYDY  ICLK: PCLKB=2:1
3 2/34 S/3\—¥ 3 > Renesas Electronics C/C++ Compiler Package for RX Family V3.07.00
(MERMFEREDT 74 )L FEREIZ-lang = c99"A4 T 3 > %i1B1N)

R7TVr—2320/—rONYT—DICEFENEEXF27ITI—rOTETOD Y FOLEMREEE LT,
ey kS T7—LYTT7DOMACKIEEETICHOMNS YA VIILEER6-18ITRLET .

£618tEFXa7T—rOFEIOD Y FOMNIEMRE (BfE : cycle)

R"—F AMIRERE
(Ut v k~MAC #&EE)
RSK RX231 11,000,000
MCB RX26T 16,000,000
RSK RX65N 14,000,000
RSK RX66T 26,000,000
RSK RX671 14,000,000
RSK RX72M 29,000,000
RSK RX72N 30,000,000
RX72N Envision Kit | 29,000,000
RSK RX72T 28,000,000
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7. &%

7.1 ENERERIRIE

RESANOIEERRRZUTICRLET,

®71 BEERRE

I5H kS
MAEMRIRE LAY RIT LY bEZ=Y RE e? studio 2025-07
IAR Embedded Workbench for Renesas RX 5.10.01
Cavin{4s IR HRXI LY =S R& C/C++ Compiler for RX Family(CC-RX) V3.07.00

AVRALNA T3y  HERRBREDT 74 FEEICUTOA T 3 > %EM
-lang = c99

GCC for Renesas RX 14.2.0.202505
AVRALNA T3y  HERRBREDT 74 FEEICUTOA T 3 0 %EM
-std = gnu99

IAR C/C++ Compiler for Renesas RX version 5.10.01
AVNRALA T ay  HEREREDT 74U MEE

IVTATY

EvSIToT4T7UIIRMILIVOTATY

EDa—-I)ILD/IN—D 3

~

Ver.1.23

AR —F

Renesas Starter Kit for RX231(B hft) (B4 : ROK505231S020BE)

Renesas Solution Starter Kit for RX23W(TSIP {&&) (24 -
RTK5523W8BC00001BJ)

MCB-RX26T Type B (%4 : RTKOEMXE70C02000BJ)

Renesas Starter Kit+ for RX65N-2MB(TSIP &) (24 : RTK50565N2S10010BE)
Renesas Starter Kit for RX66T(TSIP &) (B4 : RTK50566T0S00010BE)
Renesas Starter Kit+ for RX671 (B 4% : RTK5567 1XXXXXXXXXX)

Renesas Starter Kit+ for RX72M(TSIP #£&}) (B4 : RTK5572MNHSXXXXXXX)
Renesas Starter Kit+ for RX72N(TSIP &) (B4 : RTK5572NNHCXXXXXXX)
RX72N Envision Kit (B4 : RTK5ERX72N0CxxxxxBJ)

Renesas Starter Kit for RX72T(TSIP &) (B4 : RTK5572TKCS00010BE)
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72 FSIONa—TFTa2T
() Q: XFITEDa—NLETODzH MZBMLELEA, EILKETT S E Could not open
source file "platform.h"] TS—AFEELET,

AFITES2—AATED Y FCELSEMENTWEVAREEAHYET, TOD Y b
MDEMAEEZ CHEELEZEL,

e CS+EERAL TSGR
FFIV5—2av/—bk TRX 77 21 CS+IZ#AAL A% Firmware Integration
Technology (RO1AN1826) ]

e e2studio ZEA L T\ 515&
FFUr—ar/—+bk TRX 77 21 e?studio IZHAIAL A% Firmware Integration

Technology (RO1AN1723) ]

T, AFTED 21— LEFERTHEE. R—FYR—FRy ST —TFIT ED2—JL(BSP
Ta—n)ET7a0Y MIEMT AREAHYET, BSPED 1 —ILOEMAEIE. 7T
r—oav/—bk IR—=FHR— bRy 5—TF D2 —)L(ROT1AN1685)] BB LTS

LY,

(2) Q: FITDemos ?M e?studio > F)ILFTAP Y F%& CS+THEALT=LY,

A:UTDOwebH A FESELTLESL,
le2studio M 5 CS+~DIITAHE]
> BEOTOC Y F2EMLTCS+OFHR IO Y FEERY

https://www.renesas.com/jp/ja/products/software-tools/tools/migration-tools/migration-e2studio-to-
csplus.html

(X¥E)] - FIE5T
EMERDOTAD Y MER T 7ALEEFLEH TNV I T v TF5(C)J
FIvINA>TWAIBEIZ, [Q0268002]5% 4 7 A4S MK ZEENHY ET,
[Q0268002]% 4 7 BJ T [IEWVRZ U EWLIZEE, a1 5DA Y )L—F -
INRAEBRELEETBHENHYET,
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7.3 A—Y@EESIEIr—< v b
A—HREIATEHEZIZUFPK EIVEFE-T, L LLIEBOEHBICKUK & ivEFRALTI—YREE
SyTLET., TOBICZ, SV TTE3RT—2DT+—I Y FMIBEST7ILITVXLIZE>TERLYFET, &
ETEF., BBIET 52— RBOT—2I7+—< v F(UserKey)&. T v T En=#(Encrypted Key)DT—%
74—V bERLET,

EEIEAEICEALTIESTARDIALEHFESSHILZELN,

7.3.1 AES

7.3.1.1 AES 128bit ##

AF7I(User Key) H F3(Encrypted Key)
byte 16 byte 16
4 4 4 4 4 4 4 4
0-15 128 bit AES ## 0-15 encrypted_user_key(128bit AES ##)
16-31 MAC

7.3.1.2 AES 256bit f#

AF1(User Key) H F3(Encrypted Key)
byte 16 byte 16
4 4 4 4 4 4 4 4
0-31 256 bit AES ## 0-31 encrypted_user_key(256bit AES ##)
32-47 MAC
7.3.2 DES
A J1(User Key) i 73(Encrypted Key)
byte 16 byte 16
4 4 4 4 4 4 4 4
0-7 56bit DES key with odd parity1 [5] 0-23 encrypted_user_key(
56bit DES key with odd parity1 ||
8-15 56bit DES key with odd parity2 [;F] 56bit DES key with odd parity2 ||
1623 | 56bit DES key with odd parity3 [E] 56bit DES key with odd parity3)
24-39 MAC

T BT—2 Tt BIZHFEN) T4 EDFTLIEELY,
{5 DES key data = 0x00000000000000 — 0x0101010101010101
DES key data = OXFFFFFFFFFFFFFF — OxFEFEFEFEFEFEFEFE

2-DES M54 X 56bit DES key with odd parity1 & 56bit DES key with odd parity3 [CRIC# % AN TL 1=
] AN

DES M5 & 56bit DES key with odd parity1, 56bit DES key with odd parity2, 56bit DES key with odd
parity3 ¢ X TE LIEZ AN TS 2L,
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7.3.3 ARC4
AF7I(User Key) H F3(Encrypted Key)
byte 16 byte 16
4 4 4 4 4 4 4
0-255 ARC4 0-255 encrypted_user_key(ARC4)
256- MAC
272
7.34 RSA
7.3.4.1 RSA 1024bit ##
(1) AF%E
AFA1(User Key) H A (Encrypted Key)
byte 16 byte 16
4 4 4 4 4 4 4
0-127 RSA 1024bit 22 Bi#E n 0-143 encrypted_user_key(RSA 1024bit &
128-143 | RSA | 0 padding B n || e || 0 padding)
1024bit
NESE:
e
144-159 | MAC
(2) & B2
AF1(User Key) H A (Encrypted Key)
byte 16 byte 16
4 4 4 4 4 4 4
0-127 RSA 1024bit 22 BA% n 0-255 encrypted_user_key(RSA 1024bit &
128-255 | RSA 1024bit FZ # d PR n || RS d )
256-271 | MAC

R20AN0371JJ0124 Rev.1.24
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7.3.4.2 RSA 2048bit f#

H 71(Encrypted Key)

16

4 4 4 4

encrypted_user_key(RSA 2048bit &
B# n || e || 0 padding)

MAC

H A (Encrypted Key)

16

4 4 4 4

encrypted_user_key(RSA 2048bit &
FASEn || FZHE d )

(1) A BA%E
AF7I(User Key)
byte 16 byte
4 4 4
0-255 RSA 2048bit 22 BA#E n 0-271
256-271 | RSA 0 padding
2048bit
N GE:
e
272-287
(2) T B2
A F1(User Key)
byte 16 byte
4 4 4
0-255 RSA 2048bit 22 BAHE n 0-511
256-511 | RSA 2048bit #¢ % # d
512-527

7.3.4.3 RSA 3072bit f#

MAC

H 73(Encrypted Key)

16

4 4 4 4

encrypted_user_key(RSA 3072bit 23
BA%E n || e || 0 padding)

(1) 2 BA%E
AF71(User Key)
byte 16 byte

4 4 4
0-383 RSA 3072bit 22 Bi#E n 0-399
384-399 | RSA 0 padding

3072bit

NEGE: 3

e

400-415

MAC
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7.3.4.4 RSA 4096bit f#

H 71(Encrypted Key)

16

4 4 4 4

encrypted_user_key(RSA 4096bit 23
BA% n || e || 0 padding)

MAC

H 71(Encrypted Key)

16

4 4 4 4

encrypted_user_key(0 padding ||
ECC P-192bit 22 B#2 Qx || 0 padding
|| ECC P-192bit 22 BH# Qy)

MAC

H 73(Encrypted Key)

16

4 4 4 4

encrypted_user_key(0 padding ||
ECC P-192bit #¢Z 2 d)

(1) A FA%E
A F1(User Key)
byte 16 byte
4 4 4 4
0-511 | RSA 4096bit 22 B8 n 0-527
512-527 | RSA 0 padding
4096bit
N GE:
e
528-543
7.3.5 ECC
7.3.5.1 ECC P192
(1) ~BA%R
A F1(User Key)
byte 16 byte
4 4 4 4
0-31 0 padding 0-63
ECC P-192 bit 22 B Qx
32-63 0 padding
ECC P-192 bit 2ABA% Qy
64-79
(2) & B2
AF71(User Key)
byte 16 byte
4 4 4 4
0-31 0 padding 0-31
ECC P-192 bit #¢ % # d
32-47

MAC
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7.3.5.2 ECC P224

H 7 (Encrypted Key)

16

4 4 4 4

encrypted_user_key(0 padding ||
ECC P-224bit 22 Bfi## Qx || 0 padding
|| ECC P-224bit 22 FA%E Qy)

(1) ~FA%

A F1(User Key)

byte 16 byte
4 4 4 4

0-31 0 padding 0-63
ECC P-224 bit 225 Qx

32-63 0 padding
ECC P-224 bit A% Qy

64-79

MAC

H 71(Encrypted Key)

16

4 4 4 4

encrypted_user_key(0 padding ||
ECC P-224bit ¥4 2 #2 d)

(2) W
A JF1(User Key)
byte 16 byte
4 4 4 4
0-31 0 padding 0-31
ECC P-224 bit #$%# d
32-47

7.3.5.3 ECC P256

MAC

H 71(Encrypted Key)

16

4 4 4 4

encrypted_user_key(ECC 256bit 4%
BifE Qx || ECC 256bit 2 Bfi# Qy)

(1) ~BARR
A F1(User Key)
byte 16 byte
4 4 4 4
0-31 ECC 256 bit 225 Qx 0-63
32-63 ECC 256 bit 225 Qy
64-79

MAC

H 71(Encrypted Key)

16

4 4 4 4

encrypted_user_key(ECC P-256bit
R d)

(2) ER
AFI(User Key)
byte 16 byte
4 4 4 4
0-31 ECC 256 bit % d 0-31
32-47

MAC
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7.3.54 ECC P384

H 7 (Encrypted Key)

16

4 4 4 4

encrypted_user_key(ECC 384bit 4%
Bi#E Qx || ECC 384bit /2FAHE Qy)

MAC

H 71(Encrypted Key)

16

4 4 4 4

encrypted_user_key(ECC 384bit f#
HEi d)

(1) ~FA%
A F1(User Key)
byte 16 byte
4 4 4 4
0-47 ECC 384 bit 22 Qx 0-95
48-95 ECC 384 bit 225 Qy
96-111
(2) WE R
A JF1(User Key)
byte 16 byte
4 4 4 4
0-47 ECC 384 bit #Z# d 0-47
48-63

MAC

t 73(Encrypted Key)

16

4 4 4 4

encrypted_user_key(HMAC-SHA1 ||
0 padding)

7.3.6 HMAC
7.3.6.1 SHA1-HMAC #2
AF71(User Key)
byte 16 byte
4 4 4 4
0-31 HMAC-SHA1 ## 0-31
0 padding
32-47

7.3.6.2 SHA256-HMAC ##

MAC

H A (Encrypted Key)

16

4 4 4 4

encrypted_user_key(HMAC-SHA256)

AF1(User Key)
byte 16 byte
4 4 4 4
0-31 HMAC-SHA256 ## 0-31
32-47

MAC
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7.3.7 KUK
AF(User Key) i 73(Encrypted Key)
byte 16 byte 16
4 4 4 4 4 4 4
0-15 AES 128bit CBC ## 0-31 encrypted_user_key(AES 128bit
16-31 AES 128bit CBCMAC #2 CBC & || CBCMAC &)
32-47 MAC
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7.4 FERFAREES B D Wrapped Key 7+ —< v b

JE RIS S DAL, Wrapped Key [ZTEXEBAEENTWNET, CD1=8H. TSIP DBERHEREZE
A L 7= Wrapped Key H 5 EXUEHRMNMEAIRET T, EBE 7TV ALDT—E2 74— v MIUTD

BYTY.

741 RSA

RSA M/ BH# D Wrapped Key #1& 1K tsip_rsaXXXX _public_key index_t M * >/\— value.key n XU
value_e IZARBOEXT—2ANEENTULET,

key_n IZI& Modulus. key_e [Z[& Exponent DIENE YV T T4 7o UTHASINET,

742 ECC

ECC MR8 M Wrapped Key #i& 1A tsip_ecc_public_key_index_t M # >/3\— value.key_q [Z/ABASROD F
XTF—ANEENTVET, key qDIT+—< Y FMIUTDOESIZHYET,

7.4.21 ECCP-192

byte 128 bit
32bit | 32bit 32bit | 32bit

0-15 0 padding ECC P-192 A BH## Qx

16-31 ECC P-192 AR Qx(fit &)

32-47 0 padding | ECC P-192 22 BA## Qy

48-63 ECC P-192 A B Qy(fii =)

64-79 Wrapped Key 0 & IR 1E#HR

7.4.2.2 ECCP-224

byte 128 bit
32bit 32bit | 32bit 32bit

0-15 0 padding ECC P-224 AR Qx

16-31 ECC P-224 AR Qx(fit &)

32-47 0 padding | ECC P-224 22BA# Qy

48-63 ECC P-224 AR Qy(fit &)

64-79 Wrapped Key 0 # & I21E#R
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7.4.2.3 ECC P-256

byte 128 bit
32bit | 32bit | 32bit | 32bit

0-31 ECC P-256 /A Bi## Qx

32-63 ECC P-256 /ABi## Qy

64-79 Wrapped Key 0 ## % H15%R

7.4.2.4 ECC P-384

byte 128 bit
32bit | 32bit 32bit 32bit

0-47 ECC P-384 /B Qx

48-95 ECC P-384 /ABi# Qy

96-111 Wrapped Key 0 ## & E 15k
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7.5 Encrypted Key BRI E R A%

BTABOIAELEEHOR I3FEIASLIVEEHHOL—FHES v TARKICTTREN S, Encrypted Key
HFHERTAHMNIEBE, TSIP KSANEZFERALTTNSA A LETEMIZITS CELARETT, NEDOBELR 71
IZRLET,

using KUK (Key Update Key)
CSP

KUK[0:15] KUK[16:31]
(CBCkey) (CBCMACKey)
W-UFPK
(encrypted_provis SKMT

sioning_key) [N

encrypted Key encrypted Key Wl encrypted Key

(KUK) (CBCKey) (CBCMACkey)
[ - T T T T T L L L L it L L L L 1

R_TSIP_GeneraleAss 1 28Keylndex
1 [ R_TSIP_GenerateUpdateKeyRingKeyindex | 1
i e = T CBC-MAC generate ]
rapped Key rapped Key rapj ey i /
1 (KUK) (CBCkey) (CBCMACkey) R_TSIP_Aes128EcbEncryptinit/Update/Final 1
CBC encryption

I R_TSIP_Aes128CbcEncryptinit/Update/Final ]
| W CBC-MAC Generation + CBC Encryption I
There is “a security risk” in case of dynamically ey 1
indexing an user key because the user key (CSP) {New User Key) 1
is exposed during system operation. [ T UpdemXioagingor ] 1
Wrapped Key 1
I (New User Key) I
e e e e e e e e e e o o e e e e e I

7-1  Encrypted Key MBI £ LA %

Tz H7-1AOKEDORBBRADIIIZOVWTERNLGNEZ CEEORATRT E. UTDLSIZLE
YEY,

uint8_t new_user_key[LEN] = “New User key*; /* LEN is byte size of User Key */
uint8_t encrypted_key[LEN+16];
uint32_t MAC[4] = 0; /* Zero initialization */

tsip_aes_key_index_t CBCMACkey;
tsip_aes_key_index_t CBCkey;
tsip_update_key_ring_t KUK;

tsip_ XXX_key_index* wrapped_key;

tsip_aes_handle _t aes_handle;
uint32_ti, j;

uint8_t work_input[16];

uint8_t work_output[16];
uint8_t work_dummy[16];
uint32_t dummy;

[*Inject KUK as CBCMACkey and CBCkey*/
R_TSIP_GenerateAes128Keylndex('W-UFPK’, ‘Initial vector’,

‘Encrypted key for 1st half of KUK as CBCkey’, &CBCkey);
R_TSIP_GenerateAes128Keylndex('W-UFPK’, ‘Initial vector’,

‘Encrypted key for 2nd half of KUK as CBCMACkey’, &CBCMACkey);

/* Inject KUK */

R_TSIP_GenerateUpdateKeyRingKeylndex('W-UFPK’, ‘Initial vector’,
‘Encrypted key for KUK’, &KUK);

R_TSIP_Close();

R_TSIP_Open(NULL, &KUK);
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/* AES-128 CBC-MAC */
R_TSIP_Aes128EcbEncryptinit(&aes_handle, &CBCMACKkey);
for (i=0;i<LEN;i+=16)

{
for (j=0; j<16; j++)
{
work_input[j] = new_user_keyl[i+j] * mac[j];
}

R_TSIP_AES128EcbEncryptUpdate(&aes_handle, work_input, work_output, 16);
memcpy(mac, work_output, 16);

R_TSIP_Aes128EncryptFinal(&aes_handle, work_dummy, &dummy);

/* AES-128 CBC-Encryption */

R_TSIP_Aes128CbcEncryptinit(&aes_handle, &CBCkey, iv);
R_TSIP_Aes128CbcEncryptUpdate(&aes_handle, new_user_key, encrypted_key, len);
R_TSIP_Aes128CbcEncryptUpdate(&aes_handle, mac, &encrypted_key[len], 16);
R_TSIP_Aes128CbcEncryptFinal(&aes_handle, work_dummy, &dummy);

/* Generate wrapped key */
R_TSIP_UpdateXXXKeylndex*(iv, encrypted_key, &wrapped_key);

Z ZT. ‘W-UFPK*>‘Initial vector D & 3122 T IO F—F—3 3 D THHON TS XE L SKMT
TERLIBT—2 774 ILDEERA. “NewUserKey' D&k 3 I2F TINLIF—F—2 3 v THbLAT
WAXEIFA—HICEVWTHETSAEEZRAT I LEEEKRLTLET,

F 1= tsip_ XXX_key_index*[Z& 7 /LT 1) X L@ Wrapped Key #1&#h19 D& K.
R_TSIP_UpdateXXXKeyIndex*|&. BEHTHEAT H5ET7I/LT ) X LD Wrapped Key ZEHT 5 APl TT,

=L, AREE, EXOREOL—YRAFLF 1 7HERICEHT 570, FEETT, £FaUTa L
DYRYETHIZTRIFAD L, BRI RV EHFBESNDBEDA. SERACEEN. £ 5y TREAR
T L&, BMECEXREOLI—FREERZT HLE. BRI RAIMEOEEE TREF SN,

R20AN0371JJ0124 Rev.1.24 Page 443 of 448
2026.03.20 RENESAS



RX27x1) TSIP(Trusted Secure IP)E ¥ 2 —)L Firmware Integration Technology

8. ZFFXaALE

A—H—XIvZaFI:N—FK9z7T
(RFRZEILRYRA ILY FOZDRABR—LR—=—UHHAFLTLESLY, )

FHOZALNTYyITT— /" FTHOZAIL=Za—R
(BRFOBEHRZIL AR ILY POZD RATR—LR—=UHMHAFLTLIESLY, )

A—H5—XT=a7I) : RIRE
RX 773X CC-RXaA/INMMS5 A—H—X<T=a7J)L (R20UT3248)
(BPFRZFILAHRX I FAZYRBR—LR—=UNLAFLTLEELY, )
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R—LR—=DEHR— RO
IR R ILY FAZY RAR—LR—D

https://www.renesas.com/jp/ja/
HBREEE%E

https://www.renesas.com/jp/ja/support/contact.html

ITRTOBEREE L VERBERE, ThENORBEEICRELET,
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