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n 13 English | B9 Deutsch
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Download
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@ PayPal

(O Bitcoin
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[ o

b, Download

CpenPGP signatures and source code package »
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Choose Components

Choose which features of Gpg4win you want to install.

Check the components you want to install and uncheck the components you don't want to
install, Click Next to continue,

Select components to install: Description
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GpgEX
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< Back Next > Cancel
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File View Certificates Tools Settings Window Help
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Sign/Encrypt  Decrypt/Verify Import Lookup on Server Certificates Notepad Smartcards

Welcome to Kleopatra 3.2.2.231170 (Gpg4win—4.3.1)
Kleopatra is a front—end for the crypto software GnuPG.
For most actions you need either a public key (certificate) or your own private key.

® The private key is needed to decrypt or sign.
® The public key can be used by others to verify your identity or encrypt to you.

You can learn more about this on Wikipedia.

a=| [as)
_+ S
New Key Pair Import

2-5 Kleopatra M E{TE &
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2.2 Renesas Key Wrap #—E X - Kleopatra D # A% E
TSIP QB TIFA—H—RFRBLEDIzH, FXOI—HF—EN TSIP ATICHBWE S BEHEAE LT
WEd, A7FUHSr—> 3>/ — b Tlk Renesas Key Wrap 4 —E X Z{# L T UFPK OBES1E (W-
UFPK D& L) #T50EBEHBALTLET,
AETIL Renesas Key Wrap H—E XD #HARKTE & . UFPK S 1L DFRIC Renesas Key Wrap H—E X &
DI 7AIEZIEICFERT S PGP #%. Kleopatra Z#EHAL TAR LEHFTA2FIEEHBALET,

UTOFIETRORELZEREITOTLLEL, RETHERLERIE 515805y TET0oy)
FADZER] OIETHERLET, ROFMICDOLTE [561.5] HEZSBLTLESLY,

(1) Renesas Key Wrap 4 —E X # &8T5

Renesas Key Wrap Y —E X Z#HTHERT HEICIE. WIEODHI—HF—Z$k & PGP BXBMANLET
T, UFOURLIZASA U LTHREIZHFEEZEHELTLESL,
Key Wrap Y —E X Login (renesas.com)

%8, Renesas Key Wrap H—E X DFHMIITUTOEREET a2 T ILICREE I TULET,
KeyWrap Y —E X L R T LIEHEY = 2 7 )L.pdf (renesas.com)

A—H—Z5EVED PGP BT T L1=5 Renesas Key Wrap H—EZXA~AQS 14 U LTLEELY,

(2) OpenPGP ##~R7 DYERK
Renesas DLM H—/\ & NFRBOXMT 518, Kleopatra ICTHRRT7EERLET,

Kleopatra ZEEI L= 5. EE&K Y[New Key pair (FTLWVEBXRT) |/R2>%&20 1) v o LET, [Create
OpenPGP Certificate (OpenPGP FEFREZZERKEE) | NRRSNDHDT. [Name (&FD | & TEmail
address (A —JL7 FLR) | ZAALTLEZEL, Ff=. [Protect the generated key with a passphrase
(ER SN BENRNRTIL—XTRETD) | ITFz VI EANNRRIL—XTEFXaYT158ILTH
EETEFT, NRITL—RZB/ELEBEEAALIZARARTIL—XEENENESICLTLEEL,

 Kleopatra - =] X
File View (Certificates Tools Settings Window Help

b i =2 B B Q = B R

Sign/Encrypt  Decrypt/Verify  Import Lookup on Server  Certificates Notepad ~Smartcards
Welcome to Kleopatra 3.2.2.231170 (Gpg4win—4.3.1)
Kleopatra is a front-end for the crypto software GnuPG

For most actions you need either a public key (certificate) or your own private key.

¢ The private key is needed to decrypt or sign.
 The public key can be used by others to verify your identity or encrypt to you

You can learn more aboy

™ Create OpenPGP Certificate - Kleopatra X

Enter a name and/or an email address to use for
the certificate.

Name

L

Email address

I < 5. com

Protect the generated key with a passphrase.

Advanced Settings...

2-6 OpenPGP $# D 1ERL(1)
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XIZ[Advanced Settings (EELREE) IR2v &0 ) v I LET,

™ Create OpenPGP Certificate - Kleopatra X

Enter a name and/or an email address to use for
the certificate.

Name
I |
Email address

[ |

Protect the generated key with a passphrase.

Advanced Settings...

2-7 OpenPGP #D1ERL(2)

lAdvanced Settings (BEEXLRTE®T) | ARTINDDT, [KeyMaterial (T F7I) | OIEHE
[Z TRSA 4096 bits (RSA4096 Ev k) | 2B ELFET, TOMHOBRTEIXMYBRENETEELTLES
(AN
REMNTETLEL[OKRE2 V&0 1)y LET,

[3] Renesas DLM H—/\TIlZ RSA O A X} ATEETT .

™ Advanced Settings - Kleopatra X

Technical Details

Key Material

® RSA 4,096 bits R
+ RSA 4,096 bits R

O DSA

O ECDSA/EdDSA

Certificate Usage
Signing

] Authentication

Valid until: | 3/15/2027 ~ |

v

OK Cancel

2-8 OpenPGP R 7-BELKTE

[Create OpenPGP Certificate (OpenPGP SEEAZ #{ERKEIE) | TR 27, [OKIRZ2 &0 ) v o T
HEUTOES BEEIARTIN, BRT7OERISBHBEINE T, BRT7TOEKIZITLIES CEHERLHLMY
F7,

iy | Creating Key Pair.. - Kleopatra X

The process of creatng a key requires large amounts of random numbers. This may require several minutes..

.

2-9 PGP T DER

ERE. NRTL—RXEBRELTVEBEEFNNRITIL—XDANBEIRTEINDIDTHE LIZ/ARTL—
REAALTLEEEL,

R20AN0749JJ0100 Rev.1.00 Page 14 of 100
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BARTHERERZS. UTOLS BEENIRREINDIDTOKIRZ L EI v I LTLIEELY,
Kleopatra M A 4 VEIEICRY £9 ., F1-.

™ Success - Kleopatra X

o A new OpenPGP certificate was created successfully.

Fieerprint of the new certificate]

2-10 BT DIERK

Kleopatra DEIEIZHER 7 DEBRAEHZRINET ., ERLAEBRTERIRL. [Export (T2 XKR—F) IR
2% 1) v LT, OpenPGP ARBR7EZHALTLEEWL, TF7M4IILAIE, T~ascl EHYFET,

M Kleopatra

O X

File View Certificates Tools Settings Window Help

o [a LS U Q =] B
Sign/Encrypt  Decrypt/Verify Import| Export | Certify Lookup on Server Certificates Notepad Smartcards
|Seafc)'.” CAlt+Q> ‘ All Gertificates v
[ All Certificates

E-Mail User-IDs___Valid From
_@renesas.com certified 3/15/2024

2-11 OpenPGP 7 O & Fx1IKFE
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(3) Renesas DLM #—/\& PGP ARB DK #2

Renesas DLM H#—/ %A L. [(2)] THALEBES D OpenPGP 2 &L IL Y XD PGP A%
XLET, (1)) TEHLELRY R Key Wrap Y —E XD WEB ¥4 + & Y [PGP key exchange (PGP
B 1200w L, BB LTz OpenPGP ARHEZEERLET,

EEIZEBEMNTETITHE. LAY RD PGP A6# (keywrap-pub.key) MEEELI-A—IL 7 FLRIZE DN
TLKBADTHEED 7L FITRFLTLIESLY,

Product selection
~d & il 1 is already logged-in. FAQ Japanese(E#%E) English(%iE)
PGP key exchange| Display history Change password
\ The RZ family users.
RZ
\ The RX family users.
RX

\ The RE family users,
' =T= v

PGP key exchange screen
==g m =g is already logged-in. FAQ Japanese(EE) English(£EE)

Select your PGP public key that exported format, and click on "PGP key exchange" button.

Your public key will be sent to Renesas, and the PGP public key of Renesas will be sent to your e-mail address.

1 e G |

2-12 Renesas DLM H—/3= & 3 PGP AR 3c 2
(4) LAY R D OpenPGP ARASED &%

LR X PGP A B#(%. Renesas DLM H4—/\T PGP BBt ant-BZEESTHDIZFERALET.
Kleopatra [CA —JLTRIE LT=IL S XD PGP AB# (keywrap-pub.key) #&8kLFET,
Kleopatra M * —a—& Y[f4 v R— K ZEHV UV LFET,

™ Kleopatra - O X

File View Certificates Tools Settings Window Help

k2 fa == 5 Q = =
Sign/Encrypt  Decrypt/Verify Import Lookup on Server Certificates Notepad Smartcards
|Search. <Alt1Q> | Al Certificates -
[ All Certificates ]
E-Mail User-IDs  Valid From
E_@renesas.com certified 3/15/2024
< >

2-13 OpenPGP ABA# D &%
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MEAZE 7 7/ L ERIREE| NRRENDEDT, 77 MIILOHEFZ TAnyfiles(*) (FED T 7L

(*) 1 IZ5%%E

D IRE2EI Y9I LTLESL,

L. L3R HREYESNTE - PGP ABH# Tkeywrap-pub.keyl ##EE L T. [Open (B

™ Select Certificate File

T

Organize ~

% This PC

- 3D Objects
[ Desktop
|5/ Documents
¥ Downloads
J5 Music

==| Pictures

E Videos

# 3 (C:) Windows

« _etc » key > pgpkey430

New folder

~ Name

|| keywrap-pubkey

& [ 0:/\B5B0DC6_public.asc

v <

v L

X

P
(7]

Search pgpkey430

E -

Da

3/
3/

>

File name: ‘ keywrap-pub.key

v || Any files (*) v I

Cance'

1
1

2-14 OpenPGP 2B NDIEE
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LITF®D & 512 TYou have imported a new certificate(publickey) (¥7 L W\EEERE (AFR#HE) =4 >FKR—FbF) L
FLz) | OEEINRTINIFEE, [Certify (JREE) [/R2 %2 1)vs L. [Certify Certification (FEBA
EZRI) | EETCEINERLIZGIHAENERSIATVS I L EZHRALTH L ICertify (REE) | RE2 >
) v LTLIEEL,

[(2)] TNRRIL—XEEHFLTWAIEEIEINRIL—XEAALET,

 You have imported a new certificate (public key) - Kleopatra X

In order to mark the certificate as valid it needs to be certified.
Certifying means that you check the Fingerprint.
e Some suggestions to do this are:
A phone call to the person.
Using a business card.

Confirming it on a trusted website.

Do you wish to start this process now?

[J Do not ask again

 Certify Certificate: keywrap - Kleopatra X

Verify the fingerprint, mark the user IDs you want to certify, and select the key you want to certify the user IDs with.
Note: Only the fingerprint clearly identifies the key and its owner.

Fingerprint:

Certity with} | I (T <. created: 3/15/2024) o I
o .

P Advanced

[ o | me

2-15 OpenPGP 2FRED A > iR— b+

lCertification successful (SEBAZIZELZLFELT) BENARTINEEH, [OKKRE2EF0 ) v LTH
mEFALCTLESL, BAICIEUTDOL S Tkeywrap] AEBMENFET, [lUser-IDs (A—H—ID) | A
lcertified] 24> TLWNIEFTET TY .

™ Kleopatra - O X
File View Certificates Tools Settings Window Help
R i R B Q 5 oAm
Sign/Encrypt  Decrypt/Verify Import Lookup on Server Certificates Notepad  Smartcards
“Ssa'c}‘ LAIt+Q> ‘ All Certificates ”
¥ All Certificates
NaAme E-Mail User-IDs  Valid From
keywrap _renesas.... certified 10/24/201§
certifie
< >
2-16 OpenPGP AFAH2 D & x5
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23 Cygwin DA VA +—)L
RK7T)V5r—>30/—bTlEEHE- #2700 0 (V—RO—FK) ~AEE%E1T51=5IZBash
A9V TrEFERALET, RUVUTLFOERTIREL L TIE Cygwin ZERA L TULET,

UTOFIET Cygwin DA VR F—ILEITH>TLIEELY,

(1) Cygwin DA >A—KYyA MMIFIOEALET,
Cygwin ¥ o0—FH4
(2) Fooa—FYA FOUTOI) 00 ) 9oL, A VR M—=5FFHoA0—FLET,

Installing Cygwin

Install Cygwin by running setup-x86_64.exe

Use the setup program to perform a fresh install or to update an existing installation.

Keep in mind that individual packages in the distribution are updated separately from the DLL so the Cygwin DLL version 1s not useful as a general Cygwin

2-17 Cygwin @4 > o—F
B) 1R F—5%FTL. ERIZAD>T Cygwin #4 VXA h—ILLET,

AR P=LBIZNYT—COBRNHY FITH. BXRFPHARETRITLTLES L, RN T—2
BAHHERIFHEEAL TS,

E cygwin Setup - O X

Cygwin Net Release Setup Program

This setup program is used for the initial installation of the
Cygwin environment as well as all subseguent updates. The pages
that follow will guide vou through the installation

Please note that we only install a hase set of packages by
default. Cygwin provides a large number of packages spanning a
wide variety of purposes

You can always run this program at any time in the future to
add, remove, or upgrade packages as necessary.

Setup version 2.931 (64 bit)
Copyright 2000-2023
https://cvawincom

Contribute to transktions of this prosram

22w |l mams 1| #even

2-18 Cygwin DA > X t—JL

(4) RA—FkA=a2—hi5 Cygwin5 Terminal D74 2> %45 1) v % LT, Cygwin @2 — = F/LEIEAEK
RENBHILEHRLTLLZEL,

R20AN0749JJ0100 Rev.1.00 Page 19 of 100
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2.4 Security key Management Tool ® 4 > X k—)L

A7 T r— 3>/ — b TlE. Security key Management Tool Z{#f L T&#1EHR% TSIP THEATE
DREATHMLET,

LI DOFIET Security key Management Tool 4 X b—JLL T FE &L,

(1) Security key Management tool D& > O— K

Security key Management tool D4 D> O0— FH A RMZ7Y X L. &EIRD Security Key management
Tool @ Windows &4 >BA—FLTLZELY,

LITOE®EIE Security key Management Tool V1.06] DIB&EDHITI,

Security Key Management Tool

Overview Downloads Documentation Support  Additional Details

Downloads

All Types v

Type

Security Key Management Tool ¥1.06 e2 studio plugin for Linux

- A

Software & Tools - Other B zp 2228MB  OEE Mar 29, 202
Security Key Management Tool ¥1.06 e? studio plugin for Windows "

Software & Tools - Other & 7P 2237MB  OkE Mar 29, 202
Software & Tools - Other Security Key Management Tool ¥1.06 for Linux Mar 29, 2024

B zZIP 17326 MB  H&EE

Security Key Management Tool ¥1.06 for Windows

Software & Tools -
B zIP 16348MB HAEE

Mar 29, 2024

2-19 Security Key Management Tool D&y O0— K
(2) Fooa—FMRETLELAS VR =5 FEfTL. ERIZIR > T Security Key Management Tool % 4
‘/X |"_)l/ Li'é_o
(B8) 41YARAF=IMNET LIS, RA— kX = a1—h 5 Security Key Management Tool #2813 5 &%
MELET.
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3. AWS O&EFE
RK7T)VH5—2320/—+DOOTATEDERITIZIER., AWS [CHEHET BE=HDT7HH  U—ba—

H—, £-[XAWS IoT & FreeRTOS 459 FKH—ERIZF VLA TESERZEHED IAM 1—H—) Ak
ETY,

AWS DREFIEDFHEMIEL, A&7 TUr—>a>/—k TRX 77 2 1) RX65N (2§35 Amazon Web
Services ##|A L 7= FreeRTOS OTA MEE A% (v202210.01-LTS-rx-1.1.3 LAFExtIShR))  (ROTAN7037)
[CERHBELTEYET, Fl=. UTOAWS FFXa AV bEBEBICTEHIENTEET,

o AWS M7 AHAD 2 FEERBRDEEAEIZDONT
https://docs.aws.amazon.com/freertos/latest/userguide/freertos-preregs.html

Frz. R7TV =230/ — b TEBRTEHTENAWS LBETESELSITTHICIEV—RI—FDE
EAMETY, YV—ROA—FOBEICOVWTIE M4FETOD Y FOEHE] LBRESELTIZEL,

3.1 AWS a2V —I)LICTRELETE

AWS o> vy—plcadA4 oL, 7F7Ur—3 >/ —k TRX 77 2 1) RX65N IZ# 1+ % Amazon Web
Services Z#|A L 7= FreeRTOS OTA ME 5% (v202210.01-LTS-rx-1.1.3 LAFExtiEhR)1  (ROTAN7037)
DIEDFIEERBEL T, AWS ~DIMREELEBEDREEIToOTLLESLY,

UTFICR7 TUr— 30/ — T2 29 FOYV—ROI— FEEITVELAWS OB E—EZ &L
E3CIN

& 3-1AWS [CRELGHE—E

AWS TO & AR =
Things " AWS NIRRT BHT/INA R (E/) DAHTZE | BEL=-E/ O&Fi#EHk%
(/) ZHBLET. 3.3.2(3)3 1R
Endpoint “* 1 AWS DE#E (URL) #&ELFET, BELEIVERRSA A
(T FRA 2 F) #E08%
3.3.3(1)

Device certificate AWS E#EICERYT 57 547> MERE., |AWS KU D a—FKFLEKE
(T34 REEBAE) K7 TYbr—23v/)—rTlE 10547 | 177 @2

v REEEAE] EMERLET, 3.3.2(6)
Public key file AWS IR 5 ABB T, AWS &Y Fyva—KLR
(NTV9IF—=T741L) K7 TYr—230/—rTIR TH547 | 77 @2

v REFEAEAARE] EEHRLET, 3.3.2(6)
Private key file AWS EfEICERT 2 WERTT, AWS kY SFoo—KLRE
TIAR—bX=TFAIN) | KFTUr—2av/—bTR 9547 |7 #2

v REFEAEAREE) EEHRLET, 3.3.2(6)
Root CA certificate ‘9 AWS E#EICERT 5)L— F CASERAE T AWS K Y&SHoo—KLE
(JL— k CAEEERE) ERR F

GE] 1. E/DABRT- TV RRA YV MEIEZDEERTZ2TOD T FAZBRETVET, BHRLEZEWH
ZEFELTHEOTLIEELY,

GE] 2. 9547 FEBAZRARKE - MERBIXIAWS ADT/NA REFHICOAXAF I O—RKTES
HIEBLTLESLY,

[E] 3. L—FrCAGEBRZEDA Y O—KIE, 7FUH5—Yar/—b TRX 7731 RX65N [2H(1+5
Amazon Web Services % F|F L = FreeRTOS OTA M RIRA;%(v202210.01-LTS-rx-1.1.3 LA *t
I5hR)]  (RO1AN7037) TIIEHLEFRBA. 27 FUS— 320/ — b0 [51.2] BIZTHEDY
A—FFIEZHBALET,
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4. TEITOS Y FOEEE
AETCIEXTEICERT ST Y FOERAEEHA FLET,

A7 TYH5r— 3>/ — TERBBED CK-RX65N v1 [& Cellular fr&E Y £9, ED RYZ0O14A R— K%
CK-RX65N v1 @ PMOD1 iFFICfEH L. ENAMILRY FT—9 TEHKELET,

BHEICOWTIE7 Uy —2ar/—k TRX 77 2 1) RX65N 1281+ % Amazon Web Services ZF|F L
7= FreeRTOS OTA M EIR A% (v202210.01-LTS-rx-1.1.3 LA IGHR)1  (RO1AN7037) O 2.5 Eix SR
LTLEEL,

-
Internet N

~ —

\ .
Cellular —
% Access Point

USB Micro B F E2Lite UsB
(Serial) (Debugger)
usB User PC

41 TETOD Y FOEEBR
FTEIOD Y FEFreeRTOS O 7O 1Y FEAR—X[ZLTWVET, FreeRTOS I loT #4258 (+1Z 4%
BV —RO—F%FEDT- loT Libraries #12tLTH Y. TOFTESS A1 IS5 ELTHA—ToVY—X
D Mbed TLS #ERALTWWET,
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ATEIOD Y FTEMbed TLS 5S4 TS D—EDMIEZE TSIP K54 /8D TLS [ APl TEZ# X
TWET, UFIZTEIOS 2V OV I bz 7HEEEZRLET,

Middleware
CoreMQTT OTA TLS
FreeRTOS Kernel |n;e:fr’1€al|3:j3(?a8'iee
)
Cellular FWUP
FIT FIT FIT Module
Cellular
Module CK-RX65N

42 TETIAD IV DY T bz TS

ATETODY MME. LUTO GitHub URD b I2H S RX AIFD FreeRTOS 7R Y fDv1.3.0 %
FEALEY.

https://github.com/renesas/iot-reference-rx
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41 I—H ZAR—ZXDERK

e?studio ZEHBL THLWWI—I AR—XZFEMLTLEEELY,

e2 studio [ZHIENH D=, T—HUVAR—ZADNRAE EEDODI7+ILETE2ZETL) (X 35 XFUREL
TLEEEW, 36 XFEULFREETSETAC I FOELFBIZIS—ERYFET, £, /AR
ASCII XFEDHEDTAALTLESLY,

[#51] C:\workspace Z#HRT—Y AR—R ELTHERT 546

Q e? studio Launcher [m| *

Select a directory as workspace

e studio uses the workspace directory to store its preferences and development artifacts

Workspace: C'¥wo|k5pacc| Browse...

» Recent Workspaces

} Copy Settings

? Launch Cancel

4-3 T—9 AR—REREE

42 TEIA Y bOAHA—FK
(1 TEIOCzHY bt/ BO—2

GitHub (iot-reference-rx : FreeRTOS reference repository) Ao TE Az Y 20—V LFET, K
FFa A2 kTIlE, Gitfor Windows #EFRLEEED IV O—2AEEHRBELET,

GitBush #EF L. LTOaTY FEEFTLTLESELY,

cd c:\workspace
git clone https://github.com/renesas/iot-reference-rx —--recursive

MINGWS:/c/workspace C:workspace (29 O—> 9 %1=8. Git Bash ZiE%.
ALobTaLOMNIZREE GE)

5 git clone https:// -reference-rx --recursive
oning 1nto 10t
: Enumerating o
0 9, , done.
e: Compr i i 0), done.
: Total o+ . ) reused 10056

-IoT-embedded-sdk® C(https://githulEl

4-4 FEJOCzH DY O—

[(X] e° studio ICHIEAH D=6, Yy O—2EDNRRAE EEDIT7+ILEFLEZED) X 35 XFLUAEL
TLEEW, 36 XFEULZEHRETSETAC Y FOELRBIZIS—ERYET,
EiEHITIX, C:\workspace 2y O—2 LTWETY,
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(2) ZHILETHER

GitHub K YA O0—FLETEIOD Y FMEIUTOE S GBI TEBREL>TULET,
UTFEFELGIAINETZEHLTLET,

Ft-. TSIP KSANEFEET 20, BETOS Y FHALEBM - TEET-oTWVWE3T7AJIL T4
BEFRFTRLET, FHITAFY—ILLGEEFFALTHERELTLESL,

iot-reference-rx
| ——Common
| |--common api/r_common_api_tsip.c/h
| ——Demos
| |--key_flash wr with tsip
| --IDT config
| -—Middleware
| |--mbedtls config/aws_mbedtls config with tsip.h
| |--mbedtls with TSIP
| |--network transport/using mbedtls pkcsll with tsip
|--Project
| |--aws_ether tsip ck rx65n
| -—aws_ryz0l4a_tsip ck_rx65n
| | -—e2studio_ccrx
I | |-=-src
[ | -—application code/main.c
[ |--frtos startup/freertos_start.c
| | | -—userdata_tsip
| |--flash project
| |--key_crt sig generator
--boot loader ck rx65n
| -—e2studio_ccrx
| | |--src
| --Test
| --Tools
| --Getting Started Guide.md
| ——README . md

X 45 TE7OS Y F A IILTHER

ATADY FTIETSIP RSANEFRATEH-OITEETOD ) FHOUTOESHBEELZERRELT
WEY,

e FreeRTOS. Mbed TLS O—EDMEH TSIP K54/ D API TEEHA, TNIZHESRZI— FDEM
o TILFRARVIREBETHDTSIP RSANADT I RAERZRET 51012, BEthHlE %80

o IIBAEZELZNERLRFETRTETI7 A/ TAIILFEHI=IZEM

o EBMLEBT—2DT—475 v 18T AHFANEDEM

o TSIP FSANEHKDOI-ODI—F—8 - SIREDRER T 7 A ILIEIM T + L F ZHFHT=(ZEM
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AooO0—KLEEIANFIZETEIOS Y FOYV—RO—FDEM, TEIOD Y FE2EBET D

EOHDY—ILVELBHMSATOET, ET7AILIOBERFLUTOREY TS,

x® 41 TEIODY FORE

THILEH

RE

Common
Demos
IDT_config
Middleware
Test

Tool

£7O00 ) FTERASINDEEI—F, SATSULKED
EDa -SRI TLET,
WEICIGLTIAaS Y bTYV O ENRET,

aws_ryz014a_tsip_ck_rx65n

K7 TV 45— a3>/ —bTEARAT S, TSIPIZHET S
Cellular ##RED 7O T FO T+ ILATY,
RIBUBOFIETARIA LT EA R—FLTERALET,

aws_ether_tsip_ck_rx65n

TSIP [ZXi9 % Ethernet RO 7R Y T,
Cellular fiR E BHMDFIETHEHAT 2 Z EMNAIRETT,

boot_loader _ck rx65n

A7 T)r—3>/—+TEARAT S, CK-RX65N v D
J—rO—47021H FTY,
RIBLEDOFIETARIANETEA R—FLTHERALET,

flash_project

OTA EERFIZ CK-RX65N ANET T 7 AL EEZT AL =HIZFE
9 % Renesas Flash Programmer @ 702z 2774 JL
TY,

key_crt_sig_generator

ESLICHERET 58, (REXERT HIY—ILEEETAIL
HEBMLTNET,
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43 Oy FDA R—F
UTOFIETHA 20—k Liz7a o bEAVR—FLET,
(1) e?studio Z#CEh
(2) [File (Z74JL) 1= [Import (4 ViR— k) ] ZERL. 1 v R— P4 70T &L LIFTLEZS

LY,

8 WorkSpaceRX - € studic

File Edit Source Refactor Navigate Search Project RenesasViews Rur
New Alt+Shift+N >
Open File...

_» Open Projects from File System...
Recent Files >
Close Editor Ctrl+W
Close All Editors Cirl+Shift+ W
Save Ctrl+S
Save As..
Save All Ctrl+Shift+S
Revert
Move...
Rename... F2

& Refresh F5
Convert Line Delimiters To >
Print... Ctrl+P

(= Import...
Export...
Properties Alt+Enter

B 46 4 vR— A T7RTRY Y 2EHL

(3) TExisting Projects into Workspace (BEF 7O 9 FET—9 AR—ZA~)] Z:EIRL T, [Next (X
~N) JREEI ) LTS,

& Import [m| X
Select \
A
Create new projects from an archive file or directory. H

Select animport wizard:

‘type filter text ‘

w = General 2
i Eile
|- Existing Projects into Workspa[el

=3 TiTe gystem

] Preferences

__J Projects from Fol§er or Archive
=" Rename & Import\xisting C/C++ Project into Workspace
e Renesas CC-RX project conversion to Renesas GCC RX
e Renesas CS+ Project\for CA78KOR/CA78K0
T Renesas CS+ Project for CC-RX, CC-RL and CC-RH
@ Renesas GitHub FreeR\QS (with loT libraries) Project
" Sample Projects on Ref\esas Website

= C/C++

= Code Generator

'? < Back Finish Cancel

4-7 BEETAD I b ET—Y AR—ZIAS UiR—k
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(4) Select root directory T 4.2(1)] [CTHYRA—2LEZHIULEERIRL, UTO 2207009 M
Fx vy LT[Finish ($&T) [R2 V&V 1)y LTS,

e aws_ryz014a_tsip_ck rx65
e boot_loader_ck_rx65n

& import ] X
Import Projects -
Select a directory to search for existing Eclipse projects. A

(®) Select root directory: |C:¥workspace ™ ‘ Browse...
() Select archive file: Browse...
Projects:

[ ] aws_ether_ck_rx65n (C:¥workspace2¥iot-reference-n¥Projects¥aws_ether_ck_rx A Select All

[ ] aws_ether_tsip_ck_rx65n (C:¥works pace2¥'|0£— reference-rx¥Projects¥aws_ether -

[ ] aws_ryz014a_ck_rx65n (C:¥works pace2¥'|0t-‘ eference-rx¥Projects¥aws_ryz014a, s

aws_ryz014a_tsip_ck_rx65n (C:¥w0rkspace2¥iot—reference—rx¥Pr0jects¥aws_ryz(I Refresh
[ ]boot loader ck m65n v2 (C:¥workspace2¥iot-reference-rx¥Projects¥boot loac
I boot_loader_ck_rx65n {C:¥w0rkspace2¥iot-reference—rx¥Projects¥b00t_|0ader_|v

Lot oo d_drrnn . _rC o i W1 .._‘_.._.___ SRV o W S S S,

>

<

Options

[ Search for nested projects

[ ] Copy projects into workspace

[ ] Close newly imported projects upon completion

Hide projects that already exist in the workspace

Working sets

[ ] Add project to working sets New...
Select...
'?' < Back Next > | Finish | Cancel

4-8 J—bO—FETTVr—arnTOdzy bELSL VR— b
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(5) 7RSIV FHAEREICA VR—rEINBEUTOLSIZTAD Y b - T/ RTA-F—I24 ViR—F
L 7= Taws_ryz014a_tsip_ck rx65] & Tboot_loader_ck_rx65n] ANGBMIENET,
JAaSzY b IVRTA-F—DBRRINGWNEEE, BEELD/N—IRI T 1 TD[C/IC++]E Y
w4 LTHhB, [Window (4> F™2)] =[Show View(Ea1—®MDFKR)] =[Project Explorer (7O< x4
b ITHORTO—5—)]&EIRLTZELY,

8 workspace2 - ¢? studio — X
File Edit Source Refactor Navigate Search Project Parasoft Renesas Views Run Window Help
|® & ~idLip- Y-l Biait- Q- Q |Ecces
1 Project Explorer X = g = 08 = O | 5% Outline X m
| T aws_ryz014a_tsip_ck_n65n ( ) fiot-ref¢ I There is no active editor that provides an
L& boot loader ck 65n (in e2stud gtoreferenc outline.
CSSpS S
[2 Problems x| B Console | (=] Properties | @ Smart Browser <} Smart Manual g =8
0 items
Description h Resource Path Location Type
< >
C/C++ Indexer: (77%) LBl

49 0oz b UR— MEOER
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(6) FOT Y MRIEHTEDHER

AViR—btLE220782 Y FZDWT, A*=a—&Y [Project (FAT x5 k) ]>[Properties (7
0/87 «) ]>[C/C++Build (C/IC++EJL F) ]>[Settings (%7%E) ]» 5 [lToolchain (V—ILFz—>) 27
#7909 L, Y=ILFz—2DHREN [Renesas CC-RX] [T TWB I E&#HERLET,

Build Variables
Environment

& Properties for aws_ryz014a_tsip_ck_rx65n O X
type filter text Settings P v 8
Resource
~
Builders
~ C/C++ Build Configuration: HardwareDebug [ Active ] V| | Manage Configurations...

% Tool Sew' gI Toolchain IDe\/ice / Build Steps Build Artifact | [sib Binary Parsers | @ Error Parsers

ck Analysis

Tool Chain Editor
C/C++ General
Git
Parasoft
Project Natures
Project References
Renesas QE
Run/Debug Settings

Enable toolchain tegration

Current Toolchain
Toolchain:-Renesas [LC-RX

Version:  v3.05.00

Change Toolchain (click Apply before switching tabs)

Toolchain: Renesas CC-RX ™

Version:  v3.06.00 i

Apply and Close

Cancel

4-10 Y—ILFz— DR

L T, Tool Settings (*V—IJLE&TE) 42 7 Z:#EIR L. [Converter] > [Output (HA) 1A/ 5 [Motorola S
formatfile (E bO—5 ST 7AMILEHENT D) INBRSN TSI EEZHERELTLLIZEY,

Q Properties for aws_ryz014a_ck_rx65n O X

|type filter text

Settings A - §

Resource
Builders
~ C/C++ Build
Build Variables
Environment
Logaging
Settings
Stack Analysis
Tool Chain Editor
C/C++ General
Project Natures
Project References
Refactoring History
Renesas QF
Run/Debug Settings

Configuration: |HardwareDebug [ Active ] ~ | Manage Coi

I ) Tool Settings I oolchain| Device| # Build Steps Build Artifact :._., Binary Parsers| @ En
Intel HEX format file (-form=hexadecimal)
Motorola S format file (-form=stype)

Binary file (-form=binary)
At ${workspace_loc:/${ProjName}/${C

aaitaiy
(™ CRC Operation
(2 Miscellaneous
5 User

¥\ Common

E\Compiler

brary Gener:
v B cohverte

Division output mot file (for Stype) (-output=<File name>) % |

Cancel

Apply and Close
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5. BLEIEAZEDERL

ATODHY FTIE, TSIPIZES TLS EHFEES LU, OTADETD=HIZHEHDE - SIAZFERT 51
ENHYET,

UTDOFIETH - SEAET—2 F/ERL.
DTIWNTNS 2 bAT—2EHELET,

5.1 TSIP Fis# & EEAE D %4

AYTINTOTSLTTSIP ZERALETLS BIEEEET H=0ICIF TR 511 ITRY. § - ;EAZOD
FHREBHRIDIDENHY FT,
AETE, ChoDBEAAEDAFHEL TSIP THAT HHHOEBRFIES LT, TOD ) bADE

[A.7E70Y Y ORI T e?studio 124 VR— k LizH

FFIECOWTEHRALET,
FIBIZH > THREAAZFOFEREZERL. TOD Y PABRET TS,

CORBIDEGEREAFHEOBEEZRLTVET,

TIE TR 5-1TSIP A - SEAZ DR 70— 2S5BS,

& 5-1

ooz FTHERAYSIREGEAEDAFAEE

% 5-1] TRLUEAZE - BOERT7O—IZDLY

BEIAZE

AFFE

HarAH ik

JL— k CAGEERZE

AWS Mo E 00— FY %,

CLI THMAL
(E1)(E2)

IL— b CAGEEAEER T — %

OpenSSL L EDY—ILEF->TL—H—
NMERRT B, (%6

J7A4)LETOdT
JrDEBEIAILE
[ZEBE LEAHAD

JL— ~ CAGIEAE R/ B

OpenSSL HEDY—ILEFE>TA—H—
PMERT B, (26
ERT—2%1—Y—NS5vTF5, 9
S J#ITIL— b CASRIRAZEZELARIIAL
ML LTHERT %,

J7AILETODT
JrDEEIAILE
[ZEEE LIZHA AT

T35, (9
Aova—KRLET—42%21——»"T vy
T35, F4H

924772 MEAE AWS Mo T/ RBFREFICEFYo0—F | CLlI TH&ARAD
-g—%)o (E5) (E1)(E3)
9347 v hEAERA AR AWS I\ T/ REFBFICAHoA—F | J74)L%&2TAdx

JrDEEIALE
[ZEEE LIZHAH AT

9347 v MERERWER

AWS 555/ ABRBCF9 o 0— F
T3, =9
HHUR—FLEF—8&1—4—1)5y
7% %, 0

J7A4)LE7TOdT
I rDEBEITAILE
[ZERE L ICHEAA T

GE] 1. TCLI ZXRTOS Y FAE-STWAAT U RSA A V3 — D1 —RADEEELIHFTY,
M Te15] BESBLTCES

[X] 2. CLIIZ& BHARAAFEIZDNTIE 16.1.5(3)] BESBLTLLEEW

[X] 3. CLICZ& BHARAAFEIZDNTIE 16.1.512)] BESBLTLEEW

[E] 4 Sy 7OFIEIZDOWLWTIX 15.1.5) BLETHBALET .

[X] 5 A9 O—KFIEIZDONTIE 3.1] fizsBLTLCESWL

[(£] 6. OpenSSL R =1ER AL 15.1.4) HESBL TS,
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51.1 ZIBAE - BOERR7O—

® 1-1TSIP #AWLM=TLS 78— TRLE7A—&Y, K7 TY 45—

EBOAF IO EHREHLFMERLET,

LUTHA IR 5-1) TRLEGEBAZE - BDS56, K77 U45—
O—ZLTFIZRLET,

var/— bTERET DAEHE

a3/ —LOFIETHERT HELDIER T

O—#JLPC CK-RX65N
) ) uepK €5 ] ....... . JL—CASEEE
L= hﬁAngm W-UFPK (JJm = ERRIAARR
LR \ LGy S
{: = » > | —& —RISwza
OpenSSLT x ) @Dﬁ,rﬁ . (ROM) NEF
£ » | L—Fcasmmsm SKMTTSwTF (W-UFPKO R EEE)
i
h -------- JL—H-CASEBEE Jb— hCASEBEE
- HE7—%  openssL a7 4
—...cEn || —— 3 3IFJISwsa
= & = & (ROM) NESZ
JL—FCcA
FiE] =5 |
.......... >
» CLTF—HI5woa
~E8
517
= . CUTF—#75woa
=4 > lan
Awstp ASLTYE Sy D57
Fo>0—k | iEaime e AWSANEE (Sv7)
. y" £ (%) » I EISwIa
= TN y (ROM) ABSE
‘ (W-UFPKOES ST
— DIA7
o SKMTTTYT ammmie (5v)
P 3 X > &, a-KISvIa
'! (W-UFPHKOMIEE ST {RDM} Agﬂ
urek € ;

W-UFPK

SKMT : Security Key Management tool

5-1 TSIP Ffg - SEFAE DERL 7 0 —

[(X] IW— b CASIEREZERRIIALRBEEY S 7 FMIRERAFHSE - WERIE TF 1-1) ITERELT
(V% TEncrypted keyl IZHELFET, TRZTNDORIFERIC W-UFPK DEHRZEZEAFZT7A4ILELT
fEEN, O—FI75 9 a~BERLET,

Ff=. LULTFIZ TH® 5-1] TrL1=UFPK - W-UFPK Ok 7B —# L TFIZRLET,
O—AJLPC
Kleopatra CPGPIRS{E. &S
UFPK w UFPK I
urpk PGP _(PGPESS W-UFPK
SKMTT ,.ivvee. B*’?‘r' _.. h
BnesasDLM‘ enesas DLM

Renesas
DLME—JT

S~

RenesasDLM
H— TR

P

HRK

WAYAEF1781

5-2 UFPK - W-UFPK M{ERL 7 B —

RIELRIZFIBAE - MOAFHE - ERAEDFIRZHALFT,
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512 JL— bk CAEIFAZDOAF
IL—F CASIFHEZAFLET, ABEOFLE TH 5-1] OUTORTEHALEBSICHEELET,

5-3 L— bk CAREFAZEDAF

AWS IR H)L— bk CAREBAEZAFLET, JL— F CATERAZEFLUT URLABEYO—FL
TLTEELY,

https://docs.aws.amazon.com/iot/latest/developerquide/server-authentication.html#server-authentication-
certs

A7OP Y FTIERSA DIIAZ42FEHAT 518 TAmazon RootCA1] #HALET, WEB 7594
MEdge DBAFI VI ZFREIUYH L, A*=a—&Y T&EZEMFTTY VI EREI 29V v0T5BES
rij_ F"C“%af'd_o

CA certificates for server authentication

Depending on which type of data endpoint you are using and which cipher suite
you have negotiated, AWS loT Core server authentication certificates are signed
by one of the following root CA certificates:

Amazon Trust Services Endpoints (preferred)

@ Note

You might need to right click these links and select Save link as... to
save these certificates as files.

I * RSA 2048 bit key: Amazon Root CA 1[£. I
« RSA 4096 bit key: Amazon Root CA 2. Reserved for future use. [:’- )

(i}
« ECC 256 bit key: Amazon Root CA 3[4 G
« ECC 384 bit key: Amazon Root CA 4. Reserved for future use. -

new AWS loT Core regions, beginning with the May 9, 2018 launch of AWS loT

These certificates are all cross-signed by the Starfield Root CA Certificate[4. All :
Core in the Asia Pacific (Mumbai) Region, serve only ATS certificates.

5-4 Jl— bk CASIBAZDSAH>oO—F
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Aoo0—RFHELUTOIFAINAFTEET,

e AmazonRootCA1.pem

Aoon— R LUEAZE,. 7O Y D aws_ryz014a_tsip_ck rx65n 7+ LA TFIZH S
Tkey_crt_sig_generator] 7+ )LZRDUTD I AL FITEEL TS,

key crt sig generator

|-- ca

| | -— AmazonRootCAl.pem
|-— ca-sign-keypair-rsa2048
|-— client-rsa2048

| -— output

|-- 1 rsa2048 convertCrt.sh
| -— convertCrt.sh

513 RSADHFERT EI AT FIBAZEDAF

RSA DERT (V547 FIRZERNEE - WER) EV5A4T7 YV MEAZZAFLET ., RIEDE
¥3 TR 51 OUTOFRTHAERDICHILET .,

55 9547 NERAE YV 547 v MIAERARHSE - MEROAF

D9SATVNIBHELE Y SA TV MIHERALARE - BERIIAWS H—N\ELTEHHERSINET, AWS
loTCore 4 F&kY., TINAR (/) DEHFEITOTLEEIL, E/ DEFRBIZBR7EISATUR
SIBAEAASA O O0— K352 ENTEET,
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AooO— K E7FI)5—av/—k TRX 77 3 1) RX65N [Z#1+% Amazon Web Services ZFIH L
1= FreeRTOS OTA MEIH Ai%(v202210.01-LTS-rx-1.1.3 LLEEXSAR)1  (RO1AN7037) @ [3.1.AWS O
Y= ILADYAL A S [33.FNNAR%EAWS I2E833 5] OFIEEERET BEIZITHo-TLES
LY,

X

Download certificates and keys

Download certificate and key files to install on your device so that it can connect to
AWS.

Device certificate

You can activate the certificate now, or later. The certificate must be active for a device to connect to
AWS loT.

Device certificate
243452f20d6...te.pem.crt

Deactivate certificate M Download

[

. = s, KE =
Key files ®77’r7./|“n1—tﬁﬂ =
The key files are unigue to this certificate and can't be downloaded after you leave this page.
Download them now and save themn in a secure place.
M\ This is the only time you can download the key files for this certificate.

. . = ~ =
Public key file B Download @7747./I~51T:
243452f20d69517516f8112...febfddc-public.pem.key Eﬁ]%ﬁﬁ//_}ﬁﬁﬁé
Private key file M Download @75’(7) FEJ.T:
243452f20d69517516f8112...ebfddc-private.pem.key Eﬂ%ﬁﬁ *,ﬁ%‘!f@

Root CA certificates

Download the root CA certificate file that corresponds to the type of data endpoint and cipher suite
you're using. You can also download the root CA certificates later.

Amazon trust services endpoint B Download
RSA 2048 bit key: Amazon Root CA 1

Amazon trust services endpoint B Download
ECC 256 bit key: Amazon Root CA 3

If you don't see the root CA certificate that you need here, AWS loT supports additional
root CA certificates. These root CA certificates and others are available in our developer

guides. Learn more [4

Done

M 56 # -dAZENF Vo O—F
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UTD3 DD I77AINNEESDA—KRTBHIENTEET,
%R 52 4900—KgB377/4IL—&

BS A

T774ILA

RK7TVr—av/—rTO
&KL

D Device certificate
(F/34 REEBAE)

xxx-certificate.pem.crt

92472 MEAE

Public Key file

@ | (kT ywrE—T740)

xxx-public.pem.key

9347 v MERER AR

Private Key file
3 y

(TFZAR—=+rF—T74))

xxx-private.pem.key

9347 v hMERERMER

GE] 1. DR -BBEREIFAILIZAWS OV Y—ILTE/ OERBIZOAS D O0— RA[REE=-OFE

LTLIESLY,

[E] 2. xxx (IIEBOXFEIELYFET,

AyoO0—KRLUT=GIBAEL#F., OP Y D key crt_sig generator 74 ILFICUTD LS IZEEL

TLEEEL,

key crt sig generator
|-- ca

|-- client-rsa2048

| -— output

| -— convertCrt.sh

| | -— AmazonRootCAl.pem
|-— ca-sign-keypair-rsa2048

| | -— xxx-certificate.pem.crt
| | -— xxx-public.pem.key

| | -- xxx-private.pem.key

|-- 1 rsa2048 convertCrt.sh
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514 JL—k CAEIFRZENERER
AoO0—KLt/— bk CASIBAZAFEALT. 7ASIY b (Y—Ra—K) AZEETFNET., KB
DL TH 51] OLUTORTEAESSICHSLET,

O—AJLPC CK-RX65N
uFpK = i
e g |7 JL— -CAGEBEE
JIL—FCASTRER W-UFPK h ] I|:I B TR
4l >‘% 1 _(Zv7) o
:: s _< = a— IwIea
4 & ——-
OpenSSLE »|  L—rcasimEE SI(M'I_{;J_T (W-UFPKOmIESEE) (ROM) N2
gz lllll — 5 G L =
HpEE =
D .- . L hcAdmE J— CAGIEE
i 2579 gpenssL EET
: —|...C0RE8 || —— I-FITw3a
= & = & (ROM) AE23
—[-CA F'y
EC T B8,
e » CLUTT—5I5woa
— ~ag

5-7 JL— bk CAGEEAEDER K

LUTOFIEICTIHAEDEBREIT > TS,
NLDEBRICIETAD T R TAILED key_crt_sig_generator RICRV TR I7 74 ILERELTWE
To ROVT R ITZ7ANIET IR ) Tk (bash) IZTEITLTLEELY,
A7 TVr—23 20/ —bTEHVILRY ) TrOETREE LT Cygwin 2FEALAITHRALET,
2.3] #iZSH L T Cygwin ZRTTE D ERZEIToTLEELY,

Fr=. RV VYT EETOHIZ [51.2] 1513 BOFIEICTEED I 7AILERED 7+ ILFIZEE L
THEWWTLFEELL,

(] ROYTFEERFTLESERKX. TRY 5 LETRICLT 16.156)) 28RBLT—2 75 v 108K
ZiToTLESW, = 1514]) »id [51.5] O—EDEXEFERE L TERELTTSL, MM
FIEZERT DE. ERENFT—2OEESHPRNLGLLGIGEELAHYET,

(1) RSAJL—k CAGIFRED L

ATODY MR ENTWASERTI Y FEERTL, RSAIL—F CAGEBAE L DER BsRICEML F
ERS
ZD#H. RTVY FTIEIL—F CAEHEDER AR E ERIRILICHEAY 5 RSA-2048bit DFEAT (JL— k
CAGIAZER RS - WER) ZERL. ERLEETOWER (L— b CAIRAERMER) ZEAL
T. L—F CARIRAEICH T 2BR T2 AR LFET.
EHMEOBZT—21F. AV FOYV—RI—FIZERTESHLSICCEEOEIIBRICEBRINE
ER

Cygwin #E{TLTUTOaTY RFEAAL., O Y O key_crt_sig_generator 7+ JLZ~FEEIL T
{f2&ly,
cd /cygdrive/c/workspace/key crt sig generator
[;¥] _LE&2IE Tworkspace/key_crt_sig_generator] 7+ I FICRAH ) T T 74 ILEEREL-HEDH T
T UTFOaATUFEAAL, RV TREETLTLESL
./1 rsa2048 convertCrt.sh

I8 /cygdrive/c/workspace/ & 1§ 1 " mwrm_nn/key_crt_sig_generator — o X

5-8 7)Y FDOET
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(2) EHIFAILDTOD Y FADZER

A1) 7T rDEFTH. key_crt_sig_generator /output 7+ ILFIZLUTDE « FFED 6 DD T 7 A ILHERK
ENFET,

key crt sig generator

| == ca

|-— ca-sign-keypair-rsa2048

| | -— rsa2048-private.pem

| | -— rsa2048-public.pem

|-— client-rsa2048

| -— output

| | -— AmazonRootCAl crt.der

| | -— AmazonRootCAl crt array.txt
| | -— AmazonRootCAl sig.sig

\ | -— AmazonRootCAl sig array.txt
|--1 rsa2048 convertCrt.sh

| =—convertCrt.sh

LEIT7AMILDEMILTORDESY TI,

= 53 THI 7 A ILDEM

£ ™ T74I%
JL—  CASIEAEZERMWERT 74 J/)L (PEMEX) rsa2048-private.pem
JL— ~ CARIEAER #7141 )L (PEM EER) rsa2048-public.pem
JL— bk CASIEAZET—4 (DER =) AmazonRootCA1_crt.der

JL— bk CASIBRET—4
(C EEBD uint8_t ZEZFI D2 TEE k)

WMERIZTERINIIL— b CASIHAEZEELT—4 AmazonRootCA1_sig.sig

WERICTELINT-IL—F CAIREZELT—4
(C EE D uint8_t ELH|D s TEL )

AmazonRootCA1_crt_array.txt

AmazonRootCA1_sig_array.txt

EEOBEHT74ILD 5B TAmazonRootCA1_sig_array.txt] A%, MEZEEIZTEL Shi=/Ll—+ CAE
BHEZELT R LBYFET,
CDITF7AIIE, ERENF=NAF)T—2% CEED UntB_t HRIIOBATHARLI-E DTS, £RE
1= TAmazonRootCA1_sig_array.txt] 7O 9 FOUT 74 I FICEEERELET,

\iot-reference-rx\
Projects\aws ryz0l4a tsip ck rx65n\e2studio ccrx\srcl\userdata tsip

F1=. Tkey_crt_sig_generator /ca-sign-keypair-rsa2048] 7+ LA (2, JL— b CASIBAZERALARE T 74
JL (rsa2048-public.pem) EHMZHE T 7 1 JL (rsa2048-private.pem) HNEMINET,
NRBT7AILIE, L— b CASIRAEZERREALARBERD=HIC [5.1.5] HOWETHEASINET,

R20AN0749JJ0100 Rev.1.00 Page 38 of 100



RX 2731 TSIP RS54 /\ZRL - TLS EZIZ K % FreeRTOS OTA EIR A%

515 #Bn>Sv7E&TAS Y ADEER

ERL=IL— b CASIBAZRLAMBE IS4 72 NMIAERAME - ERE2SyILTIAY Y +
(Y—ROA—F) ~BEETVET,

CD3IDODRIFA—F—RBEHYES,

AETIL 151.4] TERLIZIL— CASIHAZEAAREI7MIILE. 1513] TAWS &KYSFHoo—F
L2054 7> MEAERLHRE - MER D 7 LEFERALET,

5151 80> v TOHME

TSIP KSA/\(d, FXD1I—F—@EAHNE LTRFFERNED, #ES Y TLTTSIP RS 4 /342
ARG BRI ERT ZBERHY ET,

TLS THEATIRELAAELRAM%. —MRICPEMBEXTRESNES, TSIP FSAN\THERAT H7-0HIZF
PEMBEXDOBI 7ML ORBT—2Z2HELFET, D%, Renesas Key Wrap +—E X (Renesas DLM
H—/\ZFEH) & U Security Key Management Tool Z#H L TH# %S5 v FLF T, Renesas Key Wrap
H—EXTORERT—FDHYERY (X, OpenPGP BS{LABRETT,

FIEOBEIFLUTDOESICHYEY, FMITIRELURTFIRERLEY .

(DSecurity Key Management Tool #{#f L TEX®D UFPK #{Em

(2)Kleopatra #f# L. UFPK % PGP i§51t9 % (Renesas Key Wrap ¥—E X TOYEY T 571=8)
(3)Renesas Key Wrap 4 —E R #EHA L T, PGP BS1t L1z UFPK ZIL R Y A~NE(E

@PGP 521t a1 f= UFPK % Renesas DLM 4 —/\THS 192 ULRHRANTHRKMEASN D)
QIR YR YBESIEEhtz- UFPK GEERIC PGP EESIEEN-1 D) £2ETH

©®Kleopatra #{EfA L PGP l§SiL&#EE L. BEE{EI iz UFPK (W-UFPK) ##%

O—AJLPC
KleopatraCPGPIAS{E  B=
1
UFPK g W-UFPK
® UFPK %pﬁ PGPIE PGPEES a= W-UFPK
SKMTT ... iyl = h
ES: > @ '
/ d
enesasDLM enesasDLM
s @i~z | prsEe |®

PGPEETEE -

Renesas

I Wrap | [oLmer—s @
. \F‘.enesasDLM h

H—J)(THS{E

HRK

WFHBIAeF17891 b

5-9 UFPK/W-UFPK & R F I

R20AN0749JJ0100 Rev.1.00 Page 39 of 100



https://dlm.renesas.com/
https://dlm.renesas.com/

RX 2731 TSIP RS54 /\ZRL - TLS EZIZ K % FreeRTOS OTA EIR A%

@Security Key Management Tool #fFRA L Ta—H—8 (L— ~ CASIBAZERLREL Y 54 72 MRS
RARE - WER) % UFPK TS v 795 (Encrypted key MAERK) . Encrypted key [Z[& W-UFPK ##£&
L. Sy 7#hOELT S,

@y ILEBEEILBI7AILEY—RO—RIZEHET S,

O—#AJLPC CK-RX65N
Cicmmn i g
— 5 | g =
RS v T —
= > X = » I—FISwza
C'pe”sggé ..... L LCARE=R | skMTTES YT (W-UFFKOMIES S ) (ROM) ~5i53
P _
D -eeeeee Jb—h-CAGEREE — HCATERE
8E7 OpensSSL 87 7
; —|...5EREE || —— 3 FJ5v3za
i — & = & (ROM) ~NEE
r A—lca : :
— I, -1 N
» CLTF—HI5wIa
NEF
P57V
SIS
— ~ CLUTF—2J73wv=1
—R T NnE8
AwsdED 547~ Sy TSAF I
&> O- e e ABEALKE (597)
eﬁ > x > Leﬁ p 1 FEITSwZa
. (W-UFPKDMIESETI) (ROM) ~EX53
. - IS5 F b
 ETE : SKMTTIYY  mmmie (5v7)
h : > y Lh d—-RISw3a
: N > >
5 4 (W-UFPKOMIESSH) (ROM) N5
UFEK €= : :
W-UFPK (Jjwm } @
— SKMT : Security Key Management tool
v 8 src
v application_code
» £ frios_config
£k frios_skeleton
» £ frios_startup
E% smc_gen
v [ userdata_tsip
) encrypted_user_rsa2048_nd_keyc |
5 encrypted user rsa2048 nd_key.h
U encrypted_user rsa2048_ne key.c
& encrypted _user rsa2048 _ne keyh )
U encrypted_user rsa2048_ne key2.c | ®
& encrypted user rsa2048_ne key2.h

5 AmazonRootCAT1_sig_array.txt

5-10 BIFHRD S v TFIE

3 DM Encryptedkey (JL— b CAELZRIIANRE V547 FMIRZAARE - WHE) (X TSIP NER
WET, HRK £ HUK #ERAL T, Fv 7EHDRICEES/ESIfz Wrapped key & L TERINET,
Wrapped key [& TSIP AELIETHES SN AWS EHEFICERINE T,
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5.1.56.2 UFPK & W-UFPK D {ERKL

#BnS v FIZEHAT S User Factory Programming Key (UFPK)& W-UFPK (Renesas Key Wrapping 4 —
EXTIyTENF-UFPK) 2B LET, RKEOEEE TR 5-2) OBFSITHEBLET,

EE®D UFPK #£ /L. DLIMH—NIZ7vy FTO—FLTW-UFPK 245K L F 9, UFPK (XZERRIIAD
NEARESY TTH-HDIZERTHH8TT,

Security Key Management Tool Z{#f L T, DLM 4 —/\NRZ(H{F+5 7 +—< v kD UFPK® 7 7 A JL
FERTHENTEET,

UFPK & W-UFPK D ERLITHBRIDAEEL FT

(X] ABETES Y TTHERT S UFPK 8L URES{E Stz UFPK (W-UFPK) AR FIEZHBALET,
L. CCOFIETERT HBEREIY O TILDLO, RESTREARAT S EETEEEA.
EELREICERTIGEIIHMEBOREERT IVHENHY . TALDFHNEMMETIUSI—T 3
V) —brEECHAELTVWET,

WA HRIAAVE B/ CEHEAFTEOEERICBESIE TV EEVWTWETOT, BBR5I0DHD
LA HRILY PO REEZRZAIZCEMEE < &L, hitps://www.renesas.com/contact/
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(1) Y—ILDH#E

BOSY TERTTBEDITUTOV—LEFERLES, EV—LOEY b7y ITFIRESRLTEAT
EHREELTIESLY,

¢ Gpg4win (Kleopatra) . 121 g
e Renesas Key Wrap 4—E X : 2.2] EiSHg
e Security Management Tool : [2.4] &i5HE

(2) Security Key Management Tool (SKMT) DE&TE

4 >R b—JL L 1= Security Key Management Tool ##Z&) L. [Overview (#E) 12 7% 1Jv o LT,
Select MCU/MPU and Security engine (MCU/MPU éREB T2 Y) | MIBET. RXFamily, TSIP] #
BEBRLET,

E Security Key Management Tool — ] * ‘
File View Help
encratc UFPK Generate KUK Wrap Key TSIP UPDATE FSBL DOTF  SFP

RENESAS

Security Key Management Tool

This tool is designed to assist in the preparation of application and Device Lifecycle Management (DLM) keys for
secure injection and update.

Keys are securely injected via a User Factory Programming Key (UFPK). which must be wrapped by the Renesas
Key Wrap Service to obtain a wrapped UFPK (W-UFPK)

Keys are securely updated via a Key-Update Key (KUK), which must be securely injected

Please refer to the specific MCU/MPU documentation for more information about supported security features.

Select MCU/MPU and security engine : R)( Family, TSIP -

Please select the target MCU or MPU before continuing.

5-11 MCU LS T2 O U DER
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(3) FX®D UFPK 4Rk
UFPK #ERELE T, RIEEOFX(X TH 52] OUTORTEALEESSICHESLET,

O—AJLPC

Kleopatra CPGPIRSIL. 85
I 1
UFPK W-UFPK

UFPK 'I;Epﬂ PGPiEE _(PGPEESIE) P W-UFPK
SKMTT =ik =

Erenesas DLM enesasDLM
— /R E E’—J{D‘Bﬁﬁ

Renesas
DLMHE—/X

\Renesas DLM h

aiYd =y 4
HRK

WA F1 7Y+

5-12 XXM UFPK DERL

Security Key Management Tool 7 7'1) M[Generate UFPK (UFPK £8%) 124 7% v LT, UTNIA
BOBREZETo>TLIESLY,

e User Factory Programming Key [Generate random value (ELEAERMEEZFERT %) 12 =R

e Outputfile (HAT7AIL) HATBHUFPK 727 A LDREED/INREFHRE. 771ILE%E

11—

lsample.key] & E%5%E
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REMSET L= 5[Generate UFPK key file (UFPK 2 7 A ILEERT S) |\RE2ZE9 v o LT, EED
THILFIZUFPK 7274 ILEEH AL TLIZELY,

B3 Security Key Management Tool = O x ‘
File View Help

Overvief Generate UFPK (Jenerate KUK Wrap Key TSIP UPDATE FSBL  DOTF  SFP

A User Factory Programming Key (UFPK] is used to securely inject Device Lifecycle Management (DLM) and
application keys during production programming.
The UFPK must be wrapped by the Renesas Key Wrap service and then used to prepare keys for secure injection.

User Factory Programming Key

(®) Generate random value

(_) Use specmed wvalue (32 hex bytes, big endian format

00112233445566778899AABBCCDDEEFF00112233445566778899AABBCCDDEEFF

Qutput file (key) :

Chworkspace\key\sample key Browse...

Generate UFPK key file

& 5-13 Security Key Management Tool 1Z& %5 UFPK MDA Rk
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AFHONEBHERRTIBIZUTOL S ICRRSINZOERTETTY, EELIZ7HILAFIC
Fsample keyl] 27 AILBNHASINTNBD I EFHRL T,

Output File: Chworkspace\key\sample.key
QPERATION SUCCESSFUL

5-14 HAOHER

(4) UFPK @ PGP BE= 1t

5.1.5.2 (3)] THERL L 7= UFPK (sample.key) %. Kleopatra Z{#fH L TYERL L /= OpenPGP 87 &)L

YR EXHLT- PGP AR T PGP i

SELET, REDCKEXEE TH 5-2) OLUTORTEHATLZESIZHE

LLET,
O—#AJLPC
Kleopatra CPGPIERL. 1HS
1
VP W-UFPK
UFPK FEPE PGPIHS PGPIES gz LLUEPK
?ft i
SKMTT L vieen —
T b | >
enesasDLM enesasDLM
’ e R

WY EeFa1 7Y+

Renesas
DLMH—JT

\Renesas OLM

H—I TS

P

HRK

5-15 UFPK ® PGP &

Kleopatra MEI®E T. [Sign/Encrypt (B4 /g
FATHRRTREINDDT,

=1t

FE) 1R & D)y LTS,
lsample.key] Z#EE L T FZELY,

T7AILDFRTA

™ Kleopatra

i i ertificates  Tools Settings Window Help
d & R B B Q
Sign/Encrypt | Decrypt/Verify Import Export Certify Lookup on Server

[Search._<Alt+Q>

| Al Gertificates

= All Certificates Imported Certificates

El

Certificates Notepad Smartcards

=4

(J

Name
keywrap

E-Mail

-I'\n.--I:‘l'l =0

User-IDs  Val
certified 10/¢

5-16 sample.key DIE

=1t
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%#Ruﬂwr»l s L CERAMEILOEZEEAE LD T, LTD K S ISign/Encrypt Files (B4 &
Sit) | ORFEEm CHERL-EBEZEELET.

e Signas (£4) : 2.2(2)] IBTERLI=B5® OpenPGP #X7 Z157E
e Encryptforme (B BEHD-HIZEESE)

12.2(2)] ETHER LB D OpenPGP $#XR7 %#15%E
¢ Encrypt for others (DA D-HIZEEFIE)

r2.2(4)] BTZ8E L)LY R PGP AF# (keywrap) %ZETE

lOutput files/folder (HA%E T+ ILE) | AHAXTAILEFZEHRE LT=5[Sign/Encrypt (R HEE1L) ]
REUED )Y LTLESW, HBELEZAHILAIZ PGP EBS{E Sz UFPK (W-UFPK)
lsample.key.gpgl 7 7 1 ILHMERSNFET,

 Sign/Encrypt Files - Kleopatra ? X
Sign / Encrypt Files
Prove authenticity (sign)
Sign as: P waims W “odmars  mds w s o-(certified, OpenPGP, created: 6/5/2023) v
Encrypt
Encrypt for me: Mirdaaal -~oleasl »r#Tamanna  (certified OpenPGP, created: 6/5/2023) v
Encrypt for others| Keywrap % msi @ M= J. 1 maz] 1 £t 00 0m Bt W m W (certified, OpenPGP, cre‘ 2
‘ m Please enter a name or email address... 2
[ Encrypt with password. Anyone you share the password with can read the data.
Qutput
Output files/folder:
|—E ‘C:/workspace/lil' Formwp = = L= w1 3/sample key.gpg L x| ‘ ]
[ Encrypt / Sign each file separately.
Sign / Encrypt Cancel

5-17 sample.key & PGP &S 1t
(5) PGP BEE1t L71= UFPK % DLM 4 —/\ TR 21t

PGP 551t L= UFPK % Renesas Key Wrap Y—EXZFR L TCHEEILLET ., RKIEOEXIT TK
521 OLUTOFRTEHALESRDIZHASLET., DIMY—/NHATIETHRK #FH L CTEBE{LINET,

O—AJLPC
KleopatraCPGPRESIL 65

W-UFPK
urpk  PGPEY (PG P (PGPIESIE) s MLUERK
FRSIE S
SKMTT ....... -
g e % -

enesas DLM enesasDLM
A —JMSEE

A
PGPS -
v
— Renesas
M| B O
- Renesas DLM h
\ b —J(CRS{E
HRK

WFBIAEF1T7H1

5-18 UFPK DEEBILDT=HD7 v TA— K LEEFIL
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Renesas Key Wrap #—E XM Web ¥« ~cOF 4> L. by TEEMS[RENESASRX]ZV ) vy L
F9,

Product selection

w1 1 s already logged-in. FAQ Japanesc(H4) English(3E8)
|

|
PGP key exchange| Display history Change password

|
T %ﬁ The RZ family users.
N

The RX family users.

R

N

The RE family users.

RE
ﬁm The RA family users.

Renesas Synergy ™  Renesas Synergy ™ Platform users.

5-19 BES1LT 577 3 1 D=FER

LTFOT A ZEREENRTSNDDT, [RX65N/RX651 Encryption of customer’s data (H&E#kT—4
E=51) 120U v LET,

Key Wrap service screen

w..al ata is already logged-in. [AQ  Japanese(EIsE) English(3s)

‘ RX231 Encryption of customer’s data

| RX65N/RX651 Encryption of customer’s data |

‘ RYX23\W Encruntinn nf riietnmar’e data

5-20 T/N R T )L—TDER
[Encryption service for products (ERARSIEY—ER) [OU20 %01y LET,

RX65N/RX651 Processing screen

| M utdiis already logged-in. EAQ  Japanese(EIZEE) English( #F5)

|
e
1

RX65N/RX651 Customer data selection screen

‘ Encryption service for products ‘

e Key?2 (customer's key gene'ated by you will be encrypted by “HRK-." (the embedded key of RX65N
chip) and sent to you.

Please use TSIP driver Version 1.08 or later.

If you are using Version 1.07 or earlier, please contact the TSIP driver distributer.

B 5-21 S —ERDER
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7y 70— FEEAKRTKINSDT[Reference (BB) 1R2 %01 vo LT, [51.524)] THERLT:
lsample.key.gpgl #4187 L. [Settle (BETE) 17R2 %01 v o LTLESLY,

RX65N/RX651 Encryption service for products

391 =1 s already logged-in. FAQ  Japanese(EIAGE) English(3:3)

Use our PGP public key to encrypt Key2 that you have made as the customer key.

Specify the file for encryption by using the browse button, and click on the OK button.
Example: xxxxx.pgp, etc.

‘C‘¥fakepath¥5alee.kev‘gDQ m

522 UFPK® 7y 77—k

Ty 7A—FMNETTHEUTOEEMNRTEIN, Renesas DLM H—/NIZTHEESIENETINET,
EEEMNTET TS E, LY REY A—)LIZT Tsample.key_enc.key.pgpl MELNTEXTIT DT, EFED
THIVFITREFELTLIEELY,

RX65N/RX651 Encryption service for products

‘ vl - eliis a|ready Iogged—in. FAQ Japanese(H#E) English(3558)

|

‘ We have accepted your request. The encrypted key data will be sent to the specified e-mail address.
Please check the e-mail.

X 5-23 DLM Y —/I\~nF7v FO— KET
(6) sample.key_enc.key.pgp ® OpenPGP &

LR YR & YESNTET sample.key_enckey.pgp (W-UFPK(PGP BE&1t)) #EBEH® OpenPGP #~X7
THEB LT, W-UFPK (B§E{tEniz UFPK) 2K LET . RBEDOEXE TH 5-2) OLUTOFRTHALR
B ICHALETS,

O—#AJLPC
Kleopatra CPGPRRSIL. 155

UFPK WUFPK
uFPKk PGP _(PGPEES

SKMI‘C _,@% RSt %

nesasDLM
-ln —JWNER
PGPES‘E&
Renesas
i [wirap [JoLMy—s
= N o
HRK
W=+ 791
& 5-24 W-UFPK D1ERk
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Kleopatra T[Decrypt/Verify (f88/4&5E) 1/R2 %2 ) v LT, 774 IILOERBEET
lsample.key_enc.key.pgpl ZFEIRL TS, ESHRABINET,
EENETLEORTEENRTEINSDT[Save All (TRTHRE) R4 Z2vyvo LT, ESL-#
BIDI77A4IILERLE 7 HILAIZET SNz, [lsample.key_enckey] B Eh

ERELTCESWL, BS

Y9,

LIET. sample.key DEESLILET T, sample.key _enc.key A W-UFPK &2 Y EF,

 Kleopatra - O X
File View (ertificates Tools Settings Window Help
Ha i R B B Q = 3!
Sign/Encrypt | Decrypt/Verify Import Export Certify Lookup on Server Certificates Notepad Smartcards
|Search. <Alt+@> | | Al Certificates v
[ All Certificates  Imported Certificates ©
Name E-Mail User-IDs  Val
ikeywrap imcdrrH o o o7 LiHCA TIREED - certified 10/
i wl AL il TR R T certified 6/5,

™ Decrypt/Verify Files - Kleopatra 7 X
Qutput folder: ‘C:/worksuace/'l'".'l" I ST - U b | a [

All operations completed.

sample key_enc key.pgp — sample key_enc key: Decryption succeeded.

Note: You cannot be sure who encrypted this message as E is not signed.
1

Recipient: Jura'L k" suarakd plqniiedr VDD AT 225 0

Save All Discard

5-25 PGP 1512 & % W-UFPK D{ERL
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5153 BT—42D5v7

JL— CASIEAZERAMBET—42 (UL— CAIIHAZEZERARIAALHAR) LUV Z14 7 MIHERAL
B - MERT—4 % 15152 UFPK & W-UFPK MEfk] TRk L 1= sample.key (UFPK) &
sample.key_enc.key (W-UFPK) #ERLT. 7A2 ) rABRTEIT—I~EBRLET,

EMT—RE LD IBOEBEZTNTFNUFPK TSy LT, W-UFPK LA LD ERY FT,

(1) ERYTHRT—4%

5,14 JL— b+ CASEAZEDER AR TEMLIL—  CASIAZERAARE L [5.1.3RSADEBRT LY
AT MEAEDOAF] TAWS FYAFLIEPEMBRDY 547 > MEAERAEKEE - ERT 7 A
WAL, Jb— k CARERREZRIRIALRRE Y 5472 MIRELFR - WERT -2 ZHELET, &
nolE, UTO3ID2DRITI7AILERYFET,

o JL— bk CAFIFAER BT 7 1 JL(PEM)
/key_crt_sig_generator /ca-sign-keypair-rsa2048 /rsa2048-public.pem
o V34T NIAERAHED 7 1 IL(PEM)
/key_crt_sig_generator /client-rsa2048 /xxxx-public.pem.key
[E] xox FEEDOXFERYET
o VSAT Y NIHAERMWERD 71 IL(PEM)
/key_crt_sig_generator /client-rsa2048 /xxxx-private.pem.key

GE] 1. xxxx [FEEDOXFELBYET
[(X] 2. 15152 ETHERLEUTD2 DORZAVWTLERBOS v TE21TVVET,
e UFPK (sample.key)
e W-UFPK (sample.key_enc.key)
CCTHERTIRBIIUTORTHARLRBEGY FT,
JL— bk CASIEAZEZERRAMALFARE Y S4 7 FMIAERAHE - MERDS YEUJIZERT 5 UFPK
W-UFPK [XFRIL3E D TY,

O—AJLPC CK-RX65N
) UFPK % ] ....... - — hc,ﬁjfﬂgg
Jl— h-CASTAERf W-UFPK P 2 SEIGIALHR
L \/ 1 (v o
= > A Y R >
0penSSLT . T (ROM) ~NE5
:-E]i,'.i ..... > I_ Cﬁiﬁﬂﬁﬁﬂ SKMTTSw T (W-UFPHOMIES &)
=g
(s TR — I-CAGEREE Jb— hCAEREE
: FB7 Y ppenssL BET 4
: —]....T0RE8R || — I FJSw3a
: =3 = o (ROM) ~NEE
Atca r
FLE] LBy
> CLUTTF—HISwa
~nESE
3A4F >
FE:E]
— _ CLUITT—4275w3a
5 ] " S
AWsED DSLFE Sy R
Fo>0-F o| BT 5“";:’ 7 SARERLER (5v7) e
C > > ;E‘;ﬁ —_— I FISw3a
‘\\‘ (W-UFPKO MRS S ) (ROM) B
— _ DAL
DI F : SKMTTZwT - =u
SnEER=E E y JM%EM (v S fme
h : = S L h — — IWra
A 'e (W-UFPKam#EE =) {ROM) )\Eﬁ
UFPK @ ) :
w-UFPKh }
SKMT : Security Key Management tool
5-26 KIETHEATLIHRT—4
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Zh5Di#T—4 % Security Key Management Tool [CAAL., Sy TEN=BI7 7/ ILEERLET,
CCTHERTIHEIT7AILIE. UFPK TSy TEn =8 (encrypted key) IZ W-UFPK Z{inL TR
Cxh MHAHRAHTEELRY —RO—RELTHASIET,

W-UFPK [ TSIP AEIDUEB TS v T2 MR 5-OIZFERAINET,

FRERBIFAIVIEAWS IZERLIZTNA R (/) ITRHIELTWST8, BHET/N\A IA~NERT 515
BlE. BO7MLDS Y TEZDEMERET 2LENHY ET,

RIZ. BIO7AILDSY TFIEERLET,

(2) JL—k CAGIEAZZER R ALRBOER
»;;CAE%%%%ﬁﬁmﬁﬁﬁéimbiioKﬁ@#%@FH54J®UT®%fE&E%ﬁtm
HLFET,

O—RJLPC CK-RX65N
e ey
r J—LFCASIBAER W-UFPK O BTN
2B v DGy -
C == X - I-KISwa
> > l[ = ——
UDEF’]SSLF = — F (W-UFPKOMIEE =) {RDM] Agﬁ
m IIIII ’- — CA: I SKMmjwj AL L5 3l
(s L hCANE N hCAsEnE
B : FE7 Y ppenssL a7
: — ....:@?.Eﬁgﬁ.....‘. “ | — J—kISwZa
= @ = O (ROM) ~NBE

B 5-27 JL— b+ CAGIAZER BRI ALFRDOER
LUTDIL—+ CASIHAERLMKRB I 7ALES Y TILT. 7O ) MZHAADIL—  CASIAEE4A
BRIEEAARBEERLES,
/key_crt_sig_generator /ca-sign-keypair-rsa2048 /rsa2048-public.pem
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@ Security Key Management Tool 7 7! M[Wrap key (DS v ELS) 12749y o LT, &b
[Key Type (BDIEFE) 2720 Uy o L. BOBELIYRSAIOT OARE U EERER., VR RKY
2048bits, public] ZFEIRL T FZELY,

ﬂ Security Key Management Tool - m}

Generate file

% |

File View Help
Overview Generate UFPK Generate KUSIP UPDATE FSBL DOTF  SFP
Keys must be wrapped by the UFPK for secure injection or by the KUK for secure update
ILM/A DLM-S5D ) AES 128 bits ) ARC4
(KUK I (®)RSA 2048 bits, public ~ I_’- TDES
A Root publi O ECC secp256r1, public
(Y HMAC  SHA256-HMAC
Wrapping Key
@ UFPK UFPK File Browse..
W-UFPK File : Browse...
_ KUK
v
®) Generate random value
") Use specified value (16 hex bytes, big endian format) 00112233445566778899AABBCCDDEEF
Output
Format: C Source ~ | File : Browse...
Key name :

5-28 Security Key Management Tool Z{#fH L 1=ARBOS v 7
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@

UFPK & W-UFPK D&% %17 E T, WrappingKey (T v EV S #) OMTIUFPKIZ&EIRL., LLITD
RELTLEEL,

TUFPK File (774 L) | & TW-UFPKFile (774 JL) | M[Browse (BM]) |R2 v EFhEhy
JwH LT, 15152 BTHERLT UFPK (sample.key) & W-UFPK (sample.key _enc.key) ##g
ELET,
IV fEl&[Generate random Value (ELEERMMBEEZERAT 5) |ZFIRL T LY,

B Security Key Management Tool - O x
File View Help

Overview Generate UFPK Generate KUK Wrap Key TSIP UPDATE FSBL DOTF  SFP

Keys must be wrapped by the UFPK for secure injection or by the KUK for secure update

Key Type Key Data

ILM/A DLM-55D TJAES 128 bits () ARC4
(KUK (@) RSA 2048 bits, public ~ | () TDES
M Root publi L ECC secp256r1, public

(O HMAC |SHA256-HMAC

Wrapping Key
(@) UFPK UFPK File : Chworkspace\key\sample. key Browse...

W-UFPK Filef | Chworkspace\keyisample key enckey
(KUK Browse
v

I (®) Generate random value I
(_J) Use specified value (16 hex bytes, big endian format) 001122334455667 78899AABBCCDDEEFF
Output
Format: C Source ~ | File : Browse...
10000 Key name :
Generate file
5-29 UFPK & W-UFPK D57
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® [KeyData (87—%) 127&0)vo LFET,

[File (Z74JL) 1&:FIRL. [Browse (BH) |R2 &V ) v I LTLEEL,

ﬁ Security Key Management Tool
File View Help

Overview Generate UFPK Generate KUK Wrap Key TSIP UPDATE FSBL DOTF

Key Type] Key Data

|-.i:-Fue

() Raw 0C

Wrapping Key
®) UFPK UFPK File: | Clworkspace\key\samplekey

W-UFPK File ; | Ch\workspace\key\sample key_enckey

T KUK
v
(® Generate random value
() Use specified value (16 hex bytes, big endian format) 00112233445566778899
Output
Format: C Source ~ | File :
Key name :

Generate file

O bes ‘

SFP

Keys must be wrapped by the UFPK for secure injection or by the KUK for secure update

AABBCCDDEEFF

5-30 JL— k CAGEEAZ A AR DRER

Key dataFile (7 —2774)) OFBRZAT7ATHHEACDT, 7274 ILDEFED ') X & Y[PEM ##
T—3 (" pem)]ZBRLTLZE L, JL— F CAGEFAZERAMBET 7 41 JL(PEM) BNRIRTEDHLIIZHDHD
T. /key_crt_sig_generator/ca-sign-keypair-rsa2048/rsa2048-public.pem Z%#E{R L T. [Open (BHL) J7R%

DEVIUYILET,

B Key data file

“ v 4 workspace » key_crt_sig_generator » ca-sign-keypair-rsa2048 v 4]

Organize * New folder

A Name

Date modifiec

= PC

# 3D Objects B rsa2048-private pem

B Desktop I B rsa2048-public.pem

® Documents
¥ Downloads
b Music

&= Pictures
! Videos

23 (C) Windows v <

<

File pame:

>

i I

PEM key data (*.pem)

Open I Cancel

531 274 IERSA4 705
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@ Output (HA) DEE® lFormat (7+—<w k) 1 % ICSource (CY—X) 1 IZERELET,
[File (Z74)) | ICHAEDEEDIA#ILFTEFIRL I 71ILAIC
lencrypted_user_rsa2048_ne_key.c] ZAHLTL =&Y,

F1=. TKeyname] ®TFX iRy XIZIE Tencrypted_user_rsa2048_ne_key| EANLTL
=LY,

ANMBET L5, [Generatefile (Z7AIEERKT D) 1202) v LT, IL— bk CAFIAEZEAR
AR T—2EERLET,

(] 7274088 &U Keyname IZAH LT Tencrypted _user rsa2048 ne keyl (&Y —Xa— FRATHE
BLTWAH, ZELAEVLESICLTLESL,

B Security Key Management Tool - O x
File View Help
Overview Generate UFPK Generate KUK Wrap Key TSIP UPDATE FSBL DOTF  SFP

Keys must be wrapped by the UFPK for secure injection ar by the KUK for secure update
Key Type Key Data

(®) File 3_ck_rxb5n\key_crt_sig_generator\ca-sign-keypair-rsa2048\rsa2048-publicpem | | Browse...

{_) Raw 00112233445566 7788

CCDDEEFF ~
DDEEF
DDEEFT

TTRA00A ARSI MNECEE

Wrapping Key

®) UFPK UFPK File : Chworkspace\key\sample.key Browse...
W-UFPK File : | C\workspace\key\sample.key_enc.key Browse..,

KUK

v

(®) Generate random value

() Use specified value (16 hex bytes, big endian format) 00112233445566778899AABBCCDDEEFF

OQutput

Format : | C Source ~ I File : Chworkspace\key\encrypted_user_rsa2048_ne_key.c Browse...

Key name | encrypted_user_rsa2048_ne_key

Generate file

B 5-32 JL— k CAGIFAZEZRIRE A AR T —2 DEMK
EE FTHOLEBERRREICUTOLSIICRRINZOERTETTY, BELEZIZAHILAIC
Tencrypted_user_rsa2048 ne_key.ch] Z7AIHAHAEIN TSI LEZHRL TS,
CCTHEMLEZIL—F CAIIBHZERARBEIX. 0P zH T MNL— b+ CAFIAZZERABRITAARE) &
LTHERASINET,

OPERATION SUCCESSFUL

X 5-33 HAfER
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) 9347 FIAZRALHBOER

D347V MIAERAMRBEER LTS, FEOEXRIE TR 511 OUTOFRTHALZBZICHLELE
ERS

LA bl
RS
— . CUTF—#%73w3a
et ToaAEE
| b s 0 SKMTTSw T DA F -
d SIRERAEE reovt Elﬂﬁﬁllﬂikﬁﬁﬂ (v .
. L d—RISw=a
= g y‘g - = > “(Rom) nEIE
i -
— 4 N ISP
e : SKMTCZYT amzmiEs Sv7)
. > _— J—RISwza
H '!' (W-UFPKOMESEE) {RDM) Aﬂﬁ
uFPK @7 ;
w-UFPKh ]'

SKMT : Security Key Management tool

5-34 95472 MEAZRMFRBOER

LUTORI7ANESYTLT, TAD ) MIHMARTE=HDI 54TV FMIAERAD AR EER L
F9,

/key_crt_sig_generator / client-rsa2048 / xxxx-public.pem.key
(X] AWS A Ao O0—RLEdDTY, xxx [FEEOXFIIELY FET,

® V97472 NIAERARBEERLET,
HM L&, xxxx-public.pem.key & Ixxxx-public.pem] IZU RX—LLTHWLTLEZELY,
RIZ[Key Type (SDFEFE) 12 TICFEHL. (2)& BHRIZ[RSA] M 2048bits, public] MEIREH T
BEEMHRELET, WrappingKey (SyEVSH) 1. TIV] IZDOWTHRERFRLCELY F
ER

Key Type Key Data

DLM-55D (O AES 128 bits () ARC4
() KUK |.i-R5A 2048 bits, public v | ) TDES
| Root publi JECC secp256r1, public

O HMAC | SHAZ56-HMAC

Wrapping Key

(@) UFPK UFPK File : Chworkspacelskmt\sample key Browse...

W-UFPK File : | Ch\workspace\skmit\sample.key_enckey Browse...

() KUK

v

I ®) Generate random valuel

() Use specified value (16 hex bytes, big endian format) 00112233445566778899AABBCCDDEEFF

5-35 Key Type (BBDFELE) RTEHED
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@ BU[KeyData]? FIZB#HLET,
[Key Data (#7—%) 1272y LFET,
[File (Z74JL) 1%:FRL. [Browse (BH) |R22&V 1) v I LTLIEEL,
Key data File (87—42774JL) OEFERFA7OITHRHAKDT, 774 ILDFEFED) X k& Y[PEM
BT—2(.pem]EBIRL TSN, Y5472 MIAZRALME I 71 IL(PEM) NRRTESL LS
127 5D T. /key_crt_sig_generator / client-rsa2048 / xxxx-public.pem %&#R L T, [Open (L) R
AoED) I LET,

B! Key datafile > |
L v 4 workspace * key_crt_sig_generator » client-rsa2048 v D ent-rsa204 2

Organize ~ New folder ~ [0

" . o Narme Date modified ype
= My PC: JPN-5CG3(

# 3D Objects B soo0c-private.pem

MS (S/MIME) |
I Desktop I & so00-public pem 3/19/2024 9:54 AM CMS (S/MIME) File I

£ Documents
# Downloads
D Music

&= Pictures
B videos

29 (C) Windows o 3

File pame: |socc-public.pem | §PEM key data (*.pem) > I

Open I Cancel

5-36 77 M IILERZA70T
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® Output (HA) DEE® Format (7+—<w k) 1 % ICSource (CY—X) 1 IZERELET,
File (Z74)) | ICHAEDEED I ILFTEFIRL I 71ILAIC
lencrypted_user_rsa2048_ne_key2.c] #AHhLTL &Ly,
F71-. TKeyname] OTF X r7Rv Y XIZI& Tencrypted_user_rsa2048_ne_key2] EAHDLTKL 2
=Y,
ANDET LI=5. [Generatefile (Z7AMIVEERT D) 120U vI LT, 95472 FMEHEZERAL
MBET—2ZERLET,

[F] 727408 XU Keyname [CAHLT= Tencrypted_user rsa2048 ne_key2| [V —X3—FKRAT
FALTWLWAH, EELEVKSICTLTLEELY,

ﬂ Security Key Management Tool - O >
File View Help

Overview Generate UFPK Generate KUK Wrap Key TSIP UPDATE FSBL DOTF  SFP

Keys must be wrapped by the UFPK for secure injection or by the KUK for secure update

Key Type Key Data

(®) File is_ryz014a_tsip_ck_reb5n\key_crt_sig_generator\client-rsa2048\co0c-public.pem | | Browse...
{_) Raw 001122334455667 78899AABBCCDDEEFFO01 122334455667 78899AABBCCDDEEFF >
o EEFF
0 EEFF
i CCCE v
100!
Wrapping Key
®) UFPK UFPK File: | Chworkspace\key\sample key Browse
W-UFPK File : | Cworkspace\key\sample.key_enckey Browse...
KUK
v
1@' Generate random value
() Use specified value {16 hex bytes, big endian format) 001122334455667 78899AABBCCDDEEFF
Output
Format : | € Source ~ I File : Chworkspace\key\encrypted_user_rsa2048 ne_key2.c Browse...

10000 Key namef encrypted_user_rsa2048_ne_key2,

Generate file

X 5-37 7547 FIAZERAAKBT—2DER

BEFHOLEBERRREICUTOLSIICRRINZOERTETTY, BELEZIZAHILAIC
Tencrypted_user_rsa2048 ne_key2.c/h] Z7AIILHAEASIN TSI EZHRELTLZELY,

OPERATION SUCCESSFUL

X 5-38 HAfER
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(4) V3472 MERAERAMEROER

D347 MIAERMEREERLFET . RROAERIE TR 5-1) OLUTORTEHALBSICHESLE
ERS

DI P
LBAE
— . CUTF—#%73w3a
— " NEF
. AT F |- SKMTTSw T A1 P
d SIRERAEE reovt AIlAEEAERE (v
. y’ . L@:ﬁ —_  J-FIJSwa
= AN . (ROM) ~NE57
[W-UFFKﬂ‘lﬂi’:‘.—jﬁ:
= 4 I AS51F b
ket : SKMTCZYT amzmiEs Sv7)
h : & = » I-FITwza
: - A L >
a '!' (W-LIFPKOREES =) (ROM) NG5
uFek @ ]_ : :
W-UFPK (e i
SKMT : Security Key Management tool

5-39 V547 FIFAERMEROERK
LUTOBRI7AINEZYTLT, AP MIHEHFRAL Y A4 72 FMIAERMEREERLET,
/key _crt_sig_generator / client-rsa2048 / xxxx-private.pem.key

(E] AWS A4 oO—FLEbDTY . xxx FEBEDOXFIERYET,

® V9472 NIAERMERETERLET,
HM L&, xxxx-private.pem.key & [xxxx-private.pem] [T R—LLTEWNTLIEZELY,
RIZ[Key Type (BEDFiEFE) 12 TICFEE L. [RSA] M 2048bits, private] Z#EIRL TL LY,
Wrapping Key (S v EVS#) . IVIZDOWTIX I1(2)) ERERTY,

Key Type Key Data

DLM-S5D (O TDES
) KUK | (®RSA 2048 bits, private v I
(O AES 128 bits O ECC secp256r1, public
() ARCA4 (O HMAC |SHAZ56-HMAC
Wrapping Key
®) UFPK UFPK File Chworkspace2\skmt\sample.key Browse...
W-UFPK File : | C\workspace2\skmt\sample.key_enc.key [Browsg__,l
KUK
v

I (®) Generate random valuni

_) Use specified value (16 hex bytes, big endian format) 00112233445566778899AABBCCDDEEFF

5-40 Key Type (SRDFEFE) REHER
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@ BU[KeyData]? FIZB#HLET,
[Key Data (#7—%) 127%2 v I LFET,
[File (Z74I) |Z:&ERL. [Browse (BE) /K2 &2V v I LTS,
Key data File (87—42774JL) OFRFA7OITHRHALDT. 774 ILDFEFED) X k& Y[PEM
BT—2(.pem]EBIRLTLEZE W, YSA4T7 2 FAMBER I 74 IL(PEM) NRRTEDLSI1HS
M T. /key_crt_sig_generator / client-rsa2048 / xxxx-private.pem %:##R L T, [Open (FA<) ["RE %

g)wHy LET,

B Key datafile

B My PC: JPN-5CG3( i
¥ 3D Objects
Il Desktop
‘& Documents
¥ Downloads
b Music
= Pictures
B videos
2.9(C) Windows

Organize ~ MNew folder

MName

€ v 1 « workspace » key cort_sig_generator » client-rsa2048

I B so00i-private.pem

B oooe-publicpem

v (£

File pame: [xo0-private.pem

>

PEM key data (*.pem) ™ I

Open I Cancel

5-41 274 IERE4 70T
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® Output (HA) DEE® Format (7+—<w k) 1 % ICSource (CY—X) 1 IZERELET,
File (Z74)) | ICHAEDEED I ILFTEFIRL I 71ILAIC
lencrypted_user_rsa2048_nd_key.c] #AHLTL &Ly,
F71=. TKeyname] OTF X r7Rv Y XIZI& Tencrypted_user_rsa2048_nd_keyl EAHDLTKL
=0y,
ANDET LI=5. [Generatefile (Z7AMIVEERT D) 120U vI LT, 9547 FMEBHZERMM
BERT—AEERLET,

[:X] 7274)L8E LU Keyname [CAFA LT Tencrypted_user rsa2048 nd keyl [FYV—XO2—FAT
FALTWAO, EELEVLKSICTLTLEELY,

B security Key Management Tool — O X
File View Help

Overview Generate UFPK Generate KUK Wrap Key TSIP UPDATE FSBL DOTF  SFP

Keys must be wrapped by the UFPK for secure injection or by the KUK for secure update

Key Type Key Data

(®) File 1014a_tsip_ck_rb5n\key_crt_sig_generator\client-rsa2048\oox-private.permy | Browse...

) Raw 00112233445566778890AABRCCDD

() Random - Output File Richisa

Wrapping Key

® UFPK UFPK File: | Chworkspace\key\sample.key Browse...
W-UFPK File : | Chworkspace\key\samplekey_enckey Browse...

KUK

v

(®) Generate random value

() Use specified value {16 hex bytes, big endian format) 00112233445566778899AABBCCDDEEFF

Output

Format] C Source File = Chworkspace\key\encrypted_user_rsa2048_nd_key.c Browse...

Key nam[ 1 |encrypted_user_rsa2048_nd_key

Generate file

X 542 9547 FEEAZRMERT — 2 DER

EEFHOUEBERRRICUTOLSIICRRINZOERTETTY, BELEZIZAHILAIC
Tencrypted_user_rsa2048 nd_key.ch] Z7AIHAHIEIN TSI LEZHRL TS,

OPERATION SUCCESSFUL

X 5-43 HAfER
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M[2)~4)] OFIETUTOT Y TINZRBIFAILDY—RDA— FADEHFETVET ., RBEOEET
X 5-1] ODUTOFRTERALRBSICHELET,

O—AJLPC CK-RX65N
UK € 7.......... — hchz
JL— CASFBAEFE] W-UEPK (@) ] : é‘%éﬁi’%ﬁ\%@
R v (ZwF)

e

—_—

d—FI75wza

ODEF‘.'SE;I;& ----- I_tCAEEEEEE SKH"Tﬁ?}j (W-UFPHOMIES =13) {RDM) -’\Eﬁ
Mg -
P -y JL— CASERIE JL— -CASERE
E7—%  ppenssL 87 7
: —]....CrEf || — 3I-FEISv3a
=8 = (rROM) NEBE
J—FcA }
ECE -
> CLUTF—HISvoa
NEF
AIA{F|
SEAAE
— = CLITT—®75w>1
—B - ~NEE
Awstnh = = 55 =
H9>0- == SKMTCZY T TREALEE (SvT)
~ y ~ Leﬁ —_— J-FEJSw3a
= A " (ROM) ~NESZ
. (W-LIFP KdmEE s )
. - DSAF 2
e in ) : SKMTCIYT | amzmpmam Sy
i > = —kISwa
= '9 (W-UFP KermgELads) {RDM) I\Eﬁ
K &= i :
W-UFPK-’ }
SKMT : Security Key Management tocol
544 KK LI-BT—F2 DY —X2— F~D&E
UTRICERSN-BT—2D—EERLET,
=54 SYTETOEBI7FAILDO—E
2% 771414

- encrypted_user_rsa2048 ne_key.c

— SFERE B /\B§
Ju— b CAREBIEE BRI A A FAGE » encrypted_user_rsa2048 ne_key.h

- encrypted_user_rsa2048 ne_key2.c

5 ~ End: 3= RAN:CE
7547 v MERERARRE - encrypted_user_rsa2048 ne_key2.h

- encrypted_user_rsa2048 nd_key.c
- encrypted_user_rsa2048 nd_key.h

NL6REDIT7AILIFUTOTOAS Y FOA—HF—FT—E2 I I)IAFICEZEZTaE—LTLESLY,

\iot-reference-
rx\Projects\aws ryz0l4a tsip ck rx65n\e2studio ccrx\src\userdata tsip

D547 v MIAERWER
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52 OTA AR 7 LIEFRED AR

OTAETICIK, FAHAT S I77—L I T T7THNRITASATWEVWNRIIT 51=HICFIAEZE L BRT EFEH
LET,

7IUH5—3>/—Fk TRX 77 31) RX65N (2 1+ % Amazon Web Services Z FlIFH L 1= FreeRTOS
OTA MEIRA%(v202210.01-LTS-rx-1.1.3 LIBEXShR)]  (RO1AN7037) D 4.1 SR 7 LEEEAED &R
DFIEZEEITL., ECDSADIERAEELREEERM L T ZELY,

CCTHERLT=LLT M ECDSA MFFAE (BARTIIEAE) 0B, ERZ 0V LU AWS
DOTA Y 3 JEREDREICHERLET,

e ECDSA AB#E : secp256r1.publickey

e ECDSATBE# : secp256r1.privatekey

e ECDSAEIHEAE (BRF7EIEAE) : secp256ri.crt

e ECDSAGERAEF I —> ca.crt
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6. 7O FDEE

[AFETOSIH FOER] THELE=TOS Y bE 5RETHEOMER CTHRLESEBIHRE -
BF—AEEAL. TSP £ALV- OTARTEFS=HDTAD T Y FEERLET.

ARETIFOTAERTICRER2 DD I 7—Loz7%E700) FMSHERLET,

o MEADF—LOTT
o EHI7F—LxT

6.1 #FEIN—L a3 DT 7—L O FTREELET
MHAN—2a3 0D T 7— L9z T7TOBEEZTVET,

6.1.1 APy bDA VR—F
MTETODY FO#EfE] OEZSBL. UTOZD20TOT Y b% e?studio 24 VR—  LAIHA
BEZITH>TLIZELY,
e J—FkBO—4 : boot_loader_ck_rx65n
o TEFTIH— 3 (Cellular i) aws_ryz014a_tsip_ck_rx65n

Frz. 5B EAAEDIERI TERLEZUTO7 DOFMHRE - BI7MIILEI—HF—FT—2TAIILFIC
wMLTSESL,

@ AmazonRootCA1_sig_array.txt :)L— bk CASIBAZEE S T—4

@ encrypted _user rsa2048 ne_key.c c)L— b CAGIEREZEL R ALKE (V—XT774))
@ encrypted_user_rsa2048 ne_key.h : " (NYBETF7AI)
@ encrypted_user rsa2048 ne key2.c O SAT Y MIHERMRRE (V—XT77AI)

® encrypted_user rsa2048 ne key2.h : " (N ET7AI)

® encrypted_user rsa2048 nd_key.c D TAT Y MIRERMER (V—XT74M))

@ encrypted_user_rsa2048 nd_key.h : " (NYBET7AI)

A—HY—FT—RITH IS

\iot-reference-
rx\Projects\aws ryz0l4a tsip ck rxé65n\e2studio ccrx\srcl\userdata tsip

CNODFERE - BT -2 ETET TV r—2aVELRRICTOY S LICHARERET,

T, Q~DDB|I7ANIFTOT 5 LETHICRIAICEREND Index T—2ICEHBR I, HIEIDH

T—3I73v allEEFRAENET,

(] 1. 2EIBUBOERFTRHIEIT 273 v 2a~DEZTAAITHT. T—2I75 vV alRESNT
W58 Index IFHMZEFHARAATHEALET .
Ff-. 2EBUBOTOTSLETTH, T—277vaMy T Ih5E8EFTATILE
1THFICH Index FHHOBEEAHNMTONET,

] 2 BO7ANWEERRLEBARK. TOTSLRITHICLT 16.156)] 28BLT—4275v2a0
HIBRZ T2 TLIEELY,
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6.1.2 7OV FREELELE
AVR=bLETRIOY M OTA ZRTT A-ODREEITL. ELFERTLES,

(1) F—rO—F~NEREEKET D

15.2) EiTYERL L1T- ECDSA AR l'secp256ri.publickey] ZTF¥RX FI T4 2 HZETHWLT, AEZED
E—L. 7—rAB—FDOLUTI7AILIZERESINTLD
[CODE_SIGNER_PUBLIC_KEY_PEM] [ZERY FITFET,

boot loader ck rx65n\src¥key¥code signer public key.h

]

L Chworkspace\ECC_KEY\secp236r].publickey - Notepad++ — O =

File Edit Search View Encoding Language Settings Tools Macro Run Plugins Window 2 + ¥ X
cHEHE R B sdHhihac g ax@BE =1 FEETRa® EBEDBE

._:‘ secp256r1.publicks E:]|
1 IE————BEGIN PUBLIC KEY---—-—- ~

abedefghijklmnopwrstuvwxyz1234567890ABCDEFGHIJKLMNOPQRSTUVWXYZ01
2345678%abecdefghijklmnopgrstuvwxyzABCDEFGHI JKLMNOPQRSTUVWXYZ
—=—==—=END PUBLIC KEY-—-—---

W
A
Mormal te: length : 182 lines: 5 Ln\ Col:1 Pos:1 Windows (CR LF) UTF-8 IN
= P > - P | — 4
R ETEEINVIA—TF—aY () THEHAFT. =, TORE
SIE T\ ABRETT., BhTICAALTLESY
F1=. ®FT (-—---END PUBLIC KEY-—---) [Z[Z T\ ] [ZFAALBWLKSIC
LTLESL,
(1B : > XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX \
I Project Explorer =G Y § = O || In code_signer_public_keyh X
> 165 > aws_ryz014a_tsip_ck_n65n (in e2studio co 2 ® * code_sikner_public_key.h|
=L 25
Y e s D 26 - #ifndef CODE\ SIGNER_PUBLIC_KEY_H_
» 48 Binaries 27 #define CODE NSIGNER_PUBLIC_KEY H_
n Includes 18 _
v 8 SIc 2 o
iy = 38 * PEM-encoded Xode signer public key.
vk > key 31 x
> [B, > code_signer_public_key.h 32 * Must influce tye PEM header ﬁ”d footer:
33 * "-----BEGIN CERyIFICATE-----
g > smc_gen 34 * " _ .baseé4 data ."\
» iy src 35 R END CERTIFXCATE-----
L tinycrypt __36 —
e f37 #define CODE_SIGNER_PUBLIC_KEY_PEM \
D0 RO Er.C 18 ¥eeu--BEGIN PUBLIC KEY-----" \
% boot_loader.h 39 "abcdefghijklmnopwrstuvwxyz123456789@ABCDEFGHIIKLMNOPQRSTUVIWXYZB1" \
= HardwareDebug e “23456789abcdefghijklmnopqrstuvivxyzABCDEFGHIIKLMNOPQRSTUVWXYZ™ \
. j41 "-----END PUBLIC KEY-----"
= trash a2
boot_loader_ck_nb5n.rcpe 43 #tendif /* CODE_SIGNER_PUBLIC_KEY H_ */
4 hant Inadar b rfbn erfn 44
6-1 J— rO—F~NBHBOERTE
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12 & B FreeRTOS OTA £l A%

2 TETITIVT—

SIUANOTAT7T v I57—

FFEQEREHAILT B

aws_ryz014a_tsip_ck_rx65n\src\frtos_confit\demo_config.h IZ#% % ENABLE_OTA_UPDATE_DEMO &%

Z1EFRADICEREL TS,

(T2 K0

) Project Explorer % ESY § =0
v 15§ > aws_ryz014a_tsip_ck_mx65n (in e2studio ~ 80
il Includes EE
> R Common 83
> 8 Demos 84
» B Middleware g:
v & s N
> £k application_code 88
v (& > frtos_config 3;
uh core_http_config.h 91
th core_maqtt_agent_config.h E‘ 2
K, core_matt_config.h ;3
th core_pkes11_config.h 96
b core_sntp conf.g h 113
114
. 116
L > demo_config.h 126
ik} fleet_prowvisioning_configh 127
B} FreeRTOSConfig.h i—j
» LB ota_configh 136
i rmn_littlefs_flash_config.h 13§
» H shadow_config.h ij&
uhl sigvd_configh 150
B user_tep_hook_config.h 157
» (£ frios_skeleton i;‘g
& frtos_startup 169
k£ smc_gen w 17e

ih demo_configh

#define ENABLE_FLEET_PROVISIONING_DEMO

* (8) : OTA demo is disabled
Al e

: OTA over MQTT demo is enabled

(@)

= /* Please select whether to enable or disable the OTA demo

| #define ENABLE_OTA_UPDATE_DEMO

w |

= //#if ENABLE_OTA_UPDATE_DEMO
"OTA demo is not support in this release"

/ [#error
//#endif

#define democonfigROOT_CA_PEM

#definé democonfigCLAIM_CERT_PEM

t1sSTARFIELD_ROOT_CERTIFICATE_P

f Path of the file containing the provisioning claim certificate. T

"...insert here..."

* @gbrief Path of the file containing the provisioning claim private key. T

#define democonfigCLAIM_PRIVATE_KEY_PEM

..insert here,.."”

" rief An option to disable Server Name Indication.

sdefine democonfigDISABLE_SNI

@

( pdFALSE )

ief Configuration that indicates if the demo connection is made to th
:tdef:.ne democonfigUSE_AWS_IOT_CORE_BROKER

(1)

* @gbrief The unique ID used by the demo to differentiate instances.
#define democonfigFP_DEMO_ID "FPDemoID"
* @brief The MQTT client identifier used in this example. Each client ide

- #ifndef democonfigCLIENT_IDENTIFIER

- #1f (ENABLE_FLEET_ PROVISIONING DEMO == 1)

®)

EHRLES.

e APP_VERSION_MAJOR
e APP_VERSION_MINOR
e APP_VERSION_BUILD

0
9
2

6-20TA7Z7 Y 7T—FTEDES

TETZTIVT—23 DMEAN—23 00092 THHZ LEHERT D

aws_ryz014a_tsip _ck_rx65n\src\frtos_config\ demo_config.h D/N\—2 3 VEENUTIZH > TS Z &

I Project Explorer =k

v 155 = aws_ryz014a_tsip_ck_n65n (it
sl Includes
8 Common
&R Demos
8 Middleware
v 8 > src

&% application_code
¥ [y > frtos_config

tr} core_http_config.h

th} core_maqtt_config.h

» b core_pkcs11_config.h
th} core_sntp_configh

r defender_config.h

th) FreeRTOSConfig.h
H ota_config.h
th) rm_littlefs_flash_config.h
i shadow_config h
th sigvd_config.h
» LB user_top_hook_configh
&% frtos_skeleton
& frios_startup
&k smc_gen

ik core_mqtt_agent_config.h

> I fleet_provisioning_config.h

b demo_configh X

@ * @b

#endif

# * @brief Major version of the firmware.

& Hifndef APP_VERSION_MAJOR
#define APP_VERSION_MAJOR -]
#endif

@ * @
ﬁlfndef APP_VERSION_MINOR
#define APP_VERSION_MINOR 9
#endif

# * @brief Build version of the firmware.

= #ifndef APP_VERSION_BUILD
#define APP_VERSION_BUILD 2
#endif

ief Minor version of the firmware.

oyt ief Server's root CA certificate.

#define democonfigROOT_CA_PEM

& *

#define MQTT_AGENT_COMMAND_QUEUE_LENGTH

@ * Gt
#define MQTT_AGENT_NETWORK_BUFFER_SIZE
#define MQTT_COMMAND_CONTEXTS_POOL_SIZE
#endif /* DEMO_CONFIG_H */

<

bl 1)

f Certificate used for validating code signing signatures in the OT *
#ifndef otapalconfigCODE_SIGNING_CERTIFICATE
#define otapalconfigCODE_SIGNING_CERTIFICATE

“Insert code signing ce

t1sSTARFIELD_ROOT_CERTIFICA

ief The length of the gueue used to hold commands for the agent.

(25)

rief Dimensions the buffer used to serialise and deserialise MQTT pack

( seee )

(1@ )
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(4) RYZ014A Cellular €2 2—)LlfEl FIT €2 2—)L(r_cellular)DE&E

AY—Fhk a7 445 L—% aws_ryz014a_tsip_ck_rx65n.scfg #BiE. Components (A VR—FR 2 k)
BTERBIRLET,

r_cellular @ Access point name. Access point login ID. Access point password. Authenication protocol
type & SIM A— FIZEHETEE L T =&Y, Ff=. Debug log output level & 3] [CERELTLZ&
Ly,

I Project Explorer X =0 g = O || *aws_ryz014a_tsip_ck_«65n.scfg < =]
v 5 > aws_1yz014a tsip_ck nGSn (in Software component configuration c -
Sl Includes Generate Code Generate Repor
BC -
‘_ﬁ il Compone... ;233 . - + 3 Configure @
& Demos
& Middleware - Property Value Al
v 8> sic [ o . :
v o | ¥ @ Configurations
&y application_code Startup 7 - # Access point name ppsimjp
& frtos_config v @ Ganeric # Access point login ID pp@sim
=y frtos_skeleton @ rbsp # _Access point password jon

&y frtos_startup v @ Drivers IM card PIN code
=% smc_gen I # Authentication protocol type. 2 I

w = Interrupt

&% > userdata_tsip la, r irq_x # Network status notification level. 2
- w (= A/D Converter # Connection !.etay.limit 600
..C’ > aws_ryz014a_tsip_ck_x65n.scfg (} rs12ad_rx # TCP connection timeout 0
| aws_ryz014a_tsip_ck_re65n Hardware Deb w = Memory # SClinterrupt priority 4
: # Maximum semaphore acquisition latency(msec) 15000

(@) - Developer ANjstance [iot-reference-rx & ¢ flashr
# Reception guard time before the module transitior 100

&% > boot_loader_ck_rxb W = Security 2

@ rtsipx # Maximum allowable wake-up delay from PSM 5000

+ (& Communications # RING line active duration 1000
& rscine 1 # Maximum FW update latency 60

v & Midd Ie:t.'ar-e # Enable user-defined URC charget functions Disable

W = Generic #

& 1 byteq L | # Debug log output level. 3 | )
# Racat cinnal lnnic 1
o oo ke :

Macro definition: CELLULAR_CFG_AP_NAME
Enter the access point name.
Example: globaldata.iot, plus.4g, etc

< » || Overview Board | Clocks  System JComponents §Pins Interrupts

M 6-4 £ILS—FECa—IL (r_cellular) MBE

LRDBRELEEF1To1-1581F. XERBEEAL®D[Generate Code (A— KAL) [RE2VEHI v L
TLEEW, A=k AV T4 T L—2DEBRENI—RISERASINET,

o aws_ryz014a_tsip_ck_reb5Snsefg X =0
e
Software component configuration ol e
P 9 Generate Code |Generate Report
Components (+y .5 *. - + Z» = Configure @
= =
Property Value
type filter text v @ Configurations
T = Mémow | # Access point name ppsim jp
& 1 flash_rx # Access point login ID

# Access point password
# CIhd rard DIkl cadn

w = Security

6-5 O— FDAER

CK-RX65N ffE®M SIM h— R ZFEAT HEEIE. UT7TIV4Sr—a3>/ — kD [4.1.5 Activating SIM
card] 8B L. SIMA—FDT7I T4 R—230%ToTLIEELY,

SIM activation, Creating the trial account and using Dashboard with RYZ014A or Ethernet Application for
AWS - Getting Started Guide (R01QS0064)
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(5) Z7—LITT7DTINAREE

@ RIY—bk-3274%9L—% aws_ryz014a_tsip_ck_rx65n.scfg ZBiE. [Board (FR—FK) ]2 T% %
R L. Device (F/34 X) H TR5F565NEHXFB DUAL] &> TWA I EEZREELTLEELY,

() Project Explorer =k & = O | |E&F aws_ryz014a_tsip_ck_mb5n.scfg el
v § > aws 114a_tsip_ck_nb5n . . s =)
g ) md.?[:_g } Device selection Genelal_J Code Genera:Repc:rt
R Common ~
@8 Demos Device selection el
8 Middleware
v e8> sic Board: | CK-RX65N (V1.02) v D
(&% application_code I Device: | RSF565NEHxFB DUAL I
frios_config Dol
(Ex frtos_skeleton
&y frtos_startup
Ex > smc_gen -
3 userdg;:a - v Feature Selection ®
= trash To add a component, make thefelection from the table below and dick on the "Add" button.
L aws ryz014a tsip ck m65n.ropc The configurations for each agfled component can be further configured in the "Components” page
Features Components
aws_ryz014a_tsip_ck_rx63Q Hardware D« Application Header @
(@ > Developer Assistance Ethernet Ethernet Driver. (r_ether_rx)
5% > boot_loader_ck_n65n (in e2stud LEDs Ports
PMOD 1 (Cellularf0ART/IIC/SPI) ¥ Cellular Module control functions for Renesas MCUs. (r_cellular)
PMOD 2 (Cellulgf/UART/IC/SPI) ¥ Cellular Module control functions for Renesas MCUs. (r_cellular)
Universal SeriafBus ¥ [USB Host Communication Device Class (r_usb_hcdc)
v
< > || Overview Iocks System Components Pins Interrupts

6-6 T/\M REEDHER

H L., T/84 AD TRE5F565NEHXFB] £ 2 TWABEIIRODFIETT NS ADZREFITHoTLIESE
LYo

@ Board:&RD I...1 290y LTLESL,

50 aws_ryz014a_tsip_ck_rx65n.scfg X Lo b
- . c.J &
Device selection Generate Code Generate Report

~
Device selection e
Board: |CK-RX65N (V1.02) | v

I Device: | RSFS65NEHxFB

Download more boards...

6-7 TINA ADEE 1
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® Change Device BN &R FTSNET,
A=y rAR—FDOURMRYIRED) YOI L, 3—7Fy FAR—FO—EMD
TCK-RX65N(DUAL)] ZZEIRL T, [Next (R~N) 17RE2 V&S ) v LTLEEELY,

Current Board:

Target Board:

Target Device: R5F565NEHxFB

# Refactoring

Change Device

Select the new device for aws_ryz014a_tsip_ck_rx65n

Current Device: RSFS65NEHxFB

CK-RXB5MN

[} X ‘

Sl

I Custom

Download additional boards...

Unlock Devices...

# Refactoring
Change Device

Select the new device for aws_ryz014a_tsip_ck_rx65r

Current Device:

Current Board: CK-RX65N

R5F565NEHXFB

=2

RAGGN-
CK-RX65N-V2(DUAL)
CPUCardRX13T
CPUCardRX24T
CPUCardforMCUEvaluationRX66T
CPUCardforRSSKMotorRX66T
CloudKitRXB65N
CloudKitRX65N(DUAL)

EK-RX6T71

EK-RX671(DUAL)
EnvisionKitRX65N
EnvisionKitRX63N(DUAL)
EnvisionKitRX72N
EnvisionKitRX72N(DUAL)
GR-ROSE-RX65N

MCB-RX26T Type A

MCB-RX26T Type A(DUAL)

Finish

Cancel

6-8 Change Device [EH
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@ TNAADEEEITD ELLTD Found problems (#H & 1-FHRE) OE@EIZAH S 1-H[Next (R~N) ]
Vv OLET,

& Refactoring O *

Change Device
- d.
Review the information provided in the list below. Click ‘Next =’ to view the next = =

item or ‘Finish’,

Found problems

*. Unable to load project generation settings for HardwareDebug. Some build settings may nc
% This change cannot be undone. Please make sure you backup this project before continuing.

< >

No context information available

? < Back Finish Cancel

6-9 R SN I-MEEME

® LT ® Change to be performed (RITSNPZEE) BEMNRTIND =8, [Build
Settings]>[HardwareDebug]>[Toolchain Settings]IZ& 4. [ROM to RAM mapped section(-rom)
(ROM M5 RAM A7 7951493 32) |&[Sections(-start) (223 >) | OFTvIEH
L. [Finish (] 7) 20V v 2 LTLEZELY,

& Refactoring O *
Change Device
The following changes to 4 files are necessary to perform the refactoring. .
Changes to be performed 4 ¢ =
~ [m] & Build Settings ~

v [m] &) HardwareDebug
& Device Name
v [m] & Toolchain Settings
&, Device Name
[]®, Device Command
& Include file directories (-include)
[]# ROM to RAM mapped section (-rom)
& Sections (-start)
& Project Files v
Mo preview 2\ailable

? < Back

i o] come

X 6-10 RIS A EFEEE
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B—=7y bTNAREERIC, UTOESI1282—4 v biR— K% TCK-RX65N(V1.02)DEFITLEY
nN? | OHERIAT7AJEEANKRRINEZEE X Yes (L) [REUEI ) v LTLEEL,

Q Question X

Device change detected from "R5F565NEH%FB" to "R5F565NEHxFB_DUAL".
Do you want to keep the target board as "CK-RX65N (V1.02)"?

Yes No

6-11 2—%7y bh— FEEOHRER

® T/NA REEEH TR5F565NEHXFB DUALY [CEBEINFET,

{0 Project Explorer < =R § = O & aws_ryz014a_tsip_ck_m65n.scfg
v IS aws ryz014a_tsip_ck_65n . .
G Device selection
%2, Binaries
rll Includes
&8 Common Device selection
8 Demos
‘]:{ Middleware Board: (CK-RXE5N (V1.02) el 1
&8 src I Device: | RSFS6SNEHXFB DUAL I
= HardwareDebug Download more boards.

y aws_ryz014a_tsip_ck_nb5n.repe
,‘_ aws_ryz014a_tsip_ck_n65n.scfg

y aws_ryz014a_tsip_ck_n65n Hardware Debug.launch
w Feature Selection

6-12 TINA RDEE

6) T—rO—FDTINA RHER

boot_loader_ck_rx65n.scfg B E. Board # 7 Z#EIR L T FZ& LY, Device A [(5)] & EHRIC
TR5F565NEHXFB _DUAL] [2H > TWA I E#FERLTLEELY,

() Project Explorer =R i = O | & boot loader ck_r65n.scfg
v \-—(- boot_loader_ck_rx65n Discica salsctisk
nll Includes
€7 src
output Device selection

4 boot_loader_ck_nb5n.repe

01 » boot _loader_ck_n5n.scfg Board: _[CKERXESN (V1 02) =
4 > boot_loader_ck_m65n HardwareDebug launch I Device: R5F565MNEHXFE DUAL I
?' Developer Assistance [iot-reference-rx dev/v 1 Download more boards...

B 6-13 I— hbO—F DT /M REE
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(7) Z77—L™ 7 (aws_ryz014a_tsip_ck rx65n) DAY 2 F—TILDT7 KLRAE
aws_ryz014a_tsip_ck_rx65n @ 7O x4 kh 5. [Project (FBP x4 k) |> [Properties (ZFO/\
T4) 1ZBIRLTAONTAEEID.

C/C++Build (C/C++EJL F) > Settings (&%) M. Tool Settings (V—ILERE) 9 Uy o LET,

a Properties for aws_ryz014a_tsip_ck_rc63n O x
type filter tex x Settings . :
Resource
~
Builders
v C/C++ Build Configuration: HardwareDebug [ Active | ~ Manage Configurations...

Build Variables
Environment

Logging /V % Tool Settings [JToolchain  Device| #* Build Steps

v & Common Sections (-start) |SU,SLB_1,R_1,8 2R 2,B,R/04,C_1,C 2,C.08D* W ..

Build Artifact |m Binary Parsers €@ Error Parsers

Stack Analysis

Tool Chain Editor .‘_tz CPU
C/C++ General : PlFfPID
Git (2 Miscellaneous
Parasoft v Cfﬂmpiler
Project Natures A “_“ §E>urre
Project References x\,'c;;'-b-f'\dvanmd
Renesas QE T;{ . ject
Run/Debug Settings (22 List

6-14 Y— L& FEEm
BREDY ) —M5 Linker > Section (92 3>) #9)vY LT, Sections®D I...] 25 vo35dE

Section Viewer (£ 3>vbEa—7—) AREEET,

ﬂ Properties for aws_ryz014a_tsip_ck_rB5n O *
||.'3.'|_:E filter text Sattings bl -
Resource —
Builders ) Common Sections (-start) |SU,SI.B_1,R_1,B_2.R_2 BR/04,C_1,C_2CCE8 D* W] ... 5

v C/C++ Build
Build Variables
Environment
Legging
Settings
Stack Analysis
Tool Chain Editor
C/C++ General
Git
Parasoft
Project Natures
Project References

3 Compiler
B Assembler
~ B Linker
v 'E-E Input
(= Advanced
v (5 Qutput
(&3 Advanced
(2 List
=

x .
(=2 Section '
22 Symbal file

# Advanced
(# Subcommand file

6-15 BEEDY ) —EE
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I A VEA—T—EETUTOREEEZELTLZEL,
o EXCEPTVECT : OXFFFFFF80 — OxFFFEFF80

e RESETVECT : OXFFFFFFFC — OxFFFEFFFC
BREMNTT LEBOKIRE V&Y ) vy LTLEEL,

L B}
Section Viewer
Address Section Name
O0x00000004 sU
Sl
R_1
B2
R
RPFRAMZ
0x00100000 C_LITTLEFS_MAMAGEMENT_AREA

C_FIRMWARE_UPDATE_CONTROL_BLOCK
C_FIRMWARE_UPDATE_CONTROL_BLOCK_MIRROR

0x00102300 C_USER_APPLICATIOMN_AREA

Ox00800000 B

B_1

R_2

BEXRAM_1

REXRAM_1

BEXRAM_2

REXRAM_2

BEXRAM

REXRAM

PResetPRG

C1

c2

C

cs*

OxFFFOO300

PFRAM2
EXCEPTVECT
RESETVECT

OxFFFEFFBO
OxFFFEFFFC

(] Override Linker Script

Re-Apply

Add Section
MNew Overlay
Remove Section
Move Up
Move Down
Import...
Export...

Cancel

6-16 £V avEa—7—
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8 Az H FMEILFK
BERENTET LG T —bA—FETETTUr—2avEELRL. T5—AHABWI EZ/HEBLE
Fo EWRLEBREUTIAHLFIHEMSNETS . THILFRICIZEIL FLIzmot 77 A LAERMSNE
D
o J—tO—4
\iot-reference-rx\Projects\boot loader ck rx65n\e2studio ccrx HardwareDebug
mot 7 7 1 JL : boot_loader_ck rx65n.mot

o TETFTIUH—Lay

\iot-reference-
rx\Projects\aws ryz0l4a tsip ck rxé65n\e2studio ccrx\HardwareDebug

mot 7 7 1 JL : aws_ryz014a_tsip_ck_rx65n.mot
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6.1.3 #HT77—L I TDERK
7— bk Ba—4(boot_loader_ck_rx65n)& 7 7 —.Lry = 7 (aws_ryz014a_tsip_ck_rx65n)Z&#E& L THIHA
T7—LozT7EHERLET,

7 7—L 7 DYERIZIE Renesas Image Generator AL ET., 7 IV r—a>/—r IRX 77
=2 1) RX65N [Z31F % Amazon Web Services % F|f L 1= FreeRTOS OTA M EI 5 i£(v202210.01-LTS-rx-
1.1.3 UREXIGAR)] (RO1AN7037) @ 2.2 T2.4) &i%5H8 L. Python & Renesas Image Generator &
AR R=LLTLEEL,

Ffz. Z7—LOzT7DE—7Y FiR— FADE EAHIE Renesas Flash Programmer ZEHALFE Y,

/]

(1) Renesas Image Generator AL T T 7 — LV 7 ZERK
Renesas Image Generator #4 YA b—J)LL=7# L FICUTD I 7 A ILEEBHMLET,

e 1612 THRLETETZIUS— a2 EILREEHERE aws_ryz014a_tsip _ck_rx65n.mot
e 16.12] ThBLEIT—rO—FDE/IL FEEHR boot_loader_ck_rx65n.mot
e [52] THERLL 1= ECDSA %8 secp256r1.privatekey

av o R7orF L%#E L. RenesasimageGenerator 74 LY FUABEILTUTODITY FEEST
95 &, userprog.mot 77 A ILHBERSINET,

python image-gen.py -iup aws _ryz0l4a tsip ck rx65n.mot -ip
RX65N DualBank ImageGenerator PRM.csv -0 userprog —ibp
boot loader ck rx65n.mot -key secp256rl.privatekey -vt ecdsa -ff RTOS

ARIZITLIES CERADMY T,

B Command Prompt — O X

C:¥workspace¥RenesasImageGenerator>python image-gen.py —iup aws_ryz014a_tsip_ck _rx65n.mot —ip RX65N_DualBank_ImageGenera
tor_PRM. csv —o userprog —ibp boot_loader_ck_rx65n.mot —key secp2b6rl.privatekey -vt ecdsa —ff RTOS

Successful ly generated the userprog.mot file.

C:¥workspace¥RenesasImageGenerator>,

6-17 A 7 7 — LD = 7 DIERK
a3 > K54 212 TSuccessfully generated the userprog.mot file.] &RFSINI=SERTT TT .
MEAT 7 =L TIRUTOI 74 LETHERINET,

. userprog.mot
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(2) Renesas Flash Programmer A L. fFRR LIz 7—L Dz 7 %32 —4 v kiR— K (CK-

RX65N) ~EERAAET,
D 759w a1EERAHY—IL(Renesas Flash Programmer)® A R k—ILETVET,

IS5y aBEFRAAY—ILDE Y O—FHYA FIZF7P AL, [Renesas Flash Programmer

V3.14.00 Windows ] #4849 >0—KFLTA YR F—ILLTLEELY,
@ 7IFYHr—3>/—Fk IRX 77 1) RX65N 231+ 5 Amazon Web Services ZF|FA L 1=

FreeRTOS OTA M Ai£(v202210.01-LTS-rx-1.1.3 LABEXTEhR)]  (ROTAN7037) @ 2.5 &%

SHBLT. PC & CK-RX65N vl DEHEEITH>TLFEELY,

@ Renesas Flash Programmer ##&£81L., T/\A1 XA L—X7TA2 Y k Teraserpj] #BAEFET,

lerase.rpjl 7AYo ME, o TN TOTSLDUT IAILFITHRMLTNETD,

\Projects\aws ryz0l4a tsip ck rx65n\flash project\erase from bankl

e Renesas Flash Programmer V314,00 - X
File | Help
MNew Project... —
[ Crenproe s Please specify the project file. *
Save Project v P « flash_project » erase_from_bankl v O Search erase_from_bank1 yel
Save Image File...
File Checkeum Organize Mew folder =~ [ @
Set File Password... [ This PC Name Date modified Type
Exit _J 3D Objects I & erase.rpj 4/3/2024 6&:19 PM RPI File
[ Desktop
Command
|=| Documents
; Downleads
11 Music
&= Pictures
B videos
Renesas Flash Programmer 3.14.00 [5 . .
o (C) Windows
¥ Metwork = 3
File name: | erase.rpj v | raject files (*.rpj) ~
—_—
6-18 erase.rpj DA —T >
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RXZ7

1) TSIP K54 /\Z AL = TLS EEIZ &k % FreeRTOS OTA IR A%

@ [Start (RA—K) JRE2>HEV)vo L.

—

T/

AMADA L—REERLET .

s Renesas Flash Programmer ¥3.14.00

File  Target Device Help

Operation  Operation Settines

Praject Information

erazerp)
R Group

Current Project:

Microcontraller:

Program Files

Block Settingz  Connect Settinge  Unigue Code

Endian: | Little

Command

Erase

| Start |

Add/Remove Files..

¥erase_from_bank 1¥eraserp))

Rerezas Flash Programmer %3.14.00 [6 Jan 2024]
Loading Project (C¥morkspace 2 iot-refersnce—rx¥Projects¥ams_rvz 0 14a_tsip_ck rxB5n¥flash_projsct

Glear statuz and meszage

6-19 T/3f XD A L—XDFAsE

HH.
{f2&Ly,
® 75y aEZFAAXTO

s

VI

4 & Tflash_project.rpj] 70

s

v

U bERZEETS,

[T5—(E3000107): T/34 ANEHKIERE—BLERBAI NHEASIhEBEIE. ROO~NEAT

Mflash_project.rpjl ZAT Y k&, Yo TN TATSLOUTIAHLEIZHY EFT,

\Projects\aws ryz0l4a tsip ck rx65n\flash project\

B¢ Renesas Flash Programmer V/3,14.00 - x
Target Device  Help
HewlBioect 2 lock Settings  Connect Settines  Unigue Code
| Openprojct. |
Save Project \ s Please specify the project file. *
. 1 . . .
Save Image File... . v < aws_ryz014a_tsip_ck_mb5n » flash_project v 0 Search flash_project »
File Checksum
Mew fold =
Set File Password... swtolaer T u o
~
D=y [0 This PC & Name Date modified Type
J 3D Objects erase from bankl 47372024 6:19 PM File folder
I Deskiop Es flash_project.rpj /2024 6:19 PM RPI File I
Eraze
= Documents
Ste 4 Downloads
J’! Music
| Pictures
Renesas Flash Prosrammer V3.14.00 [5 Jan 2
Loading Project (C¥norkspaceB¥iot-referance B Videos
“erase_from bank 1¥erase rpj) s (C) Windows
¥ Network oz o
File name: | flash_project.rpj \* Project files (*.rpj) b
Cancel
Clear status and message

6-20 flash_project.rpj DA —7 >
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RXZ7

1) TSIP K54 /\Z AL = TLS EEIZ &k % FreeRTOS OTA IR A%

®

ETAHETI277— Loz T7EBIRLET,

[Add/Remove files (7 7 A JLDEMEHIFR) 17R42 > >[Add Files (77 A JLDEM) [0 Jvo L
TI774IIERSA 705 T 16.1.31)] TERL=#H# 2 7 —L = 7 (userprog.mot) &R L T <

2L,

File  Target Device

Project Information
Current Project

Microcontroller:

Frogram Files

Help

5 Renesas Flash Programmer V3.14.00

Operation  Operation Settines  Block Settines  Gonnect Settines  Unique Gode

flash_projectrp)
R Group

Endian: | Little v

Command

| Add/Remove Files.. I

N\

[ This PC
¥ 3D Objects
[ Desktop
|5 Documents
* Downloads
J‘s Music

&=| Pictures

m Videos

ia (C) Windows

Erase >> Program »> & File Details \ _ b
Add Filels).. Remove Selected Filels)
File Mame Type Addrezs/Offset
Device: R Group
Erasing the selected blocks
[Cade Flash 1] 0xFFE0000D
Dizconnecting the tool
Operation leted.
o Cance|
Loading Project (Gworkspace
¥flash_projectrpj)
W
Clefr status and message
B Please specify the program file. x

« v 4 » ThisPC » () Windows » workspace » RenesaslmageGenerator v &
Organize « Mew folder
~
10.Azure ADU_FY A MName Date modified Type Size
T1.AWS TSIPEE [ aws_ryz014a_tsip_ck_n65n.mot 12272024 364 PM MOT File 1,792 KB
Apps boot loader ck mbin.mot 2 Ph MOT File 04 KB
Attachments | | userprog.mot 9 PM MOT File 1,981 KBI

Microsoft Teams

w

File name: | userprog.mot

~| | All supported fil

Search RenesaslmageGenerator
g

=

o @

es (“hex*.mot; ~

Cancel

X 6-21 M7 7 — LIz T7DIEE
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@ [Start (RE2—F) [RE2VEV VYO L. D7—LVIT7DEEAAETVET,

ﬁ Renesas Flash Programmer V3,14.00
Eile  TargetDevice Help
Operation  Operation Settingzs  Block Settings  Connect Settingz  Unique Code
Project Information

Current Project: flagh_projectrpj
Microcontraller: F¥ Group Endian: | Little

Program Files

C¥workspace¥RenesazImageGenerator¥uzerprog mot

GRC-32: 4FAZZEED | Add/Remave Files..

Command

Eraze »» Program »» ‘erify

Start

Device: BX Group

Erazing the selected blocks
[Code Flash 1] 0xFFE0DO0OD - 0xFFFFFFFF  =ize: 20 M

Digconkecting the tool
Operation completed.

Loading Project (C¥warkspace 2¥iot-reference-r<¥Projecte¥aws rvz(14a_tzip_ck_r<fin¥flazh_project
¥flash_project rpj)

Clear status and meszage

EFAAHFIBRICLLT O lAuthentication (FBEE) | EEARREINI-BEIL.

6-22 77 —LVTT7DEERAH

LTIOKIREZ &7 v LTS,
ID 3— FARBREDGSFMHBEDETF L LTSN,

HELF-IDO—FZAR

Authentication Code

B Authentication — X

ID Code: [EFFFFFFFFFFEFFFFFFFFFFFFEEEEEEEE

[] Auta Authentication Cancel|

6-23 ID O — FEREEEE
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T77—LITT7DEZAALFHBEINET ., BEE FIBITLLTD K 512 [Operation completed (R{EAET
LELE) | ERFTENFEHESTAHFIETTY,

[Config &rea 1] 0xFEYFE000 - 0xFETFOD2F  =ize: 48 ~
[Config &rea 1] 0xFEYFE040 - 0<FETFOD?F  =ize : G4

Werifying data
[Config &rea 1] 0xFEYFE000 - 0xFETFOD2F  =ize: 48
[Config &rea 1] 0xFEYFE040 - 0<FETFOD?F  =ize : G4

Digconnecting the tool
Operation completed.

6-24 77 —LVTTEZTAARET

Fl, EFTRAAHDORICUTOL S BERIFICEAE IS —MNEIGEENHYET, CDIFESIE IStart (R
B—F) | REVED )Y LTHEZAHZERLTLESL, BEEZAA LTS ECESETELRVES
. —E4—5 Y rAR—FOUSBYy—JILENLTEHEEHSELTLESLY,

Digconnecting the tool
Error(E4000004): A framing error occurred while receiving data. (BFW: 0354)
Operation failed.

6-25 BIETS—DF (TL—32JT5—)

A —4y kiR— K (CK-RX65N) M J16 #[RUNJEIIZ#E#HE LT EZETL-%T. BEY#HI7—LY9x
7 % Renesas Flash Programmer m 5 Z Z AR, CK-RX65N M J16 Z[DEBUGHAIICYIYE Z #EN T
WHELUTDIS—MNRERINET,

Renesas Flash Programmer ICTT7 7 —L DT 7 DEZTAHZFITOBEIL. J16 Z[DEBUG]IZEREL TH B
T-oTLIEEELY,

Caonnecting the tool
Error{E2000201): Cannot find the specified tool.
Operation failed.

6-26 T S — DBl
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6.1.4 MBI 7—LOTTDET

AWS loT D1fE#RI% aws_ryz014a_tsip_ck_rx65n ZEESHE T, #—IFJ)LY T bk TeraTerm [CTEEL
F9. RELEBRIEIT—2I75v2al28EFRAENEST, 7TUS—3 >0/ —F TRX 77 2 1) RX65N
[Z&1+% Amazon Web Services # F|FH L = FreeRTOS OTA M X A% (v202210.01-LTS-rx-1.1.3 LUt s
FR)l (RO1AN7037) @ 2.1] EiZSHBL., TeraTerm DA VR b—J)LZET2>TLEEY,

(1) TeraTerm ##2&1L T. * =21—® File > New Connection.../ . Serial Z#IRLTOKZEZY Jvo L

F9,

O TCPR/IP myhost.example.com

Histary
22
Telnet
55H S5H2
Other
AUTO
® Serial Port:  COMA4: USE Serial Device (COM4)
\ Cancel Help

X 6-27 V) TILDEHE

(2) A*=a—®Setup (&FE) > Terminal (IH=R) ZFE. New-lne (BITI—FK) D Receive (Z1E) %
Auto, Transmit G£{E) % CR+LF #ZEIRLTOKZEV Uy I LFET,

Tera Term: Terminal setup X
Terminal size MNew-line
X Receive: | (AUTOD
Term size = win size Transmit: | | cR4LF / Cancel
Auto window resize

Help

Terminal ICx VT100 W [JLecal eche
Answerback: I:l [J Auto switch (WT<->TEK)
Kanji (receive) Kanji (transmit)
UTF-8 UTF-g8  ~ *[4B
Half-width kana Half-width kana ~[(B

locale: |japanese

X 6-28 23— FIILDETE
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(38) A=ax—m Setup (&E) > Serial port (1) 7ILR— k) %BALVT Speed (HE) % 115200 2R 7E
L T New setting GREDEREZHRE) 27U vI LFET, TOMOEREFMABDOFFL LT
LY,

Tera Term: Serial port setup and connection X
Port: COM3 - .
Mew setting
Speed: 115200
= -

Data: 8 bit ~ Cmad

Parity: none hd

Stop bits: 1 bit i Help

Flow control: none ~

Transmit delay

Device Friendly Name: USB 2/ UF )L F/(4 X (COM3)

Device Instance 1D: USB¥VID_045B& PID_8111¥0000000000001
Device Manufacturer: Microsoft

Provider Name: Microsoft

Driver Date: 6-21-2006

Driver Version: 10.0.12041.2130

6-29 BIEEREDHRTE

(4) CK-RX65N @ J16 % RUN flIc### L. RESETSW 2L EF, Nn—Foz 77Uty rETOI S A
NETEINET,

70455 LAETRITEMEREA Tera Term DEEIZRTINET,

6-30 N—FKroxzF7 Yty ETOYTSLET
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(5) FT—rO—4AREL., BIERICTEF IV r—LavhEBBLET,
TEZTIVr—2 a3 VvBHRICAZ2—NRTINDIDT, 10 LA TCLIJ &£ AHAL T Enter ¥—
ZHLTCLI E—FIZYIYEBZTLFEE W, CLIT—FTIEaT Y FAATTOY S AAELBIEREZE
BETEDHLOICHYFET,
Ff-. TCLI] ZAAETIZ10RLULFEDOE AWS AT 2 —4 U RIZBRLET,

J—tro—5SRHeETETTY
F— 3 VDOEE

= for endeoint/thinen certificat

. value to Internal Data Flash Memory with “commi
t° command. )
3. Reset the prozram to start the demo.
CLI and enter to switch to CLI mode or wait 1 to run demo!
>CLI

Going to Fres -CLI ! CLI E— FIZE®

TET7TUS—YarvAza—

6-31 TEF7 U r—Ya VETER

6.1.5 AWS loT &N &%

AWS ~TSIP 2R L= TLS BIETHR T A -OITVNELREBERZEZ IOV S LICERLET, 9
77—LozT7EETHE. CLIE—FIZAYEBREZANLETS,
CLIE—RIZTHEAY UV REANTHLETREMBEANLEY, REMBEHERLZYTHENTERE
—d—o
Ftr. CLIE—FTANLEREBEET 277 v alifFEENEEH. 2—7y bAR—FOERZEZV] -
THRFSINFET,

(1) AWS EFIHERZHRE
M3.AWS OFEFE] THRELIE/ DEH. BFUTY FRA Y +ZECLIE—RFTEHELET,
TeraTerm ICTCLIE—FIZCAY, UTOaT Y FEETLET,

conf set thingname [E./DHEFI] [enter]
conf set endpoint [I> A1 > F#&] [enter]

set thingname ota_demo_thine

zet endpoint Liot.ap-northeast-1.amazo

6-32 AWS iR D CLI A A
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(2) V7472 FIRAEDER

[51.3RSADBRTEVSAT Y RERAZEDAF] TAWS KYA I O—FKLEYSA Ty MNIBREZSE
CLIE—FTE&EHLET,

TeraTerm IZT lconfsetcert | EAHALI=DE, 95472 FEAE D 7ML

I'xxxx-certificate.pem.crt] & TeraTerm [CFS 97U RFAY T (74 II#EE) LTLESLY,
(cert DEICIIEABRAR—REZ—XFAHALTLESLY)

T774I)L KOy J#(L TeraTerm 7 7)) T TEnter] ##LTLEELY,

= | Cworkspace\key_crt_sig_generator\client-rsa2043

— ] *
“ Home Share View 9
&« v < (C:) Windows » workspace » key_crt_sig_generator » client-rsa2(48 v O Search client-rsa2(42 ye
J 3D Objects L Mame ” Date modified
I Desktop

| Y - 1 c ot per.crt |
= Documents

3/19/2024 %:54

-private.pem.key 3/19/ 34

+ Downloads -public.pem.key 3719/ 54
] 3/19/2

“conf set cert “Eljj L/T:&l:~ Tera Term: File Drag and Drop — X
BRI 7ANEFSYIFPUORFFAYTT S | _ |
%0)& Tera Term 7 j U —G”Enter”éﬂ-g' | C-\WDFkSPECE\kE)r_crt_Mg_generator\cllent-rsazmg\ﬁ‘

/ Are you sure that you want to send the file content?
SCP

File Edit Setup Cen Window Help

M COM4 - Tera Term VT

(®) Send File (Paste content of file)

[1Binary

(") Paste Filename

[ Escape

Separator is Space
Separator is Newline

Do this for the next 0 files
Do same process, next drop

Do not display this dialog, next drop

o | e

6-33 V547 FEEBAEDA S

R20AN07494J0100 Rev.1.00

Page 84 of 100
2024.06.14

RENESAS



RX 2731 TSIP RS54 /\ZRL - TLS EZIZ K % FreeRTOS OTA EIR A%

(3) JL—k CAIBRZED 4R
[5.1.2 )L— k CASIFAZEDAF] TAWS &Y FHoO—KLtz)L— b CASIBRE % CLI E— FTEHL
F9,

Tera Term IZT lconfsetrootca | EAALF=D5E, JL—k CASIBAZ D 74 )L
FAmazonRootCA1.pem| & TeraTerm [C KRSy F 7o R RAYy T (T7A4IL#EE) LTLIESLY,
(rootca MEIZIZFFAHAR—REZ—NXFADLTLEELY)

74 KOy J#(L TeraTerm 7 7)) T TEnter] ##LTLEELY,

= | Chworkspace\key_crt_sig_generatorica — O *
“ Home Share View 0
« v P <« () Windows » workspace » key_crt_sig_generator » «ca v O Search ca ye
I Desktop 2 Mame " Date modified
% Documents | & AmazonRootCAT.pem | 3/18/20247:35 PM

4+ Downloads
& Music / Tera Term: File Drag and Crop x
“conf set rootca “ élj] LT:&!:, Chworkspace'key_crt_sig_generator\ca\AmazonRootCAl.pem

EIEEﬂgj 7 ,r )bé I:a k4 77 > F F H b4 j-g—é Are you sure that you want to send the file content?
11 FD% Tera Term 7 71 T Enter’ 87 P

(®) Send File (Paste content of file)

COM4 - Tera Term VT

[IBinary

File Edit Setup  Control /Window Help

() Paste Filename

TE _____ [“] Escape

- O | l:i FI l‘l:I Separator is Space

--I.-...-I.'- 4 "u wd i oana1l

[ ] manl « 11 IIIII‘I M1 .

I'.-I" el L TRt o N

..I . -.'. 1-. :.. - - . DDosameprocess,nextdrop
. |

u - sl =f - Do not display this dialog, next drop

III. I. IIIL -I.I-rl
PP PR o
u | | EEpgHE e b

L ™ |

" 1 Separator is Newline

Do this for the next 0 files

r.II. | ] .-
N~k . |.-'- - k. -1
r.I I.I1r .I I. = IIII | W | = I q
(0 L gl il a8 .|'I'"-"I.' l".-l".'l'|1-' r
I.LIIPIJII.’I 1I I*I ..I II I.I II.I I. I | I.
. r u o . .| .k

PI. ‘-T : I: - .III - . E. L- II- - :. u u :. I || :.I
..III1II I .I .I .-.-I. u II-. II IIIu.II -
[ ] IIIIII [ ] IIJ I [ ] [ ] I‘ [ ]

STy —

6-34 JL— ~ CAREEAZE DA S
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(4) OTA A~ T:IEAE (ECDSAGIEAE) D&
62 0TA ABEANT LFAEDAM 5.1.2 THER L=BATIIAEZ CLIE— FTEHLZEY.

Tera Term IZT Tconf set codesigncert | EAALT=DE, BRTEEAE T 71 /L Isecp256ri.crtl %
TeraTerm IS FS v 7Y RRAY T (T74ILEE) LTLEEL,  (codesigncert DEICIFFHRAR—
RE—XFAALTLEEY)

TJ7A4I)L KOy F&IZTeraTerm 7 71 T TEnter] L TLEELY,

[(F] SEBAZE D 7AILDBITI—FETHFRAMITA AL ETLFIZEELTALEYMIFTLESN

< | Chworkspace2\ota_key — O X
“ Home Share View 0
« v » (G) Windows » workspace » ota_key v O Search ota_key R
I Desktop 2 Mame Date medified ()
= Documents ca.srl /22 59
& Downloads p secp236rlcrt
B Music secp236rl.csr 1/22/9094 @58 A
4 . %ESErLkeypair Tera Term: File Drag and Drop x
w Pictures ;
: ecp236r privatekey Chworkspace2\ota_key\secp256rl.crt
13 H 113 - 4 -
conf set COdeSIanert éljj LT—*“* Are you sure that you want to send the file content?
= © — > > >
fMABO7ALERSYITURFRAYTT S sce

ZFMNDi% TeraTerm 7 7 1) T”Enter’ #i§9

(®) Send File (Paste content of file)

M COM4 - Tera Term VT

[ Binary

Edit Wingbw Help

Eile Setup  Control

(O Paste Filename

apt ==<-- CATE----- Escape
[ ] b | T B Separator is Space
] ] ] ]
m m m | 3 [ EEE =
[ ] T.F"% : u L] Separator is Newline

Do this for the next 0 files

. am H . I.._. ; [ Do same process, next drop
ol mwdlil I1 a1
n [ |
I :. ] ‘l |
|

Do not display this dialog, next drop

o | mE

6-35 OTA AR 7EHEDAN
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(5) AWSIoTDERFEZAI Y b (F—2TTvIaCEERAH)

CLITAALE-BREMBEET 475V CEERAFETS, 23y MREZET HFETIEANLREE
FREFSNFEA. R—FOBRZVSANBLT I Y MEEZEITo TSN,

a3y MR, BREEYSTCLEBEHEIEFEINET,
TeraTerm TUTFTDaAT Y FEETLET,

conf commit[enter]

A3y MEEZET D EUTDRSITRTASIAET,

T COM4 - Tera Term VT - O X
File Edit Setup Control Window Help

f commit

6-36 commit &K B T—R2ITTvLa~DEZTAH

6) T—H T35y 1NEEAHRTIEDHIR

ASYMLTT 2739 anEERENET R ZHIRTHENTEET,
EREEZEHLEZVVGEE, FILOVREEZANL T Y MEEERTI S LICE-TEYH (£
E) THENTEFET, &2 T, HIRBEFFZBEEFETIN, EERFNLT—EEIUTLEVNGS
[CHRBHEZITOTLEEL,

Ff-. TSIP CHEAT 5/L—F CAIHAZERARIIALRABRLE Y SA 7 FMIBAZRALMEE - EHRD 3
BORIEITOFVS LAYRIETEIZT 275y a~EETRAENET,
LEDOTSIPHBIXCLI TTFIERTHILEITELR VS, FRITIBELEFL-NE ST EEIRIEE
I2TT—427592a2%&9)T7LTLEXL,
[(E] 15141 DRV TLFBEITHL 515 O3IBOBOBEREZERL-EAF. 2T EKBEIZTT—
BIT59ax0)FTLTTEL,
Tz, VUTEHIEIMN)~@)DREEBET->TLESLY,
ZhiZkY, TRTSLETHIZ. BERLEHFLVLIBORELAT -2 75y aCEEFRAENE
ER

TeraTerm TULTDaTY FEZEITLET,

format [enter]

HIBMEIEZ T D EUTORSITRRENET . T2 ISV VaDEREERFIANTY YT ShDH=0.
BEREZTo>TLEELY,

6-37 T—2 735 v 1 DREMEDAHIR
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(7) Uty b TZ7—LD T TOET

BREBEDANN RO =5, TATSLFE )Y FLTAWS ~DEHULEBIZHBITLET,
TeraTerm TUTDATY FEEFTLTLESW, VI b9z 7YtEy bR ITOATOT S LARYMNSOE
TENFET,

reset [enter]

Jty FETE. TeraTerm U TO LS ITEEQITARTEINET,
TSIPIZ& % TLSBIEMNRZ— %, PubSub TE & OTA TEMNEMEL £J, PubSub TEIL MQTT &S
*HRTEHTE. OTATER 72 7—LI9zT77YvIT—+E21T5TETY,

LI TFEE T PubSub TEMNEITEINT, OTAD a3 IJFLICH-TWA I EEHELET,

T COM4 - Tera Term VT - O X

File Edit Setup Control Window Help

1 [MAIN
TSIPABDT—275va1~DEERH

1 DHAIN.ThSK T0s's TC Sl (5] EXABENTOENE EZOH

------ RS Deno Task - | LR ERIRS
v.0.9.2

w
\&

PubSUb ( Fez7 /R

6-38 FEAT 7 — LV T T DET
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6.1.6 MQTT&EIKRDHEE
MQTT BIEDKREHERELET,
MQTT BIEDEITIREEIZ AWS ICTHEREFITS 2 EMNTEET, 7OV S LEITRIZ. LTOFIET
AWS DE=ZA—EREZITHo>TLIEELY,
(1) AWS TR AL FaAVY—ILADH A LAY
AWS TR A2 a2 y—)L (https://aws.amazon.com/consoleNIZH A4 A4 L, AWSDA=a1—&

L) IoT Core DEIEZRTLTLEELY, loTCore DEHD A =Za—m5 [Test (FREK) | &Y.
[MQTT test client (MQTT TR IS4 72 k) 1Z2ERL, MQTT TR I SA 72 FERETET,

‘?}.ﬁi&' EEE Services Q, Search

4

AWS loT X

Monitor

Connect
Connect one device

P Connect many devices

Test

P Device Advisor

MQTT test client

Device Location New

6-39 AWS [oT A = a1—
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(2) FEVIEHFTRYISAT

[Subscribe to atopic (FEY Y EHTRUS54TF3) DA TEY1)vo L. [Topicfiter (KEwW S
DITA4INLE—=) IZTAILEH—FK®D T#) ZAAL. [Subscribe (HTRUS4T) 1&9)voLFE

EE

Subscribe to a topic

Publish to a topic

Topic filter  Info

Letonic filter de=cribes the topiclsl fo which vouwant o subecribe The tooic filter caginclude MOTTwildeard characters.

]

» Additional configuration

Subscribe

(B) ZEHOIALY—ILOHER

6-40 MQTT TR I SAT7 Y FDERE

UTOESICEETEICENDIVY —ILBNRREINSGZEEFHERL TS,

Subscriptions #

‘ Pause H Clear H Export

[ ean |

# @ X

®

You cannot publish messages to a wildcard topic.

Please select a different topic to publish messages to.

Mo messages have been sent to this subscription yet. Please send a message to this subscription

to see messages here.

6-41 22V —ILRERDIER

R20AN07494J0100 Rev.1.00
2024.06.14

RENESAS

Page 90 of 100




RX 2731 TSIP RS54 /\ZRL - TLS EZIZ K % FreeRTOS OTA EIR A%

(4) TRTS LERET
16.1.4(4)] HESBLTA—4 v rHR—FDJEY FSWZEZHTL, 7RIS LFYEY b - ETLTKL
FEW, 7O5SLNREITENDE. UTDESIZPubSub FE (MQTTEIES RY) DEITREART
ENEY,
PubSub TEIZZ RV 0- 2RV 1D 2DOOMQTT BEX RV EEITLET,
FNZFhD PubSub 2 X% (& message 0 h > message 9 D 10 B A Vv E—CDEEFTVET,

T1 [INFD
T1 [INFO]
T1 [IMFD
WITT T CINFO]

T1 CINFO
T1 T INEA]
OTTT CIMFO]
WL L THEDL

B 6-42 PubSub TEXTIKE
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(5) MQTTFR F9 547> FEEORER
PubSub TEERTHIZAWS D MQTT TR M54 7Y FEEZERTT L. BIEShz-T—2 MR
TEIEMNTEFT,
PubSub TEA AWS L DEHICHKIT S E. MQTT 2 SA4 7Y MMIBERITNHASKET,
UTOE@EIE TTask0] @ message 5] #ZIELI-BADBIELY FT,

Subscriptions # ‘ Pause H Clear H Export H Edit |

# Q@ X

® You cannot publish messages to a wildcard topic.

Please select a different topic to publish messages to.

¥ pubsub_demo/dummy/task_0 March 25, 2024, 16:48:40 (UTC+0900)

‘ (®) Message cannot be displayed in specified format.

Task @ publishing message 5

» Properties

6-43 MQTT @EIEQ Y DHEER
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6.2 BEHATI7—LVITEELET

OTAICTZ Yy I T—rENEEHFAI7—LVIT7EERLET . K7 TYr—23 >/ —kTIE
[6.1] BiICHER LTz, AT 7—Loz7DTOT Y b+ aws_ryz014a_tsip_ck_rx65n [Zxt LT/AN—2 3 >
BEDHEBLI-LDEERLET,

6.21 BFI7—LOzT7DEK

(1) 27—L2z7DNN—23%Vv093IZER
7O< x4 b aws_ryz014a_tsip_ck_rx65n QLU T EFRFZEBELET,
aws_ryz014a_tsip_ck_rx65n\src\frtos_config\demo_config.h ® APP_VERSION BUILD &% 3 I1ZL
T N—=—P a3 BEESZ093ICEBELTLESWN, EENETLELELRFEBEITLET,

{2 Project Explorer X - = 0 || lnl *demo_configh *
v Ie5 > aws_ryz014a_tsip_ck_x65n ~ 318 lag to enable or disable provisioning mode for the demo.
& Binari 324 ﬂdefine appmamPROVISIONING MODE | B |
%% Binaries ok
n! Includes 327 + Certificate used for validating code signing signatures in the OTA PAL
& Common 329 #ifndef otapalconfigCODE_SIGNING_CERTIFICATE
& Demos 338 #define otapalconfigCODE_SIGNING_CERTIFICATE “Insert code signing certificate...”
= , #endif
& Middleware
v g > src 334 2dnan varcinn of the firpware
sscbction code 33 n:.Fndef APP VERSION MAJOR
) PR 348 #define APP_VERSION_MAJOR ]
Vi frtos_config 341 #endif
bk core_http_configh 342
K core_mgtt_agent_config.h e - finor version of the firmware.
DRI e 348 #ifndef APP_VERSION MINOR
k} core_matt_configh 35e #define APP_VERSION_MINOR ]
b} core_pkes11_config.h 351 #endif
R s 352
(or'p g mu\fugh 354 u version of the firmware.
B defender_configh 359 - #ifndef APP VERSION BUILD
k> demo_config.h 368 #define APP_VERSION_BUILD 3
S i 361 #endif
&} fleet_provisioning_config.h
K FreeRTOSConfig.h : + Server's root CA certificate.
ki ota_configh 384 ﬂde’FJne demccunflgRDOT CA_PEM t1sSTARFIELD_ROOT_CERTIFICATE_PEM

6-44 BT 7—L9TT7DIN—2a VTR

(2) Renesas Image Generator #ERAL CTEH I 7— LV T T EEK

6.2.1(1)THEI FLz7 7—L4™ = 7(aws_ryz014a_tsip_ck_rx65n.mot)% Renesas Image Generator
J+LFICEEEL, av Y FTAVTRTUTAY Y FERITLET .

python image-gen.py -iup aws_ryz0l4a tsip ck rx65n.mot -ip
RX65N DualBank ImageGenerator PRM.csv -o user_093 -key secp256rl.privatekey -
vt ecdsa -ff RTOS

BN Command Prompt — O x

C:¥workspace¥RenesasImageGenerator>python image—gen. py —iup aws_ryz014a_tsip_ck_rx65n.mot —ip RX65N_DualBank_ImageGenera
tor _PRM. csv —o user_093 —key secp2b6rl.privatekey -vt ecdsa —ff RTOS

Successfully generated the user_093.rsu file

C: ¥workspace¥RenesasImageGenerator>a

B 6-45 BFH T 7— Loz T OER
a< Y K54 12 TSuccessfully generated the user_093.rsufile.] ERTEINF=HERTT TY .
B IO7—LIITIEUTOI7AILATHERINET,

. user_093.rsu
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622 TJ7—LIITDEH
AWS [ZT, 77 —LDIzT7DEHFEFTI-HD OTARHFD a TEERLES,

CadERBIZE—S Y FAR—FIZT 16.1.5(7)] OFIETHER I 7—LZEETL, OTAD 3 TFHDIR
BELTHEWTLEELY,

(1) AWSIoT Core N7 7—LD T 7EFDY 3 TR
AWS ~DEHFH 77— LIz 7EFOFIEDFHEME, A&7 IV r—>ar/—k IRXT772 1)
RX65N (2§15 Amazon Web Services % FIF L 7= FreeRTOS OTA M X Ai%(v202210.01-LTS-rx-
1.1.3 LI GHR)]  (RO1AN7037) O 152 J7—LOx7DEH #SHBLTERLTT I,

OTA o a JDEMERZIE 5.2 OTA AER7 LFIBAEDNER] TR L1=- ECDSA MEIEAE - 4 {F
BALEY, 7 7—L 9z 7EBBICERALELOERCAERT—2ZFERALTLESL,
OTAC I J#ERTBE. OTARETEN I 7—LIITDT7 v ITT— A EFTENET,

OTA job configuration

Job run type

Choose how to run this job.

© Your job will complete after deploying to the devices and groups that you chose
(snapshot)

Your job will continue to deploy to any devices added to the groups that you chose
{continuous)

» Job start rollout configuration - optional

Specify how quickly devices will be notified when a pending job starts.

» Job stop configuration - optional

These configurations define when to automatically stop the job. The job stops if a percentage of devices fail the deployment after a
minimum number have deployed. The job cancels if any of the criteria are met after the job starts.

» Job run timeout configuration - optional

Specify how long the job will run.

Cancel Create job

6-46 OTA ¥ 3 TMDEST
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(2) Z7—LOzT7DERE
OTAD aJhftEEhd e, 23— Y b R—FTI7—LD I 7OZENFIBINET,
T7—LOzTOREFXTOVIBLATITONET, Z{EZLIZ Received DEIMMNEZFT, HBYDT
Ay MNO0ICHEEERERTTY,

T COM4 - Tera Term VT

File 1,

ZIEERIBTHE.
d Received DEIFAMEINET

6-47 77 —LITT7DRIE
B) Z7—LIITDRIEET
I7—LIzT7DZENTETL, RIELEI7—LDI7ORIEICENILEL I 7—LD T 7TDEERA

HENVYRTy THfTh, BH 77— LV THARITENET,
EREICEHFI7—LIIT7HRTENSERIDA Za—ARRENFET,

T COM4 - Tera Term VT

T77—LITTRIEET.
INVDRDy T

BEPBRAZ21—FT

T

6-48 77 —L T 2E
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4) 77—LDIT7DN—T 3 v OHR
T7—LITT7DIN—23 UNEHED Ver0.9.3 [CH->TWNWAZ EHxHRALET,
MY 7 — Ly T 7 LRI PubSub TEE OTA TEABETIE T 7— LY T T 7 v TT7— MER
TTY,

T COM4 - Tera Term VT = m} X

6-49 J7—LzT7D/IN—2 3 ViESR
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7. 8%

71 RE—LANBRERIZEVWTERORBZRIFICEHESE HI5EDEIEEIE

B> 7)La—F (EthernethR) I2EFEND MAC 7 FLRIFILRHYRILY FOZY AB%RESHOR LS
DASEIYHTOENE=T FLRAZFEARALTWET,

BE— LANIRERICEVWTH TN TOT S LZEHOBBCRBICHESEHIHEEE. MAC 7 FLARA
BEELGVKSICEBLTLIEELY,

BEHOMBTMACT RLANEETDIEHUTILTOFTSLNELCEBELAGWTREENHY TT,

LTFIZMAC7Z FLRDZEEFIEZRLET,

AY—bk 227445 L—%4 aws_ether_tsip_ck_rx65n.scfg #BE. Components (2 R—R2 k) 4

T#BRLFET,
Y1) —& Y[RTOS]—[RTOS Kernel]—[FreeRTOS_Kernel]%:#&#R L. Property /5 TMAC address 0~5]

? Value ZEED 16 EHDEICEEB L T 230N,
1% OxXX (XX [FIEED 16 EHDE) TAHLET,

BH. PEFIYRZIET HEEIZIFLT IEEE ICHEL- MAC ZRLRAZFEHALTLEEWL

{3 Project Explorer =R i = O ||k aws_ether tsip_ck_r65nscfg = B
v 1§ > aws_ether tsip_ck_r65n t e % f C
= = o ! Software component configuration g —!
%=, Binaries Generate Code Generate Report
L 1
ni! Includes = >
= = Components [« 0} — 4| 3 Configure @
R Common
R Demos L Property Value al
8 Middlewer= ICP echo client port 9999
- ~ (= Memory i # MAC address 0 Ox74
& HardwareDebug - & flash # MAC address 1 0490
¥ > output v G5 Security # MAC address 2 0%50
&= trash & i # MAC address 3 0x00
v = Communications # MAC address 4 0x79
o4 aws_ether_tsip_ck_65n.scfg & i ether ix # MAC address 5
, aws_ether_tsip_ck_rx65n Hardygare Debug launch O i osdinx # P addresss configuration 0 192
» cpptestscan. bdf v = M\ddlp:»\ua::: # P addresss configuration 1 168
@) > Developer Assistance [iot-ref v @ Ganeric # IP addresss configuration 2 11
(} r_byteq # |P addresss configuration 3 12
LS r-f\mup # Gateway address 0 172
v = RIOS # Gateway address 1 27

# Gateway address 2 49 v

v [ RIOS K
o FreeRTOS Kemel < >

Overview |Board Clocks Systeins Interrupts.

7-1MAC 7 FLRDEETE
TRORELEEFITo1-1581F. ZEXREEAL®D[Generate Code (A—FDAER) [RE2VEV v L

E

T.AR— b+ -V T4 T L—8DEERNBTZI—FITRBRL T EZELY,

¢ aws_ether_tsip_ck_m65n.scfg =i
% 1
: > =
Software component configuration Gnirohe it I aarate Mgt
Compone... (=3 —| + 3 Configure @
& P
Property Value g
# TCP echo client port 9999
v [ A/D Converter A # MAC address 0 Ox74
"(} ¢ s12ad e # MAC address 1 0x90
~ [ Memory # MAC address 2 0x50
S flash o # MAC address 3 0x00

7-2 A—FOER
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8. FITINYVa—TFTavT
FYUTNERTTIRICBESN IS LI ITLBLUVTOBREETRISRLET,

®81 rSTNYa—TFa45 (1)

No | FZTILAR [REA iR IR SR
1 W7 7—L | Python D/SZAMA Python 28B4 Y X =)L L TLE S, GE1)
DI T7DER | BoTULVELY, F7-. T[Add python.exe to PATH] (<
av Yy Rtk FIVvIBA>DTWSI EEZHRALTLE
2 4 S Ly, (22
2 ESIESATSUN | BEESATSUEA A M=ILLTLE | (£2)
AR R=ILENT | &Ly,
LVEELY,
3 M7 7—L | CK-RX65N 1T CK-RX65N M J16 MEREMN 1-2 3 — b+ (GE3)
DITHAEE | NYTRTEIZTHELT | (T/AYY) IZHE-TWS I EEHEELT
ABHIELN LELY, {EELY,
4 WHEA T 7—L | CK-RX65N AN RUN | CK-RX65N @ J16 DEREM 2-3 > 3— k 6.1.4(4)
DIT7HES | BEICHE-OTLE (RUN) [ZH-oTWBZ EEHERALTLE
L%y A AN
5 +)LS5—@&IE | RYZ014A PMOD A% | RYZO14A PMOD D#E#ZzRELTLEE | (X3)
MNERTER | ELEHRINATL | LY,
L AN
6 SIMA—FAHEHAZS [SIMA—FZEBBALTLESLY, (GE3)
nTULELY,
7 SIMA—K®DHREM |rcellularDar 74 7% EEZRELTLE | 6.1.2(4)
ELLESATLE AN
LY
8 CK-RX65N D |SIMA—FKDTF7HO T4 R—2320%47>oT |6.1.2(4)
SIMA—FZEFEAL | <FZ&Ly,
THY., m»DSIM
h—KD7o T4
R—L3UMTET
LVEELY,
9 TIILS—EE | BERENEL, RYZ0O14APMOD [Z7 YT+ H L UVEE®D | (X 3)
RIZTS—M EHET o TS,
HET D Fl. PUoTTHEREBLGEREREDRL
BRFIZENTLEEL,

6=

15|

[F] 2. F77Us5—>3>0/—kF IRXT73
FreeRTOS OTA MEIRA%(v202210.01-LTS-rx-1.1.3 LABE®t S AR) 1

e
(x] 3.

i}
2]

1. 7F)5—oa3>v/—k TIRX 77
FreeRTOS OTA MEIRA%(v202210.01-LTS-rx-1.1.3 LABE®t IS hR) 1

7IVlr—3av/—k IRX 27
FreeRTOS OTA MEIR A% (v202210.01-LTS-rx-1.1.3 LA T S hiR)

2 1) RX65N 12817 % Amazon Web Services ZFIA L 1=

(RO1AN7037) @ 1221 &

1) RX65N [Z &+ 3% Amazon Web Services ZFIA L 1=
(RO1AN7037) @ T2.2(5)]

= 1) RX65N [Z$ 15 Amazon Web Services ZFIFH L 1=

(RO1AN7037) @ l25] &

R20AN07494J0100 Rev.1.00

2024.06.14

RENESAS

Page 98 of 100



https://www.renesas.com/search?keywords=r01an7037
https://www.renesas.com/search?keywords=r01an7037
https://www.renesas.com/search?keywords=r01an7037

RX 2731 TSIP RS54 /\ZRL - TLS EZIZ K % FreeRTOS OTA EIR A%

#® 82 rSTNYa—TFTa425 (2)

No FSTILARE RE fRRER S|
10 | AWS ~ADEHHT | AWS loT EHABE S BE. AWS loT (EHRDFEZITo | 6.1.4
IS—HFEETSE | LTULEL, F=EEE | TKEEL,
ZTW3,
11 SIBRE - BT —AHMEE | BEFIEICEDESIHAE - #B7— |51
[ISERSN TV, £ | FOEREIToTLIEELY,
T BE SN T,
12 J—hrO—45EE | T— FO—FICAREN | T—FO—5FORRRZTLERE | 6.1.2(1)
BIZT77—Lox | ELLERELAINTULEG | LTLESEL,
THEE LA (AW
13 |OTAZYTT— | 27—LIx7ICAKE | 727—LOz7OLARBREER |6.2.1(2)
FEIZTO7— LA AELLCEESNTLG |[ELTLEEL,
DITHAEHLA | LY,
14 Ly TNARBIRNELLCE | 27—L9z7HLVT—+O— |6.15
ESINTULVELY, TDTNARAEZEFRELTLE
=LY,
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tETECi%
WETHE
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HARBCEALOIFEER

SITHE, RAaVHBSKISERYT S MEALOEERRE] COVWTHBLFT. BHOEALOZIEBRHEIIOVNTR. KFFa1 AV FERUTY

ZHALT Y ITT—rEBBLTIEEL,

1. HEIXEK
CMOS #HE OB Y HVORIFFHERMHLZLAF TSI, CMOS RAEFHVFHERICE >TT — MEBRIRZEL S EHHYFT, EROR
FORIZIE, SHAHFRABIEALTVLEERD FL—PI AU —X, SEROREM. EB7—RAGEEFAL. MAITIRICET—
REBLTLLESV, TIRAFYIREICKELEZY, HFEMoY LEVWTIHEEL, ol CMOS HEEREL K- FIZOVTHRKOER
WELTLEEL,

2. BREAROLE
BRIEARIE. REOKEEITETY, BREAFICE, LSIORBERBORESFTEETHY . LORIORELEHFOREIETETT . S
ey MEFTUEY MY EREDBE. BREANL Y Y OB LLETOHME. mFOREFRETEE LA, R, REAT—F >
VEy MERZEERALTY Y FIARHEDEE. BEREANG VY FOMNS—EEEISET 2 TOHM. HFOREBIRIAETEEEA,

3. BRAIHIZBEITHIANES
LBAKOBRLSAT TREOLEIT, ANESPABATLT7 v TEREANGBVTEEWN, ANESPLARATLT v TERMSDEREAIZ
U, REFEESIEZECLEY. ERERNRNABRFZELLIELYTIBENHYET . BHFRIC TERA IHICEFHIANES] 120201 T
DEHBDOHLHRBE. TORABEFH>TIESLY,

4. REMARFONE
REAWFIE. TRERAFRFORE] ITH>TRELTEZEL, CMOS #HEDAANWHFOAL VE—F VRIF, —fRIS. N(AVE—FREGS
TWFET, RERBFERABRRKETHHESES L. BERRICEY. LSIFLZO/ 1 XAMMEh, LSIRBTEBERNRNEZY . ANES LRH
ShTERBEEZECIBILHYET,

5. /w2221 T
Dty b, VAV IRRELEER. Uty FEBRRLTESY., TOJSLARTHROI/ Oy VY ERRE, OIYEREI OV INRELS:
RICTYBZ TS, VEy b, SMBRIRF (FEMBRIRER) 2RV 0y THEEZRKT S OATATIE. VAV IHNHIRE
Lz, Uty FERIRLTIESN, Fo TRTSLORPTHBREEF (FLEABREERE) AV v 2(TUYERSHEE. 1Y
BAXEDIBYIDNTARELTHALGYYBZI TS,

6.  ANIHFOENIER
AN/ A4 XPRGERIZE DEBEASRHEORERICAYETOTERELTIHEEL, CMOS HEDANA/ 4 G EIRAL T, Vi (Max.) A
5V (Min) ETOFBICE EFDLSWFEIE. RBFZSIEZECIENSHYET . ANVRUPEENBEFEEDA. Vi (Max.) H5 Vi
(Min.) FTOEBEEBT 2BBHMRICTF v 2T/ A XBERABBVESIZEALTIEEL,

7. UH—TJTFLR (FHMEE) 077 2REL
UH—TF7 KLR (FHEE) OF I EREZELET, 7 RLRERICE, FEROME#ERICBHYFTFOIATNG YF—T7 LR (T
B) "HYET, ChoDT7 FLRETIRALEEESOBEICOVTIE, RETEEFADT, 7V EALBLKSITLTLEEL,

8. WEMOMEIZONT
REORGHIHRBIEES 5B, HRHATLITVRTLAHBEHAREREL TEEL, RALIL—TOISAVTHRENES L. T35y
DAAEY, LATY RS- OMELRLEICLY. ERMBEMEOBET, HiEE. BEY—C0 /A XWE. /A XEHELENELLHEH
HYET., BENESHRITEFTIIHER. BLAORKIECVATLFMRBREREL TS,



CEEEE

1. AEHICRBINER. VI bz 7LV INSICEET 21FHRIE. FEFRUFOBEN. KAGAEHBETIHLOTT, BE, YVI+LIz7H
FUINGICEET 2EREFERT HHE. PEROBERICEVT. BEHROMEE - DRATLERHCLESIL, ChoOFERICERLTEL-EE
(BEFFLEFE=ZBOWTIICELBELEAFET. UTRILTT, ) ICEL. H#E. —UZ0EEEEVEEA,

2. SHBRKFLEAEHICEHINZERZT—42. B, K. 7055 L4L, 7TV XL, CARBRASOEROERICER L TRE LEZE=EDHEHS
. ZRETOMOMMMEEICHT IREFLEIASICET IPNRICONT, SiE. ASORIEZTIHLOTELEL. FLEEFZESLDT
IEHYEEA.

3. LHE, AEHICEODETUHFLEIFE=BOHHE. EEETOMONMMEEZASHETLILOTIEHY EFEA.
LHRFEFMFAALEROBEA. WiE, B&FE, FIA. BRZOMOTAETSICHY. E=EREFORMOMNAICET IS5/t ANREL
HRBE. BARTM UV ARBOHKFS L URBEEEROBECENTIT>TLEEL,

5 LUHMAE SWMELE—HBEMHLT. S, WE. EE. UN—RIUTZTFYLY, oM. TEVICERLZVTESL, hhdiE. &
L EE UNRN—RIVPZFYLTHIZEYELEETICEAL, S1E. —UZF0EEEFAVEEA.

6. Lk, BHBEIOREKEE NMZEKE)] LU BREKE] ITHELTHEY. SREKEL, UTICFTRARCHSNMERAINDIILFER
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