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R_TSIP_Close
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R_TSIP_TIsRootCertificateVerification
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Server Key Exchange R_TSIP_TIsServersEphemeralEcdhPublicKeyRetrieves
Client Key Exchange R_TSIP_GenerateTIsP256EccKeyIndex
(x5 KA ECDHE DiFE) R_TSIP_TIsGeneratePreMasterSecretWithEccP256Key
Client Key Exchange R_TSIP_TIsGeneratePreMasterSecret
(BB ARXA RSA DIHE) R_TSIP_TIsEncryptPreMasterSecretWithRsa2048PublicKey
Certificate Verify R_TSIP_RsassaPkcs1024/2048SignatureGenerate

R_TSIP_RsassaPkcs1024/2048SignatureVerification
R_TSIP_EcdsaP192/224/256/384SignatureGenerate
R_TSIP_EcdsaP192/224/256/384SignatureVerification
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R_TSIP_Aes256CbcDecryptinit/Update/Final
R_TSIP_Aes128GcmEncryptinit/Update/Final
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Application Data
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Prepare and verify root CA certificate

Generate key pair and signature
Generate TLS public wrapped key

LA

VAR
[0/ R
o
AT Server

Verify _
Client
Handshake protocol
Certificate Server Hello

Certificate
Server Key Exchange (optional)
Certificate Request (optional)
v Server Hello Done

Server Key Exchange, Client Key Exchange

Diffie—Hellman key exchange
Generate premaster secret

}

Certificate Verify

Generate signature

l

Finished
Generate master secret and session key
Generate and verify finished message Change Cipher Spec
Encrypt and decrypt the message

Verify server certificate

Finished

v Application data protocol
Application data

Encrypt and decrypt messages

Application data

* To assure validity, the TSIP only accepts a wrapped key, even for a public key.

Keep the key in a safe place.
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X, 77U —3 3>/ —hk TRX 7721 TSIP(Trusted Secure IP)E 2 2 —JL Firmware Integration
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Generate RSA key pair
Private key Public key

RSA2048 PSS with SHA256 signature

Root CA certificate

|_j UFPK W-UFPK
9 Q Encrypted on

Convert to Key Wrap Service
DER format y Signature Convert to

v
ted k
l_j SRR Security Key
9 Management Tool

I Keep the key in a safe place.
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1. 95472 bIMERAT S RSAMNECC DBRT7TEERLET,

2. AR L1=8~7® CSR (Certificate Signing Request: SIBAZELER) #ERMLFT,
3. CSR # CA (Certificate Authority: FR2EER) ICRRELET,

4. CAMCSREZICHITLIZV 47 FIREZAFLET,

TSIP RSANIE, FXDA—YBEEANE LTZIFTANG W=D, V54T 2 FHRERERB/ELREEIC
FRTDERTIE. TSIP KSA1\NZFAN DS Encrypted Key IZE# L TT 05 S5 LIZHEAAD 6
EAHY EI, Encrypted Key DERLIE. Security Key Management Tool ZERAL TITS ZEMNTEE
9, ML, 7TV —>3 >/ — bk TRX 77 3 1) TSIP(Trusted Secure IP)E ¥ 2 —)L Firmware
Integration Technology (R20AN0371)] #ZHBL TS,

If server requests client certificate

S —

| Generate RSA or ECC key pair

Private key  Public key CA
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Client certificate

UFPK W-UFPK
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Encrypted on

Key Wrap SerV|c

Wrapping A
Security Key
Management Tool
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I Keep the key in a safe place.
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1. R_TSIP_Open() B#i=ERALT. TSIPZHEMELLFET,

2. R_TSIP_GenerateTIsRsaPublicKeyindex() B#tZ{#FH L T. TLS public key index Z4£mLE T,

3.R_TSIP_Close() BA#tZ#ERLTTSIP ZFLLFET,

4. R_TSIP_Open() BA#ZERL T TSIP ZBEBMLT 5L & HIZ. TLS public key index ZFwAAHF
E

5. R_TSIP_TIsRootCertificateVerification() BA#i#{#A L T/L.—  CAFIBAZEZRIILF T,

Convert to

DER format Signature Convert to
Iﬁ @ encrypted key
R_TSIP_Open Key Install phase
v
R_TSIP_GenerateTlsRsaPublickeylndex —;
|
v |
R_TSIP_Close :
I
|
|
R_TSIP_Open <t————-— -
¢ Q TLS public wrapped key*
>IR_TSIP_TIsRootCertificateVerification

l % Root CA certificate public key

* To assure validity, the TSIP only accepts a wrapped key, even for a public key.

2-4 JL— k CAFIEAZDRIID N

£ 21 JL—bFCAMIBAZN#EBE A VR F—ILTHERAT % AP %k

AP| Ba%k B
TSIPZAxMELET,

TSIP S5 4/\MD TLS AT APl ZB%IZT HI1E
R_TSIP_GenerateTIsRsaPublicKeylndex()®

e_tsip_err tR_TSIP_Open ( key_index ZANT HWELNHY FT,
tsip_tls_ca_certification_public_key index_t 5%
*key_index_1, key_index_1 [Z(&. 1 BIE ®FEUH L TI& NULL
tsip_update_key ring_t *key index_2 RA A%, 2EEOEVHE L TIE
) R_TSIP_GenerateTIsRsaPublicKeylndex()A H 71

Lf-key_ index ZAHNLFEYT, BEHFEEZER
LA ULMER. key index 2 [TIE NULL A >4 %

AALFET,
e_tsip_err_t R_TSIP_TIsRootCertificateVerification() C{E A9
R_TSIP_GenerateTIsRsaPublicKeylndex( % RSA 2B D key_index #HALFET,
uint8_t *encrypted_provisioning_key, B|%

uint8_t *iv,

encrypted_provisioning_key, iv, encrypted_key
uint8_t *encrypted_key,

[ZIE. Renesas Secure Flash Programmer /H 5 H

tsip_tls_ca_certification_public_key index_t HENT- key datac ADEHMEANLET .
*key_index -
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)
e _tsip_err_tR_TSIP_Close (void) TSIP #E1ELFET,
HoMUHAELIL—F CASIRAZEFHIILF
e _tsip_err_t R_TSIP_TIsRootCertificateVerification ( To
uint32_t public_key_type 5%
uint8_t *certificate, public_key_type IZ[&. FEBAZIZEEN TSR
uint32_t certificate_length, RBOIEEE AN LET, certificate IZIXFEAEZ
uint32_t public_key_n_start_position, DER XX TA A L. certificate_length [ZIZZFDE
uint32_t public_key n_end_position, SZ#ABLFET, public_ key * * position [ZIXFE
uint32_t public_key_e_start_position, BAZ#M5 L THB-)L— + CASIBAZD ARRE
uint32_t public_key_e_end_position, HBOER - BROERT FLAEANLET,
uint8_t *signature, signature IZIXFEBAEICH T 5EL T —2EANL
uint32_t *encrypted_root_public_key); F 9, encrypted_root_public_key [Z[XIFHRAH
) hEn, RIZFTS5Y—/\IHAEORIEICFERALFE
ER

2.3 Handshake Protocol
Z Z Tl&. Handshake Protocol IZEWT TSIP RS A /NDEENAPELNBEEHRLET,

2.3.1 Certificate

UTOFIBICHWNGIRAEFz—VZFHRIALET, VEOFNIEIRE 2-56 %, FHTS TSIP K54 /30 API
DFMIIR 22FSBLTLEEELY,

1. JL— ~ CASEEREMN S H Y H L =288 (R_TSIP_TIsRootCertificateVerification() BE%(mM 5151
encrypted_root_public_key) ZRELEY,

2. R_TSIP_TlisCertificateVerification() B #ERAL T, XZRICRIIL-ARAEORDIIHAELERIELET,
3. RIZFIDEAENEZ > TV BDIHE . 2. THREE L-FIAZ I EERAETY . R L-EIBAEICEEA T
5B (513 encrypted_output_public_key) ZHEL. 2.I1CRY F£9, RERIEDIEAENZ > TLVE
WMBE. 2. CTHREELSERAEEY—/N\FIRETY ., R LY —/\FIREIZEFATLWS2HEREZRE

LTROMEBIZEAET,

R_TSIP_TIsRootCertificateVerification

C% Root CA certificate public key

SSL/TLS stack should select which Y
certificate would be input into R_TSIP_TlsCertificateVerification | ¢—— 9 |

R_TSIP_TlsCertificateVerification() ’\Root B certificate
till certificate
s exists
No
Server public key output

Intermediate certificate
by R_TSIP_TlIsCertificateVerification

Server certificate

2-5 H—/\GEAZEDRIEDTN

RO1AN5880JJ0104 Rev.1.04 Page 10 of 22
Apr.10.25 RENESAS




RXZ27=21)

TSIP K54 /\ZRAW=TLS REFZE

= 22 H—/\GIBAZEDRIITHERAT 5 API B

AP| B8

B

e tsip_err_t
R_TSIP_TlIsCertificateVerification (
uint32_t public_key_type,

uint32_t *encrypted_input_public_key,
uint8_t *certificate,

uint32_t certificate_length,

uint8_t *signature,

uint32_t public_key n_start_position,
uint32_t public_key_n_end_position,
uint32_t public_key e_start position,
uint32_t public_key e _end_position,
uint32_t *encrypted_output_public_key

AAEF T — DRI EITVET, IL— ~ CAEERAEDR
DHFEEERAEN SR Z TV, Y—/\SERAEDRKEIEINT T
TEHETAEHEBRYRLIFEUHL TS,

ElE ¢

public_key_type IZI&. SERAEICEFN TV S FAROELE
#ANLZET, certificate IZ[ZEEBAZE % DER BXTAH
L. certificate_length [CIEZDEESZEZADLFET,
signature I[ZISREIXR & L HMAERNDER T —2E AN
LET ., public_ key * * position IZ[ZIREEXT R DA BEIE
|MOERIT KLRAZAHLET,
encrypted_input_public_key [ZI&, EHIIZHREEL =5FAE
DAMBEANLET, —/\FIAEOKRIRICH SR
1= encrypted_output_public_key |Z83T#BE I H 3
R_TSIP_TIsEncryptPreMasterSecret

) WithRsa2048PublicKey() & 7= (&
R_TSIP_TIsServersEphemeralEcdhPublicKeyRetrieves() T
FERLES.

2.3.2 Server Key Exchange, Client Key Exchange
2321 @#X|AKXN ECDHE DIHE

LTOFIBEICHWNVBRZEZTOVET, LEOFNIEZE 2-6 2. FHT 5 TSIP K54 /30 APl OEF#IER
2-3F%SHBLTLEEL,

1. R_TSIP_TIsServersEphemeralEcdhPublicKeyRetrieves() E%{%{# M L T Server Key Exchange *
+— L TZI(+E > =% —/\ ephemeral ECDH AB#ZRIELET,

2. R_TSIP_GenerateTIsP256EccKeyIndex() B8# & ERA L TY 54 7 > b ephemeral ECDH B8R 7 & £k
LET. ¥ 547> bk ephemeral ECDH 22BA#(% Client Key Exchange A v 2— 2 TH—/NZEEL T
CFEEELY,

3. R_TSIP_TIsGeneratePreMasterSecretWithEccP256Key() BE%t% & A L TH—/\ ephemeral ECDH 2B
$8& 29 547> b ephemeral ECDH #Z 8#H 5 premaster secret ZERK L E T,

R_TSIP_TlIsServersEphemeralEcdhPublic
KeyRetrieves

R_TSIP_GenerateTlsP256EccKeyindex

Server ephemeral
ECDH public key

A4
R_TSIP_TIsGeneratePreMasterSecret |
WithEccP256Key b

tsip_pre_master_secret
as Premaster Secret

Client ephemeral
ECDH private key

2-6 ECDHE Ik 5RO FRN

% 2-3 ECDHE IC& 2B THEEYT 5 API %

API BE8% £ BA
e tsip_err t H—/\A B % TIZ Server Key Exchange DE£ *
R_TSIP_TIsServersEphemeralEcdhPublicKeyRetri | #&if L E 9, HAHlE
eves ( R_TSIP_TIsGeneratePreMasterSecretWithEccP256
uint32_t public_key_type,
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uint8_t *client_random,

uint8_t *server_random,

uint8_t *server_ephemeral_ecdh_public_key,

uint8_t *server_key exchange_signature,

uint32_t *encrypted_public_key,

uint32_t
*encrypted_ephemeral_ecdh_public_key

)

Key() TERY %55 1L S h 1= ephemeral ECDH
public key TY,

e tsip_err_t
R_TSIP_GenerateTIsP256EccKeylndex (
tsip_tls_p256_ecc_key index_t
*tls_p256_ecc_key_index,
uint8_t *ephemeral_ecdh_public_key

)

ECDH ZILT Y RLIZE TR T7EERLET,
H A
R_TSIP_TlsGeneratePreMasterSecretWithEccP256
Key()TERY 5#1EHR & . Client Key Exchange

*A =T TH—/\IZEET S ephemeral ECDH
public key TY,

e tsip_err_t
R_TSIP_TIsGeneratePreMasterSecretWithEccP25
6Key (

uint32_t *encrypted_public_key,

tsip_tls p256_ecc_key_index_t

*tIs_p256_ecc_key_index,

uint32_t *tsip_pre_master_secret

)

R_TSIP_TIsServersEphemeralEcdhPublicKeyRetrie
ves()B LU
R_TSIP_GenerateTIsP256EccKeylindex()h > D A
$H%JTIZ premaster secret ZH AL ET,

2322 BEXWAXHN RSADBZE

LUTOFIBEICHNVBRBRZTVET, LEOFENIEZKE 2-7 %, AT S TSIP K54 /30 APl OFE#ITR

2-4=BRLTLZE,

1. R_TSIP_TIsGeneratePreMasterSecret()Bi %k % {1 L T premaster secret Z4£mB L £,
2. R_TSIP_TIsEncryptPreMasterSecretWithRsa2048PublicKey()BE%% T premaster secret ZfE=E L £,

&5 1t & 1= premaster secret & Client Key Exchange * v — 2 TH—/\IZiE(E

LTS,

R_TSIP_TIsGeneratePreMasterSecret

tsip_pre_master_secret
as Premaster Secret

R_TSIP_TIsEncryptPreMasterSecretWithRsa2048PublicKey

2-7 RSAIZKBHEXBDORN

# 2-4 RSAICKDHEXTHERET S API B

API| E8%x

aiBA

e_tsip_err_t R_TSIP_TIsGeneratePreMasterSecret (
uint32_t *tsip_pre_master_secret

premaster secret £ L E T,

uint32_t *encrypted_public_key,
uint32_t *tsip_pre_master_secret,
uint8_t *encrypted_pre_master_secret

)

e_tsip_err_t Client Key Exchange # v —> TH—/\TiE
R_TSIP_TIsEncryptPreMasterSecretwithRsaPublicKey ( | {59 %. premaster secret % RSA-2048 /A B

( BCHESELET—2ZHALET,
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2.3.3 Certificate Verify
D347 MEAZEE Y —/\AITIRILT 51-ODEREERLFT .

9547 MIBZEICEFNS0HBOREICL > THEATIHAHNLELY FT, VLEOFNIEIR 2-8
. FRATADTSIP KSA4/\D APl DFMITER 25 95472 FMIAEDRIITHERT 5 API #4235 RE
LTLEEL,

NEBRNS RSATHNIE, UTORNTEREZERLFET.

1. R_TSIP_RsassaPkcs1024/2048SignatureGenerate Bl TA v —VICx T 5 EBREZERLEFT,

2. BEIZG LT, 2B, S R_TSIP_GenerateRsa1024/2048PublicKeyIndex()BE%k C1—H# L fiEHR %
4 L. R_TSIP_RsassaPkcs1024/2048SignatureVerification)B#Z AW T, AR L-EL *HCOKRSL
LET,

NEBEAN ECC THNIE, UTORNTEREERLET,

1. R_TSIP_EcdsaP192/224/256/384SignatureGenerate )BT A vt —JICT 2 ELZER L ET .

2. BEIZH LT, AR, S R _TSIP_GenerateEccP192/224/256/384PublicKeylndex()E%k C1—H# 4
RIERZ LR L. R_TSIP_EcdsaP192/224/256/384SignatureVerification()B# = AL T, £ L1-E%
ZECRIELET,

C% Key pair
RSA

Type of key pair is *

R_TSIP_RsassaPkcs1024/2048SignatureGenerate

v
R_TSIP_RsassaPkcs1024/2048SignatureVerification

R_TSIP_EcdsaP192/224/256/384SignatureGenerate

v
R_TSIP_EcdsaP192/224/256/384SignatureVerification

<

v

2-8 V3472 MIAZEDRIED-HDERERDR

% 25 U547 MIBEDORIITHERT % API B3k

API EE% 5 EA

R_TSIP_RsassaPkcs1024/2048SignatureGenerate RSA MisZ#E % FAL T, RSASSA-PKCS1-v1_5
DELEERLET,

R_TSIP_RsassaPkcs1024/2048SignatureVerification | RSA M/AFA## % AL T, RSASSA-PKCS1-v1 5
DERBEZRIELET,

R_TSIP_EcdsaP192/224/256/384SignatureGenerate | ECC D ZE#EFA VT, ECDSA DER 4K
LET,

R_TSIP_EcdsaP192/224/256/384SignatureVerification | ECC M /AB#E % FH VT, ECDSA DE R H&il
LFET,

2.3.4 Finished
LT OFIEIZHEL Finished A v — D DM ERFEETVET . LEDFRNIER 2-9 =, AT S TSIP
F5 430 APl OFFMIIER 2-6. & 2-7. & 2-8. & 2-9. R 2-10 SR L TLEZELN,

RO1AN5880JJ0104 Rev.1.04 Page 13 of 22
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1. R_TSIP_TIsGenerateMasterSecret ()B%{ T premaster secret i/ 5 master secret Z4EH L F 9,

2. R_TSIP_TIsGenerateSessionKey()E841 T master secret H* 5 4 KD session key (client write MAC key,
server write MAC key, client write encryption key, server write encryption key) & 2 DM IV (client write
IV, server write IV) 2R LET,

3. R_TSIP_TIsGenerateVerifyData()B# TV 54 7 > kM 531%{EF S Finished A v — N ®D Verify Data
EERLET,

4. Cipher Suite [5G LT=/\y & 2 B%h & AES B$kZ A L T, Finished * v —CDERZDERK LES
LZTVET,

5 9547 bhdY—/NC Finished X v E—CEFFELET,

6. H—/\M 5 Finished A v E—TU%ZELET,

7. Cipher Suite 123 LT=/vy 2 B# & AES B8 Z A L T, Finished * v — L DS & EL DIREE
ETWET,

8. R_TSIP_TIsGenerateVerifyData()Bi%k T Verify Data Z4&3E L. Handshake Protocol Z#T7 L&,

R_TSIP_TIsGenerateMasterSecret

tsip_master_secret
as Master Secret

’

R_TSIP_TlsGenerateSessionKey

Generate client verify data
R_TSIP TlsGenerateVerifyData

Block cipher mode
of operation is

Q client_mac_key_index
as MAC key index Generate MAC
R_TSIP_Sha256HmacGenerate

Init/Update/Final

Update nonce
R_TSIP_TlIsGenerateSessionKey

A 4

Q client_crypto_key_index ¢ client_crypto_ ¢
as session key index Encrypt message key_index Encrypt message
> R_TSIP_Aes128ChcEncrypt % —>» R_TSIP_Aes128GcmEncrypt
Init/Update/Final Init/Update/Final

server_crypto_key_index
as session key index Decrypt message

R_TSIP_Aes128ChcDecrypt
Init/Update/Final

Update nonce
R_TSIP_TlIsGenerateSessionKey

\ 4

server_mac_key_index server_crypto_ ¢
as MAC key inedx Verify MAC key_index Decrypt message
»  R_TSIP_Sha256HmacVerify ——» R_TSIP_Aes128GcmbDecrypt
Init/Update/Final Init/Update/Final
Generate server verify data Generate server verify data
R_TSIP TlIsGenerateVerifyData R_TSIP TlsGenerateVerifyData
compare compare

2-9 Finished * vy E—L DER ERIED TN

3 2-6 master secret WA & Finished * v E—P D ERL - RIETHEAT S API B

API % & BA
e tsip_err_t R _TSIP_TIsGenerateMasterSecret ( premaster secret % JtIZ master secret &
uint32_t select_cipher_suite, ELET,

uint32_t *tsip_pre_master_secret,
uint8_t *client_random,
uint8_t *server_random,uint32_t *tsip_master_secret

RO1AN5880JJ0104 Rev.1.04 Page 14 of 22
Apr.10.25 RENESAS



RXZ27=21)

TSIP K54 /\ZRAW=TLS REFZE

e tsip_err_t R_TSIP_TIsGenerateSessionKey (

uint32_t select_cipher_suite,
uint32_t * tsip_master_secret,
uint8_t *client_random,
uint8_t *server_random,
uint8_t *nonce_explict,

tsip_hmac_sha_key_index_t *client_mac_key_index,

master secret % Tl session key D
key_index (client_mac_key_index,
server_mac_key index,
client_crypto_key_index,
server_crypto_key_index)Z#H AL ET,
IV (X client_crypto_key_index &
server_crypto_key_index ICTEENTULVE

tsip_hmac_sha_key_index_t *server_mac_key_index, ER

tsip_aes_key_index_t *client_crypto_key_index,
tsip_aes_key _index_t *server_crypto_key_index,

uint8_t *client_iv,
uint8_t *server_iv

)

CBC ®E— FZ&ERT 5155,
nonce_explicit IZ[E NULL ZAHNLFET,
GCM E— FZERAY H5EEIF/ VX EA
ALFET,

e tsip_err_t R_TSIP_TIsGenerateVerifyData (

uint32_t select verify _data,
uint32_t *tsip_master_secret,
uint8_t *hand_shake_hash,
uint8_t *verify_data

Finished * v t—CH® VerifyData 4
BLEYT,

% 2-7CBC E— FTOMSILIZERAT % API EA%

AP| E8%x

st B

R_TSIP_Sha1HmacGeneratelnit/Update/Final
R_TSIP_Sha256HmacGeneratelnit/Update/Final

client_mac_key_index Z#EMAL T, Y—/N\ITEET S
T—RDOMACEZERLET,

R_TSIP_Aes128CbcEncryptinit/Update/Final
R_TSIP_Aes256CbcEncryptinit/Update/Final

client_crypto_key_index #{ERA L T, —/\ITEET
TR ERBBILLET,

# 2-8CBC E— FTOESICERT 5 API AL

API| E8%x

s B

R_TSIP_Aes128CbcDecryptinit/Update/Final
R_TSIP_Aes256CbcDecryptinit/Update/Final

server_crypto_key_index #fHRAL T, ¥—/\HN o Z{E
LE-BEXEE5LET.

R_TSIP_Sha1HmacVerifylnit/Update/Final
R_TSIP_Sha256HmacVerifylnit/Update/Final

server_mac_key_index AL T, —/\M 52§
LEEEEADT—FDMACEZHRIILET,

£ 2-9GCM E— FTOIESILIZERAT % API BEi%

AP| B8%k

Bk

R_TSIP_TIsGenerateSessionKey

TSIP LD/ U REE#H LFEFT . nonce_explicit [ZI1& 1/
Ty hZTEIZERD /) VREAALET,

R_TSIP_Aes128GcmEncryptinit/Update/Final

client_crypto_key_index #{EH L T. ¥ —/\IZEET D
T—ADEBEILERAELTDERZEITVET, Ivec 21X
NULL #. ivec_len X0 ZANLFET,

% 2-10 GCM E— FTOESIZFERT 5 API Bk

API 8%

B

R_TSIP_TIsGenerateSessionKey

TSIP ED/ v RZEE#HLEFT . nonce_explicit [ZI&/\
Ty RIEEFATWE/ VRAEANLET,

R_TSIP_Aes128GcmDecryptlinit/Update/Final

server_crypto_key _index ZERA L T, Y—/\HNoREL
FT—3DEELRBIA2 VORIAETVET,

RO1AN5880JJ0104 Rev.1.04
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2.4 Application Data Protocol

Application Data Protocol Tl&. Handshake Protocol @ Finished A vt —L &ERERIZTSIP K354 /3D
APl ZHWVWTHEESL - ES0EZ L THESBEZITVEYT., AT S APIILCBC E— FDBZEIEER 2-7 &
*& 2-8, GCM E— FDIFEIEER 29 &K 2-10 #SHBLTLIEELY,
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3. o 7)La—F

o FINa—FRIEUTY 9 %D iot-reference-rx &#H Release M Getting Started Guide [CER&E S h
TWBHY VO ESRBLTCESL,

https://github.com/renesas/iot-reference-rx
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RXZ773 TSIP RS54 1\ ZRAW-TLS REHE

4. 482

41 TLSROLI—3>278—IZHFSTSIP FSA/\OUHELT7ZA—
AETIETLS *ILT—2 30 70—2FIZBITETSIP FSANNOEUHELIO—%2FLHET, B
HmAKXN RSADBAEEHX 4-11Z, ECDHE D& %M 4-2 I RLET,
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TSIP 5

A INERW=TLS EEAHE

RSA2048 PSS with SHA256 signature

Root CA certificate

Q)

Convert to i
DER format

Q)

SSL/TLS stack should select which
certificate would be input into
R_TSIP_TlsCertificateVerification()

Signature

If server requests client certificate

Generate RSA key pair
Private key Public key

QQ

!
|
|
|
|
!
!
|

Convert to

R_TSIP_Open

Private key  Public key
|
! | o
|
!
|
UFPK W-UFPK

encrypted key /=

| Generate RSA or ECC key pair}

|
Encrypted on

$ Key Wrap Service$

Security Key
Management Tool

CA
Cl

Q)

Key Install phase

‘ R_TSIP_GenerateTIsRsaPublicKeylndex %.

R_TSIP_Close
R_TSIP_Open

Q TLS public wrapped key*

: R_TSIP_TIsRootCertificate\/erification‘

l % Root CA certificate public key

R_TSIP_TlsCertificateVerification ‘ —

lient certificate

C% Key pair

Type of key pair is

Generate Certificate Verify Message

RSA

‘ R_TSIP_RsassaPkcs1024/2048SignatureGenerate ‘

12

‘ R_TSIP_RsassaPkcs1024/2048SignatureVerification ‘

‘ R_TSIP_EcdsaP192/224/256/384SignatureGenerate

12

‘ R_TSIP_EcdsaP192/224/256/384SignatureVerification ‘

[

&

Client

Client Hello

Server

Receive Certificate €

till certificate
exists

R_TSIP_TIsGeneratePreMasterSecret ‘

tsip_pre_master_secret
as Premaster Secret

Interme‘dia);er(ificate

Server certificate

Server public key output
by R_TSIP_TlsCertificateVerification

4{ R_TSIP_TIsEncryptPreMasterSecretWithRsa2048PublicKey |

\Root CAW

Riasantdashelid

Generate
Certificate Veri

Server Hello
Certificate

Certificate Request (optional)

Sever Hello Done

Certificate (optipnal)
nge
(optional)

Client Key Exchg
Certificate Verif]

9 | Server certificate

Decrypt

‘ R_TSIP_TIsGenerateMasterSecret ‘

tsip_master_secret
as Master Secret

‘ R_TSIP_TlsGene

rateSessionKey ‘

client_mac_key_index

Generate client verify data

R_TSIP_TlsGenerateVerifyData

Encrypted Premaster Secret

Q

as MAC key index

Generate MAC **

R_TSIP_ShalHmacGeneratelnit/Update/Final
R_TSIP_Sha256HmacGeneratelnit/Update/Final

Change Cipher

pec

Premaster Secret

y
Master Secret

A
‘ Session Key H MAC Secret ‘

Client session key Client MAC key

Server session key Server MAC key

Q client_crypto_key_index
as session key index

Encrypt message **

R_TSIP_Aes128CbcEncryptinit/Update/Final
R_TSIP_Aes256CbcEncryptinit/Update/Final

Finished

——)’ Send Finished

server_crypto_key_index

Change Cipher §

pec

as session key index

Decrypt message **

R_TSIP_Aes128CbcDecryptlnit/Update/Final
R_TSIP_Aes256ChcDecryptlnit/Update/Final

Finished

server_mac_key_index

as MAC key inedx

Verify MAC **

R_TSIP_ShalHmacVerifylnit/Update/Final
R_TSIP_Sha256HmacVerifyInit/Update/Final

Generate server verify data
R_TSIP_TlsGenerateVeri
compare

Data

* To assure validity, the TSIP only accepts a wrapped key, even for a public key.

** Select the API that matches the cipher suite.

| Keep the key in a safe place.

44 Receive Finished }(

4-1

TLSR*ILT—>32T7A—&TSIP K

2

£ DR RS RSA DBR)
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If server requests client certificate

Generate RSA key pair | Generate RSA or ECC key pair}
Private key Public key Private key ~ Publickey |

| cA
i i
Q-h! Qb Q) Qh —=
I —_—
]
: i
RSA2048 PSS with SHA256 signature L !
c

Root CA certificate

Q)

lient certificate

Generate Certificate Verify Message

UFPK W-UFPK
' Q R Q
P .
Q Encrypted on Ky EElr

Key Wrap Service$

Convert to i . RSA
DER format Signature Convert to Type of key pair is
encrypted key /= .
.\, Security Key ‘ R_TSIP_RsassaPkcs1024/2048SignatureGenerate ‘
Qj Management Tool ¥

‘ R_TSIP_RsassaPkcs1024/2048SignatureVerification ‘

‘ R_TSIP_EcdsaP192/224/256/384SignatureGenerate
pen Key Install phase 3

‘ R_TSIP_EcdsaP192/224/256/384SignatureVerification ‘
‘ R_TSIP_GenerateTIsRsaPublicKeylndex %. I

I
1 r
R_TSIP_Close i
1
|
|
R_TSIP_Open [————-— -
Q TLS public wrapped kev*

Sl

Client
R_TSIP_TIsRootCertificateVerification
l % Root CA certificate public key Client Hello
SSL/TLS stack should select which ’—‘
certificate would be input into RJSIPiTIsCertificateVerification‘<7 9 Receive Certificate € Server certificate|
j = Server Hello 9

R_TSIP_TlsCertificateVerification()

Root CA certificate .
\ / Certificate

Interme‘dia);er(ificate

Server certificate

till certificate
exists

Static public key output Server Key Exchange

by R_TSIP_TlsCertificateVerification Certificate Request (op ntional )
IP_TlsServersEphemeralEcdhPublic] Receive PublicKey |, Sever Hello Done Server ephemeral
KeyRetrieves I and Signature ECDH public key
Q Server ephemeral
‘ R_TSIP_G enerateTlsPZSGEcheyIndex‘ ECDH private key

Server ephemeral
ECDH public key Generate Certificate (optipnal)

‘R_Tsw_-nsGenera ePreMasterSecret Certificate Veri Client Key Exchange
WithEccP256Key Client ephemeral Certificate Verify (optional) y

tsip_pre_master_secret ECDH private key Gen@
as Premaster Secret
Q Client ephemeral ECDH public key ’im er Secret
R_TSIP_TIsGenerateMasterSecret ‘ \

tsip_master_secret
as Master Secret

!

‘ R_TSIP_TIsGenerateSessionKey ‘

Master Secret

Generate client verify data
R _TSIP_TlsGenerateVerifyData

‘ Session Key H MAC Secret ‘

lock cipher mode
of operation is

Client session key Client MAC key

Q client_mac_key_index
as MAC key index Generate MAC
R_TSIP_Sha256HmacGenerate

Init/Update/Final

Update nonce
R_TSIP_TIsGenerateSessionKey

Server session key Server MAC key

QClient_crypto_kev_index { client_crypto_ * Change Ci pher pec
as session key index Encrypt message key_index Encrypt message Finished
R_TSIP_Aes128ChcEncrypt Q ——  R_TSIP_Aes128GcmEncrypt Send Finished
Init/Update/Final Init/Update/Final

Change Cipher Spec

server_crypto_key_index
as session key index Decrypt message

R_TSIP_Aes128CbcDecrypt
Init/Update/Final

Update nonce
R_TSIP_TIsGenerateSessionKey

Receive Finished

[Feceve s

server_mac_key_index server_crypto_ ‘
as MAC key inedx Verify MAC key_index Decrypt message
R_TSIP_Sha256HmacVerify —>»  R_TSIP_Aes128GcmbDecrypt
Init/Update/Final Init/Update/Final
Generate server verify data Generate server verify data
R_TSIP_TIsGenerateVerifyData R _TSIP_TlsGenerateVerifyData
compare compare

* To assure validity, the TSIP only accepts a wrapped key, even for a public key.

I Keep the key in a safe place.

4-2 TSI IT—23>70—& TSIP R34 /\DORE(HEXHEAHXH ECDHE DIHFE)
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