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BEHR— FELVREFEOEEEICOVWTIETRESET I,
[GitHub] https://github.com/renesas/iot-reference-rx/blob/main/Getting Started Guide.md#getting-
started-quide

[GE] H3tiE. RYZO14A BEZMDEETE LTE EPa—)L0&EZFhIE L, CORROHEFERTISEE
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HE. RYZO14A O EOL BANI TR ESET LY,
[ 1) > 7] https://www.renesas.com/document/eln/plc-240004-end-life-eol-process-select-part-
numbers?r=1503996

[E g R— ] https://www.renesas.com/products/wireless-connectivity/cellular-iot-modules/ryz014a-Ite-
cat-m1-cellular-iot-module

FMEREZRT/INM R
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N—FK9zx7
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1. Bi&

1.1 VATLBE
AIETIE, CK-RXB5N v2 BEDT 17 IL/A2 D HEERIE Y A 32 RX65N A L. OTA 2X&RY 535
EOBMFHEZRLET .

FTaATILNHHEEXIEY 4 32 TIX. ROM % Execution area (£175818) & Temporary area(/X\v 7 7
B IZHET S EMNAIRET T, Execution area & Temporary area [IBIRIICEIYBZ 5 EMTE,
Execution area TEAFE/N—2 3 DI 7— LDz 7EZHES LA LEH T 7—L = 7 % Temporary
area [CEFAL I EMAEETT,

LUTICOTAETHOAEVBRERS &LV, TaTINVIEREEZFERALIZN\VIRDYTIZEEAE)Y]
DEZADEEERLET,

(1) Initial state (2) Initial firmware write (3) Initial firmware verify (4) Initial firmware boot
OxFFEQ 0000 _ =
OIEEEE;E%’SB“ = 1MB bank1 bank1 bank1 bank1
BootLoader BootLoader Boot Loader
64KB (bank1) (bank1) (bank1)
OxFFFO 0000 — siEmsEEEEEEEEEEN

EEEEEEN (AR ERENNNNNNRNRNNRNREN)RRRRRRRRNNN]
RSU Header | RSU Header RSU Header

OXFFFO0300 — o deoemreieciicec e e e g
] Initial Initial Initial B0
Execution area L 1B bank0 firmware banko firmware firmware || panko

OXFFFEF 0000 — - deemmmmmmmemeedice e e e e e N e
} 64KB BootLoader BootLoader Boot Loader

(bank0) (bank0) (bank0)

OXFFFF FFFF —»

1-1 OTA DEMEBE(1)
(1) Renesas Flash Programmer IZ2TA L—X%#R{TLI-RE (TS5 RE) TT,
(2) Renesas Flash Programmer [CTT— bA—R LB D 7— Loz 728EELET—2 (CF) 2EFRAA
ZIKRETY,

[;%] Boot Loader(bank0) + Initial frmware + RSU Header + Boot Loader(bank )W #&E& L=-T—2 &L &
9, RSU Header MFEMIZDWVTIX TRX 72731 T7—LIzT77yvIT—+rED2—)L
Firmware Integration Technology 7 )4 —3< 3>/ — k (R01ANG850)] @ 52 4 A= T 7 A
V1 & CRERCTIZELY,

() Uty hER®E., J—FO—%(bank0O)WN 7 7 —LD T 7 ORIEZFTVET .

(4) B 7—LoT7EEELET,

(5) Updated firmware write (6) Updated firmware verify (7) Bank swap (8) Updated firmware Verify
(After verify, reset) and boot
.
Wirite
Updated Updated Initial
Temporary area firmware |50k firmware bank1 firmware bank0 bank0
Boot Loader BootLoader Boot Loader BootLoader
(bank 1) (bank 1) (bank 0)
RSU Header RSU Header RSU Header
Initial Initial Updated Updated 500
Execution area firmware bank0 firmware bank0 firmware bank1 firmware bank1
Boot Loader Boot Loader Boot Loader Boot Loader
(bank 0) (bank 0) (bank 1) (bank 1)
1-2 OTA D EMEHEE(2)
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(5) Amazon Web Services (AWS) MoBEHIN=T 7 —LI 7% ZIET 5 & bankl [CEERAHEITL

i’a—o

bank1 [CE EAAHIE BCGO HEEICI Y MM I 7 — LV T 7 DBENEITSNET,
6) WA 7—L VT TICE > TCEH I 7—LV T TORIEEFITVET,
(7) bank0 & bank1 ZANEZ (/N9 XD w ) | Execution area [Z bank1 ZEEE L F T,
8) BH#HI7—LHoxzT7%IT—rA—4(bank)ARIELET,

BEECKRBLEHRIZIBT7—LIT7ICRL, B77—LYzT7EEHLET.
Fhz. REECHY LI5EE bank [CEERALZEH I 7 —L Iz 7 EXRTLET,

B 77 LV T7RAREEILITAIEREL. G LI=BEE bank0 DM T 7 —Lo 7 &4

l/—fl.,i'g-o

TILITRAMIKRBLEGERIBI 7—LVzFICRLY Y FEETLET,

1.2 BEHEZFREN—FDI7)

ATETRD Y FOBFERRE(N—FV T 7)EUTIZRLET,
& 1-1 MFERRRE(N—FY17)

I5H B3
FERR—F CK-RX65N v2 (Ethernet)
1.3 BEMRRENV I bV IT7)
ATETOAD Y FOFERERRBE(V I F Oz 7)EUTIZRLET,
= 12 BMERERRIE(V I FV T 7)
EH i
HERRRE e2 studio 2025-04
AN S Renesas CC-RX v3.07.00
GCC for Renesas RX v8.3.0.202411
FreeRTOS v202406.01-LTS-rx-1.1.0
OJE=4Y—JL Tera Term v4.108
Python Python 3.11.0
BERY—IL Win64 OpenSSL v3.4.1

TSV aEZAAY—I

Renesas Flash Programmer V3.19.00

Renesas Image Generator

Version3.03 (Firmware Update module Rev.2.04 FE4#)

AWS AR U RSA A VB3 —T (4R
(CLD)

AWS Command Line Interface Version 2
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2. FEn1#EfR

21 TeraTerm DA >R b—)L
(1) TeraTerm DA A—KYA kATHIER
UTFDY U &Y TeraTerm DA vA— YA M7V EALET,
TeraTerm 4 > 0— F4 A k(GitHub)
(2) TeraTermA YA b—5—DAHrAO—FK
TeraTerm4.xxx DN—2 a3V ERELTA VR M—=5—%& 4D oA—FLTLEELY,

Tera Term 4.108

Tera Term (Ver 4.108), TTSSH (Ver 2.94)

e OpenSSHM "strict key exchange” (B2 823510) MLERHEEE(CHIL LTz, Terrapin Attack (CVE-2023-48795) Ffi.

TATOEECDOVWTC(E ZEERETERLTIUZZ,
https://teratermproject.github.io/manual/4/ja/about/history.html#teraterm_4.108

¢ add support for "strict key exchange” extension of OpenSSH. For Terrapin Attack (CVE-2023-48795).

To check all changes, see the changelog.
https://teratermproject.github.io/manual/4/en/about/history.html#teraterm_4.108

v Assets 4

|®teraterm-4.103.exe| 13.9 MB Dec 19, 2023
@teraterm—tl.m&zip 10.4 MB Dec 19, 2023
@Source code (zip) Dec 19, 2023
@Source code (tar.gz) Dec 19, 2023

@ ¢y 1 1 person reacted

[3X] TeraTerm VB xxx [EARTZ TV H5r—2 30D TETAS Y FTIE—EXE TEHROVMERENH D=0,
FERTEEEA,
(3) 41 VAR—7—DETT

AR M—=5—%FTL. ENIZHA->TTeraTerm &4 > A —ILLET,
AVA =5 —DETIIEBEEHER TITo> TS,

(4) TeraTerm QIEZEFNDHER
AREA—hFAZa—h5TeraTerm D7 A aA2%92 v LT, TeraTerm NEEENT S & ZHRALET,
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https://github.com/TeraTermProject/teraterm/releases

RXZ773Y)

Amazon Web Services Z F|f L 1= FreeRTOS OTA M X H:%(202406-LTS ki)

22 PythonDA VX b—)L

(1) Python D& o O— KHA kAT H2R
UT®DY 9 &Y Python DFYO—KHA MZF7HOEALET,
Python > 0— K44 b

(2) Python 4 > X

F—=S—08Yra—§

N—T3 1) R k&Y Python 3.11.0 @ Download &R L F Y,

Looking for a specific

release?

Python releases by version number:

Release version

Python 3.9.16
Python 3.8.16
Python3.7.16
Python 3.11.0
Python 3.9.15

Python 3.8.15

Release date

Click for more

Dec. 6, 2022 & Download Release Notes
Dec. 6, 2022 & Download Release Notes
Dec. 6,2022 & Download Release Notes

Oct. 24,2022 & Download Release Notes

Qct. 11,2022 & Download Release Notes

Oct. 11,2022 & Download Release Notes

EAT B 0SICEDLERA VA M—5—%87 20— FLTLEEL,

.
Files
Version Operating System Description MD5 Sum File Size GPG  Sigstore
Gzipped source tarball Source release c5f77flea256dc5bdb0897eeb4d35bb0 26333656 SIG CRT SIG
XZ compressed source tarball Source release fe92acfa0dbobaf5044958edba51d463 19819768 SIG  CRT SIG
macOS 64-bit universal2 installer macOS for macOS 10.9 and later 98fa94815780c9330fc2154559365834 42602603  SIG CRT  SIG
Windows embeddable package (32-bit) Windows 0888959642cc8af087d88da3866490a5 9560053 SIG CRT SIG
Windows embeddable package (64-bit) Windows 7df0f4244e5a66760bTcaaed58e86¢93 10545380 SIG CRT  SIG
Windows embeddable package (ARM&4) Windows e3dbbd5d63c6ch203adc6cOc8castsi7 9765886 SIG CRT SIG
Windows installer (32-bit) Windows e369a267acaad62487223bd835279bb9 23987136 SIG CRT SIG
I Windows installer (64-bit) I Windows Recommended 4fel1b2b0bb0c744cfT4aff537fTcd7f 25157416 SIG CRT  SIG
Windows installer (ARM&4) Windows Experimental 18e5bd9a4854109adf3b77cTcodcided 24289144 SIG CRT SIG
(3) Python DA X b—JL
= == = -,
AVAR—=5—%FTL. ERICH>TPython /4 VX +—ILLET,
4 VA h—)LEE T[Add python.exe to PATH]IZCF = v 9 #ANT LS,
- Python 3.11.0 (64-bit) Setup = X
Install Python 3.11.0 (64-bit)
Select Install Now to install Python with default settings, or choose
Customize to enable or disable features.
—> Install Now
C:¥Users¥brich¥AppData¥Local¥Programs¥Python¥Python3
python i e
for Use admin privileges when installing py.exe
= T I 8 Add python.exe to PATH I Cancel
windows
RO1AN7662JJ0100 Rev.1.00 Page 7 of 66
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(4) Python DA >R b—)LDFEER

av ROV 2 L., Python3.11.0 84 VA F—ILESNh TS E&#HRALET,
UTFDaARUFEEFTLT. N"—D a3 VIEHRARTRIINDS L ZMREL TS,

|> python -V

(E] VIERXFTAALTLEZEW

AX Y RETRIFUTORRICRTENET,

arn =y

(5) Python ~NEEBILSA TS UDA VR =)L

Python IZEES 1S4 75 1) lpycryptodome] 4 VA b—JILLET,
LUTFDaAIUFEEFTLT. BEESATSUEA R P—ILLTLEEELY,

|> pip install pycryptodome

AT FRTRIEIUTORKRICRTEINFT,

2.3 OpenSSLDOA VAR +—JL

(1) OpenSSL Ao >A— K44 FEFEL
LUT®DY > &Y Win32/Win64 OpenSSL DA D> O—KH A MZF7I2ALET,
(Win32/Win64 OpenSSL Installer for Windows - Shining Light Productions (slproweb.com))

(2) OpenSSLA YA b—5—DAHrO—FK

OpenSSL DA YA b—F5—%F4FH>O0—FKLET,
FHRATB0SICEhERA VA M—5—FFooO0—KLTLEE,

File Type Description
Winé4 OpenSSLv3.4.1 Light 5MB Installer | Installs the most commaonly used essentials of Winé4 Open3SL
EXE | M5l v3.4.| (Recommended for users by the creators of OpenSSL).

Only installs on 44-bit versions of Windows and targets Intel
x64 chipsets. Note that this is a default build of Open55L and

is subject to local and state laws. More information can be
found in the legal agreement of the installation.

Winé4 OpenSSLv3.4.1 221MB Installer | Installs Winé4 OpenSSL v3.4.1 (Recommended for software
EXE | MSI developers by the creators of OpenSSL). Only installs on $4-bit

versions of Windows and targets Intel x64 chipsets. Mote that
this is a default build of OpenSSL and is subject to local and
state laws, More information can be found in the legal
agreement of the installation.

Win32 OpenSSL v3.4.1 Light 4MB Installer | Installs the most commonly used essentials of Win32 OpenS5L
EXE | M51 v3.4.l (Only install this if you need 32-bit OpenS55L for
Windows). Note that this is a default build of OpenS5L and is
subject to local and state laws, More information can be found
in the legal agreement of the installation.

RO1AN7662JJ0100 Rev.1.00 Page 8 of 66
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(3) OpenSSL 4 >R b—5—MDETT

AR —=5—%FTL. ERNIZR>TOpenSSL 1 VX b—ILLFET,
OpenSSL M DLL M RTESEIZ(X[The OpenSSL binaries directory]Z:&3iR L TL 2 &Ly,

(4) OpenSLLav > RF7RYT FDOET
AR — kA Za1—h 5 Win64 OpenSSL Command Prompt #E{TLE T,

B opensst

q Official OpenSSL Documentation

C) Official OpenSSL Wehbsite

- Win64 OpenSSL Command Prompt

q Windows OpenSSL Website

(5) OpenSSL MEITHEER

av> R7OV T hTopenssl ATy RNEITTER I EEZHRELET,
LUTDaAT U FEETLT. N—PaVERARREINSGZEEZHEL TS,

|> openssl version

E¥ Win64 OpenSSL Command Prompt — [ X

C:\>openssl version
OpenSSL 3.4.1 11 Feb 2025 (Library: OpenSSL 3.4.1 11 Feb 2025)

C:\>

2.4 Renesas Image Generator 4 > X k—)L

Renesas Image Generator (&, 77 —LDz 77V T T—rED2—ILTHERTZI77—LIT7A *—
CEERT DA —T 1) TF 4 Y—ILTT, Renesas Image Generator (37 7—LD 77y ITF—F+E
Ca—IHBERATIUTDSA A —CEERTEHENTEFT,

o WHAA— . J—bA—EF¢ET7TUr—2 30 TO0SLTHERREINS VAT LOMARERIC
729225343 TEZERALA A= T 7 4 IL{HLEEF mot)
o HEHAA—D:  I7—LIITTVIT—EREDA A= T 74 ILHLERF rsu)

[;¥] Firmware Update module Rev.2.00 LAfEMD/A— 3 > TlX, Python AU ) T+ &#FERALI- 77— L4
DITAA—CDERIZDAHFRIGELTEY ET,

Renesas Image Generator & FIT €< 2 —/)L® Firmware Update module Rev.2.04 [CE#ESNTULVET,
RDF|ET Renesas Image Generator # AFTEE 9,

RO1AN7662JJ0100 Rev.1.00 Page 9 of 66
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(1) Renesas Image Generator EA 7+ LA E4—T >

Ho7Liadsy bEA UR—FRICUTOIALFERNTIEEL,
HoInTdalzy bOA UR—FFIEIF 14.21] 28BLTIZEL -

\iot-reference-

rx\Projects\aws ether ck rx65n v2\e2studio ccrx\src\smc gen\r fwup\tool

ERONRRIF T421) TTAS Y bEAVR—FLTEBALEHED A LFETOD LY FEDHIT

—a—o

(2) Renesas Image Generator 7 # )L 5 DR
ltool] Z#IILATIZIXLLTD &K 512 Renesas Image Generator X% ') 7 k 7 7 A JL(image-gen.py) & & T

NS RAFADINT A—2 T 74 )L (*_ImageGenerator PRM.csv) BNEFENTWNET,

e ooV

7 Quick access
@ OneDrive
> =y pc I

¥ Network

(3) FEAHT D I7MILDHER

« e2studio_ccrx » src » smc_gen » r_fwup » tool

Name

I@ image-gen.py I
@ RX23EA_Linear_Full_ImageGenerator_PRM.csv
@ RX23EA_Linear_Half_ImageGenerator PRM.csv
@ RX23EB_Linear_Full_ImageGenerator PRM.csv
ﬁj RX23EB_Linear_Half ImageGenerator PRM.csv
Ej RX24T_Linear_Full_ImageGenerator_PRM.csv
@ RX24T_Linear_Half_ImageGenerator_PRM.csv
@ RX26T_DualBank_ImageGenerator_PRM.csv
@ RX26T_Linear_Full_ImageGenerator_PRM.csv
@ RX26T_Linear_Half_ImageGenerator_PRM.csv

Iaﬂ RX65N_DualBank_ImageGenerator PRM.csv I
Q] RX65N_Linear_Full_ImageGenerator PRM.csv
@ RX65N_Linear Half ImageGenerator PRM.csv
ﬁj RX66T_Linear_Full_ImageGenerator_PRM.csv
@ RX66T_Linear_Half_ImageGenerator_PRM.csv
@ RX72N_DualBank_ImageGenerator_PRM.csv
@ RX72N_Linear_Full_ImageGenerator_PRM.csv

BE DVTIN 1 imnne Ll lmanmafZamarntas DDA ~ms

Renesas Image Generator TERAT 57 7 M LEZHERLET,
RK7TVr—230/—bTRUTO 77/ LVEFERLET,

e image-gen.py : Renesas Image Generator R 1) 7 k774 )L

e RX65N_DualBank_ImageGenerator PRM.csv :

Search tool P

Date modified

2/25/2025 9:58 AM
2/25/2025 9:58 AM
2/25/2025 9:58 AM
2/25/2025 9:58 AM
2/25/2025 9:58 AM
2/25/2025 9:58 AM
2/25/2025 9:58 AM
2/25/2025 9:58 AM
2/25/2025 9:58 AM
2/25/2025 9:58 AM
2/25/2025 9:58 AM
2/25/2025 9:58 AM
2/25/2025 9:58 AM
2/25/2025 9:58 AM
2/25/2025 9:58 AM
2/25/2025 9:58 AM
2/25/2025 9:58 AM

A/ICIINTIE 0.0 AKA

>

RX65N T aFILINV ORI A—=2T74)L

EED 7+ LA (- TRenesas Image Generator] & WS 7+ LA ZEERL. LR 774 EIE—LTK

ZEly,

~
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25 AWS T RI4 2403 —T 4R (CLI) DA VAR =)L

AWS T RSA A48 —T x4 X (CLI) I&. Amazon Web Services (AWS) O&EY—EX %O
IURSA TN LAR L REFEALTER - BET 5-0DY—ILTT,
A7 TYH5r—2 32/ —FTIEAWS DERERFIZDOVTAWSCLI #FRLEBETHI FLET,

[;X¥] AWS CLI (& Version 1 & Version 2 IZEEMENHY T A, 67 Version2 44 XA —J)LLTKL
LY,
Version 1 B4 VX b—ILEHDBEIFILTOR—SESEBEL., Version 2 AEH L TLEELY,
AWSCLI N— 32 1 s AWSCLI N—U 32 2 ADEIT

(1) AU RIA P TILDEST
Windows PowerShell  Windows <> K707 FE2EFTLTLE S, AETIL PowerShell &
AL-EBEFTHELET,
K7 T)Vr—320 /=Tl av VR4 vvzuizavo R7ary 7 rERUET,
(2) AWSCLIDA v R k=)L
a2 ROV T R TUTOAY Y RZAALTLESL, BEHIZCAWSCLIV2 DA VR —F5—04
DyvA—FRFEh, EfTFShFET,

|> msiexec.exe /i https://awscli.amazonaws.com/AWSCLIV2.msi

PS C:\>
PS C:\> msiexec.exe /i https://awscli.amazonaws.com/AWSCLIV2.msi

Windows Installer

_E Preparing to install...
=

Ff-. UTFR=—CHEAIVA—FREA VR M—ILDFIEEZSBT S ELARETT,
AWS CLI DA VAR =)L EFHDEIE
8) 1 YA—5—DET

AVAR—=5—DETE. LIESLEFE2ENext] RE2 oA RSB ESICHYFET,
[Next] R4 U Z#HT#H., ERICHD>TAWSCLI 4 VR F—ILZETHTLEELY,
AR M=) BFaT O RTOVT FOBREIZTo>TLEELY,

{15 AWS Command Line Interface v2 Setup — X
Welcome to the AWS Command Line
aWS Interface v2 Setup Wizard

The Setup Wizard will install AWS Command Line Interface v2

on your computer. Click Next to continue or Cancel to exit the

Setup Wizard.
Back Cancel
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RXZ773Y)

Amazon Web Services Z F|f L 1= FreeRTOS OTA M X H:%(202406-LTS ki)

4) 4R F—ILOWHR

AVAM=IHAETLEL, AT FT7OVTFTUTZAANLTLESL, 41 VX F—JLEhi- AWS

CLION—=2 3 UNRTRENET,

|> aws —--version

EX powerShell 7 (x64)

PS C:\>
PS C:\> aws
aws-cli/2.24.9 Python/3.12.6 Windows/1@ exe/AMD6&64

PS C:\>

AVAP=ILENT=N— a0 2xxx EH-2TWB T ENERREK-L57RTTY,

2.6 CK-RX65N v2 MDighE
(1) 1—H=xvy b MERDOBE

N—ZAR—FOERES Y VN—EB/ELET.

rser
e

® 00

L

3 '

LT

. | BUN RTRSCRESMOCODO01BM

renasds. comfnfch-rub
Verslen 2 -

AR—X7R— F CK-RX65N v2
R—ZR—FDJIJ6D1-2%3—hrLET (F/AVTEHA)
R—ZR—FDRI5aARIHE (U5) ~NLANZT—TLEEHRLET (F 28—y MER) .
R—ZR—FDNJ10 £ PC %2 USBH—JILTHEHLET (USB &) 7ILER)
RN—RHR—FDJ14 EPCEUSB7—TJLTHERLET (T/3v HHEH) .

J16 1-2 short
(Debug side)

114 @

RJ45 Connector(J5) @

RO1AN7662JJ0100 Rev.1.00
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(2) TILS—HE#K (RYZ014A) DiHE
RYZOU4AERALTELS—TEIETAHHEE. UTOEGESRL T,

RYZ014A PMOD £m&
@ RYZ014APMOD M CN6IZSIM A— RZEFBALTLIZELY,

Yo

T
. (=]

J16 1-2 short
(Debug side)

R—ZHR— F& & U RYZ014A PMOD &R&E

R—ZAR—FDI6D12%>a—+LFET (T/AVTEHA)

AR—ZHR— KD PMOD1 [Z RYZ014A PMOD % L7

R—ZR—FDJ10 & PCEUSBH—JILTHEHLET (USB &) 7ILER) .
RYZO14APMOD M CN3 [Z7 VT T &K LE T,

RYZ014A PMOD ® CN4 [ZUSB 4 —J L&k L. BREMRLET,
AN—ZXR—FDJ14 £EPCEUSBT—TLTERLET (T/\yHERK

(] FHEDOUSBT—JILEEHLDBEE. FIEOZEEL TS,
RYZ014A PMOD NE#BERBBZITHLEVMGEE. BESTREICLLIGEENHYET,

SECEGOROM®RS
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3. AWS O&EFE
AZETIE FreeRTOS FEEZETT 20D AWS DBREFIEEHALET,

A7 T) 45— 3>/ — FTIXIAM Identity Center 1—H— (T —49 74 —R21—¥—) ZFERALT-
Single-Sign-On (SSO) ZFALEaATU RS A4 243 —T 4R (CLD) IC&KBFIEF#HEHRLET,

IAM Identity Center D7 —% 7 —A1—H—[FIAMA—H—ET7hHO Y FOBEARERLLZDTEELT
(&L,

Ff-. AWSCLI Qa7 Y FOFEMHIZLULTOAWS D RFa At hESEIZLTLESL,
AWS CLI <> FDO#l - AWS Command Line Interface

3.1 AWS ¥4 oA VIREDER

LUTOFIEIZHE>TAWS [ZHA >4 > L. IAM Identity Center D7 —% 7+ —R1—H—%/Ep L AWS
ANFA A VTELIREBEZER L TLIZELY,
311 AWSTARU A LaAVY—ILADYAL AV

AWS D)L—+ba—H— (BEEBT7HOU L) #ERL, AWSIRD A FaVY—IAYL UL LET
(1) Y44 VThY Y FDERE

AWSAH A A4 T B51=0I1C1FX. AWS FHO Y FHARBETT,
LTOAWS KXo AU MESBL, AWS OF7HhOY FEERRLTCESLY,
e Set up AWS account - AWS loT Core

(2) AWS AV Y—LADY A (Y
ERLI-AWS 7hoU b (BBT7HOUL) TAWSTRIA ROV Y—IAYAL A2V LET,
(8) AWSTHRTAY RaAVY—LIZHAL A Y
AWS (https://faws.amazon.com/) IZ7 2 X L. [Sign In to the Console (T >V —JLIZH A A

) 1EIIVVILET,

aWS About AWS ContactUs Support English l My Account Sign In to the Console .
S

Amazon Q Products Solutions Pricing Documentation Learn Partner Network AWS Marketplace
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RXZ7=3)
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() E*—ILF7 ELZADAN
I—hFa2A—HF—%FB8RLTH L, IL—FI—HF—DE *—)LT7 FLRZAHL[Next (R~N) 1249
vy LET,
BEGFA A4 LTV EE. AFIEIERFYy TEhBEELHY ET) .
IAM Identity Center Y —E R XBEBT7H Y FTLMEEMNTEEFLADT, IL— b1 —F—THA
A4 LTLESEL,

aws

Sign in

® Root user
Account owner that performs tasks requiring
unrestricted access. Leam more

O 1AM user
User within an account that performs daily tasks
Learn more

Root user email address

username@example.com

(c) NRT—FDARD
INRAT—REAALT, [Signin (L 24A42) 12299 LTLIESEL,
aws

Root user sign ine

emei: QD

Password Forgot password?

Sign in to a different account

Create a new AWS account

312 AWSDJ—2 3 VETE

AWS TR T A bavy—icadA &k, BEREELICHS)—DavERELTLESL,
IAM Identity Center [(IERTZE2) —2a UhRE-TWS=®, BYLY—Da UEEIRLTLES
W, FATER)—CaVIiEUTESRBLTESL,
IAM Identity Center ) —2 3 > DT—32 A L—U8ARL— 3 Y
D | @ | @ | Apucncroge -

United States
N. Virginia us-east-1
Ohio us-gast-2
N. California us-west-1
Oregon us-west-2
Asia Pacific
Mumbai ap-south-1
Osaka ap-northeast-3
Seoul ap-northeast-2
Singapore ap-southeast-1

Sydney ap-southeast-2

Tokyo ap-northeast-1

R0O1AN7662JJ0100 Rev.1.00 Page 15 of 66


https://docs.aws.amazon.com/singlesignon/latest/userguide/regions.html

RXZ7=3)
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3.1.3 IAM Identity Center 7—% 7+ —RX 1 —H—DVERK

AWSDT7Ho Y FRBERIZBEETZTHIUYFTAWS IR DAL bavyY—ILIZTH A A4 2k, |IAM
Identity Center % —EXIZTT—9 74+ —R1—H—ZEFH L. AWSANSSO TEHREBEZERLET,

LIFOFIET IAM Identity Center DA X2 U AR #E,. 1—H—Z2ERL1I—H—0OTIL—T~REXG
HFrRlty b (FER) Z3YHBTTLESL,

(1) 1AM Identity Center &1t

UTR—=TU%FSH L. IAM Identity Center 2831 LEF T, AMERITEBT7HO Y FHDA VX2 VR
NERSNET,

IAM Identity Center ZH%1(Z9 % - AWS IAM Identity Center

EB7H Y hTHER SNz IAM Identity Center 1 Y A2 VA THDHI—H—EBAAEETT,

(2) T—H T +—RI—H—DR

UTR—U%SH L. IAM Identity Center TA—H—%4ELET, CCTHERT 51— —HT—%
T4 —RA—HY—DT7Hho o bEBYET,
FATOTATAEE—T4 LY F)IZA—H—%EMF 5 - AWS IAM Identity Center
A—H—2EfEhd e, ERLEA—H—DA—ILT7 FLANAWS B A —ILABEFEFIT DT,
A—ILDI/RIZHE > T/INRT— RO &EF., EERDBIL (MFA) ORTEZITVET,

(3) TIL—TDERK

UTR—C2BHBL, REBIZGLTA—Y—DETDHIIL—TE2ERLET,
FATUTATA U E—T4 LY FUIZTIL—TH#EMT S - AWS IAM Identity Center
GIW—T#ERLIESBEE. Lz L—TI2a——%2BMLET

(4) Aty bOERK

LUTR=UESHBL, 2—H 0I5 L—TIZBVETHHAEY FEERLET,

TO XAty FOER. EELHEIER - AWS IAM Identity Center

B HE (X AdministratorAccess Z{ERX CTRIEH Y FH A, #iR 1) > —T AdministratorAccess K5 D EF AT
Ty FERETSHHEE. OTAZETTAOICLUTOHAEY bE1—HF—ICEIYETEHILELNHY
F9,

o AWSIoTFullAccess

e AmazonFreeRTOSOTAUpdate

e AWSIloTDeviceTesterForFreeRTOSFullAccess

E] ChoD&FR+ Y k& AdministratorAccess ICEENE T,

(5) AWSTHYIY bATI+ERTH1—H— - FIL—TDEIY LT

UTR—CEBBL, EBLEA—HF—BLUTIL—T2 AWS OEE7HO Y MIEYHTT, Fa%
FT5LET,

AWS Z7hOU CADA—H—TF O R%EEIY LTS - AWS IAM Identity Center

ChIZEY, 7T—9 74— R1—F—([FAWSAH A AV TEDELSIZHY ET,

E] IAMA—Y—I2&k37 0 RAX—%2FRALEYA 4V TEHAWSCLI 2FIBAT B ENTEFES,
DEEIFILUTESB L7V EXRFXT—%AFTEET,
IAM 2—H—QD77XRX—%8BLFEI, - AWS Identity and Access Management
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314 AWSCLI YA 21 D= D%E(H
IAM Identity Center 7—% 7+ —R1—H—%FRAL CLINY A oA 0T 56D TO T 71 ILEERL
F9, TAT7ANIE—EOAHMERTNILTRALAETT .

(1)

AWS 7 U £ R R—% )LD URL ZE1&

W= b1 —HF—TAWS IR A Y FR—BF LAY A 24 2 L. IAM Identity Center D A =2 —®
[Settings (&%) 120V v o LT, FAToT14T4Y—ARELY TAWS access portal URL] %528k L TK

&Y,
W= bA1—H—THA A VTELBWEEETHV Y FEEEA AWS access portal URL ZHELVEH
LI,

@ g @ @ Asia Pacific (Tok » AdministratorAccess/

IAM Identity Center

Managing instance

Dashboard

e 1AM Identity Center » Settings ¥ @
L4 (D Attributes for access control
Configure this option to grant access to users based on specific characteristics. Learn
more [A
Identity source Authentication Management Tags

Users

Groups

Settings

¥ Multi-account\germissions

AWS accounts

Permission sets

¥ Application assignments

Identity source

Choose the directory where you want to manage your users and groups. Learn More [?

Identity source
Identity Center directory

Authentication method _F:_rg\_rj_s_it_n_l:l_i_r_lg_ method

Applications Password Direct
AWS access partal URL Mdentity Store ID
0 https:// I = s2pps.co O J-

elated consoles m/start [2

CloudTrail [Z Recommended

AWS Organizations [ !_S_S_I:I_E_E_l_.'_l_‘k

1AM [2 I3 https://identitycenter.amazonaws.c
om/ssoins-
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Ff=. AWS access portal URL (&, #IBIDT—9 T+ —XRA—HF—DRIFD A —JLIZEEEH SN TLET,

Helo I

Your administrator for AWS Account + I has invited you to AWS IAM Iden-
tity Center. Accepting this invitation activates your user account in 1AM Identity Center

s0 that you can access assigned AWS resources. Choose the link below to accept this

invitation.
Accept invitation
This invitation will expire in 7 days

Accessing the AWS access portal

After you've accepted the invitation, you can sign in to the AWS access portal by using

the information below.

Your AWS access portal URL:
nitps: /- I awsapps.com/start/

Your Username:

(2) SSO 7O 774 IILDERL

AYVRFAVTRERFL. UTOIT U RERTLET,

|> aws configure sso

EX powerShell 7 (x64)

PS C:\aws> aws configure sso
SSO session name (Recommended): Renesas
SSO start URL [None]: https://d- .awsapps.com/start

SSO region [None]: ap-northeast-1
SSO registration scopes [sso:account:access]:

ARVFERTIDEUTDA4BREDANZERENFTDOT, TAENRERNBTDEYAALTLZE

LY,
I5H kS BERAE

SSO session name tyialg Z8%95SSO0 7077/ LDV I VAT
T, FEOXFIEANLET,

SSO start URL SSO MR URL SSO #F1Ed %5 URL #&EE L FT,

r(1)] TRMH/LEZAWS 7O 2RKR—42 /LD
URLZAHNLZET,

SSO region Jy—av4 SSO #fEAdTH)—2avE EANLET,
IAM Identity Center D4 X2 U X Z4ER L 1=
=23 OXFINEAALTLLEEL,

SSO registration scopes T EREFADR AEAHD LB NWTEnter] 2 LTL S,

91— MEAETH S Tsso:account:access] MERTE S
nEy,

RO1AN7662JJ0100 Rev.1.00
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SSO registration scopes MIEH T[Enter]Z 3 & WEB 75U HMBE. AWS DH A VA VEEARRS
NEDT, 7T—974+—R1—HF—DF7 Ao bTARATA U LTLEEELY,
EBICHA VA VTEDEUTORIZCRRTSINET,

CGE] U4 24 UBEHDBERIZF > TWDIESIEY A V4 VEEICEREY. [Request approved] DEE
NRIRENDBZELHYET,

aWws

Request approved
AWS CLI has been given requested permissions

You can close this window and start using the AWS
CLI.

ThoobeFFaty MRS ND LTV FTOY T MIUTORICRREINET,

EX PowerShell 7 (x64) — O x

Attempting to automatically open the SSO authorization page in your default browser.
If the browser does not open or you wish to use a different device to authorize this request, open the following URL:

https://oidc.ap-northeast-1.amazonaws.com/authorize?response_type=code&client_id=
redirect_uri=http

ge_method=S256&scopes=sso¥%3Aaccount%3Aaccess&code_challenge=

There are 2 AWS accounts available to you.

Using the account ID

The only role available to you is: AdministratorAccess

Using the role name "AdministratorAccess"

CLI default client Region [ap-northeast-1]:

CLI default output format [json]:

CLI profile name [AdministratorAccess- ]: Renesas

To use this profile, specify the profile name using --profile, as shown:

aws s3 1ls --profile Renesas
PS C:\aws>

UTD3EBEDANZERSNEFTDT, TNETNRERBTDRYAALTLESL,

I5H kS BERAE
CLI default client Region CLloy—o3y CLITHERATS)—2avEAALE
ER

EXFRMHELEZV—Dav0FEF
ELTLESL,

CLI default output format CLITHAETIhLER fjson] EARLTLSEEN

CLI profile name CLio7n2741L% FEDOTO D74 ILEDOXFEHEAAL
F9, CLIOav Y RIZZn7RI774
LWBEEELTAALET,

LETTAI7AILDERIERTTY,

CLImavT Y FZAANTBEIE. o< KOKIKIZ T--profile PROFILE NAME] ZAAL., 7274
EELET,
PROFILE_NAME] [EARBETHREL-TO 77/ ILAEHRELET,

K7TY5r—230/—bTlETOT7 7442 % TRenesas] EXREL-HITHBALET,

R0O1AN7662JJ0100 Rev.1.00 Page 19 of 66




RXZ7=3)
Amazon Web Services Z F|f L 1= FreeRTOS OTA M X H:%(202406-LTS ki)

(3) AT FAIL~NBMDETE
TOT7 74 IULACL BEDFHDEBMBEEFTVET,
CORFEEFCLDATY ROFEEAAT Y FT7OVT O 1 EEICRESHEN 2 EBEICRTE—BEL

TOMBEEMBRLET,
AK7TVr—232/ —FTIXISON T—E2 5 RTT BHEICRTINDIBERENEWGELNHS1=HK
EETVET,

UTDavy FZAALTSESL,

|> aws configure set cli pager "" --profile <PROFILE NAME>

EX powerShell 7 (x64)

PS C:\aws> aws configure set cli_pager Renesas

PS C:\aws> _

(4) CLIZEALIEAWS ADOY A VDR
L0 7A4ILTAWNSAOTA U LET, UTOATUYFEAALTLESLY,

|> aws sso login --profile <PROFILE NAME>

av Y FAA#%IE, WEB FSOUMBEMIN, AWS DY A VA VEEARRSNETDT, 7—Y T+—
ARA—HF—DFTHIOULTHA UL LTLESY,
UE] 4 04 VFEHDEBAZ > TWDHEEY A A4 VEEICEBET. TRequest approved] DIEIE
NRREINDIBENHYFET,

CLIIZ&B AWS O A Vi&[EaR Y F IOV T FMIUT ORISR REIAET,
T#®D & 512 TSuccessfully logged into Start URL:~ ] ERFShn(EO IS4 VBRI TY,

EX PowerShell 7 (x64) — O >

PS C:\aws> aws sso login Renesas
Attempting to automatically open the SSO authorization page in your default browser.
If the browser does not open or you wish to use a different device to authorize this request, open the following URL:

https://oidc.ap-northeast-1.amazonaws.com/authorize?response_type=code&client_id=|

&redirect_uri=http s
llenge_method=S256&scopes=sso%3Aaccount%3Aaccess&code_challenge=
Successfully logged into Start URL: https://d- .awsapps.com/start
PS C:\aws> _
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(5) CLI DENERESR

SSO TR A VHERL., LTDS3/\ 7y FOYRMEERFGTHIATU REANL, EEIC CLI AMERE
TEAMZEHR LTS,

IZ—AHGFAECLI DTy FAEEICZFFITEIATLET,

THhoUMIS3Nry b BEETHBERIEFINTY FOURX MRRTESNETS,

|> aws s3 ls --profile <PROFILE

:7/F§%ﬁ¢étuT®ﬁ(§Téh$¢o
LTOE@EIFEEFED/ Ny + (s3test-rx65n) MEFEET BHITI,

EX powerShell 7 (x64) — | X

PS C:\aws> aws s3 ls Renesas
2025-84-84 15:42:28 s3test-rxe5n
PS C:\aws>

6) AWShopaT T +
aAv Y R7AaV T RTUTOaATR Y FEAALTLESL,

|> aws sso logout

EX powerShell 7 (x64)

PS C:\aws> aws sso logout
PS C:\aws> _

315 EETHILTDER

AWS CLI THE2Z1T5-ODEED 7 LETEZEBLET, COTAHLLICECLIOaTY FIZERT
DREIT7AINEEZEHRELET,
AK7T)Vr—3>/— Tl TClaws] [T+ LT R LI-HITHREBZITLET,
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32 CLIZ#ERALI=AWS~ADSSO Q0T 4>
AWS CLI Z#ERALTAWS ~AO5 1V LET,
(1) EET7+ILI~EH
avyR7arTrERHL. 1315] THERLEZEEIALFITALU R TA LY FUEBBILET.

EX powerShell 7 (x64)

PS C:\Users\ > cd \aws
PS C:\aws>

(2) AWS~O4T A >
A ROV TR TUTOaAY Y REAALTLESLY,

|> aws sso login --profile <PROFILE NAME>

<PROFILE NAME>IZIE T3.1.4(2)) ’C1’EEJZL,T_7°I:I77’()I«%€*JUJ LEY,
T, TOT7AIINBEIOEFRATEIRTOCLI ATY FOFERICAALTLEEL,

SSOMOT A VIZTDONWTOHMIE. [3.1.44)] Z8BLTLEZEL,

3.3 TINARA%&EAWS [Z&ET D

TNAREER L., BDELHEREZENY Y TET,
3.3.1 RYI—mEKE

AWS loT Core H—EXZFERAL T, EHEITATNNS RIZHLTAWS DY Y —AAT I ERAER (7R
—) ERELET,

A7 TYr—30 ) — bCEETBETNARIZIE, UTORY S —%BEFLET,

¢ iot:Connect :AWS loT 2889 5

e iot:Publish hEYOENRTYwSa EE) T5

e jot:Subscribe FEVOEYITRISAT (ZE) 5

¢ iot:Receive AWS loT Wb Avt—CFZETH
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(1) RYI—%FRELIzjson 7741 IILDIERK

RYUS—DERET7AIVEERLET, T¥R NI T 44T 315 THERLEEETAHILAIC
lpolicy.json] &EWS T 7AILZEHERL, ULTFOI—FZANLET,

e policy.json

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iot:Connect",
"Resource": "*"
}l
{
"Effect": "Allow",
"Action": "iot:Publish",
"Resource": "*"
}l
{
"Effect": "Allow",
"Action": "iot:Subscribe",
"Resource": "*"
}l
{
"Effect": "Allow",
"Action": "iot:Receive",
"Resource": "*"
}
]
}

FEFOHMANENYETEHET IV ERHFARLERYET,

2) RUL—DERK
LUTDav RFEAALT, RYS—%FERLET,

> aws 1ot create-policy --policy-name <POLICY NAME> --policy-document
file://policy.json —-profile <PROFIL! F>

e <POLICY NAMESIZIFEEDRY >—&HEAALET il : rx65n_ota_demo_policy)

ARV RERTIDE. UTOHRICRRTSINET,

EX powerShell 7 (x64) - O X

PS C:\aws> aws iot create-policy rx65n_ota_demo_policy file://policy-json
Renesas

"policyName": "rx65n_ota_demo_policy",

"policyArn": "arn:aws:iot:ap-northeast-1: :policy/rx65n_ota_demo_policy",

"policyDocument™: “{\n \"Version\": \"2012-10-17\",\n \"Statement\": [\n {\n \"Effect
: \"Allow\",\n \"Action\": \"iot:Connect\",\n \"Resource\": \"*\"\n ,\n {\

\"Effect\": \"Allow\",\n \"Action\": \"iot:Publish\",\n \"Resource\": \"*\"\n
}\n {\n \"Effect\": \"Allow\",\n \"Action\": \"iot:Subscribe\",\n
\"Resource\": \"*\"\n },\n {\n \"Effect\": \"Allow\",\n \"Action\": \"iot:Re
ceive\",\n \"Resource\": \"*\"\n H\n I\n}\n",
"policyVersionId": "1"

PS C:\aws>

ERL1=RY O—RBEROMNEBTHEAT H-OEZITENT LS,
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3.3.2 Amazon S3 /347 FDER

Amazon S3 AV SA VA RL—D Web H—ERT, BRI 7—LDO I 7ERINTHEHICERL
9,

(1) S3/\7 v hDIEMK
UTDaATY FEARLTESLY,

|> aws s3 mb s3://<BUCKET NAME> --profile <PROFILE NAME>
o <BUCKET NAME>IZIFEB®D/N7y b2ZAALFET (Bl : s3test-rx65n) .

ARV RERTITSHE, UTORIZRTSNFT,

KX powerShell 7 (x64) — O >

PS C:\aws> aws s3 mb s3://s3test-rx6bn Renesas
make_bucket: s3test-rx65n

PS C:\aws>

RELAN 7y bRIF, BOVEBETHERT HOFEATENTILEEL,

CE1] N7y rEETA—NILT—ETHILENHYET, ULTOELILIT—AvE—IUNKRRE
NI=FE, ITICHEASATVSARDE=ORDEFZFEAL T ZELY,

make bucket failed: s3://s3test-rx65n An error occurred
(BucketAlreadyExists) when calling the CreateBucket operation: The
requested bucket name is not available. The bucket namespace is shared
by all users of the system. Please select a different name and try
again.

2] N7y bRIFIDNXF, BF, EUFF (). BEUONATY (-) OHNERTEET,

(2) S3N\HT Yy hANR—Ta =5 OEMIEL

ER LTz FZHB#NT B3 T 7AIILEN—2 3 VEBTESLSIZHRELET,
UTDaIR Y RZEAALTLESLY,

> aws s3api put-bucket-versioning --bucket <BUCKET NAME> --versioning-
configuration Status=Enabled --profile <PROFILE 1]

e <BUCKET NAME>IZIE T(1)] THEBLIzN\Ty bEZAALET,

ARV RFERTTDE. UTORICSRTREINETT (RTRBRFMIRTINEEA) o

EX powerShell 7 (x64) — | X

PS C:\aws> aws s3api put-bucket-versioning s3test-rx65n, Status=E
nabled Renesas

PS C:\aws> _
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(3) SINTY RANRTYYOTHERTAYIDERE

R LT\ bADRTI I DNoDT IR EHBLET,
UTDARY FZEADLTSESLY,

> aws s3api put-public-access-block --bucket <BUCKET NAME> --public-access-—
block-configuration

"BlockPublicAcls=true, IgnorePublchcls:true BlockPublicPolicy=true,RestrictPub
licBuckets=true" --profile <PROFILE NAM

o <BUCKET NAME>IZIE T(1)] TR LTz F%&)\ﬁ LFEJ.

ARV RERTIDE. UTORICRREINFTT (RITBREMIRTINFEEA) o

EX powerShell 7 (x64) — O X
PS C:\aws> aws s3api put-public-access-block s3test-rx65n

Renesas
PS C:\aws>

3.3.3 IAMA—H—[Z OTADEITHERZIY LTS
AWS IAM H—ERXZHERALTOTAEH a3 T2 EMT B EOICT7 7 RERMIEEN-0—ILEERK
Li—d—o

(1) OTA MOEITHERZEE L 1= json 77 1 ILDIERK

OTA DEITHEBRBE 77 M ILEERLET,
TX¥RALIT 42T [31.5] TERLEEZET+I)LFIZ [Test-Role-Trust-Policy.json] EWS 771 %
L. UTOa—KFKZAHLET,

e Test-Role-Trust-Policy.json

{
"Version": "2012-10-17",
"Statement": [
{
"sid": "",
"Effect": "Allow",
"Principal": {
"Service": "iot.amazonaws.com"
b
"Action": "sts:AssumeRole"
}
]
}
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(2) 1AM A—JLDERK

OTAIZfERAT B IAM O—)LEERRLET,
UTDaY Y RZAALTLESLY,

> aws iam create-role --role-name <ROLE NAME> --assume-role-policy-document
file://Test-Role-Trust-Policy.json —--profile <PROFILE NAME>

e <ROLE NAME>IZIFEBDO—LZZAALEYT (fl : ota_role_rx65n) .

ARV RERTTSHE. UTORIZRTSNFT,

EX powerShell 7 (x64) — O X

PS C:\aws> aws iam create-role ota_role_rx65n file://Test- B

Role-Trust-Policy.json Renesasg

r
1

"Role": {
"Path": "/",
"RoleName": "ota_role_rx65n",
"RoleId": R
"Arn": "arn:aws:iam:: :role/ota_role_rx65n",
"CreateDate": "2025-83-27T66:12:334+00:60",
"AssumeRolePolicyDocument”: {
"Version": "2012-10-17",

"Statement": [
{ IAM B—)L® ARN

"Sid": I|Il,
"Effect": "Allow",
"Principal”: {

"Service": "iot.amazonaws.com"

},

"Action": "sts:AssumeRole"

PS C:\aws>

CZTAALEO—LEE. RRENT=IAM O—JL®D Amazon Resource Name (ARN) (Arn: EE®D
FEA) TEOVETHERTS-H, EATBEWLWTTILY,

(3) IAM B—IL~DQEBERYS—DTRYF

AWS loT & FreeRTOS OTA DEEARY O—Z IAMB—JLIC7RYFLET,
LUTD4DNEERY—ZFIAMO—)LIZTEYFLET,

e AWSIoTThingsRegistration

e AWSIoTRuleActions

e AWSIoTLogging

e AmazonFreeRTOSOTAUpdate
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UTD 42037 FZIAEICAAL TS,

> aws iam attach-role-policy --role-name <ROLE NAME> —--policy-arn

arn:aws:iam: :aws:policy/service-role/AWSIoTThingsRegistration —--profile

> aws iam attach-role-policy --role-name <ROLE NAME> —--policy-arn
arn:aws:iam: :aws:policy/service-role/AWSIoTRuleActions —--profile

DDA

<FPrROrf

> aws ilam attach-role-policy --role-name <ROLE NAME> —--policy-arn
arn:aws:iam: :aws:policy/service-role/AWSIoTLogging —--profile <PROFT

> aws iam attach-role-policy --role-name <ROLE NAME> —--policy-arn
arn:aws:iam: :aws:policy/service-role/AmazonFreeRTOSOTAUpdate --profile

o <ROLE NAME>IZIE T(2)] THERLEIAMO—LBZZANLETS,

ARVKFERTTDHE. UTORIZRTENEY (EATAOERTHRRFFAERTSINELA)

EX powerShell 7 (x64) — | X

PS C:\aws> aws iam attach-role-policy ota_role_rxeé5n arn:aws:i
v/service-role/AWSIoTThingsRegistration Renesas

PS C:\aws>

PS C:\aws> aws iam attach-role-policy ota_role_rxe65n arn:aws:i
y/service-role/AWSIoTRuleActions Renesas

PS C:\aws>

PS C:\aws> aws iam attach-role-policy ota_role_rx6é5n arn:aws:i
v/service-role/AWSIoTLogging Renesas

PS C:\aws>

PS C:\aws> aws iam attach-role-policy ota_role_rxeé5n arn:aws:i
v/service-role/AmazonFreeRTOSOTAUpdate Renesas

PS C:\aws>
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(4) AWS ZiEH—EXIZIAM A—)LEZETHAIERTE
A4 R) O—ZFALT, AWSEBH—EXRICIAMA—LEZETHAZEELET,
@ AIAVER)I—%FFHFELIzjson 774 ILDIERK

TORRHAERELIZAVFA VR —DIT7ALEERLET,
THERALIT4RT 131.5] TEBRLEEET 4 I/)LFIZ Tinline-policyl.json] &LV 77 A ILEERL.
UFDa—rFzZAALET,

e inline-policy1.json
{

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"iam:GetRole",
"iam:PassRole"
1,

"Resource": "*"

}

(b) IAMO—LAL US4 VR S—EFTRYF

IAMB—ILANL VS54RSS —FTFEYFLET,
UTDaI U REAALTLESLY,

> aws iam put-role-policy --role-name <ROLE NAME> --policy-name <POLICY NAME>
--policy-document file://inline-policyl.json --profile <PROFILE NAME>

o <ROLE NAME>IZIE T(2)] TERLEIAMB—)LZZANLET,
o <proLICY NAMESIZIFEEDRY >—%EAALET (il : rx65n_ota_demo_iam_policy) .

ARV RERTIDE. UTORICRREINFTT (RITBREMIRTINFEEA) o

KX powerShell 7 (x64) — O >

PS C:\aws> aws iam put-role-policy ota_role_rx65n rx65n_ota_demo_iam polic [N
\ file://inline-policyl.json Renesas

PS C:\aws> _
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(5) Amazon S3 DTV AR % IAM O —LA~EETE

AZAVR)O—%FALT. BFI7—LV T EHEMT 5 Amazon S3 DTV XA & IAM
A—JL~NEMLET,
@ ASAVR)I—%FFHFELIzjson 774 ILDIERK

TORRHAZRELIEAVSA VRO —DIT 74 ILEERLET,
TX¥RAMIT 44T I31.5] THERLE=EZT+IILAIZ Tinline-policy2.json] EWS 77 A ILEER L.
UTha—F&#AALET,

¢ inline-policy2.json
{

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"s3:GetObjectVersion",
"s3:GetObject",
"s3:PutObject”

JI

"Resource": [

"k

]

}

(b) JAMA—ILAL T4 2R)>— (AmazonS3) #7 R Y F

IAM A=A VS54RSS —FTF7EYFLET,
LUTDaAIY FEAALTLESLY,

> aws iam put-role-policy --role-name <ROLE NAME> --policy-name <POLICY NAME>
--policy-document file://inline-policy2.json —--profile <PROFILE NAME>

o <ROLE NAME>IZIE T(2)] TERLEIAMB—)LEZANLET,
o <proLICY NAMESIZIFEEDRY O—ZEAHALET (il : rx65n_ota_demo_s3_policy) o

AXVRERTIDE. UTORICRREINFTT (RITBREIMIRTINFEEA) o

EX powerShell 7 (x64) — O X

PS C:\aws> aws iam put-role-policy ota_role_rx65n rx65n_ota_demo_s3_policy &
file://inline-policy2.json Renesas

PS C:\aws> _
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334 TNAR (E/) % AWS loT [Z&#

AWS IoT Core H—ERXRZFERL T, #E#HT S5 AWSIoT Core DT/NA R (E/) LiEAEEEBL. £
JICEEBREEEERLET .

(1) TINM4R (E/) DER
UTFDAT U FZAALTE/ ZERLET

|> aws iot create-thing --thing-name <THING NAME> --profile <PROFILE NAME>
o <THING NAME>IZIZEBEDE/ DBRIZEZAALET, (il : rx65n_ota_demo_thing)

ARV RERTITHE. UTORIZRTSNFT,

EX powerShell 7 (x64) — O X

PS C:\aws> aws iot create-thing rx65n_ota_demo_thing Renesas

r
1

"thingName": "rx65n_ota_demo_thing",
"thingArn": "arn:aws:iot:ap-northeast-1: :thing/rx65n_ota_demo_thing",

"thingId": "
}
PS C:\aws> _ £/ O ARN

CZTAALEE/DARTE. RIRSNTF=E/ D ARN (thingArn : ERIDOFREA) THEOWLIEBTHERT S
=6, BATEWTTELY,

(2) T/NA RFEAEDIERL

TNARERAEZERLTT VT4 TIEL, TS RFAS L LR - WBERO I 7ML EFHO—F
LEYS.
UTFDavy FEAALTLEESLY,

> aws 1ot create-keys-and-certificate --set-as-active --certificate-pem-
outfile "certificate.pem.crt" --public-key-outfile "public.pem.key" --private-
key-outfile "private.pem.key" --profile <PROFILE NAME>
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ARV RERTTHET/NA RGEAE - BAERSH., UTORIZRTSNET (REHIDXFIDORS
FEBLTVEY) .

EX pPowerShell 7 (x64) — O X

PS C:\aws> aws iot create-keys-and-certificate

Renesas

"certificateArn": 'arn:aws:iot:ap-northeast-1:

El
“"certificateId": "

"certificatePem": " BEGIN CERTIFICATE----- \

FEBAZ M ARN

. piE==== END CERTIFICATE----- \n",
"keyPair": {
"PublicKey": " BEGIN PUBLIC KEY----- \n

C KEY----- \n",
"PrivateKey": " BEGIN RSA PRIVATE KEY----- \r

WiF==== END RSA PRIVATE KEY----- \n"
}
}

PS C:\aws> _

RREINI=T/N1 REEBAZED ARN (certificateArn : FRIDFIEA) [ZEONBCHEAT I =HEZTHL
TTFELY,

AR I T Y FETREUTD 3 D2DT 7AILA 131.5] TERLEEETHILFICTEFHDoO—FE
nEY,

T7AIL%A NE
certificate.pem.crt E/ICEFINF=T/INA RFIHE
public.pem.key T/ ICEFIN-ORRE
private.pem.key T/ ICERIN-HER

SEERE, BMERBIEITNAR (/) 1285, NAT—FICHYLET., T/N RIZIHE, BEREEE
BT BRET. CAOEFALTT/NA A AWS [CIEERTREE B Y T,
[E] T7/54 REEBRE - AFE - ZBITIREERBIZLATYO0-RTEEEA,
Fr=, CNMODIT7AIINERERGHICEREL. BRELAEVWKSITEFEL T,
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(3) T/NA REEBAZIZARY O—%T A2V F

ERLLT=T/\A REEAEIZRY O—2T72 v FLET,
UTDaAI FEAALTTELY,

> aws iot attach-policy --policy-name <POLICY NAME> --target <CERTIFICATE ARN>
--profile <PROFILE NAME>

e <POLICY NAME>IZTIE 73.3.1(2)] THERLFzAR) O—RZEZADLET,
e <CERTIFICATE ARN>IZI& T(2)] THERLIzT/\A REEAEDARN ZAHNLFT,

AV RERTIDE. UTORICRREINFTT (RITBRIMIRTINFEEA) o

EX powerShell 7 (x64) — O X

PS C:\aws> aws iot attach-policy rx65n_ota_demo_policy arn:aws:iot:ap-northeast-1:3
:cert/ Renesas

PS C:\aws>

(4) E/ICTNAREHEEZTE YT

ERLT=E/I2T/I\A REEBAEET7E2YFLET,
LUTFDaAT FEETLTLESLY,

> aws 1ot attach-thing-principal --thing-name <THING NAME> --principal
<CERTIFICATE ARN> --profile <PROFILE NAME>

o <THING NAME>IZIE T(1)] THERLE=E/ DAFEAALET,
o <CERTIFICATE ARN>IZIE T(2)] THERLI=T/N\A RGEAEDARN ZAHNLFET,

ARV RFERTT D E. UTORICSRTREINFES (RTRRFMIRTINEEA) o

EX powerShell 7 (x64) — O X

PS C:\aws> aws iot attach-thing-principal rx65n_ota_demo_thing arn:aws:iot:ap-northeast-1: [N
:cert/ Renesas
PS C:\aws>

(5) TYFRAUE (RASY) OFER

IVRRADVRETNAR (/) I2HF5BEH%E (URL) [CHELET., THNAMRIZCTVRRSAV M
BRI BHET, TNNARIBELEIVRRSA U MZERLET,
LTFOaATY RFEAALTLESLY,

> aws 1ot describe-endpoint --endpoint-type iot:Data-ATS --profile

<PROFILE NAME>

ARV KFERTIDE. UTORICSRTINTET,

EX powerShell 7 (x64) — O X

PS C:\aws> aws iot describe-endpoint iot:Data-ATS Renesas

{

"endpointAddress": " -ats.iot.ap-northeast-1.amazonaws.com'

}
PS C:\aws>

REREINF=TVFRA Y FDOF FL R (endpointAddress : ERIDFERN) [FHONEBTHEEAT 5-0H8E%
TEWLTTELY,
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4. TINA ADHRE
OTA DEMTHICT7—LVT7DI— FERRIICAVSEREDERETTVET,
LUTOFIETIRASZEM L TS,
(X] SO CTHRT HFEBAE(E 13.3.4(2)] THERLI-EERAZELFRDIDEGY FET
4.1 SERT LEAZEDLERK
(1) Win64 OpenSSL Command Prompt D #2 &)
AH— kA= a1—H 5 Winb4 OpenSSL Command Prompt Z#2&8 L,

B opensst

q Official OpenSSL Documentation

C) Official OpenSSL Website

. Winé4 OpenSSL Command Prompt

q Windows OpenSSL Website

(2) ECDSA 0 CA MZBDOERK

OpenSSL #{#A L. ECDSA D CARMEREZERLET,
UTDavY FERITLET,

|> openssl ecparam —-genkey -name secp256rl -out ca.key

ARV RERTTHE. UTORIZRTSNFT,

S INE curve

(3) CAIBAZDER

ER L= CABMZEEM D CASIBAZ R LET,
UTNavy FEEFTLET, Country Name LURIZEEDNXFFHZAHNLTLESZL,

|> openssl req -x509 -sha256 -new -nodes -key ca.key -days 3650 -out ca.crt
ARV RERTTHE. UTORIZRTESNET,

out ca.crt

ed Name or a OM.

EEDXFIEANT B
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(4) ECDSA D#AR7 DIERK

ECDSA O#ERT #ERLET,
LUTDavy RFEERTLET,

|> openssl ecparam —-genkey -name secp256rl -out secp256rl.keypair

ARV RFERTTDE. UTOHRICRTSINET,

(5) ECDSABR7MLIIAEZERLEREIERK
ERk L 1= ECDSA OBRT7H LIIBAZERERZERLET,
LUTFDavU FEEITLET,
Country Name LI IFEBEDXFIEZAALTLEZEIN, RED 2TEEBDFEF Enter 2L TS
LY,

> openssl req -new -sha256 -key secp256rl.keypair > secp256rl.csr |
AV RERTTEHE. UTORIZRRSNET,

ed Mame or a ON.

actronics

ZEHDOZE F Enter £ F

(6) FEBAEDIERL

ERL L 1=3LEAE ZER ER/CA SIAE/CA ERMN LIRS ZERLEFT,
LUTDavry FERITLET,

> openssl x509 -req -sha256 -days 3650 -in secp256rl.csr -CA ca.crt -CAkey
ca.key -CAcreateserial -out secp2bé6rl.crt

ARV RERTTHE. UTORIZRTSNFT,
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(7) ECDSA AT hH SMEROM T

ECDSA O#ERTHLHEREMB LTI,
LUTDavy RFEERTLET,

|> openssl ec -in secp256rl.keypair -outform PEM -out secp256rl.privatekey

ARV RERTIHE, UTORICRTREINET,

ec —in secpZBBrl.kevpair -outform PEM -out secpZbfrl.privatekey

-

writing EC

(8) ECDSA BT Hio NGRS D4 H

ECDSA D#ERT7MLARBEZHMBELET,
LUTDavy REERTLET,

> openssl ec -in secp256rl.keypair -outform PEM -pubout -out
secp256rl.publickey

ARV RERTIHE, UTORICRTRTEINET,

enss| ec -in se 6r1 . kevpair —outform PEM -pubout -out =

(9) ERT77AIILDFERE
AIEOREETUTD 4 2D T 74 ILHBMERESNET,

e ECDSA AB# - secp256r1.publickey
e ECDSA % #E secp256r1.privatekey
e ECDSAGERAE (BARTEIEAZE) :  secp256ri.crt

o ECDSAREHEFI—: ca.crt

CCTHERLELEZDI7AIILIE, O FOERBE LU AWS O OTA © 3 JERBOREIZE
BALET,
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42 FEAN—23 DT 7—L9ITIEE
WA= 3 oD T F—LY T TOBEEFTLET,
421 Az y bOA vk—Fk

(1) FEIFOSzH b0y o—>

GitHub (https://github.com/renesasl/iot-reference-rx) M5 TFETOAT I FEEED I AL EAY O—2
LEd, A7 FYH5—> 3>/ — FTlE, Gitfor Windows ##FER L1580 0— AEEHALET,
Iy E&SBL. Gitfor Windows ZFHIIZA4 VR F—ILLTL LY,

GitBash £ L. UTDaAT Y FEETLTLEEL,
LUTOHTIE, c:\workspace [Ty O—> LTWETY,

> cd c:\workspace
> git clone https://github.com/renesas/iot-reference-rx.git -b v202406.01-LTS-

rx-1.1.0 --recurse-submodules

ARV RFERTTDE. UTOHRICRTSINET,

MINGW64:/c/workspace

: c:\workspace [IZ7 A—>9 %718, GitBash %i#2Ei&.
§ [cd_c:\workspace HALURTALINER T

/c/workspace
$ git clone https://github.com/renesas/iot-reference-rx.git -b v202406.01-LTS-rx
-1.1.0 --recurse-submodules
CToning TAto 1o0t-retrerence-rx ...
remote: Enumerating objects:
remote: Counting objects: 100% (2 /2280), N
remote: Compressing objects: (699, RPTr ))—X% v202406.01-LTS-rx-
remote: Total 16187 (delta 1627), reused 1834 (deltRRKNOYI=ERIE 253
rom 1)
Receiving objects: 5 (16187/16187), 149.33 MiB | 5.77 MiB/s, done.
Resolving deltas: 100% (9488/9488), done.
Note: switching to '94d95286da326562ech7599c4629ec77chdefffc’.

You are in 'detached HEAD' state. You can look around, make experimental
changes and commit them, and you can discard any commits you make 1in this

[;X1] Tiot-reference-rx] MExEF/N\— 3 V(& GitHub TITHEZE L =20,

[(X2]) e® studio IZHIEAHZ1=6H. YA—2hDIRAE FEEOI7+ILELEED) I 35 XFURE
LTLEEL, 36 XFLULZIEFETHETAS Y FOEILRFBIZIS—EHYET,
FNRRICABREBELFEET SHEIST—LEIGEENHYEFITDT, LRIFEHFTAALTLE
=LY,

(2) e’ studio 7—% RR—ZXDIERK

e? studio ZEEIL THLWVIT—I AR—XZEERLTLEEY,
T—HYZAR=R[E M) TTEITODz Y bEHVO—VLETALTEEELET,

& &2 studio Launcher [} X

Select a directory as workspace

e’ studio uses the workspace directory to store its preferences and development artifacts.

| C\workspace ~ | Browse...

» Recent Workspaces

» Copy Settings

G
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(B) FFANDA UR—FEEF
[File (Z74J) ] = [Import (f >FR—F) ] ZFEIRLET,

& WorkSpaceRX - € studio

File Edit Source Refactor Navigate Search Project RenesasViews Rur
New Alt+Shift+N >
Open File...

_. Open Projects from File System...
Recent Files >
Close Editor Ctrl+W
Close All Editors Ctrl+Shift+W
Save Ctrl+5S
Save As...
Save All Ctrl+Shift+5
Revert
Move...
Rename... F2
Refresh F5
Convert Line Delimiters To >
Print... Ctri+P

= Import..
Export...
Properties Alt+Enter

4) A viR— FAEDEIR

Existing Projects into Workspace (BIF 7B 29 bE T —U XAR—ZN)EERL. [Next]RF2 U ZHTL
TTFELY,

& Import O X
Select
, L M
Create new projects from an archive file or directory. H

Select an import wizard:

type filter text ‘

~ = General )

Projects into Workspace

. File System
[T} Preferences
. Projects from Foldey or Archive
I=* Rename & Import EXisting C/C++ Project into Workspace
& Renesas CC-RX projeXt conversion to Renesas GCC RX
r CA78KOR/CATBKO

=% Renesas CS+ Project fof CC-RX, CC-RL and CC-RH

&% Renesas GitHub FreeRTQS (with loT libraries) Project

" Sample Projects on ReneYas Website
= O/C++
= Code Generator

¥ Renesas CS+ Project

‘\?\ < Back Finish Cancel
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(6) A1vR—+325T70Y FOER

Select root directory (JL— bk = T4 LY F)—0:&IR) | [TTMIZTYA—2 L7483 %EFERL.
UTD 7Oy MZF vy LT[Finish (J&T) 1200y s LTLEEL,
AVNASIEAhYIRNDNNRBEERLTERLTLEEL,
e aws_ether_ck_rx65n_v2 (CC-RX)
e boot_loader ck_rx65n_v2 (CC-RX)

A7 TYHr— 3>/ — kTl Ethernet @ CC-RX VA SED 7B Y FEFIICFIEZEZHBALE
v,

& import ] X
Import Projects L/I
Select a directory to search for existing Eclipse projects. 4
(® Select root directory: | | C:\workspace\iot-reference-rx v Browse...
() Select archive file: Browse...
Projects:
aws_ether_ck_rx65n_v2 (C\workspace\iot-reference-rx\Projects\aws_ether_ck_rx65 Select All

[ ] aws_ether_ck_m65n_v2 {C:\workspace\iot-reference-rx\Projects\aws_ether_ck_rx65
boot loader_ck_rx65n_v2 (C\workspace\iot-reference-rx\Projects\boot_loader_ck
[ ] boot_loader_ck_rx65n_v2 (C:\workspace\iot-reference-rd\Projects\boot_loader_ck Refresh
[ ] test_aws_ether_ck_nx65n_v2 (C:\workspace\iot-reference-rx\Projects\test_aws_ethg
[ ]test _aws_ ether & x65n_v2 (Ch\workspace\iot-reference-nd\Projects\test_aws_etha

Deselect All

< a >

Options

["]Search for nested projects

[] Copy projects into workspace
[ ] Close newly imported projects upon completion
[ ] Hide projects that already exist in the workspace

Working sets

[ ]Add project to working sets New...
Select...
® < Back Next > Finish Cancel
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LTFIZA viR— rRIRER RS 29 FO—E AR LET,

R LEWARITAET 4/ a0 450TAD) FEBRTEHENTEET,

INR RE a5
C:\workspace\iot-reference-rx CC-RX
\Projects\aws_ether ck_rx65n v2\e2studio ccrx TEIA Y b
C:\workspace\iot-reference-rx Ethernet GCe
\Projects\aws_ether_ck_rx65n_v2\e2studio_gcc
C:\workspace\iot-reference-rx ) CC-RX
\Projects\aws ryz014a ck rx65n v2\e2studio ccrx | TETAY Y b+ :
C:\workspace\iot-reference-rx Cellular (RYZ014A) GCC
\Projects\aws ryz014a ck rx65n v2\e2studio gcc
C:\workspace\iot-reference-rx ) CC-RX
\Projects\aws da16600 ck rx65n v2\e2studio corx | TEFAD Y b :
C:\workspace\iot-reference-rx Wi-Fi (DA16600) GCC
\Projects\aws_da16600_ck_rx65n_v2\e2studio_gcc
C:\workspace\iot-reference-rx CC-RX
\Projects\boot loader ck rx65n v2\e2studio ccrx \ N

, J—tOo—47o>zH b+
C:\workspace\iot-reference-rx Gce
\Projects\boot_loader_ck_rx65n_v2\e2studio_gcc

[(X] £8EA Ttest | £f-TWB 7OV Y FINYT—La VTR NEO IO Y FTY,

BEIERALEFEA,

RO1AN7662JJ0100 Rev.1.00

Page 39 of 66



RXZ77=21)
Amazon Web Services Z F|f L 1= FreeRTOS OTA M X H:%(202406-LTS ki)

422 JAaozy +EE

(1) boot_loader ck _rx65n v2 7O< x5 M ARRBEERTE

J—bO0—4700xc) bAREHBRERELET,
r4.1(8)] TYERL L 1= secp256ri.publickey DREZEIE—L. LTI 7LD
FCODE_SIGNENR_PUBLIC_KEY PEM] =B %IEY fHi+E T,

e CC-RX R : \boot_loader_ck_rx65n_v2\e2studio_ccrx\src\key\code_signer_public_key.h
e GCCHR: \boot loader ck rx65n_v2\e2studio_gcc\src\key\code_signer_public_key.h

[ Chopensshsecp256r1.publickey - Notepad++ — O X
File Edit Search View Encoding Language Settings Tools Macro Run Plugins Window ? + v X
8= B & Bl LEIEE] ST FEEEE D ® 6 3
E] secp256r1.publickey EJ \

1 |- BEGIN PUBLIC KEY-——-- ~

2 MEkwEWYHK0ZIzJOCAQYIKoZIzj0DAQcDQAEYIQoJ2FbHNC/hulUlg9DCecYzpWwn

3 PQoxbmsCOZrFtWXdO0dFgRWUY49T0/yYnBHg9BROcOHVNMG3n3e 9bJjMODQ==

4 |-——— END PUBLIC KEY————-

\ [CODE_SIGNER_PUBLIC_KEY_PEMJ MO&imIZ ¥ #EMLET, adl

Normilength: 178 lines : 5 \ %"?:J"j:””-elﬂﬁ\ ?ﬁ.o)%f&(:[i r¥J hiuz‘g-cs-g‘o
BENTICAALTLEELY,

(FBI] = XXX KKK KKK KKK KKXXKXKKXXXXXXXXXXKK ¥ )
f=f-L. xTFITD"----- END PUBLIC KEY-——--"[ZI& T¥] ZAALANT
(&L,

] e?studioMaA—FRI T2 TIE ¥ (X N\ ERFTINFET,
Qworkspace - boot_loader_ck_rx65n_v2/srg

File Edit Source Refactor Navigate Search Project ReNesas Views Run Renesas Al Window Help
H®-&-2:4%-q-

Project Explorer X EQ;D Y § = 8

le& aws_ether_ck_x65n_v2 (in e2studio_ccrx) [iot-ref @® * code_signer_public_key.h[]

v & boot loader_ck_rx65n_v2 (in e2studio_ccrx) [Har = #ifndef CODE SIGNER PUBLIC KEY H

[ Includes #define CODE_SIGNER_PUBLIC_KEY_H_
v (5 src
v Ga key * PEM-encoded code signer public key.
v} code_signer_public_key.h
% smc_gen Must include the PEM header and footer:

e BEGIN CERTIFICATE----- "\
"...base64 data..."\
e END CERTIFICATE----- "

[ boot_loader.c
[7 boot_loaderh
[ my flash.c
) boot_loader_ck_rx65n_v2.rcpc
i;:é boot_loader_ck_rx65n_v2.scfg
) boot_loader_ck_rx65n_v2 HardwareDebug.la

= #define CODE_SIGNER_PUBLIC_KEY_PEM \
[ BEGIN PUBLIC KEY----- "\
"MFkwEwYHK0ZIzj@CAQYIKoZIziODAQCDQEAEYIQoI 2FbHNC,/ huUlgdDC6cYzphin ™\
"PQoxbmsCOZrFtWXdedFqRWUY43I0/ yYnBHg9BROCBHVNMG3n3e9bIMODQ=="\
LI END PUBLIC KEY----- "

@a Developer Assistance [iot-reference-rx temp,

#endif /* CODE_SIGNER_PUBLIC_KEY H_ */
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(2) OTAZYTT—FrTEDEEZHA

Tz b EOTAZ Y T T—FTETHHET DLIICHEEXZTVET,
LIFMD 7 74 )LD ENABLE_OTA UPDATE_DEMO E&% % 1 (FFRNIZHEL T &L,
(F74ILE0)

e CC-RX R : \aws_ether_ck_rx65n_v2\e2studio_ccrx\src\frtos_config\demo_config.h
e GCCHRr: \aws_ether_ck rx65n_v2\e2studio_gcc\src\frtos_config\demo_config.h

Project Explorer > = Q:'D v § = 8 [n] demo_config.h < =t
v T,;_'é aws_ether_ck rx65n_v2 (in e2studio_ccrx) [Hardwar A 65 * A
A Indud 66 * PUBSUB demo only :
i} Includes 67 * ENABLE_FLEET_PROVISIONING_DEMO (8) + ENABLE_OTA_UPDATE_DEMO
[ Common 68 * PUBSUB demo with fleet provisioning :
[’ Demos 69 * ENABLE_FLEET_PROVISIONING_DEMO (1) + ENABLE_OTA_UPDATE_DEMO
- Middl 70 * PUBSUB and OTA over MQTT demo :
1% Middleware 71 * ENABLE_FLEET_PROVISIONING_DEMO (@) + ENABLE_OTA_UPDATE_DEMO
v I src 72 * PUBSUB and OTA over MQTT demo with fleet provisioning :
& application_code 73 if ENABLE_FLEET_PROVISIONING_DEMO (1) + ENABLE_OTA_UPDATE_DEMO
. X 74
v Ea frtos_config 75 = /* demo is configured for PUBSUB */
[R core_http_config.h 76 /* Select demo combination to run. */
[B core_mgtt_agent_configh 77
L 0 fich 78 S /* Please select a provisioning method
i core matt_config. 79 * (@) : Pre-provisioning
i) core_pkes11_configh 80 * (1) : Fleet provisioning
[K core_sntp_configh 81 */
. 82 #define ENABLE_FLEET_PROVISIONING_DEMO (8)
defender_con P
34 = /* Please select whether to enable or disable the OTA demo
k) fleet_provisioning_config.h 85 : (@) : OTA demo is disabled
B FreeRTOSConfigh z: N (1) : OTA over MQTT demo is enabled
[k} FreeRTOSIPConfigh 88 I #define ENABLE_OTA_UPDATE_DEMO (8) I
[k MQTTFileDownloader_config.h 89 v
[l v litHofe flach canfin h < &
A N DA =
(3) 7Oy FOMEAN—T 3 D DHERR
FAaS) FOWAN—D 3 Un 092 THHZ EEHERLET,
S s =
UTDI77A4ILERNTNA—Da v aHRALET,
e CC-RXHhfx : \aws_ether_ck_rx65n_v2\e2studio_ccrx\src\frtos_config\demo_config.h
e GCCHR: \aws_ether_ck_rx65n_v2\e2studio_gcc\src\frtos_config\demo_config.h
$__ o3 . 11— - =
N=DaV[FLUTITREESNA TSI EEHERLTT S,
e APP_VERSION_MAJOR: 0
e APP_VERSION_MINOR: 9
e APP_VERSION_BUILD : 2
Project Explorer X = <)'::D Y § =8 M demo_config.h X =t
v Ig§ aws_ether_ck_x65n_v2 (in e2studio_ccrx) [Hardwar A 324 @® * @brief Certificgte used for validating code signing signatures in the OT a
) Indud 326 = #ifndef otapalconfigCODE_SIGNING CERTIFICATE
%” neudes 327 #define otapalconfigCODE_SIGNING_CERTIFICATE "Insert code signing ce
[z&% Common 328 #endif
(%4 Demos 329 o X N N
. Middl 331 ® * @brief Major version of the firmware.[]
@ iadieware 336 = #ifndef APP_VERSION_MAJOR
v (g src 337 #define APP_VERSION_MAJOR e
[ application_code 338 #endif
- ) 339
v g frtos_config 341 ® * @brief Minor version of the firmware.[]
[B core_http_configh 346 = #ifndef APP_VERSION_MINOR
[R) core_mqtt_agent_configh 347 #define APP_VERSION_MINOR 9
- 348 #endif
[} core_mgtt_configh 3249
[} core_pkes11_config.h 351 @ * @brief Build version of the firmware.[]
[ core_sntp_configh 356 = #ifndef APP_VERSION_BUILD
R defend fiah 357 #define APP_VERSION_BUILD 2
.hi defender_config. 358 #endif
T Neetprovisioning_config.h 361 @® * @brief Server's root CA certificate.[]
. 381 #define democonfigROOT_CA_PEM t1sSTARFIELD_ROOT_CERTIFICA
[} FreeRTOSConfig.h 382
[1} FreeRTOSIPConfigh 384 ® * @brief The length of the queue used to hold commands for the agent.[]
[R, MQTTFileDownloader config.h 386 #define MQTT_AGENT_COMMAND_QUEUE_LENGTH (25) v
[l rm Gittlafe flach confin h < >
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(4)

RYZ014A Cellular E>a2—)L®D

=1 —]

axX /&

AWS EfICEILT—ED 1 —IILEFHAT 51541%. RYZ014A Cellular FIT €2 2 —)L(r_cellular) ~Ni% E &

TOWEY,

[aws_ryz014a_ck_rx65n_v2.scfg]#BiZ. [Components (aAViR—FR > k) ]2 TEFERL.
[r_cellular]®[Access point name]. [Access point login ID]. [Access point password]. [Authentication

protocol type]# SIM h— RIZ&HET

Project Explorer X<
v aws_ryz014a_ck rx65n_v2
[t Includes
(#&% Common
(&% Demos
(&% Middleware

&> src

CL ok
aws_ryz014a_ck_rx65n_v2.scfg

= aws_ryz014a_ck_rxb5n_v2 HardwareDebug.
README.md
@ Developer Assistance

158. > boot_loader_ck_rx65n_v2 (in e2

< » Overview | Board | Clocks SyE

=] Q==(> \? § = B8 i’}f *aws_ryz014a_ck_m65n_v2.scfg >

) 2
BMELTLZEL,
= 8
joftware component configuration c) =
p 9 Generate Code Generate Report
Components g3 i3 = [+ :%: Configure @
. Property Value ~
type filter text ‘ ~ @ Configurations
(= Startup ~ # Access point name ppsim.jp
& Drivers ¥ | # Access point login ID pp@sim
v (= Middleware / # Access point password jpn
v (= Generic / # SIM card PIN code
[ byteg £ Authentication protocol type 2 ]
I v @ [l I # Network status notification level. 2
3 r}wup # Connection retry limit 600
v = RTOS N # TCP connection timeout 0
v (= RTOS Kernel # SClinterrupt priority 4 ~
9 FreeRTOS _KeNel g 2

~ [INRTOS Object

Macro definition: CELLULAR_CFG_AP_PASSWORD
Enter the login password for the access point.
Example: (empty), 4g, etc.

v
Pins | Interrupts

[;£] DA16600 Wi-Fi L 2 —J)LIZ& B Wi-Fi v b —4 DE&E A %L GitHub [Settings of Wi-Fi
network | #ZBLTLESL, T, Ao b)—aO—FEGMT A LY —2VDERFEICDONTIE
[ Settings of Country code and GMT timezone| ZEIZIE L TSE LTS,
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423 W7 7—Lo T DERK
7— bk BO—4(boot_loader_ck_rx65n_v2)& 7 7 —.,y = 7 (aws_ether_ck_rx65n_v2)&#E4& L THIHA
T7—LozTEHERLET,

(1) Z7—4L = 7 (aws_ether_ck_rx65n V2) DRI AEBELEIL K

T7—LITTOR)IEREOHRLEEILFEETLET,
aws_ether ck_rx65n v2 7Oy khis, [Project (FAS x4 k) |>[Properties (70/T 1) 1%
BIRLET,

[C/C++ Build (C++EJL F) ]>[Settings (%) ]h 5. [Tool Settings (Y —ILE&TE) ]2 T D[Linker] >
[Section (£ < 3>) ]H 5 Section Viewer (293> Ea—7—) #@HE. UTOEI 3 >DTF R
LRZEIYETET,

e EXCEPTVECT : OxFFFEFF80
e RESETVECT : OXFFFEFFFC

‘ type filter text | Settings oo -~ 8
Resource
A
Builders
~ C/C++ Build Configuration: HardwareDebug [ Active ] ~ | Manage Configurations...
Build Variables
Environment -
JSON Compilation Data %3 Tool Settings | foolchain  Device | # Build Steps Build Artifact| lai1f Binary Parsers €3 Error Parsers
Logging 1
) Common Sections (-start) SU,S\,RJ,BfZ,R,RPFRAM2/’O4,C7L\TFLEFSfMANAGEMENTﬁAREA,CfF\RM‘I
Stack Analysis 3’ ompiler 4
Tool Chain Editor E\;’ ssembler B X /
C/C++ General v & ker Section Vi
Git v i Lr.]_pUt ection Viewer
Project Natures - Advanced Address ~
Project References v }Jtput
Refactoring History # Advanced REXRAM
Renesas QF - ~OxFFFO0300 PResetPRG -
. 3 Optimization = Pet] el
Run/Debug Settings = (o]
New Overey
e c2
(21 Symbol file c Remove Section
(% Advanced s Mave Up
oy d
& Su.bcommand file D~ S
(2 Miscellaneous
- W
3 User Import...
- L
83 Library Generator o Export...
) Converter
PERAM? Default
OxFFFEFFB0 EXCEPTVECT
OxFFFEFFFC RESETVECT
v
< 2 1 ancel| | v

® Apply and Close I Cancel

RNy BRBEMTET LI=5. e?studio Taws_ether ck rx65n v2 7Oz FOEIRZTVWI 7—L4
DT DERETVET,
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GCC 7Oox) FEBETIRINIIBREDERAENERLGYET,
[Project Explorer (7S xs k- THXTA—F—) ]& Y. srcllinker_script.ld ZBWVTUT7 FLR %
EELTLIZEL,

e .exvectors : OXFFFEFF80 (2 A k)
e fvectors : OXFFFEFFFC (2 M Fhr)

Project Explorer <)'=:{> y § = 8 | *linker_script.ld X
v H;:f aws_ether_ck_mx65n_v2 (in e2studio_gcc) [HardwareD 1 MEMORY
[ Includes {

. RAM : ORIGIN = ©x4, LENGTH = ex3fffc
[ Common RAM2 : ORIGIN = oxeeseeeee, LENGTH = 393216
ROM : ORIGIN = ©xFFFoeeee, LENGTH = 1048576
OFS : ORIGIN = ©xFE7F5De@, LENGTH = 128

2
3
4

& Demos 5 DATAFLASH (!rx) : ORIGIN = ©x1eeeee, LENGTH = 32768
i Middleware ?
8

}

9
1e SECTIONS
11 {
12 .exvectors pxFFFEFFse| AT(pxFFreFrse]
13
~ 14 "_exvectors_start" = .;
= & 15 KEEP(*(.exvectors))
T8 —> " _exvectors_end" = .;
f aws_ether_ck_rm65n_v2.scfg 17 } >ROM
=) aws_ether_ck_nd65n_v2 HardwareDebug.launch ig fvectors IBXFFFEFFFCI AT(kXFFFEFFFCI
(7) Developer Assistance [iot-reference-rx dev/v2024 20 {
: 21 KEEP(*(.fvectors))
22 } > ROM
23
24 .text @xFFF35200 : AT(@xFFF35208)
25 {
26 *(.text)
27 *(.text.*)
28 *(P)
29 etext = .;
39 } > ROM

Ry BRBEMTET LI=5. e?studio Taws_ether ck rx65n v2 7Oz FOEIRZTVWI 7—L4
DI T7DERETVET,

R0O1AN7662JJ0100 Rev.1.00 Page 44 of 66



RXZ7=3)
Amazon Web Services Z F|f L 1= FreeRTOS OTA M X H:%(202406-LTS ki)

(2) 7— kB—4%(bootloader)DERL
bootloader 7A=Y FDEIL FEFTWI—FA—FDERETVET,

(3) Renesas Image Generator ZfERA L= 77— LD = 7 DIERK

Renesas Image Generator ##H L T 77 —LD 7 E#ERLFET,
9. Renesas Image Generator 74+ LZIZUTD I 74 ILEEHMLET,

e 423(1)THEI FEIEHHER aws_ether_ck_rx65n_v2.mot
e 423(2)TMHEIL FEIEHRE boot_loader_ck_rx65n_v2.mot
o A7) THERLTI-TER secp256r1.privatekey

av > RF7O T +#i#2E L. Renesas Image Generator 7+ LAABH L TUTOIAY Y FEERTTS
& . userprog.mot 77 A ILHERKSINET,
ATV FOERTHL T 7AIIERKICIFEA DN DEENHYFEFTDOTLIESSBHFLLLZEL,

python image-gen.py -iup aws_ether_ck_rx65n_v2.mot -ip RX65N_DualBank_ImageGenerator_PRM.csv -0
userprog -ibp boot_loader_ck_rx65n_v2.mot -key secp256r1.privatekey -vt ecdsa -ff RTOS

@) 735w aEEAHY—IL(Renesas Flash Programmer)®4{ > X k—)L

I59VaEFRAHFY—ILDA Y O0—KHA RZF79 X L. "Renesas Flash Programmer V3.19.00
Windows"&# 40— FLTA VR F—ILLTLEEW,

(5) PC & CK-RX65N v2 Dk
2.6 CK-RX65N v2 MiE#kE] O CK-RX65N v2 DIEERRIZH LY PC & CK-RX65N v2 ZHEfLET,

(6) Renesas Flash Programmer [Z2TA L—X7B2 Y bDFA—T >

Renesas Flash Programmer T[File (7 7 4 JL) ]1>[Open Project (7R x4 FZEFLK) 129 Uvo LT
lerase.rpj] Z#BAEET,
AL—=X7aTzy bE, KU TLTOTSLOUTIALFIZHYET,

\Projects\aws_ether ck rx65n v2\flash project\erase from bankl

(7) TINARDAL—RXDE

[Start (RA—F) IR2EWTL., TNARADA L—XEEHELET,
Operation completed & RRENTFzH A4 L—XET T,

(] TTS5—(E3000107): T/34 ALNERIFRE—HBLELRAI BHASAEHERE, T/1 REHRLT
TIZHHESh TS =6, RD [(8)] ~HEATLZEL,
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(8) Renesas Flash Programmer T75 v aE&AA#TADY bOF—T>

Renesas Flash Programmer T[File (Z 7 4 JL) ]1>[Open Project (7R x4 +ZFRLK) 129 Uvo L
T Tflash_project.rpj] ZBEZE 9,

759y aEBEAATOS Y MI, AU TN TOATSLOUTIALFIZHYET,

\Projects\aws_ether ck rx65n v2\flash project

(9) AT 7—LH 7 0DER

RIZ[Add/Remove Files (77 A JLDEMEHIBR) 122 ) v o L. [Add File(s) (T 74 ILDEM) 17RE >
ZRTLEY,

T7A4IERDEFA 705 T 14.233)] THERLE=MEAT 7—L = 7 (userprog.mot) &R L £ 9,

(10) AT 7 — LV = 7 DEZFAH

[Start (RE—F) I REVERTLTHEA I 7—LI T 7DEFTRAAEITVET,
Operation completed & RIRENF= oA T 7 — LI T T DEZTAAIEIETTY,

[(X] TT5—(E3000107): T/3f AAEMIERE—BLELAI AHASKEBEE, T/ XFHLH
HMleEhTglnksd, 1(7)) OAL—XVEBEZERELTTFEL,
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424 AWS loT &R D&%
aws_ether_ck_rx65n_v2 ZE{ES T, AWS loT D1E#H % TeraTerm [CTHRELET,
T—R 759 alcEBERAFNFET,

(1)

TeraTerm Z#EEIL TR —45w biAR— R EERT S 7ILR— b &

Tera Term D#ZENE 1) 7 ILIR— FDERTE

RELFET .

BRE L= 1B

A = a2 —®0I[File] > [New Connection...]h 5. [Serial|Z#IRLTOKEY v o LTLIEELY,

OTCe/IP myhost.example.com
History
Telnet =
55H 55H2
Other
AUTO
®) serial Port: | COM4: USB Serial Device (COM4)  ~

\ Cancel Help

(2) BITI—FODEE

D) TILR— FDOEREICHET5HITI—FOREEZTVET,
A = a1—0 Setup > Terminal...#BiE. New-line ® Receive % Auto, Transmit % CR+LF %3E{R L T OK
)y LTLTEZEL,

Tera Term: Terminal setup

x
Terminal size MNew-line
Term size = win size Transmit: | | cR4LF /Cancel
Auto window resize
Help
Terminal ICx VT100 w [JLocal eche
Answerback: I:l ] Auto switch (WT<->TEK)
Kanji (receive) Kanji (transmit)
UTF-8 UTF-8 ~[4B
Half-width kana Half-width kana ~[(B

locale: |japanese
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(B) YUTIBEREDHRE

A = 21— Setup > Serial port... ZBALVT Speed % 115200 |

LY,
Tera Term: Serial port setup and connection *,
Port:
: New setting
Speed:
2 Cancel
Parity: none w
Stop bits: 1 bit w Help
Flow control: none w

Transmit delay

El msec/char El msec/line

Device Friendly Name: USB SUF )L 7104 2 (COM3)

Device Instance ID: USB¥VID_045B&PID_&111%0000000000001
Device Manufacturer: Microsoft

Provider Name: Microsoft

Driver Date: 6-21-2006

Driver Version: 10.0.19041.2130

@) =4 v brR—FOUEY FET7—LITTDERT
CK-RXB65N v2 @ J16 & RUN fliIc##i L. RESETSW ZHTLTLKEEWL, Y77 —LD T 7THEFT

ShFET,

BARCMETRIC TOWP § Lt
FRESWRE" mMIDITY  ch@o

Ly

T ) R
™ [

R/H RTRSCKESNOCOOO01BE
eids.com/cufek-Tb5.,
Version & -

£ proemic spuon [as] 3
H ¢

EFLTNewsettingz o) v LTLf
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(5) CLI A=—a21—DETF

M T7—LITT7HEITEINDE TeraTerm QEIEICA Z 1 —BNRTRESNET, 10 LIAIZ TcL1l
EANLTEnter]ZHTLTLEEY,

v COMB:115200bps - Tera Term VT - O *

File Edit Setup Control Window Help
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(6) T/\A RFEAEDER
13.34(2)] THYA—FLETNA RERAEZS—7 Yy bR—FIZEHRELET,
TeraTerm IZT lconf set cert | EAALF=DB, §EBAE 7 7 1 JL(certificate.pem.crt)% Tera Term
SRSy I F7oRrAY T (T74ILEE) LTLESL, &EIC TeraTerm ET[Enter]Z#L T2 &
LY,
(] SEBAE 7 7 A LDBATA— FIETFR NI T A AETLFICEREL TG FS v I 7o RrkAy T
LTLIZELY,

| s | Chaws\cert

Home Share View v 0

« v 1 > My PC I > (C) Windows > aws v U  Search cert P
Name Date modified Type Size
7 Quick access
| certificatepem.crt | 3/26/2025 6:22 P Security Certificate 2 KB
& OneDrive L private.pem.key 3/2| Tera Term: File Drag and Drop * (B
B

= My P I (3 publicpem.key | ——

Are you sure that you want to send the file content?

SCP
“confsetcert“: AR—R 1 XFZAHNLIE \ dest
2. AAEO7ANEFRSYI 7V RFAY T

6 ° %o)&”Enter” éﬁj— (®) Send File (Paste content of file)

[IBinary

¥ Network

dest is home directory if ermpty

() Paste Filename

[#] Escape
Separator is Space
Separator is NewLine

Do this for the next 0 files
Do same process, next drop
Do not d™elgy this dialog, next drop

Drop with CTRL, this dialwgdisplayed

o | Com]
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(7) WEROERE

13.34(2)) T A—FLEMEREI—T Y FAR—FRIZEHRLET,
TeraTerm IZT lconf set key | EAALI=DLE. WEHET 7 A JL(private.pem.key)# Tera Term
FSw g7 ROy T (F74ILiEE) LTS, &E&IC Tera Term L TEnter] #3 L T 2

LY.

E] B 74 0LOHITA—FEFILFIZEELTHAL RS 7o ROy FLTLEEL,

| s | Chaws\cert — O X
Home Share View v 0
« v 1 > My PC I > (C) Windows > aws v U | Search cert P

Name Date modified Type Size
5+ Quick access
 certificate.pem.crt 3/26/2025 6:22 PM Security Certificate 2 KB
@ OneDrive I_D private.pem.key I 3/| Tera Term: File Drag and Drop x KB
. ublic.pem.ke 3 B
S My PC: I 1 publicp 4 \ | C|
ﬁ Network Are you sure that you want to send the file content?

“confsetkey “&AR—R 1 XFH#AHL=EIZ.
HERIFAINEFSYITUFROYTT 5%,
ZDEEnter’ {3

SCP
5t

destis horne directary if ernphy

(®) Send File (Paste content of file)

[IBinary

() Paste Filename

Escape

Separator is Space

Separator is NewLine

Do this for the next 0 files
[l Do same process, next drop
wizplay this dialog, next drop

Drop with CTRL, this ™wgg

is displayed

OK

Cancel
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(8) T RS DB

3.34(1)] THRELEE/ DAAME IV, [3.34(5)] TEAFIVRRSA UV bEE2—7y bR—FIZE

#BLES,
Tera Term TUTFDa<> FEEFTLET,

e conf set thingname <E./ DAHI>
e conf set endpoint <I YV KRS 2 &>

f set thineram otz no_thing

t.ap-northeast-1.a

(9) O— FEZRIADEREDEHKF
F4.1(6)] THR L= 7EIBHE(secp256ri.cr)z 2 —45 v bih— FIZ&EEELET,

TeraTerm IZT lconf set codesigncert | EAALT=DB, BRXTIEBAE (secp256r1.crt)% Tera
Term [CFS YT T7UoRRAY F(T7AILEE)LTL S, &#%IC Tera Term ET[Enter]Z# L TK

2L,

GE) SEBAZE D7/ ILDHITI— RIZLFIZEELTHALEY FIFTL &

| M + | openss| - [m| X
f Home Share View o
« =2 v 4 > ThisPC » Local Disk (C:) » openssl v | O - Search openssl
T Size -
| # secp2Sbrilcrt Security Certificate I oo
[ T secpsbrl.csr CSR File Tera Term: File Drag and Drop >
| secp236rl.keypair KEYPAIR File
i 9 - R Mopenssl\secp236rl.crt
| secp236rl.privatekey PRIVATEKEY File

| secp256r.publickey PUBLICKEY File

Are yoNure that you want to send the file content?

SCP

“conf set codesigncert “£ AR—X 1 XFEZA
HLf-RIC, BRTIABZFSYIT7UFRF
A Y j-g_éo %o)&”Enter”E#j— (®) Send File (Paste content of file)

[IBinary

ot o —PETH PERTIETCATE - - - - — (O Paste Filename

] Escape
Separator is Space

Separator is NewLine

Do this for the next O files

————— END CERTIFICATE----- 0K

Cancel

(k..
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(10) HEEET—2 77 v a~DEZFTAD

AWS loT DERE % Commit (T—R2 275y alt&FRAH) LFET,
TeraTerm TUTDaATY FEEITLET,

> conf commit

[CLI] Dest Certificate.
85 [CLI] Write

3 [CLI] De
[CLI] Write Privat

to [ata Flash and used

(11) Reset #%£1T

VIbzT7)EY FERTL, 77—LDT7EBHREBLET, TeraTerm TUTDIAT Y FEFEITL
F9,

|> reset

v FERITER, TeraTerm [CREATNRTEN, OTAZRIMBERITEN, OTAD 3 THFLIZHLT
WHT EEMHRELTLESLY,

T COM8&:115200bps - Tera Term VT — | X
File Edit Setup Control Window Help

25 15147 [MAIN_T ARTING DEMO---------

1 [INFO] Usi : - |
1 [INFO] C to a A0j1phd-ats. iot.ap-northeast-1.amazo

T COM8:115200bps - Tera Term VT — O X
File Edit Setup Control Window Help

CINFO
CINFO
[INFO]
CINFO] OTA Even

[INFOJ Wait ine
CINFO] OTA

[INFOJ Request Job
CINFO]
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5. 27—LOITFTDEH

51 BHFRAI7—LOITHESE
511 N—L a3 DEE
(1) Z27—LIzT7DN—23VEER

B I7—LozT7DON—2320% V093] ITEELET,
\aws_ether_ck_rx65n_v2\src\frtos_config\ demo_config.h ® APP_VERSION_BUILD &% 3ICLTE/L
FEBRETLTLEZELL,

Project Explorer X =| q=?> 7§ =0 M *demo_config.h > = O
v 11'-_3 > aws_ether ck_nx65n v2 (in e2studio ccrg » 317 #define appmainPROVISIONING_MODE (1) A
P T - 318
‘?” lhcides 320 @ * Certificate used for validating code signing signatures in the OT
(% Common 322 = #ifndef otapalconfigCODE_SIGNING_CERTIFICATE
(& Demos 323 #define otapalconfigCODE_SIGNING_CERTIFICATE "Insert code signing ce
(& Middleware gig #endif
vy > src 327 ® Major version of the firmware.[l
@& application code 332 = #ifndef APP_VERSION_MAJOR
v B > it } 333 #define APP_VERSION_MAJOR 2]
€ > frtos_config 334 #endif
[l core_http_config.h 335
[l core_mqtt_agent_config.h 337 @ * Minor version of the firmware.[}
B it fioh 342 = #ifndef APP_VERSION_MINOR
H core_maqtt_config. 343 #define APP_VERSION_MINOR 9
[% core_pkes11_configh 344 #endif
[# core_sntp_configh 345 ) ) i
- " 347 @® * Build version of the firmware.[§
352 = #ifndef APP_VERSION_BUILD
) > demo_config. 353 #define APP_VERSION_BUILD 3
[B} fleet_provisioning_configh 354 #endif
3 355
{5 FreeRTOSConfig.h 357 @® * Server's root CA certificate.[]
b} FreeRTOSIPConfig h 377 #define democonfigROOT_CA_PEM t1sSTARFIELD ROOT_CERTIFICA
[# MQTTFileDownloader_config.h 378
B littlefs flash fiah 380 ® * The length of the queue used to hold commands for the agent.[]
i [litticEtashcontlo) ¥ o382 #define MOTT AGENT COMMAND OUEUE LENGTH (25)
< > < >

(2) Renesas Image Generator Z#RAL=B#H 77— LV = 7 DIERK

51.1(1)THEI FL1z77—L™ = 7(aws_ether_ck_rx65n_v2.mot)% Renesas Image Generator 7 # JL
FICEEZL, a9 ROV TP TUTaATY FEERTLET,

AR ROEFTNS 77 A NERKIZFBA AN BBEAHY FITDTLES S BEFLLLEL,

python image-gen.py -iup aws_ether_ck_rx65n_v2.mot -ip RX65N_DualBank_ImageGenerator_PRM.csv -0
user_093 -key secp256r1.privatekey -vt ecdsa -ff RTOS

LT RT, user 093.rsu 77 A ILBEREINET,
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52 J27—LYO9TT7DEH

AWSI[ZT, 27— LD T TDEHFETSILOICEHRI7—LDIT7DT7 Yy TO—REOTAEFHF DI TN
ERETVET,

UTHEZITAWSCLI ZFALET, HonlsH. 13.2] 283BL, av> FFOV T T AWS CLI
#FEAL, AWS~ADAST A UFTW, ALY bTa LY )% [315] THERL-EEIAHILFIZEBHL
TEWNWTLEELY,

521 BEHI7—LO9ITF7HEANSAF7yTO—FK
B I7—LI9TIT7EAWNSDSINTy A7y TO—KLZET,

(1) Z27—Loz7EEETIHILE~TE—

151.1(2)] THERLEEHFI7—Lo 7 (user 093.rsu) # 3.1.5] TR LEEEIAHILI~OE—
Li—d’-o

(2) Z27—LITT7DSINTY kAT7yTO—F

R L7 7—L9zT7%S3N\ry A7y TO—FLET,
UTDaARY RZEAALTLESLY,

| > aws s3 cp <FIRMWARE NAME> s3://<BUCKET NAME>/ --profile <PROFILE NAME>

o <FIRMWARE NAME>ZIZB#HI7—LIozTDIF7ANBEAALET, -
e <BUCKET NAME>IZIE 73.3.2(1)] THERL=S3N\Try rE2EZANLET,

ARV FERTIDE. UTOHRICSRTINET,

EX Select PowerShell 7 (x64) — O X

PS C:\aws> aws s3 cp user_©93.rsu s3://s3test-rx65n/ Renesas
upload: .\user_@93.rsu to s3://s3test-rx65n/user_€93.rsu

PS C:\aws>
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(3) K—2 3> D DR

Ty IJA—RLEEHI7—LI9TT7DIN—a > IDEHEELES,
UTDaRY RZEAALTLESLY,

> aws s3api list-object-versions --bucket <BUCKET NAME> --prefix
<FIRMWARE NAME> --profile <PROFILE \ME; >

e <BUCKET NAME>IZIE T(2)] T7Zv7A—F L,t S3NTy rEEANLET
o <FIRMWARE NAMESZIEBEI7—LOTTFDI7ANEEAALET,

AU RERTITHE. UTORKICRRTEINET,

EX PowerShell 7 (x64) - O h4

PS C:\aws> aws s3api list-object-versions s3test-rx65n user_@93.rsu Renesas

{

"Versions": [

{

"ETag": "\"
"ChecksumAlgorithm": .
"CRC64N5ME" : Fy7A—KLE=27/41LD
1, N—2321D
"ChecksumType": "FULL_OBJECT",
"Size": 364288,
"StorageClass": "STANDARD",
"Key": "user_@93.rsu",
"VersionId": "
[Tslatest - true, |
astModitied : d25-04;17T05:27:39+00:00",
"Owner": {
"DisplayName": "
"Ip": "
)
s
{

"ETag": "\"

"ChecksumAlgorithm": [
"CRC64NVME "

1,

"ChecksumType": "FULL_OBJECT",

"Size": 364288, —DFIN/NA— 321D
"StorageClass": "STANDARD",

"Key": "user_@93.rsu",

"VersionId": "
"IslLatest": false,

RRENFEBHI7—LITT7I7AILD/IN— 321D (Versionld : ERIDFRZERN) &, BONETHE
R332 TENTTSL,

Ff=. N—=23 2 IDIETD lsLatest] 7«4 —JIL K (FE#EA) M Ttrue] ERFREINTWEEFH/N\— 3
> @ Versionld #5x AWM TLEEWY (RAL7Z 7ML EATERR 274 LET7yTO—FLIz5A. LR®
Versions M7 4 —JL KAE#HEBISRRTESNET) .

IsLatest A\ true &% >TULVD
DOBBRFDON—3 Y

E)
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522 O—KFERIAAZLTOT 74 IILDER

OTAIZEITAHT7 Yy TO—FLEB#H 77 —LDz7OEEEERIAT 50D — FERIIHAELERN

Li—a—o

BEICO—FELIAAZEDOT7 Yy TO—FETOT 7/ ILOEREEREL TULGEE. REOFIETER
TEET, OTAD I TERBED json 774 )LIZ, REETERLEZTO 77/ LB ZEBR LTI,

(1) FEBAE LRI 71 L DER

[4.109)] THERLEUTD3I DD T774I)L% [3.1.5] THERLI=AWSCLI OEEXE T+ ILFIZOE—LE

—;—o

e ECDSA iEBAZE : secp256r1.crt
o ECDSA % # : secp256r1.privatekey
o ECDSAFBAZEF x— : ca.crt

(2) HLLWIA—FBEARED S K- b

M1)] TEBLIO— FERAAERDZ I 7MILE AWS AN VR—FLET,
UTDaATU REANLTSESL,

> aws acm import-certificate --certificate fileb://secp256rl.crt --

profile <PROFILE NAME>

certificate-chain fileb://ca.crt --private-key fileb://secp256rl.privatekey --

ARV RERTITDHE. UTORIZRTSNFET

EX powerShell 7 (x64)
}

PS C:\aws> aws acm import-certificate fileb://secp256rl.crt fileb://ca.crt

fileb://secp256ril.privatekey Renesas

-
1
"CertificateArn": "arn:aws:acm:ap-northeast-1: icertificate/

¥

PS C:\aws>
7w 70—k L1=5EBAED ARN

FoRrEh=a— FELEIAZED ARN (CertificateArn : ERIDFHA) (. ZONBCHERATI-HIEZ

TEWVWTTELY,
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(3) DI—FELMBHEDNTOT 71 ILDIERK
(@ TBRI7AILEHZRELzjson 771 ILDIER
O— RELZIBRETOI7AIILDRETI7AILEERLET,
THERAFIFAHT I31.5] THERLEEETAILFIC Tprofilejson] EWS 774 ILEERL. UTD
O—KFRZAHDLZET,

e profile.json

{
"profileName": "rx65n ota demo profile", < TR7r LA

"signingMaterial": {
"certificateArn": "arn:aws:acm:ap-northeast-1:x
xxxxxxxxxxxx:certificate/yyyyyyyy-vvy-vVVVV-VVVV-VVVVVVVVVVYY"

by

"platformId": "AmazonFreeRTOS-Default",
"signingParameters": { _
"certname": "dummy" REBAE ARN

}

}

LR json 77 A ILDFIREBRD T 4 —IL FIFUTDEHRZEAAL TLEZELY,

RH HE BENE
profileName JOoo74IL%A FEOTOI7AILBEAALET,
(18: rx65n_ota_demo_profile)
certificateArn SEBAZE ARN [(2)] TAYvR—FrLIza— FERIBAEZED
ARN ZAALET

CCTHRELETOI774IL%8 (profileName) (&, ZDMEBTHEARAT AE=HEZITEVLWTTSI W

(b) A—FEBERIAHAETO I 71 ILDIERK
Ma)l] TR LIzjson 77 A ILEFERALTITA I 7AILEERLET,
LUTFOaTU FEAALTLESLY,

> aws signer put-signing-profile --cli-input-json file://profile.json —--

ROFTT.F NAME>

profile <PROFILE NAI

ARV KRERTIDE. UTORICRTSNETS,

EX powerShell 7 (x64)

PS C:\aws> aws signer put-signing-profile file://profile.json Renesas

"arn": "arn:aws:signer:ap-northeast-1: :/signing-profiles/rx65n_ota_demo_profile”,

"profileVersion": " ,
:/signing-profiles/rx65n_ota_demo_profile

"profileVersionArn": "arn:aws:signer:ap-northeast-1:

PS C:\aws>
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523 OTAL3aJMET
OTACaJz#mL. OTAZRTLET,

(1) OTAS 3 JDFHMEERE L1zjson 77 1 ILDER

OTACITDEREI7ANEERLET,
TX¥FRAMIT 44T [31.5] THERLIZ{EEX T+ LA C Tcreate-ota-update.json] &WLV5 77 A ILEERK
L. U FTOa—FE#AHALZET,

e create-ota-update.json

{
"otaUpdateId": "rx65n ota demo job",
"targets": [
"arn:aws:iot:ap-northeast-1:xxxxxxxxxxxx:thing/rx65n ota demo thing"
]I
"protocols": [
"MQTT"
]I
"targetSelection": "SNAPSHOT",
"awsJobExecutionsRolloutConfig": {
"maximumPerMinute": 1000
}I
"files"™: [
{
"fileName": "/device/updates",
"fileLocation": {
"s3Location": {
"bucket": "s3test-rx65n",
"key": "user 093.rsu",
"version": "XXXXXXXXXXXXXXXXXXKKIXXXIXXXKIXXXKIKXK"
}
}I
"codeSigning": {
"startSigningJobParameter": {
"destination": {
"s3Destination": {
"bucket": "s3test-rx65n",
"prefix": "SignedImages/"
}
}l
"signingProfileName": "rx65n ota demo profile"
}
}
}
]I
"roleArn": "arn:aws:iam: :XXXXXXXXXxxX:role/ota role rx65n"
}

EERjson T 7 M ILDFREEDID T 4 —IL FIFRDEHRZAAL TS,
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I5H SES BAARES
otaUpdateld OTA7v 77—+ ETTS0TAC 3 TDERFITY,
ID FEDDITHEAALET,

(f5 : rx65n_ota_demo_job)

[E] OTAD 3 JRIEEHETELHULVE=DH,
BEICFERALEDa TR EFIADEFTEER
FELTLIEELY,

(files—fileLocation—s3Location)

targets 2—4v k ARN OTAEITHRDE/ (T/84 R) M ARN
#ANALET,
3.3.4(1)] TEHREINIZE/DARN A
ALTL &L,

bucket S3INT Yk BHIO7—LozT7ETyIO—FKLEN

(files—fileLocation—s3Location) Ty brBEAADLET,

13.3.2(1)] THRELF=N\T Y bEZEAD
LTLEEELY,

key S3 ¥— BEHI7—LIITOI7ALBEREL

3E—¢-o
152.1(2)] T7Zy7A—FKLfE=274L
BEADLTLEELY,

version
(files—fileLocation—s3Location)

S3 /Ny k=23

~

BHI7—LI9TT7DN—232IDEA
ALES,

152.1(3)] CHERALEZ7Z7yI7O—FI7
AILDIN—2a3 2V IDEAALTLES
(AW

bucket O—REBRICERY | 3—FEBLZT5S3/\ 7y rEZANL
(files—codeSigning— Y YAV AR ESCIR

startSigningJobParameter— 13.3.2(1)] THRELN\TY FEZEARD

destination—s3Destination) LTLZELy,

signingProfileName a—rFELDOTO I—RERICERT S TOI774ILEEA
(files—codeSigning— 27414 ALFET,

startSigningJobParameter) 15.2.2(3)(a)] THELE=TOI7AIL4A

ZANLTTFEELY,
roleArn 0 —JL ARN OTAIZ{ERT S IAM O—JLD ARN ZAH

LET,
r3.3.3(2)] TYERLL7= IAM B—/L® ARN
#ABLTLIEEL,

ZZTHELIOTA 7y 77—k ID (otaUpdateld) 1&. DMNEBTHEAT 5=HEZTELTT LY

RO1AN7662JJ0100 Rev.1.00
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(2) OTA L3 TDEF

HoM L CK-RXEEN V2 R— RTHHAD 7—LV 7 EETL. OTAETHBICHE TSI L ZHER
LTS (T4.24(11)1 =58) .

F(1)] TEELfzjson 274 ILEFERALTOTA 3 JE&ETLET,
LUTFDaTY FEAALTLESLY,

> aws 1ot create-ota-update --cli-input-json file://create-ota-update.json —-

profile <PROFILE E>

ARV KRERTIDE. UTORICRTSNETS,
EBICCaTINRTENDEL—T Y bAR—FCEHI7—LII7OEYoO0— AR ENRET,

EX powerShell 7 (x64) — | X

PS C:\aws> aws ict create-ota-update file://create-ota-update.json Renesas

{

"otaUpdateId": "rx65n_ota_demo_job",
"otaUpdateArn": "arn:aws:iot:ap-northeast-1: :otaupdate/rx65n_ota_demo_job",

"otaUpdateStatus"”: "CREATE_PENDING"

}
PS C:\aws>

(3) OTA ¥ 3 JETKRDIER

OTAD I JEERITLE-BRORREHALFET,
UTDARY FEANLTLSESLY,

|> aws iot get-ota-update --ota-update-id <JOB NAME> --profile <PROFILE NAME>

e <JOB NAME>IZIE T(1)] THRELIOTAP 374 (OTAZ7YyIT—hkID) #ZAALFET, -

ARVKRERTTSHE. UTOHRIZRTSNFT,

EX powerShell 7 (x64) — O X

PS C:\aws> aws iot get-ota-update rx65n_ota_demo_job Renesas

{

"otaUpdateInfo": {
"otaUpdateId": "rx65n_ota_demo_job",
"otaUpdateArn": "arn:aws:iot:ap-northeast-1: :otaupdate/rx65n_ota_demo_job",
"creationDate": '"2025-84-01T16:54:55.951000+09:00",
"lastModifiedDate": "2825-84-81T16:54:59.581000+89:00",
"targets": [
"arn:aws:iot:ap-northeast-1: :thing/rx65n_ota_demo_thing"
1.
"protocols": [
"MQTT™
1.

(& ARE)

OTA7YTT—bFDAT—4ERA

Ll

"otaUpdateStatus™: "CREATE_COMPLETE",

"awsIotJobId": "AFR_OUTA-rxesn_ota_demo_job",

"awsIotJobArn": "arn:aws:iot:ap-northeast-1: :job/AFR_OTA-rx65n_ota_demo_job"

}

I

PS C:\aws>

OTAE#HAT—4H R (otaUpdateStatus : ERIDF M) A TCREATE_COMPLETE| &%-TW5 &
OTA £ 3 TDEITITMIITY

REFICHENHAIBELRE, OTAY 3 INIS—(THo=5HAIF TCREATE_FAILED] FARTEN
F9.
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(4) 77—LITTDRENETIHETHD
OTAYaJhRthehd e, REBLVI7—LVITDEERAAZTVET,

T COMB:115200bps - Tera Term VT - O X
Eile Edit Setup Control Window Help

[OTA_Agent] [INFOJ OTA Event received
115 [OTA it] [INFO] Received File Block event Received
4299 199915 [OTA
4300 199944 [OTA

BEHRAET LERRIEICERMMT HE,. CPUYEY FEICEFHR I77—L T 7HAERITIN., RID A
Za—MNRRIhFET,

T COMB8:115200bps - Tera Term VT — | X
File Edit Setup Control Window Help

BHn_o

tartup bank. ..
tartup bank = 1

nit ' cormmand.
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