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1-6 Renesas Image Generator # LN ¥WHIREDEE (ZEEHARDH)

[1] B A —CDERH
Renesas Image Generator [CTHERK LTz#ElA A —CF TS5 9 a4 3ETHE I v aAEIC
EERT,
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143 J—bA—FZRVEFEAEFAXODPREOBES X
J—bO—F2AVEEEFAXONHREOEBEDRNELUTITRLES,

[1] T-rO-4® [2] 1A—30
E3AH ESAH
AV A
[75>4] [EHiA ]
J\wormE JCyIrPE -
EEY) E> [7554] AR
J-to-% J-t0-%

B 17 J—rO—5&EFALNPMREOEE FEEHAHNX)

[1] 7—rO—5FDEEZAH
J—bO—4% (J—brO—4507OCzH FEEIRFLEBRESREEMot 770JI) 275921544
ETHE ISy rEYIZESZTAL,

2] 1 A—CDEEAH
T—bO—5 DOHEEZE > THERD S5 EH A A —2 (Renesas Image Generator TERR) &4 >0—
KL, A VEICEEFAD, EZFAAEAA—DZRIIL., RIERNEETHNIEERT TS,

144 TJ—bbO—5ZRAN-2EEHFAXOVNEIREDBES X
TJ— rO— 4 £AVEEEEFAXONBREOEED RN EZUTIZRLET,

[1]7—-+0—4D [2]AX =20
g3 H E£3AH
XA 1-9T055 1
[7524] [E# 45—
|:> MR A=
J—to-—4 | J—to—4

B 1-8 J—hrO—4ZFALEMPREOBE (EEEH A

1] 7—hrO—5FDEEAH
J—bhO—4% (J—brO—4507OCzH FEEIRFLEBRESREEMot 770JI) 275921544
ETHE ISy arEYIZESZTAL,

2] 1 A—CDEERAH
T—bO—5 DO¥EEZE > THERD S5 EH A A —2 (Renesas Image Generator TERR) &4 0—
KL, A VEICEZEFAD, EZFAAEAA—CZRIIL., RIERNEETHNIEERT TS,
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J27—Lox7 FyvIT—F EDa—)L

1.5 N r—UE

TJ7—L9xzF7T7YTT—bED2A—ILDNNYT—DI2F, VIR T7HOY—ILEEDWNC DD T 7
AILBEENTVET, XORIF. ThOORBEERLTVET,

RA12T7—LITTFTFYTT—FEDS 2= —SD T A ILTHER

THILEH

B

r01an6374xx0203-r178g23-fwupdate.zip¥

F—demos

FEJOS Y k

F—ccrl_iar
| F—r_fwup I77—LDzF7F7yvIT—rEDa—L
L
F—modules FSANESATS, Tvii—
|  —3rd_party
| | —tinycrypt Crypt 547351
|  F—etc
| | L—baseb4 Base64 decode
| F—flash Flash 5 w /38—
|  F—rl78_serial SUTILES AN
|  —r_qspi_flash_mx25I MX23L K54 /3
—ri78g22-fpb RL78/G22-48p FPB [+
|  “—linear
| F—e2_ ccrl CC-RL hix
| |  —boot_loader J—rO—4%
| | L—fwup_leddemo LED g7 U r—>ay
| L—ijar IAR fR
| —boot_loader J—ro—4
| L—fwup_leddemo LED i 7 U r—>ay
—rI78g23-fpb RL78/G23-128p FPB [+
L—linear
F—e2 ccrl CC-RL ki
| —boot_loader J—roO—4%

|  —fwup_leddemo

LED &7 TV 45—2ay

FW7yI7TF—+rE2EL1—H57TY

L—iar

IAR i

Fboot_loader

J—bko—%

F—fwup_leddemo

LED 27 TV 5—ay

|
|
|
|
| |  L—fwup_main
|
|
|
|

L—fwup_main

FW7y ITF—+rE2EL1—H7TY

L—rl78g24-fpb

RL78/G24-64p FPB [a I+

—linear

F—e2_ ccrl

CC-RL hi

|  F—boot_loader

J—bko—4

| F—fwup_leddemo

LED mig7 TV Hr—ay

|  —fwup_main

FW7 v 75— tZa881—H7TY

L—iar

IAR iR

—boot_loader

J—to—4

—fwup_leddemo

LED M7 7V r—> 3>

L—fwup_main

FW7 v 75— FEBE1—%7 7

RO1AN6374JJ0203 Rev.2.03
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J27—Lox7 FyvIT—F EDa—)L

F—fwup_leddemo

LED =7 TV H5r—ay

L—fwup_main

THILTE £ EA
| F—r_fwup 27—LOzF77yvIT—FrEDa—)
| L]
| F—modules KSANESATSY, Tvii—
| —r178923-fob RL78/G23-128p FPB [+
| —linear
| —]lvm LLVM ki
| —boot_loader J—ra—4
|
|

FW7yITF—+rE2EL1—H7TY

L—RenesaslmageGenerator

Renesas Image Generator
(Python OS5 S LENRTA—=ET7A)IL)

—image-gen.py

Renesas Image Generator @ Python 7045 L

L—RL78_xxxx_ImageGenerator PRM.csv

FETJOS Y FRINSA—RTF7AIL

) LLVM 3 234 SRR RL78/G23 MITDH DG &Y FY ., RL78/G22, G24 [IF(Z(Fd 3 /N

435 (CC-RL. IAR) ZZEATZELY,
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J27—Lox7 FyvIT—F EDa—)L

1.6 APl DHIE
KED1—LIZEEND APIB#ER 1-3I5RLET,

= 1-3API % —%&

3k RE %R A
R _FWUP_Open RKED2A—ILEA—TLET,
R_FWUP_Close RKED2—I/ILDYO—WEBHETVET,
R_FWUP_lIsExistimage BEIVT7DA A—CDHEAEZHERLET,
R_FWUP_EraseArea BETVT7ZEHEELET,
R _FWUP_GetimageSize A A=A XEMBLET,
R_FWUP_Writelmage A A= (NYHAE+TOYSLE) EEEAHFET,
R_FWUP_Verifylmage A FA—VFEREELET,
R_FWUP_Activatelmage FLWOWAA=DEFEIICLET,
R_FWUP_Execlmage HLWW A—CFEEILETS,
R_FWUP_SoftwareReset YI2bhDz7 )ty FEFTVET,
R_FWUP_SoftwareDelay VYVILDTT7T4LALEFTVET,
R_FWUP_GetVersion RKED2—ILDN—C 3 0BBZRLET,
R_FWUP_WritelmageHeader A A=AV TEREEZTAHTT ., GFHEAERIT) X
R_FWUP_WritelmageProgram A A—=20TOAT I LHEEETAHAFET . (EFHRARRIT) X

X $EERREIT &K, FreeRTOS 2> T OTA 2175 EEHM TDHEREL Y £9, FreeRTOS %#{EhH
T ARTAINWTHRIZCI7—LDzT7T7YvTT—FED1—IL Rev.2.0x #RET SN TWB EEHIL.
CORHENEBIZHEARIZLTHEVTHEHY A,
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2. API{E#R
REDA—VETREOEHTHEEHELTLET,

21 N—FKOTT7DER
CERAD MCUBAUTO#EEZYR—FLTWLWARELAHY T,
e TSyl aAtEl

22 YIFrHIT7OHER
RED2—ILIFUTORKSANIEKFELTWHWET,

® R—KHYHR—kr/Xvs—(r_bsp)

UART K54 s\ (r_Config_UART)

PORT K3 7\(r_Config_PORT)

Renesas Flash Driver RL78 TypeO1 (RFD)

Macronix International ft&H!l MX25/66L family serial NOR Flash Memory #IfHlY 2 b7

(r_gspi_flash_mx251)

® JUTFIL-TFTLA A=y br® CSI E—FZEFE-VOV IR VITILITRAHEHY T Lo
7 (rl178_serial)

23 YR—bFEhTWEY—ILFI—V
ARED1—)UIF T6.1 BEHERIRIR] SR Y—LFz—UTEREERELTLEY,

24 ~NYSBITFA)L
TRTOAPIFEVHLEFNEFYR— T34 02 T —RAESEEr fwup ifh IZEEELTWET,

2.5 EHpA

CDORIANILANSICOO ZFEALTWLWET, CNHDE(L stdinth TEESINTWLET,
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J27—Lox7 FyvIT—F EDa—)L

26 aAVNNAILBEDERTE

AED2—ILDAVT4TL—2a30F T3 0DRFEF., r_fwup_config.h TITLWET,
AT avBBLUREEICET HH5BHER 21 AV T4 L—Y a3 UBREICRLET,

®213a27490L—23a RE

Configuration options in r_fwup _config.h
TyvIT—brAKXEBRELFET,

0 : RL78 TIEH RSN D= HERERAI
1:FEEHFAR. NV I7EREAT IS v a
2. 2EEHAX. Ny IT7EL

3 2EEHAX. Ny ITFEIEIMNETISI v

FWUP_CFG_UPDATE_MODE

FWUP_CFG_FUNCTION_MODE

AED2—ILDERAEZERELET,
0: J—rO—4&
1:7F7)5r—>3070g5 4

FWUP_CFG_MAIN_AREA_ADDR_L

A UEDRBRT FLRAZHRELEY .

FWUP_CFG_BUF_AREA_ADDR L

NyJ7E (NBEZ77vva) ORB7 FLAZHRELE
ED

FWUP_CFG_AREA_SIZE

A UEENY T 7EDYA XERELET,

FWUP_CFG_CF_BLK_SIZE

NEI—FI5v220TAY I YA XERELET,

FWUP_CFG_CF_W_UNIT_SIZE

ABA— 759 aDEETAHBEMERELFT,

FWUP_CFG_EXT_BUF_AREA_ADDR L

Ny 7@ NMEBT75va) ORBT7 FLAZERELE
ED

FWUP_CFG_EXT_BUF_AREA BLK_SIZE

NERTSvoanTOv oYL XL LLBFEI 41 X%E
BELFET,

FWUP_CFG_DF_ADDR_L

T—273 v 10RRT FLRAEERELET,

FWUP_CFG_DF_BLK_SIZE

T—R75v2a2@7AVIHA REERELET,

FWUP_CFG_DF_NUM_BLKS

T—RI73v2a0TAvIHRERELET,
T—2I73yYahBlEEIF0 EZRELTILEEL,

FWUP_CFG_FWUPV1_COMPATIBLE

FWUP V1 Bk EZEELFET . GFKRAERAIT)
0 : Disable (default) E&EMITDKRE
1: Enable %5A&ERITORE

FWUP_CFG_SIGNATURE_VERIFICATION BRIEAREEELET,
0 : ECDSA+SHA256 (default)
1 : SHA256
FWUP_CFG_PRINTF_DISABLE AJRREEETEELET,
0 : Enable

1 : Disable (default)

RO1AN6374JJ0203 Rev.2.03
Apr.18.25
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27 TEIBDzY FOO—FHAX

RK7TVr—23 v/ — bR 5—TIZE8ENSTETOS Y O ROM, RAM, JAERARZ v Y
YA XETRITRLES, TROEFUTOFHTHELTLET,

EVa2—LYEYIY: T7—LDIT 7Y TT—F EVa—)l forRL78v2.0.3
a>/8A4 58— 3 > : Renesas Electronics C Compiler Package for RL78 Family V1.14
IAR C/C++ Compiler for Renesas RL78 version 5.10.1
LLVM for Renesas RL78 17.0.1.202412
AVIT4Tb—2avFToar  arvIia =3 oA T a VEREIIFPB JEITRE
CC-RL
- B LA YA X&QETRE(-Odefault)
- —ELSROGVER BB ZHIFRT 5 (-optimize=symbol_delete)
IAR
- wmEIELANIL . B(NTUR)
LLVM
- E{E LRI -Os

2.71 RL78/G23-128p FPB M TE® 7O ¥ k
RL78/G23-128p FPB D FE AT Y bDIV T4 FL—2 3 VEBTE:

FWUP_CFG_UPDATE_MODE 1 : Single bank with buffer. (default)
FWUP_CFG_SIGNATURE_VERIFICATION 0 : ECDSA. (default)
FWUP_CFG_PRINTF_DISABLE 1 : Disable. (default)

xR 2-2T7E7OT Y k(boot_loader)® ROM, RAM, X% v 44 X
ERAAEY (B : byte)

boot_loader ROM 19027 26103 40811
RAM 1365 3663 1078
AEvY 514 3146 506

ERAEY (B4 : byte)

CC-RL IAR
fwup_main ROM 16080 24227 37144
RAM 859 3661 412
REYY 514 2204 504

RO1AN6374JJ0203 Rev.2.03
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2.7.2 RL78/G24-64p FPB ADTETOL Y b+
RL78/G23-128p FPB OFEFAY LY DIV T 4 FL—L 3 VEE:

FWUP_CFG_UPDATE_MODE 1 : Single bank with buffer. (default)
FWUP_CFG_SIGNATURE_VERIFICATION 0 : ECDSA. (default)
FWUP_CFG_PRINTF_DISABLE 1 : Disable. (default)

x 2-4TE7O0Y % k(boot_loader)® ROM, RAM, R4 v H 4 X
ERAEY (B4

CC-RL |
boot_loader ROM 19282 26613
RAM 1365 3688
RABEYY 514 3146

% 2-5 TEFOY Y F(fwup_main)® ROM, RAM, R4 v H4 X
FERAEY (B

CC-RL

fwup_main ROM 16843 24533
RAM 865 3684

REYY 514 2204

2.7.3 RL78/G22-48p FPB IO TE7R Y Y b+
RL78/G22-48p FPBDTEFATC Y DAV T4 FL— 3 VERE:

FWUP_CFG_UPDATE_MODE 2 : Single bank without buffer.
FWUP_CFG_SIGNATURE_VERIFICATION 1 : SHA256
FWUP_CFG_PRINTF_DISABLE 1 : Disable. (default)

® 2-6 TEIR T Y k(boot_loader)® ROM, RAM, R4& v o 44 X
ERAATE!) (B : byte)

CC-RL | IAR
boot_loader ROM 0066 11408
RAM 789 2057

AByH 398 1956

RO1AN6374JJ0203 Rev.2.03
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2.8 5%

AP A D3I #HERLET, CONERFIAPIBAHO IO 24 TEE L L DI fwup_ifh TRRESH
TWET,

typedef enum fwup area

{

FWUP AREA MAIN = 0,
FWUP_ AREA BUFFER,
FWUP AREA DATA FLASH

} e fwup area t;

typedef enum e fwup delay units
{
FWUP DELAY MICROSECS = 0,
FWUP DELAY MILLISECS,
FWUP_ DELAY SECS
} e fwup delay units t;

29 RYIE

APIBBBORYEEZTRLET ., CONERFAPIBROTO S A TEE L &I _fwup_ifh TERHES
nTWFET,

typedef enum fwup err

{

FWUP_SUCCESS = O, // Normally terminated.
FWUP_PROGRESS, // Firmware update is in progress.
FWUP_ERR FLASH, // Detect error of flash module.
FWUP_ERR VERIFY, // Verify error.

FWUP_ERR_FAILURE, // General error.

} e fwup err t;
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2.10 APl OEEHIZDUNT

L ID7—LY9 77 IT—rARIZHE LET—rO—4SARUTFTIUS—2307045 5 LDOEEF%E
~LFET,

HMEIERT TV r—2a3 v/ — bRy T—DICEFENSTETOD LY POV —R— F & THERCE
S, B 21 FE/AEEHFARX Ny I77EHY) OT— A—FEEH

(R_FWUP_Open)

W70 oFF
JILE-R?

ON

1> E(CEHT
A—THEET

TTE

IFEICERA A~ 5E T3 S b I
(R_FWUP_Writelmage, R_FWUP_GetimageSize) - —seusimage ]
l LI A YEREETS
(R_FWUP_Verifylmage)
U IFEDYS XA

EHA—IETC -
(R_FWUP_Writelmage, R_FWUP_Getimage Size)

A VEERFET D
(R_FWUP_Verifylmage)

A VEDAA—SEILENTS I5—#7T
R_FWUP_Execimage

A 4

MM UEEEETSD
R_FWUP_EraseArea
A4 l’
VDT VINII Hzw I7—H¥T
R_FWUP_SoftwareReset R_FWUP_SoftwareReset

2-1 $E/2EEHAX Ny I77EHY) OT— FO—FEEH|
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J27—Lozxz7 7y

—

T—k EDa—L

(R_FWUP_Open)

EEEL

S IPEICEHAA—SETOI T
(I?_FWUP_Write\mage R_FWUP_GeIImageSizle)

T

BEERT
JOISMET ?
¥
IS—H#&7
SN IFEEIEIES S
(R_FWUP_Verifylmage)
YES
y
JWIrEEHEERTD VIbIIPUEY
(R_FWUP_EraseArea) (R_FWUP_SoftwareReset)

A

T =230

222 $E/EAEHFARX WNvI77EHY) OT7 TV r—32T075 LRES|

(R_FWUP_Open)

HERAA—T0 OFF

HSLE-F?

FIEL L

A VECAA=TETOT T A
R_FWUP_Writelmage, R_FWUP_GetimageSize

[+

AR A=
SHFTES S ?
R_FWUP_IsExistimage

FETD

A EEAREES D
(R_FWUP_Verifylmage)

v

YES A

A VEEHEETD
R_FWUP_EraseArea

!

I5-#7

A 4

VIRIT Uy
R_FWUP_SoftwareReset

A YEDAA—SERENTH
R_FWUP_ExecIlmage

2-3 2EEH AKX NV IT7EL) OT—FO—FEEH
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3. APl %
3.1 R_FWUP_Open 8%k

% 3-1 R_FWUP_Open Ea#it4%

Format e fwup_err_ t R_ FWUP_Open (void)
Description | ZREZ 12— ILOA—T VB EITVET,
759 aE0a— DA —TONEBEEHBLET,
Parameters | 7z L
Return FWUP_SUCCESS EERT
Values FWUP_ERR_FLASH FLASHES1—ILDIS5—
Special —
Notes

3.2 R_FWUP_Close %k

# 3-2 R_FWUP_Close BE#uit#

Format void R_FWUP_Close (void)
Description | KEC 1 —/)LDY O—XMEBZEITNET,
759 aEDa - O—ANEBERHELET,
Parameters | % L
Return L
Values
Special —
Notes

3.3 R_FWUP_IsExistimage %k

% 3-3 R_FWUP_IsExistimage Bkt

Format bool R_FWUP_IsExistimage(e_fwup_area_t area)

Description | {8 EZ ) 7 DA A —CDHFEHEFHERLET,

Parameters | area : A/ > (FWUP_AREA_MAIN) . /\v 7 7HE (FWUP_AREA BUFFER)

Return true A A—UHEET D

Values false A A—=UWNEELEN

Special WEETHEATSRSUAYTEBOIDS YV I—RFAELKEZTRAFTFNTNS I L TR
Notes LET,
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3.4 R_FWUP_EraseArea B8%

% 3-4 R_FWUP_EraseArea BA%it4%

Format e fwup_err_t R_ FWUP_EraseArea(e_fwup_area_t area)

Description | {8 L) 7 #HELET,

Parameters | area : » A4 > (FWUP_AREA _MAIN) | /Ny 7 7@ (FWUP_AREA BUFFER) . 7—
2275 via (FWUP_AREA DATA FLASH)

Return FWUP_SUCCES EERT

Values FWUP_ERR_FLASH FLASHES1—)LIS5—

Special A UEDBEEFII— FO—SFDAEITAIRETT,

Notes

3.5 R_FWUP_GetimageSize BE%k

% 3-5 R_FWUP_GetimageSize BE#uit#k

Format uint32_t R_FWUP_GetlmageSize(void)

Description | 4 A = D/NA YA XERLFET,
AEBIDORSUAYSIDT RLRABERETICA A =D, M YA XEWMBLET, ZOD
=& %12 R_FWUP_Writelmage B8%{1> R_FWUP_WritelmageProgram Bt T RSU Ny &
7 RELRAEREI—F IS v allEEFRAATLESLY,

Parameters | 7z L

Return 0 g dan

Values 1L A A—=DDHYA4 X

Special -

Notes

3.6 R_FWUP_Writelmage Bi%k

% 3-6 R_FWUP_Writelmage Ba#{t#%

Format

e fwup_err_t R_ FWUP_Writelmage(e_fwup_area_t area, uint8_t *p_buf, uint32_t buf_size)

Description

BEIZUTICA A=Y (N EAR+TOTSLE) 2EEFAH#FET,
A A—PDYA XTETHETABERHZEZI—ILLET,
A4 A= MDY 4 XlE R_FWUP_GetlmageSize()TERBLZE T,

Parameters

area : A4 V& (FWUP_AREA_MAIN) . /Ay 7 7@& (FWUP_AREA_BUFFER)
p_buf: f A= (N E+TOTSL) DNy T7
buf_size : /3y 7 7H 4 X*!

Return
Values

FWUP_SUCCES A A—SHEAHRT

FWUP_PROGRESS EAA—VDEETAARTET (SEHEBEESDELAH

ET)

FWUP_ERR_FLASH FLASH €Y1 —)LT5—*2

FWUP_ERR_FAILURE RIEZINT A—4

Special
Notes

X1 :A—FI75 9 a1 EBERAHBMDOEREREL TS,
T, COYARFT—E2I7F v alcb@REINET,
RIS —ARELIBE. Flash A EVICTEZTRAAISI—MNEEL TV HATHEMEN

WO, —EQOLEEZA L—ZANSPYELTIIEEL,

(f51) 64, 128, 256

X2

FWUP_CFG_FWUPV1_COMPATIBLE A E%DBE. MEETHERAT 5 RSU A v 4481
NIy Ha— Kz, FWUP V1 [AITD"Renesas"#FALEY,
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3.7 R_FWUP_Verifylmage B8%K

% 3-7 R_FWUP_Verifylmage BE%{t#

Format e fwup_err_t R_ FWUP_Verifylmage(e_fwup_area_t area)
Description | KE D 2 —JLICHARAATZBE S A TS UZEZAVTA A—CFRIELET,
Parameters | area : X /4 »E (FWUP_AREA_MAIN) . /Ny 27 7@ (FWUP_AREA BUFFER)
Return FWUP_SUCCES FREERLTH
Values FWUP_ERR_VERIFY REEREK
FWUP_ERR_FAILURE RIEHZIINTG A=A
Special —
Notes

3.8 R_FWUP_Activatelmage BE%k

% 3-8 R_FWUP_Activatelmage Bi%kit#%

Format e fwup_err_t R_FWUP_Activatelmage(void)
Description | LW A—S&#H#ELET
-FEEHAK
J—bA—F NV ITFHEDAA—DEAL VEAICIE—
-7V r—2arFad 34 AL FWUP_SUCCESS #iRY
-2EEHAK
il £ ¥9 FWUP_SUCCESS #iR¥
Parameters | 43 L
Return FWUP_SUCCESS EEERT
Values FWUP_ERR_FLASH FLASHE®Sa1—)LIS5—
Special —
Notes
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3.9 R_FWUP_Execlmage B%x
% 3-9 R_FWUP_Execimage BE#it#%

Format void R_FWUP_Execlimage(void)

Description | A4 A —SDTOTSLEETLET,

Parameters | % L

Return 7L

Values

Special T— b= o7 TN r—2a3  0ABR T HERICEIYIAAEEILELET,
Notes

3.10 R_FWUP_SoftwareReset Bi#%k
% 3-10 R_FWUP_SoftwareReset Bi %tk

Format void R_FWUP_SoftwareReset(void)

Description | V2 bz 7ty FMUEEETLET,

Parameters | % L

Return 7L
Values

Special —
Notes

3.11 R_FWUP_SoftwareDelay B8%k
% 3-11 R_FWUP_SoftwareDelay B#tt#%

Format uint32_t R_FWUP_SoftwareDelay(uint32_t delay, e _fwup_delay_units_t units)

Description | V7 bz 7 T4 LA REBEZEITLET,

Parameters | delay : T« L A B
units : B (us. ms. sec)

Return 0 EERT
Values Other BERT
Special —

Notes

3.12 R_FWUP_GetVersion B§#4
# 3-12 R_FWUP_GetVersion Bi%{t4

Format uint32_t R_FWUP_GetVersion(void)

Description | KED 12— /ILDN—2 30 RLET,

Parameters | % L

Return N— 3085
Values

Special -
Notes
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3.13 R_FWUP_WritelmageHeader Ei%&

AEBE. AV FERETOT S LERED T TEELATRENHAHHRARATO AP EGYET . &
HlX. R_FWUP_Writelmage A& /AL T2,

% 3-13 R_FWUP_WritelmageHeader B4t #%

Format e_fwup_err_t R_FWUP_WritelmageHeader
(e_fwup_area_t area, uint8_t FWUP_FAR *p_sig_type, uint8_t FWUP_FAR *p_sig, uint32_t
sig_size)
Description | fEEZ ) 7 DA A —C DAY AEICT— FA—FHRIFERTHIL IR F Y 2ETAH
F9,
Parameters | area : X/ »HE (FWUP_AREA_MAIN) . /Ny 27 7@ (FWUP_AREA BUFFER)
p_sig type : BEA M4 7T XF3F “hash-sha256” + L < & “sig-sha256-ecdsa”’
p_sig : B4
sig_size : EADKSE B4 #FH/ELTLLZELY)
Return FWUP_SUCCES EZAHRT
Values FWUP_ERR_FLASH FLASH E¥a1—IILIT5—
FWUP_ERR_FAILURE RIEBINTG A—42
Special FWUP_CFG_FWUPV1_COMPATIBLE " E#Di5E. NEETHERAT 5 RSU Ny ZHEiE
Notes DI Twvya—FIZl&. FWUP V1 BT D"Renesas"#FEALET .

3.14 R_FWUP_WritelmageProgram B %

AT, AVHFERETOTSLBERESDITTEESALKELHLAEHEARRITO API B YET, &
#(X., R_FWUP_Writelmage Bt R L T &Ly,

% 3-14 R_FWUP_WritelmageProgram %kt 4%

Format e fwup_err_t R_FWUP_WritelmageProgram
(e_fwup_area_t area, uint8_t *p_buf, uint32_t offset, uint32_t buf_size)
Description | 6 €T 7ICA A= DT OIS LEBEEZERAHFT,
A A=2DTOTSLEBDY A XIZET HETAEHRZI—ILLET,
A4 A —T DY 4 XL R_FWUP_GetlmageSize()TEELET,
AEBEIDORSUAYEDT FLRERETICA 7€y Mk bTAT T LEERAHEITL
FY, TD=H. ABHOZHOEUHLTOF 7ty b (0x200) A5 0x100 /34 +D
T—REMLTEELTLEELY,
(Bl# & L TIE, offset 5132 0x200 #4157 L. buf_size 51#Z1% 0x100 L EFEEL T
<fZELwy)
Parameters | area : * /4 @& (FWUP_AREA_MAIN) . /Ny 27 7@ (FWUP_AREA BUFFER)
p buf: f A=DTOT S LED/INNY T 7
offset : ¥ 7w ¥
buf_size : /3y 7 7H A X*2
Return FWUP_SUCCES LA A—DDEAARET
Values FWUP_PROGRESS BAA—CDEEFAARTET (SEBEIDEAH
5T)
FWUP_ERR_FLASH FLASH EYa—I)LT 55—
FWUP_ERR_FAILURE RIEHINT A—42
Special X1 : ATty I 0x200 LIEZEEREL TLIZELY,
Notes X2 :a— RISy a1 BEETRAARMOBRERELTILEL, () 64, 128, 256
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3.15 5 v /\—E#K
KT yN—BHIZTTT VA RTANEBENEERELES, V—RXRIT7MILDOTEIA Y MRAIZA
HERELTLCESWD, BEEAXRICODNVTETEIOS Y FETELCE LY,

/**** Start user code ****/
/**** End user code *xxk*x [

3.15.1 r_fwup_wrap_com.c. h
3.15.1.1 r_fwup_wrap_disable_interrupt BE%&

% 3-15r_fwup_wrap_disable_interrupt BS kit %

Format void r_fwup_wrap_disable_interrupt (void)
Description | ElY AHZ 1L

Parameters | 4 L

Return L

Values

Special —

Notes

3.15.1.2 r_fwup_wrap_enable_interrupt B§%k

% 3-16 r_fwup_wrap_disable_interrupt BS itk

Format void r_fwup_wrap_enable_interrupt (void)
Description | Zl| V) ;A& EF 7]

Parameters | % L

Return 7L

Values

Special -

Notes

3.15.1.3 r_fwup_wrap_software_reset B8

% 3-17 r_fwup_wrap_software_reset BA#{t#k

Format void r_fwup_wrap_software_reset (void)

Description | V27 k7t wy +

Parameters | % L

Return FWUP_SUCCESS EERT

Values FWUP_ERR_FLASH FLASHES 21— J)LODIS5—
Special —

Notes
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3.15.1.4 r_fwup_wrap_software_delay BE%k

% 3-18r_fwup_wrap_software_delay BA#{t#

Format uint32_tr _fwup_wrap_software_delay (uint32_t delay, e_fwup_delay_units_t units)
Description | Y 7 k7T 4 LA
Parameters | delay : T « L A BffE
uinits : Bz (us,ms,sec)
FWUP_DELAY_MICROSECS
FWUP_DELAY_MILLISECS
FWUP_DELAY_SECS
Return 0 EERT
Values Other BERT
Special -
Notes
RO1AN6374JJ0203 Rev.2.03 Page 29 of 87
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3.15.2 r_fwup_wrap_flash.c, h
3.15.2.1 r_fwup_wrap_flash_open B8

% 3-19r_fwup_wrap_flash_open BS%kit#k

Format e _fwup_err_tr_fwup_wrap_flash_open (void)

Description | N 75 v a4 —72 LFET,

Parameters | %3 L

Return FWUP_SUCCESS EERT

Values FWUP_ERR_FLASH FLASHES 21— I)LODIS5—
Special —

Notes

3.15.2.2 r_fwup_wrap_flash_close Bi%

F 3-20 r_fwup_wrap_flash_close BA#uit#

Format void r_fwup_wrap_flash_close (void)
Description | RE75 v 1% 0—XL%ET,
Parameters | 42 L

Return L

Values

Special —

Notes

3.15.2.3 r_fwup_wrap_flash_erase B8

% 3-21r_fwup_wrap_flash_erase BE#uit#k

Format e_fwup_err_tr_fwup_wrap_flash_erase (uint32_t addr, uint32_t num_blocks)
Description | N 75 v 2% AV BEMATHEELET,
Parameters | addr
num_blocks
Return FWUP_SUCCESS EERT
Values FWUP_ERR_FLASH FLASHES1—I/LDIS5—
Special -
Notes

3.15.2.4 r_fwup_wrap_flash_write BE%k

% 3-22r_fwup_wrap_flash_write BS&tit#k

Format e fwup_err_tr_fwup_wrap_flash_write
(uint32_t src_addr, uint32_t dest_addr, uint32_t num_bytes)
Description | A 75 v alcT— 32 5% EFAHFET
Parameters | src_addr: : E2FALT—2DHRA U4
dest_addr : EFRAHEDT FL A
num_bytes : EEFRAA YA X (/31 k)
Return FWUP_SUCCESS EERT
Values FWUP_ERR_FLASH FLASH ESa21—ILDI5—
Special -
Notes
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3.15.2.5r_fwup_wrap_flash_read Ei%&

% 3-23r_fwup_wrap_flash_read BE%iit#k

Format e fwup_err_tr_fwup_wrap_flash_read
(uint32_t buf_addr, uint32_t src_add, uint32_t size)
Description | R 75 v 1 Z&mAHELET,
Parameters | buf_addr : 5iA#1Z LIzT—2 ZHMT 5/ \vIT77DT7 KL R
src_addr : FAHT T FLR
size : BAETHA X
Return FWUP_SUCCESS EERT
Values FWUP_ERR_FLASH FLASHES 21— ILDIF5—
Special —
Notes

3.15.2.6 r_fwup_wrap_bank_swap Bi%k

% 3-24r_fwup_wrap_bank_swap BA#iti%

Format e fwup_err_tr _fwup_wrap_bank_swap (void)

Description | /AY 9 Ry TRBHEITNVET,

Parameters | % L

Return FWUP_SUCCESS EERT

Values FWUP_ERR_FLASH FLASHES 21— ILDIS5—
Special RNV BHHIEDH (RL78 [CIXREH)

Notes

3.15.2.7 r_fwup_wrap_ext_flash_open BE%K

% 3-25r_fwup_wrap_ext_flash_open BA#it#k

Format e_fwup_err_tr_fwup_wrap_ext_flash_open (void)

Description | A& 75 v asx A —ToLET,

Parameters | 7z L

Return FWUP_SUCCESS EERT

Values FWUP_ERR_FLASH FLASH E2a1—IILDI5—
Special -

Notes

3.15.2.8 r_fwup_wrap_ext flash_close BE%k

% 3-26r_fwup_wrap_ext_flash_close Ba%it#%

Format void r_fwup_wrap_ext_flash_close (void)
Description | 48875 v 2% B0—XLET,
Parameters | %z L

Return L

Values

Special —

Notes
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3.15.2.9 r_fwup_wrap_ext flash_erase Bt

% 3-27 r_fwup_wrap_ext_flash_erase BA%it#%

Format e fwup_err_tr _fwup_wrap_ext flash_erase (uint32_t offsetadd, uint32_t num_sectors)
Description | #4875 v 12w S EMTHEHELET,
Parameters | offsetadd : JHE T 59 2 D7 FL X

num_sectors : £ 2%
Return FWUP_SUCCESS EERT
Values FWUP_ERR_FLASH FLASHES 21— I/)LODIS5—
Special -
Notes

3.15.2.10 r_fwup_wrap_ext_flash_write BE%k
F 3-28r_fwup_wrap_ext_flash_write BE#it4%

Format e fwup_err_tr _fwup_wrap_ext_flash_write

(uint32_t src_addr, uint32_t dest_addr, uint32_t num_bytes);
Description | ST 5w aAlZT— 2 EE2EAHFET,
Parameters | src_addr: : EERALT—2DRA U4

dest_addr : EFRAA%XDT FL R

num_bytes : EEFRAAY A X (/N4 k)
Return FWUP_SUCCESS EERT
Values FWUP_ERR_FLASH FLASH €2 21—)LDIS5—
Special -
Notes

3.15.2.11 r_fwup_wrap_ext_flash_read BE%k
% 3-29r_fwup_wrap_ext_flash_read BA#4t#%

Format e fwup_err_tr _fwup_wrap_ext flash_read

(uint32_t buf_addr, uint32_t src_addr, uint32_t size);
Description | A&7 5 v L aZ@mAHLET,
Parameters | buf addr : A ZLI=T—2 &M 5/ \vT77DT7 FL X

src_addr : FEAHT T FL R

size : HAEZTHA X
Return FWUP_SUCCESS EERT
Values FWUP_ERR_FLASH FLASHES 21— I)LODIS5—
Special —
Notes
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3.15.3 r_fwup_wrap_verify.c, h
3.15.3.1 r_fwup_wrap_sha256_init Bi%t

% 3-30r_fwup_wrap_sha256_init Btk

Format int32_t r_fwup_wrap_sha256_init (void *vp_ctx);
Description | /\y L 1 {EDFTE BB LET

Parameters | vp_ctx : BES 54 T35 DAVTFR FDRA U4
Return 0 EERT
Values Other BEERT
Special —

Notes

3.15.3.2 r_fwup_wrap_sha256 update Bi%k

F 3-31r_fwup_wrap_sha256_update BA#uit+k

Format int32_tr_fwup_wrap_sha256_update (void *vp_ctx, const uint8_t *p_data, uint32_t datalen)
Description | {8 EEED /NNy V2 EEZFHELFET
Parameters | vp_ctx : BS54 73U DA VTHFRLDRA U4
p_data : B8 7 FL R
datalen : 7—42 & (1 k)
Return 0 EERT
Values Other BEERT
Special —
Notes

3.15.3.3 r_fwup_wrap_sha256 _final B§%k

% 3-32r_fwup_wrap_sha256_final B&kit#k

Format int32_tr_fwup_wrap_sha256_final (uint8_t *p_hash, void *vp_ctx)

Description | /Ny L a{EDFEZRTL. Ny afEZRLET

Parameters | p_hash : TFE Lfz/\Y L 2 {EX AT D\ T 7DRA U4
vp_ctx : BB 5S4 73DV TXFRDRA U4

Return 0 EERT

Values Other BERT

Special —

Notes
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3.15.3.4 r_fwup_wrap_verify ecdsa Bi%k

% 3-33r_fwup_wrap_verify_ecdsa BE&uLHE

Format int32_tr_fwup_wrap_verify ecdsa
(uint8_t *p_hash, uint8_t *p_sig_type, uint8_t *p_sig, uint32_t sig_size)
Description | ECDSA CTHREEFITLVET,
Parameters | p_hash : /Ny 2 2 {ENESNA TSNV T 7DRA 242
p_sig_type : VT RF ¥ 24T
p_sig: YU RF¥
sig_size : YT R Fr YA X
Return 0 EERT
Values Other BEEET
Special -
Notes

3.15.3.5r_fwup_wrap_get_crypt_context BE§%&

& 3-34 r_fwup_wrap_ get_crypt_context BEE{T 4k

Format void * r_fwup_wrap_get _crypt_context (void);

Description | 254 7S YDAVTHERMDRA VA2 HERLET,

Parameters | 7z L

Return void * BESATSUDAVTERRDRA VA
Values

Special —

Notes
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4, FETOOH bk

ATFTETOADS Y MME. VYTFILBEAVE2TT—R (SCl) AV 7—LY9T 77 v IT— DT
EEERTHE-HOTETIOAS Y FTT,

) RL78/G24 & URL78/G22 DTETAY Y MIELTIE. LLVWM OV /RA JITRELTH Y FEA
DT, D3> /4 5 (CC-RL. IAR) ZIHERAT LY,

41 TETOS Y FO¥ERK

FTETOD Y ME, RED2—ILEFOMDKET RHEDS 21—, F77—LI9TT7T7YIT—+TEE
KT SO0 main)BEBTEREINE T, KXY HT—D T ASBISRTTNAREQ VNS FITHIEL
FTETOSzY FERBLTVLET,

RKI7—LOIT7T7YvI7T—FOTEIX. UTOTOP Y bTHERIATVLEY,
T4 IILEHER - OO¥inear¥AA¥ OTF

Ood: R—F4£
AA :aN{L 5 (e2_ccrlfiar/llvm)

- boot_loader : 7—+rO—4%

Dty FMRICRAIZETSN, 7IV5—23 0TS LARSASATVENI EEHRIEL. M
BEINET TV r—3 0705 L58ETE5T0TILTY,

- fwup_main : 77— 37055 A

BHIO7—LOITEA O A—KL, BERIEZTS577IUr—2ar7ad5 4L W7 7—4A
J1I7) TY,

- fwup_leddemo : 7 7V —arrng 5L (BHA)
LED #RBS D7 IV r—ar70d 54 (BHA) T,
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42 BFIRE%ER

TJ7—L9zF77yvITT—bDTEITOD Y FEEFTTBIZIE. WindowsPC [ZY—ILEA VX F—L
(421~42488B) TH3LHENHYET, £1-. WindowsPC &4 —4F v FR— FZEEHETHUSBL Y7
IWEHR—F (4.25881B) 2EALET,

421 TeraTerm DA VR b—JL
WindowsPC M5 # —4y fAR— FADY Y ZILEEIZKY., D7—LDzT7T79vTT— DA *A—T%
EETA-OIFEALES, TEFOD Y FTIE, TeraTerm 4.105 TEEREREZEHELTLET,

AR =L, DU TILKR—FOBEREER 41 DRRICEEL TS,
= 41 BIESLH

15H RS
BIEAK HFSRAXBIE
EvbkL—F 115200bps
F—HE 8EwvY K
NUT4 ZL
AbyTEY R 1Ev bk
27 O—%i| CTS/RTS

422 Python BfTIREDA VX F—IL
Renesas Image Generator (image-gen.py) THIHAA A —D L BHHA A —DFERTHOIZFERALET,

Renesas Image Generator (&, ECDSA [C& YEBLT—2ZERKLET. TETA D Y FTIE, Python
3.9.0 TIRIFEMERER ZIToTLET,

Python 3.9.0 LlEZE A VX h—)LLTL EELY,

F1=. Python DEES1LS 1 TS ) (pycryptodome) #ERLFEFT DT, Python 4 >R b—)L#.. O
RRTOVTRALUTD pip AYY FEEFTL, 4TS YDA VR M—=ILETO>TTELY,

pip install pycryptodome

4.2.3 OpenSSL OEITREDA VX b—)L

NPAA—DBELUVEHAA—CDECDSA BET —FDEBPCRIIZTI-OITBELRBOERMIC
OpenSSL #FALET., UTDURLHAS OpenSSL A VA =54 oO0—KRLT, A YA —=)LLE
¥, Light iR CRIE®H Y FH A

https://slproweb.com/products/Win320penSSL.html
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424 75392534 3DA VR L—=)L
MPAA—CEEZRALEOHD ISV 1TAINBETT,
TEFO P Y b TIL Renesas Flash Programmer v3.11.01 ZERALTWEY,

Renesas Flash Programmer (Programming GUI) | Renesas

425 USB ) 7ZILEHEAKR—F

WindowsPC M5 # —4y fAR— FADY Y ZILEEIZKY., D7—LDzT7T79vTT—rDA*A—T%

BEYTAHOICFERALET,

8=y FR— FEDBBAEIZOVTIE, ZBTH2—7 vy FR— FOBEREZRIRE (6.2) 258U

TLEEELY,
Pmod USBUART (DIGILENT &) Z#ERALEY,

https://reference.digilentinc.com/reference/pmod/pmodusbuart/start
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4.3 RITRE%R

431 ZBRER/RIIRABOERK
BOERIZ OpenSSL #FALEI ., FHIIZ OpenSSL DA VR F—JL (4.2.3) #FEELTLESLY,

LUT®MDOpenSSL A Y RERITTBDHIET, A A—CNEREREELBRILICHERT 2EMARES
(secp256r1)DBRT7 #4E L. MERELARBEZHELES,

>openssl ecparam -genkey -name secp256rl -out secp256rl.keypair
using curve name prime256v1l instead of secp256rl

>openssl ec -in secp256rl.keypair -outform PEM -out
secp256rl.privatekey

read EC key

writing EC key

> openssl ec -in secp256rl.keypair -outform PEM -pubout -out
secp256rl.publickey

read EC key

writing EC key

4.3.2 Renesas Image Generator D 21T IE 4
Iy —2IZEME E T ULV ImageGenerator.zip Z WindowsPC DIEED 7+ LA IZRRELET, T4
FRIF. h3hF, 2AZEFLHEVEIICLTLESL,

Renesas Image Generator (&, Python ODETIRENNETT DT, FHHIIZ Python DA VX b—JL
(422) ZEmEL TS,
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44 RL78/G23,G24 dTETR Y FETFIRE
COHEITIE RL78/G23-128p FPB #ALM=TETO Y Y I DOWTHALET,
RL78/G24-64p FPB % FiL =7 E (% RL78/G23-128p FPB L E#D 1=, ZOEZBBEL TS,

RL78/G23-128p FPB D TE 7R =4 FIZIE. boot_loader, fwup_leddemo. fwup_main ® 3 DD T
EJODTY FECC-RLaAVNAALSHEITE IAR AVINA SEITF, LLVM a VA SEIFICAZELTLE
T, CALDTETAD I ME, AV T4 L— a3 VEBREOERET, FAEFAR Ny 7 7EIEHE
I75vwia) LEEEFARX Ny I7EENEBISvIa) D220 7—LoxF77yIT7—hrFARIC
ML TWET,

BE. RTETOD ) FOERTFIRE, THAYAEREARE L TOERA, THNYAERKICEET T
=23 DTN TOEBAEICDOVTIE, 46 ZSRLTLEEL,
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441 FEEHAX NI 7EIIABE IS v a)
4411 FETIRE

6.2.1 RL78/G23 OENMEMERRE*SHB LETREFEBLET,

4412 FTETIODTY FOIEE

LTOFIET, +EEHAX WNY I7HEBABEIS v 1) AO3D2OTETAD ) FEBELE
TO

LITIE, e?2studio BETOFIEZXREH L TLET, IARBETIHEADKEX. IARDHESHREBEDOFIE
[CEHRABZTEBLTT S,

D #HABARIEEIZ boot_loader. fwup_main . fwup_leddemo ®FE7OY Y bEA VR—FLET,
Q AA—CORIIERTILMBETETIOD LY MZEBMLET,
B2 x4 b boot_loader, fwup_main @ code_signer_public_key.h [Z 4.3.1 THR L 1=
secp256r1.publickey DINBEZELY FIFFE TS

v T_,é- boot_loader [HardwareDebug]

vT_,v_—E- fwup_main
ki Includes

[af! Includes
v 2 src w 3 src
w22 key e oo ke
I [h| code_signer_public_key.h [ code_signer_public_key.h I
= smc_gen [== smc_gen
== sre &= srC
J@ boot_loader.c [5 branch.asm
[ branch_table.c [£] fwup_main.c

[h] branch_tableh
[£] putchar_r7a.c
[n putchar_rl7&.h =| fwup_main.rcpe

|| boot_loaderrcpc L__:g fwup_main.scfg
107 boot_loaderscfg

|X] boot_loader HardwareDebug.launch
{7) Developer Assistance

[ putchar_r7a.c
[n] putchar_rl78.h

[|||'

|%] fwup_main HardwareDebug.launch
{7) Developer Assistance

4-1 TETOD Y D code_signer_public_key.h 7 7 4 L DI&IRIZFT

PEM-encoded code signer public key.

Must include the PEM header and footer:
W= BEGIN CERTIFICATE----- ¥n"y¥

T T

#endif /* CODE SIGNER PUBLIC KEY H */
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@ IF7—LYIFF7YvIT—rED2—LDALT4TL—LarvBREETVET,
JB02 Y b r_fwup_config.h ZBE. & 6-4. R 6-5DKSITEHELET,
TEIOD LY FTIE, OTHEAETIAIL R TEHIIZHRESATLET,
OSHAEEMZT S=8IZ. boot_loader & fwup_main ICEAL TIX, A T74 5 L—C 3 VBRED
FWUP_CFG_PRINTF_DISABLE % 0 IZ, fwup_leddemo IZB§ L TIL. fwup_leddemo.c D
FWUP_DEMO_PRINTF_DISABLE # 0 IZL T &Ly,

@ FEIOCY FEELFRLET,
3ONTFETOCIY FEEILFL,. UTOmot 77 ML EREINTWAI E5HELET,

(LLVM [ZEBL TIE. mot 77 A JLiE srec T7 A ILERY FET)
boot_loader.mot, fwup_main.mot. fwup_leddemo.mot TE 7B Y rTlX,. BFHAFT 74U
FCAIIZEESNTULETD,

R0O1AN6374JJ0203 Rev.2.03 Page 41 of 87



RL78/G22, RL78/G23, RL78/G24 27—Lox7 7vIT—hF EDa—)L

4413 MM A—DEEHAA—DEER

WA A —T & % initial_firm.mot, B#H A A —T % % fwup_leddemo.rsu & LT, ##i4 A —D L BH#HA
A—TOERFIEEFRBALET,

@ Renesas Image Generator EBIL 7+ LA ICELNRLETETAS I kO mot 774 )L & 431 THE
BLT-MERERMLET,

image-gen.py

RL78 G23 ImageGenerator PRM.csv
RL78 G24 ImageGenerator PRM.csv
boot loader.mot

fwup main.mot

fwup leddemo.mot
secp256rl.privatekey

@ UT0avrFERTL. A A—DEERLETS,

> python image-gen.py —-iup fwup main.mot -ip
RL78 G23 ImageGenerator PRM.csv -o initial firm -ibp boot loader.mot
-vt ecdsa -key secp256rl.privatekey

Successfully generated the initial firm.mot file.

@ LUTDaTUFERTL. BHAA—DFERLET,

> python image-gen.py -iup fwup leddemo.mot -ip
RL78 G23 ImageGenerator PRM.csv -o fwup leddemo -vt ecdsa -key
secp256rl.privatekey

Successfully generated the fwup leddemo.rsu file.

Renesas Image Generator LR L 74+ LA [CHHAA A —DEBHAA—DDNERSINTND S L #HR
LTLIEELY,

image-gen.py

RL78 G23 ImageGenerator PRM.csv
RL78 G24 ImageGenerator PRM.csv
boot loader.mot

fwup main.mot

fwup leddemo.mot
secp256rl.privatekey

fwup leddemo.rsu

initial firm.mot
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RL78/G22, RL78/G23, RL78/G24 27—Lox7 7vIT—hF EDa—)L

4414 MM A—DDEERLH

VHEA A —T(initial_fiimmot)Z 75 v 154 2 THR—FIZCEEAHFT, EFAHEEFR—FDOER%E
OFF L. T/3v i (E2Lite) MEHEZNLTHNTLEELY,

4415 27—L9xT7T7vIT—rDET

MEA A —OHEBTHEI—STULBHTEFRFAN A —DDEEERFHFET, ZELEEHFAA—VET
FYDallEERAA, BERTRICELRAERTEHRAA VDI 7—LIzTEEHLES,

LUTOFIEICEY., Z7—L0zF7T7yvITT—rEEBLTIEEL,

@ TE 6-1RL78/G23-128p FPB #EEHAX (Nv I 7EINAT S v 1) OHREHRR 255
WBRZEHERL TS,

@ PCOA—ZHIYVT REEHLLY TILCOMAR— FEBIRLIBHESEZTVET,
@ R—FOERZHEALFEFT., UTDAvE—UAHASIKhET,
(CC-RL 8L UEU IAR DIFA)

==== RL78G23 : BootLoader [with buffer] ====
verify install area main [sig-sha256-ecdsal...OK
execute new image ...

==== RL78G23 : Update from User [with buffer] ver 1.0.0 ====
send image (*.rsu) via UART.

(LLVM 015 8&)

==== RL78G23 : BootLoader [with buffer] ====
verify install OK
execute new image ...

==== [fwup main] RL78G23 : Update from User [with buffer] ver 1.0.0 ====
[fwup main] send image (*.rsu) via UART.

@ R—ZFIILEHAA—DEREELET,
774 IiEE>/INA F ) ZF = v U >fwup_leddemo.rsu

BHAA—CDEERFIUTDOA v E—OHHASHh, A VA M-V EEBBRASRTIHEV T b
27tV FLETS,

(CC-RL 8L U IAR DIHHE)

W 0x59000, 128 ... OK

W 0x59080, 128 ... OK

W O0x5BA00, 128 ... OK

W Ox5BA80, 128 ... OK

verify install area buffer [sig-sha256-ecdsa]l...OK
software reset...

(LLVM Oi58&)

[fwup main] Flash Write OK
[fwup_main] Flash Write OK
Flash Write OK
Flash Write OK
verify install
software reset...

[fwup main
[fwup_main
[fwup main
[fwup main

]
]
]
]
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RL78/G22, RL78/G23, RL78/G24 27—Lox7 7vIT—hF EDa—)L

® F—hbA—FTT7ITARN—MLBZRTLBEY I V7 )Ly FLET,
(CC-RL 8& U IAR DIFE)

==== RL78G23 : BootLoader [with buffer] ====
verify install area buffer [sig-sha256-ecdsa]...OK
copy to main area ... OK

software reset...

(LLVM O5 &)

==== RL78G23 : BootLoader [with buffer] ====
verify install OK

copy to main area ... OK

software reset...

® T—hbO—STERBANKRTIDERHAA—SDIT7— LI THEHLET.
LUTDAyE—ONHATNTLED ARBL TLAILEETY,
(CC-RL 8& U IAR DIFE)

==== RL78G23 : BootLoader [with buffer] ====
verify install area main [sig-sha256-ecdsa]...OK
execute new image ...

Check the LEDs on the board.

(LLVM Di58&)

==== RL78G23 : BootLoader [with buffer] ====
verify install OK
execute new image ...

FWUP demo (ver 0.1.1)

Check the LEDs on the board.

XTETOVSLTRE, Ny IT7EDEEEZTOTEYFEREA. O—ILN\Y I DOREKET, BHEIDA
A—THEHETIVENHDIHEEIF. T—FO—FTORIATTHR. Ny IT7EDA A —PDHEL

BEEMLTLESEL,
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RL78/G22, RL78/G23, RL78/G24 27—Lox7 7vIT—hF EDa—)L

442 =EEHFARX Ny IT7EEMNMEETIS v a)
4421 ERTIRE

6.2.1 RL78/G23 OENMEMERRE*SHB LETREFEBLET,

4422 FEITIODIY FOIEE

LTOFIET, €EEHARX Ny I7EBNBIS v a) AO3D2OTETAD ) FEBELE
TO

LTI, e?studio IRIETOFIEZEHE L TVWVET, IARBEETIHEADKEIE. IAR DHEHEEREDF
IBICERAEZTEBLTT S0,

D #HARRIEEIZ boot_loader, fwup_leddemo DTFETOL Y hEA VR—FLET,
Q AA—CORIIZERTILMRETETIOS LY MZEBMLET,

7R x4 b boot_loader M code_signer_public_key.h [Z 4.3.1 THRL L 1= secp256r1.publickey D NE
Y RITET,

v [ boot_loader [HardwareDebug] v % fwup_main

ki Includes [ Includes
v 2 src w 3 src
w22 key e oo ke
I [h| code_signer_public_key.h [ code_signer_public_key.h I
= smc_gen [== smc_gen
== sre [ src
J@ boot_loader.c [5 branch.asm
[€] branch_table.c [€] fwup_main.c
[H branch_table.h [ putchar_r7a.c
[€] putchar_r78.c [h putchar_r78.h
[n putchar_rl7&.h B fwup_main.rcpe
_E boot_loaderrcpc 48t fwup_main.scfg
&t boot_loaderscfg |x] fwup_main HardwareDebug.launch

|X] boot_loader HardwareDebug.launch {7) Developer Assistance

{7) Developer Assistance

4-2 FEITOT T4 D code_signer_public_key.h 7 7 A L D& HRISFT

PEM-encoded code signer public key.

Must include the PEM header and footer:
W= BEGIN CERTIFICATE----- ¥n"y¥

T T

#endif /* CODE SIGNER PUBLIC KEY H */
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RL78/G22, RL78/G23, RL78/G24 27—Lox7 7vIT—hF EDa—)L

@ IF7—LYIFF7YvIT—rED2—LDALT4TL—LarvBREETVET,
02y b r_fwup_config.h ZFE. & 66, K 6-7TDLSICHELET, 41 A—CDORIEICHER
THNRBEETEIOS Y MIEMLET,
TEIOD Y FTIE, ATHEARKT IAL FTHIICERESATUVETS,
O HEAZEMT S1=8I1Z, boot loader & fwup_main ICBAL TIX, a>I74 5 L—Y 3 VERED
FWUP_CFG_PRINTF_DISABLE % 0 IZ, fwup_leddemo IZB§ L TIE. fwup_leddemo.c D
FWUP_DEMO_PRINTF_DISABLE # 0 IZL T &Ly,

@ TEIOC IV MEEIRLET,
3DDTETASIY FEEILRL, UTOmot 77 A ILAEBEIN TR EEHRLET,

(LLVM [ZBEEL TIE, mot 77 A JLldsrec 77 A4 ILEHZY ET)

boot_loader.mot, fwup_main.mot . fwup_leddemo.mot
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RL78/G22, RL78/G23, RL78/G24 27—Lox7 7vIT—hF EDa—)L

4423 MM A—DEEHAA—DEER

WA A —T & % initial_firm.mot, B#H A A —T % % fwup_leddemo.rsu & LT, ##i4 A —D L BH#HA
A—TOERFIEEFRBALET,

@ Renesas Image Generator EBIL 7+ LA ICELNRLETETAS I kO mot 774 )L & 431 THE
BLT-MERERMLET,

image-gen.py

RL78 G23 ImageGenerator PRM.csv
RL78 G24 ImageGenerator PRM.csv
boot loader.mot

fwup main.mot

fwup leddemo.mot
secp256rl.privatekey

@ UT0avrFERTL. A A—DEERLETS,

> python image-gen.py —-iup fwup main.mot -ip
RL78 G23 ImageGenerator PRM.csv -o initial firm -ibp boot loader.mot
-vt ecdsa -key secp256rl.privatekey

Successfully generated the initial firm.mot file.

@ LUTDaTUFERTL. BHAA—DFERLET,

> python image-gen.py -iup fwup leddemo.mot -ip
RL78 G23 ImageGenerator PRM.csv -o fwup leddemo -vt ecdsa -key
secp256rl.privatekey

Successfully generated the fwup leddemo.rsu file.

Renesas Image Generator LR L 74+ LA [CHHAA A —DEBHAA—DDNERSINTND S L #HR
LTLIEELY,

image-gen.py

RL78 G23 ImageGenerator PRM.csv
RL78 G24 ImageGenerator PRM.csv
boot loader.mot

fwup main.mot

fwup leddemo.mot
secp256rl.privatekey

fwup leddemo.rsu

initial firm.mot

R0O1AN6374JJ0203 Rev.2.03 Page 47 of 87



RL78/G22, RL78/G23, RL78/G24 27—Lox7 7vIT—hF EDa—)L

4424 MM A—CDEERLH

VHEA A —T(initial_fiimmot)Z 75 v 154 2 THR—FIZCEEAHFT, EFAHEEFR—FDOER%E
OFF L. T/3v i (E2Lite) MEHEZNLTHNTLEELY,

4425 D7—L9xTF7T7vIT—FDET

MEA A —OHEBTHEI—STULBHTEFRFAN A —DDEEERFHFET, ZELEEHFAA—VET
FYDallEERAA, BERTRICELRAERTEHRAA VDI 7—LIzTEEHLES,

LUTOFIEICEY., Z7—L0zF7T7yvITT—rEEBLTIEEL,

@® X 6-2RL78/G23-128p FPB £EEH AR (WY I 7HEIINE I T v 1) OHFRERK 55
BREEHRL TS,

@ PCOA—ZHFILYTREEHLIYTFILCOMAR— FEEIR LEBHESTELZTVED,
@ R—FOERZHEALET., UTOAvE—UAHAShET,
(CC-RL BLU IAR DIBE)

==== RL78G23 : BootLoader [with ext-buffer] ====
verify install area main[sig-sha256-ecdsa]...OK
execute new image ...

==== RL78G23 : Update from User [with ext-buffer] ver 1.0.0 ====
send image (*.rsu) via UART.

(LLVM D5 &)

==== RL78G23 : BootLoader [with ext-buffer] ====
verify install OK
execute new image ...

==== [fwup main] RL78G23 : Update from User [with ext-buffer] ver 1.0.0 ====
[fwup_main] send image(*.rsu) via UART.

@ R—ZFIDLEHAA—DEREELET,
77 A IiEE>/INA F ) &= F = v U >fwup_leddemo.rsu

BHAA—COEERFLUTDOAvE—UHBHASh, A1 VAP LEBRBREINKRTTHEY T b
7ty MLET,

(CC-RL 8L U IAR DIFHE)

W 0x0000, 128 ... OK

W 0x0080, 128 ... OK

W 0x1A00, 128 ... OK

W 0x1A80, 128 ... OK

verify install area buffer [sig-sha256-ecdsa]...OK
software reset...

(LLVM 015 8&)

[fwup_main] Flash Write OK
[fwup main] Flash Write OK
Flash Write OK
Flash Write OK
verify install OK
software reset...

[fwup main
[fwup_main
[fwup main
[fwup main

]
]
]
]
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RL78/G22, RL78/G23, RL78/G24 27—Lox7 7vIT—hF EDa—)L

® F—hbA—FTT7ITARN—MLBZRTLBEY I V7 )Ly FLET,
(CC-RL 8& U IAR DIFE)

==== RL78G23 : BootLoader [with ext-buffer] ====
verify install area buffer [sig-sha256-ecdsa]...OK
copy to main area ... OK

software reset...

(LLVM O5 &)

==== RL78G23 : BootLoader [with ext-buffer] ====
verify install OK

copy to main area ... OK

software reset...

® T—hrO—SFTERRIAPRTILEERAA—SDIT7— LI THEIBLET, UTOAvE—
AHEAENTLED AR L TLNIFTEETT,

(CC-RL 8LV IAR Di5HE)

==== RL78G23 : BootLoader [with ext-buffer] ====
verify install area main [sig-sha256-ecdsa]...OK
execute new image ...

Check the LEDs on the board.

(LLVM Di58&)

==== RL78G23 : BootLoader [with ext-buffer] ====
verify install OK
execute new image ...

FWUP demo (ver 0.1.1)

Check the LEDs on the board.

XTETOYSLTR, Ny I7EDEEEZTOTEYERA, O—LNY I DHKREFET, BHFATDA A —
CEHETORENHSBEE., T FO—STORIZTTER. NV IT7EDA A —DEELEZEBML
TLfEEl,
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RL78/G22, RL78/G23, RL78/G24 27—Lox7 7vIT—hF EDa—)L

45 RL78/G22DTEFOT Y FEITFIE
COHETIE RL78/G22-48p FPB £ ULM=TETOY T/ M DL THALET

RL78/G22-48p FPB I TE7O T =¥ b, UUTIZRT & 512, boot_loader, fwup_leddemo @ 2 DD
TEIOC Y FECCRLaAVIAASEIFEIARI VA SAIFIZABLTVWET, ChLDTETAO
Sy hE, EEEHFAR NV IFEL) OI77—L9 77y IT—rFARICHELTWET,

BE. RTETOD ) FOERTFIBE, THAYAERERELTOWERA, TNV AERKICEET7 T
=23 DTN TOEBRAEICDOVTIE, 46 Z8RLTLZEL,
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RL78/G22, RL78/G23, RL78/G24 27—Lox7 7vIT—hF EDa—)L

451 2ZEEHARX Ny T 7EL)
4511 ZETIRE

6.2.3 RL78/G22 MENMEMERIRE*SHB LETREFEBLET,

4512 FEIODTY FOIEE
LTOFIET, 2EEHFAX Wy I7EL) AO22O00TEI0S Y FEEBELET,

LITFIE., e?studio IRETOFIEZREH L TLET, IARRETIHERADOEIL. IARDHERARREDF
IRICEAZZTEBELTTELY,

D #HABARIREIC boot_loader, fwup_leddemo D FETOY Y bEA VR—FLET,

@ 27—LYITTFYIT—FESI LDV I« TL—YaVBREETVES,
JO2 Y bOr_fwup_configh ZFE. & 6-10 DK SITEHELFT
TETADI Y FTIE, ATHART AL FTHIIZERESATULES,
A HAZEBMIZT H1=8HIZ. boot_loader ICEALTIE, >4 L—T 3 VERED
FWUP_CFG_PRINTF_DISABLE # 0 2., fwup_leddemo (2B L TIX. fwup_leddemo.c D
FWUP_DEMO_ PRINTF_DISABLE Z 0 IZLTLK =&y,

@ IZ7—LHzT7T7YvIT—rES2—LDAV T4 T L—LaVvREETVET,
a. 7Yz Y b+ (boot_loader) ZEJL KL boot_loader.mot Z4/LET,

b. 7AY x4 b (fwup_leddemo) % EJL K L fwup_leddemo.mot 4/ L ET,
c. fwup_leddemo.mot # fwup_leddemo_011.mot IZ1) 2f—L L ET,

d. 7Oo<z % + (fwup_leddemo) MD/IA— 3V ZELUTODESICEELTEILRL,
fwup_leddemo.mot #4£R L E T,

fwup leddemo.c

#define FWUP_DEMO VER MAJOR (0)
#define FWUP_DEMO VER MINOR (1)

#define FWUP DEMO VER BUILD (1) *1->2
e. fwup_leddemo.mot % fwup_leddemo_012.mot IZ!) *—L L ET,
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RL78/G22, RL78/G23, RL78/G24 27—Lox7 7vIT—hF EDa—)L

4513 MM A—DEEHAA—DEER

WA A —T & % initial_firm.mot, B#HA A —T & % fwup_leddemo_012.rsu & LT, WA A—DEE
A A—CDERFIEEFHBALET,

@ Renesas Image Generator EBIL 74 LA ICELRLETETAS I O mot 774 ILEEMLE
ER

image-gen.py

RL78 G22 ImageGenerator PRM.csv
boot loader.mot

fwup leddemo O011.mot

fwup leddemo 012.mot

@ UT0avrFERTL. A A—DEERLETS,

> python image-gen.py -iup fwup leddemo 0ll.mot -ip
RL78 G22 ImageGenerator PRM.csv -o initial firm -ibp boot loader.mot

Successfully generated the initial firm.mot file.

@ LUTDaTUFERTL. BHAA—DFERLET,

> python image-gen.py -iup fwup leddemo 0l2.mot -ip
RL78 G22 ImageGenerator PRM.csv -o fwup leddemo 012

Successfully generated the fwup leddemo 012.rsu file.
Renesas Image Generator LR L 7+ LA [CHHAA A —DEBHA A —DDRERSINTND I L #HR
LTLEEL,

image-gen.py

RL78 G22 ImageGenerator PRM.csv
boot loader.mot

fwup leddemo 011.mot

fwup leddemo 012.mot

fwup leddemo 012.rsu

initial firm.mot

R0O1AN6374JJ0203 Rev.2.03 Page 52 of 87



RL78/G22, RL78/G23, RL78/G24 27—Lox7 7vIT—hF EDa—)L

4514 A A—CDEERLH

VHEA A —T(initial_fiimmot)Z 75 v 154 2 THR—FIZCEEAHFT, EFAHEEFR—FDOER%E
OFF L. T/3v i (E2Lite) MEHEZNLTHNTLEELY,

4515 27—L9xT7T7v7T—FDET

WA A —THRET D E LED ARELET ., R— KD USER_SW Z# L %A S RESET_SW % ON—
OFF LT7YT7T—rE—FICAY, F—SFIILBETEHFAA—CDEEEFLFET, ZIEELLEHA
A—TEISVDAICEERAH, BERTRICKRIIZERTCEFAA—SDI7—LIITEREEBLET,

UTOFIBIC&EY, 77—LIzT7T7yvIT—FEEBLTIEZS,

@ THE 6-11 RL78/G22-48p FPB £EEHAX /Ny 7774 L) DOHBEHRR £S5 ITHBEEKLT
{FEELW,

@ PCOA—ZFILYITFEEHLSYTIL COMKR—FEBIRLERREZTVET,
@ R—FDEREHVALFET., UTOAvE—IUhHAIhET,

==== RL78G22 : BootLoader [without buffer] ====
verify install area main [hash-sha256]...0K
execute new image ...

FWUP demo (ver 0.1.1)

@ USER_SW ##L7H 5 RESET_SW % ON—OFF L##i4 A—2 05 S LE—FZONICLET,

==== RL78G22 : Image updater [without buffer] ===
send image (*.rsu) via UART.

® B—IFIDOLEHAA—VEEELET,
T 7AIVEE>NAF 1) EF v >fwup_leddemo_012.rsu

BHAA—CDEERFIUTDOA v E—OHNHASh, A VA M- LVEZBBRASRTIHEV T b
27tV FLETS,

W 0x2000, 64 ... OK

W 0x2040, 64 ... OK

W 0x4D00, 64 ... OK

W 0x4D40, 64 ... OK

verify install area O [hash-sha256]...0K
software reset...

® 7—brO—SCELRIAPRTIDERHAA—SDI7—LIVIT7HEELET, ULTOAYE—
AHASNTLED ARBEL TLWHIITEETY,

==== RL78G22 : BootLoader [without buffer] ====
verify install area main [hash-sha256]...0K
execute new image ...

FWUP demo (ver 0.1.2)

Check the LEDs on the board.
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RL78/G22, RL78/G23, RL78/G24 27—Lox7 7vIT—hF EDa—)L

46 TEIODSIY FOTINVIEE
e2studio PIRJETARTOC Y b (T—rO—F+T7 TV =300 L) OTNvITEEELT-
WMEE. UTOFIETT/NNY T %175 ZENARETT,

BHE. RTETAD I ME, TAVH (E2Lite) TIZSaL— 40 oBREBKETIRELHO>TLE
T DTN YHIZLBEROE—7 Y FR—FALBBREHRIELE-VBEIZIE, TAVHOREEZEEL
T fZEly,

(1) F—bO—5FLT7TU =300 LEEILRLET,
J—+rB—4 (boot_loader) &7 TV — 30 TAS S L (fwup_main) DEJL FETWVET,
FHME. Mxx1 TETODY FOBE] 23BLTTEL,

(2) WA A—DEERLET,

Renesas Image Generator IZ& Y, 77— kB —4 (boot_loader) E7 TV — 3070554
(fwup_main) THERINBEA A= T 7 A IL(mot)FER L E T, FMIEX. T4xx2 PP A=
EEHAA—DEERI ZBRLTESL,
B) 7FUHr—3r7FagS L (fwup_main) DTNV THREZITVET,
UTOFIEIZKY., 7FUr— 3270554 (fwup_main) DTNy THREEITVET,

D ET(R)>TF /Ny IR B)ERZE. fwup_main_HardwareDebug #:&IRL £,

Q RL78_G23_FWUP_V201_CCRL_Demo_20241107 - fwup_main/src/fwup_main.c - e* studio
771)WF) WEE) Y-A(S) YIFIFUITM FET-MN) BFA) TOJI7HP) Renes§s Views| R1T(R) [Renesas Al D1/FIW) AITH)

v - e tvQ-~ Q =[FR) Ctrl+F11
& J0Y17+-19270-5- 287 & ©0O|Re® 70 F11
5 boot _loader 12 RTEEM > |
=5 fwup_leddemo : 0 =56 > |
13 TN
13 7T REEH) y
13 ¥ TG >
—={  FIommRe).
1 L= HAYHER) > |
e JL-2K1 DYV EZK) Ctrl+7h+B

e FTIL-UR1/HOVEZL)

e YyE-TL-2R1/+OYIYEZ (M)
o FRIDTL-2R1REZF9T()

12 G AEBY-ME) >
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RL78/G22, RL78/G23, RL78/G24

J27—L9x7 7v7TT—k EVa—)L

@ fwup_main_HardwareDebug

#&IRL., Startup 22 Vv o LET,

@ FrvEs

WREROFRL., 1, SLURTT

|C/C++ PTV-23Y
1C/C++ YE-HPTIVT-3y

EASE Script
| GDB Simulator Debugging (RH850)
] GDB N=FI17-TI\v¥ 2T

| Renesas GDB Hardware Debugging
't_‘ boot_loader HardwareDebug
[£7] fwup leddemo HardwareDebug
| [£¥) fwup_main HardwareDebug

-
3
[

c
-
e

e

[€7 Renesas Simulator Debugging (RX, RL78)
B EnIN-7

13MEOSS 1 MBI NI -IL—

@

A HI(N): boot_loader HardwareDebug

V-2 | L 38

7017 MP):

boot_loader

C/C++ PTYG-3
HardwareDebug/boot _loaderx

(V). T0J17 HORRMH)...
EOHICBELSUTELF
Build Configuration: Select Automatically
O aBENFERMICTS O aBELFERDICTS

@ 7-2AR-2AREDER =D AR-AFREDMEL

x |

#$5(8)...

BH(R)...

® Ay 5L - N F[fwup_manx|PA—FK - 24 T%& T4 A=DESURIL] s TOURILD

Al IZEBRLET,

=
WO, %19, BIURT

Elc/ces PTVT-23Y

ElC/Co+ VE-M-PTYY-23

L EASE Script

€7 GDB Simulator Debugging (RH850)

[€] GDB N-F917-FRU¥ VT

v [ Renesas GDB Hardware Debugging

[£7 boot_loader HardwareDebug
[ fwup_leddemo HardwareDebug
[€7 fwup_main HardwareDebug

{7 Renesas Simulator Debugging (RX, RL78)

B EHIN-7

13HEOI5 11 HENNT-[—3

)

\£/

EHI(N):  boot_loader HardwareDebug

[ %1 %5 Debugger B Startup| 5 V-2 [ #ti
MWL ITVF
CJyesremiE ®): o
[IHalt

1X-JEIUKIVED-F

IPINE 0-K-547 A7tk RN am
] 709301843~ [boot loaderx] 1 X-T¥ Uik Yes -
A XTSI RE
1X-J0H
[[zrtnos I
AF-7-3 s
SU94h-A T3y
70754099 -RE X (168):
v
FERELLRBLETV) AR
mCs
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(4) 7—krO—% (boot_loader) ML rRILZEBMLET,
LUTOFIEIZLY. FIEBA)TEIFLET—O—4 (boot_loader) M URJLZEBMLETS .

@ EmEZVYILET,

@ 5/omn
RO, B, BLURT
FelBX E -

|C/C++ PTYT =230

C/Cos YE-F-PTUI-32

EASE Script

GDB Simulator Debugging (RH850)
GDB N\-FIx7-Fi9¥ Y

Renesas GDB Hardware Debugging
[©"] boot _loader HardwareDebug

7 fwup_leddemo HardwareDebug

Ll | Q|

&) (=]

€7 fwup_main HardwareDebug
[ Renesas Simulator Debugging (RX, RL78)
B ERIN-T

13 HAOGS 1 RN -—5

()

EW(N)x: boot_loader HardwareDebug

#47| %5 Debugger B Startup| %

PW\EIVUF
LYty SEE ()
Halt

ARA=JE RN ED-F
7%

v-2 [ #8

o0-F-947

[ 707541513~ [boot loaderx)  YVRAOH

VA L-AT I3y
1707560005 -RER16:8)

Yes

HERELLRBLRIV AR

M3

@ T—H9AR—REH )y LET,

B ..

F9y0-F- T2~ L 02l

Fo/0-F-E/1-NEDEE :

JoJ1orowE .| 9-DAN-R ..

274N AT L ...

v
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J27—Lozxz7 7y

—_—

F—

k EDa—)L

@ J—btB—4% (boot_loaderx) ZERLT IOK] #V Uv Y LET,

& Fov0-F-Eva2-)Lo:En m] X }

D-DAR-2ADY)-A&-R

v =5 boot_loader ~

& .settings

ﬂv &> HardwareDebug |

& src
boot_loader_c.ud
boot_loader lud
boot_loader.abs

B boot_loader.map
boot_loader.mot
boot_loader.sni
boot loader.udm

> rlboot_loadeu
Converterboot_loader.tmp
Linkerboot_loadertmp
LinkerSubCommand.tmp
, makefile
makefile.init
, object.mk
udSubCommand.tmp

= sre
» > trash

2 cnroiect

@ AHoa—K-ED21—IILBADOBRENT— FO—4 (boot_loaderx) [ZH->TWAI EZHERELT
oK1 29 Vvy9 LET,

& o 0-K-Eva-ILoen

F900-F-EJ1-NEOEE :

${workspace_loc¥boot_loader¥HardwareDebug¥boot_loader.x}

OK

¥voel

£ . FOI1IHORR .. I7ANYATh ..

RO1AN6374JJ0203 Rev.2.03

Apr.18.25

RENESAS

Page 57 of 87




RL78/G22, RL78/G23, RL78/G24
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® 7—tBa—4 (boot_loaderx) MA—FK - 44 T%& A A=DEDURIL) BB T2 URILDHA )

[CEELZEY,

-
WO, T, BLURT

4

L

g X E M £BI(N): boot_loader HardwareDebug
zd A1v %5 Debugger | B Startup Hr v-2 | [T st
Elc/ces 7TU7-232 MMEITVF A
Elc/Ce+ VE-F-PTY-Y3Y )
EASE Script OytoremE @)
[ GDB Simulator Debugging (RH850) [ Hatt
[€] GDB \=FO17- T o¥ 7
~ [£7] Renesas GDB Hardware Debugging
[c"] boot_loader HardwareDebug
[ fwup_leddemo HardwareDebug
[€7] fwup_main HardwareDebug 1A= vrkivED-F
[€¥] Renesas Simulator Debugging (RX, RL78) PINA 0-K-947 Atk [Pve
B ERIN=7 1 7093418441~ thoot loaderx] JURINDFH 0 Yes N
[] boot loaderx [C:¥RL78_G23_FWUP V201 CCRL.. |[1A-Yrvuitin [+ Yes &|E .
Bk
AX-JDd
SURIDH A
R{FY-F-5
94 L-AT 3y
[ 70750L- 1005 -BF %(161):
v
13 HEDIS 1 WEAINY-—5 HERELLRELREIV ARV
@ e
(5) #WEAA A — (initial_firm.mot) M4 A —CZFBMLET,
LUTOFIEICEY. FIBQ)TERLI=MEA A —2 (nitial_frm.mot) D4 A —C#BMLET,
®EmEIVYILES,
@ Filoras o X ‘

WofF k. B, BLURT

e

13 MEOIS 11 MEFTAS-Ic—5

2

e LIXE L P
70730 75-BRER(6HY
MA-okvraER

&N wup_main HardwareDebug

213 $5 Debugger [ Startup, - ¥-2 [T #£:0)
IMEITIF -
Ut (B
Hait
v
reDebug A-TeysRnt0-F
7 Renesas Simulator Debugging (RX, RLT8) e D-F-547 pre—y P,
§ERIA-T 2] 054143~ wup_mainx] SN 0 Yes
[ boot loaderx [CHRXGSN_FWUP 201 CCRX DualBank SomplePry cen¥boot load SIRNDH 0 Yes Lo

LE
A

MERELLRECRTV) AMY)

7770) MLs

@ 274 SRFL] )9O LET,

@ 7o0-F-Eva-)oEn

F970-F-FI1-NEOEE :

E < 70717 0R%E

2273

<]

274N YATh

Eaad
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J27—LOx7 7vIT—

k EDa—)L

® #WHAA A — (initial_firm.mot) Z#IRL T OKI 22 Uy o LET,

8 5ov0-F-£va-LoEm

F920-F-EJ2-WEOHEE :

%)

| C:¥RL78_G23_FWUpdate_V201_CCRL_Demo02041107_Python¥initial_firm.mot |

.. JoJ1orol®E .. 9-JAR-2 .

OK

ool

@ WP A A — (initial_firm.mot) DA—K « 84 TE& T4 A= LS UKL D T4 A—DDH]
ICEELT IOKI #2)voLET,

-]
WO K. B, SLURT &
R X E s ZHI(N): | fwup_main HardwareDebug
ikt Ll A %Debuggel B Startup| 5 V-2 [0 st
[Elc/Cr+ PTYUT-V3Y MM\LITIF ~
Ec/c++ VE-F-FIVT-Y32 3
[ iy £ (1)
§ EASE Script | Uty b EREE (1)
£ GDB Simulator Debugging (RH850) [ Hatt
[€)GDB N-K917 - FIly¥ Y
v [£7] Renesas GDB Hardware Debugging
E boot_loader HardwareDebug
[ fwup_leddemo HardwareDebug
[ fwup_main HardwareDebug AA=-J e vk ED-F
[ Renesas Simulator Debugging (RX, RL78) Y 0-E-547 e— PP
[ §- ) A - ) Lo ) BM ...
I F0954-1512 Y- [fwup_mainx] IURIDH Yes
] boot loaderx [C¥RL78 G23 FWUP V201 CCRL ... ¥ikiLO# 0 Yes L
[] initial_firm.mot [C¥RL78_G23_FWUpdate v201_.| 1 x-J¢ v | vo Yes B
A X-JE IVl
A
< > :
VT L-AT 3y
70754 2909 -BE%(16i):
M IL-oR1 T % main
[ mes i
< >
13REDIS 11 RENINF-I— HERELLKELETV AR
? F1827(D) ML
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J27—L9x7 7v7TT—k EVa—)L

® T@ERAY) &22UvsL.

/89 45D)) #9Vvo LET,

1B3ABDS 1A

NI -5

@ F/(vTEn o X ‘
WRON R, W, BAURE : @
FolX = EWI(N): | fwup_main HardwareDebug
A1 % Debugger B Starwp 5 v-2 [ &
Elc/Ces PTVI-230 AMEITIF =
ElC/Ce+ YE-F-PTUT-V3Y 19 esbemE o
3 EASE Script L G ©)
[ GDB Simulator Debugging (RH850) L Hakt
[€1608 N-FO17-FICo¥ 2T
~ [ Renesas GDB Hardware Debugging
7 boot loader HardwareDebug
£ fwup_leddemo HardwareDebug
€| fwup_main HardwareDebug A= SevRNED-F
7 Renesas Simulator Debugging (RX, RL78) ey 0-F-547 e frasen
B 2HIN-T i r = h - R0
M 709354 K14 Y- [fwup_mainx] UKD Yes
1 boot loaderx [C¥RL78 G23_FWUP V201 _CCRL_.. YiKILO# 0 Yes oE
(] initial_firm.met [CYRLTB_G23 FWUpdate V201_.. 1X-J0# 0 Yes BE
kA
FFAL-AT VY
1709504 0I5 - RER(16E)
M -oR1 TS main
e =

2
@) TNy HEEBLET,
TNy HHEENT S &, LUF. boot_loader 7O 14 b cstartasm 2y v T LET,
Qlamu:www p_».mf:s. an ?N‘"‘.\’M\.pmln Hi‘lc-m' Ioader/src /sme. ;:”D:;Wu"n\l' artasm - € studio - o X
e o e T e T

178 o8-geb (121

Rerecar OB sarver piost

Options
De

o1 X HL
BNz 5.11 5855 v

Ui w = LU25- & Ml & A7-+- 7707~ @ Debugger Console [} AEY - b S ~E-n~=0
faup,_mai HardworeDebug [Renesas GOB Hardmare Debuggng] [pic: 22
o R >
aos: ssess

7o 188

i

Dabug monitor

| Rickes BT
® oo =}
vE

=R % -7

F/17H- 17370

10 Registers o

xexr

>

SIF {_RENESAS VERSION 5= 601010008
X oL CX_ADDR_END)
seuse e
X, #LOWK(_stackend)
seno1F
AL 11_stkinit
AL 11_bsp_init_system
- FOWA WL, PLOMK(STARTOF (683}
POVM  AX,#LON(STARTOF (.bss) + SIZEGF(.bss))
B 5.12 855
La_ess.
vOv [HL+8), 50
Nod ML
La_pss:

o L
oz $.11_8és

OWM{ STARTOF ( . 508
oMM STARTOF ( .33

+ SIZEOF(.3bss))

writing to adéress @x90099002
22 010000088 with

o address BxpEeOREc

@x000000¢3 with

th data £46F
bytes, writing

e
With data FEEFEEFEEFFEEEELEEEE
HeeateateRRARGRRRRY

PENTON 124:1: 6021
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RL78/G22, RL78/G23, RL78/G24

(7RIS LEBRALET,
BREM)ZEY Y v99%E. boot_loader.c ® main() BN EETEILELET,

| RiL78.G2. PP V201 CERL Dermo_20341107 - boot Jowdersrc/boot Josdecs - ¢ hudio - 8 x
70F) BRE UIZDFYLIM FEA-HN RBA) TOPIIRP) Renesas Views RFS(R) Renesas Al 347K ARTH)

L @uriEreH Rt -Q h-me-mrasd | Ricke @77
T pi=0 @ ConligUART2. | (81 fwpe | 8 ottmm | @ fwpmaine | % = 0| [o- mie[% A2 [ F05r (67 2P % TR | = O
[ hwusp_main HarcwareDebiog [Renesas GDB Hardware Debugging! - W X% PCOROAOR ||

@ fwup s 1] fcoves »E ¢
b i) % by 85P_ENABLE_INTERRUPT(); 547 PELA . P
Tvead #11 gl coe fcore O} Sspard - -T2} UART START ARC()3 18 H-ame
B mainh) st boot_loader200 0xb210¢ R_FWUP_SoftwareDelay(58, FWUP_DELAV_MILLISECS); [ Ll
5 stant) at cstartasm:300 w1 b -
Fo-Aeba-F
= oatsse using_uservector = ]
UART_RTS & 4rh T4
e
Ol =
m static void close_boot_
B <_mare fames_» 2 {
g 24 PP _Close();
1 » 2 _FWUP_SoftwareDelay(50, FWUP_DELAY_MILLISECS);
8 Reriesas GOB sarve (ot 2 }
228 ® End of function close_boot_loader
2 * * Function Name: main
134 void main(void)
3 open_boot_loader();
238 B1f (FWUP_CFG_UPDATE_MODE 1= FWUP_SINGLE_BANK_NO_BUFFER)
239 ~ use M Sutter
2 3 1F (0 == BL_USER_SW)
24 {
247 sasba34m Printf(MSG_UPDATER, MSG_UPDATE_MOE_STR[FWUP_CFG_UPDATE_NODE]);
621 print#(MSG_SEND_VTA_UART)
2 AF (PWUP_SICCESS |n sample_write_image(FMUP_AREA_BUFFER))
ota £0;
goto SW_RESET;
}
251 1 printf(MSG_START_BOOTLOADER, MSG_UPDATE_MOOE_STA[FWUP_CFG_UPDATE_MOOE])
o0b215F iF (true = A_FWUP_LsExistlnage(FaUP_aREA_NATH))
e
3 > Todr9r MEEINEFUTL-
T Too-h % |91 1929- (5 mu @ 29-1-7997- @ Debugger Console 0 XEU- - & &1
o main HarcareOebug (Renesas GOB Hardware Debugging] i 3|
5ok NS -~
;W to address 0x000000ce wi s FIEFEFEEEELEFEFEEes
urity 10, weiting to address @x000088cd with data
o O-FT
0s0006210¢ © ss1e00us @ Emustor wIAATE AT-HEA 200:1:8950

(8)fwup_main 7O xS FrD main()IZTF LA I RA Y FERELET,
fwup_main 7B Y F®O main()OUTHRZIZT LA IRV b ERELET

| @8 FL7e G23 FWUP V201 CCAL Dema 20241107 fwup. main_OEBUG - boat lasdet/sre/ste/r_fwup/stc/r_fwups - € studia - 8 x
M) BRE U305 YIPIFIZIM TET-HN WER) TOIITHP) Reneiss Views RER) Renwsas Al F7K00W) ART0H)

R Qurimsseb X t-Q-Lo-gw-mrRsd Q B8R BT
W % #+ 1 = 0 (@ bootlosderc (8 bonchasm [0 rhwupe + | (8 cototosm (6 hmpwrapcoms | (8 ¢ bavp wrap_comc = 0| % 2L-2%07h & T0V9h T92T0-3- TR % 4 1A ] ORegaten] = O
7 fuup_main HardwareDebug Ranesss GOB Hardhware Dsbugging] : * Bank suap. * ~ B¢ XK BRI

ol B rinait i Loreurn (r_fun urap_bank_sap(); * 2 LR
o 1.1 fiigh i g selse .
o Thiwad #1 1 (single core) core: O] Suspenciod 771 SIGTRAP Fracu/brast SLF (FUP_CFS_FUNCTION_HOOE == FHUP_FUNC_BOOTLOADER) g vect add nr
o, wrap,_com.c 76 Oub2d2 * Copy buFfer ares to main ares. & FLurESE
Fwap.cA35 Oxb2a38 return (copy_to_main_srea());
tboot loaderc276 0ub2166 oo T
= ¢ cstartasm:300 013 P ted i i
B oaisse ndif /* (FWUP_CFG_UPDA .
a5 415 ooebzI90
= owers . function &_Fue_
B obak2%e 1ction Name: & FUUP. ExecTasgs il
] T i .
= outrs0r
B <_mor bames.>
-si-gdb (12 L+ sizeof(st_fu_ctribli_t);
o Reesss GOB sarver st
® * Function Name: R_PMUP_SoftuareReset
void R_FWUP_SoftuareReset(void)
{
F_fop_wrop_software_reset();
» 'End of function
eobass £32_t R_PMUP_SoftwareDelay (uint32_t delay, e_fuip_deley_units t uaits)
return (r_fwup_wrap_softuare_delay(delay, units));
® * Function Name: R_FMUP_GetVers!
uint32_t R_FWP_GetVersion(vaid)
«
. return (((((uin32_t)FaUP_VERSION MAJOR) cc 16) | (uint32_t)FWUP_VERSION_MINOR));
< >
Qru-n 1725~ ¥ M| @ A3-+-7577-| @ Debugger Comole [ AEY- C kv PE ~@-k-=0
Fop man HandwareDebug (Renesss GOB Hardware Debugging] (o 22]
o8: ssess =
& nonitor area 2, writing t
Security ID, weiting to sddress 9x000008c
1-F 3
FOLF I -DRA ETFL A0 2295 K
0x00062012 © 125680 ms W Emvstor AT-HEA 430:22 16 =]
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J27—LOx7 7vIT—

k EDa—)L

97T I LEBRLET,
BREMZEZ UYL, (8)T

HIXLE Lf:j\l/’f77|'f’f o F'G%JJ:T%)C tj‘éﬁgnﬂ l/-gs—g-o

& rue a3 pwe. i S, o i, S5 - ¢ s
7HF) AR e H9) Revesas Views RTR) Reowias Al 24/KO0) AB70N
#RIO-Qr hegm-mE RS
= i = 0 (g boot loadere $ branchasm 8 1 fwupc S ctartasm. ) r_fwup_wrap_com.c KR % NV-781s+ & T012 12270
- - -
B SGTRAP Hocarrst
o ap SOmETS 06202
-
oabasare
owaaesz
outitsar »
<o s>
ol 78 b 0125) 3 #4F defined(_RX)
8 Renesas GDB server Host) _BSP_InterruptsEnable();
selse
@ BSP_ENABLE_INTERAUPT();
sendit
r_fuup_yrsp_gissbla_interrupt();
P Fup_urap_oftuars_delay(1099, FUP_DELAY_MILLISECS);
#1f defined(__RxX)
858 softuareReses();
selse
ARCTLOE0;
cobzser *(_far velatile char *)exdosexee; ~
Q -n Las- |8 ml & 27-+ 7527~ @ Debugger Console [ XEY
twup_man HerdwareDebug [Renesss GOB Hardware Dedugging) (- 22]
ares 1, writing to address 8xB0000082 with data FFFF
{ting to sddrass Bxop00ach with
2, uriting o adaress ex000000ce Kith dats FEEFFEIFEIEIEEIFELE
ccurity 10, uriting to address OHOO0N0GS wWith dNEH 00O09000000000000000
44 BTHL 2 8xb2a9SL§
« > e
ouscob2arz © r2sssams @ tmtue weaue 29-HEA 76114398 E

- 8 x
Q 2| Roce BT
o o {XUrRA T 10 Registers =]
SEI¢XRRNRIC
7FL2
. S ~@-8-=0
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5. Renesas Image Generator

Renesas Image Generator (&, 727 —LDTF7 7Y I T—rED2a— )L THERATEII7—LITTA *A—
CEERTH1—T 1) T4 Y—ILTT, Renesas Image Generator (7 7—L 77y IT—FE
Ca—IDERTEIUTDAA—DEERTEHIENTEET,

A A =D T—bA—F LT TN —23 0TS LTHERSND VAT LONRERKICTIS Y
AT TEERALA A —2 T 7 4 LHREF mot)

CBHAA—D  T7—LIITTVTT— EREDA A =TT 7 4 JLHEERTF rsu)

AA—CDERFEICONTIESA, A A—CDERONTA—E T 7 ILOFMIZONTILS52~53 %
SHBLTESL,

Renesas Image Generator [& Python Lt CE#E9 57045 5 LT,

51 AA—CDEMAE

Renesas Image Generator (image-gen.py) Oft#keé . KRY—ILEFRALTA A=V T 740 (WIEA A—
CERAEFHAA—D) TEMTSFEEHRALET .

VA A —CODERAEIZDODNTIE S, BHFAA—COERAEIZDONTIES512 28BLTLES
LY,

image-gen.py ®aAY > FEKXIIRDEEYTT,

| python image-gen.py < options >

image-gen.py DA 7> 3 VIZIE, HADELEDEERAELELDLAHY FT, T 5-1I1THEDF T3
V. R 52ICHEBBEIEELGA T a v ERLET,

% 5-1image-gen.py OB T a >

FIoay Lz

-iup <file> FIUr— 3070595 L% EBELET,
<file>XFHZIET7 TV r—2 3o Ta05S LD mot Z7AILVE(T 74
WRBEEDTIVINRELITBAFINR)ZER/EL T,

-ip <file> INGA—BIT7AIVERELET,
<file>DXFHIZE. ANTBNFA—FT7AILE (T7AILEBEED
F227ANLDTILINRAERITERNAR) ZHEELTLZEL,

-0 <file> HATBAA—SDIT7AIVEBERELET,

HATBA A= T7ALDT7AILNE (T7ANLEBESHI=TILINA
F=IEHER/NR) #RRFH L<file>XFHTHRELET,

774 IR F(X, -ibp <file>DA T a3 TT—rO—FZIEE LK
[FEAA A=A A—DTHDEHIETL Tmot &2 Y | -ibp
<file>DIEEEZ BB L-BEIZHEAA A —ONEHRAA—CTHD EHIBRL
Trsu EHBYFET,
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% 5-2 image-gen.py DERKAIEERLA T a Y

v A= SRBA
-ibp <file> J—hrO—FZ#EELFET,
<file>XFEHZ[FT—rOA—FD mot 77 A IR (T 7AINLEEEDI=D
IWNRRAEIIEFNR)EFRBELTLEELY,
mot 77 A ILEERT HHEITIHEEL TS,
--key <file> ECDSA TA A —C % ELTH-DDBEI7AINBEHEELFTT, (vt

AT a2 sha256 #BELIZEHAE. COF TP a VEERERET
9, )

ATy RETIAILEIZ Tsecp256ri.privatekey] 77 A ILEKIL T
{f2&Ly,
T7ANRBEERTDEEIE. 7MLV RBEEDIZT7AILDTILINR
FIEAMAAREFBELTLZE,

-vt <VerificationType>[sha256 /
ecdsa]

D7—LIIT7T7ITT—FED2—ILTOA A—DRITAREREL
F9,

sha256 : 1 A —S DNy amAmMLET,
DA T avEEBRLIZIEE. "sha256" BEESNTz£D
EHBEEINET,

ecdsa: A A—CDERZAEMMLET,
-key THET IR I7AIVIZKYEBELGT—FEERLET,
key TRI7FAINERBELGEWVWEIS—ERYET,

-ff <FileFormat>[BareMetal /
RTOS]

RSUZ7#+—<v bk 24 T%EBELET,
-ff IZ¥5E AT AR <FileFormat>lZ. LLITO®EY T,

BareMetal : 7 74— 327053 LDT—RIZRSUANY A ERE
WEMMLEAA—DEERLET, ATETOP Y RT
FAYTSDRSUIT+—< v FTY,

ZDF T avEEKLI-5E. "BareMetal"AEE S iz
LHBEINET,

RTOS : FreeRTOS OTARIITDEHA A —DFERLFET,

FreeRTOS OTA MITDEFH A A —T &, RSU AN FELIER
(BHA A—CDEXEHI S 0x200 /N FDT—4) &
tmLEEA,

BareMetal_FWUP_V2_V1_DATA : 5 B&m 1

RTOS _FWUP_V2 V1 DATA : $5R& M 1T

AV RO—EF#HALFET,
COY—ILDFERIZEAT EAINLTERTTBICIE. COFTLarzEdk
FLTLEEEL,
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511 A A —CDERFE

Renesas Image Generator (&, EJL FIZKYERESNIzT—+rA—F T 7/ )L(mot)ya. 7T Ur—3
o7AY 5L (mot), INSA—=RT7AIEA(csv). HBAT7AINBEFREFHL), 77—LozT7T7v 7
TFT—FES21—ILTODA *— R AR (ecdsa/sha256)F A Y KSA VAT avIZiEEL. 4 »—
CIT7AI(mot)EERLET,

avr ARSI

> python image-gen.py -iup fwup main.mot -ip
RL78 G23 ImageGenerator PRM.csv -o initial firm -ibp boot loader.mot
-vt ecdsa -key secp256rl.privatekey

fwup_mainmot: 77U —3 > 7055 LD mot 771 ILA
RL78_G23_ImageGenerator PRM.csv : ANT B/INSA—2 T 7 )L%
initial_firm : BAT DA A =T 7AILD T 7 A ILA
boot_loader.mot : 7—kBO—4 MO mot 77 4/ JLE

ecdsa : ECDSA TA A —C % ES

secp256r1.privatekey : ECDSA TA A—C % ERT 5=HDHRIT 71 ILE

512 BEHAA—CDERFE

Renesas Image Generator [, EJ RIZKVERSNEBHFRAT TIUSr—3 > TAT S5 L (mot), /85
A—BT7AIE(csv), BAT7AINVEFEEFHL), 77—LIzT7F7YTT—FED2—ILTOA A —
UiRiEAR (ecdsa/sha256)& AR Y RS54 VA T aVIZHREL. BHA A= T 7 IL(rsu)EERLE
ED

avwr ARSI

> python image-gen.py -iup fwup leddemo.mot -ip
RL78 G23 ImageGenerator PRM.csv -o fwup leddemo -vt ecdsa -key
secp256rl.privatekey

fwup_leddemo.mot : BHRA7 TV r— 3> TS LD mot 774 LA
RL78_G23_ImageGenerator PRM.csv : ANT /NS A—2 T 74 I)L%
fwup_leddemo : HAFT AEHA A =T 7AILDIT 714 IL%A

ecdsa : ECDSA TA A —C % ES

secp256r1.privatekey : ECDSA TA A —V 5 ERTH-ODR T 71 ILE
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J27—Lox7 FyvIT—F EDa—)L

52 4AA=UT74)L

5.2.1

BHAA—CTF7AI

Renesas Image Generator N4 T 5FHA A —C T 7 M ILOEEREE 51 (2RLET,
BE. RSBUAYEDIT+—Tw FZDWWTIX, R 5-3F8BLTLEELY,

RSUAW &
ElER
(0x200/% )

RSUNW &
7 ELAIEHR
(0x100/%1 )

FPITUS—23>T7095 4
o7 —4

— EAOREH

5-1BHFA A—C T 74 ILDFER

BHAA—DIF7AINERSUANY ST ET T r—2 30055 LDOT—2THEBRLET, RSUAYH
2. Z7TUT—230 70 S LOESERIICHERT T r—23> 7053 LOBRERBREEZNS
FLLICHELET IV —23 07005 LOBRERCNY VAEEEMLET, RSUAY FThiE,
RSUANYAIZHEML T 00 S LARBERICHIET 27 TV r—>3 07005 L0T—42%2BELE
¥, Renesas Image Generator [, 77— 307055 LDT—42%, O—KI75 9P alCBET S
T—3. T35V aICRBBET AT —2DIBIZHERET, ThEh, I—FNERLETTUTr—>3
IO S LI 7AIN(mMo) NS EMEI—R IS 9 aT—ARUT—2I7592aDT—2ERYH
L. NMFUT—RICEB|LTEY FLET,

BHAA—CIT7MLE. FEEFARBSLVEEEHAXTRLERTY .

xR 5-3RSUAYAETA—T v k (1/2)

o2y k EHH <& Bl
(Byte)

0x00000000 | Magic Code 7 <oy a—FK (" RELFWV2” )

0x00000007 | Reserved 1 FTH5EE

0x00000008 | Firmware Verification 32 A4 A—TKRIEAR

Type 4 A —HREEIC ECDSA 2R3 515451 sig-

sha256-ecdsa, /\v ¥ 1% FEHT 515 &L, hash-
sha256 #8RELE T,

0x00000028 | Signature size 4 Signature [CHEIMESNHERIET=IE/\Y P 2{ED
T—EYA4 X
Firmware Verification Type A% sig-sha256-ecdsa D15
& 0x40. hash-sha256 MIFE 0x20 #HELET,

0x0000002C | Signature 64 A A—DREECAWVSERBFEIF/NY 2B
Firmware Verification Type A% hash-sha256 M54 .
33/ 5 64 /84 FEIZOX00 #RELET,

0x0000006C | RSU File Size 4 FHAA—DIT7ALEERDT7AIILH AR

0x00000070 | Reserved 400 FTH5EE
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xR 5-4RSUANYHETAH—T v |k (2/2)

TI7tv b 15H R £ BA
(Byte)

0x00000200 | Program Data Num 4 BT INBI ST TIU =3 0T0T5LFE:
FTF—275vy2108 (BX31#)

0x00000204 | Start Address[0] 4 1B 7 T r—varradsLaFEET—42
S aMEET FLR

0x00000208 | Data Size[0] 4 1HBEO7 TV r—oa0 7095 LFEEET—42
SyLayA X

0x0000020C | Start Address[1] 4 2HEBEDT7 IV —ar g SLaEREEFT—427
SwLaMEET FLR

0x00000210 | Data Size[1] 4 2HEBDT7 IV —ardndSLaEFT—427

Sy adHYA4 X

0x000002F4 | Start Address[30] 4 SMTHEEOT7 T r—2arrdadsSLaEkETF—47

S aMEET FLR

0x000002F8 | Data Size[30] 4 MEBO7 IV r—arFadsSLEET—427
SyiaHA4 X

0x000002FC | Reserved 4 FHofEE,

BHAA—DI7ANEERT HAHDZXALIZDNTIE, 52 #8BHBLTLIEEL,

FEmsamEFARO
B A
(rsud 7))

INSGA=HTF7AIL RéUﬂ"I\;ﬂ;EGV
fwup_leddemo.mot 0 200}?4 b
O—FI5v>al (0x )

FHM Import i Build
FIVT A = . —>
OGS4

ETBTTUI— RSUNw &
>5>707540 - ‘ ) 7 EL 154
75 ecdsaBZgT —% (0x100/% )

EnouER I-kISYSICRETS
secp256r1 privatekey PFUS—33>T7095 A
DFT—H

52 ¥ EEHAXN/EEMEHARDEHA A —2

CIRSA—BTFANIE, A A=V T A NEERT BEHITBELT /A DT KL RAEHE ER
EH SN’ COVRRDT 7 A LTT.

- ECDSA EREXERRAOMBZRIE. 727—L 977V ITT—rED1—ILTDA A—ORIEARE
ecdsa ICHEELF-BHICERALEY,
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522 FEAAA—T740
VHAA—CT7AI0LIF, RSUAYEET T r—2 30095 L0T—2I12TJ—ba—450T05
SLT—R%MAt-3DTT, £1-. 53(CHEA A—C 774 ILDEREREZRLET,

RSUAW &
E2ER
(0x200/%1 )

RSUAW &
7 L AEH
(0x100/%1 )

— SAONERERH
FFUT—23a>T0d5 A
DT—5

J—bhrO-—%
(O—RISv3107—4)

53 A A—CT74)L (FE/EEEHAR) OER

YEEHFARBSLIVLEEAEFARXDONRAA—DIT7AIIUTIE, I—FI59 2204 VEAIZEET S
T—hrO—5DOTF—2F. 2—FREFLIE-T—rO—F DT 74 JL(boot_loadermot)DT—2ZFDEZE
FARALET,

VA A—CIDF7AINEERTEIAHDXLIZDONTIE, B 54 28BLTLCEEL,

FE/ FEEHARD
HHA A—
(.motT 7 -JL)
— boot_loader.mot RIGTF—T Al
Import Build e
S RIFF—T LA o RSUNW &
S hO—4 - e’ studio - ” ‘ INSA=FTFAIL BB
REv27 o] (0x200/%1 )
= Zro—
o RSUNW &
r I“I/J(‘TEEE
e (0x100/%A1 )
fwup_main.mot eocsa T: I—RISYIIICRETSD
Import B Build 9= r:ja‘y.)_i = LRV 77"J¢'—9__f| 7093 L
FIVr—a d . ETETTUT— secp256r1.privatekey oF—4
Gisn | RSENTN mmm) EETSTOLCC ) S
F—4 :I—jl‘-jg‘:l*‘zg:l.l;ﬁﬁg?%
'—bhO—9 07—

54 $AEHAXNES S VLEAEHARDONHAA A —

CINTA=BITFAINIE, A A= T7AINETERT BEOITBELRTINA RADT FLRERGE EMN
REIN-CSVERADTI7AILTT,
- ECDSA EREERBAOMBREIE. 77—L 977V ITT—FrED1—ILTODA A—CRIEARE
ecdsa IZHEELF-BHIZERALET,
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J27—Lox7 FyvIT—F EDa—)L

5.3

INDGA—=BT7A)L

INTGA—=R T 74 )LE(X, Renesas Image Generator ICE Y HHIA A —C T 7 A ILOBEFHAA—C T 74
WEERT 5EOICREGFEBRARE INELDOTHY . V') —R/yr—2 2 Renesas Image Generator

® Python 7O 5 L—HELTRBEENTVET,

A A—CEEMTHEE. NTA—FITF7AILORBZEZEERST ILERHY FEA,

5.3.1

YEZ,

NFGHA—=ZTF7AILORE

INTGA—B D7 IJVIZERE L TWBHIERIX, ETOT/NARATHBETIMN, T/ REIC
R 5512, RL78/G23 DT ETOC I FDNSA—Z I 74 IILDABRERLET,

BEHENTETOD L FERRICHHA A —DPE

BENENSEL

1=, 5-5|Z RL78/G23 $HEHARDA A —CAEBZTIRICSEBI H/854—4 5-6 <

RL78/G23 +EEHAXDHHIA A —CERFITSIWRICBBT 2/ A—4FlFRLET,

R 55 NFA—=F2T7/ILORE

[CHEGNA FZE 10 ERTHEELEY)

INGA—HF % £ EA R TE RA I
RL78/G23
device Type Linear Mode : ¥EEHARFELEEFH A XM (T mot Linear Mode
T7A4IVERK
Code Flash Size(Dual I—FI7392a0dHYA4 X No Used.
Mode Only) (RL78 TIEEHREXRIMN)
Bootloader Start Address | 7— FO—4DERBT7 FL R 0x000B1000
Bootloader End Address | 7— +rO—4DET7 KL R 0x000BFFFF
User Program Start AMVEADOTTIr—ar 7Ol S LORBT KLR 0x00001000
Address
User Program End A VEDT TV r—23a 0TI LOETT ELR 0x00058FFF
Address
OFS Data Start Address | OFSM T—4 87 FL X No Used.
(RL78 TIXFEEXTRMN)
OFS Data End Address OFSM 7—4#&T7 KL X No Used.
(RL78 TIEEHREXRIMN)
Data Flash Start Address | T—42 75 v a7 FL X 0x000F1000
(T—275922DT—2 5B LENEEIE'No Used.’
FERELED)
Data Flash End Address F—R2I759 a2 T7 LR Ox000F2FFF
(T—275v22DT—32FERLEEEIT'No Used.’
ERELED)
Near Data Start RL78 A Near 7— +rO—4BHE7 FL R 0x00000000
Address(RL78 Only)
Near Data End RL78 A Near 7— hA—4#T7 FL X 0x00000FFF
Address(RL78 Only)
Flash Write Size To9VaEZTRAAFAR(TZva~D1EDEEAH | 128

£I8S A—RIZIBET HHIEL. Flash Write Size 1% 10 #3. ZDH#h/$5 A —4 (&, 16 £H (5FEIC Ox

i) THEELEY.
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J27—Lox7 FyvIT—F EDa—)L

S5 A 5T L osV) HE/ LEEA A FE/FAFHA A=

(.mot 2 7 - JL) (rsuZ7A)L)
: . RSUAW 4

Device type : —
Code Flash Size(Dual Mode Only)

RSUNW & RSUNAW &
Bootloader Start Address (BE&IER) (7 L A153R)
Bootloader End Address

RSUNY
User Program Start Address 7 HUZ%%E)
User Program End Address FTUS—3gY
OFS Data Start Address J0954
OFS Data End Address

PTUG—23>
Data Flash Start Address JO95 A
Data Flash End Address

F—HISwSI
%1

Near Data Start Address (RL78 Only)
Near Data End Address (RL78 Only)

Flash Write Size

J—rO—%

¥1 PIUT—2 30O S AT =9I oI a0d— RIFET 58S

B 55 A A—UT7MINEERT BRICSRT /8544

- Device type [&. #HiA A —SDERFZEZHIANT 5-OIZFEALFET, "Linear Mode" B ERE SN TLY
558, FEEFAXFEAEEEHFAXAMITOMNERS A —CFERLET,

- J—hkB—42®M7 7 A JL(boot_loader.mot)E A1 7—%4 & L T. Bootloader Start Address H* 5
Bootloader End Address £ TO&H% J— rA—4DO—F 75y LTERLET,

T IVr—23 0TRG5S LT 74 (mot) EAAT—42 E LT, User Program Start Address A 5
User Program End Address £ CO#HZEZ7 T 7r—2 3> 7055 L00—FI75v 2 & LTER
LET,

7= 30755 LT 74 (mot) EAAT—4A & LT, Data Flash Start Address H' 5 Data
Flash End Address Z TO&EBZT—42 275y a1¢ LTERLET, (RFETOD Y FTIE,
F—A2 75y aldFERLTUVERA)

- J—bB—5®D7 74 JL(boot_loader.mot)x A S17—4 & L T. Near Data Flash Start Address (RL78
Only)/ 5 Near Data Flash End Address (RL78 Only)E TO&FH%Z J— rA—5 DAY 2 F7—J)Lith %
a— F& L/—CHEE‘ZL/QETQ

- Flash Write Size £, 75 v Y aICEFRATBEORPDEFLELTRSUAY R (7 FLRIEHR) OT—%
YA XDFREICHERALET,
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FEERAT
WHRA A=
.mot_J 7
boot_loader.mot (-mot7 77 L)
0x0000 0x0000
NI 5T =T Ut RL78_G23_lmageGenerator_PRM.csv NIFT—T LAt
oxorrr| 2096B(0x1000) 4096B(0x1000)
x ‘ Device type: Linear Mode O0xOFFF
0x81000 Code Flash Size(Dual Mode Only): No Used. 0x1000 RSUNW & (B4153R)
J—ro-—4 Bootloader Start Address: 0x000B1000 Ox11FE 512B(0x200)
(0614:0300) Bootloader End Address: 0xO00BFFFF 0x1200 RSUAW (7 KL A153R)
X
OXBEFFF User Program Start Address: 0x00001000 ox12FF 256B(0x100)
User Program End Address: 0x00058FFF 0x1300
fwup_main.mot OFS Data Start Address: No Used. : .
0x1300 OFS Data End Address: No Used. 7T Ur—33>
Data Flash Start Address: 0x000F 1000 7;;5:( ;A
FTUT—>3> Data Flash End Address: 0xO00F2FFF
= ’ 0x58000-0x300
T095 4 B | |\ Data Start Address(RL78 Only): 0x00000000 ( )
960KB Near Data End Address(RL78 Only): 0x00000FFF Ox58FFF
(0x58000-0x300) i ; OxB1000
Flash Write Size:128 X
0x58FFF S hO—d
64KB(0x10000)
OXBFFFF

5-6 RL78/G23 D+ EEHAXDMIAA A —CERZITOIRICSE T 5/35 A —424l
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J27—Lox7 FyvIT—F EDa—)L

6. T8k
6.1 BIFRERRIRER

ARED 21— ILDEFEERREBEZLUTIZRLET,

#* 6-1 ENEREERIRIE (CC-RL)
1EH NE
MEFRERE LR HRILY bO=Y X8 e? studio 2025-01
Cavi4s LAY RAILY A=Y XE CC-RL V1.14.00
VML A T3y HERRREOT 74+ FREICUTOF TS a v &EM
-lang = c99
IVTATY JRILVIVTA4TY
EDPa-ILDYEDaY Rev.2.03

ERAKR—F

RL78/G22-48p Fast Prototyping Board 48 £ > kfz (RTK7RLG220C00000BJ)
RL78/G23-128p Fast Prototyping Board 128 E > ik (RTK7RLG230CSN000BJ)
RL78/G24-64p Fast Prototyping Board 64 £ >kt (RTK7RLG240C00000BJ)

x® 6-2 BFHERIREE (IAR)

15H S
HERRIRE IAR Systems & IAR Embedded Workbench for Renesas RL78 5.10.1
Cavi4s IAR Systems &

IAR C/C++ Compiler for Renesas RL78 version 5.10.1
IAR Assembler for Renesas RL78 version 5.10.1
AVRALA T3y HEREREOT I 4L FEEE

IVTFATY

JRLIVTATY

EDa2—-ILDYEDIY

Rev.2.03

fERAR—F

RL78/G22-48p Fast Prototyping Board 48 E >kt (RTK7RLG220C00000BJ)
RL78/G23-128p Fast Prototyping Board 128 E ki (RTK7RLG230CSNO00BJ)
RL78/G24-64p Fast Prototyping Board 64 £ >kt (RTK7RLG240C00000BJ)

& 6-3 EMEHERRIRIE (LLVM)

als KB
HERARIRE LAY RILY FAZY RE e? studio 2025-01
Cavin(4 3 LLVM for Renesas RL78 17.0.1.202412

IVTFATY

JRLIVTATY

EDa2—-ILDYED Y

Rev.2.03

fERAR— F

RL78/G23-128p Fast Prototyping Board 128 E ik (RTK7RLG230CSN0O00BJ)
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6.2 TEITAD Y FOEEIRIE

RKED2A—IIEEHDOAUNRAFITHIELTWET, KEDa—ILEFERTHIIHY., a1 S8
BELRBREFUTITRLET,

6.2.1 RL78/G23 OEN{FHERIRIR
RITRREEBRZUTISRLET,

": ( RL78/G23-128p FPB
E2 Lit ( =3
—{_E2tite J— ( =rse )

RL78/G23
FFPC

RXD2/ ( USBZ U 7L usswm'

™p2 [[\__Zk— K =

. ) "R RPC
(VUTILBIEY I FD27)

X 6-1 RL78/G23-128p FPB #HEEHAX (WY I 7HEIINE IS5 v 1) DOHFIEGR

. ™
’7- RL78/G23-128p FPB
| —{ E2Llite }— ( SR J
25 RL78/G23

F¥PC
A5l ) SO31/SI317 RXD2/ | | USB> 7L UB7 70 |
(Macronix MX25/66) | SCK31 TXD2 E@A— K —
\_ J A FPC

(SUTIBEVIFYLT)

K 6-2 RL78/G23-128p FPB £EEH AR Ny 7 7EIINE TS v 1) DHEBRIERK
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EL7HA D20 T, UTFRIZRLET,

mUART(Red)

Arduino 18 USB-
UART

7 EEirrey fems e e

RENESAS T

o — = : 0 6 o|[BI5TG] % WADE N CHINA £

4 TXD2 RX

m External Flash(Green)

MCU Header | MX25/66L
J1
SI

14 S031 1Kohm pull up Toueh I BN
15 SI31 so 1Kohm pull up button | RIS 08 0 0 0100 e 0 6 0 o
16 SCK31  SCLK 1Kohm pull up ; '
MCU Header
18 P56(CS) CE# 1Kohm pull up 14 16 18
Arduino 35 | MX25/66L |Note | =
4 3v3 vce
6  GND GND
6-3 RL78/G23-128p FPB E »1&#R
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J27—Lox7 FyvIT—F EDa—)L

6.21.1 FEEHARX NV I77HEIFIAH ISy ) OTETOASI I MOAEYYI YT
RL78/G23 DX EEHAXDTEIAD I FDAEY T Y TBLUVaV T4 L—La VEEEDAEY

Ty FITDONT, UTFIZRLET,

Y97 —T A

A HE
(size=0x58000)

)\ J7E
(size=0x58000)

J-r0-4
(size=0xF000)

0x0000

OxOFFF

0x1000 - Ox11FF:Header
0x1200 - Ox12FF:List
0x1300 - Ox13FF:Vector
0x1400 - Ox58FFF:App

Ox58FFF

0x59000 - 0x591FF:Header
0x59200 - 0x592FF:List
0x59300 - 0x593FF:Vector
0x59400 - 0xBOFFF:App

OxBOFFF
0xB1000

OXBFFFF

K 6-4 RL78/G23 MFEEHAX Wy 7 7HEHIIATB ISy ) OTFETOS IV FDAEYTY S
(CC-RL,IAR DIE4)

YT —T )AL

A HE
(size=0x57800)

)\ J7E
(size=0x57800)

J-r0-4
(size=0xF000)

0x0000

Ox1FFF

0x2000 - Ox21FF:Header
0x2200 - Ox22FF:List
0x2300 - Ox23FF:Vector
0x2400 - 0x597FF:App

0x597FF

0x59800 - 0x599FF:Header
0x59A00 - Ox59AFF:List
0x59B00 - 0x59BFF:Vector
0x59C00 - OxBOFFF:App

OxBOFFF
0xB1000

OXBFFFF

® 6-5RL78/G23 NHEEHAX NNy I 7AABI S vy a) OTEITRVzIMDAEYTYT
(LLVM 0i55)
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R 6-4RL78/G23 MXEEHARX Wy I 7HEHIFAFT IS v a) DAV IT«TERE
(CC-RL,IAR DIE4)

Configuration options in r_fwup _config.h

INSA=5F

boot_loader

FWUP_CFG_UPDATE_MODE 1 1
FWUP_CFG_FUNCTION_MODE 0 1
FWUP_CFG_MAIN_AREA ADDR L 0x1000 0x1000
FWUP_CFG_BUF_AREA ADDR_L 0x59000 0x59000
FWUP_CFG_AREA_SIZE 0x58000 0x58000
FWUP_CFG_CF BLK_SIZE 2048 2048
FWUP_CFG_CF_W_UNIT_SIZE 128 128
FWUP_CFG_EXT_BUF_AREA_ADDR_L 0x0000 0x0000
FWUP_CFG_EXT BUF_AREA_BLK_SIZE 4096 4096
FWUP_CFG_DF_ADDR_L 0xF1000 0xF1000
FWUP_CFG_DF BLK_SIZE 256 256
FWUP_CFG_DF_NUM_BLKS 32 32
FWUP_CFG_FWUPV1_COMPATIBLE

FWUP_CFG_SIGNATURE_VERIFICATION

FWUP_CFG_PRINTF_DISABLE 1 1

£ 6-5RL78/G23 DFXEEHAX VNV I 7HEIIAFT IS v a) OarI« JHRE
(LLVM OB &)

Configuration options in r_fwup _config.h

INTGA—BF

boot_loader

FWUP_CFG_UPDATE_MODE 1 1
FWUP_CFG_FUNCTION_MODE 0 1
FWUP_CFG_MAIN_AREA ADDR L 0x2000 0x2000
FWUP_CFG_BUF_AREA_ADDR_L 0x59800 0x59800
FWUP_CFG_AREA_SIZE 0x57800 0x57800
FWUP_CFG_CF_BLK_SIZE 2048 2048
FWUP_CFG_CF_W_UNIT_SIZE 128 128
FWUP_CFG_EXT BUF_AREA_ADDR L 0x0000 0x0000
FWUP_CFG_EXT_BUF_AREA_BLK_SIZE 4096 4096
FWUP_CFG_DF_ADDR L 0xF1000 0xF1000
FWUP_CFG_DF_BLK_SIZE 256 256
FWUP_CFG_DF_NUM_BLKS 32 32
FWUP_CFG_FWUPV1_COMPATIBLE

FWUP_CFG_SIGNATURE_VERIFICATION

FWUP_CFG_PRINTF_DISABLE
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J27—Lox7 FyvIT—F EDa—)L

6.21.2 2EEHARX Ny I77EIEINE ISy a) OTETOAD I FDAERYI YT
RL78/G23 MEEEHAXDTEIAD IV FDAEY T Y TBLUVaV T4 L—La VEEEDAEY

Ty FITDONT, UTFIZRLET,

YT —T )AL

A
(size=0xB0000)

J-r0-4
(size=0xF000)

0x0000
OxOFFF

0x1000 - Ox11FF:Header
0x1200 - Ox12FF:List
0x1300 - Ox13FF:Vector
0x1400 - 0xBOFFF:App

OxBOFFF
0xB1000

OXBFFFF

6-6 RL78/G23 MEEEHAR Ny I7ERINBTISvia) OTETASII LMDAEYYT YT
(CC-RL,IAR Di5&)

YT —T )AL

A VHE
(size=0xAF000)

J-r0-4
(size=0xF000)

0x0000
Ox1FFF

0x2000 - 0x21FF:Header
0x2200 - Ox22FF:List
0x2300 - Ox23FF:Vector
0x2400 - 0xBOFFF:App

OxBOFFF
0xB1000

OXBFFFF

K 6-7 RL78/G23 MEEEHARX NNy I77EIEINHLIS v 1) OTETOS I FOAEYIY S
(LLVM DB&)
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= 6-6 RL78/G23 MELEEH AR (N I 7HEIINE IS v a) DAV T« THRE

(CC-RL,IAR Di55)

Configuration options in r_fwup _config.h

IND A—AF boot_loader
FWUP_CFG_UPDATE_MODE 3 3
FWUP_CFG_FUNCTION_MODE 0 1
FWUP_CFG_MAIN_AREA_ADDR_L 0x1000 0x1000
FWUP_CFG_BUF_AREA_ADDR_L 0x59000 0x59000
FWUP_CFG_AREA_SIZE 0xB0000 0xB0000
FWUP_CFG_CF BLK_SIZE 2048 2048
FWUP_CFG_CF_W_UNIT_SIZE 128 128
FWUP_CFG_EXT BUF_AREA ADDR_L 0x0000 0x0000
FWUP_CFG_EXT_BUF_AREA BLK_SIZE 4096 4096
FWUP_CFG_DF_ADDR_L 0xF1000 0xF1000
FWUP_CFG_DF BLK_SIZE 256 256
FWUP_CFG_DF_NUM_BLKS 32 32
FWUP_CFG_FWUPV1_COMPATIBLE
FWUP_CFG_SIGNATURE_VERIFICATION
FWUP_CFG_PRINTF_DISABLE 1 1

& 6-7RL78/G23 DEEEH AR UNy 7 7EIFNEB IS v a) DaAvIqay

(LLVM Oi58&)

Configuration options in r_fwup _config.h

K
filt

INDA—AE boot_loader
FWUP_CFG_UPDATE_MODE 3 3
FWUP_CFG_FUNCTION_MODE 0 1
FWUP_CFG_MAIN_AREA_ADDR_L 0x2000 0x2000
FWUP_CFG_BUF_AREA_ADDR_L 0x2000 0x2000
FWUP_CFG_AREA_SIZE O0xAF000 O0xAF000
FWUP_CFG_CF_BLK_SIZE 2048 2048
FWUP_CFG_CF_W_UNIT_SIZE 128 128
FWUP_CFG_EXT_BUF_AREA_ADDR_L 0x0000 0x0000
FWUP_CFG_EXT_BUF_AREA BLK_SIZE 4096 4096
FWUP_CFG_DF_ADDR_L 0xF1000 0xF1000
FWUP_CFG_DF_BLK_SIZE 256 256
FWUP_CFG_DF_NUM_BLKS 32 32
FWUP_CFG_FWUPV1_COMPATIBLE
FWUP_CFG_SIGNATURE_VERIFICATION
FWUP_CFG_PRINTF_DISABLE 1 1
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6.2.2 RL78/G24 MOEN{EFERIRES
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CTS
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6.221 FEEHAX NV I7EEREIS v a) OTETASI I MDAEYT YT

RL78/G24 DH*EEHARX NNy I77EIIAFLIZT v a) OTETOAS Y FOAEYIT Y TH LU
VI L= a3 VBREDAETY Ty FIZDOLT, UTFIZTRLET,

NO5F—TIUA | 0x0000
OXOFFF
XA E 0x1000 - 0x11FF:Header
0 0x1200 - Ox12FF:List
(size=0x8000) | 5, 1300- ox13FF-Vector
0x1400 - OX8FFF-App

Ox8FFF
JC 7 0x9000 - 0x91FF:Header
(size=0x8000) 0x9200 - Ox92FF:List
- 0x9300 - 0x93FF:Vector
0x9400 - Ox10FFF:App

0x10FFF

F_rO—4 0x11000
(size=0xF000) Ox1FFFF

6-11 RL78/G24 O+ EEH AR Ny I 7EERAIBIS v 1) OTFETASII FDAEYTY
7

% 6-8RL78/G24 MEEEHARX NN I 7HEIFAE IS v a) DAV I« TEE

Configuration options in r_fwup _config.h

INSA—HB % boot_loader
FWUP_CFG_UPDATE_MODE 1 1
FWUP_CFG_FUNCTION_MODE 0 1
FWUP_CFG_MAIN_AREA ADDR L 0x1000 0x1000
FWUP_CFG_BUF_AREA_ADDR_L 0x9000 0x9000
FWUP_CFG_AREA SIZE 0x8000 0x8000
FWUP_CFG_CF_BLK_SIZE 2048 2048
FWUP_CFG_CF_W_UNIT_SIZE 128 128
FWUP_CFG_EXT BUF_AREA ADDR L 0x0000 0x0000
FWUP_CFG_EXT BUF_AREA_BLK_SIZE 4096 4096
FWUP_CFG_DF_ADDR_L 0xF1000 0xF1000
FWUP_CFG_DF_BLK_SIZE 256 256
FWUP_CFG_DF_NUM_BLKS 16 16
FWUP_CFG_FWUPV1_COMPATIBLE 0 0
FWUP_CFG_SIGNATURE_VERIFICATION 0 0
FWUP_CFG_PRINTF_DISABLE 1 1
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RL78/G22, RL78/G23, RL78/G24

RL78/G24 ME2EMEHAX (N\y I77EIINHL ISy a) OTFTETOAS IV FOAEYT Y TE LU
VI L= a3 VBREDAETY Ty FIZDOLT, UTFIZTRLET,

Y97 —T A

AV

(size=0x10000)

0x0000
OxOFFF

0x1000- Ox11FF:Header

0x1200 - Ox12FF:List
0x1300 - Ox13FF:Vector
0x1400 - Ox10FFF:App

Ox10FFF
F—hO—4 0x11000
(SiZGZOXFOOO) 0x1FFFF

6-12 RL78/G24 OEEEHARX (N I77HEIINF IS v a) OTFETOAS Y FDOAEYT YT

R 6-9RL78/G24 MEEEH AR Uy I 7HEIFNEL IS v a) ®aAVITaY

Configuration options in r_fwup _config.h

NS A—B

boot_loader

E

Kis

FWUP_CFG_UPDATE_MODE 3 3
FWUP_CFG_FUNCTION_MODE 0 1
FWUP_CFG_MAIN_AREA_ADDR L 0x1000 0x1000
FWUP_CFG_BUF_AREA_ADDR L 0x9000 0x9000
FWUP_CFG_AREA_SIZE 0x10000 0x10000
FWUP_CFG_CF_BLK_SIZE 2048 2048
FWUP_CFG_CF_W_UNIT_SIZE 128 128
FWUP_CFG_EXT_BUF_AREA _ADDR L 0x0000 0x0000
FWUP_CFG_EXT_BUF_AREA BLK_SIZE 4096 4096
FWUP_CFG_DF_ADDR L 0xF1000 0xF1000
FWUP_CFG_DF_BLK_SIZE 256 256
FWUP_CFG_DF_NUM_BLKS 16 16
FWUP_CFG_FWUPV1_COMPATIBLE 0 0
FWUP_CFG_SIGNATURE_VERIFICATION 0 0
FWUP_CFG_PRINTF_DISABLE 1 1
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6.2.3 RL78/G22 MENERERRIR
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6-13 RL78/G22-48p FPB £HEH AR (/\\v T 774 L) DOHHERR

EL7HA 220 T, UTFRIZRLET,

Arduino J7 USB-UART

1 RXD1 > t.,_&l"""‘..lvlllll_lll:
2 X0 RX - '
3 P140 ETS
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Touch Touch
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6.23.1 EEEHFARX NV I7EL) OTETOSIIMDOAEYT YT

RL78/G22 MEEEHAX WV I7EL) OTEIACzH FDOAERYT Y IBLPaV T4 5 L—
CIAVEBREDAEYIYTIZDONT, UTFIZRLET,

57T | 0x0000
Ox1FFF
A >m 0x2000 - 0x21FF:Header
O 0x2200 - 0x22FF-List
(size=0x9000) 0x2300 - 0x23FF:Vector
0x2400 - OXAFFF:App

OXAFFF
F—hO—4 0xBOOO
(SiZGZOXSOOO) OxFFFF

6-15 RL78/G22 MEEEHAX Ny I77EL) OTETOADI I LDAEYI YT

% 6-10RL78/G22 MEEEHAR Ny I7EL) DAV I« THRE

Configuration options in r_fwup _config.h

INGA—AH H boot_loader
FWUP_CFG_UPDATE_MODE 2
FWUP_CFG_FUNCTION_MODE 0
FWUP_CFG_MAIN_AREA_ADDR_L 0x2000
FWUP_CFG_BUF_AREA_ADDR L 0x2000
FWUP_CFG_AREA_SIZE 0x9000
FWUP_CFG_CF_BLK_SIZE 2048
FWUP_CFG_CF_W_UNIT_SIZE 128
FWUP_CFG_EXT_BUF_AREA_ADDR L 0x0000
FWUP_CFG_EXT_BUF_AREA_BLK_SIZE 4096
FWUP_CFG_DF_ADDR_L 0xF1000
FWUP_CFG_DF _BLK_SIZE 256
FWUP_CFG_DF_NUM_BLKS 8
FWUP_CFG_FWUPV1_COMPATIBLE 0
FWUP_CFG_SIGNATURE_VERIFICATION 1
FWUP_CFG_PRINTF_DISABLE 1

RO1AN6374JJ0203 Rev.2.03 Page 84 of 87



RL78/G22, RL78/G23, RL78/G24 27—Lox7 7vIT—hF EDa—)L

6.3 TEIAD Y rTHRAT I -T2 V—RDF 1 £V RFEHR

AMBOTFETOS Y ME, A—TF Y —X TinyCrypt ZFEALTVET, BESA TS VIC
TinyCrypto Z# B3 2158, TinyCrypt DS A4 LUV AFENEDHFERAEHZETITIHNELAHY FT,

TinyCrypt DS A4 £ AFEFUTEHERL T FZELY,

URL : https://github.com/intel/tinycrypt
4t X : https://github.com/intel/tinycrypt/blob/master/LICENSE
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