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Introduction

MCUDboot is an open-source secure bootloader for 32-bit MCUSs that provides a standardized framework for
secure boot, firmware authentication, and fail-safe firmware update. It defines a common flash layout, image
format, and verification flow, enabling portable and scalable secure boot implementations across different
platforms. MCUboot is hardware-agnostic and can operate either using software-based cryptographic
libraries or by leveraging hardware-accelerated cryptographic engines through platform-specific integrations.

On Renesas RA MCUs, the Flexible Software Package (FSP) integrates MCUboot as a module starting from
FSP v3.0.0. This integration allows MCUboot to utilize the on-chip Security Engine (the Secure Crypto
Engine, SCE, or Renesas Secure IP, RSIP) for hardware-accelerated cryptographic operations, such as
signature verification, improving both performance and security. Depending on the system design,
developers can choose between software-based cryptography (e.g., MbedTLS) or hardware-accelerated
cryptography using the Security Engine.

Most Renesas Security Engines support two operational modes: Compatibility Mode and Protected Mode,
which define how cryptographic keys are managed and used. In Compatibility Mode, MCUboot can use the
Security Engine or software cryptography with a flexible key handling model. Both plaintext and securely
wrapped keys are supported, allowing straightforward integration with existing software frameworks and
simplifying development and debugging. However, in this mode, key material may be accessible in system
memory or on internal buses, depending on the implementation.

In contrast, Protected Mode enforces a strict hardware-based security model. All cryptographic keys must be
securely provisioned through a trusted key injection process and are stored in a wrapped (encrypted) format.
When operating in this mode, MCUboot performs cryptographic verification by invoking hardware-protected
key operations, establishing a strong hardware root of trust and significantly reducing the risk of key
extraction or tampering.

This application note focuses on implementing MCUboot in Protected Mode using hardware-accelerated
cryptography and internal code flash on MCUs that support the SCE9 Security Engine. The procedure and
application described are applicable to all RA MCUs that support the SCE9 Security Engine in Protected
Mode. It provides step-by-step guidance for creating and integrating the bootloader and application projects,
provisioning secure keys, and performing firmware update and verification using the Renesas FSP.

For more details on the supported operational modes and security capabilities, refer to the Renesas Security
Engine Operational Modes application (R11AN0498).

Target Devices
e RAB6M4/RA6M5
e RA4M2/RA4M3

Note: RA4E1 and RABE1 are not targeted in this application note, as they support using the SCE9 Security
Engine only for TRNG usage. As such, only the PSA Crypto APIs with limited SCE9 Compatibility Mode
support are available for these MCU Groups.

Required Resources
Development tools and software

e The e? studio IDE v2026-04.2

e Renesas Flexible Software Package (FSP) v6.5.0

e SEGGER J-link® USB driver

Note: The above three software components are bundled in a downloadable platform installer available on
the FSP webpage at renesas.com/ra/fsp.
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Python v3.12 or later (https://www.python.org/downloads/)

OpenSSL: v3.0.12 or later (OpeenSSLwebsite: https://www.openssl.org/, OpenSSL App for Windows
OS: https://slproweb.com/products/Win320penSSL.html)

Renesas Flash Programmer (RFP) v3.23

Renesas Security Key Management Tool v1.11

Kleopatra v3.3.0 (based on Gpg4win-4.4.0, can be downloaded from http://www.gpg4win.org/)

Hardware

EK-RA6M4 Evaluation Kit for RA6M4 MCU Group (http://www.renesas.com/ra/ek-ra6m4)
EK-RA4M3 Evaluation Kit for RA4M3 MCU Group (http://www.renesas.com/ra/ek-ra4m3)
Workstation running Windows® 11

One USB device cable (type-A male to micro-B male)

Prerequisites and Intended Audience

This application note assumes that you have some experience with the Renesas e? studio. In addition, you
should read the entire MCUboot Port section of the FSP User's Manual prior to moving forward with this
application project. This application project also assumes that you have some knowledge of cryptography.

The intended audience includes product developers, product manufacturers, product support, and end users
involved in designing application systems that use a secure bootloader.
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1. Overview of MCUboot

1.1 History of MCUboot

MCUboot evolved out of the Apache Mynewt bootloader, which was created by runtime.io. MCUboot was
then acquired by JuulLabs in November 2018. The MCUboot GitHub repo was later migrated from JuulLabs
to the mcu-tools GitHub project. In 2020, MCUboot was moved under the Linaro Community Project umbrella
as an open-source project, and it now resides under TrustedFirmware
(www.trustedfirmware.org/projects/mcuboot).

1.2 MCUDboot Functionalities Overview

MCUBoot handles the firmware authenticity check after startup and the firmware switch stage of the firmware
update process. Downloading the new version of the firmware is out of scope for MCUboot. Typically,
downloading the new version of the firmware is functionality that is provided by the application project itself.

1.2.1 Validate Application before Booting and Updating

For applications using MCUboot, the MCU memory is separated into MCUboot, Primary App, Secondary
App, and the Scratch Area. Figure 1 is an example of the single-image MCUboot memory map. For more
information on the MCUboot memory layout, refer to the Flash Map section of the MCUboot website.

Scratch Area

Secondary App

Primary App

MCUboot

Figure 1. Single Image MCUboot Memory Flash Map
The functionality of the MCUboot during booting and updating follows the process below:

The bootloader starts when the CPU is released from reset. For TrustZone-based MCUs, MCUboot is
designed to run in secure mode with all access privileges available to it. If there are images in the Secondary
App memory marked as to be updated, the bootloader performs the following actions:

1. The bootloader authenticates the Secondary App image.

2. Upon successful authentication, the bootloader switches to the new image based on the update method
selected. Available update methods are introduced in section 1.2.2.

3. The bootloader boots the new image.

If there is no new image in the Secondary App memory region, the bootloader authenticates the Primary
applications and boots the Primary image.

The authentication of the application is configurable in terms of the authentication methods and whether the
authentication is to be performed with MCUboot. If authentication is to be performed, the available methods
are RSA or ECDSA. The firmware image is authenticated by hash (SHA-256) and digital signature validation.
The public key used for digital signature validation can be built into the bootloader image or provisioned into
the MCU during manufacturing. In the examples included in this application project, the public key is built into
the bootloader images.

There is a signing tool included with MCUboot: imgtool .py. This tool provides services for creating Root
keys, key management, and signing and packaging an image with version control. Read the MCUboot
documentation to use and understand these operations.
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1.2.2 Applications Update Strategies

The following are the update strategies supported by MCUboot. The analysis of pros and cons is based on
the MCUboot functionality, but not the FSP MCUboot Module functionality. In addition, this application note is
not intended to provide all details on the MCUboot application update strategies. For more information on the
update strategies, refer to the MCUboot design page.

Overwrite
In the Overwrite update mode, the active firmware image is always executed from the Primary slot, and the
Secondary slot is a staging area for new images. Before the new firmware image is executed, the contents of
the Primary slot are overwritten with the contents of the Secondary slot (the new firmware image).
Pros:

o Fail-safe and resistant to power-cut failures.

e Less memory overhead, with a smaller MCUboot trailer and no Scratch Area.

e Encrypted image support is available when using external flash.

e Does not support pre-testing of the new image prior to overwriting.

e Does not support an automatic application fallback mechanism.
Overwrite upgrade mode is supported by Renesas RA FSP v3.0.0 or later. External flash memory
support is supported by FSP v3.5.0 or later.

Swap
In the Swap image upgrade mode, the active image is stored in the Primary slot and is always started by the
bootloader. If the bootloader finds a valid image in the Secondary slot that is marked for upgrade, then the
contents of the Primary slot and the Secondary slot are swapped. The new image then starts from the
Primary slot. Upgrading an old image with a new one by swapping can be a two-step process. In this
process, MCUboot performs a “test” swap of image data in flash and boots the new image. The new image
can then update the contents of flash at runtime to mark itself “OK”, and MCUboot will run it during the next
boot.
Pros
e The bootloader can revert the swapping as a fallback mechanism to recover the previous
working firmware version after a faulty update.

e The application can perform a self-test to mark itself permanent.

e This image upgrade mode is fail-safe and resistant to power-cut failures.

e Encrypted image support is available when using external flash.

o Need to allocate a Scratch Area.
e Larger memory overhead, due to a larger image trailer and additional Scratch Area.
e Larger number of write cycles in the Scratch Area, thus faster wearing out of Scratch
sectors.
Swap upgrade mode is supported by Renesas RA FSP v3.0.0 or later. Runtime image testing is supported
by FSP v3.4.0 or later, excluding v3.5.0. External flash memory support is supported by FSP v3.5.0 or later.
The swap update mode with test mode is demonstrated in this example application.

Direct execute-in-place (DXIP)
In the direct execute-in-place mode, the active image slot alternates with each firmware update. If this update
method is used, two firmware update images must be generated: one is linked to be executed from the
Primary slot memory region, and the other is linked to be executed from the Secondary slot.
Pros
e Faster boot time, as there is no overwrite or swap of application images needed.
o Fail-safe and resistant to power-cut failures.
Cons
e Added application-level complexity to determine which firmware image needs to be
downloaded.
o Encrypted image support is not available.
Direct execute-in-place mode is enabled in FSP for the code flash linear mode as well as code flash dual
bank mode.
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RAM loading firmware update

Like the direct-XIP mode, RAM loading firmware update mode selects the newest image by reading the
image version numbers in the image headers. However, instead of executing it in place, the newest image is
copied to RAM for execution. The load address (the location in RAM where the image is copied to) is stored
in the image header. This upgrade method is not typically used in an MCU environment. Refer to the RAM
Loading section in the MCUboot page for more information on this update strategy. This image update mode
does not support encrypted images; refer to the MCUboot documentation on encrypted image operation.
RAM loading update mode is not supported by the Renesas RA FSP.

2. Overview FSP MCUboot Module with Protected Mode

The Renesas RA FSP MCUboot module supports MCUboot integration with Renesas Security Engine
operation modes, including Compatibility Mode and Protected Mode. These modes are directly associated
with the usage model enforced by the security engines in RA MCUSs, particularly in terms of key handling and
security policy enforcement.

Compatibility Mode is a flexible operating mode of the Renesas Security Engine designed for ease of
integration with existing software stacks and legacy systems. It allows both plaintext keys and securely
wrapped keys to be used, enabling a wide range of deployment scenarios with minimal restrictions.

Protected Mode is a security-focused operating mode of the Renesas Security Engine that enforces strict
key protection policies. It ensures that cryptographic keys are never exposed in plaintext and are securely
provisioned, stored, and used entirely within the hardware security boundary.

The availability of each mode depends on the device-specific implementation of the security engine. The
table below summarizes the support of Compatibility Mode and Protected Mode across selected MCU
groups with the SCE9 security engine.

MCU Group Security Compatibility | Protected Notes
Engine Mode Mode
support support
RA6M4/RA6M5/ | SCE9 Yes Yes Full SCE9 support for application
RA4M2/RA4M3 crypto usage.
RAGE1/RA4E1 SCES9, limited Yes, for using | No Only access management circuit,
implementation | TRNG only random number generation circuit,
and unique ID are supported.

Based on the supported device groups shown above, this section focuses on the FSP MCUboot module in
Protected Mode. It covers the available upgrade modes, required FSP configurations, and the image signing
process.

2.1 FSP MCUboot Module with Protected Mode

FSP MCUboot Module supports Compatibility Mode as the standard operation mode of MCUboot. It
functions as a typical bootloader to ensure basic firmware update functionality and is suitable for applications
where enhanced security measures are not required.

FSP MCUboot in Protected Mode offers enhanced security features that improve the overall protection of
cryptographic keys and firmware integrity. It provides additional security by ensuring that cryptographic keys
that are used were securely provisioned for the specific device. This targeted provisioning reduces the risk of
key exposure or misuse across multiple devices, strengthening the overall security of the system by avoiding
generic keys.
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Figure 2. FSP MCUboot Stacks for Protected Mode

Protected Mode offers optimal key protection by using a wrapped key format during the key injection
process, which appends an MCU-unique MAC to the key. This MAC is checked by the security engine prior
to using the key, ensuring that the public key has not been tampered.

A key feature of Protected Mode is the mandatory secure key injection process, which requires the public
key used for firmware authentication to be securely injected into the device prior to deployment. This process
prevents unauthorized firmware installations, as only firmware signed with the private key that matches the
securely injected public key will be accepted and executed. Refer to the r11an0496 application for detailed
information about secure key injection.

Protected Mode also provides advantages in code size efficiency compared to Compatibility Mode, delivering
enhanced security features without significantly increasing the footprint on devices with limited memory or
storage. This makes it ideal for embedded systems where resource constraints are common. For example,
the bootloader for the Swap update mode uses a flash area of around 64 KB when using ECDSA P-256
signature type in Compatibility Mode, but with Protected Mode, the bootloader reduces to about 40 KB.

Protected Mode allows the bootloader to operate securely even when the main application runs in
Compeatibility Mode. This flexibility enables developers to improve bootloader security without modifying
existing application code, offering a practical path for enhancing security in legacy.

Note that there is a limitation in the current system. The ECC plaintext public key needs to be included in the
bootloader for the system to function. The MCUboot code checks the hash of this plaintext public key against
the hash that is in the image header to confirm the right key to use. The actual signature verification of the
image uses the injected ECC public key.

2.2 MCU Memory Configuration using MCUboot Module with FSP

This section provides a high-level overview of the MCUboot Module in the FSP. Currently, the FSP supports
four firmware update methods:

e Overwrite Only: The entire Primary slot is overwritten with the Secondary slot.

o Overwrite Only Fast: Only sizeof(secondary_image) is copied into Primary slot. Unused sectors are not
copied.

e Swap: The entire Primary and Secondary slots are swapped. A Scratch region is required.

o Direct XIP: The new image is run directly from its flash partition.

Note: We recommend reviewing the MCUboot port section of the FSP User’'s Manual to understand the Build
Time Configurations for MCUboot. This section is not meant to cover all the configurable properties. Only
some of the most frequently used configuration options are introduced.
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2.21 General Configuration
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Figure 3. FSP MCUboot Module General Configuration Properties
General configuration properties include:

e Custom mcuboot_config.h: The default mcuboot config.h file contains the MCUboot Module
configuration that you selected from the RA configurator. You can create a custom version of this file to
achieve additional bootloader functionalities available in MCUboot.

e Upgrade Mode: This property configures the application image update method selection explained at
the beginning of section 2.2. The options are Overwrite Only, Overwrite Only Fast, Swap, and Direct XIP,
as shown in Figure 4. Overwrite Only is the default setting.

Threads % | New Thread ] Remaove = HAL/Common

w fﬁ HAL/Common
+2 g_ioport I/0 Port (r_ioport)
4 MCUboot

Objects %] MNew Object = 8] Remove
| ] <

Summary|BSP|Clock5|Pins|Interrupts Event Links|Linker Sections | Stacks | Components

Problems Console Properties Smart Browser Smart Manual Memory
MCUboot
Settings Property Value
v Common
APl Info
v General
Custom mcuboot_config.h
Upgrade Mode Swap
Validate Primary Image
Downgrade Prevention (Overwrite Only) Overwrite Only
Watchdog Feed O}-rerwrlte Only Fast
Measured Boot DirectXie
Data Sharing Disabled
Figure 4. Application Image Update Mode
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Figure 5 is a more detailed application image format that can be referenced to understand the various
MCUboot property definitions.

ScratchArea (swap
upgrade mode only)
__________ Trailer
Secondary f------m--mmomo oo
slot _Type Length Value (TLV)
Application 2
Header «— Image Magic number
Primary | Traler
slot Type Length vValue (TLvy|  'MA98_0k
"""""" T[T Magic number
Application 1
""""" Header
*—Head i b
Bootloade Bootloader FARET MAgIE ALmber

Figure 5. General Configuration for MCUboot Module

e Validate Primary Image:

- When Validate Primary Image is enabled, the bootloader performs a hash or signature verification,
depending on the verification method chosen, in addition to the MCUboot sanity check based on the
image header and TLV area magic numbers. The Header and TLV area magic humbers are always
checked as part of the sanity checking prior to the integrity checking and the signature verification.

- When Validate Primary Image is disabled, the integrity check based on hash is performed, as well as
the sanity check. It is highly recommended to always enable this property if boot time is not a
concern. Note that the image magic number is not part of the image validation; it is a reference value
that can be used for a sanity check during the application upgrade debugging process. This image
magic number is written to the flash after a successful image upgrade.

o Downgrade Prevention (Overwrite Only): This property applies to Overwrite upgrade mode only.
When this property is enabled, new firmware with a lower version number will not overwrite the existing
application.

e Watchdog Feed: This function might be implemented if the OS / HW watchdog is enabled while doing a
swap upgrade and the time it takes for a swap is long enough to cause an unwanted reset. If
implementing this, the OS main.c must also enable the watchdog.

e Measured Boot: This property applies to copying the boot data into the secure RAM, intended to be
used by the secure application.

o Data Sharing: This property applies to copying the user data into the secure RAM, intended to be used
by the secure application.

2.2.2 Application Image Signature Type Options

Application images using MCUboot must also be signed to work with MCUboot. At a minimum, this involves
adding a hash and an MCUboot-specific constant value in the image trailer.

Figure 6 shows the signature types available for the application image signing methods supported by the
MCUboot module. For memory-restricted devices, you can choose None for Signature Type, which will
reduce the bootloader size. For example, the bootloader for the Overwrite update mode uses a flash area of
64 KB when using the ECDSA P-256 signature type, but when signature support is not used, the bootloader
reduces to about 19 KB. Protected Mode is not supported when using the ML-DSA signature type.

R11AN1048EU0110 Rev.1.10 Page 10 of 50
Jul.20.26 RENESAS



RA Family Secure Bootloader Using MCUboot with SCE9 Protected
Mode and Internal Code Flash

y HAL/Common Stacks
Threads

~ ‘.‘ HAL/Common “+ MCUboot
¢ g_ioport I/0 Port {r_io
4 MCUboot o

1
4 MCUboot Port for RA (rm_mcubaot_port)

Objects :

Summary | BSP | Clocks | Pins | Interrupts | Event Links | Linker Sections | Stacks | Components

Problems Properties X Console Smart Browser Smart Manual Memory

MCUboot

Property Value

Settings
~ Comman

API Info > General

~ Signing and Encryption Options
> TrustZone

Signature Type ECDSA P-256

Boot Record

Custom

Python

Encryption Scheme
> Flash Configuration
> Data Sharing

ECDSA P-384

Figure 6. Application Image Signature Type for FSP MCUboot Module

2.2.3 Signing Options
Figure 7 shows the default Custom signing option configuration provided by FSP.

~ Signing and Encryption Options
~ TrustZone
Boot Record {Image 2)

| Custom (Image 2) --confirm |
Signature Type ECDSA P-256
Boot Record

| Custom --confirm |

Figure 7. FSP Default Signing Option

By default, FSP sets --confirm for the Custom property for both Image 1 and Image 2 when TrustZone is
used. For TrustZone-based applications, the Secure Image (Image 1) and Non-Secure Image (Image 2) can
have different configurations such that there is a different update policy for the Secure and Non-Secure
Images. Some commonly used signing options are:

e Option --pad:

This option places a trailer on the image that indicates that the image should be considered for an
upgrade. Writing this image in the Secondary slot causes the bootloader to upgrade to it. When
Swap mode is selected, this option generates a signing command such that the Secondary image
will first be swapped with the Primary application image. On the next reset, the Primary application
previously used will be swapped back and rebooted.

e Option --confirm:
When Swap mode is selected, this option generates a signing command such that the Secondary
image will first be swapped with the Primary application. At the next reset, there will be no swap
between the Primary and Secondary application, and the Secondary application will be booted.
Confirm is the default Force Upgrade configuration.
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e Noinput:
If no option is put in this property, application images signed with the signing command generated
from this setting will not be updated.

When Overwrite mode is selected, the --pad or --confirm option generates signing commands such that the
overwrite will occur and the Secondary application will overwrite the Primary application.

The image signing tool Imgtool . py is included with MCUboot. It is integrated as a post-build tool in

e? studio to sign the application image. For detailed information about using this tool with e? studio, refer to
the application image signing information in section 6.2. For more information on the possible options
available for this property setting, refer to the description in the imagetool.py md file and visit the MCUboot
documentation page https://docs.mcuboot.com/imgtool.html.

3. Keys Preparation

3.1 Using the Renesas Key Wrap Service to Create PGP Key Pair and Exchange
Keys with Renesas DLM Server

The Renesas Key Wrap Service must be used to wrap an arbitrary User Factory Programming Key (UFPK)
specific to the target MCU Group and security engine operation mode. All key material exchange is
performed with PGP encryption. The steps to establish this PGP-encrypted communication channel between
the user and the Renesas Key Wrap Server can be referred to in section 3 “Using the Renesas Key Wrap
Service” on application project r11an0496. This is a one-time process and does not need to be repeated for
different MCUs. The output of this process is the Renesas public key, which will be used in the following
step.

3.2 Renesas Security Key Management Tool

The Renesas Security Key Management Tool (SKMT) performs several functions during the secure key
injection process. Open the following link to access the latest SKMT:

https://www.renesas.com/software-tool/security-key-management-tool

From the above link, find the Downloads area and download the latest Security Key Management Tool
installer. This tool supports Windows, Linux, and macOS. The screenshots in this document came from the
Windows environment.

All Types v Q_ start typing to filter results by title

Type o Title 2 Date 2

Software & Tools - Other Security Key Management Tool V1.1 e2studio plugin for Linux Nov 28, 2025
B Loginto Download 7IP 2001MB  H#AEE

Software & Tools - Other Security Key Management Tool V1.11 e2studio plugin for Windows Nov 28, 2025
A LogintoDownload zIP 1988MB HZAZE

Software & Tools - Other Security Key Management Tool V1.11 e2studio plugin for macOS Nov 28, 2025

B LogintoDownload ZIP 1969MB HAEE

Figure 8. Download the Security Key Management Tool for Windows, Linux, or macOS

Once the installer executable is downloaded, right-click on the installer and select Run as administrator to
install this tool. Follow the prompt to select the Setup Language. Currently, both English and Japanese are
supported. Next, select the installation folder. By default, it will be installed into
C:\Renesas\SecurityKeyManagementTool\. If a previous version is installed, the old version will be
overwritten.

The User’s Manual of this tool is located in the \ DOC folder. We recommend that you read through the user’s
manual before proceeding to the following section.
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The SKMT provides two interfaces for users: a Command Line Interface (CLI) and a Graphic User Interface
(GUI). The CLI interface is typically used for production support, and the GUI interface is primarily intended
for development usage. This application note will explain how to use both interfaces to perform key injection.

3.3 Wrap Key with UFPK and W-UFPK using SKMT GUI Interface

3.3.1 Creating and Wrapping UFPK

Define a UFPK and convert it to a binary format that is compatible with the Renesas Key Wrap Service. This
can be done using the Renesas Security Key Management Tool (SKMT).

The same UFPK can be used for all RA Family MCUs. However, the corresponding W-UFPK may be
different as it depends on the specific MCU Group. To avoid confusion and mistakes, it is recommended to
choose the correct RA MCU Family when generating UFPK using the SKMT GUI interface and name them
differently based on the MCU family.

Double-click SecurityKeyManagementTool.exe to launch the GUI interface.

Renesas » SecurityKeyMangementTool

-~

Mame

CLI
configuration
DoC

plugins

workspace

| SecurityKeyManagementTool.exe

42| SecurityKeyManagementTool.ini
|| unins0D00.dat

|—*L_=| unins000.exe

Figure 9. Launch SKMT GUI Interface

To use the example projects included in this application project, set the UFPK to
000102030405060708090A0BOCODOEOF000102030405060708090a0b0c0d0e0f

Note that the 32-byte UFPK must be provided in big-endian format.

Select the correct MCU family and security engine mode when using the SKMT tool. In the Overview
window, select RA Family, SCE9 Security Functions, and Protected Mode.

RENESAS

Security Key Management Tool

This tool is designed to assist in the preparation of application and Device Lifecycle Management (DLM) keys for
secure injection and update,

Keys are securely injected via a User Factory Pregramming Key (UFPK), which must be wrapped by the Renesas
Key Wrap Service to obtain a wrapped UFPK (W-UFPK),

Keys are securely updated via a Key-Update Key (KUK], which must be securely injected.

Please refer to the specific MCU/MPU docurentation for more information about supported security features,

Select MCU/MPU and security engine: IRA Family, SCES Security Functions and Protected Mode VI

Please select the target MCLU or MPU before continuing,

Figure 10. Select RA Family, SCE9 Protected Mode
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Once the correct MCU Family, Security Engine, and Mode are selected, navigate to the Generate UFPK

page.
e For the User Factory Programming Key, select Use specified value.

o Click the Browse button to select a folder to store the key and name the resulting file.

o Click Generate UFPK key file. The ufpk.key file will be generated.

Overview | Generate UFPK | Generate KUK Wrap Key TSIP Update FSBL ~ DOTF/OTFD SFP

A User Factory Programming Key (UFPK) is used to securely inject Device Lifecycle Management (DLM) and
application keys during production programming.
The UFPK must be wrapped by the Renesas Key Wrap service and then used to prepare keys for secure injection.
User Factory Programming Key
() Generate random value

O Use specified value (32 hex bytes, big endian format)
000102030405060708090A0B0CODOEOF000102030405060708090a0b0c0d0e0f

Output file (key) :

Generate UFPK key file

Send the generated UFPK key file to the Renesas Key Wrap service
https://dIm.renesas.com/keywrap
to obtain the wrapped UFPK (W-UFPK).

Command Line: skmt.exe /genufpk /ufpk

TRy
UFPK: 000102030405060708090A0B0CODOEOF000102030405060708090A0BOCODOEQF
COutput File: C\MCUboot_Protected_Maode\ufpkkey

(OPERATION SUCCESSFUL

r

CAMCUboot_Protected ﬁode\ufpkkey I

"000102030405060708090A0B0CODOECF000102030405060708090a0b0c0d0e0f" /output "CAMCUboot_Protected_Mode

Figure 11. Generate Fixed UFPK using GUI for SCE9

Optionally, the user can also choose the Generate random value option to generate the UFPK

The next step is to obtain a W-UFPK from the Renesas Key Wrap Service based on the selected UFPK.

Note that if the UFPK is changed, a new W-UFPK must be obtained.

1. Launch the Kleopatra program.

2. Encrypt the UFPK with the Renesas public key. This key was imported earlier to Kleopatra. Using
Kleopatra, select Sign/Encrypt... and select the UFPK file. In this screenshot, an example file named

ufpk. key file is used for demonstration purposes. Then click Open.

™ <« (C)0OS » MCUboot_Protected_Mode hd C
E: older
SignfEncrypt... ~
Name
Search,,, <alk+ I [ ufpkkey I

S

Figure 12. Encrypt the UFPK File for PGP Transfer
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3. When asked which entity this file is to be encrypted for, (optionally) uncheck Encrypt for me and check
Sign as, Encrypt for others, and Encrypt / Sign each file separately.

(™ Sign/Encrypt Files - Kleopatra - X

Sign / Encrypt Files

Prove authenticity (sign)

Sign as: [¥secure key< customer@comapy.com> (certified, created: 1/13/2025) v

ot
O

Encrypt
|:| Encrypt for me: EEME_IEH customer@company.core (certified, created: 1/13/2025) ”
Encrypt for others: Please enter a name or email address ‘ &

] Encrypt with password. Anyone you share the password with can read the data.

Output

Output files/folder:

. |C:fMCUbUUt_PrUtected_Mude €a ‘ (e
I Encrypt / Sign each file separately. I

Sign [ Encrypt Cancel

Figure 13. Select PGP Encryption Options

4. Click the Open Selection Dialog (the 2 icon). This will open a Certificate Selection dialog box.

™ Sign/Encrypt Files - Kleopatra ? it

Sign / Encrypt Files
Prove authentidty (sign)

Sign as: "1 secure_key <customer@company.com (certified, created: 4/11/2022) w
Encrypt
[] Encrypt for me: secure_key <customer@company.com> (certified, created: 4/11/2022)

Encr‘p’thOf others: g&lFleese enter a name or email address..

| Open selection dialog

Figure 14. Open the Selection Dialog

5. In this window, select keywrap to select the Renesas public key, then click OK

™ Kleopatra

File View Certificates Tools Settings Window Help

- - 2 = =2 Q@ @@= =B B

Sign/Encrypt... Decrypt/Verify...  Import... Export... Certify... Lookup on Server... Certificates MNotepad Smartcards

Search... <Alt+Q>

All Certificates
MName E-Mail User-IDs  Valid From Valid Until Key-1D
Lkevwrap sustomerkey encryption system@lmyrenesas.. certified ___10/23/2018 F517 189C 1EAS ESSD |
Secure_key customer@company.com certified 8/16/2023 8/16/2025 9EB6 BEBCF BADE FCF4
Figure 15. Select the Renesas PGP Public key
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6. Ensure that the correct destination folder for the encrypted key is selected under Output. Finally, click
Sign/Encrypt. It is a good practice to keep UFPK and W-WUPK for different MCU families in different
folders and under different names.

vy ]

Sign / Encrypt Files

Prove authenticity (sign)

Sign as: [¥4secure_key<customer@company.com > (certified, created: 1/13/2025) v | | 2%
Encrypt
|:| Encrypt for me: | \sec..ve_-:e-,- customer@company.com -

Encrypt for others: keywrap <customer-key-encryption-system@Im.renesas.com> (cer‘tiﬂed,| g

|

O

%

|:| Encrypt with password. Anyone you share the password with can read the data.

Output
Output files/folder:

. |C:,-’MCUboot_Protected_Mude L x| | (5

Encrypt / Sign each file separately.

Sign / Encrypt Cancel

Figure 16. Encrypt UFPK using Renesas PGP Public Key

7. If you do not check Encrypt for me, you will get an Encrypt-To-Self Warning that you cannot decrypt
the data. Click Continue.

™ Encrypt-To-Self Warning - Kleopatra ? Ed

Mone of the recipients you are encrypting to seems to be your own.
This means that you will not be able to decrypt the data anymore, once encrypted.

Do you want to continue, or cancel to change the recipient selection?

Do not ask again

I Continue Il ) Cancel |

Figure 17. Start the UFPK Encryption process

8. Provide your private key passphrase, then click OK.

7 pinentry-gt - ot

Please enter the passphrase to unlock the OpenPGP secret key:
§ "secure_key <customer @company.com ="
[ ‘\] 3072-bit RSA key, ID ASSCA8E480A 16369,
r created 2022-01-13.

Passphrase: | Az

Cancel

Figure 18. Provide Passphrase

R11AN1048EU0110 Rev.1.10 Page 16 of 50
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9. The UFPK encrypted with the Renesas public key will be generated, with the . gpg added to the
extension of the key. In this case, the file ufpk. key.gpg is generated. Click Finish.

™s gn/Encrypt Files - Kleopatra X

Results
Status and progress of the crypto operations is shown here.

OpenPGP: All operations completed.

ufpk.key — ufpk.key.gpg: Signing and encryption succeeded.

Figure 19. Encrypted Key is Generated

10. Now, we can send the UFPK that has been encrypted with the Renesas Public Key to the Renesas DLM
Server for wrapping. Return to the DLM Server web page:

PGP key exchange| Display history

The RZ family users

RZ

@-\ The RX farmily usars
=4

3\

The RE family users,

RE

Figure 20. Select the MCU Family

When generating the Wrapped UFPK, it is important to select the correct MCU family and security engine
mode.

Note: A W-UFPK generated for Compatibility Mode cannot be used to inject keys in DLM or Protected Mode,
and vice versa.

To create a W-UFPK for the RA6M4 example project, select the Renesas RA Family and click Protected
Mode RA6M4/RA6M5 Wrap UFPK.
To create a W-UFPK for the RA4M3 example project, select the Renesas RA Family and click Protected
Mode RA4AM2/RA4M3 Wrap UFPK.

RSIP/SCE Protected Mode

For key injection when using Protected Mode and the following security features
-Device Lifecycle Management (DLM
+Secure Factory Programming (SFP)
*Decryption On The Fly (DOTF) (When using Protected Mode)
+First Stage Boot Loader (FSBL.

RA8D1/RA8M1/RA8T1 Wrap UFPK

RABE1/RA8SE2 Wrap UFPK

RA8P1 Wrap UFPK

RA8T2 Wrap UFPK
RA8M2/RA8D2 Wrap UFPK
RA6M4/RA6M5 Wrap UFPK

RA6T2 Wrap UFPK

RA6E1Wrap UFPK
RA4M2/RA4M3 Wrap UFPK

RA4E1 Wrap UFPK

RA4L1 Wrap UFPK

Figure 21. Select the RA6M4/RA6M5 or RA4M2/RA4M3 MCU Group RSIP/SCE Protected Mode
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11. Click Encryption service for products on the next screen. Here, the screenshot uses RA6M4 as an
example; for other MCU families, a similar screen will be presented.

RA6M4/RAEM5 Customer data selection screen

Encryption service for products
The Key2 (customer’ s key) generated by you will be encrypted by “HRK«" (the embedded key of RA6M4/RABM5 chip) and sent to you.

Figure 22. Choose Encryption service for products

12. Click Reference and select the corresponding encrypted UFPK; the example shown is ufpk. key.gpg
created previously and click Open. Note that in the DLM server description, Key2 refers to the UFPK.

Use our PGP public key to encrypt Key? that vou have made as the customer key.

Specify the file for encryption by using the browse button, and click on the OK button.
Eample: xwocecpep, et

« (C)0S » MCUboot Protected_Mode l\/ @) Search MCUboot_Protected.. R
older =- 1 @
Name Date modified Type
=] ufpkkey 7/2/2026 3:29 PM KEY

8 ufpkkey.gpg 7/2/2026 3:38 PM Ope

name: v| All files () v

Upload from mabile = Cancel

Figure 23. Select the PGP-Encrypted UFPK file

13. Click Settle. The following message will be printed. Then click Return to the menu. You can now log
out of the Renesas Key Wrap Service.

Return to the menu

We have accepted vour request. The encrypted key data will be sent to the specfied e—mail address.
Flease check the e—mall.

Figure 24. Return to the DLM Server Main Menu
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14. The wrapped UFPK Key (W-UFPK) encrypted with your PGP public key should arrive in your email
typically in about 1-2 minutes. Save the attached file.

Your [RA6M4/RA6M5] customer key has been successfully encrypted and is attached to t... B Summarize
KeyWrap service <customer-key-encryption-system@I|m.renesas.cc ‘© | ) Reply ‘ © Reply Al ‘ 7 Forward | ﬁ | |
To Thu 7/2/2026 3:50 PM

A ufpkkey enckey.pgp
1KB

To

Thank you for using the KeyWrap service.
We have sent the encrypted data as an attachment. Save the attached file, and proceed with PGP decryption.

Product name: RAGM4/RREMS
Processing mode: Products mode

Please delete this email if you were not aware that you were going to receiwve it.
* This email was sent from a send-only address.

Please understand that there will be no response, even if you reply to this address.
Thank you.

Renesas Electronics Corporation

Figure 25. Receiving the W-UFPK via Email
15. With the Kleopatra program, click Decrypt/Verify, select the encrypted W-UFPK file, and click Open.

T~ « (C)0S > MCUboot_Protected_Mode v G Search MCUboot Protected.. 2
™ Kleopatra New folder =- 0 e
File View Certificates Tools Sethi Name Date modified Type
= 1 ufpkkey 7/2/2026 3:29 PM KEY File
0 i = mp ‘
sign/Encrypt... | Decryptpverify... | Import | 8 ufpkkey.gpg 7/2/2026 3:38 PM OpenPGP Bit
| & uipkiey_enckeypgp | 7/2/2026 350 PM OpenPGP Bit
File name: |ufpkkey_enckey.pgp v | Al Files (*) ~

Cancel

Figure 26. Decrypt the W-UFPK

16. Follow the prompt to provide your PGP private key passphrase and click OK. The decrypted W-UFPK is
generated in the folder specified.

™ Decrypt/Verify Files - Kleopatra X

Output folder: C:/MCUboot_Protected_Mode

All operations completed.

ufpk.key_enc.key.pgp — ufpk.key_enc.key: Decryption succeeded. Show Audit Log

Note: You cannot be sure who encrvoted this message as it is not signed.
Recipient: (certified, OpenPGP, created:

Save All Discard

Figure 27. Decrypting the Encrypted W-UFPK

Click Save All to save the decrypted W-UFPK key file ufpk.key enc.key to the same folder as the UFPK
key file. Both key files are required to generate key injection bundles.
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3.3.2 Wrapping User Key with UFPK and W-UFPK
From the Windows OS Start menu, open the Win64 OpenSSL Command Prompt

B Opensst

q Official OpenSSL Documentation

q Official OpenSSL Website

- Win64 OpenS5L Command Prompt

q Windows OpenSSL Website

Figure 28. Open the Win64 OpenSSL Command Prompt

Next, the user needs to extract the public key data from the .pem file used for signing the image. The test
key file used depends on the Signature Type configured for the MCUboot project. In this example, the
signature type is ECDSA P-256, and the project uses the default public/private key pair included in MCUboot
for testing purposes. For more information, please refer to section 5.3.

Mr [rabm4_bootloader] FSP Configuration

Stacks Configuration

Threads = HAL/Common
v ‘:‘ HAL/Common
& g_ioport I/O Port (r_ioport) ’b MCUboot
4 MCUboot
(i)
4 MCUboot Port for RA (rm_mcuboot
Objects
@
<
Summary | BSP | Clocks | Pins | Interrupts | Event Links | Linker Sections | Stacks  Components
Problems Console Properties > Smart Browser Smart Manual Memory Usage Progr
MCUboot
Settings Property Value
v Common
APl Info
General
~ Signing and Encryption Options
Trusigne
1 Signature Type ECDSA P-256 1
Boot Record
Custom --confirm

Figure 29. Signature Type Configuration

To extract the public key from the .pem file used for signing the image, execute the following command:
$ openssl ec -noout -text -in <path to pem file in bootloader>
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Secure Bootloader Using MCUboot with SCE9 Protected

v 1i5 rabm4_bootloader
1‘}’" Binaries

[nt! Includes

v (EBra

= arm

= board

= fsp

¥ = mcu-tools
“ = MCUboot

= boot

= ext

= scripts

= sim

| enc-ec256-priv.pem
| enc-ec256-pub.pem
| enc-rsa2048-priv.pem
| enc-rsa2048-pub.pem

I root—ec—p256.pem|

= ra_gen

| root-ec-p384.pem
| root-ec-p384-pkcs8.pem

| root-rsa-2048.pem

I root—iﬂ?zpem

6md_bootloader/ra/mcu-ti

Figure 30. Print out public key data

This 64-byte public key data, which is a combination of Qx and Qy, will be used in the next steps of the user

key wrapping process.

Note that when the ECC public key is printed out this way, it will contain a 0x04 ASN.1 prefix at the start,

which should be discarded.

Launch the SKMT GUI and select RA Family, SCE9 Security Functions, and Protected Mode on the
Overview tab. On the Wrap Key tab, select the Key Type as ECC and secp256r1, public, as shown in

Figure 31.

ﬂ Security Key Management Tool
File View Help

Overview Generate UFPK  Generate KUK | Wrap Key JTSIP UPDATE FSEL DOTF  SFP

Keys must be wrapped by the UFPK for secure injection or by the KUK for secure update.

Key Type  Key Data

O DLM/AL DLM-55D (OAES | 256 bits ARC4
O KUK (ORSA | 2048 bits, public TDES
OEM Root public [®ECC  [secpasert, public ~|
OHMAC |SHA256-HMAC
Figure 31. Choose secp256r1 Public Key

R11AN1048EU0110 Rev.1.10
Jul.20.26

RENESAS

Page 21 of 50




RA Family Secure Bootloader Using MCUboot with SCE9 Protected
Mode and Internal Code Flash

Next, configure the Key Data. Under the Key Data area, select Raw and provide the Qx and Qy following
data in Figure 31 as shown below. The key data is duplicated here to easily copy and paste to the GUI
interface.

Qx = 2acb403ce8feed5bad4995a1a91daee8dbbe1937cd14fh2f245737e5953988d9
Qy = 94b9d65aebd7cdd5308ad6fe48b24a6a810ee5f07d8b6834cc3abafc538efac

Keys must be wrapped by the UFPK for secure injection or by the KUK for secure update (if supported).

Key Type Key Data

() File Browse...
@ Raw Qx: 2acb403ce8feedSbad44995a1a91daee8dbbe1937cd14fb2f24573725953988d9

e —— S —
Qy . |94b9d65aebd7cdd5308ad6fe48b24aba810ee5f07d8b6834cc3abafc538efac

Figure 32. Provide the ECC Public Key data

Next, under the Wrapping Key section, click the corresponding Browse buttons to select the UFPK and W-
UFPK key pair created in section 3.3.1. For the IV, select Generate random value. For the Output option,
select RFP; then click the Browse button, choose the output folder, and name the output file.

Wrapping Key

© UFPK UFPK File: CAMCUboot_Protected_Mode\ufpk.key Browse...

W-UFPK File : | CAMCUboot_Protected_Mode\ufpk key_enc.key Browse...
O KUK Browse..
v

I © Generate random value I
() Use specified value (16 hex bytes, big endian format) 00112233445566778899AABBCCDDEEFF

Output

Format : ~ | File: CAMCUboot_Protected_Mode\ECC_pub_install.rkey IBrowse,,,I
Little Output additional data
10000

I Generate file I

QOutput File: C\MCUboot_Protected_Mode\ECC_pub_install.rkey

UFPK: 000102030405060708090A0B0CODOEOF000102030405060708090A0B0OCODOEQF

W-UFPK: 000000006FEET5036A3B4ET26F0B3FOETF74B7076FEET50306A3B4ET 26F0B3FSETFT4B707

IV: 7805273584EBB5BCFCS23DBA3DFT24A1

Encrypted key:
6648128D7B25FF0ADS1DDCT89B52A9DDFBDBA399B9479A656CDCFFFB09744E494686D5808CB9333E628F6BVE4ASCI
C39D2DF0D4806309041F03D6BY96C653C8D4238757D73670DACT1CES27741C5A51D

Figure 33. Generate the ECC Public Key RFP Injection Key File using GUI

The plaintext ECC key and UFPK are NOT contained in the * . rkey file, enabling confidential transfer of the
key injection file contents.
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3.4 Wrap Key with UFPK and W-UFPK using SKMT CLI Interface

This section describes how to perform the actions described above using the SKMT CLI interface. Refer to
the Security Key Management Tool user’'s manual for more information about commands used for creating
and wrapping keys in this section, including the valid values for each parameter.

3.4.1 Creating and Wrapping the UFPK

Open a Command Prompt window and navigate to the folder where skmt . exe resides, typically under
\Renesas\Security Key Management Tool\CLI\.

Use the following command to generate a random UFPK and place it in a key file (ufpk. key). If desired, a
complete file name with a path may be specified. Refer to the Security Key Management Tool user's manual
to understand the usage of /genufpk option.

skmt.exe /genufpk /output "C:\MCUboot Protected Mode\ufpk.key"

This command will generate a random 256-bit UFPK as shown below.

UFPK: E8AB23E99CO9AD42823DA4215549A41496720F7243680A4715F4B944ACC94B691
Output File: C:\MCUboot Protected Model\ufpk.key

Figure 34. Create a Random UFPK Using SKMT CLI
It is also possible to specify a specific UFPK, as shown by the following command:

skmt.exe /genufpk /ufpk
"000102030405060708090A0BOCODOEOF000102030405060708090a0b0c0d0e0£f™ /output
"C:\MCUboot Protected Mode\ufpk.key"

UFPK: 000102030405060708030A0A0CODOEOF000102030405060708090a0b0c0d0e0f
Output File: C:\MCUboot Protected Mode\ufpk.key

Figure 35. Create a Fixed UFPK Using SKMT CLI

3.4.2 Wrapping User Key with UFPK and W-UFPK

In this section, we will use the ECC public key data in Figure 30 as an example of preparing an ECC public
key for secure key injection.

In the Command Prompt window opened earlier (section 3.4.1), use the following command to create the
ECC public key injection file (ECC_Public Key CLI.rkey). Refer to the Security Key Management Tool
user manual for more information on how to construct the command.

Skmt.exe /genkey /ufpk file="”C:\MCUboot Protected Mode\ufpk.key” /wufpk
file="C:\MCUboot Protected Mode\ufpk.key enc.key” /mcu “RA-SCE9” /keytype
“secp256rl-public” /key
“2acb403ce8feed5bad4995a1a91daee8dbbel937cdl14fb2£f245737e5953988d994b9%d65aebd7c
dd5308ad6fed8b24a6a810ee5f07d8b6834cc3abafc538efacl” /filetype “rfp” /output
“C:\MCUboot Protected Mode\ECC Public Key CLI.rkey”

Note that in this example:

e 2acb403ce8feedbbadd995ala91daee8dbbel937cdl4fb2£245737e5953988d994b9%d65aebd7¢c
dd5308ad6fe48b24a6a810ee5f07d8b6834cc3abafc538efacl is the public key data from Figure
30.

o We have specified the key type “secp256r1-public”.

e “RA-SCE9”is used for the /mcu option.

o We are using a randomly generated IV. The |V is updated in each encryption instance.

e The command option /output defines the location and name of the output file.
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Output File: C:\MCUboot Protected Mode\ECC Public Key CLI.rkey

UFPK: 000102030405060708090A0BOCODOEOF000102030405060708090A0BOCODOEOF

W-UFPK: 1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEFE12345678
IV: 0273B7277508F33491F2BA569B092535

Encrypted key:
1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234
567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF

Figure 36. Create the ECC Public Key Injection File Using CLI
4. Running the Example Projects

The example projects demonstrate the MCUboot Protected Module using the Swap Test Update mode on
the EK-RA6M4 and EK-RA4M3 boards. The figure below illustrates the major events involved in the
embedded system design using MCUboot as the secure bootloader in these example projects.

MCUboot validates the booting
image

!

Execute the Primary Application
from the Primary slot

!

Update New Application to
Secondary Slot

Using "Load Ancillary File" from
e2studio

!

Debugger issue a reset to reboot
the MCU

!

MCUboot validates the booting
image

!

Execute the Secondary
Application from the Primary slot

Figure 37. System Overview

Sections 4.1 to 4.2 provide guidance on how to set up the environment, prepare the required hardware, and
run the example project.
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Secure Bootloader Using MCUboot with SCE9 Protected

4.1 Configure the Python Signing Environment

If this is NOT the first time you have used the Python script signing tool on your computer, you can skip this

section.

Download and install Python v3.12 or later from https://www.python.org/downloads/.

If this is the first time you are using the Python script signing tool on your system, you will need to install the

dependencies required for the script to work:

o From the included example project sets (refer to Figure 9), choose the set of projects you would like to

do first.

e Import that set of projects into a workspace. In this example, we assume you have chosen to import the

projects under the folder: \raém4 bootloader.

e Navigate to folder \MCUboot in the bootloader project included, for example,
ra6m4 bootloader>ra>mcu-tools>MCUboot, right click, and select Command Prompt.
Depending on your PC policy, administrator privileges may be required when running the Command
Prompt. This opens a command window with the path set to the \mcu-tools\MCUboot folder.

== app_rabm4_primary

. Ste
= app_rabm4_secondary
v Tlé rabm4_bootloader [ Debug]
15" Binaries U
[r)! Includes [«
vi&ra New >
= arm Go Into
(= board Open in New Window
(= fsp Shaw In Alt+Shift+W >
v -
= MCUboot]
A = L= Paste Ctrl+V
s ra_gen
'_'d & ¥ Delete Delete
2 src
e Source >
S u
? — Move...
& racfg Rename... F2
(= script
o o
s configuration.xr Ly Import..
=| ra_cfg.txt i Export.
X rabm4_mcuboo Build Project Ctri+B
() Developer Assis £ Refresh F5
= rabm4_mcuboot_p ks 5
Build Targets >
Resource Configurations >
Source >
Team >
Compare With >
Eile Edit Source Refactor Navigate Search Proje Restore from Local History...
| - 5& i 3@ - Q - 4% C/C++ Project Settings Ctri+Alt+P
} Renesas C/C++ Project Settings >
- 7 g
Project Explorer = <,‘===> f § = O #7 Run C/C++ Code Analysis
=% app_rabmé_primary |8 system Explorer
=5 app_rabm4_secondary I- Command Prompt [
1% ra6md_bootloader [Debug] » 4 i [ Open Command
i |
= rabm4_mcuboot_protected_example Source 2
Properties Alt+Enter

Figure 38. Open the Command Prompt

o We recommend upgrading pip prior to installing the dependencies. Enter the following command to

update pip:
python -m pip install --upgrade pip

o Note that if you have multiple Python versions installed, make sure to check that the Python version

is version 3.9.0 or later.
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¢ Next, in the command window, enter the following command line to install all the MCUboot
dependencies:

pip3 install --user -r scripts/requirements.txt

This will verify and install any dependencies that are required. Make sure this step runs successfully prior to
moving to the following sections. If your project path contains special characters or spaces, an error may
occur when executing the Python script.

4.2 Running the application

This section demonstrates the steps using the EK-RA6M4 example project with MCUboot Protected Mode
and Swap Test Update mode. When using the EK-RA4M3 example projects, follow the same procedure with
the corresponding RA4M3 projects and files.

4.2.1 Set up the Hardware

o Jumper setting: J12 is set to pins 2-3 and J15 is closed.

e Connect J10 using a USB micro-to-B cable from EK-RA6M4 to the development PC to provide power
and a debug connection using the on-board debugger.

For the EK-RA4M3 example project, perform the hardware setup in the same manner as described above for

EK-RAG6M4.

Once the EK-RA6M4 board is powered up, initialize the MCU prior to exercising the bootloader project.

Erase the entire MCU flash and ensure the MCU is in Secure Software Development Device Lifecycle State.

This can be achieved using the Renesas Device Partition Manager.

1. Power cycle the board, launch e? studio, and open the Renesas Device Partition Manager.

i |Run  Renesas Al Window Help

Renesas Debug Tools > I Renesas Device Partition Manager I |

Figure 39. Open Renesas Device Partition Manager

2. Select Read current device information.
If the DLM state is SSD, NSECSD, or DPL, proceed to step 3. Otherwise, you must switch to a different
kit to continue the rest of the operation.

Current status of the device ~
I DLM state : Secure Software Development (55D) I

Deouq revel . UbGe

Secure/NSC memory partition size

- CodeFlash Secure  (kB) ;191

- Code Flash NSC (kB 1

- Data Flash Secure (kB) 0

- SRAM Secure (kB) 248

- SRAM NSC kB) 0
EMND of current status of the device.

Disconnecting...
DISCONMNECTED.

Connection : SUCCESSFUL!
Status display : SUCCESSFUL!
————————————— END SUMMARY------------- bl

Show Command Line Run

Figure 40. Read the Device Lifecycle States
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3. Select Initialize device, choose J-Link as the connection method, and click Run.

@ Enter a value for Action and Emulator type

Device Family: Renesas RA

Action
Read current device information Change debug state
Set TrustZone secure / non-secure boundaries Initialize device
Target MCU connection: J-Link ~
Connection Type: SCl ~
Emulator Connection: Serial No ™
Serial No/IP Address:

Debugger supply voltage (V): V]

Connection Speed (bps for SCI, Hz for SWD): 9600

Debug state to change to: Secure Software Development
Memory partition sizes

[] Use Renesas Partition Data file

Browse...
Code Secure (KB) 159
Code NSC (KB) 0
Data Secure (KB) 0
SRAM Secure (KB) 8
SRAM NSC (KB) 0
SiP Flash Secure (KB) 0
| v
Show Command Line Run
@ @ @ Close

Figure 41. |Initialize device using Renesas Device Partition Manager

The entire flash will be erased if there are no permanently locked-down sections. In addition, if the
device is in the NSECSD or DPL state, the MCU will be initialized to the SSD state.

4. Power cycle the board after successfully initializing the device to the SSD state by disconnecting the
USB cable and reconnecting it to the development PC.

4.2.2 Compile project
Launch e? studio and import the RA6 MCUboot Protected Mode.zip file to a workspace.

New users should refer to the FSP User’s Manual section on Importing Projects into the IDE for guidelines.
Refer to section 4.1 to ensure the Python signing environment is set up.

0x0006_0000

Scratch Area
0x0005_8000

) Second.

app_rabmé4_primary Ecsztary Secondary Image
app_rabm4_secondary 0x0003_8000
rabm4_bootloader Primary

slot Primary Image

rabm4_mcuboot_protected_example
0x0001_8000

MCUboot
0x0000_0000

Figure 42. Example Projects for RA6M4 Swap Update Mode
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e raém4_bootloader: The bootloader project configured with Swap update mode.

e app ra6mé4_primary: The Primary application project which calls the flash driver to erase and write to
a code flash region defined in the code flash area. Upon successful flash operation, all three LEDs blink.

e app raé6mé4_secondary: The Secondary application project has the same functionality as the Primary
application. Upon successful flash operation, only the green LEDs blink.

e raém4_mcuboot protected_example: The Solution project used to link the bootloader with the
Primary application to define the memory map for the bootloader, primary slot, and secondary slot.

Right-click on raém4 mcuboot protected example, choose Build Project.

Project Explorer X N8 Y § 5O {5k [rabm4_bootloade
=3 app_rabm4_primary .

- Stacks Configu

== app_rabm4_secondary

J=% ra6mé4_bootloader

I =2 ra6m4_mcuboot_protected_examplel Threads

New >

Go Into

Show In Alt+Shift+W >
i=| Copy Ctrl+C

Paste Ctrl+V
# Delete Delete

Move...
Rename... F2

Import...

CE

Export...
Renesas FSP >

i Build Project Ctrl+B

F5

| Incremental Build of Selected Projects i
CIOSE PTOJECT

Close Unrelated Projects

Figure 43. Compile solution project

After selecting Build Project for the Solution project, the bootloader project will be compiled first, followed by
the primary application project. For secondary project, users must compile it separately after the solution has
been completely built. To build the secondary project, choose the app raém4 secondary project,
open the configuration.xml file, click Generate Project Contents, and then click to
build the project.

For the application projects, the post-build command will also sign the corresponding images. The signed
image for the application project is located under the /Debug folder and is named
<application project name> bin.signed (For example,

/app raétmé4 primary/Debug/app raémé4 primary.bin.signed).

4.2.3 Secure Key Injection and Bootloader Programming via MCU Boot Interface

After initializing the evaluation board, power-cycle the board and follow the steps below to inject the included
example ECC public key and program the *
bootloader image for EK-RA6M4 using the Renesas Flash Programmer.

Note: Please do not use the example keys for production support.
1. Unzip RA6 MCUboot Protected Mode.zip

2. Launch the Renesas Flash Programmer GUI executable located in
\RA6_MCUboot Protected Mode\rfp resources ra6m4\rfp resources ra6m4.rpj.

Under the Operation tab, click Add/Remove Files. Next, click Add Files, and then add the . rkey file
containing the ECC public key, which for this example is \RA6_MCUboot Protected Mode

\rfp resources ra6mé4\user keys\ECC pub install.rkey (Figure 33). Set the Address property
to code flash address defined by the mcuboot sce9 key section in ra6mé4 bootloader.map file and
click OK. In this example, the ECC public key will be injected at 0x00000B80.
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=] rabm4_bootloadermap X

299 b6e b6o 2 1 g_interrupt_event_link_select
300 b62 b62 a 2 ./ra/fsp/src/bsp/mcu/all/bsp_register_protection.o:(.rodata.g_prcr_masks)
301 ’ 5 = - L
382 b8e bse 200 128 ./ra/fsp/src/rm_mcuboot_port/custom_crypto_stacks/protected_mode/sce9_keys.o:(.mcuboot_sce9_key)
303 bse b80 200 1 g_pub_key
304 o 4 n FEW—-
385 dge dge 4 1 g_fsp_vers|
306 dsa ds4 6 1 g_fsp_vers string
387 d8a d8a 44 1 g_fsp_vers build_string
no ann o n A meen Joaaila
| &# File Details — b
Add File(s)... Remove Selected File(s)

File Mame Type Address/Offset

user_keys\ECC_pub_install lkey

Figure 44. Configure the ECC Public Key Selection and Injection Address

Click Add Files again and add bootloader image is located under the /Debug folder then click OK. (For
example, /ra6m4 bootloader/Debug/ra6m4 bootloader.srec)

| E File Details - X |

| Add File(s)... ] Remove Selected File(s)

File Name Type Address/Off set
user_keys\ECC_pub_install fkey i =x00000B30
CrWorkspacd\RAE_MCUboot_Protected_Mode rabm4_boctloader.Debugrabm4_bootloader srec HEX e

oK Cancel

Figure 45. Configure the Bootloader Image

Click OK and navigate to the Operation Settings. Ensure that Erase, Program, Verify, and Erase Before
Program are selected.

File Target Device Help

Operation Operation Settings  Block Settings Flash Options  Connect Settings  Unique Code

Command Erase Options
Erase Erase Selected Blocks v
Program Program & Verify Options
Very [/] Erase Before Frogram
Verify by reading the device
[] Program Flash Options
[] Verify Flash Options
[[] Checksum

Figure 46. Select to Perform Flash Erase, Program, and Verify
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o Browse to the Block Settings tab and ensure that the entire flash region is selected for Erase.

B R7FAGM4AFICFB
Code Flash 1 0x00000000  OxDOOFFFFF 1.0M
Data Flash 1 («08000000  (x08001FFF 8K
Corfig Area 1 (x0100A100  (xD100AZFF 512

Figure 47. Entire Flash Region is Selected for Erase

Select the Operation tab. Click Start to inject the ECC public key. The bootloader programming and user
key injection process should succeed with an output message as shown below.

File  Target Device Help
Operation  Cperation Settings  Block Seftings  Flash Options  Connect Settings  Unique Code

Project Information
Cument Project: fp_resources_rabm4 mj
Microcontroller: R7FAEM4AF3CFB

| Program and User Key Files

IECCJJIJb install rkey, rabmd_bootloader srec I

2ZHiles selected Add/Remove Files...

Command

Erase =% Program =% Verfy

Thser Keys] 0x00000B50 ‘

Wik iting data to the target device
[Gonfie Area 1] Gx01004100 - 001004 11F  =ize : 32
[Confie Area 1] Dx0100A200 - 0<0100420F  =zize : 16
[Confie firea 1] 0x01004280 - 0x0100428F  =size: 16

Werifying data
[Confie Area 1] 0x0100A100 - 0=0100411F  size : 32
[Confie Area 1] Dx0100A200 - 0<0100420F  =zize : 16
[Confie firea 1] 0x01004280 - 0x0100428F  =size: 16

Dizgzonnecting the tool
Operation completed.

Clear status and message

Figure 48. Programming bootloader and Secure Key Injected

4.2.4 Debug and Boot the primary application

Right-click on project app ra6m4 primary and select Debug As > Debug Configurations ->
app_rabm4_primary_Debug_Flat -> Startup and confirm the following configuration:

e For the bootloader, select the Symbols only Load type
e For the primary application, configure two entries for the Startup configuration
o Use the .elf file (app_rabm4_primary.elf) and select Symbols only Load type
o Use the signed binary ( app_ra6m4 primary.bin.signed ) and select ‘Raw binary” Load

type
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| a Debug Config O >
Create, manage, and run configurations
& [ = - .
= I w0 x‘ B Y Name: ‘ app_rabmé_primary Debug_Flat
|W‘39f ter text | [ Main | %% Debugger | #» Startup E, Source| [£] Common
_-c_| C/C++ Application Initialization Commands =
'-c_| C/C++ Remote Application []Reset and Delay (seconds): 3
- EASE Script
[£] GDB Hardware Debugging [ Halt
[©] GDB OpenOCD Debugging
?_| GDB Simulatar Debugging (RHE
] Java Applet
[T Java Application
@ Launch Group Load image and symbaols
?;‘ Eemote Jg\;aB)il\—'ppgcatlonD b ﬁename Load type Offset (hex) On connect Add
v ielnesas md ar_ wareD 1 ugi rabmé_bootloader.elf [C\MCUboot_Prote.. Symbols only Yes
C°al rabm: rimal eDul
=] azz_raszth]econg;ry DeSE: Program Binary [app_rabm4_primary.elf] Symbaols only Yes Edit...
7] Renesas Simulator Debugging ( app_rabm4_primary.bin.signed [CAMCUb... Raw Binary 18000 Yes Remove
Move up
Move down
Runtime Options
[ set program counter at (hex):
Set breakpoint at:
v
< >
. . Revert Apply
Filter matched 14 of 17 items
® o ||
i
Figure 49. Debug Configuration
Click Debug.
The debugger should hit the reset handler in the bootloader.
[ startup.c X = E

a1
42
43

void
void
int3.

Reset_Handler(void);
Default_Handler(void);
2_t main(void);

a7
48
49
50

“void Reset_Handler (void)

/* Initialize system using BSP. */
SystemInit();

52

}

/* Call user application. */
main();

while (1)

/* Infinite Loop. */
¥

® * Default exception handler.[]
“void Default_Handler (void)
{

®

}

Main stack pointer is set up already.]

/** A error has occurred. The user will need to investigate the cause. Common problems are stack corruptior(]

BSP_CFG_HANDLE_UNRECOVERABLE_ERROR(@) ;

J* Main stack */
uints_t g main_stack[BSP_CFG_STACK_MAIN_BYTES + BSP_TZ_STACK_SEAL_SIZE] BSP_ALIGN_VARIABLE(BSP_STACK_ALIGNMENT);

/¥ H

eap */

Figure 50. Start the Application Execution

Click Resume twice " and boot the Primary image. All three LEDs should blink.

R11AN1048EU0110 Rev.1.10

Jul.20.26

RENESAS

Page 31 of 50




RA Family Secure Bootloader Using MCUboot with SCE9 Protected
Mode and Internal Code Flash

4.2.5 Open the J-Link RTT Viewer

Configure the RTT Viewer as shown below. Set the search address to 0x2000041c. If the user has modified
this example project, the address may be different. In that case, refer to the application’s .map file and look
for the SEGGER_RTT section to determine the correct address.

Connection to J-Link
© uss | [ s / Nickname
O Tcr/P

() Existing Session

Specify Target Device

I R7FAGM4AF I e

C] Force go on connect

Script file (optional)

Target Interface & Speed
SWD v 4000 kHz -

RTT Control Block
() Auto Detection @) Address | () search Range

Enter the address of the RTT Control block.
Example: 0x20000000

IDXZDDDD41C I

Cance

Figure 51. Configure the RTT Viewer

Click OK and observe the output on the RTT Viewer. This repeated output shows the Primary application is
being executed and all three LEDs are blinking.

80> Running the Primary application with swap (test mode) update mode.

00> The Red, Blue and Green LEDs should be blinking.

Figure 52. Execution of Primary Application

4.2.6 Download and Run secondary application

During development, you can use the ancillary loading capability to load the new image to the intended
location. You can use the example new secondary application provided and follow the steps below to
perform an application upgrade:

1. On RTT Viewer, select File > Disconnect to disconnect from the board.
2. Pressthe button to pause the program on e? studio.

3. On the top of the e? studio toolbar, click the & Load Ancillary File button to load the new application
images to the Secondary slot region. Refer to section 4.3 for troubleshooting when using the Load
Ancillary File function.

-]

Load Ancillary File

Select an ancillary file for loading

File: |$(workspace_loc:\app_ra6m4_secondary\Dehug\app_ra6m4_secondary‘bim.signed} ~ | ' Workspace...| |File System...

Load as raw binary image
Address: | 0x00038000 |

Cancel

Figure 53. Load the Secondary Application Image
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4. Click Resume " . The swap occurs, and the new image is executed. The green LED will be blinking
instead of all three LEDs.

5. Re-configure the RTT Viewer as shown below. Choose Existing Session and set the search address to
0x200016bc. If the user has modified this example project, the address may be different. In that case,
refer to the application’s .map file and look for the _SEGGER_RTT section to determine the correct
address.

Connection to J-Link

(O use

O TP

Auto Reconnect
[ use non-default port
Specify Target Device
R7FAGM4AF

Force go on connect

Script file (optional)

Target Interface & Speed

SWD 4000 kHz
RTT Control Block
() Auto Detaction () Search Range

Enter the address of the RTT Control block.
Example: 0x20000000

I 0x200016bc I

Figure 54. Configure the RTT Viewer

6. Click OK then confirm that the following messages are printed on the RTT Viewer output, and only green
LEDs are blinking.

©0> Running the Secondary application with swap (test mode) update mode.

@8> The Green LED should be blinking.

Figure 55. Executing the Secondary image

4.3 Troubleshooting
When running the example projects, you may experience a USB Debug connection or an RTT Viewer

connection issue when using the “Load Ancillary File” button "« to download the Secondary image. To
recover from these failures:

o If the USB Debug connection disconnects, the recommendation is to try another available USB port on
the development PC for the USB Debug connection. If failure persists, contact Renesas support.

o Ifthe RTT Viewer disconnects, the recommendation is to power cycle the board and restart the debug
session.

5. Creating the Bootloader

The screen captures used in these sections are based on the RA6M4-based bootloader projects used in
section 4.2. To create bootloader projects for EK-RA4M3, follow the same procedure. Follow this section to
establish the bootloader projects used with Swap as the application update mode.

5.1 Start Bootloader Project Creation with e? studio
Follow the steps below to create the initial bootloader project based on EK-RAG6M4:
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1. From the e? studio Workspace, navigate to the File > New > Renesas C/C++ Project > Renesas RA
and then select Renesas RA C/C++ Project and press Next.

¢ Provide the project name raém4 bootloader and click Next. The exact name needs to be
provided to follow the default instructions in this section. If a different name is provided, all
instructions related to the name of the bootloader project need to be updated accordingly.

¢ In the next screen, select FSP version 6.5.0 and the EK-RA6M4 board. Use the default
Debugger setting J-Link Arm, Toolchain is LLVM version 21.1.1, and click Next.

Note that if the creation process is using other newer FSP versions, some details on the error messages
shown when the MCUboot module is initially added may be different. Adapt the actions accordingly to
satisfy the dependencies.

2. When the following screen appears, select Flat (Non-TrustZone) Project.

8 Renesas RA C/C++ Project o X

Renesas RA C/C++ Project

Project Type Selection

Project Type Selection

@ Flat (Non-TrustZone) Project
« Renesas RA device project without TrustZone separation
« All code, data and peripheral settings will be configured in
this project
e Renesas RA device will remain in secure mode
« EDMAC RAM buffers will automatically be placed in non-
secure RAM

() TrustZone Secure Project

« Renesas RA device project for TrustZone secure execution

e All code, data and peripherals placed in this project will be
initialized as secure

e Secure project settings such as TrustZone partitions, linker
maps and a list of secure peripherals will be passed to a
selected non-secure project

e After initialization, a call to the non-secure startup handler
will be made

(O TrustZone Non-secure Project
« Renesas RA device project for TrustZone non-secure execution
e All code, data and peripherals placed in this project will be
initialized as non-secure
 Must be associated with a secure project or smart bundle
 Non-secure startup handler will be called after secure code
initialization

Figure 56. Choose Flat Project as Project Type
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3. Choose None for Preceding Project or Smart Bundle Selection and click Next.

Renesas RA C/C++ Project

Preceding Project or Smart Bundle Selection

Choose this option when creating a project for the primary processor core (no preceding project or Smart Bundle). |
O Preceding Project

| O Smart Bundle:

S |
Workspace File System. Variables.

Preceding Project/Smart Bundle Details

FSP version
Toolchain
Toolchain version
Board

Device

Core

Zones

®

Figure 57. Configure Preceding Project
4. Choose Executable as the Build Artifact Selection and No RTOS. Click Next.

Q Renesas RA C/C++ Project

[m] x
Renesas RA C/C++ Project —
Build Artifact and RTOS Selection
Build Artifact Selection RTOS Selection
@ Executable | No RTOS -]
* Project builds to an executable file

O Static Library
* Project builds to a static library file

(O Executable Using an RA Static Library
® Project builds to an executable file
= Project uses an existing RA static library project

® < Back Finish Cancel

Figure 58. Choose Executable and No RTOS
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5. In the next screen, select the project template.
Choose Bare-Metal — Minimal as the Project Template Selection and click Finish.
6. Addthe MCUboot module.

The project will now be created, and the bootloader project configuration will be displayed. Change to the
Stacks tab and select New Stack > Bootloader > MCUboot.

HAL/Common Stacks %] New S+t~
Al >
; >
4% g_ioport I/O Port Anal-og ioii:
(r_ioport) Audio > e ey
Bootloader »| 4+ MCUboot i
® CapTouch > 4 MCUboot Image Utilities
Connectivity > I T

Figure 59. Add the MCUboot Module

5.2 Resolve the Configurator Dependencies

After the MCUboot module is brought into the configurator, follow the steps in this section to resolve the
dependencies:

1. Resolve the following dependency of the MCUboot by adding the MCUboot Custom Crypto (Protected
Mode) stack.

HAL/Common Stacks % | New Stack > 2 Extend Stack > & | Remove

# MCUboot

A stack element with a bar of this color indicates 'MCUboot' is a Module instance.
o This instance may be referenced by one other madule instance only.

Error: ASN.1 parser is required for ECDSA if TinyCrypt or Custom Crypto (Protected Mode) is used as crypto stack.
Error-related property:

Dir MCUboot Port for RA (rm_|
MCUboot > Signing and Encryption Options > Signature Type

Error: ASN.1 parser must not be added if MbedTLS is used as crypto stack

@
T T I |:
% Add Requires a crypto % Add Requires Flash %7 Add External Memory
stack Implementation
(Optional)

Figure 60. MCUboot Module Dependency

Left-click on Add Requires a crypto stack, click New, and add the MCUboot Custom Crypto (Protected
Mode) from the dropdown menu.

. . )
Stacks Conflguratlon Generate Project Content
Threads - HAL/Common Stacks % | New Stack >
v Ei«’ HAL/Common -
& g_ioport I/O Port (r_iopart) & MCUboot
f# MCUboot
)

I
mt'r MCUboot Paort for RA (rm_mcuboot_port)

@

-
T - i T

"+ Add Requires a crypto %" Add Requires Flash %7 Add External Memory
stack : Implementation
(Optional)

New

4 MCUboot Custom Crypto (Protected Mode)
% MCUboot TinyCrypt (S/W Only)
4+ MbedTLS (Crypto Only)

Figure 61. Add MCUboot Custom Crypto (Protected Mode) Module
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2. Configure the MCUboot dependencies following the error shown in figure below:

MCUboot Stacks

% | New Stack >

@ MCUbo
A stack element with a bar of this color indicates ‘MCUboot' is a Module instance.
@ This instance may be referenced by one other module instance only.
Error: ASN.1 parser is required for ECDSA if TinyCrypt, Ocrypto or Custom Crypto (Protected Mode) is used as crypto stack.
[
" Error-related property:
@ MCUbo o X X X ptional] Add
MCUboot = Signing and Encryption Options > Signature Type Jie keys

1 Add ASN.1 par
using TinyCrypl
or Custom Cryp
(Protected Mac

#1

Y

% Add Requires Flash

ng MCUboot Custom Y

Crypto (Protected
Made)

Implementation
(Optional)

@

<

Add External Memory

Figure 62. Dependencies of MCUboot Module for RA Stack

Add ASN.1 Parser stack:

% Add [Optional] Add
Example Keys

“ Add ASN.1 parser if
using TinyCrypt, Qcrypto

|+ MCUboot ASN.

‘I Parser E I MNew >

Figure 63. Add

ASN.1 Parser Stack

3. Configure the “MCUboot Port for RA” dependencies.
Follow the prompt in Figure 64 to update the corresponding properties for the MCUboot Port for RA

Module.

MCUboot Stacks

4% | New Stack >

®.| Remove

g MCUboot

@

L)

-

r#+ MCUboo

Dot for BA fro mocubooi oot

|l oo logging

()

Error: Requires Flash Driver

## MCUboo
Crypto (H

A stack element with a bar of this color indicates 'MCUboot Port for RA (rm_mcubcoot_port)' is a Module instance.
This instance may be referenced by one other module instance only.

Error: Code Flash Programming must be Enabled under Flash|Common|Code Flash Programming Enable
Error: Data flash bgo must be disabled under Flash|Module|Data Flash Background Operation

5.1 Add [Optional] A
Example Keys

Mode)

@

TOptionan)

Y

% Add SCE9 Protected
Maode

Figure 64. Dependencies of

MCUboot Module for RA Stack
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Add the r_flash_hp module:

.

. |
[ |

iu Add Requires Flash :_r Add External Memaory

phEaklopsocisiiog

New > |4 Flash (r_flash_hp)

Figure 65. Add the r_flash_hp Stack
Configure the r_flash_hp stack:

HAL/Common Stacks

|®
L A |
I I
% MbedTLS (Crypto Only) 4 g_flash0 Flash % Add External Memory
(r_flash_hp) Implementation
(Optional)
® @
n il
<
BSP | Clocks | Pins | Interrupts | Event Links | € Stacks | Components
Browser ﬁPmpemes RS
) Flash (r_flash_hp)
Property Value
v Common

becl

Dalauli2sP)
Code Flash Programming Enable Enabled
Data Flash Programming Enable
~ Module g_flash0 Flash (r_flash_hp)

Sf:e g flasho
Data Flash Background Operation Disabled

allback

Disabled

NULL
Flash Ready Interrupt Priority Disabled
Flash Error Interrupt Priority Disabled

Figure 66. Configure the r_flash_hp Stack
Add SCE9 Protected Module:

. Add SCE9 Protected
Mode

New >[4 SCEProtected Mode
4 SCE Protected Mode (CAVP Certified)

Figure 67. Add SCE Protected Mode Module

4. Under the BSP tab, set up the stack and heap size to resolve the error when hover the cursor over
MCUboot Custom Crypto (Protected Mode) stack as shown in Figure 68:

¢ RA Common > (set Main stack size to 0x1000 and Heap size to 0x400)

e RAG6M4 Device Options > OFS Registers > DUALSEL Settings: Enable

e RAG6M4 Device Options > OFS Registers > DUALSEL Settings > Bank Mode: Linear

MCUboot Stacks 4| New Stack >

= WILUDOOL POTL 1OF KA (ITT_ITICUDO0L_pOT ) W WILUDOOL I0gging % AUD [UPLIOTIEN #
Example Keys
&) @
a
I I I

g{; MCUboot Custom ‘ ‘ 4 g_flashO Flash %' Add External Memory

Crypto (Proteg foch =

Aode)
@ Mode; A stack element with a bar of this color indicates '"MCUboot Custom Crypto (Protected Mode)' is a common module instance

This instance may be referenced by multiple other module instances across multiple stacks.

7y

L Error: Requires Custom Crypto Protected Mode Driver
@ .;dr:;SCEB Pre Error: A minimum stack of 2K (0x800) is required. If used in an RTOS thread, the thread stack should instead be at least 0x800.
ode

Figure 68. Dependencies of Mbed TLS (Crypto Only) Stack
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5.3 Setting up the Booting Authentication Support
You can choose to use the default pair of public/private keys included in MCUboot for testing purposes:
The default public keys are defined in /ra6m4 bootloader/ra/mcu-

tools/MCUboot/sim/mcuboot-sys/csupport/keys.c.
The default private keys are included in folder /ra mcuboot raém4/ra/mcu-tools/MCUboot/sim.

li=> rabmd4_bootloader [Debug]
tf Binaries
nit Includes
viPra
»
> arm
(= board
& fsp
»
¥ = mcu-tools
¥ &= MCUboot
W= boot
= ext
(& scripts
¥ &= sim

¥ (& mcuboot-sys
Vv (= csupport
« | enc-ec256-priv.pem

«| enc-ec256-pub.pem Used for image encryption, not

used in this application project

vl enc-rsa2048-priv.pem
| enc-rsa2048-pub.pem

« | root-ec-p256.pem
¢l root-ec-p384.pem

Used for signing image

« | root-ec-p384-pkcs8.pen
vl root-rsa-2048.pem

[0ol-r<a-3072 pern

J

Figure 69. Example Public Keys and Private Keys Included in MCUboot Port Stack

To use the example keys, select Add Example Keys > New > MCUboot Example Keys (NOT FOR
PRODUCTION).

A
| [ |

4 MCUboot logging

®

. Add [Optional] Add
Example Keys

New

%7 Add ASN.1 parser if
using TinyCrypt or

> |4 McUboot Example Keys (NOT FOR PRODUCTION)

g

I
% Add External Memory
Implementation
(Optional)

Figure 70. Add the MCUboot Example Key

Note: The example public key and private key used in the MCUboot are for testing purposes only.
Application Project R11AN0567 includes procedures to create customized key pair preparation. Refer
to R11ANO0567 to create customized key pairs.

5.4 Setting up the Application Authentication Signature Type

There are 7 signature types supported in FSP as shown below. Protected Mode is not supported when using
the ML-DSA signature type. Open the Property page of stack MCUboot > Common > Signing and
Encryption Options to look at the signing options. In this example implementation, ECDSA P-256 is used

for the example bootloader.
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Threads

% | New Thread HAL/Common Stacks

® | Remove [H]

v {7‘ HAL/Common
4 g_ioport I/O Port (r_io
4 MCUboot

| Mew Ohject » 4 MCUboot Port for RA (rm_mcuboot_port)

Objects
#| Remaove

Summary |BSP ‘ Clocks | Pins ‘ Interrupts | Event Links ‘ Linker Sections | Stacks | Components

Problems Properties X Consale

MCUboot

Property
~ Common

Settings

APl Info > General

~ Signing and Encryption Options
> TrustZone
Boot Record
Custom
Python
Encryption Scheme
> Flash Configuration
» Data Sharing

Smart Browser Smart Manual Memory

Value

ECDSA P-256
MNone

ECDSA P-384
RSA 2048
RSA 3072
ML-DSA 44
ML-DSA 65
37

Figure 71. Application Image Signature Type
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5.5 Add MCUboot Initialization Code
Follow the steps below to add the MCUboot activation code and compile the bootloader:

1. Add the source code and compile the bootloader.
After creating and setting up the MCUboot module, save the configuration.xml file and click Generate

Project Content, then follow the steps below to add the source code to the bootloader project and compile
the project.

Open hal entry.c
e Open Developer Assistance.

e Go to HAL/Common > MCUboot > Quick Setup. Drag Call Quick Setup to the top of the
hal entry.c file before the hal entry () function call.

e Call this function at the top of the hal entry () function: mcuboot gquick setup();

Project Explorer X - % § = 0 [4nalentrye X
Vi ,a_ﬁ_mﬂtn_oﬂ(,qa__géd 1 #include "hal data.h”
> 4 Binaries ‘
nclucs 3 “ZA£ (1 == BSP_MULTICORE PROJECT) &% BSP_TZ SECURE BUILD
ncludes

= sp_ipc_semaphore_handle_t g_core_start_semaphore =
B

& ra_gen .semaphore_num = @

“@ s %
#endif

1€ nal_entry.c

& hal_warmstart.c ® * main() is generated by the RA Configuration editor and is used to generate threads if an RTOS is used This function
(& Debug void hal_entry(void)
& ra_cfg .

own code here *

& script

95¢ configurationxml Wake up 2nd core if this is first core and we are inside a multicore project. */

{3 ra_cfg.txt - #if (8 == RA_CORE) & (1 == BSP_MULTICORE_PROJECT) && !BSP_TZ_NONSECURE_BUILD
| rabm4_bootloader Debug_Flatlaunch o

#if BSP_TZ_SECURE_BUILD

%) ra6m4_mcuboot_protected mode Debug_Flat, /* Take semaphore so 2nd core can clear it */

R_BSP_IpcSemaphoreTake(&g_core_start semaphore);
#endif

v (2) Developer Assistance
~ g HAL/Common
& g_ioport 1/O Port (r_ioport)
~ & MCUboot
v @ Quick Setup
[ Call Quick Setup

4 MCUboet Port for RA (rm_mcuboot_port)
$ MCUboot logging
4 MCUbaot Example Keys (NOT FOR PRODUCTION)
4 MCUboot ASN.1 Parser

R_BSP_SecondaryCoreStart();

#if BSP_TZ_SECURE_BUILD
/* Wait for 2nd core to start and clear semaphore */
while(FSP_ERR_IN USE == R BSP_IpcSemaphoreTake(&g core start semaphore))
{

4
#endif

Figure 72. Add mcuboot_quick_setup() using Developer Assistance

Notes on the mcuboot_quick_setup function
The main functionality established in the bootloader project is established by the function
mcuboot quick setup, which performs the following functions:

e The boot go function does most of the functions of a bootloader except the final step of jumping to
the main image. This function returns a structure pointer (rsp for return structure pointer) for the
image to boot from.

e The RM MCUBOOT PORT BootApp function cleans up resources used by the bootloader and jumps
to the application image.

2. Compile the bootloader project.
Save the source code and then compile the project.
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6. Using the Bootloader with Application

Follow the steps below to configure the standalone application projects to use the bootloader and sign the
application.

6.1 Configure the Application Projects to Use the Bootloader

When creating the application project, at the Preceding Project or Smart Bundle Selection step (as shown
in Figure 57), make sure to select the previously created bootloader project as the Preceding Project. This
example is using rabm4_bootloader project.

() None
I @Preceding Project: |rabm4_bootloader I ~

Choose this option if you have access to the preceding bootloader project or TrustZone secure project source code. A
debug configuration for Secure Software Debug (S5D) state will be generated where applicable and both secure and
non-secure images will be downloaded to the target device. Should you wish to test Non-Secure Software Debug
(NSECSD) state, use the Renesas Device Partition Manager to change the Device Lifecycle state as needed.

() Smart Bundle:

Figure 73. Choose bootloader project as Preceding Project

6.2 Signing the Existing Application Projects to Use the Bootloader

Each application can have a defined version number. This version can be used in the Overwrite Upgrade
mode when Downgrade Prevention is Enabled. This is achieved by defining an Environment Variable:
MCUBOOT_IMAGE_VERSION. If there is signature verification, then it is necessary to set the Environment
Variable: MCUBOOT_IMAGE_SIGNING_KEY with value in this case is
${workspace_loc:rabm4_bootloader}/ra/mcu-tools/MCUboot/root-ec-p256.pem.

type filter text i - v 8

Resource

Configuration: | Debug [ Active ] ~| | Manage Configurations.

Variable Value Origin =
wp CAMCUboot Protected_...  BUILD SYSTEM
ner. PATH. Ci\Users' \App..  BUILD SYSTEM Edit.
Project Natures PWD CAMCUboot Protected_...  BUILD SYSTEM
Project References TCINSTALL Ci\Users\ \App..  BUILD SYSTEM
Renesas QE TC_VERSION 1813 BUILD SYSTEM Undefine
Run/Debug Settings
Task Tags
Validation
@ Append varial bles to native environment it
(O Replace native environment with specified one
2 5 Restore Defaults Apply
@ Apply and Close Cancel

Figure 74. Add New Environment Variable
Add environment variable for the application image version.

8) New variable X

Name:| MCUBOOT_IMAGE_VERSION |

\."alue:l 1.0.0 I ‘ Variables
Add to all configurations

Figure 75. Add MCUBOOT_IMAGE_VERSION Variable
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Add an environment variable to configure the application image signing key.

@ Mew variable

Name: | MCUBOOT_IMAGE_SIGNING_KEY |

Value: Ia6m4}frafmcu—tools;‘MCUbootfroot—ec—p256.pem I Variables

Add to all configurations

Cancel

Figure 76. Add MCUBOOT_IMAGE_SIGNING_KEY Variable

Add an environment variable to convert the .elf file to a raw binary format used in the image signing process.
Set variable MCUBOOT_APP_BIN_CONVERTER to the path of the appropriate tool—objcopy, arm-none-
eabi-objcopy, fromelf, or ielftool—depending on the toolchain used for the project. This example project is
using LLVM toolchain, so this variable’s value is set to ${TCINSTALL}bin\llvm-objcopy.exe.

Name: | MCUBOOT_APP_BIN_CONVERTER | |

Value: I${TCINSTALL}bin\IIvm—objcopy.exel | Variables
Add to all configurations
Figure 77. Add MCUBOOT_APP_BIN_CONVERTER Variable
]
Environment h -8
Resaurce
‘ Builders
v C/C++ Build Configuration: |Debug [ Active] ~ | Manage Configurations...

Build Variables
Environment

JSON Compilation Environment variables to set

Logging Add..
Settings Variable Value Origin Select..
Tool Chain Editor CWD C\MCUboot_Protected_Mode\app_rabm4_primary\Debug BUILD SYSTEM
C/C++ General MCUBOOT_APP_BIN_C... ${TCINSTALL}bin\llvm-objcopy.exe USER: CONFIG Edit...
Project Natures MCUBOOT_IMAGE SIG... ${workspace_locrabmd4_bootloader}/ra/mcu-tools/MCUboot/root-ec-p256.pem USER: CONFIG Delete
Project References MCUBOOT_IMAGE _VER... 1.0.0 USER: CONFIG
Renesas QF PATH C\Users' \AppData\Local\Programs\Renesas\RA\e2studio_v2025-07_fs.. BUILD SYSTEM Undefine
Run/Debug Settings PWD CA\MCUboot_Protected_Mode\app_rabm4_primary\Debug BUILD SYSTEM
Task Tags TCINSTALL C\Users", \AppData\local\Programs\Renesas\RA\e2studio_v2025-07_fs.. BUILD SYSTEM
Validation TC_VERSION 18.1.3 BUILD SYSTEM
< >
(® Append variables to native environment
() Replace native environment with specified one
2 ) Restore Defaults Apply

Figure 78. Configure the Signing Key and Application Version
Note: The private key used for signing the application image is indicated in the signing command.

/ra/mcu-tools/MCUboot/root-ec-p256.pem is used for the example bootloader. This key is
used for testing purposes only. For real world use case and production support, user MUST change
this to the private key of their choice.

To be able to always recompile the project when the environment variables or the linker script are updated,
we recommend adding a Pre-build step to always delete the .e1f file as shown in Figure 79.
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type filter text Settings

Resource
Builders
v C/C++ Build
Build Variables

Environment ® Tool Settings ® Toolchain| #* Build Steps § B

Pre-build steps
Tool Chain Editor Command(s):
C/C++ General rm -f ${ProjName}.elf I

Configuration: Debug [ Active ]

Figure 79. Configure the Pre-build Command

When building the application project, an error will appear in the Console tab, as shown in Figure 80.

Problems Properties Smart Browser Smart Manual Progress X\ v %‘ H &B = @‘ =R AR
COT Build Console [user_primary_app]
DULIULE 12L€. ../ 1G/ UUGH U/t GELL_ENF UUGT U_LIiLt. v
Building file: ../ra/board/ra2l2_ek/board leds.c
Building file: ../ra/fsp/src/bsp/cmsis/Device/RENESAS/Source/system. c
Building target: user_primary_app.elf
1lvm-size --format=berkeley "user_primary_app.elf"
text data bss dec hex filename
11158 @ 3772 14938  3a52 user_primary_app.elf
1lvm-objcopy “"user_primary_app.elf” -0 srec “user_primary_app.srec”

13:57:04 Build Finished. @ errors, 1 warnings. (took 9s.171ms)
13:57:04 **** Boot Image Build of configuration Debug for project user_primary_app ****

application_projects\\ek_ra2l2 firmware_update_via_ can\\target device\\bootloader/ra/fsp/src
IERRDR Could not find HEADER_SIZE macro in bspilinker;lm‘o.h.l

Captured Defines:

13:57:04 Build finished

Figure 80. Error message when building the application project

To resolve this issue, users should refer to section 6.3 for the detailed procedure.

6.3 Linking Application with Bootloader

From FSP 6.0.0, the MCUboot project and application project must be linked by using the RA FSP solution
project to set up the bootloader slots; the slot size and header information were previously in

the MCUboot module. Please ensure that both the bootloader project and the application project have been
successfully built before proceeding with the linking process. The following section outlines the steps to
create an FSP solution project.

1. From the e? studio Workspace, navigate to File > New > C/C++ Project > Renesas RA and then
select Renesas FSP Solution Project (Advanced) and press Next. Provide the solution project
name ra6m4 mcuboot protected example and click Next.

2. When the following screen appears, select the created primary project as the final project of a chain
of projects that constitute a complete FSP application and click Finish.

-
FSP Solution Project

Provide an existing FSP C/C++ executable project chain

Select the final project in a chain of projects that constitute a complete FSP application.

Project: Japp_rabm4_primary ~

Project chain:

1=5 rabm4_bootloader
=5 app_rabm4_primary

Project rabm4_bootloader will be configured to reference the new solution project.

@ <Back Next > Cancel

Figure 81. Choose primary application as final project
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3. The solution project will now be created, and the project configuration will be displayed. Select the
Memories tab, then click on Flash > Add Partitions.

; [rabm4_mcuboot_protected_example] Solution Configuration X = 8

Memories
Name Start Size Core Security A
v 0 ram 0x20000000 0x40000
= RAM_.CM33.8 0x20000000 0x4000 CM33 Secure R tion
= RAM_CM33S 0x20004000 0x2000 CM33 Secure
= RAM CM33 C 0x20006000 0x0 CM33 Non-secure Callable
0x00000000 0x100000

= FLASH CM33 B 0x00000000 0x10000 CM33 Secure s
= FLASH.CM33S 0x00010000 0x8000 CM33 Secure
= FLASH.CM33.C 0x00018000 0x0 CM33 Non-secure Callable

[ DATA FLASH 0x08000000 0x2000

D QSPI_FLASH 0x60000000 0x4000000

U 0OSPI0_CSO 0x68000000 0x8000000

[ ospio_cs1 0x70000000 0x10000000

[0 OPTION_SETTING_OFS0 0x0100A100 Ox4 Secure

D OPTION_SETTING_DUALSEL 0x0100A110 0x4 Secure

D OPTION_SETTING_OFS1 0x0100A180 0x4 Non-secure

[ OPTION_SETTING_BANKSEL 0x0100A190 Ox4 Non-secure

G OPTION_SETTING_BPS 0x0100A1CO 0xC Non-secure

D OPTION_SETTING_PBPS 0x0100A1E0 0xC Non-secure v

Summary | BSP | Clocks | Pins | Memories | Adjustments

Figure 82. Add Partitions for Flash Memory

4. Add the memory layout for the bootloader and application. In this example, the memory partitions are
defined according to the memory map shown in Figure 83. About the symbol conventions for
memory partitioning, the user can refer to the guide in the FSP User’s Manual under RA Flexible
Software Package Documentation > APl Reference > Modules > Bootloader > MCUboot Port
(rm_mcuboot_port).

Once all partitions have been defined, choose Flash > Sort Partitions to automatically arrange them in
order based on their addresses.

0x0006_0000

25+ [rabm4_mcuboot_protected_example] Solution Configuration X SN

. 0x0005_8000
Memories e
Name Start Size Core Security sec:lgfary Secondary Image

> 0 rRAM (0x20000000 0x40000

FLASH 0x00000000 0x100000

0x0003_8000

= FLASH.CM33B 0x00000000 0x18000 cM33 Secure
=, _BLOPH 0x00018000 0x200 cm33 Secure Primary
0x00018200 0x1FE00 cm33 Secure slot FNEY 22
0x00038000 0x200 cm33 Secure
0X00038200 OX1FE0D cM33 Secure —— 0x0001_5000
=, _BLS 0%00058000 0x8000 cM33 Secure MGUboot
= FLASH CM33.C 0x00060000 0x0 CM33 Non-secure Callable _____0x0000_0000

Figure 83. Define Flash Partitions for Bootloader and Application Images

5. After configuring the memory layout in the Solution Project, right-click on the FSP Solution Project —
Build Project. Both the bootloader and the primary application project will be rebuilt using the
updated memory partition settings.

Note: The secondary application project must be compiled separately after the Solution Project has been
fully built to apply the updated memory map settings.

6.4 Optimizing SRAM Allocation

The Renesas FSP Solution Project (Advanced) project template is also used when developing
applications for Renesas Dual Core MCU. These applications have a unified SRAM that is used by both
cores, but these are typically separate. As such, any RAM areas are defined as separate areas. In an
MCUboot application, the RAM areas can overlap as the bootloader and application are never running at the
same time, and both applications can access the full RAM area.

To maximize the MCU SRAM:

1. Navigate to the Solution Project.
2. Inthe RAM Memory Partition, configure the Start address and maximum RAM size for the application
project:
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gﬁr *[rabm4_mcuboot_protected_example] Solution Configuration X =0
Memories
Name St_ar‘[ Size Core Security Add Partition
v @ RAM [)LDDDUDDH 0x40000
& RAM_CM33 B 0x20000000 0x20000 CM33 Secure Remove Partition
& RAM_CM33_S 0x20000000 0x40000 ICM33 Secure -
Clear Partitions
= RAM_CM33 C 0x20040000 0x0 CM33 Non-secure Callable
> [ FLASH 0x00000000 0x100000
> [J DATAFLASH 0x08000000 0x2000 Sort Partitions
> [ QSPIFLASH 0x60000000 0x4000000
> [ osPioCso 0x68000000 0x8000000
> D OSPI0_CS1 0x70000000 0x10000000
> [J OPTION_SETTING_OFSO 0x0100A100 Oxd Secure

Summary | BSP | Clocks | Pins | & Memories | Adjustments

Figure 84. Adjust the maximum SRAM for the application

The warning that appears is a Partition Overlapping warning, but this can be ignored.

¢ *[rabm4_mcuboot_protected_example] Solution Configuration < = 8
Memories
Name Start Size Core Security Add Partition
‘\' & RAM 0x20000000 0x40000
@& RAM_CM33.B 0x20000000 0x20000 CM33 Secure Remove Partition
i RAM_CM33_S DUUDUUD 0x40000 CM33 Secure Clear Partitions
= RAM_CM33_C 0040000 0x0 CcM33 Non-secure Callable
> [ FLASH 0x00000000 0x100000
> [ DATA FLASH 0x08000000 0x2000 Sort Partitions
> [ QSPIFLASH 0x60000000 0x4000000
> D QSPI0_CS0 0x68000000 0x8000000
> [ ospio cs1 0x70000000 0x10000000

> [J OPTION_SETTING_OFSO

0x0100A100 Ox4 Secure

Summary |BSP | Clocks | Pins | &) Memories | Adjustments

Figure 85. Partition Overlapping Warning
Press Ctrl + S to save the configuration, then rebuild the solution project and secondary project.

6.5 Configure the Debug Configuration

This section provides instructions for configuring debugging in e€? studio after injecting the wrapped public key
and programming the bootloader image, as described in section 4.2.3.

1. Open the Debug Configurations: app_raém4_primary > Debug As > Debug Configurations
Make sure that app_raém4_primary Debug_Flat is selected and select the Startup tab.

| @B Debug Configurations [m} ®
| "
Create, and run figurations @
< g = -
CEeomRX EY Name: | app_ra6mé_primary Debug_Flat |
‘Wﬂef ter text ‘ [5) Main | %% Debugger lb Startudﬁ Common | &7 Source
[€] ¢/C++ Application Initialization Commands 2
[E] ¢/C++ Remote Application [JReset and Delay (seconds): 3
EASE Script
[€] GDB Hardware Debugging (e

e imulator Debugging
[£"] GDB Simulator Debugging (RH850)
# Launch Group

Load image and symbols

'?‘ Renesas Simulator Debugging (RX, F Filename Load type Offset (hex) On connect Add.
Program Binary [app_raémd_primary.elf] Image and Symbols Yes
Edit..
Remove
Move up
Move down
<
Runtime Options i
| |
|| < > |
- Revert Apply
Filter matched 10 of 12 items
@

Figure 86. Configure the Primary Secure Project Debug Startup
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2. Set up the Debug Configurations.
Click Add... Click Workspace to navigate to the ra6m4_bootloader project and select the
rabm4_bootloader.elf file from the debug folder. Click OK.

| ¢
Create, manage, and run configurations ﬁ\(
& g = -~ "
ER 5 X | B Y Name: ‘ app_rabm4_primary Debug_Flat |

|| Main :k}DEbugger = Startup =1 common E/ Source

| type filter text

€] c/cs+ Application Initialization Commands
-B_| C/C++ Remote Application [C1Reset and Delay (seconds): 3
EASE Script

't | GDB Hardware Debugging L Halt
| ?‘ GDB Simulator Debugging (RH850)

@ Launch Group
||~ [£7] Renesas GDB Hardware Debugging

E app_rabm4_primary Debug_Flat
| [€7] rabm4_bootloader Debug_Flat Load im
| it | Renesas Simulator Debugging (RX, F Filenan SPecify download module name: ) Onconnect —
Prc | $iworkspace_loc\rabm4_bootloader\Debugirabm4_bootloader.elf} Yes
Edit...
Variables... Search Project... File System...
Remove
Cancel LT
Move down
< >
Runtime Options w
I < >
. ) Revert Apply
Filter matched 10 of 12 items
@ Close

Figure 87. Add the Bootloader Project

Change the Load type of the rabm4_bootloader and app_raém4_primary to Symbols only by
clicking on the cell for Load type and selecting Symbols only from the drop-down menu.

Load image and symbals

Filename Load type Offset (hex) _ On connect
p— — == c— Add..
raom4_bootloader.elf [C\Workspace\14.. Symbols only Yes
Program Binary [app_rabm4_primary.elf]  Symbols only Yes Edit...
Remove
Move up
Move down

Figure 88. Select to load Symbols only for the Bootloader and Primary Application Project

3. Add the signed binary image to the download options using Raw Binary Load type.

Load image and symbals

Filename Load type Offset (hex)  On connect
rabm4_bootloader.elf [C\Workspace\14.. Symbols only Yes
Program Binary [app_rabm4_primary.elf] Symbols only Yes
app_rabmd_primary.bin.signed [C\Work... Raw Binary 18000 Yes I

Figure 89. Load the Signed Primary Image
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Note that for different update modes and different application images, the load address needs to be
updated.
4. After the above is set up, follow section 4.2 to run the projects with Swap Update mode.

7. Production Support Considerations

Mastering and delivering a new application involves similar steps to those described in sections 5 and 6.
Typically, the following aspects must be considered when designing the process for delivering new
applications:

1. Create and sign the new application.
Refer to section 6 for instructions on how to configure the new application to work with the bootloader
and how to sign it.

2. Download the new application to the Secondary slots.
This step may vary depending on the download method chosen by the user. In this example project, the
Ancillary File Download feature in €? studio is used for demonstration purposes. This method can serve
as a useful testing tool during the development of a custom image downloader. Alternatively, you can
use the Renesas Flash Programmer tool to program the bootloader, application, and public key in a
single operation. For reference, application projects RO1AN7766 and R11AN0567 provide examples of
image downloaders using the XMODEM protocol and the USB PCDC interface.
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9.

References

Renesas RA Family Injecting and Updating Secure User Keys (R11AN0496)
Renesas Security Engine Operational Modes application (R11AN0498)
Renesas RA Family RA6 Basic Secure Bootloader Using MCUboot and Internal Code Flash

(R11AN0497)
Renesas RA Family RA6 MCU Advanced Secure Bootloader Design using MCUboot and Code Flash

Dualbank Mode (R11AN0570)
Renesas RA Family Booting Encrypted Image using MCUboot and QSPI (R11AN0567)

Website and Support

Visit the following URLSs to learn about the RA family of microcontrollers, download tools and documentation,
and get support.

EK-RA6M4 Resources renesas.com/ra/ek-rabm4
EK-RA4M3 Resources renesas.com/ra/ek-ra4dma3
RA Product Information renesas.com/ra
Flexible Software Package (FSP) renesas.com/ra/fsp
RA Product Support Forum renesas.com/ra/forum
Renesas Support renesas.com/support
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https://www.renesas.com/en/document/apn/ra6-basic-secure-bootloader-using-mcuboot-and-internal-code-flash
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General Precautions in the Handling of Microprocessing Unit and Microcontroller
Unit Products

The following usage notes are applicable to all Microprocessing unit and Microcontroller unit products from Renesas. For detailed usage notes on the
products covered by this document, refer to the relevant sections of the document as well as any technical updates that have been issued for the products.

1.

Precaution against Electrostatic Discharge (ESD)
A strong electrical field, when exposed to a CMOS device, can cause destruction of the gate oxide and ultimately degrade the device operation. Steps
must be taken to stop the generation of static electricity as much as possible, and quickly dissipate it when it occurs. Environmental control must be
adequate. When it is dry, a humidifier should be used. This is recommended to avoid using insulators that can easily build up static electricity.
Semiconductor devices must be stored and transported in an anti-static container, static shielding bag or conductive material. All test and
measurement tools including work benches and floors must be grounded. The operator must also be grounded using a wrist strap. Semiconductor

devices must not be touched with bare hands. Similar precautions must be taken for printed circuit boards with mounted semiconductor devices.
Processing at power-on

The state of the product is undefined at the time when power is supplied. The states of internal circuits in the LS| are indeterminate and the states of
register settings and pins are undefined at the time when power is supplied. In a finished product where the reset signal is applied to the external
reset pin, the states of pins are not guaranteed from the time when power is supplied until the reset process is completed. In a similar way, the states
of pins in a product that is reset by an on-chip power-on reset function are not guaranteed from the time when power is supplied until the power

reaches the level at which resetting is specified.
Input of signal during power-off state

Do not input signals or an I/0 pull-up power supply while the device is powered off. The current injection that results from input of such a signal or I/0
pull-up power supply may cause malfunction and the abnormal current that passes in the device at this time may cause degradation of internal

elements. Follow the guideline for input signal during power-off state as described in your product documentation.
Handling of unused pins

Handle unused pins in accordance with the directions given under handling of unused pins in the manual. The input pins of CMOS products are
generally in the high-impedance state. In operation with an unused pin in the open-circuit state, extra electromagnetic noise is induced in the vicinity
of the LSI, an associated shoot-through current flows internally, and malfunctions occur due to the false recognition of the pin state as an input signal

become possible.
Clock signals

After applying a reset, only release the reset line after the operating clock signal becomes stable. When switching the clock signal during program
execution, wait until the target clock signal is stabilized. When the clock signal is generated with an external resonator or from an external oscillator
during a reset, ensure that the reset line is only released after full stabilization of the clock signal. Additionally, when switching to a clock signal

produced with an external resonator or by an external oscillator while program execution is in progress, wait until the target clock signal is stable.
Voltage application waveform at input pin

Waveform distortion due to input noise or a reflected wave may cause malfunction. If the input of the CMOS device stays in the area between V.
(Max.) and Vi1 (Min.) due to noise, for example, the device may malfunction. Take care to prevent chattering noise from entering the device when the

input level is fixed, and also in the transition period when the input level passes through the area between Vi (Max.) and Vix (Min.).
Prohibition of access to reserved addresses

Access to reserved addresses is prohibited. The reserved addresses are provided for possible future expansion of functions. Do not access these

addresses as the correct operation of the LSl is not guaranteed.
Differences between products

Before changing from one product to another, for example to a product with a different part number, confirm that the change will not lead to problems.
The characteristics of a microprocessing unit or microcontroller unit products in the same group but having a different part number might differ in
terms of internal memory capacity, layout pattern, and other factors, which can affect the ranges of electrical characteristics, such as characteristic
values, operating margins, immunity to noise, and amount of radiated noise. When changing to a product with a different part number, implement a
system-evaluation test for the given product.



Notice

1.

10.

11.

12.

13.
14.

Descriptions of circuits, software and other related information in this document are provided only to illustrate the operation of semiconductor products
and application examples. You are fully responsible for the incorporation or any other use of the circuits, software, and information in the design of your
product or system. Renesas Electronics disclaims any and all liability for any losses and damages incurred by you or third parties arising from the use
of these circuits, software, or information.
Renesas Electronics hereby expressly disclaims any warranties against and liability for infringement or any other claims involving patents, copyrights,
or other intellectual property rights of third parties, by or arising from the use of Renesas Electronics products or technical information described in this
document, including but not limited to, the product data, drawings, charts, programs, algorithms, and application examples.
No license, express, implied or otherwise, is granted hereby under any patents, copyrights or other intellectual property rights of Renesas Electronics
or others.
You shall be responsible for determining what licenses are required from any third parties, and obtaining such licenses for the lawful import, export,
manufacture, sales, utilization, distribution or other disposal of any products incorporating Renesas Electronics products, if required.
You shall not alter, modify, copy, or reverse engineer any Renesas Electronics product, whether in whole or in part. Renesas Electronics disclaims any
and all liability for any losses or damages incurred by you or third parties arising from such alteration, modification, copying or reverse engineering.
Renesas Electronics products are classified according to the following two quality grades: “Standard” and “High Quality”. The intended applications for
each Renesas Electronics product depends on the product’s quality grade, as indicated below.

"Standard": Computers; office equipment; communications equipment; test and measurement equipment; audio and visual equipment; home

electronic appliances; machine tools; personal electronic equipment; industrial robots; etc.
"High Quality": Transportation equipment (automobiles, trains, ships, etc.); traffic control (traffic lights); large-scale communication equipment; key
financial terminal systems; safety control equipment; etc.

Unless expressly designated as a high reliability product or a product for harsh environments in a Renesas Electronics data sheet or other Renesas
Electronics document, Renesas Electronics products are not intended or authorized for use in products or systems that may pose a direct threat to
human life or bodily injury (artificial life support devices or systems; surgical implantations; etc.), or may cause serious property damage (space
system; undersea repeaters; nuclear power control systems; aircraft control systems; key plant systems; military equipment; etc.). Renesas Electronics
disclaims any and all liability for any damages or losses incurred by you or any third parties arising from the use of any Renesas Electronics product
that is inconsistent with any Renesas Electronics data sheet, user's manual or other Renesas Electronics document.
No semiconductor product is absolutely secure. Notwithstanding any security measures or features that may be implemented in Renesas Electronics
hardware or software products, Renesas Electronics shall have absolutely no liability arising out of any vulnerability or security breach, including but
not limited to any unauthorized access to or use of a Renesas Electronics product or a system that uses a Renesas Electronics product. RENESAS
ELECTRONICS DOES NOT WARRANT OR GUARANTEE THAT RENESAS ELECTRONICS PRODUCTS, OR ANY SYSTEMS CREATED USING
RENESAS ELECTRONICS PRODUCTS WILL BE INVULNERABLE OR FREE FROM CORRUPTION, ATTACK, VIRUSES, INTERFERENCE,
HACKING, DATA LOSS OR THEFT, OR OTHER SECURITY INTRUSION (“Vulnerability Issues”). RENESAS ELECTRONICS DISCLAIMS ANY AND
ALL RESPONSIBILITY OR LIABILITY ARISING FROM OR RELATED TO ANY VULNERABILITY ISSUES. FURTHERMORE, TO THE EXTENT
PERMITTED BY APPLICABLE LAW, RENESAS ELECTRONICS DISCLAIMS ANY AND ALL WARRANTIES, EXPRESS OR IMPLIED, WITH
RESPECT TO THIS DOCUMENT AND ANY RELATED OR ACCOMPANYING SOFTWARE OR HARDWARE, INCLUDING BUT NOT LIMITED TO
THE IMPLIED WARRANTIES OF MERCHANTABILITY, OR FITNESS FOR A PARTICULAR PURPOSE.
When using Renesas Electronics products, refer to the latest product information (data sheets, user's manuals, application notes, “General Notes for
Handling and Using Semiconductor Devices” in the reliability handbook, etc.), and ensure that usage conditions are within the ranges specified by
Renesas Electronics with respect to maximum ratings, operating power supply voltage range, heat dissipation characteristics, installation, etc. Renesas
Electronics disclaims any and all liability for any malfunctions, failure or accident arising out of the use of Renesas Electronics products outside of such
specified ranges.
Although Renesas Electronics endeavors to improve the quality and reliability of Renesas Electronics products, semiconductor products have specific
characteristics, such as the occurrence of failure at a certain rate and malfunctions under certain use conditions. Unless designated as a high reliability
product or a product for harsh environments in a Renesas Electronics data sheet or other Renesas Electronics document, Renesas Electronics
products are not subject to radiation resistance design. You are responsible for implementing safety measures to guard against the possibility of bodily
injury, injury or damage caused by fire, and/or danger to the public in the event of a failure or malfunction of Renesas Electronics products, such as
safety design for hardware and software, including but not limited to redundancy, fire control and malfunction prevention, appropriate treatment for
aging degradation or any other appropriate measures. Because the evaluation of microcomputer software alone is very difficult and impractical, you are
responsible for evaluating the safety of the final products or systems manufactured by you.
Please contact a Renesas Electronics sales office for details as to environmental matters such as the environmental compatibility of each Renesas
Electronics product. You are responsible for carefully and sufficiently investigating applicable laws and regulations that regulate the inclusion or use of
controlled substances, including without limitation, the EU RoHS Directive, and using Renesas Electronics products in compliance with all these
applicable laws and regulations. Renesas Electronics disclaims any and all liability for damages or losses occurring as a result of your noncompliance
with applicable laws and regulations.
Renesas Electronics products and technologies shall not be used for or incorporated into any products or systems whose manufacture, use, or sale is
prohibited under any applicable domestic or foreign laws or regulations. You shall comply with any applicable export control laws and regulations
promulgated and administered by the governments of any countries asserting jurisdiction over the parties or transactions.
It is the responsibility of the buyer or distributor of Renesas Electronics products, or any other party who distributes, disposes of, or otherwise sells or
transfers the product to a third party, to notify such third party in advance of the contents and conditions set forth in this document.
This document shall not be reprinted, reproduced or duplicated in any form, in whole or in part, without prior written consent of Renesas Electronics.
Please contact a Renesas Electronics sales office if you have any questions regarding the information contained in this document or Renesas
Electronics products.

(Note1) “Renesas Electronics” as used in this document means Renesas Electronics Corporation and also includes its directly or indirectly controlled

subsidiaries.

(Note2) “Renesas Electronics product(s)” means any product developed or manufactured by or for Renesas Electronics.

(Rev.5.0-1 October 2020)

Corporate Headquarters Contact information

TOYOSU FORESIA, 3-2-24 Toyosu, For further information on a product, technology, the most up-to-date
Koto-ku, Tokyo 135-0061, Japan version of a document, or your nearest sales office, please visit:
WWWw.renesas.com www.renesas.com/contact/.
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