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2 Windows T/ A RX—U ¥ DUSB VY FTILTINA R
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Renesas RA 77 3 1) AWS MQTT/TLS ¥ 5 RV ') 12— 3 U-Cellular A=

2. Tera Term Z#2E) L [#7 L LMESE]ZEIR L. [21) 7IL]E[COMxx: USB 1) 7 LT 734 X (COMxX)] & &
RL. [OKIZY Uv I LET,

| Tera Term: EFTLIVES x

1 ~
OTCR/IP myhost example.com
EAR @)
22
Telnet
S3H SEH2
T UMNSPEC

@1 )7)L(E) ﬁ—h(R);' CONG: USE VU7)L 7/ i1 (COh ~

FreL ALIH)

3 TeraTerm 1) 7JLiR— k&R

3 [BEIAZa—DTNEIUMNE, [PUTILER—FEZIRL, UTO &S IZ[R—L— F%[115200](Z5%
ELET,

= sme=roy JukO=ILOY “4vESW AL TIH

Tera Term: YU F)LH-+ EBE

H—k(P) CONE v oK
F—L—h@): [115200 |
7 —=(D): 2 bit v FrEI
FALF(A) none v
Abu ) 1 hit o NLFH)
TO—FHEF):  none v

P pld

EEL - OIEEY.

4 R—L—b FILFHT 115200 ZER

R11AN0604JJ0101 Rev.1.01 Page 9 of 39
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4. BHEMATETLET, a2 VY—ILIZIE, UTFICRTESICERECLI AZa—MRRREINET,
F: AZa—ARFINGMESIE. S1A—HFRA v FERLTR—FKZ)Ey FLTLEELY,

T COMS - Tera Term VT — | x
B EBEE FFES IRO-LO wyEumg ALTH)
Get

E5 AL AZa—

5. EORH1)—2 3y FMIRENECLIT, AV REERTH-HDDOEFEZANLET, HIZE. [1]
T E, TRDELSIZFSP 7 IV y—2avDN—C a3 UNRTEINET, [AR—RAFXF—|2#HT
E. WDTHREDAZA—IZRBIENTEET,

T COMS - Tera Term WT — | *
B |ED EFEE IFO-G v EaG ALTH

6 FSP/\— 3 iER
2152 FOT4R—=2300D=HD SIM &E T LOIEHRING

1. [4]##L T. [CAT-M Information]ZFRRLET, CDA=a—I[L, CATME a—)LELBEEL. SIM
H—KRDT7I9T4R—=2aVICHERIMEIBSLUVICCID DIEEZWMELET ., BT 5&. IMEl &
ICCID QEMNHADE@EICKRTINET, TATSLALIL, EFBITESGE. £EIALTI T BHET.
CATMEZa—ILEDBEZXHAET, IMEI & ICCID DIEZEE LT 5. renesas.micro.ai. MicroAl
Launchpad IC7 2R L. SMA—FETF7VT4R—2 32 LTLEEELY,

T COMS - Tera Term VT — [ >
JPAME REE EBEES IvRO-MO o) ALTH)

4. CAT-M INFORMATION

SIM card with this info

7 CAT-M [&3R

R11AN0604JJ0101 Rev.1.01 Page 10 of 39
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2.1.5.3 MicroAl Launchpad TD SIM A—RFRDT7 O T4 R— 3>

SIMA—KD7 %5 T4 ~"—> 3 V(ZIE, MicroAl Launchpad 75w b 74+ —LNBETT, SMA—K%
TOTAR=30FBIZIEROFIEESBELTLESL,

1. Launchpad D7 H 0 FEEBRLET, YA 07 v ITR—IUTEE L, BREICEESNDBIHEA—IL
TT7HhOU bR THIELETIToOTLIESLY,

2. Launchpad 7A > k2RS4 > L. [Create Device Profile]Z 4 JLE 5 ') w49 LET, [Device Type]l
[Renesas EK-RAB6M5]AS, [Connectivity Type][Z[CAT-M]ZBIRLEFT, BDEIZIGLTHO I —IL K%
ABAL. Next]Z2 Uy o LET,

1. Create Profile 2 Data Schema 3 Selecta Plan 4. Payment

Create Device Profile ~

Profile Name* &

Exemple Profile Name

Short Description @

Example Profile Description
Device Profile Tags ®

[SELEIENRE - Ta0

Device Type* ®
Renesas EK-RASM2

Connectivity Type* @
CATM (RYZ014A-PMOD)

Send Every* @ Rate* ©
1 3 Second
i #1485
AN
o=
V4
A
)
[—9

8 MicroAl Launchpad TDT/Af A TR 7 7 1 JLYERK
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[Data Schema]T. [Next]Z2 v LET,

[Selecta Plan]|TE#M A TOE—T 3> a—FZ@EAL. [Next]Z2 U vy LET,

[Payment Method]Z$8%E L. FIARMICRELET, [FinishZ2 ) v o LET,

[Register a Device]Z 1 ILE4 ') v L. CK-RA6M5 ¥ b & SIM h— FD&EEEZRIA L E 9, [device
profile]® KO FHH9Ums, B LETNAARATOT7 74 ILEERLES, CLIASEE L= IMEI {E
EANLET, BEIRELTHOI A —ILFZAALET,

o0k~ w

1. Register

Device Activation

Device Profile” &
RA

Device Name* (F

Device ID* @

Device Model &

Manufacturer @

Automatic Firmware Updates* &

E

9 MicroAl Launchpad T® EK-RA6M5 & £k

7. Next]Z2 Jw 2 L. [AddNew SIM]Z2 1) v LET, [SIMEID]Z 4+ —JLKIZICCIDfEZAAL.
[Save SIM]Z2 ) v LET,

Add New SIM

SIM Details

Carrier @

ONE Tech SIM

SIM EID @

< enter EID or ICCID number =

MSISDN &

Region / Country (&

10 MicroAl Launchpad TO SIM A— K7 T4 R—L 3>

R11AN0604JJ0101 Rev.1.01 Page 12 of 39
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8. TNARDEHFMTET LET, CK-RA6MS5 ¥ k& SIM A— K&, Launchpad 75 v 7+ —A4IZ&k
YTV T4R—=2a32E3hTEY., TeraTerm DA —ZFI)LTRIETEET,

2.1.5.4 R— F® UUID [ERE=IMET 5

1 [AAAZa—]TRIZEHT L. R—FOUUID ARFTEINET, COAT Y KIFAR—FO UUID 1BHR%E
MEL. UTORY ) —riay brDESIZarY—ILIZRRTLET., COIEHIE. Renesas AWS
Cloud Dashboard I[Z& &9 SBEICHELLZY FT,

T COMS - Tera Term VT - O *
TrAE) |\EE BEE IVFO-MO DYEIMW) ALTH)

3. GET WJID

hit Uniaue 10

e bar to return to MENU

X 11 7R— K UUID [5$RENE
2.1.5.5 Renesas AWS 7 5 K& v aR— KADEER

Renesas AWS 7 5 K&y aiR— RIZT U ERTBIZIE. Fv k% renesas.cloud-ra-rx.com TE&Ekd
HHEMNHY FEFT, AWS Dashboard for CK-RA6M5 and CK-RX65N Application Note M AWS & v 2 2. 7KR—
RKOFIEIZHE->T. TNNARETAES3=245 L. Renesas AWS Xy aih— RIZFP O EATESL LS
IZLET,

BiFE. RORATY TIZEDRIC, TREDa VI O ANRETTHETIHREIEEFBET,
2156 T/INARFHAEEZ, ¥F—. MQTT IAO—H—DI U FRA U b, E/ DRZRIDRE

TITVT—2avESESEDBICIE. T/ REEHE., 7/ XAOWER. MQTT JA—H—DI Y KR
AVbh BEUE/DRAET 277V 2ICREFELTEDBELRHYET, Chnldk. VT30 FFyY
DaR—FRIZEHZRLI-ZRICRELET,

1. AWS Dashboard for CK-RA6M5 and CK-RX65N Application Note D AWS &y L aR— KD+EY 3>
1DFIE7 THRESATWSESIZ, FvafR—F7hDor bR=Uhb[certs.ziplz o a— KL
FY,

2. [AA A a—|TRIEHTE, RORYJ—2 3w MERT & SI1Z, [Data Flash]BED a7 > KA
RRINFET, COYTAZa—CFT—2ORE. AL, REDIATU FBRHYET,

T COMS - Tera Term VT - O d
JrWE REE FES IVFO-ME YW ALFH)

ions in the menu below:

red in flash memory

bar to return to MENU

12 DataFlashBE&EDA=—a—¢avT UK
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3. TNNARAZEFRET B=HIC. 7T avb|EMLT, TeraTerm D77 A IWE2TED v I LE
T [F7ANREELF T arERIRL, FIEL THIoA— K Liz[certs.zip] 7 7 4 L > T /34 REE

BAZE 7 7 1 JL'xxxxxcertificate.pem.crt &R L E I,

4 COMS - Tera Term VT — O »
o] =0 s=9 avto-wo) sorow ALTH)
T ALLEEN.. AN 5
tyia DER) Al+D
CygwinEH(G) Alt+G

| 7rrEEs..
T »

TALINEEE(C)..
OJEB4£(R)...

TTY Record

TTY Replay

EDRI(P)... Alt+P
EEH(D) Alt+l
B0 Alt+Q
Tera Term@D 245 T (A)

XK 13 T/ RFAE~ADTHI LR

ta in data flash

T74 LDIEF(1): | certs v| Q T = m-

#

& ExOE &S

AmazonRootCAl pem 2022/11/15 12:52 PEM J74
2022/11/15 1252 t¥alFr
| 1ot-data,)son 2022/11/15 1252 JSON 74

| private. pem.key 2022/11/15 12:52 KEY F71 ]

< >

T7A NNy Icerti—'mate.pem.crt E<(0) l

Ir{VDER(T: | FARTOIFAICT) Foutl
MJLTF(H)

b W
s sr#UiR

K14 T—275va~DT/NARFEAEDODSFHoO—FK

R11AN0604JJ0101 Rev.1.01
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¥ COMS - Tera Term VT — O *
JrAIE \EE BEE IVFO-MO) w1EEM ALFH)

ASH WRITE CERTIFICATE

ect the file 1o write data in data flash

Writing flash data is = ful

= bar to return to MENU

K15 T—4275v>alz8oo0—KLi=T/1\A RAAEEORXT—4E2 X

4, TINARX—FRETBICIE, AT aV[c]#BL T, TeraTerm D[Z 7 A N2 TED UV I LET,
[Z7AIWEEF T avERIRL, FIEL THYoA— R Lfz[certs.zip] 77 1 LD ST/ R
F—xxxxxxxprivate.pem.key &R L TL &Ly,

MQTT JA—H—DI Y RRA Y FERFETBHICIE. FIEL TEFH>O— K Liz[certs.zip] 77 1 )LD

[iot-data.json] 7 7 A ILH 5, T2 RRA 2 b ILFEF| XXXXXXXXXXXXX-ats . iot.us-

eastl.amazonaws.com ZaE—LFET, AT aV[dEHL T, TeraTerm QRE|Z TEZo ) vy

L. BEYHIF<CR>|ZEITLET, AMEXFITHIZ LZHREL T, [OKZHLET,

E: MQTT JA—HA—DIVRKRA Y FHEaE—FBHIZ. F TNV 4+—T—ParvEaE—LEL
TLEEL,

redertials in flash

B Tera Terme 7 - FDESE

aRkRAR KRR RRE RN -ats ot uz—eazt- 1 amazonaws com l

izl

K16 T—27539v2a~OMQTT IV RRA > FDRE

5. E/ DARERET HICIE, FlE1THH>O— K Li[certs.zip] 7 7 4 JL®D[iot-data.json] 7 7 1 L 5
E/ DBRHIDIFF] XXXXXXXX~573EXXXX-XXXXXXXX-4e4bXxxxx A E—LFET, T 3 ve]&# i
LT. TeraTerm DRE|Z TE#0 Vv L. BEYRIT<CRIZEFTLET . AVLEXFITHSI L%
MR L. [OK|EH|LET,

X E/DRAMEIAE—T BRI, FINI+—T—2avzaE—LBEVTLEEL,

IATA FLASH WRITE THING MNAME

Tvpe or Paste credential and press enter to save credentials in flash

57 Tera Term: 7y - FOEE X

IEdXXXXBf—57XXXX32-75XXXX36-¢BXXXXEd I I oK |I

Freil

K17 T—275va~DE/ DEEDREE
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6. AT aVfEQIEMLT. T—2 73V alRBEINERESEALE L. BIALET, [RR—X
F—]ZWLT, BIDAZ2—IZEBBLET,

T RETHOBRAERFEBICRENT, MROT—2OHAEGLEERIELES . 1—H(F, 7T
T—2a EELSEESESEOHIC. Sy aRh— BB LEEMLET 2275y >alcA
NTBRENHYZFET,

2.2 10T 257 FDERFE E AWS loT ~D i

2.2.1 AWS loT O F|ARBIE & Renesas 7 59 RADZEE%

Renesas AWS D % v & a1 78— F(https://renesas.cloud-ra-rx.com/login)Z. AWS Z7Hho > kMZHA VT v
TLTWEWA—=LTHDI Y FEFERALTHS A2 LTLESLY,

F: Ay arR—FRTlE, A=ILTRLRIZYUILEHFLWAWS 7ho Y RAMERRE N B8, AWS
ThHOY L ERBRTHADIFERALTVVEWA—ILT KLRATHSA V7 v TT B ENEETY,

By aR—R7AD VDR T—RRIZ, FADVEDTOES aZ VI DRTHRRSINDIDERHL
E3

HBAUTYTIERALEA—ILTADY M, AWS AL ERIENEEShET, BiIR. 1—HIEFF Y
DaR—FIZ7IEAL, TP aR—FOGiAEZ S O VA—RT B ENTESLLSICHYET,

23 7TUH— 3 niEE

SIMA—KDT7I 74— 3>, ByarR— KA., CLIICKZRELRY S FRIIEROERTE
NETTRE. 7IVr—2a v 22T 2EHABNVET, A7 aV[BEBLT. 7F7Ur—2avsE
BEILEST, 775 —avid, UTFOESIZT—E2 75y alcBHEET S5 FEIHEROBRIIIKR
EEHIT. DIIWALRY)—=VERRLET,

v COMS - Tera Term VT - O *
IrfIME |EE FTS IRO-G) 2axF2W) ALTH)

CHECK. CREDENTIA ORED IM DATA FLASH
Certificate saved in data flash is verified and =

in data flash is verified and =
MUTT end point

0T thing name saved in data flash is verified and =

Starting 803 cloud Bpplication....

18 AVY—ILDVTIVALRY )=
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Y COMS - Tera Term VT = O X

File Edit Setup Control Window Help

Refer to Application Note for more details on Application Project and

FSP User’s Manual for more information about AWS Core MQTT

e Cellular SIM okay eeex
CS8 registration status received:
PS registration status received:
C8 registrati status received:
PS reg status received:
CS registration status received:
PS registration status received:
CS registration status received:
PS registration status received:
Cellular module registered <<<
Cellular module registered, [P address "216.168.185.215" <LK
Cellular Setup Done
TLS Connect Success @
Buccessful MQIT Connection to the end point aoh5lvd4023ku-ats.iot.us—east—1.amaz
onaws .com
Device is Ready for Publishing and Subscription of Messages

NN NEN
T

Topic Received from Cloud for IAQ Sensor Data
1AQ data ©AA.HAA

B19 v kJ—4 & AWSIoT IZEHESRTDa Y —)L

24 AWSI0TMQTT TR M SA 7V bEESF=7TUr—2arrnd ) FOKEE

pE

bE

CDEIAVTIR, GoTNT TV 5r—2a v DeE*RIIT2FIEZHBALES,

Cellular D#WHEALIZHIIL, Y—EXTANS EHOLDIP 7 FLRADEEBE, TURKRA VD
DNSIY I T TDETEHDBET, a2 Y—ILIZHMIA vt —P[Successful MQTT Connection to
the end point] ARTEINTFE. TNAREAVE—DDNRTY w2 TRISA4 TOEBMNTT
L/ij-o

A7 TV r— 3 20&, AWS MQTT IOT Core ZFERALEY, 1—H(E. AWS IOT MQTT Test
Client # R L TRIEZITICENTEET, Tz, LRYFRDGUIR—RDA Y aiR— REFE
ALT. $RTOEI Y T—R2EHhRAIAALTCERRTHIELTEET,

BREIEDT=HIZ. 1—HIX AWS IOT MQTT Test Client Z#FAL T, LTFTDESY L3 > THBETSHESIZH
EvyDBEHREAMAEZRTEL. flHT 522 ENTEET,

AWS 2 57 K& w1 7R— FEID AWS loT Console IZ7 2 X L T[Test]Z:&R L. [MQTT test client]
ERIRLET, UTOURKMIHBFEYIHF1DTDOHTRISAITLET, FEVIESTRIS4T
TEIHUTIRY =223y MEIUTISRLET,

E

b

UTDAyvE—2E, AXFEMFELARISNAET, 2—HFIFNTY v a0 TXI514TD
AtE—TFEANTHEICIE. FETILELHYFET,

—EIZANTEAVE—DE L DEFIZLTLESY, AvytE—2EFF TV +—T—2 3 U THA
T ZDFEFIAE—L. RALAR—RZEDHENTLZELY,
"aws/topic/iag_sensor_data”
"aws/topic/oag_sensor_data
"aws/topic/hs3001_sensor_data
"aws/topic/icm_sensor_data"
"aws/topic/icp_sensor_data"
"aws/topic/ob1203_sensor_data™
"aws/topic/bulk_sensor_data™

FEYIDYTRI A TRIZ, FYPaR—FETNAZNENTYvadhdrtyvt—D%F

ETED&IITRYVET,
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AWS loT X Subscribe to a topic Publish to a topic

Monitor Topic filter Info
The topic filter describes the topic(s) to which you want to subscribe. The topic filter can include MQTT wildcard characters

Activity
aws/topic/bulk_sensor_data
» Connect
P Additional configuration
» Manage
» Fleet Hub B
» Greengrass
b Wireless connectivity Subscriptions aws/topic/oaq_sensor_data
» Secure EJ aws/topic/iag_sensor_data QX
¥ aws/topic/oaq_sensor_data
» Defend aws/topic/oaq_sensor_data QX /topic/oaq. =
» Act aws/topic/hs3001_sensor_data @ X 1
"0AQ": {
v Test aws/topic/icm_sensor_data QX “air quality (Index)": "00.0@"

a 1
b2 Device Advisar aws/topic/icp_sensor_data QX ;

|
aws/topic/ob1203_sensor_data < X

-

20 AWSIOTEIETRD FEY I A vE—CDHTRI 54T

] aws/topic/iaq_sensor_data QX

¥ aws/topic/oag_sensor_data April 19, 2022, 15:06:43 (UTC-0700)
aws/topic/oaq_sensor_data QX

aws/topic/hs3001_sensor_data Q? X iy

{
“0AQ": {

"air quality (Index)": "00.00"
3}
J

aws/tapic/icm_sensor_data QX

aws/topic/icp_sensor_data QX

1
aws/topic/ob1203_sensor_data Q X
aws/topic/bulk_sensor_data QX ¥ aws/topic/oaq_sensor_data April 19, 2022, 14:36:26 (UTC-0700)
{
"0AQ": {
"air quality (Index)": "00.00"
}
}

K21 AWSIOTEE TODY IR SATEah=-AvtE—

TINAR(F, BFAEEFARY FRERICAYE—C2R/HTEIENTEET, V5V FAITIE, Ay
Tt—CDERITEDINT, TNNAABNTYyalizAvytE—C% AWSIOTDERERLETYITRISA4 T
Ayt—U L LTHRTHIENTEET,

B#RkIZ. TINARADBAYE—DERETBICIE. ENEDNEYVIEYTRISATTEIRENHY F
To TNAADNINED CEYIEHTRYSATTEE. V7V REIDNRT ) yvadhfzAvtE—Tlk
TRTTNA R THRTEET,

ZDT7TIVr—2 a3 Tk, oY T—2DEKR(@aws/topic/get_iag_sensor_data)my 5™ K

DINTNV a7 ITAETATY ., TNAZADLDERDE Y T—E2E, VI IR MIHTHLET
9, (aws/topic/iaq_sensor_data)

oY T—2FERT HIZIE. [Publishto atopic]#:EIRL. UTOVRKMIHDEVIEAALET,

BIZIEUTIZRT &SI, 9« > FolZ(aws/topic/get_iaq_sensor_data)é AH L. [Publish]Z%
Jwo LTLIEELY,
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“aws/topic/get_iag_sensor_data™
“aws/topic/get_oag_sensor_data™
"aws/topic/get_hs3001_sensor_data™
"aws/topic/get_icm_sensor_data"
"aws/topic/get_icp_sensor_data"
"aws/topic/get_ob1203_sensor_data™
“aws/topic/get_bulk_sensor_data™

"aws/topic/set_temperature_led data"

"aws/topic/set_spo2_led_data™

AWS loT X Subscribe to a topic Publish to a topic Z

Monitor Topic name

Activity The topic name identifies the message. The message payload will be published to this topic with a Quality of Service (QoS) of 0.

1\ aws/topic/get_iag_sensor_data I 3
» Connect
Message payload

» Manage
» Fleet Hub

» Greengrass
» Additional configuration

v

Wireless connectivity

Secure

v

Defend

v

Subscriptions

v Test

v
B
A

-

aws/topic/iaq_sensor_data QP X

» Device Advisor

MQTT test client | 1

aws/topic/oag_sensor_data QX

aws/topic/hs3001_sensor_data QQ X

aws/topic/iaq_sensor_data

w aws/topic/iag_sensor_data

SEARS e f

22 AWSIoTEEMNLD A vyE—D/NNTY via

25 Renesas Ay afR— KL 7 FUr— 307004 F4RKREIT 3
Renesas AWS 4 v < a7”R— KIZIE. renesas.cloud-ra-rx.com A" 5[Go to Grafana]&9 J v  LT7 o+

ATEEY,

F o A—HIE TNNAANTAES 3z vFEan, T/A1 AOREMN[Active] DB EIZDH. Grafana

By aR—RIZFOERTEET,

Device 1
Account name:
Sree Amirapu

Email:

renesascloud.rarx@gmail.com

UUID:
2d035799-57363632-62a74e36-4e4b292d

4. Download Certificate

Go To Grafana —>

K23 IWAHRAWS YISO Ty aiRk—RADT7TIER

R11AN0604JJ0101 Rev.1.01
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Grafana # v ¥ aR— FR—UNRRREN=H, EE YT —EE2TOWEICHS TRHI 20909 %
CET, EUYT—RERTTDENTEET, FVVaR—RIZT—EARTEINDHET, K607
AMYFET., TEBHAFRYICRTSINGEVGESE, R—DZFEHL TS,

24 JWARHRXAWS I SH RKE Yy aik—FK
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3. Cellular 1 5 —7 x—X % {HAT- AWS Core MQTT

3.1 AWS Core MQTT

RAFSP IZEEND AWS MQTT 54 73 I, AWS MQTT F7=I% Mosquitto  EDH— K/\—F ¢ &
MQTT JA—H—IC#ERTE2ENTEET, SATFTUDEELERFF AL MI, MQTTDI = THA
k AWS IoT Device SDK C [ZHBE SN TWET, CDSA4TZ ) THR— IR TS ELHEEIUTD
#BYTY,
e AWS IoT T RRA ¥ kH Mosquitto H—/\, FFEED MQTT 7 A—H—IZ TLS T MQTT it
e Mosquitto —/A\~DIEtF 27 MOTT ki ¢

AWS Core MQTT [&. [Thread]R 2 v 7 [CEEA ViR— B EMNTEET, Chldk. RA
Configuration /8\—ZXRY 74 T B L THRESINFET, AWS Core MQTT Z#H LWLWR Ly FIZEMT I
[¥. RA Configuration T Configuration.xml ZfZ#&J, ELVLWA LY FAERITERSIAhTWNSZ &
#HEE LA S, [Stacks]® 7 > [New Stack] > [Search]#{#H L T. ¥—7— K AWS Core MQTT T %
LTS,

. o

Stacks Configuratlon Generate Project Content

Threads %] New Thread | Remove [ New Thread Stacks na\ug s

~ 4 HAL/Common ‘0 Add stacks to the selected thread by using the 'New Stack >' toolbar button (above), or by pasting Artificial Intelligence >

@ g_ioport /O Port (r_ioport) Ly Audio >

4 FreeRTOS Port (rm_freertos_port) Bootloader >

CapTouch >

Connectivity >

DsP >

Input >

Monitoring >

Motor >

Networking >

Power >

RTOS >

Security >

Sensor >

Storage >

System ¥

Objects 4| New Object > Timers &

Transfer >

!J' Search... l

Summary | BSP | Clocks | Pins | Interrupts |Event Links | Stacks | Components

25 AWS Core MQTT £ 1 —JLM&EIR

AWS Core MQTT RA vV ZEBMY H &, TRDEL S [TIKFREFENE RSN TVVEWNT 74 L FREIZH
YEF, FSPIFA—HFITHRALE I VAR— b V23— —RZR#ELFET, COT7TVr—2a
J—bhTlE, B 27 (2573 & 512, AWS Transport Interface on MbedTLS11 #{#EHA9 % Cellular 1 > % —
Tz —RADWTEHRBALET,

* KEOERTIEGELS, O—ALY—nOTRAMIEESIES,
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# AWS Core MQTT

@

-
T

4+ Add Transport Interface

26 AWS Core MQTT RAE YU Ex1—

KIRINTLVD AWS Core MQTT X2 w7 IZIE. ZL DIKFEFREFEAELZTONRT A HAEERTL
FITMN, FETIHNPREDEFETHEATEET, HLWLWTOD Y FIEMES iz AWS Core MQTT
A2y (LESB)ICH LT, BHE-IATOWRIMEREERFTERR)ZEITANTHELZTIZIE. ROEESLE
—GTO

o ERENI-AL v KZTA/T 1 T, 10T SDK & FreeRTOS NIAE & 3 % Mutex & Recursive Mutex MDfE
BAYrR— rOERIE

LEDOFIENTETT SE. AWS Core MQTT XV 4y FREZZITANSEFATETHE Y., hiE,
TLStyS a3 EHBEELS TCPIP EXEDOFERICKELTULED,

AWS Core MQTT 2T 2 F DD KF a1 A2 MME, FSP A—H—XIYZaF7IDUTFTTAFTEET,
RA Flexible Software Package Documentation > AP| Reference > Modules > AWS Core MQTT

32 FSURR—FBOERE

FSP A2#t9 % AWS FS U RKR— b U2 —Tx—RI[E, Cellular, 1 —H Ry b, Wi-FiDA T3>
IR LFE T, [AWS Transport Interface on MbedTLS11](E. Cellular f 2 —7 z —RIZERAINFET,
RAFSP [ZIEWi-Fi B X UVA —H Ry bDEFXF1TYY Y FREAEFNRTVEITN, A7 TUr— 3>
BELUF7TYUHr—2a30/—FTlE, Cellular 41 82— 1 —ADFERAICEAESTTULET,

MbedTLS/PKCS11 M[Add Transport Interface] > [New] > [AWS Transport Interface on MbedTLS/PKCS11]
#9)w0935bE, Celular V7Y FERALY FREAYVICEMT 52 ENTEETS,
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“ || stacks Configuration e

Generate Project Content

Threads %] New Thread %] Remove [= New Thread Stacks %] New Stack >

v i‘? HAL/Common

& g_ioport /O Port (r_iopart)

@ FreeRTOS Port (rm_freertos_port)
~ 4 New Thread 6]

& AWS Core MQTT a
I

% Add Transport Interface

4 AWS Core MQTT

7 2
I £ AWS Transport Interface on MbedTLS/PKC511 (rm_aws_transpor‘t_inter‘face_por‘l]] I MNew > I ¥
& AW [ransport INterace on secure SOCKets

Objects %] New Object >

v || Summary | BSP | Clocks | Pins | Interrupts | Event Links | Stacks  Components

27 Core MQTT Module ~® Cellular f >4 —27 = —X D&M

BMYdE, BEGRIVINERL, EKEED2—LICH L THELZENTORIMREFEREIARELFE
ERS

CCT,. RhWNTAYIICH—YILEELE, I DRYTTyTRREINFT, BULGHREEZLTLE
I AN

e [Buffer Allocation] T 5 —®i5& . [New Stack] > [FreeRTOS] > [Memory Management] > [Heap 4] % {% F
LTE—TREARIRLET, F=. [Application Thread] > [Properties] > [Memory Allocation] >
[Support Dynamic Allocation] > [Enabled] ©[Dynamic Memory allocation] #s%%E L £ 9 .

e Crypto Mi5A. MbedTLS ® MBEDTLS _ECDH_C I&. MbedTLS 2#H3 2RICEET H2LENHY F
9, [Using MbedTLS(Crypto Only)] > [Public Key Cryptography(PKC)] > [ECC] > [MBEDTLS_ECDH_C]

e RTOS E—TAEI5—DIHEIL. [Application Thread] > [Properties] > [Memory Allocation] > [Total
Heap Size] > [0x40000] TE—FAEYEIY ¥ TEZHRELZET,

o KfERRL—2DITYLaTFAINIRTLNBETY, Ihld. [Add AWS PKCS11 PAL module] >
[New] > [AWS PKCS11 PAL on LitlleFS|# 4 ) w9 9§52 L TEBMTEET,

o LittleFS XM DIFHES A4 75 1) BT malloc %473 (Z1F, 0x1000 LLE®D E— T %[BSP] > [RA Common]
> [Heap Size] TEMT 2BELHY FT,

e [Application Thread] > [Common] > [General] > [Use Mutexes] > [Enabled] T Mutex Z&%h(ZF 2 HEMA
HYES,

e [Application Thread] > [Common] > [General] > [Use Recursive Mutexes] > [Enabled] T Mutex Z&%h(Z9
LENHYET,

e [Application Thread] > [Common] > [Optional Functions] > [xTimerPendFunctionCall() Function] >
[Enabled] . xTimerPendFuncionCall Z8%Z3 2HEMNHY £F,

e UARTOIS—I&., 7O—HIHEAMICL. RTS & CTSEVEBEYIEIRT 5 L TRIRTEET,
e O INBE, AVIAFAL— DL IT—FRYROITBDELGERMLGERETT. JYERK

BHREREIX. FED2A—IILEZTOFERAEICREINTLET,

TARTOBYLGEEICLY ., BETRICEDISI—ABESNEER, LAV T4 FaL—2DRY
J—2Pay b, UTOE28ISRT LSS, TG ERVITRTRTENET,
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AWS Core MQTT Stacks 4| New Stack > 5| Remove

2
4 AWS Core MQTT

@

# aws Transport Interface on MbedTLS/PKCS11 (rm_aws_transport_interface_port)

@

a
T T T

T
¥ AWS PKCS11 to 48 AWS C SDK Logging @ AWS Demo 4 AWS Cellular Sockets Wrapper (rm_aws_cellular_sockets_wrapper)
MbedTLS3 dev_mode_key_provisio
ning

0] @ 0] @

v v 2 Yy
T T

4 AWS Client Credentials | | % AWS Cellular Interface on RYZ (rm_cellular_ryz_aws)

@ @

a
I T I

@ AWS Cellular Platform | | 9 AWS Cellular Interface | | # Cellular Comm Interface on UART
(rm_cellular_platform_a Common (rm_cellular_comm_uart_aws)

ws)

@ @ @

7y
I

@ g_uartd UART (r_sci_uart)

@

28 HiskL7=Cellular V4o Yy b4 VB —TJz—XED 21—

MbedTLS D AWS SV RKR— b VB2 —T A RICETEHZOMD FFa A2 MM, FSP 2—H—X<
ZAaT7ILDUTFTAFTEEY,

RA Flexible Software Package Documentation > AP| Reference > Modules > AWS Transport Interface on
MbedTLS/PKCS11

3.3 Mbed TLS

Mbed TLS I£. Arm® 2k A TLS 7R LI DREL, TALDREICHELREEITVI T4 I T,
Ff-. Mbed TLS [&. TLS/SSL DEANEHA SN TLVEL TEH, FORSHEEDHNFEREINET,

TLS 7 R— k&, &#EHIZ Mbed TLS % HT % FreeRTOS+Crypto ZFA L FE T, Mbed TLS ZFHT
5I1Z(&. Mbed Crypto EZ 12— IILDERELBENPBLET, TOED21—ILA MCU D SCE ##ELET,

FreeRTOS+Crypto €22 —/JLT Cellular V47 v bEFEAT 570D Y bTlE, UTOEBRTSOER

NHETY,

1. FreeRTOS E—TREXFX—LA4(T7—RA T4y rZILTYALEFEETILT) AL)FFRF—
L5(Z7—AbLT74y b7 ALEHKETILTYXLIZMA, BELTWEWAEY BEEICES:
MBI LR EFERLET,

2. FreeRTOS MEIIAE) TAS—2 3 VDY R—FEHHICLET,

Mbed TLS 75 v b 74 —LDAE) 75— 3 LANVERMLET,

4. Mbed TLSDAARLY FLAYEFHMICLETS, hlEA—HFDT I+ DAY Y & Mutex Z0LHE
L. EFNRLY FSA4 TS #FERATHHDICALY FLAVYERRIELET,

5. Elliptic Curve Diffie Helleman S 4 751 8% LET,

6. FreeRTOS MAFTE—TH A X% 0x1500 & Y KELMEICEBELET,

w

Mbed TLS [ZBT 2 ZDMD KX 1 A Y bE, FSPA—H—XIY a7 ILOUTTAFTEET,
RA Flexible Software Package Documentation > AP| Reference > Modules > Crypto Middleware
(rm_psa_crypto)
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3.4 MQTT EYa—ILAPIDFERAAE
212, 7IVr—2 a3 Blo—8E LTHERASINSD AWS Core MQTT IZK > TR SN 5 API R L

E3 2
£2 MQTTEYa1—I/LAPI
API BT
MQTT _Init MQTT OV THR FEMHALLET,

MQTT_Connect

MQTT v avEHILET,

MQTT_Subscribe

JOo—h—I2, BELEZFEY I TALE—DURMIHT S
MQTT SUBSCRIBE #%/{EL %7,

MQTT_Publish

BELEFEYIEBAAYE—UHFNRT Yy LET,

MQTT_Ping

JAO—H—[Z MQTT PINGREQ ##ELE T,

MQTT_Unsubscribe

JA—Hh—IC. BELEFEY I TA4LE—D) X MIHT B
MQTT UNSUBSCRIBE Z#{E L&Y,

MQTT_Disconnect

MQTT v araiiiLET,

MQTT_ProcessLoop

W—TE#RELT, FSVRAR— b 2—T A AMB/NTY b+
EZELET, F—TT7SATENEBLET,

MQTT_ReceivelLoop

W—TERELT, b VRAR—FA U E2—T A AMB/N 7Y b
ERELES, F—TT7S54 TENEBLEEA,

MQTT_GetSubAckStatusCodes

FTDHITRISA4 TNy bv s, FEYY T4 ILE—FTRYH
)T a3 VBRIZHETHIAT—FRA—KEEL MQTT
SUBACK /4y bDRA O— FE@BILET,

MQTT _Status_strerror

MQTT RAT—ARANDIS—a— REXFIHIZEBRLET,

MQTT_PublishToResend

BETIRORBID/NT)ya0/N7y FIDERFGLET,
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4. DS 9RERT TV —2 3 U4l

41 W=

COF7TYHr— 37814 FTIE. Amazon loT SDK C. Mbed TLS E< a2—)JL. Amazon
FreeRTOS. & & U Renesas RAMCU TEIMET D HAL FS A N\ED, LAY A FSPHAEY 1 —ILTH|
FuEe’ APl DERAEDTEEZITVWET, v FIT—2 &, Celular EV 21— ILEFALTHEISA
F9, Renesas ¥ 5 K&y b TEMET A7 T Ur—avld, FSPaYJ4Xal—42%&FEALT.
Core MQTT. Mbed TLS/Crypto. Cellular EZFEIRIENDSED LR TLE L TEHELET, COT7 T r—
3 vlf. Renesas RAMCU ZAL T, hRAATARXRENE=ISHIRKR—ZADY ) 21— 3V EEET
B-ODEREAELTHEATEES, S5I2, V5V RS—ERTONS ShoiREESNhDE 059 K —E
ADEELEEY F T Y TODTELTOTLET,

KDY T3 vTIE, TURTNRAREBETS=0I129 57 FAIOD AWS IOT TREE SN S TN
AREEF ) T4 BIEROR O—FBRBEMICERT 2AZEERLTOWET, 2O X1 A2 MIFHE
I B TIE, Core MQTT & MQTT FO—H—RIDHY TR SATENRTYyoatvte—S05, o
T—=RDAUTIUERIRTYwia, MCUDNLY T RAD" B T—2"4 XY FDFERT/NT) Y
VADTEEITOTVLWET, T, TRAREISOERMLTIFaI—2a3 AR MNLED RR)EZE
FTBHLITHITRISATENTWVET,

B8

onOft {Aclua‘tlon) ¢ Subscribe to LED ON/OFF
I I i
palas i
@ .. Telemeltry Publishing—: —pm (\\
— 7 (Actuation) : @
el i i
| AWS loT
PUBLISH [ SUBSCRIBE
& . b
\_/.,‘—", ;SLI bscribe to the Sensor DHtH:
\--._.-/ M -
i Publish Sensor Data
SENSOR

AWS 10T Core - MOTT Broker

29 AWSIoT Core ED MQTT D/NT Y v a/H TR 54T

42 MQTT/TLS 77U —2 3 VY I bz 7HE
CRT7FTIVr—2a3rTASII FDITF7AILIZDONT, 3EREHRELTRIITRLET,
®3 7IUHr—ardalz o rI740L

No. F274I4A B
L src/app_thread_entry.c MPEa—RE, IS RB®T TUsr—23 0T
FHINBEZAM VALY ERAEFERATVET,
2. src/cellular_setup.c Cellular D init &L T—2BENEENTL
£9,
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No. 274)\V% BEY

3. src/common_init.c 7aY ) FR2ARTHEDORE DB LIS 51
HIZFERSNhETI O, T—421BE. BRNEFN
TWEY,

4. src/common_init.h 7aY ) FR2ARTHEDOREDHF LIS 51
HIZEREShD< 0O, T—42H#E. BI04
1A THREFEFATVET,

3. src/common_utils.c Jadzy r2ARTHEICERSNST VO, T—
AEE. BEMAEFENTLET,

6. src/common_utils.h Joozy rEfTHRBICERSNSETY O, T—
ABE. ERTO MM THAEENTLET,

7. src/console_thread_entry.c ARV RSA VA UVE—TIARETSYIArAE
DEBEDI—FNEENATVET,

8. src/1CM_20948.c 9-Axis MEMS Motion Tracking™t >4 ®a— KMH&
FNTLET,

0. src/1CM_20948.h 9-Axis MEMS Motion Tracking™+ >4 05— 4 1&
B, BI04 THEFATVET,

10. src/ICP_10101.c SF - BEELHOI—FASEATLES,

11. src/ 1CP_10101.h SE-BEC UOTS4BELERIO AT
NEFENTULET,

12. src/mqtt_demo_helpers.c 257 FEGEAD Mot f 8 —J T —XATHEAS
NET—EABELEHABMNEENRTNET,

13. src/mgtt_demo_helpers.h mqtt_demo_helpers.c [ZEE I ni-EA % A6
TEODHEDOANVETY,

14. src/oximeter_thread_entry.c ME#. MABRRE. /NLATFRIA ) R
B, X AS—tHDI—FEZBEATLET,

15. src/Oximeter.c MEBEHEUYICEASNDT—2HE L BHHEN
BENTVET

16. src/Oximeter.h BRRREFEOHOT—2BELBAHTO N4 T
NEFENTULET,

17. src/oximstruct.h BRRENE U YOT—2BENEENTVET

18. src/r_typedefs.h —RHRET -2 RAETENTVET,

19. src/RA_HS3001.c ME#. MABRRE. /NLATFRIA ) R
B, X WSt YT SBELEHTO M
1A THREFEFATVET,

20. src/RA_HS3001.c Renesas BABXHRE - BEL Y Da— Fii&Eh
TWEY,

21. src/RA_ZMOD4XXX_Common.c Renesas ZMOD £ >oH D #@a1— KMAESEhTLY
F9,

22. src/RA_ZMOD4XXX_Common . h Renesas ZMOD U4 QO #@&E T — 2 BERA DB
TAREATHEENTVET,

23. src/RA_ZMODAXXX_IAQlstGen.c Renesas ZMOD ZRZERE VY OHBEI— A
BENTULET,

24, src/RA_ZMOD4XXX_0AQlstGen.c Renesas ZMOD BA =S BE Vo D#EEa1— KA
BENTLET,

25. src/Rmel2C.c FSP IZHE SR TRV — FA—F 4 £ 250D

2C S yN—FEHAEENTNET,
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26. src/Rmcl2C.h FSP IZHiE SN TWVEWY—RFNI—FT 4 225D
12C S v/ \—BEHOEHTO 24 THEEATL
FY,
27. src/sensor_thread_entry.c Bt oo Y T—RIIT7 VRS BT
HDIA—FNEFENTLET,
28. src/uart_CATM1.c FOTAR—=230D=H0 SIMIERAD/INY Y
TOERADE=HIZ, CATM1 EY 2 —I)LD UART A
VA—TJI—RIZTIVERTBHHDI—FHREFE
NTWEY,
29. src/uart_CATM1.h TOTAR=232DHD SIMBEHRAD/INY Y
TOEADE=6HIZ, CATM1 ES 2 —I)LD UART 4
VA= I—RIZTIVERT Bz DOBEHTO 4
1 THEFEFNRTVET,
30. src/ user_choice.c A—HHERLIzEUHEI—FEREDI— FAE
FNTLET,
31. src/user_choice.h LoV OEOOEBTO NI A TE BRb Y
EEDT—ATOEVEYTADIE=HDI—YHRE
NEFEFNTLET,
32. src/usr_config.h TIVr—2avEaEEATHEHO0I—FEELED
RAIALAXLET,
33. src/usr_hal.c Hardware Abstraction Layer (HAL)D#I#A1E & & U'EE
E1—T 4o UTaICERSNET—21EE L BHEN
EENTULET,
34. src/usr_hal.h usr_hal .c [CRE SN B ZELMAT 50D
BOANYETY,
35. src/usr_data.h FIVr—2a VALY RIZRHBT AV ET74
ILTY,
36. src/usr_network.c FreeRTOSTCP/IP 8L VA —H Ry hEDa—IL
DREIERASNSGT—2BELBAENEENATL
Fd., COT7ANIEA—Y 3y FERATY,
37. src/usr_network.h usr_network.c [CEE IR E AT 510
DAYETT, COT7ANIEFA—Yxy FEAT
ER
38. zmod_thread_entry.c ENEREE YOI —FPREFERLTLET,
39. src/SEGGER_RTT/SEGGER_RTT.c CPUETHDTNYHADAEY T HERAEYR—+b
40. Src/SEGGER_RTT/SEGGER_RTT.h $58—45y bETUTILEA LBEETEIZT S
41. S;C/SEGGER_RTT/SEGGER_RTT_COHf SEGGER real-time transfer (RTT)DXRE T,
42. Src/SEGGER_RTT/SEGGER_RTT_prin
tf.c
43, src/backoffAlgorithm/backoff_a | wOBEETODIT VALY IA TIZEBRBEETIL
Igorithm.c S ZXLTY,
44, src/backoffAlgorithm/backoff_a | mOBEETOS VALY I A TIZLEBEETIL
Igorithm.h TJYXLDAYET7AILTY,
45, src/subcription_manager/maqtt_s | o—)L/\y 4 Z MBS EZMQTTH TR ) T3y
ubscription_manager.c THx— v T,
46. src/subcription_manager/mqtt_s | O—)L/\y Y ZMETEZMQTTHITRZ ) T3y

ubscription_manager.h

IF—T Y DEAEAYA T 7AILTY,
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47. src/console_menu/menu_catm.c CLIOA VU A=Za—hm 5 CATML @ SIM [5ER % BY
BIHBEBPEENTLET,
48. src/console_menu/menu_catm.h CLIOAA VA= 2—h 5 CATML O SIM 1B % Ex
BIA5=H0BBTO N THREENTUVET,
49. src/console_menu/console.c UART IZ& a2V Y—ILTT—2EHNTH0IC
FRINSGT—ABELEBNEEFNATLET,
50. src/console_menu/console.h UART [C&k 2V Y=L TT—2&HNT 5=0HIC
FRINIEHTO NI THEEFATVET,
51. src/console_menu/menu_flash.c | CLI 75 YL a AT YBEDA -1 —%FET 57
OIZFERAINIT—2BELBABLNEENATLE
E
52. src/console_menu/menu_flash.h | CLI 25 v S a AT YBEEDA 1 —%FET 57
OIZFERINIEHTO 24 TET I/ ONEEN
TWEY,
53. src/console_menu/menu_kis.c CLIAA Y AZa2—TFSP/\—2 3 VOWRE.
UUID DB, NILTA T a3 vEIT5B8LEE
NTWEY,
54. src/console_menu/menu_kis.h CLIAA Y AZa2—TFSP/\—2 3 VOWE.
UUID OERf§. NLTFH T avET58%7n0
AL TEIVONEENTVET,
55. src/console_menu/menu_main.c CLIAA A a—F T3 vERETEHEHIZE
FEhbT—4la s EENEFATVET,
56. src/console_menu/menu_main.h CLIAA A= a—F T3 ERETEEHIZE
AEndBEHBTO R4 TET/ONEEFATLE
ER
57. Src/flash/flash_hp.c D39 a E)EEOREETSIOICERASN
B5T—ABELBAENEFENTULET,
58. src/flash/flash_hp.h 729 ParE)EAEDREEZITOIROICERESH
SEHMTA N4 TERIONEFNRTVET,
59. src/i2c.c RCBEICEAINSGT—IBELBHENEENT
WET,
60. src/i2c.h 2C BIEICERAINIBEH IO L2 T/ On
EENTUVET,
61. src/ob1203_bio/KALMAN/kalman.c | g%k, MHEBREE. /LA XA MY, &
62. src/ob1203_bio/KALMAN/kalman.h | £ % AS—t > HOH U FILOHET7TILTY X
63. 0b1203_bi0/0B1203/0B1203.C LREFERTLNET,
64. 0b1203 bio/0B1203/0B1203.h
65. 0b1203 bio/SAVGOL/SAVGOL.c
66. 0b1203 bio/SAVGOL/SAVGOL.h
67. 0ob1203_bio/SP02/SP02.c
68. 0ob1203_bio/SP02/SP02.h
¥: app_thread_entry.c, sensor_thread_entry.c, oximeter_thread_entry.c,

b= 3

zmod_thread_entry.c, zmod_thread_entry.c 702y MERRBICESHER NS T 7
AILTT, COT7AINICFA—FNa—FZEMTILELNHYET,

REEINF-a—RTT7 TV r—2 3 %79 SHICIE. app_thread_entry.c,
sensor_thread_entry.c, oximeter_thread _entry.c, zmod_thread_entry.c HF A7
BRTAT IV r—23 0/ — DNV FILO—ERIE. BEIER 7 7AILIZI—D LY EESLZY
TEHIEMNTEET,
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10T DEVICE

.......................

Sansor Data update

Sensors / Actuatars ]

Actuator (LED ON/OFF)

Application Thread

AWS 10T CORE

BAQTT Broker

CONNECT

CONMNACK

SUBSCRIBE to Topics

SUBACK

PUBLIZH Periodic and Async Topics ta the

|
|

IWait for the message {async, Periodic) |
Broker R 4

PUBACK

Publish Received from MOTT Broker.
[Subzcribed Topics)

PUBACK

UNSUBSCRIBE
f >
|1 ©n Error Exit or User terminstion.

UNSUBACK

DISCONMECT

30 Yo7 TVr— 3 0 DEREDHN

43 FSPaAVI74XalL—42ZFERALE7IVS—237009 FOERK

e?studio E FSP OV 74 XaL— 2 2FIMEHZETHND, TOCIY F2ERTHFIEZTTLE
T, TORF., 7O ) FEERT AT HERMBHATOERERLTLET, 1—HH e? studio & FSP
AVIA4FX2AL—RITHEBLTWAZ EFRIRELTULWET, FSPAIZA VR F—ILE N TS e? studio

=EELET,
%4 Celular R7 F7Ur—3>7oozy COEKRFIESEHE
No. | FIE FIEFEH
1 7oz FOER : 274I)L = F;IR — C/C++ Project
2 oy rFoTL—b: gFHRCcCHIOCzH rODTUOTL—F —
Renesas RA C/C++ Project = RA
3 e?studio— FAS Y FRERAC Project Name (FR< x4 FD4&TH)
E=FAEIOSIY R - FEEOTODI I FEEAALTLESL > RN
4 Device Selection — FSP Version:3.7.0

Board: CK-RA6M5

Device: R7TFA6M5BH3CFC

Language: C
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No. | FI® FIREHH
5 Tools Selection Toolchains: GNU ARM Embedded (Default)
Toolchain version: (10.3.1.20210824)
Debugger: J-Link ARM
6 Build Artifact and RTOS Selection Artifact Selection: Executable
RTOS Selection: FreeRTOS(v3.7.0) — &R~
Project Template Project Template Selection: FreeRTOS — Minimal — Static
Allocation — 7T
7 Stacks # J(FSP Configurator ®—%g) | Threads — New Thread
—_
8 Thread 7O/ F 4 DRE—
Symbol: app_thread
Name: Application Thread
Stack size: 32768 Bytes
Priority: 1
Thread Context: NULL
Memory Allocation: Static
9 Thread B2 FIZAAML RTOS REZFITWVET, (FSPICK>TIRESN BT 74 )L FEREICEMTER
ELETY)
Common — General Use Mutexs: Enabled
Use Recursive Mutexes: Enabled
Max Task Name Len: 32
Common — Memory Allocation Support Dynamic Allocation: Enabled
Total Heap Size: 0x40000
FoA—YRy CTTUT—=230DBE. AiteE—TH4
X: 0x40000 NAETT ,
Common->Optional Functions xTimerPendFunctionCall() Function: Enabled
10 | HAL/Common IZ Heap % % &0
New Stack — | RTOS — FreeRTOS Heap 4
11 | AWS MQTT 5 w/S—E ¥ a1—JL% Application Thread 2380
F o FHBRERSAEZRALY R(Z TV =23 ALy R)E. FilX 4 vV & BMT 2% ENATETY
F9, (ZZTIXAWS Core MQTT ASBIIE N ZET)
New Stack — Networking — AWS Core MQTT
13a | Add transport Interface @ FIZ:E/40 New — AWS Transport Interface on Mbed TLS/PKCS11
14 | AWS PKCS11 QkfER kL—UHR—b#FEML, 3274 X2 L—4 TBSP 2 JD Heap size &
BRLTIS—%2MRLET, EVVTHRAINEREZ VI ERV )Y I LTROBREEZITVLET,
Add AWS PKCS11 PAL module — New — AWS PKCS11 PAL on LittleFS
BSP Tab — RA Common— Heap size: 0x1000
15 | MbedTLS(Crypto Only) 7ONT A REZEELTFSP I 74 X2 L—2 DTS5 —%HT BIC
[F. TLS Y R— FZBEET L DO DKFEREBRT ILENHY FT,
Common — Platform — MBEDTLS_PLATFORM_MEMORY: Define
Common — General — MBEDTLS_THREADING_C: Define
Common — General — MBEDTLS_THREADING_ALT: Define
Common — Public Key ECC — MBEDTLS_ECDH_C: Define
Cryptography (PKC) —
19 | AWS Cellular Y47y b5 v s—8&E
o IhE Celular 77U —2307A0 ) MIDAFBEREINET, FEAETIHILIEESE
BLEFEFTIN, —BOTIHILMEEFEETHILENHY ET,
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No. | FIR FIEFEHE
AWS Cellular Interface on Module Reset Pin (Port Number): 04
RYZ(rm_cellular_ryz_aws) — Module Reset Pin (Pin Number): 09
20 Cellular Comm Interface on UART
Name — g_cellular_comm_interface_on_uart
Common — Receive Buffer: 512
Receive Transfer Size 512
21 g_uart0O UART
Common — FIFO Support: Enable
DTC Support: Enable
Flow Control Support: Enable
Module g_uart0O UART
General Name: g_uart0
Channel: 0
Baud Baud Rate: 921600
Flow Control Software RTS Port: 04
Software RTS Pin: 12
Interrupts Receive Interrupt Priority: Priority 1
Transmit Data Empty Interrupt Priority: Priority 2
Transmit End Interrupt Priority: Priority 2
Error Interrupt Priority: Priority 2
22 | 7TV —230780) FMIRERHALE D 2a—)LEEBMLET, Tl Timer0, Timerl,

SHEIRQ., ELCEY a—/L%E, MCURERE., 30 A4 4 ~<. 1WEAHE2A <., DAE=ZF41 7,
HLAREVRA YF. ADC T—RHARAADARY FY U JIZFNFNFERALET,

HAL/Common Stacks — New Stack

— System — Clock Generation circuit on r_cgc

r_cgc M 7A/NT 4 BRE

Name: g_cgc

HAL/Common Stacks — New Stack

— Input — External IRQ Driver onr_icu

ricu 70/ T 4 KRE

Name: g_sensoriRQ

Channel: 14

Trigger: Falling

Digital Filtering: enabled

Digital Filtering Sample Clock (PCLK/64)

Pin Interrupt Priority: Priority 2

Callback: sensorlRQCallback

HAL/Common Stacks — New Stack

— Timers — Timer Driver on r_gpt

r_gpt D F7ONTF 4 /E — General

Name: g_timer0

Channel: 0

Mode: Periodic

Period: 10

Period Unit: Milli seconds

Interrupts:

Callback: t_callback

Overflow/Crest Interrupt Priority: Priority 5

HAL/Common Stacks — New Stack

— Timers — Timer Driver on r_gpt

r_gpt @ FA/RTF 4 HKE — General

Name: g_timerl

Channel: 1

Mode: Periodic

Period: 1

Period Unit: Seconds

Interrupts:

Callback: g_user_timer_cb

Overflow/Crest Interrupt Priority: Priority 5
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No. | FIR FIEFEHE
HAL/Common Stacks — New Stack | — Timers — Timer Driver on r_gpt
r_gpt ®FONTF 4 &E— General Name: g_timer2
Channel: 1
Mode: Periodic
Period: 1
Period Unit: Milli Seconds
Interrupts: Callback: TimerCallback
Overflow/Crest Interrupt Priority: Priority 5
24 | BSPE®REMDZEE - RA Common (Main stack & Heap E&5E)
RA Common @ 7 A/\F 1 FRE Main stack size(bytes): 0x1000
Heap size (bytes): 0x1000
25 | 7FUTr—2 3D FreeRTOS A 72 =4 FMiEhN(Message Queue 7 7 1) r—< 3 > RIZ Topic
Queue ZER T DL EAHY FT)
Stacks Tab — Objects — New Object — Queue
Queue @ FO/T 4 RTE Symbol: g_topic_queue
Item Size (Bytes): 64
Queue Length (Items): 16
Memory Allocation: Static
Stacks Tab — Objects — New Object — Mutex
Mutex @ 7 A/NTF 1 RE Symbol: g_sens_data_mutex
Type: Mutex
Memory Allocation: Static
Stacks Tab — Objects — New Object — Mutex
Mutex @ 7 0/8T 1 F%5E Symbol: g_console_out_mutex
Type: Mutex
Memory Allocation: Static
Stacks Tab — Objects — New Object — Mutex
Mutex @ 7 B0/8T 1 &5E Symbol: g_update_console_event
Type: Mutex
Memory Allocation: Static
Stacks Tab — Objects — New Object — Binary Semaphore
Mutex @ FE0/8T 1 &5E Symbol: g_ob1203_semaphore
Memory Allocation: Static
26 Stacks Tab (FSP Configurator @M — Threads — New Thread
&) —
Thread ® FONRT 4 HE —
Symbol: sensor_thread
Name: Sensor Thread
Stack size: 4096 Bytes
Priority: 2
Thread Context: NULL
Memory Allocation: Static
27 | HS300X & »HE Y 12 —)L % Sensor Thread [Z:BMNT 3
New Stack — Sensor — HS300X Temperature/Humidity Sensor
HS300X & U &€ — Name: g_hs300x_sensor0
Callback: hs300x_callback
28 Stacks Tab (FSP Configurator M — Threads — New Thread

) -
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No. | FIR FIRH

Thread @ 7O/ T 4 BE —

Symbol: oximeter_thread

Name: Oximeter Thread

Stack size: 2048 Bytes

Priority: 4

Thread Context: NULL

Memory Allocation: Static

29 OB1203 >HE < a1—)L % Oximeter Thread IZ:EM L FT,
¥ :0B1203 2 HDO—KIEFSPOa— KZFEALEEA,

New Stack — Connectivity — 12C Communication Driver

HS300X & U &€ — Name: g_comms_i2c_device3

Callback: hs300x_callback

Semaphore Timeout (RTOS only): OXFFFFFFFF

Slave Address: 0x53

Address Mode: 7-Bit

Callback: comms_i2c_callback

30 Stacks Tab (FSP Configurator ®—%#f) | Threads — New Thread

-

Config Thread Properties —

Symbol: zmod_thread

Name: Zmod Thread

Stack size: 1024 Bytes

Priority: 4

Thread Context: NULL

Memory Allocation: Static

31 | ZMOD4XXX oY ES 2 —)L% Zmod Thread [TBMLET,
7 1 ZMOD4410 IAQ £ U MERE SN TLVET . (FSP configurator O —&f)

New Stack — Sensor — ZMOD4XXX Gas Sensor

Config ZMOD4XXX sensor — Name: g_zmod4xxx_sensor0

Callback: zmod4xxx_comms_i2c_callback

IRQ Callback: zmod4xxx_irq0_callback

LROBRKIE, K7 TV r—2a2/ — b TRESWD ISV RERT7 TV r—2a VICTREBERRAEI VY
LHREZ AR T DD DRTREMHTY . [Generate Project Content] 2 > &5 ) vwo$5&, 7Oz y b
ADY—Ra—FAEMEINET, RSV —Ra—FIZlE. REBHEFSA/, R4vY, S FLYz
THEFEFNTWET, A—HF—TFTUVT—23 DT 74A4ILI& src T+ LA ITEMT Z2BHELRHY £,

F: FSPAERLEa—FRE7 V=23 vhoBUBLTHEATAVENRHYFETHA, S FILIT
7 O—EIEEO BB D=ODT T 5r—2 3 00— E L THMBMIZHEUVHITBRENHY FT,
5 Z |E Mbedtls_platform_setup()Il&. SCE & TRNG ##HE L EJ ., CRYPTO InitQIlk
Crypto & Socket D54 T3 1) Z#EAE L. (ERARTEEIKRBICLET,

L0z FORIEDE=OHIZ, MQTTTLS 7 TUHS—2a VI bz 7HEDEY V3 (R
3ESHB)ICHRELIZIDERLY—RIT7AINEBMT I ENTEET, £z, AVNAILDI=OIZ,
TALYRMINRREYTTALY V) EEMTIBEAHY FT, FMICOLNTIE, FEOTOPIH +%
SBEBLTLESL,

TIHIPEENSCEREINEREETTOAV T4 X2 L—2DHMIE. EEOEHEZEHTRDEY
a3 UTHRBAIATVWET,

R11AN0604JJ0101 Rev.1.01 Page 34 of 39



Renesas RA 77 3 1) AWS MQTT/TLS ¥ 5 RV ') 12— 3 U-Cellular A=

4.4 MQTT/TLS DHE

DI aVTIR. SOV TLTTUr—230D—8ELTETENE MQTTBEUTLS £
CA—ILDBRFEICOVTHBELET,

LTORIZ. RAAVIA X2 L—FTAREINETIAHI FEREICMAE-EERNEZEZRLET,
#= 5 CK-RA6M5 DFIEAEEE

pA=VAL P TOE EHEEDE EEER

Application Thread

Common — General — Use Mutexes | Disabled Enabled COEHF, AWSIOT
SDKC RAEYIIZ&>T
BESNFET,

Common — Memory Allocation — Disabled Enabled CDEHIEX. AWS IOT

Support Dynamic Allocation SDKCRAvYHIZLDT
BESNFT,

Common — Memory Allocation — 0 0x40000 E— 7. FreeRTOS.

Total Heap Size AWS IOT SDK. Mbed

TLS ITWHETT,

AWS IoT Common

Platform Name Unknown AWS Cloud CDEFI—HAEIRT
Connectivity RETHY. EEDEZE
EFHIEMNAETT,
Mbed TLS (Crypto Only)
Platform — Undefine Define Z0ERIE. Mbed_tls D
Mbedtls_platform_memory YR—MIRHETT,
General — Mbedtls_threading_alt Undefine Define CDERIE. Mbed_tls A

FEDODRLY FS54TS
VIZTZ540TEDE
ST B-DITWET
ER

General — Mbedtls_threading_c Undefine Define ZOERIE. Mbed_tls A
ALy RLAYVEHRIE
L. FEDRLY K34
TSVICHBIZTS T4
UTEDHELIICT B

[CWHETY,
Public Key Cryptography — ECC — Undefine Define CDEFERIE. Mbed_tls A
Mbedtls_ecdh_c ECDH € a—ILZE®

ST 5=OITRBETY,

LittleFS (Heap Selection)

BSP — RA Common Heap Size 0x0 0x1000 E—T3UTOE—T&E
RIZZCTITO>RELH
YET,
R11AN0604JJ0101 Rev.1.01 Page 35 of 39



Renesas RA 77 3 1) AWS MQTT/TLS ¥ 5 RV ') 12— 3 U-Cellular A=
5 I YRERM

EoH4 PIEERTEAR VI hEEFN—FYEyY MR

ZMOD4410 IAQ =XK1% =mAX15

ZMOD4510 OAQ =K 4 B =K 2 B

0OB1203 RRK1D(EUHIHEZRETHL, | BRKI0M(EVHICHEZFEETH
T—RAERET HFETRA60 #h b, T—AZRETLHFETRAR60
MNEEENHY EY) MBS BEENRHY FT)

HS3001 ®X1% &X 10 #

ICP =mAX15% =X 10 #

ICM =xK15 BK10#

I LEOEUVHORERMIE. €U UANHLEARRALDEDTY

6. MQTT/TLS €L a—ILDRDFIE

o JME®D CABAZIZL > TERSINTNA RIAEZFALTISA T rEEY F 7y TT3IC
. U9 ESBLTLEZEL,
https://docs.aws.amazon.com/iot/latest/developergquide/device-certs-your-own.html

o HOERMHAEZFERALTAWS #HETDICIE. VU FSRBLTLLEZEL,
https://developer.amazon.com/docs/custom-skills/configure-web-service-self-signed-certificate.html

7. BEXG

[1] International Telecommunication Union, "ITU-T Y.4000/Y.2060 (06/2012)" 15 06 2012. [ > 5 4 /]
http://handle.itu.int/11.1002/1000/11559

[2] Amazon Web Services, "AWS loT Core Q4" [ >S5 4 ]
https://aws.amazon.com/jp/iot-core/features/

[3] Amazon Web Services, "AWS loT Core" [# > 5 4 >] https://aws.amazon.com/jp/iot-core/

[4] W.T.L.L.O.S.R.N.S.R. X. G. K. N. K. S. F. M. K. D. L. I. R. Valerie Lampkin, Building Smarter
Planet Solutions with MQTT and IBM WebSphere MQ Telemetry, IBM Redbooks, 2012.

[5] I E.T. Force, "The Transport Layer Security (TLS) Protocol Version 1.2," [ 5 4 ]
https://tools.ietf.org/html/rfc5246

[6] Amazon Web Services, "AWS 0T DEF a1 T 4" [>T 4 ]
https://docs.aws.amazon.com/ja_jp/iot/latest/developerguide/iot-security.html

[71 Amazon Web Services, "AWS 10T TD kS Y AR—bEFa2 )T a" [ 54 V]
https://docs.aws.amazon.com/ja_jp/iot/latest/developerguide/transport-security.html

[8] International Telecommunication Union, "X.509 (10/19) Summary" 10 2019. [ > 5 1 V]
https://www.itu.int/dms_pubrec/itu-t/rec/x/T-REC-X.509-201910-I'SUM-HTM-E.htm.

[9] Eclipse Foundation, "Eclipse Mosquitto™ - An open source MQTT broker" [# > 5 4 /]
https://mosquitto.org/.

[10] Amazon Web Services, "AWS loT Device SDK C: MQTT," [# > 5 1 V]
https://docs.aws.amazon.com/freertos/latest/lib-ref/c-sdk/maqtt/index.html.

[11] R. Barry, "Mastering the FreeRTOS™ Real Time Kernel" in A Hands-On Tutorial Guide, 2016.

[12] A. 1. D. S. C. Documentation, "AWS loT Device SDK C: MQTT Functions" [# > 5 4 V]
https://docs.aws.amazon.com/freertos/latest/lib-ref/c-sdk/mqtt/mqtt_functions.htmi

[13] Amazon, " FreeRTOS TEZRET 5" [>T 1 V]
https://docs.aws.amazon.com/ja_jp/freertos/latest/userguide/freertos-preregs.html#freertos-configure

[14] "Amazon FreeRTOS mbedTLS" [ > 51 ]
https://github.com/aws/amazon-freertos/blob/main/libraries/3rdparty/mbedtls_utils/mbedtls_utils.c

[15] Renesas Electronics Corporation, "Renesas Flash Programmer (Programming GUI) — F¥ a1 A > k"
(>34 2]
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https://www.renesas.com/jp/ja/software-tool/renesas-flash-programmer-programming-gui#document
[16] Silex Technology, Inc., "SX-ULPGN-EVK - Evaluation kit for Ultra-Low-Power Hostless Wi-Fi 10T

Module," [ > 54 V]

https://lwww.silextechnology.com/connectivity-solutions/embedded-wireless/sx-ulpgn-evk

8. BEMODMERE

Dty arTlE, BAMOFSP XUV —ILBEEDMEICDOWNTREEHELET ., FHMITO>LWTIEY Y
=SB LT &L, (https://github.com/renesas/fsplissues)

9. TNV

F77U)H5—23>7Avzy O USR LOG LVL (LOG _DEBUG)R Y OZAMIZT S E. BMDT/NY
JREHRNEATEET,
10. FS TN a—F4 2

Cellular EFEATRELIEE L MQTT EHEMA LN T-15E&1E. RYZ014A Pmod M USB % PC IZ#EK L
T. EDa—I)LICENDEAHZFHIHE LTI, RYZ014A Pmod Errata B L T &L,

IS—hEHR<BEIE. TR M EA— Y RY M UA T —RATTAMT B ETHEDRIINTE
F 9, (RAAWS MQTT/TLS Cloud Connectivity Solution - Ethernet Application Note ZZB L T 2 &LY)
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https://github.com/renesas/fsp/issues
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VT THA FEYR—F

ROURLIZZVEALT,. RAZ7IVDEERERICOVTEY, aViR—R U FEBEERFFa AR
#54Ho0—FKLT, Y R—FrE2ZTBHENTEET,

CK-RABM5 Kit ExEtHiESR renesas.com/ra/ck-raém5
RA V59 KY)a—3y renesas.com/cloudsolutions
RA i renesas.com/ra
RA Y R—FrJ4+—35 A renesas.com/ra/forum
RA Flexible Software Package renesas.com/FSP
Renesas HR— b renesas.com/support
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HAECHERALEDFESE
CITlE, /M aVERLRISERAT S MEALOEESE] (COVWTHALET., EHOEALOFESFEICOVNTIE. AFF1 AV MELUTY

ZHALTYIT—rESBLTIESL,

1. FHEIREK
CMOS #RNHM Y FEVOBIEBHERHLZDLMATTHE S, CMOS RRFHRVEHERICK > THY — MEBBIEZE LD LAHY FT, EffOR
FORICIE, SHABFRABISERL TV IEEHD FL—PIHI Uy —R BEMHOBEH. EBY/—RALGEEMAL, AL TIREICET7—
REBLTLESN, TIRFYIRLEICSKELZY., HFEMoY LAVTSEEIL, £z, CMOS &R EEE LI=AR— FIZD2VWTHRZHEDK
WE LTS,

2. BEREBEABOLE
BEREART, RROKEFTETT, BRBEABICE, LSIONBEROKRETTEETHY .. LR IDBREPLRIHFOREETETT . S
ey MEFTY Y b IEGOBE, BREAND Y Y FAEMICHE2ETOHM. HFORBIIRETEERA. BHIC. RE/D—F >
DEy bEREEERLTY Y T RERDESE. BEREANS Y EY FOMNSZ—FEEBEICET Z2ETOHM. HFOREFFRIETETE=EA,

3. BREAIBICBITIANES
LHZUBOERNA TREOLEIS, ANEELARATLT Yy TEREANLGNTLEED, AREBOLARATLT v TERIALOEREAIS
&Y, BEEEEIESECLEY. REERSIRNATRFELLSERLYTEIHEENHYET, ERPIC TERA IBICETIANES] (2210 T
DEBOHLHHERIE. TORBEFH>TLIEEL,

4. KREMAHFONE
REAWHFIE. TREAHFORE] [CH->TREL TS, CMOS #RDAAHFDA VE—F D RIE, —f&IC. N4 VE—FLREKS
TWET, RERGHFEFBRETERSE L. FERRICKY . LSIFBO/ 4 XAEMEh, LSIRBTEEEFRATINY . AHES LBH
SNTHREFEZRITBASHY ET,

5. ZOv94I221T
Dty bEIE, 7Y IHRRELER. Uty FEBRLTLESD, 7RYSLARTHOI/ OV IO YEZIRE. YYBRLEIOvINRELE
BICPIYBRZ TSN, Yty bE SMBRIRT (FEOSBREKRER) 2RV 0v ) THEZEKRT S XATLTE. 70V IN+HRRE
Lz, Yty FEBIRLTESY, £, 7055 L0OEFP THMBRIRT (FEMRIRER) #AVV=-7097(YYBZLEHEE, Y1Y
BRAEOIOYINTRRELTHLEYIYBZ TS,

6. ANmFOEIMKKE
AN/ A XORFRIZEDBEREAHLRBEORECHYFETOTEEL TS, CMOSHEHRDAAN/ 4 X EITEEL T, Vi (Max.)
5V (Min.) ETOEEICEEFEDILSHIBET. BBELZSIEECITBIADSHYET, ADLALHLEEDHEEELLAA. Vi (Max) M Vi
(Min.) ETOEEZEBT 2EBHMBICF v 2 YT/ A XGENRALHBNESITHEALTLEEL,

7. UY—TJF7FLR (FHEE) 077X &L
DY—T7 FLR (FPHEE) DTV EREZELFET, 7 FLRAEEICE. FROMBEHERICEIVMAFOATVNS UHF—TF7 FLR (FHE
) "HYET., ChDD7 FLRAETZIEALEEEZDEEICDOVTIE, RIETEFHANDT, 7I9EALABEVESITLTLESL,

8. HAMDOMEIZDOLNT
HEQORGDIEMKIERETLHHEE, HRBLZILICVRATLIHEAREERL CTLEEWL, ALIL—TOIAIVTHEENES L, TFY
VAAEY, LATIRRE—UOMELREICEY, BERUBFEOHE T, HEE. BEv—C0. /A XME. /A XEHELENRLZLHHEN
HYET., RENESEHRIEFTTIHEE. BRORUBTLITVRTLIHERBREEREL TIEELY,



CEEEE
—I/ITRE

1.

10.

11.

12.

13.
14.

AERICERBESANLERE, VIV T7ELVIALICHET 2FRIE. FEXUSKOEBEN. [CABZHBATLIIOTT, B, VI T7H
FUCISICEET HEREMERAT D158, SEHROFRICE T, BEHROWE - SRATLERIACEZSV, ChoDFERICERLTELEBE
(BEBRFELEFE=ZBVTNICELEBELEAFET . UTRALTY, ) ICEL., StlE. —UZ0EEZAVEEA,
LHBMIFEFAEHICEHIALRIET -4, B, R, 7O5SL, LTV XL, CREBRGHISOEROERICER L THRE LEE=ZE0HH
1. EEETOMOMMMEEICNT 2BEFELEIASICET MR DOLT, HBitEk. ASORIMETSIOTEHLEL, ¥#LEEEESLOT
EHYEEA
LlE, REHCE ST LHFLIE=ZFOHHE. SFETOMOMMMEEEZASHETILOTEHY FRA,
LHBRERFAALEEROBMBEA, 8, KT, AR, BRZOMOTAZETSCHEY. E=ERAORMOMAICET IS5/t ANREL
BB5E. YT LU ARBOHHS LURFEEEFOEECENTIT>TLEEL,
LA E 2HFLE—BE[MHT. BE. HE, ER, UN—RIUTCZFYUY, FoM, FEDIERALAVTLESWL, MhdEuE. &
T EH UN—RIVDZTFYIUTHICKYELCBEICEL. #E. —OZ0EEZAVERA,
Lk, BHBROREKEE NZEKE] LU BREKE] ITHELTEY. EREKEZ, UTITRTARICESNMEASIhDI I LEER
LTHEYET,

EHKE . TV Ea—4. OAHEEE. BISHES. SRS, AVER. KT, THEEM. S—V L8R, EXAoRy bE

BmEKE AR (BEE. BE. MMFE) . XEGE (EF) . KREBEHS. SRIARER IR TL, RELRLFIHEES
LHBRE, T—2— FFICKYSEFEMSE. Harshenvionment MITRRLEEFEZELTVWEEDEKRE. BEES - BRICEETERIFITAEEEDH S
B - SRTL (EGHBEE. AMAICEOAAFERATILNE) | L LIEERUMMBETERESEIETNOHIHE - X TL (FEHESE
L. BEDHREZ. RFAFESRTLA. MESHEORTA, TS5V FEBRVRTL, EEEBRE) ICHERASIDILEZERLTELT. Thibod
ARICERATACLFEELTVERA, EX. SHABRELTOWRVARCHMMIRZFEALLILICLYEBENELCTH, 4HHIE—UZTDE
FEEVEEA,
HowBFBERURE. NMHENSDREMEE 100%BFRIESNTVEIHITTEHY FRA,. BHN—FIT7/ VI bz 7RRCEEF2LY
T A RENMAARFENTVEZELDEHY FTH, ChiTk>T, S#E. X2 T EBEFLEIRET (SHERFLELUHBUSMAMERSIATY
BURTLIZRTBAIET VR - FEFAZEAFETH. ChICRYFERA, ) hOELIERXZESIOTEHY FRA, Sk, BHERF
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