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Introduction

This application project describes how to integrate and use the Renesas Flashloader module to update the application
software running on a Renesas Synergy™ microcontroller. The ability to update the application software in the field is
critical to successfully pushing feature improvements and bug fixes to an embedded system.

The Flashloader solution contains three separate application pieces:

e The bootloader is a complete, self-contained image that runs on the Synergy microcontroller and performs the
application update.

e The downloader is a collection of functions linked to your application image that is separate from the bootloader
image. The downloader receives the new application by communicating with an external host, device, or network.
Once the application is validated, the bootloader performs the update.

o Depending on the communication interface, a software application running on a host such as a PC will facilitate the
firmware update process.

The example Flashloader solution demonstrated in this application project leverages the Synergy Software Package
(SSP) in addition to Express Logic’s ThreadX® real-time operating system (RTOS) and the X-Ware USBX™ stack. The
Flashloader application was developed within e? studio and IAR Embedded Workbench® for Renesas Synergy™ using
the SSP Flashloader Framework that is included in the associated project files.

Target Device

The application project works with the Synergy MCU Family. Examples are shown for the S7G2 Synergy MCU Group
on a Synergy Development Kit, DK-S7G2 Version 3.1. Appendices provide information about other Synergy MCU
Groups.

Minimum PC Recommendation

¢ Microsoft® Windows® 7

e Intel® Core™ family processor running at 2.0 GHz or higher (or equivalent processor)
e 8 GB memory

e At least 2 GB of free space on hard disk or SSD

e USB20

e Connection to the Internet

Installed Software

e Synergy Tool, e? studio v5.4.0.023 or IAR EW for Synergy version 7.71.3

e SSPv1.3.x

e Flashloader_pack 1.3.0.exe

e Python 2.7 for Windows

e Python 2.7 modcrc

o pyserial 3.2.1 library (https://github.com/pyserial/pyserial/releases)

e r_fl_mot_convert.py and r_fl_serial_flashloader.py (included with this project)

e Microsoft Visual Studio (Free version) (only required if the Flashloader Utility GUI will be modified)
o Microsoft.Net Framework 4.x

Notes:
1. If you do not have one of these software applications you should install it before continuing.
2. This version of Flashloader is supported for SSP v1.3.x release only.
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Recommended Reading

SSP User’s Manual introductory chapters
SSP Datasheet v1.3.0 or later
Importing a Renesas Synergy Project (r11an0023eu0117-synergy-ssp-import-guide.pdf)

Note: If you are not familiar with the above documents you should review them before continuing.

Provided Software Projects:

e Bootloader
e Downloader
e Flashloader PC Utility

Purpose

This application note takes you through integrating an example Flashloader solution into your project. In addition, you
learn how major components and software can be customized and configured for your project. You can use the example
solution to understand Flashloader fundamentals and as a starting point for a production Flashloader solution. Every
product will have slightly different requirements pertaining to the communication interface and how the application
image is validated. The provided example is flexible and can be modified to fit nearly any application requirement.

Intended Audience

The intended audience are users that understand the Renesas Synergy™ Platform’s fundamentals and are interested in
developing an application that can be updated in the field through a Flashloader solution.

Prerequisites

As the user of this application note, you are assumed to have some experience with the Renesas e? studio integrated
solution development environment (ISDE) and the SSP. For example, before performing the procedure in this
application note, you should follow the procedure in the board’s Quick Start Guide to build and run the Blinky project.

By doing so, you will become familiar with e? studio and the SSP, and ensure that the debug connection to your board is
functioning properly.

In addition, you can use the SSP User Manual (available as part of the SSP download) to get complete information on
the SSP architecture, modules, and starting development with SSP.
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1. Overview

Flashloaders are one of the most common application components in embedded systems and probably the most
neglected. The flashloader discussed in this application project is software that a developer would develop and
customize to run on their system. This flashloader should not be confused with the factory flashloader application built
into a microcontroller’s ROM and designed to update the internal flash system. In some circumstances, the factory
flashloader is all that is required to update firmware in the field. However, in many cases you will want to customize the
firmware update process. This is where the flashloader discussed here comes into play. There are many solutions for
how a flashloader can be architected, but the most flexible and scalable solution is to break the flashloader up into two
primary components; the bootloader and the downloader.

The downloader is software within the developer’s application code that can detect that a new application is ready to be
downloaded to the device through a communication interface. The downloader stores and validates the new application
but it typically does not update the current application image. Instead, the downloader notifies the bootloader that there
is an image available for updating.

The downloader can be architected so that it behaves in a blocking or a non-blocking manner. A blocking downloader
will prevent the primary application code from executing while the new firmware is downloaded and updated. The
non-blocking downloader will allow the application to execute normally while the new image is downloaded, usually to
an external memory device. Once the downloader has stored the new image to either internal flash memory or external
memory such as an SD card, the system can be restarted so that the bootloader can update the firmware.

The bootloader software exists in a separate memory space from the user application code and downloader. It facilitates
the firmware update process. The bootloader verifies the available image and contains all the necessary algorithms and
intelligence to process the image, erase internal flash, program the new application and then verify it. When the
application has been successfully written, the bootloader then jumps to the applications reset vector and begin executing
the updated firmware. The following figure is a flowchart showing an example of the flashloader solution’s behavior.

Flashloader Solution

” Dcrwnlcraderrf User Application [N
.\;- BSP Init | App Code | Downloader
Update? - "
Yes Verify Image RUN
No l i
Erase Application | | , «
l New Application
Write Application | ! Downloaded i
l ; Exit ;
’ Reset | i :)
Verify Application i
*  Run Application

Figure 1 Flashloader solution’s behavior
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2. Running the Custom Flashloader Solution Example

The easiest way to get up to speed on the Flashloader solution is to import and walk through the example project to
understand the various stacks, code and settings required to get the Flashloader solution working. Once a developer
understands the Flashloader Framework, it becomes easier to recreate the stacks in your own project, or export the
stacks and import them into a project.

2.1 Preparation

e Start setup by making sure that all the required applications listed at the beginning of the application project are
installed and you have downloaded the Flashloader application project.

e Run the installer Flashloader_pack 1.3.0.exe so that you have the required SSP flashloader pack installed in
e? studio or SSC.

o If you are interested in the USB CDC flashloader, be sure to examine the flashloader application package. Within the
flashloader directory, there is a Windows USB driver that allows the downloader application to show up as a standard
serial communication port.

e Make sure that you download the Python 2.7 pyserial-3.3 library and install it. The library can be downloaded from
https://pypi.python.org/pypi/pyserial/3.3. Alternatively, you can download pyserial using pip by running the
following command from the python27 folder:
python -m pip install pyserial

e The python modcrc library also needs to be downloaded from https://pypi.python.org/pypi/crcmod/1.7. These
libraries allow the flashloader utility to communicate over a communication link and generate CRC’s for the
communication packets.

e To proceed with running the example, the development kit needs to be configured based on the communication
protocol and the development kit selected. Review the appendices for the development kit and communication
protocol setup details. Walk through the appendix setup now.

2.2 Build, download and debug
The following steps can then be used to build, download and debug the Flashloader:

1. Follow Synergy SSP Import Guide to import and build the desired flashloader solution. Example solutions include:

— USB CDC Non-blocking
— USB CDC Blocking
— UART Non-blocking
— UART Blocking
2. Each of these 4 examples includes two projects that must be imported into the workspace and built:
— The bootloader project
— The downloader project

Note: Don’t forget to generate the code before building the projects.

o

Generate Project Content
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3. The workspace should appear like the following figure.

|}_~, Project Explorer &3
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= script
= settings

----- = bootloader_usb_cdc_blocking Debug.jlink
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{ﬂf:':?,’ configuration. xml

----- = 57G2-DK.pincfg

----- synergy_cfg, bt

I'_—'I[r_"";J downloader_usb_cdc_blocking
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8

Figure 2

Imported project workspace

R11ANOO73EU0112 Rev.1.12

Dec 28, 2018

RENESAS

Page 6 of 62




Renesas Synergy™ Platform Customizable Flashloader Solution for Synergy MCUs

4. Open the downloader projects Debug Configuration options.

Navigate to the Renesas GDB Hardware Debugging setting and select the Downloader_Debug entry as shown in
the following figure. Navigate to the Startup tab. There is a section for Load Image and Symbols. Verify that the
path to load the bootloader image is included and correct. If the Startup tab has a warning next to it, verify that the
path to the elf files for the bootloader and downloader are correct by clicking on each and pressing edit.

Create, manage, and run configurations

= 1,
= 3 ame: | downloader_usb_cdc_blocking Debug
X0 - Name: [ downloader_usb_cdc_blocking Deb
 E————
I:-_:-:ne filter text Main ﬁ‘F Debugggr | = Startup E_/ Souroew = Commonj

----- [€] cfc++ Application rInitialization Commands =
""" % C/C++ Remote Application ™ Resetand Delay (seconds): I 3
----- Debug-only
""" = EASE Script Lk
----- E GDB Hardware Diebugging :I

..... [] GDB OpenOCD Debugging

----- [£7] GDB Simulater Debugging (SH, RH850)
..... Java Applet ﬂ
----- Java Application
----- = Launch Group

Load image and symbols

..... Remote Java Application Filename | Load type | Oﬁ"setmex} | 0On connect | |
- El Renesas GDB Hardware Debugging Program Binary [downloader_usb_cdc_... Image and Symbols ‘Yes 1
[t 7 bootloader ush cdc hlocking Debug bootoader_usb_cdc_blocking. elf [C:\U...  Image and Symbols 0 Yes | Edit. .. |
~[c 7| downloader_usb_cdc_blocking Debug FER— |
""" Ic 7| Renesas Simulator Debugging (RX, RL78)
[Move ug |
Iave dowmn |

Figure 3 Updating the Downloaders Debug Configuration

Note: The bootloader application code will be programmed into the microcontroller with the downloader code. DO
NOT DOWNLOAD AND DEBUG THE BOOTLOADER APPLICATION BY ITSELF. All the bootloader
symbols are included to enable developers to step through the entire process and debug any issues.

Verify that the commands shown in the following figure are still configured at the bottom of the Startup tab.

----- |&*| Debug-only
""" = EASE Script
----- El GDB Hardware Debugging
----- E GDB OpenOCD Debugging

i —

fayve down |

----- [£7] GDEB Simulator Debugging {SH, RHE50) r~Runtime Options

""" Java Applet I™ set program counter at (hex): |

lllll Java Application ¥ Setbreakpoint at: main
""" = Launch Group I

""" Remote Java Application ™ Resume

=- E Renesas GDB Hardware Debugging
------ E' bootoader_usb_cdec_blocking Debu
donnloader_ush_cdc_blodking Debx set Ssp = "0x280000 J [~

r~ Run Commands

set Spc = "Ox280004
set {int}0xe000ed0d = 0x280000

I =i
=
4] |
‘| | ]
Filter matched 15 of 17 items R | Apply |
® Debug I Close |

Figure 4 Adding run commands to bypass the User Application Image

Note: The run commands are setting the stack pointer, program counter and the VTOR register. During the first
execution, the bootloader will be skipped over and the downloader code will be executed directly.

Note: For users who create their own images, should set Run Commands based on the Slot they are flashing the initial
Downloader to. Starting address for Slot 0 is 0x100000 and Slot 1 is 0x280000. Replace 0x10 with 0x28 in the
run commands showed in picture above to flash and run Downloader from slot 1.
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At this point, a developer can click apply and then Debug to program the chip and start debugging the application. Once
the application is programmed the execution will break at the Reset_Handler.

Note: Do not press the restart button at this time as doing so will skip those commands in the debug configuration and
cause the bootloader to run and not the downloader application.
= FElgl i MWL dLE Edi L FTOQJELL  FENSESds Vs P WA

|@'ﬁ'@,umé T S

i= :

l-.ll"-\. -

Figure 5 Resume button

Press the Resume button to run the application. The LED(s) should start blinking at a frequency of 1 Hz.

2.3

Running Flashloader

The flashloader solution is now executing. Now it is just a matter of communicating with the flashloader so that it can
download a new application. Whether you are planning to use the Python script updater or the Flashloader Utility GUI,
you will need to examine which communication port the downloader application will appear on. A developer needs to
use a communication port whether they are using USB CDC or using UART through a USB to UART converter.

1.

Open the Windows Device Manager and expand the Ports tab as shown in the following figure.

Identify the communication port that will be used to communicate with the development board. If this is the first
time running the project and if the USB CDC protocol was selected, the board USB drivers may not be found and
the device will show up as Unknown device. See Appendix G Installing USB CDC drivers in Windows 7/8 and

Windows 10 for details on how to install a Windows driver.

Fale  Action Veew Help

= m HmMm B

w A Beningo-PC

iy Audie inputs and outpuls

£) Bluetooth

E Computer

== Digital Media Devices

wa Disk drives

0§ Display adapters

= DVD/CD-ROM drives

ety Hurman Interface Devices

=2 |DE ATASATAPI contrallers

_]‘; Imaging devices

2 Jungo Connectivity

= Keyboards

u Mice and other pointing devices

B Monitors

w [P Metwork adapters

? Bluetaooth Device (RFCORMM Protocol TDH)
i Bluetooth PAN HelpText
¥ Intel(R) Dual Band Wirelass-AC 7260
I.‘_? Intel(F) Ethemet Connection (2) 1218-V

[ Vihaare Virtual Ethernet Adapter for Vidnet1
3 Vihware Virtual Ethernet Adapter for Vidnets
~ i Ports (COM & LPT)
i P20

B Synergy USE Boot (COME)

i This Qualcomm Atheros network Controller connects you te the network.

B tp WART Eridge (COMT)

Figure 6

Identify the USB Communication Port Number
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2. Start the Renesas Synergy Flashloader Utility

3. Inthe File menu, select Options. As shown in the following figure, use Browse... to set the path to the Python 2.7
executable.

a5l Options - O hed

Python Executable
|C:\Python27\python exe

Ok Cancel

Figure 7 Setting the Flashloader Utility Python path

1. Inthe S-Rec to BCH Conversion Options shown in the following figure, select the Output Filename using the
Browse... button.

The pre-built images are located in the downloader images folders. For example, the images for the USB CDC
Blocking Flashloader is located in:
Flashloader\Flashloader_Examples\USB CDC\blocking\downloader\images

For non-blocking flashloaders, the options are:
e ¢LED Blink_Fast.bch

e aLED Blink_Slow.hch

For the blocking flashloader, the options are:

LED_ Blink Fast_Slot0_v5.bch
LED_Blink_Slow_Slotl_v6.bch
LED_Blink Fast_Slot0_v7.bch
LED_Blink_Slow_Slotl v8.bch

Use LED_Blink_Fast._bch if you are using the non-blocking flashloader. Select
LED Blink Fast_SlotO_v5.bch for the blocking flashloader. This file is the image that will be transmitted
to the development board.

=1ox|
File
~S-Rec to BCH Conversion Options Flashloader Options e g
Application File |
Browse__ | COM Port  Erase Slot
Output Filename - I(] I~ Quiet
ICr\ijects\IOTSG_restthry 4S8 Browse... I
Board Selection Bootloader Type Connect | Erase Update
Maximum Block Size Image Slot
1024 K
Fill Space Valid Mask Batch Update Firmware
[256 [oxAF
Executable Address Valid Flash Size
0x100000 0x300000 Manual Script Control
Header Location I
0x100800 Convert |
" Formatting Execute |
Clear Copy |
Figure 8 Selecting the BCH file to load
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4. In the Flashloader Options, select the COM Port from the dropdown (COMS in this example) and then select
Connect.

The Execution Log shows whether the connection was successful. If the connection is successful, you should see
something like the following figure in the execution log. Connecting to the device reveals information about the
application that is currently stored in the device, such as the version number.

il
File
 S-Rec to BCH Conversion Options c .
- ) Pt i Flashloader Options Execution Log
Application File Sicof Sl = Bdi7el? =
M COM Port |Erase Slot Mo Bock Jze e
e = 7
Output Filename [coms =llo I Quiet Raw CRC for enire sof) - 00
IC:\PrGjectS\IOTSGjepOS\tGry 4SS Bm¢| gnfmma;nnrvglﬂslaﬂ:es &%Eﬂ
ointer to instances = G
- 1st Block Header Addr = Oxdff 280
Board Selection Bootloader Type Connect | Erase Update Successiull Stored? = DcSHfe90
Checksum of this header = BeAfbb12
I j I j Extemal Memory - Load Imags 1
Valid Mask 50
Maximum Block Size  Image Slot P
Number of blocks = (xJeasaaab
1024 = Size of BCHfie = 00000000
- 5 . Sieof Siot = 0:Q00000E
Fill Space Valid Mask Batch Update Firmware Max Block Size = Dx0000D0SD
BCHfleCRC = x00000010
|256 IOXAF Raw CRC for entire slot) = (b Aeff879
a . Application star address = BD000D001
Executable Address Valid Flash Size # of memory instances = (xefb38
Pointer o instances = (x00000001
0x300000 Manual Script Control 1t Block Header Addr = OxTffefiode
0x100000 P Successfull Stored? = x00000001
Header Locati Checksum cf this header = 0<0028%e5
eader Location
0x100800 [ Al load images have been downloaded
X DONE
Convert =
" Formatting Execute | =
Clear Copy

Figure 9 Connect to the communication port

5. Once the device has responded, select the Erase button.
The device now erases the application images that are currently stored on the device at the specified location. The
output should appear like the following figure. If a device supports multiple image locations, the erased block text
box could be used to specify the location that should be erased. For example, if you are working with the non-
blocking flashloader, erase the block that is not currently executing the application. The default application is
running in application slot 1.

=loix
File
 S-Rec to BCH Conversion Options .
Pt Flashloader Options Execution Log
Application File Successfully Stored? = Dx5ffe90 -]
Browse._. COM Port |Erase Slot Checksum of this header = bbb 12
Extemal Memory - Load Image 1
Output Filename coms zl|jo ™ Quiet Vaid Mage =050
C:\Projects\|OTSG_repository 4SS Image D = De5bif
I { _fepostiory e Number of blocks = OxJeaaaazb
. Size of BCHfle = Bx000000FD
Board Selection Bootloader Type Connect | Frase Update Sias of St - (00000008
Max Block Size = Bx00000050
| j | j BCHfleCRC = (x00000010
Raw CRC ffor entire slot) = DeAeffa79
Maximum Block Size Image Slot Application start address = (00000001

#of memoryinstances = (x1ffe6b38

v Poirter to instances = BeDDO0DDDT
1024 1st Block Header Addr = (xffefcde

- " - Successfully Stored? = (xDDDD0D0DT
Fill Space Valid Mask Batch Update Firmware Checksum of this header = Bx0028%ae5
|256 IOxAF Al load images have been downloaded
DONE.
Executable Address Valid Flash Size [Opened communications on COME 2t 115200 baud

~ -Sert Communication Initislization Messages
0x100000 0x300000 Manual Script Control | Sent Erase Block Request. Waiting for respanse.
I->Received ACK - Ready for block number to erase.
| Sert request to erase block ©00

Header Location I |->Received ACK - Erase Done

0x100800 Converl =

I” Formatting Execute | =
Clear Copy

Figure 10 Erase the stored program images
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6. Select press the Update button.
The execution log will begin to fill with information related to transferring application records to the downloader.
The output will look something like the following figure. This is the selected BCH file being transmitted to the
downloader application that is running on the development kit.

=
File
 5-Rec to BCH Conversion Options c
Pt Flashloader Options Execution Log
Application File [Sending block with ssquence ID Be0045 =]
|->Reply = Block transmited fine. move to next
LI COM Port  Erase Slot | Sending block with sequsnce 1D 00046
. B . |->Reply = Block transmited fine. move to next
Output Filename Coms J IO ™ Quiet | Sending block with ssquence ID) B0047
C-\Projects\lOTSG repository 4155 |->Reply = Block transmited fine. move to next
I d _fepository LI | Sending block with sequsnce 1D 00048
. |->Reply = Block transmited fine. move to next
Board Selection Bootloader Type Connect | Erase | Update | | Sending block with sequence ID B<0043
|->Reply = Block transmited fine. move to next
| j | j | Sending biock with sequsnce 1D Bx004a
|->Reply = Block transmited fine. move to next
. - | Sending biock with sequsnce 1D 0004
Maximum Block Size  Image Slot |>Reply = Block transmitted fine. move to next
1024 B | Sending biock with sequsnce 1D Bx004c
|->Reply = Block transmited fine. move to next
" . . | Sending biock with sequsnce 1D Bx004d
Fill Space Valid Mask Batch Update Firmware > Reply = Block transmited fine, move to net
| Sending biock with sequsnce 1D Bx004e
|256 IOxAF |->Reply = Block transmited fine. move to next
: . | Sending block with sequence 1D G004
Executable Address Valid Flash Size |->Reply = Block transmitted fine, move to next
i | Sending biock with sequsnce 1D 00050
0x100000 0x300000 Manual Script Control |->Reply = Block transmitted fine, move to next
| Sending biock with sequsnce 1D 0x0051
i |->Reply = Block transmited fine. move to next
Header Location I File transfemed successfully! J
0x100800 Convert =
I Formatting Execute |
Clear Copy |

Figure 11 Updating the Downloader Application

7. When the records have been transferred, the device will now restart and load the new application.
It may take a few minutes depending on the application size before the system wakes back up and the new
application is running. The LED(s) will start blinking at 5 Hz when the new application has been successfully
loaded.

You have completed the entire flashloader update process. You can now go back through steps 4-7 and load the next
application (LED_BIlink_Slow_Slot1_v6.bch) into the development board. Just make sure that if you are using the
blocking flashloader, erase the opposite slot (slot 1) that was just programmed and select an image (BCH file) for that
slot that has an equal or higher version number. The rest of this application project will now dig into the details on how
to configure and integrate the flashloader along with information on how to use the various scripts and utilities
associated with the flashloader solution.

3. Bootloader Memory Layout

Developing a flashloader solution requires having two separate applications being stored in flash memory
simultaneously on the microcontroller. To do this, the flash memory space needs to be broken up into two separate
regions; one where the bootloader will reside and one where the application/downloader resides. There are two separate
projects, each need to configure their linker script so that the two applications can communicate but not go into each
other’s memory regions. Since there are two applications, there will be two separate vector tables that will need to be
tracked and managed.

The bootloader application is located at the memory start address location 0x00000000, which is the microcontroller’s
reset vector. This means that when the microcontroller boots, the bootloader is the first application to execute on
start-up. There are several reasons for having the bootloader run first that include:

e Initializing the microcontroller to a known state

o Verifying the application image is valid and programmed (there could have been a failed update)
e Checking whether a new application is present and should be written to memory

e Providing a safe system state for when something goes wrong with the application

The following figure shows how the flash space is split into a bootloader section and a user application area. The
bootloader memory contains two software framework (sf) components; one for accesses to the internal flash on the
microcontroller where the new image will be written and a second optional component for reading the downloaded
application image from external memory. The external memory instance is only required when the bootloader is
configured for the non-blocking application mode where the new image will be stored in the memory, external to the
microcontroller. It shows how the flash space is split into a bootloader section and the user application area. The
bootloader memory contains two software framework (sf) components; one for accesses to the internal flash on the
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microcontroller where the new image will be written and a second optional component for reading the downloaded
application image from the external memory.

Beyond these two main components, there are also two data regions that are used to communicate information between
the bootloader application and the user/downloader application. The first data region stores a record for where the
internal flash application images are stored. There can be up to two different areas in memory where the application
code is stored. This allows for a developer to store the new updated firmware along with the previous version if
something goes wrong and the firmware must be rolled back. The internal application record is required for the
flashloader solution to function.

The second region contains information for where the new image that needs to be written to flash currently resides. The
second region is optional because it is used to store a custom binary file format that is stored on the external memory
devices. Solutions that write the new application image directly to internal flash do not require this extra storage record.

Note: The flashloader solution example currently does not support rolling back the firmware to an earlier version but a
developer that has gone through this application project and understands the flashloader solution should be able
to add a feature without too much effort.

0x00000000

Bootloader Application

sf_downloader_instance_t*p_lower_lvl_downloader

sf_firmware_image_instance_t * p_lower_lvl_firmware_mcu sf_firmware_image_instance_t * p_lower_lvl_firmware_storage
(REQUIRED) (OPTIONAL)
sf_memory_instance_tsf_memory_mcu_flash sf instal tsf sl
- v st y_meu -memory_Instance_tsT_memory_scmmc sf_comms_api_instance_t COMM
r_flash_api r_sdmmc COMM

sf_firmware_image_record_tfor MCU Flash-REQUIRED

sf_firmware_image_record_tfor external BCH stoage. There will be one instance of this for each storage memory type (sdmmc, spi-flash, USB...)- OPTIONAL

BK/16K

User Application Area

am

Figure 12 Flashloader Memory Map

Note: The sf_comms_api_instance_t supports multiple communication types. COMM is used in the diagram to show
a generic interface. COMM would be replaced by the real interface such as r_sci for UART or USBX for a
USB CDC solution.
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4. Downloader Memory Layout

The downloader application contains not just the code necessary to download a new application image to the device but
also contains the product’s user application code. For this reason, the downloader will take up most of the remaining
flash space on the device. The downloader start location in memory is configurable by the developer and mostly
dependent on the device memory layout and the bootloader size. The downloader memory space must not overlap the
bootloaders. On most microcontrollers, there are minimum flash erase sizes that need to be considered when locating
the downloader code.

There are two things that a developer should immediately notice. First, the application image is received through the
selected communication interface. The downloader software stack is set up so that it doesn’t care about the
communication interface. A developer could just as easily set up a UART, Ethernet, or even 12C interface. Second, the
downloader for the non-blocking solution stores the application image to an SD card. An important consideration is that
when an application image is stored in external memory, the binary application image is stored in its entirety with CRCs
and everything. The image is stored in a custom file format known as a BCH file that we will talk about later in the
application project. The blocking downloader solution doesn’t store the BCH file because it writes directly into a flash
location on the microcontroller.

A non-blocking downloader uses the second memory record location to determine where it will store the new
application image. That record also tells the bootloader application where it needs to look for the new application that
will then be processed and written to internal flash. Looking back at Figure 12 and comparing it to Figure 13, you will
notice that both memory layouts are aware that the record locations exist in the memory. You need to make sure that the
linker scripts for both the bootloader and downloader applications are looking at the same location in the memory to
compare them.

0x00000000
Bootloader Application

sf_firmware_image_record_t for MCU Flash-REQUIRED

sf_firmware_image_record_tfor external BCH storage. There will be one instance of this for each storage memory type (sdmmc, spi-flash, USB...)- OPTIONAL

8K/16K

User Application Area

sf_downloader_instance_t

sf_firmware_image_instance_t

sf_memory_instance_tsf_memory_sdmmc
sf_comms_api_instance_tsfCOMM

r_sdmmc

COMM

am

Figure 13 Non-blocking Flashloader Application Memory Layout
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5. Non-Blocking Bootloader Application Stack Configuration

After running the flashloader project for the first time, many developers will want to dig into the flashloader framework
and understand the different settings and capabilities that are available. This section will highlight the settings that you
will want to understand within the bootloader application code.

1. Start by opening the bootloader project, the Synergy configuration.xml file and navigating to the Threads tab.
It should look like the bootloader stack shown in the following figure. For the non-blocking bootloader, both the
internal and external firmware image frameworks will be populated. The reason is that the internal framework is
required to save the new image to flash and the external memory will be used to store the image so that the
application code can continue to run while the image is downloaded.

Note:

and trying to write to flash simultaneously.

Microcontroller flash controllers have limitations when it comes to running an application from the flash space

HAL/Common Stacks

| H

g_sf_bootloader_mcul Bootloader Frarmework on sf_bootloader_mcu

g_sf_firmware_image_internal0 Bootloader
Firmware Image Internal Framewaork on
sf_firmware_image_internal

W

g_sf_firmware_image_external) Bootloader
Firmware Image External Framework on
sf_firmware_image_external

—

g_crcQ CRC Driver
on r_crc

g_sf_memory_mcu_f
lash Memaory mecu
flash Framework on
sf_rmemory_mcu_fla

g_crc1 CRC Driver
on r_crc

g_sf_memory_sdmm
0 Memory SDMMC
Framework on
sf_rmemory_sdmmc

g_flashQ Flash Driver
on r_flash_hp

g_sdmmc0 S0/MMC
Driver on r_sdmmc

g_transferl Transfer
Driver an r_dtc
Software Activation
1

Figure 14 Bootloader Framework Stack
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1. The first framework to examine should be the g_sf_firmware_image_internal0 framework shown in Figure 16.
Click on the framework and examine the properties.

HAL/Common Stacks =

g_sf_bootloader_mcul Bootloader Frarmewaork on sf_bootloader_mcu

g_sf_firmware_image_external) Bootloader
Firmware Image External Framework on
sf_firmware_image_external

—

g_sf_firmware_image_internal0 Bootloader
Firmware Image Internal Framewaork on
sf_firmware_image_internal

g_crcQ CRC Driver
on r_crc

g_sf_memory_mcu_f
lash Memaory mecu
flash Framewaork on
sf_rmemory_mcu_fla

g_crc1 CRC Driver
on r_crc

g_sf_memory_sdmm
0 Memory SDMMC
Framewark on
sf_rmemory_sdmmc

g_flashl Flash Driver
on r_flash_hp

g_sdmmcd SD/MMC
Driver on r_sdmmc

g_transferl Transfer
Driver an r_dtc
Software Activation
1

Figure 15 Bootloader Firmware Image Internal Framework

2. The following figure shows important properties that developers will want to configure for their own applications.

Property
4 Common
Parameter Checking

Yalue

Default (BSP)

4 Module g_sf_firmware_image_internall Boctloader Firmware Image Internal Framework on sf_firm

Mame

Enter the starting address of the first flash area

Enter the size of the first flash area

Mumber of slots supported (1 or 2 slots supported)

Callback

g_sf_firmware_image_internall

(0100000
(0300000
1

MULL

Figure 16 g_sf_firmware_image_internal0 Configuration

In the property, Enter the starting address of the first flash area, enter the memory address where the User
Application Area and the downloader begins in internal flash. The address location 0x0 is not an appropriate
location because the bootloader resides in this memory location. You can select any location for the application to
start based on your requirements and how you decide to split up the flash memory map. In this example, the S7G2
Group MCU on the SK-S7G2 board has 4 MB of flash available. The application is stored at the 1 MB location
(0x100000 hex). Keep in mind that flash size varies based on the specific MCU selected from the S7G2 Group.
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In the property, Enter the size of the first flash area; specify how large the memory location is that the User

Application Area has available to it. This example allocates the remaining 3 MB memory space for the application.

In the property, Number of slots supported determines whether the memaory space specified will be used to store

one single application image or whether it will be broken up into two application areas. The value 2 will split the

flash area size in half and allow you to store multiple images on the internal flash. This can be used to keep a backup
image in the event something goes wrong with a firmware update.

3. The remaining modules in the Bootloader Firmware Image Internal Framework do not contain developer
configurable properties.
You will want to review the Flash Driver. There are two different flash types that are used with Synergy
microcontrollers; high performance (hp) and low power (Ip). The S1 and S3 microcontrollers use low-power flash
since they are targeted towards low-power applications. The S5 and S7 use the high-performance flash since they
target applications that are more computationally intensive. Make sure that your application is using the correct
flash type as shown in the following figure.

HAL/Common Stacks
| |

] [

g_sf_firmware_image_internall Bootloader
Firmware Image Internal Framework on
sf_firmware_irage_internal

#

g_crcl CRC Driver

on r_crc

g_sf_memory_mecu_f
lashQ Memaory mcu
flash Framewaork on
sf_memory_mcu_fla

Acld flash

% Flash Driver on r_flash_hp
| % Flash Driver on r_flash_|p

Add
5F_Firmware_Image
External

m

Figure 17 Add the flash driver instance

4. Click on the g_flashO component and examine the properties.
As shown in the following figure, find the Code Flash Enable Programming property. This property is used to

enabled or disable internal flash writing. For the bootloader, this property should be enabled.

[ Properties 52 %/ Problems

g_flashO Flash Driver on r_flash_hp

Settings

Information

Property
a4 Common

Value

Parameter Checking
Code Flash Programming Enable

Default (BSP
Enabled

4 Module g_flash0 Flash Driver on r_flash_k

Mame g_flashi
Data Flash Background Operation (5} Disabled
Callback (&) NULL
Flash Ready Interrupt Pricrity (5} Disabled
Flash Error Interrupt Pricrity (5} Disabled

Figure 18 Enable the Code Flash Programming Property
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5. Click the Bootloader Firmware Image External Framework stack as shown in the following figure.
Notice that the internal and external memory frameworks look very similar in that they both contain a CRC stack
and a framework for accessing memory. The external memory framework is designed to interface to an SD card
while the internal is for internal flash space.
HAL/Common Stacks &
g_sf_bootloader_mcul Bootloader Frarmework on sf_bootloader_mcu
I
g_sf_firmware_image_internal Bootloader g_sf_firmware_image_externall Bootloader
Firmware Image Internal Framewaork on Firmware Image External Framework on
sf_firmware_image_internal sf_firmware_image_external
g_crcQ CRC Driver g_sf_memory_mecu_f | | g_cre1 CRC Driver g_sf_memory_sdmm
on r_crc lash Memory mcu On r_crc cl Memory SDMMC
flash Framework on Framework on
sf_rmemory_mcu_fla sf_rmemory_sdmmc
[ [
g_flashQ Flash Driver g_sdmmc0 S0/MMC
on r_flash_hp Driver on r_sdmmc
[
g_transferl Transfer
Driver an r_dtc
Software Activation
1
£ >
Figure 19 External Image Stack
6. The Bootloader Firmware Image External Framework properties will be displayed like the following figure.
Property Value
4 Common
Parameter Checking Default (BSF)

4 Meoedule g_sf firmware_image_externall Bootloader Firmware Image External Framework on sf_firer

Mame _sf_firmware_image_externall
Enter the starting address of the memory storage area ]

Enter the size of the memary storage area 0400000

Mumber of slots supported (1 to 4 slots supported) 1

Address/Pointer to Firmware Image Records (Mot applicable for a Bootloader Project) MULL

Callback MULL

Maxirnum size of a BCH block in bytes (311024

Figure 20 Configuring External Image Framework

There are three parameters that you need to consider when configuring the external SDMMC memory.
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7.

First, the parameter Enter the starting address of the memory storage area specifies the memory address within
the SD card where the application image is stored. The application data is stored directly onto the SD card and does
NOT use a file system. You can store images anywhere on a SD card but the logical place to begin storing images
are at address location 0x0.
The parameter Enter the size of the memory storage area is the size on the SD card that will be used to store the
BCH image. You should size this to be the maximum application size plus the BCH file overhead from CRCs. In
this example, the microcontroller has 4 MB of flash available but only 3 MB is used for your application. Sizing the
memory storage location to the 4 MB provides sufficient overhead to store a 3 MB image plus the BCH file
overhead.
Finally, since the updated images are being stored to an SD card first, multiple images can be stored to the card. For
this example, the number of image slots is set to just one even though the bootloader framework supports storing up
to four images on the external memory device.
The g_sf_memory_sdmmcO framework does not have any properties that can be modified. The g_sdmmc0
SD/MMC Driver on r_sdmmc, however, does have parameters related to the SD card that need to be configured.
Start by clicking on the g_sdmmcO stack and reviewing the properties. The generally recommended settings can be
found in the following figure.

Property Value
4 Common
Parameter Checking Enable Default (BSP)
4 Medule g_sdmmcd SDYMMC Driver on r_sdmmec
Name SAJE13 111 1<
Channel 0
Media Type Card
Bus Width 4 Bits
Block Size 512
Callback {21 MULL
Access Interrupt Prionty Priority 2
Card Interrupt Pricrity Priority 2
DMA Request Interrupt Priority Priorty 2

Figure 21 Configuring g_sdmmcO Driver

Note: On the DK-S7G2 board, the SD card is located on Channel 0. The SD card is connected using four data lines

that correspond to a property setting of 4 Bits. In this example, the Media Type property is Card that
corresponds to using a SD card rather than the embedded memory. Interrupt priorities should be carefully
considered based on the application behavior and needs. For this example, that contains only the bootloader, we
set a high priority for the SD card communication by setting the interrupt priorities to Priority 2.

Another property that you may want to note is the Transfer Driver.

You have two different choices, the r_dmac and the r_dtc. The r_dmac, direct memory access controller, contains
registers and a limited number of channels that can be used to move data around the microcontroller without the
CPU’s intervention. Since the channels are limited in number, the r_dtc can be used and still perform a transfer
without the CPU’s intervention, but the details will be stored in SRAM instead of within hardware registers. This
means you can create nearly an unlimited number of r_dtc transfers within our application. There may be a nearly
non-existent performance hit to use the r_dtc when compared to the r_dmac due to the need to access SRAM
versus over a hardware register. The following figure shows how you would select the transfer driver.
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HAL/Common Stacks

8

g_fmi FMI Driver on
r_fmi

g_sf_bootloader_mcul Bootloader Framework on sf_bootloader_mcu

I

[

g_sf_firmware_image_internal) Bootloader
Firmware Image Internal Framework on
sf_firmware_image_internal

“

g_sf_firmware_image_externall Bootloader
Firmware Image External Framework on
sf_firmware_image_external

#

g_crc0 CRC Driver
onr_cre

g_sf_memory_mcu_f
lash) Memory mcu
flash Framework on
sf_memory_mcu_fla

g_crcl CRC Driver
on r_cre

g_sf_memory_sdmm
c0 Memory SDMMC
Framework on
sf_memory_sdmme

g_flash0 Flash Driver

I
g_sdmmec0 S5D/MMC

A

on r_flash_hp Driver on r_sdmme
Add Transfer Driver
fDRAAC = ATCY
& Transfer Driver on r_dmac New 4
4 Transfer Driver on r_dtc
') | 11} k

Figure 22 Adding Transfer Driver

Those are the major configuration properties that you need to pay close attention to in the bootloader framework.
You still may need to adjust their linker file and add in application code that utilizes the bootloader framework.

6. Bootloader Linker Script

The linker script for the bootloader is the same for both the non-blocking and the blocking varieties. The linker
partitions the memory map up into different regions and even defines the information type that will be stored in those
regions. Eventually there will be two different applications, the bootloader and the downloader (your application) that
need to share the same physical memory. Both applications by default will want to store their application code starting
at memory location zero. Obviously, this is not acceptable and the linker scripts will need to be modified to ensure that
both applications can exist within memory without trying to creep into the others memory region. In addition to
providing separate memory locations for both applications, these applications need to communicate with each other
somehow so that the application images can be found in memory.

1. Inthe project explorer, expand the Bootloader project. Under the scripts folder, open the *.Id file associated with
the project. For example, if the processor is a S7G2, the linker will be S7G2.1d. The script is rather large but there
are two areas that we are interested in. First, you should see something like the following figure. For the
bootloader, you can theoretically leave these memory values as is. To prevent the bootloader from becoming too
large and trying to store itself in the downloader (your application) flash space, you may want to limit the flash
space length allocated to the bootloader.
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|=] S7G2.Id %
‘{*
Linker File for $7G2 MCU

*/

/* Linker script to configure memory regions. */

MEMORY

{
FLASH (rx) : ORIGIN = Ox00000000§ LENGTH = Ox0400000 §* 4M */
RAM (rwx) : ORIGIN = @x1FFE@@@8, LENGTH = @x@eAeeee /™ 640K */
DATA_FLASH (rx) : ORIGIN = @x491eee88, LENGTH = @xeeleeee /* 64K */
QSPI_FLASH (rx) : ORIGIN = 8x60000808, LENGTH = @x40e0e0@ /* 64M, Change in QSPI section below also */
SDRAM (rwx) : ORIGIN = @x90000000, LENGTH = @x2e@0@00 /* 32M =/

¥

Figure 23 Linker Script Memory Allocation

Note: Figure 23 shows the entire memory map being available to the bootloader but the value highlighted in red could

be changed to the maximum bootloader size. An example might be to allocate 32 KB of flash space which
would change the length from 0x400000 to 0x8000. Then, if the bootloader size grows behind the expected
memory region, it will no longer fit and you will receive a linker error. The linker error will serve as a reminder
to properly size both the bootloader and downloader memory regions.

2. Scroll down to where the memory sections begin at approximately line 58. After the ROM registers, create a
memory region where the bootloader can store information. See the following figure for the code. This region is
where the bootloader will store its records.

58 SECTIONS

59 {

50 Jtext :

61 {

62 __ROM_Start = .;

;; /* Even though the vector table is not 256 entries (1KB) long, we still allocate that much

65 * space because ROM registers are at address @x48@ and there is very little space

66 * in between. */

67 KEEP(*(.vectors))

68 KEEP(*(SORT_BY_NAME(.vector.*)))

69 _ Vectors_End = .;

7@ _ Vectors_Size = _ Vectors_End - _ Vectors;

71 _end_ = .;

73 /* ROM Registers start at address 0x00008480 */

74 . = __ROM Start + ©x4e8;

75 KEEP(*(.rom_registers®))

77 /* Reserving @x18@ bytes of space for ROM registers. */

78 . = __ROM_Start + 8x500;

Sé /* bootloader_record(s) at address @xSee (128eB) */

81 KEEP(*(.bootloader_record*))

83 /* vector information array. */

84 _ Vector_Info_Start = .;

85 KEEP(*(SORT_BY_NAME(.vector_infe.*)))

86 __Vector_Info_End = .;

a7 _ Vector_Info Size = _ Vector_Info_End - _ Vector_Info_Start;
Figure 24 Creating the Bootloader Record Section

3. Whenever a change is made to the linker, select Project > Clean in the top menu.

Make sure that the project is selected and the Build automatically checkbox is checked. Press OK. The object files
are removed and recompiled and the new linker settings should take effect. Since the code that is compiled did not
change, simply doing a build causes the compiler to believe that nothing has changed and the linker would not be
invoked. Any linker script changes should always be accompanied with a project clean and build.

The linker script has now been reviewed. The bootloader is now set up. No further steps are necessary to make the
bootloader function. The next step in the bootloader solution is to create the downloader (your application) that will
download the new application image to the external memory.
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7. Non-Blocking Bootloader Application Design and Implementation Overview

The bootloader framework is designed to allow a developer to implement their bootloader with any requirements that
may be part of their product in a flexible and scalable manner. Before you implement the bootloader, Renesas strongly
recommends that you draw out your bootloader design before writing a single line of code. An example, baseline
bootloader can be found in the following figure. Review this diagram and walk through the bootloader code to see the
implemented behavior.

Bootloader Start-up

Process

: Read S2
Pressed?
.| open API Yes |
Erase
. | Close API || Read s1
Pressed?
i Yes i
i +
! Look for New Image i
i Present?
| Yes i

Figure 25 Non-blocking bootloader program design

1. The bootloader application start-up code first checks to see if any buttons are pressed before checking if a new
application exists.

If switch S2 is pressed at start-up, the application stored on the microcontroller’s internal flash will be erased. The
hal_entry module can be setup to check S2 and erase the application by adding the code in like in the following
figure to the hal_entry function. At first glance, the code might seem a bit complicated. A closer look will reveal
that it is nothing more than calling the internal flash open, imageErase, and close API functions.
Note: For debugging purposes, the S1 and S2 capabilities can be very useful. Features like this can get a production
system into trouble by you accidentally pressing the wrong button. For production, you will want to make sure
that these features are removed from the build.
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ioport_level t level;

g_ioport.p_api->pinRead(IOPORT_PORT_e@_PIN_ie, &level);

** Erase MCU flash if S2 is pressed. */
if (IOPORT LEVEL_LOW == level)
** TEMP: erase flash =/

ssp_err_t ssp_err;

sf_firmware_image_erase_cfg t erase_cfg = { .slot_number = @ };

scp_err = g_sf_bootloader_mcu®.p_cfg-»p_lower_lvl firsware_mcu->p_api->open(g_sf_bootloader_mcu@.p cfg->p_lower_lvl firmware_mcu-»p_ctrl,
g_sT_bootloader_mcu@.p_cfg-»p_lower_lvl_firmware_mcu->p_cfg);

if (S5P_SUCCESS != ssp_err) { _ BKPT(2); }

ssp_err = g sf_bootloader_mcud.p cfg->p lower lvl fireware_mcu->p_api->imageErase(g sf_bootloader mcu@.p cfg-»>p_ lower_lvl firmware mcu->p_ctrl,
Zerase_cfg);

if (55P SUCCESS !'= ssp err) { _ BKPT(@); }
ssp_err = g_sf_bootloader_mcu@.p_cfg->p_lower_lvl_firmware_mcu->p_api->close(g_sf_bootloader_mcu@.p_cfg->p_lower_lvl_firmware_mcu->p_ctrl);

if (SSP_SUCCESS != ssp_err) { _ BKPT(@); }

Figure 26 S2 Switch Check to Erase Flash Application

2. The bootloader must make a critical decision; jump to the application image or search for a new application image
to copy into the flash. To handle this decision, a function in the hal_entry module called my_entry is used to
decide what function to perform. The my_entry function takes pointers to the bootloader control and configuration
structures in addition to a Boolean value to tell the function whether it should check for a new image or just jump to
the application image. Before jumping to the application image, the bootloader verifies the application image CRC
to ensure that the application is valid.

3. Holding S1 during the power-on sequence will tell the bootloader to skip the check for a new application image and
cause it instead to jump to the current application image.

E_ioport.p_api->pinRead(IOPORT_PORT 66 _PIN 06, Rlevel);

S** Try to jump to app if 51 is pressed.
if (IOPORT_LEVEL_LOW == level)
{
my_entry{g_sf_bootloader_mcu@.p_ctrl, g_sf_bootloader_mcu@.p_cfg, false);
}

Figure 27 S1 Switch Check for Jump to Application

4. Ifabutton has not been pressed, the my_entry function still needs to be called to perform the bootloader functionality.
The code for this check can be seen in the following figure.

while(1)
{

o=

my_entry({g_sf_bootloader_mcu®.p_ctrl, g_sf_bootloader_mcu®.p_cfg, true);

Figure 28 Main Bootloader Loop

5. The function my_entry makes the decision to check for a new application or jump to the application code. For the
application jump to occur, the sf_firmware_mcu_flash interface still needs to be initialized and used. This is done
by making a call to its open APIl. When the interface is opened, the appStart API can be called to initiate the jump
to the application. Since the appStart API causes a jump to the application code, the bootloader has essentially
ended the execution until the next time the system restarts. To follow good programming practices and to account
for something going wrong such as a bad jump, there should still be a call to the close API. The following figure
shows the implementation details for the code segment that handles jumping to the application.

R11ANOO73EU0112 Rev.1.12 Page 22 of 62
Dec 28, 2018 RENESAS




Renesas Synergy™ Platform Customizable Flashloader Solution for Synergy MCUs

if(check_for_new_images == false)
* Since we are not checking for new images, only ini‘la;i:e the sf_firmware_mcu_flash interface®/
//ssp err = g st bootloader_mcu®@.p_api->open( p_—L 1, p_cfg, false);

ssp_err = g_sf_bootloader_mcu®.p_api->open(p_ctrl, &my_ cfg),
if (ssp_err != SSP_SUCCESS)

//break;

}

{

Jump to the app */
ssp_err = g_sf_bootloader_mcu@.p_api->appStart(p_ctrl);

if (ssp_err != SSP_SUCCESS)

1
!/ break:

}

ssp_err = g _sf_bootloader_mcu®.p_api->close(p_ctrl);

return SSP_SUCCESS;

Figure 29 Jump to Application

Note: There are empty error handlers following each call to the SSP API’s that check whether the call was successful
(equal to SSP_SUCCESS). If there is an error, ssp_err will hold a different value and in a production system the
developer will need to decide how to handle these errors. For now, they are left as error handling stubs to
remind us we need to think through the possible error conditions and how they should be handled.

6. If you want to check for new application images, you need to add code to determine whether a new image exists on
the external memory card.

To do this, you must first call the open API call for the g_sf_bootloader_mcu0 stack. After the framework has been
opened, the newlmageCheck API can be called with the update_info variable passed in as a pointer. The return
value from calling newlmageCheck will determine if a new image is present and ready to be written to flash. The
following figure shows the code that should be added to my_entry.

(or if the partial open failed), initialize all available interfaces */

Since we are checking for new images
Sp_er = g_sf_bootloader_mcu®@.p_api->open(p_ctrl, p_
ssp err = g sf_| bootloader mcua p_api->open(p_ctrl, Sﬂy cfg),
if (ssp_err l= SSP _SUCCESS)
{
// break;
¥

* Check to see if there is a newer image available */

ssp_err = g_sf_bootloader_mcu®.p_api->newImageCheck(p_ctrl, &update_ info);

.c- true):

Figure 30 Initialize and Check for a New Application Image
7. If the image exists, then the application update can continue.

The first thing that the bootloader needs to do is erase the current application image. The image can be erased by
setting the application slot image that is going to be erased and then calling the imageErase API as shown in the

following figure.
8. Once the image has been erased successfully, the flashUpdate API can be called. The flashUpdate expects a
pointer to the bootloader control structure and a pointer to the new image that will be copied into flash.

The flashUpdate function performs all the bootloader copy functions on its own without any additional information

from you.
9. When the application update is complete, check the return data to determine whether the update was successful.

If the update was not successful, you can do many things, such as trying again, entering a safe system state,
notifying the user, or resetting the microcontroller. In this example, we just leave a placeholder with the
commented example for resetting the system.
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10. In most cases, the firmware update will be successful. When the update is successful, the bootloader should jump
into the application code by calling the appStart API function.

* If the check was successful and a valid slot with a newer image was re“turned, then update the MCU flash with this new image®

if ((ssp_err == 5S5P_SUCCESS) || (ssp_err == SSP_ERR_NO_FLASH IMAGES))

sf_firmware_image erase_cfg t erase_cfg = { .slot_number = @ };

ssp_err = g_sf_bootlcader_mcu®.p_cfg->p_lower_lvl firmware_mcu->p_api-»>imageErase(g_sf_bootloader_mcu@.p_cfg->p_lower_lvl firmware_mcu->p_ctrl,
&erase_cfg);

if (S5P_SUCCESS != ssp_err) { _ EKPT(@); }

ssp_err = g_sf bootleader_mcu@.p_api->flashUpdate(p_ctrl, &update_info);

/** If the update did not succeed, then reset the MCU*

if ((ssp_err != SSP_SUCCESS) && (ssp_err != SSP_ERR_IMAGE ALREADY EXISTS))
{

//g_sf_bootloader_mcul.p_aspi->reset(p_ctrl);

}

else

{
/** 1f the update was successful, jump to the app"/
ssp_err = g_sf_bootloader_mcu®@.p_api->appStart(p_ctrl);
Y us */

If the jump failed, then reset the MCUS
if (ssp_err l= SSP_SUCCESS)
{fg_sT_bootloader mcu@.p api->reset(p_ctrl);
}
}
}

Figure 31 Find New Image and Update

11. If anew image does not exist, you should call the appStart API to start the current application and once again
close the interface. The code to do this is like that used before and can be found in the following figure.

else

{

et

f** If the check for new image was not successful, jump to the existing app®/
ssp_err = g_sf_bootloader_mcuB.p_api->appStart(p_ctrl);

#if @
/** If the jump failed, then reset the MCU */
if (ssp_err != S5P_SUCCESS)
g_sf_bootloader_mcub.p_api->reset(p_ctrl);
#endif
}

ssp_err = g_sf_bootloader_mcu@.p_api->close(p_ctrl);

return ssp_err;

Figure 32 No New Application Image, Load Current Application

Note: A robust bootloader will not just assume that the jump to the application will be successful. Something could go
wrong and if the jump fails, you should have a back-up plan for how the system will recover itself. Figure 31
shows an example that is conditionally compiled on how the bootloader may check if the jump was successful.
If we can perform this check the jump failed and the ssp_err will not hold, SSP_SUCCESS. The application
can then call the reset API to force the system to reset and try again or take any measure that the you deem
necessary to recover from the error.
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8. Blocking Bootloader Application Software Stack Configuration

After running the flashloader project for the first time, you may want to dig into the flashloader framework and
understand the different settings and capabilities that are available. This section will highlight the settings that you will

want to understand within the bootloader application code.

1. Start by opening the bootloader project Synergy configuration.xml file and navigating to the Threads tab. The
bootloader stack will look like the following figure. For the blocking bootloader, only the internal firmware image
framework will be populated. The reason is that the internal framework is required to save the new image to flash

and the image is already stored on internal flash rather than external memory such as a SD card.

HAL/Common Stacks

&

g_sf_bootloader_mcul Bootloader Framewaork on sf_bootloader_mecu

g_sf_firmware_image_internall Bootloader
Firmware Image Internal Framewaork on
sf_firmware_image_internal

—

g_crcl) CRC Driver g_sf_memory_mcu_f
on r_crc lash0 Mermory mcu
flash Framework on
sf_memaony_meu_fla

g_flash® Flash Driver
an r_flash_hp

Add
SF_Firmware_lmage
External

Figure 33 Adding the g_sf _bootloader_mcu stack

2. Click onthe g_sf firmware_image_internal0 and select the Properties tab shown in the following figure. These
are the same options that are available in the non-blocking bootloader internal memory framework. For the
non-blocking bootloader, the options are set slightly differently like in the following figure. Notice that in this case
there are two slots selected. One slot will be for the current application code and the second will be for the new

application image.
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HAL/Common Stacks &)

g_sf_bootloader_mcul Bootloader Framework on sf_bootloader_mecu

g_sf_firmware_image_internall Bootloader Add
Firrnware Image Internal Framewark on SF_Firmware_lmage
sf_firrmware_image_internal External

g_cred CRC Driver g_sf_memory_mcu_f
onr_crc lash Mermory mcu
flash Framework on
sf_memary_mcu_fla

g_flash Flash Driver
an r_flash_hp

Figure 34 Blocking Bootloader Framework Stack

Property Value
a Commaon
Parameter Checking Default (B5P)

4 Module g_sf_firmware_image_internall Bootloader Firmware Image

Mame

Enter the starting address of the first flash area 0100000
Enter the size of the first flash area 02300000
Mumber of slots supported (1 or 2 slots supported) 2
Callback MULL

Figure 35 g_sf firmware_image_internal0 Configuration

In the property Enter the starting address of the first flash area, enter the memory address where the User
Application Area begins. The address location 0x0 is not an appropriate location because the bootloader resides in
this memory location. You can select any location for the application to start at based on your requirements and
how you decide to split up the flash memory map. In this example, the S7G2 Group MCU on the DK-S7G2 board
has 4 MB of flash available and the application will be stored at the 1 MB location which in hex is 0x100000.
Keep in mind that flash size will vary based on the selected specific MCU selected.

In the property Enter the size of the first flash area, specify how large the memory location is that the User
Application Area has available to it. In this example, allocate the remaining 3 MB memory space for the
application.

For a blocking bootloader where the application will be store internally in flash, there should be two flash
locations: one for the current program and one for the new application that will be stored.

3. The remaining modules in the Bootloader Firmware Image Internal Framework do not contain developer
configurable properties. However, you will want to review the Flash Driver. There are two different flash types that
are used with Synergy microcontrollers; high performance (hp) and low power (Ip). The S1 and S3
microcontrollers use the low-power flash since they are targeted towards low-power applications. The S5 and S7
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use the high-performance flash since they target applications that are more computationally intensive. Make sure
that your application is using the correct flash type as shown like in the following figure.

HAL/Common Stacks
| | | | | |

] [ ] I ] 1

sf_firmware_irage_internal

g_sf_firmware_image_internall Bootloader
Firmware Image Internal Framework on

g_crcl CRC Driver g_sf_memory_mcu_f
on r_crc lash0 Memaory mcu

flash Framework on
sf_memory_mecu_fla

Add flash

% Flash Driver on r_flash_hp
4% Flash Driver on r_flash_lp

Mew

Add
SF_Firmware_Image
External

m

Figure 36 Add the flash driver instance

4. Click on the g_flashO component and examine the properties like the following figure and find the Code Flash
Enable Programming property. This property is used to enabled or disable internal flash writing. For the

bootloader, this property should be enabled.

] Properties 3 |®) Problems
g_flashO Flash Driver on r_flash_hp

Settings Property Walue
4 Common

Parameter Checking Default (B5P
Code Flash Programming Enable Enabled

a Module g_flashd Flash Driver on r_flash_t

Information

Mame g_flashd
Data Flash Background Operation (51 Disabled
Callback (&) NULL
Flash Ready Interrupt Priority (51 Disabled
Flash Error Interrupt Pricrity (51 Disabled

[

Figure 37 Enable the Code Flash Programming Property

These are the major properties to manage the setup of the blocking bootloader.
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9. Blocking Bootloader Application Design and Implementation Overview

The bootloader framework is designed to allow you to implement their bootloader with any requirements that may be
part of their product in a flexible and scalable manner. Before you implement the bootloader, Renesas strongly
recommends that you draw out your bootloader design before writing a single line of code. An example, baseline
bootloader can be found in the following figure. Review this diagram to understand the bootloader behavior and then
move on to the next step to write the bootloader software.

Bootloader Start-up

Read S2
Pressed?
Open AP Yes
Erase
Close API

Look for New Image

Present?
Yes

Process

Y

start App |——(@)

Figure 38 Blocking Bootloader Program Design

Note: When there are multiple internal flash memory slots, it probably isn’t a good idea to allow a button press to
erase the internal memory. While the activity diagram does show the ability to erase the internal flash in the
code that is developed, we will conditionally compile it out but provide it as a debugging tool for developers.

Note: Blinking LEDs in the bootloader to show that the system is processing and still doing something can be
extremely useful. We will add code to control LED’s that are being absorbed by the check for image and
process blocks.

1. Inthe project explorer, expand the project. Under the src folder, open the hal_entry.c module.

2. The bootloader application start-up code first checks to see if any buttons are pressed before checking to see if a
new application exists.

If switch S2 is pressed at start-up, the application stored on the microcontroller’s internal flash will be erased. At
first glance, the code might seem a bit complicated. A closer look will reveal that it is nothing more than calling the
internal flash open, imageErase, and close API functions.
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ioport_level t level;
g_ioport.p_api->pinRead(IOPORT_PORT_e@_PIN_ie, &level);

** Erase MCU flash if S2 is pressed. */
if (IOPORT LEVEL_LOW == level)

** TEMP: erase flash =/

ssp_err_t ssp_err;

sf_firmware_image_erase_cfg t erase_cfg = { .slot_number = @ };

scp_err = g_sf_bootloader_mcu®.p_cfg-»p_lower_lvl firsware_mcu->p_api-»open(g_sf_bootloader_mcu®.p_cfg->p_lower_lvl firmware_mcu-»p_ctrl,
g_sT_bootloader_mcu@.p_cfg-»p_lower_lvl_firmware_mcu->p_cfg);

if (SSP_SUCCESS != ssp_err) { _ BKPT(@); }

ssp_err = g sf_bootloader_mcud.p cfg->p lower lvl fireware_mcu->p_api->imageErase(g_sf_bootloader_mcu@.p _cfg->p_lower lvl firmware mcu-»p_ctrl,
Zerase_cfg);

if (55P SUCCESS !'= ssp err) { _ BKPT(@); }
ssp_err = g_sf_bootloader_mcu@.p_cfg->p_lower_lvl_firmware_mcu->p_api->clese(g_sf_bootloader_mcu@.p_cfg->»p_lower_lvl_firmware_mcu->p_ctrl);

if (SSP_SUCCESS != ssp_err) { _ BKPT(@); }

Figure 39 S2 Switch Check to Erase Flash Application

3. The bootloader must make a critical decision; jump to the application image or search for a new application image
to copy into flash.

The my_entry function takes pointers to the bootloader control and configuration structures in addition to a
Boolean value to tell the function whether it should check for a new image or just jump to the application image.
Before jumping to the application image, the bootloader verifies the application image CRC to ensure that the
application is valid.

4. In the following figure, the main loop for the bootloader simply makes a call to the my_entry function and passes
it the bootloader control and configuration parameters.

while(1l)

{

my_entry{g_sf_bootloader_mcud.p_ctrl, g_sf_bootloader_mcud.p_cfg, true);

Figure 40 Main Bootloader Loop

5. You typically want the bootloader to perform all its checks in the minimal amount of time to keep the system boot
up time to a minimum.

Since in most cases the application is not updating firmware on start-up, the first feature that should be implemented
inside my_entry is the check for jumping directly to the application. In this case, the code checks the parameter
check_for_new_images and if it is false, the application should go directly to the application. When the interface is
open, the appStart API can be called to initiate the jump to the application. Since the appStart APl causes a jump
to the application code, the bootloader has essentially ended execution until the next time the system restarts. To
follow good programming practices and to account for something going wrong like a bad jump, there should still be
a call to the close API. The following figure shows the implementation details for the code segment that handles
jumping to the application.
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if(check_for_new_images == false)
* Since we are not checking for new images, only initialize the sf_firmware_mcu_flash interface™/
//ssp_err = g st bootloader_mcu®@.p api->open(p_ctrl, p _cfg, false);

ssp_err = g_sf_bootloader_mcu@.p_api->open(p_ctrl, gmy:cfg);
if (ssp_err != 55P_SUCCESS)

//break;

}

{

* Jump to the app */
ssp_err = g_sf_bootloader_mcu@.p_api->appStart(p_ctrl);

if (ssp_err != SSP_SUCCESS)
{
/! break:

}

ssp_err = g _sf_bootloader_mcu®.p_api->close(p_ctrl);

return SSP_SUCCESS;

Figure 41 Jump to Application

Note: There are empty error handlers following each call to the SSP APIs that check whether the call was successful
(equal to SSP_SUCCESS). If there is an error, ssp_err will hold a different value. In a production system,
you will need to decide how to handle these errors. For now, they are left as error handling stubs to remind us
we need to think through the possible error conditions and how they should be handled.

6. The bootloader is verifying that the application was written successfully to the flash and has not been damaged.
Erasing and updating for the blocking bootloader is performed by the downloader. If there was a failure and the
system is now stuck in the bootloader, you will be notified by blinking LEDs.

The blocking bootloader application overview is now complete. If you have not yet reviewed the bootloader script
section, now would be a good time before moving on to the downloader section.
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10. Non-Blocking Downloader Application Software Stack Overview

The downloader application is responsible for fetching the new application image and storing it to some external storage
device, such as the SDMMC card. That image could be coming over any number of possible interfaces. This section
will provide an overview for the configuration parameters for a common downloader stack. Specific interface setups
such as USB and UART can be found in the Appendices of this document.

1. Start by opening the downloader’s Synergy configuration.xml file and navigating to the Threads tab.

Within this tab, there will be a downloader thread. Click on that thread to view the downloader framework stack. An
example that uses USB CDC can be seen in the following figure.

Mew Thread Stacks =
g_sf_downloaderl Downloader Framework on sf_downloader g_sf_firmware_image_internall Firmware
image Internal Framework an
sf_firmware_image_internal
I I 1 1
g_sf_firmware_image_external( Firmware g_sf_comms0 Communications Framework on sf_el_ux_comms g_crcl CRC Driver g_sf_memory_meu_f
image External Framewark on onr_crc lash Memary mcu
sf_firmware_image_external flash Framewark on
<f_memary_mcu_fla
1 1 I
g_crc0 CRC Driver g_sf_memory_sdmm B | g_ux_device_class_cdc_acm0 USBX Device Class CDC-ACM g_flash0 Flash Driver
on r_crc 0 Memary SDMMC on r_flash_hp
Framework on
sf_memory_sdmmc
I I 1 I
g_sdmmc0 SD/MMC B | Add USBX Device USBX Device Configuration g_usb_interface_des
Driver on r_sdmme Class CDC-ACM c_cdcacm_0 USBX
Source [Optional] Interface
Configuration
— I
I 1
g_dtcO Transfer g_sf_el_ux dcd fs 0 USBX Port DCD on USBX on ux
Driver on r_dtc <f_el_ux for USBFS
Software Activation
1
1 1
g_transfer) Transfer g_transfer] Transfer Add USBX Source
Driver on r_dmac Driver on r_dmac [Optional]
Software Activation Software Activation
e

Figure 42 Downloader Example Stack using USB CDC

1. Section 1 and 3 in the above figure will have common configuration properties that will be similar from one
application to the next.

Section 1 manages the external memory where the new image will be stored. Section 2 is communication interface
specific. Section 2 options and setup are described in the appendices for the specific interface. It is just the
communication channel that the downloader uses to retrieve the new application image. Section 3 manages the
internal memory records that are set up to communicate between the bootloader application and the downloader
application.

2. The g_sf downloader0 does not have many properties that need to be configured.

The one property that is critical to a functioning downloader is the callback function. A developer needs to
configure a callback function that is called when a downloader event occurs within the application. The callback
can be seen in in the following figure.

[] Properties 52 |2 Problems e an

g_sf downloader0 Downloader Framework on sf_downloader

Settings Property Value
Information 4 Common

Parameter Checking Default (BSP)

4 Module g_sf_downloader) Downloader Fri
Mame g_sf_downloaderQ
1124
o
Context MNULL

Figure 43 Downloader Framework Callback Configuration
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3. You have different choices within the downloader framework for the image type and image location.

For example, if you wanted to store the image in the internal flash, you could use the Firmware Image Internal
Framework on sf_firmware_image_internal. The difference between Firmware Image and Bootloader Firmware
is that the Bootloader Image creates bootloader records that load into the microcontroller ROM while the Firmware
Image will not create those records. External images will store the entire BCH image with the CRCs, so the
bootloader can verify the application has not become corrupted. Internal images strip out the extra headers and
CRCs that are in the BCH and write the application to internal memory.

4. Click on the Firmware Image External Framework module shown in Figure 44.

The settings in Figure 45 need to match the same settings that are stored in the bootloader application. Notice that
there is a slight difference from the bootloader. The Address to Firmware Records property is now populated.
Note that it matches the memory location that was configured in the bootloader linker file for where the firmware
image records would be stored.

New Thread Stacks &

g_sf_downloader) Downloader Framework on sf_downloader g_sf_firmware_image_internall Firmware
Image Internal Framewark on
sf_firmware_image_internal

T —
g_sf_firmware_image_external( Firmware g_sf_comms0 Communications Framework on sf_el_ux_comms g_crcl CRC Driver g_sf_memory_mecu_f
Image External Framewark on onr_cre lash Memary mcu
sf_firmware_image_external flash Framewark on

sf_memorny_mcu_fla

I I

g_crc0 CRC Driver g_sf_memory_sdmm | | g_ux_device_class_cdc_acm0 USBX Device Class CDC-ACM g_flash0 Flash Driver
on r_crc cll Memory SDMMC on r_flash_hp
Framework on
sf_memory_sdmmc

T #

g_sdmmc0 SD/MMC | | Add USBX Device USBX Device Configuration g_ush_interface_des
Driver on r_sdmmec Class COC-ACM c_cdcacm_0 USBX
Source [Optional] Interface

Configuration

|

g_dtcO Transfer g_sf_el_wx_dcd_fs_0 USBX Port DCD on USEX on ux
Driver on r_dtc sf_el_ux for USBFS
Software Activation
1
— —
g_transfer) Transfer g_transfer] Transfer Add USEX Source
Driver on r_dmac Driver on r_dmac [Optional]
Software Activation Software Activation
]

Figure 44 External Memory Properties

ijprcperties bt 8‘_ Problems e e E

g_sf firmware_image_external0 Firmware Image External Framework on sf_firmware_image_external

Settings Property Value
Information 4 Common
Parameter Checking Default (BSP)
4 Module g_sf_firmware_image_external0 Firmware Image External Framework on sf_firmware_image_external
MName g_sf_firmware_image_external0
Enter the starting address of the memory storage area i}
Enter the size of the memory storage area 0x400000
MNumber of slots supported (1 to 4 slots supported) 1
Address/Pointer to Firmware Image Records (Not applicable for a Bootloader Project) 0:500
Callback (&l NULL
Maximum size of a BCH block in bytes 1024
4 m [

Figure 45 sf firmware_image_external Configuration

Note: Remember that the starting address is the location on the SD card where the image information will be stored.
The SD card could be much larger than 0x400000 but since this is the maximum flash size on the
microcontroller, there is no point in allocating more space than this. Recall that the location in flash that we
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modified the bootloader linker for image records was located at address 0x500. The downloader needs this
information so the Address/Pointer to Firmware Image Records property is now allocated with 0x500.

5. The downloader is going to have to write an application record to the internal flash storage.

The Firmware Image Internal Framework is used to write the record into internal memory. The application header
information is added to src/synergy_gen/common_data.c. To see an example for the application header, open the
common_data.c file and locate the variable g_sf Ffirmware_ image_internalO_image_file_header.

6. Click on the Firmware Image Internal Framework module and examine its properties in the following figure.

] Properties i3 4 ¥v= 08

g_sf firmware_image_internal0 Firmware Image Internal Framework on sf_firmware_image_internal

Settings Property Value
Information | 4 Common
Parameter Checking Default (B5P)
4 Module g_sf_firmware_image_internald Firmware Image Internal Framewerk on sf_firmware_image_internal
MName g_sf_firmware_image_internal0
Enter the starting address of the first flash area (100000 £
Enter the size of the first flash area 0300000 b
Number of slots supported (1 or 2 slots supported) .
Address/Pointer to Firmware Image Records 0x52C
Callback MNULL
Image Identifier 1
Version Number 5

Figure 46 Configuration Settings for the Internal Firmware Image Stack

The bootloader has the application space from 0x000000 through OxOFFFFF. The location that the current user
application exists in starts at 0x100000 and has a length of 0x300000. This bootloader is only using a single image
slot as an example. Once again, set up the location for the Firmware Image records. The Image Identifier is related
to a product class. For example, a garage door opener would have an Image Identifier of 1 while a sprinkler system
might have a value of 2. It is used to verify the application goes to this product. The version number is used for
incremental firmware changes. The value should be updated with each version. The bootloader can roll back to a
previous version or update to a new version but will NOT update the application if the Version Number matches
the current application version.

7. Just as before with the bootloader, the Flash Driver on r_flash_hp may need to be adjusted to match whether the
microcontroller uses high performance or low power flash.

Those are the major modules and configuration values that you will need to know to integrate the downloader into their
own application code.
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11. Blocking Downloader Application Software Stack Overview

The blocking downloader is like the non-blocking bootloader. The difference is that there is no longer a need to use an
external and internal memory framework. Using only the internal memory framework is all that is required. An example
blocking downloader stack can be seen in the following figure. Section 1 is the internal memory framework that will be
common to every blocking downloader application. Section 2, is the communication stack that is used to fetch a new
application image. This stack will change depending on whether the developer is using USB CDC, UART, I2C,
Ethernet, and so on. In this section, we will examine the configuration properties associated with the blocking
bootloaders internal memory framework. Configuration parameters for the communication channel can be found in the
appendices and by reviewing the module guides associated with the communication stack of interest.

downloader Stacks & =

g_sf_downloaderd Downloader Framework on sf_downloader

g_sf_firmware_image_internall Firmware g_sf_commsl Communications Framework on sf_el_ux_comms
Image Internal Framework on
sf_firmware_image_internal

I
g_crc CRC Driver g_sf_memory_mecu_f B g_ux_device_class_cdc_acm0 USBX Device Class CDC-ACM
on r_crc lashd Memory mecu
flash Framework on
sf_memory_mecu_fla

I
g_flashQ Flash Driver Add USBX Device USBX Device Configuration g_ush_interface_des
on r_flash_hp Class CDC-ACM c_cdcacrm_0 USBX
Source [Optional] Interface

Configuration

l

g_sf_el_ux_dcd_fs_0 USEX Port DCD on USBX on ux
sf_el_ux for USBFS

|

g_transferd Transfer g_transfer] Transfer Add USBX Source
Driver on r_dmac Driver on r_dmac [Optional]

Software Activation Software Activation

Figure 47 Blocking Downloader USB CDC Example Stack Overview

1. Start by opening the downloader’s configuration.xml file and navigate to the Threads tab and click on the
downloader framework module.

2. The g_sf downloader0 does not have many properties that need to be configured.

The one property that is critical to a functioning downloader is the callback function. You need to configure a
callback function that is called when a downloader event occurs within the application. The callback can be seen in
the following figure.

[] Properties 52 |2 Problems e an

g_sf downloader0 Downloader Framework on sf downloader

Settings Property Value
Information 4 Common
Parameter Checking Default (BSP)
4 Module g_sf_downloader) Downloader Fri
Mame g_sf_downloader)
1024
I Callback downloader callback I
Context MNULL

Figure 48 Downloader Framework Callback Configuration

R11ANOO73EU0112 Rev.1.12 Page 34 of 62
Dec 28, 2018 RENESAS




Renesas Synergy™ Platform

Customizable Flashloader Solution for Synergy MCUs

3.

Developers have different choices within the downloader framework for the image type and image location.

For example, if a developer wanted to store the image in the internal flash, they could use Firmware Image
Internal Framework on sf_firmware_image_internal. The difference between Firmware Image and Bootloader
Firmware is that the Bootloader Image will create bootloader records that load into the microcontroller ROM while
the Firmware Image will not create those records. External images will store the entire BCH image with the CRCs
so that the bootloader can verify the application hasn’t become corrupted. Internal images strip out the extra
headers and CRCs that are in the BCH and write the application to internal memory.

Click on the Firmware Image Internal Framework module shown in Figure 49.

The settings in Figure 50 need to match the same settings that are stored in the bootloader application. Notice that
there is a slight difference from the bootloader. The Address to Firmware Records property is now populated.
Note that it matches the memory location that was configured in the bootloader linker file where firmware image
records would be stored.

downloader Stacks

|

g_sf_downloaderl Downloader Framework on sf_downloader

g_sf_firmware_image_internall Firmware
Image Internal Framework on
sf_firmware_image_internal

g_sf_comms0 Communications Framework on sf_el_ux_comms

g_crch CRC Driver
on r_crc

g_sf_memory_mcu_f
lash0 Memory mcu
flash Framework on
sf_memory_mcu_fla

g_ux_device_class_cdc_acm0 USBEX Device Class CDC-ACM

I *

g_flash{ Flash Driver Add USBX Device USBX Device Configuration g_ush_interface_des
onr_flash_hp Class CDC-ACM c_cdeacrm_0 USBX
Source [Optional] Interface
Configuration
g_sf_el_ux_dcd_fs_0 USBX Port DCD on USEX on ux
sf_el_ux for USBFS
g_transferd Transfer g_transfer] Transfer Add USBX Source
Driver on r_dmac Driver on r_dmac [Optional]
Software Activation Software Activation
I—
Figure 49 Internal Memory Framework Module
Property Value
4 Commaon
Pararneter Checking Default (B5P)

a4 Module g_sf_firmware_image_internall Firmware Image Internal Fran

Mame E_sf_ﬁrmware_imaﬁe_internall'.]
Enter the starting address of the first flash area (100000

Enter the size of the first flash area (2300000

Mumber of slots supported (1 or 2 slots supported) 2

Address/Pointer to Firmware Image Records 0500

Callback (3 MULL

Irnage Identifier 1

Version Number 7

Figure 50 sf_firmware_image_internal Configuration

R11ANOO73EU0112 Rev.1.12

Dec 28, 2018

RENESAS

Page 35 of 62




Renesas Synergy™ Platform Customizable Flashloader Solution for Synergy MCUs

Note: Remember that the starting address is the location in internal memory where the application section will begin.
In this case, it is 0x100000 with 0x300000 bytes available to write applications. The number of slots needs to
match the bootloader that was set to two. Recall that the location in flash that we modified the bootloader linker
for image records was located at address 0x500. The downloader needs this information so the Address/Pointer
to Firmware Image Records property is now allocated with 0x500. The image identifier is used to specify a
firmware product. The version number is the software version number. This value should be updated as the
software changes.

8. Just as before with the bootloader, the Flash Driver on r_flash_hp may need to be adjusted to match whether the
microcontroller uses high-performance or low-power flash.

9. The blocking downloader has one additional difference that developers might overlook.

The blocking downloader must write the new application into an internal memory location. To do this, you must
make sure that the downloader has the Code Flash Programming Enable property set to enabled in the flash
driver module as shown in the following figure. Not enabling flash writing results in the new application not being
written to flash and might throw run-time errors indicating that the flash is not writable.

Property Value
a4 Commeon

Parameter Checking byl

Code Flash Programming Enable r;bled I
4 Maodule g_flashl Flash Driver on r_flash_hp

Mame g_flashl

Data Flash Background Operation (1) Disabled

Callback (3] MULL

Flash Ready Interrupt Pricrity [5] Disabled

Flash Error Interrupt Pricrity (2] Disabled

Figure 51 Enabling Code Flash Programming

These are the properties that a developer needs to be aware of and has control over in the downloader stack. To learn
more about the communication stacks, see the appendices and the module guide for the communication stack that is of
interest.
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12. Non-Blocking Downloader Application Design and Implementation Overview

The downloader framework is designed to allow you to implement your flashloader solution with any requirements that
may be part of their product in a flexible and scalable manner. The downloader framework handles many details in the
background and requires only a few lines of code to be fully functional. This section will walk you through how to open
the downloader API and setup the callback event that processes communication events.

1. From the Project Explorer, navigate to the src directory and open the downloader_thread_entry.c source file.

2. Inthe function downloader_thread_entry, the downloader framework is initialized by first making a call to the
open() API and passing in the control and configuration structures as shown in the following figure.

void downloader_thread_entry(void)
{
ssp_err_t err;

err = g_sf_downloader®.p_api->open(g_sf_downloader®.p_ctrl, g_sf_downloader®.p_cfg);

if (S5P_SUCCESS != err) { __BKPT(0); }

while (1). 2

tx_thread_sleep (1);

Figure 52 Opening the Downloader Framework

Note: Whenever a call is made to an SSP Framework component, a recommended best practice is to check the return
value to make sure that the call was successful.

3. With the Downloader Framework open, the downloader thread should periodically process the control structure to
perform any framework functionality that may be pending. This is done by making a call to the downloaders process
API as shown in the following figure.

void downloader_thread_entry(void)
{
ss5p_err_t err;

err = g sf_downloader®.p_api->open(g_sf_downloader®.p_ctrl, g_sf downloader®.p_cfg);

if (55P_SUCCESS != err) { __BKPT(®); }
while (1)
{

tx_thread_sleep (1);

err = g_sf_downloader®.p_api->process(g_sf_downloader®.p_ctrl);

if (55P_SUCCESS != err) { __BKPT(®); }
}

Figure 53 Downloader Processing

Note: If the downloader framework returns an error, the application forces a breakpoint for the developer to debug the
issue. A production solution may decide to handle this in an alternative manner that won’t stop the embedded
system from operating. Error handling strategies will vary from one development team to the next.

4. The final piece that needs to be added to the downloader thread source code is the downloader_callback.
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The callback handles events that occur in the downloader framework. In this example, the only event that is
interesting is when the downloader receives an entire image, stores it to external memory, and is ready for a reset to
occur so that the bootloader can process the image and update the internal application. The following figure shows

this callback.
void downloader_callback(sf_downloader_callback_args_t * p_args)
1
if (5F_DOWNLOADER_EVENT_LOAD IMAGE == p_args->event)
it
g_sf_downloader@.p_api->reset(g_sf_downloader®.p_ctrl);
h
}

Figure 54 Adding the downloader_callback

5. The Downloader that is designed for blocking may also include code to erase the individual memory slots. The code
listed in the following figure indicates how SW1 and SW2 can be used to erase different memory locations.

Note: This code is disabled out-of-box. It can be enabled by enabling ifdef wrapper around it.

ioport_level_t level swl;
ioport_level_t level sw2;
g_ioport.p_api->pinRead(IOPORT_PORT B8 PIN 66, &level swl);
g_ioport.p_api->pinRead(IOPORT_PORT 66 PIN 18, &level sw2);

/** Erase MCU flash if S2 is pressed. */
if (IOPORT_LEVEL_LOW == level_swil)

f** TEMP: erase flash */
ssp_err_t ssp_err;
sf_firmware_image_erase_cfg_t erase_cfg;

* If SW2 is pressed then erase slot 1, otherwise slot @. *
if (IOPORT_LEVEL_LOW == level sw2)
{
by
else
{
}

ssp_err = g_sf_firmware_image_internal@.p_api->imageErase(g_sf_firmware_image_internal@.p_ctrl, 8erase_cfg);

erase_cfg.slot_number = 1;

erase_cfg.slot_number = @;

if (SSP_SUCCESS != ssp_err) { _ BKPT(®); }
ssp_err = g _sf_firmware_image_internal@.p_api->close(g_sf_firmware_image_internal@.p_ctrl);

if (SSP_SUCCESS != ssp_err) { _ BKPT(@); }

Figure 55 Adding Button Functionality for Erasing Application Spaces

This is everything that you need to know to use the downloader framework.
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13. Downloader Linker Script

Just like with the bootloader application, the downloader linker needs to be updated to exist within a separate flash
memory region and to be able to store image record information. These changes are going to be like the changes made
to the bootloader linker script but will be complimentary and not identical.

1. Inthe project explorer, expand the Downloader project.

Under the scripts folder, open *.Id, where in this example, the file will be S7G2.Id. The script is rather large but
there are two areas of interest. First, you should see something like in the following figure. For the downloader, the
starting flash ORIGIN should match the end memory location for the bootloader, in this case 0x100000. The
bootloader resides at memory location 0x000000 that would cause a conflict if we left the location set to 0x000000.

2. The LENGTH should be sized based on the available flash and whether the entire memory location will be used
for a single application or whether multiple applications will be stored.

For example, for a blocking downloader, the memory space available for the downloader is 0x300000 bytes, divided
in half is 0x180000. This will give two locations in the memaory that you can use.

5 /* Linker script to configure memory regions. */

6 MEMORY

7 i

8 FLASH (rx) = = i i

9 RAM (rwx) : ORIGIN = @x1FFE@DRO, LENGTH = 8x@eABBRe /* 648K */

18 DATA_FLASH (rx) : ORIGIN = @x48100800, LENGTH = 8x@eleses /* 64K */

11 QSPI_FLASH (rx) : ORIGIN = Bx60800200, LENGTH = 8x4008008 /* 64M, Change in QSPI section below also */
12 SDRAM ((rwx) : ORIGIN = @x98820000, LENGTH = 0x2000080 /* 32M */

13 }

Figure 56 Linker Script Memory Allocation for Slot 1
3. If ablocking bootloader is being used, there will be two different linker files.

The first is for slot 1 and the second for slot 2. Each linker file is slightly different because the start location for the
application needs to be different. Examine the following figure. This is the linker for the second application whose
origin memory location is 0x00280000.

/* Linker script to configure memory regions. */
MEMORY

a5 - 4 - ly
RAM (rwx) : ORIGIN

B A6 2 2660 UGTH = {x61 26660 AM
ex1FFE@@O8, LENGTH exposeReR /* 640K */

DATA_FLASH (rx) : ORIGIN ex481000088, LENGTH exeeleees /* 64K */
QSPI_FLASH (rx) : ORIGIN = Bx62000008, LENGTH = Ox40ee8e80@ /* 64M, Change in QSPI section below also */
SDRAM (rwx) i ORIGIN exoee0eeee, LENGTH @x2eeeeee /* 32M */

Figure 57 Linker Script Memory Allocation for Slot 2

4. Scroll down to where the memory sections begin at approximately line 90. After Lock_Lookup_Size, we want to
create a memory region where the downloader can store information. See the following figure for the code.

89 __Lock_Lockup_End = .;
90 __Lock_Lookup_Size = _ Lock_Lookup_End - _ Lock_Lookup_Start;

/* Flash Loader App Header at @x3@@. This offset is fixed in sf_firmware_image.h and in XML */
. = _ ROM_Start + @xBee;
KEEP(*(.sf_firmware_image_file_header*))

LText™)

Figure 58 Creating the Bootloader Record Section

5. When updating the application, you will need to compile the application based on the application slot that the
program will be running in.

If the application will run in slot 1, build and link using the slot 1 linker file. If the application will run in slot O,
build and link using the slot 0 linker file.

6. Inthe top menu, select Project > Clean.
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Make sure that the project is selected and the build automatically checkbox is checked. Press OK. The object files
are removed. Recompile and the new linker settings should now take effect. Since the code that is compiled did not
change, simply doing a build will cause the compiler to believe that nothing has changed and the linker would not
be invoked. Any linker script changes should always be accompanied with a project clean and build.

The application projects include the linker file(s) by default but you may want to customize the linker slightly for
your own applications.

14. Converting User Applications to BCH Files using the Python Converter Script

The compiler toolchains will generate an .elf and an .srec file when the program is successfully compiled and linked.
The flashloader framework uses a custom file format created by Renesas known as the BCH. The BCH file is designed
with headers and CRCs to ensure that the application image is successfully transferred to the embedded system without
errors and provides a more robust transfer mechanism. In this section, we will examine the Python converter script that
will convert a s-record into a BCH file.

There are two ways to convert the s-record. First you can use the r_fl_mot_converter . py script manually.
Second, you can use the flashloader utility that provides a GUI front end to interact with the Python script. The GUI is
described in a later section.

14.1 Convert User Application to BCH files manually

1. The s-record files cannot be directly downloaded to the flashloader solution. They must first be converted to BCH
records. The downloader and bootloader can process those files. The conversion is performed using the Renesas
r_Fl_mot_converter.py Python script. To use the Python script:

A. Download Python 2.7 and install it on the development machine.
B. Download the crcmod library for Python 2.7 from the following website: https://pypi.python.org/pypi/crcmod

C. The crcmod.msi can be installed from any directory. When asked where to install the library:
a. Select the local hard drive option
b. Provide the Python installation directory such as C:\Python27\

2. Once the tools have been installed, navigate to the directory containing the r_fl_mot_converter.py script.
Start by typing python r_fl_mot_converter . py without any options. You will see the parameter list with
descriptions as seen in the below figure.

Note: Python should be in the path but if it isn’t, Python can be executed in the command line using the path to the
executable such as C:\Python27\python.exe r_fl_mot_convert.py.

FlazhLoader 5—Record Converter

Options:
—h. —help show thiz help meszage and exit
—i FILE. —input=FILE
The path to the file you want to convert.
—o QUTPUT, ——output=0UTPUT
Mame of the output file.
MAXBLOCKEIZE, ——maximum_block_size=MAXBLOCKSIZE
Set max size in bhytes for Block [defawult=1824]
FILLSPACE. —fill_space=FILLSPACE
Max hytes bhetuween 2 records to fill with BxFF's and
Join data [default=2561]
EXECUTABLE_ADDRESS . —executable_address=EXECUTABLE_ADDRESS
Flazh location for application
HEADERLOC,. ——location=HEADERLOC
Flash location for application load file header
[def ault=AxBHAAE 408 1
—formatting Displays information on how the hinary file is
structured.
—u UALIDMASK, ——walid_mask=UALIDMASK
Set the value vou unsed for the valid mask
[default=AxAF]
—z UALIDFLASHSIZE, ——slot_szi=e=UALIDFLASHSIZE
Set the desired flash size to calculate the checksum
over. The default iz to uze the compiler defined
value. [default=81

Figure 59 S-Rec to BCH Converter Script Options
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3. The next step is to identify the options that are needed to run the converter script.

The following example lays out the recommended information that should be provided for a conversion. Start by

determining the parameters for the Downloader_blinky1l.srec file. The bold text in the following statements can be

used to build and compile the command line.

A. —i specifies the input file and for this example is Downloader_blink1.srec. Keep in mind that unless the
s-record has been copied to the same directory as the converter script, the full path will need to be provided so
that the file can be found.

B. —o is the output filename for the converted file. You can technically name the file anything you want but for
the example we will name it Downloader_blink1.bch.

C. —m is the maximum block size that has a default value of 1024. This value should be an integer multiple of the
external memory page size that is going to be programmed.

D. -ftellsthe converter that if there is a gap between two records, the data should be filled with OxFF. The default
value for this behavior is 256.

E. -—eallows you to specify where in memory the application will be located. For example, we have been
providing the bootloader with 1 MB of flash space (more than is required) and the application has had the last
3 MB of memory. This option is used to tell the converter where the application section begins so that the
application can be appropriately addressed. An example value for this application is 0x100000.

F. I tells the converter where the header information is going to be placed in memory. If you recall back to when
the Downloader linker script was updated, we added the header information to ROM_START + 0x800. Since
the application starts at 0x100000, we set this value to 0x100800.

G. -stells the converter the desired flash range that should be used when calculating the checksum that is placed
on the application space. A standard practice is to checksum the entire application program space including the
space that is NOT the application code but is empty unprogrammed memory. In this case, the example value
that we have used through-out the application project is 0x300000.

4. You can now take the values that were in bold in the previous step and run the command line script with the
options that result in converting the Downloader_blink1.srec into Download_blink1.bch as shown in the
following figure.

C:\hch_scriptibech_creator_scriptc:\Python2?\python.exe »_fl_mot_converter.py —i Downloader_CDC_hblin
kl.srec —o Downloader_CDC_blinkl.bch —m 1824 —f 256 -e Ox100000 -1 Bx10A8AA -s @x300000

S—Record file converted successfully.

Output file is Downloader_CDC_hlinkl_bch

Size of entire Load Image is 67138 bytes

Downloader_ CDC_blinkl.srec checksum_fw_image: B80852h8

Figure 60 Convert Downloader_blinkyl.srec to Downloader_blink1.bch

Note: The output will notify the developer if the conversion was successful or not. In addition, it provides the entire
load image size and the checksum value for the image which can come in handy when debugging.

You have to copy the files with the extension .srec that you would like to convert to a .bch into the folder that
contains the file r_fl_mot_converter.py.

5. Converting the second test image uses the same steps as we walked through above. The difference is that the input
and output options change but the rest remain the same. An example can be seen in the figure below.

iC:N\bch_scriptsbch_creator_scriptdc:\Python2?\python.exe »_fl_mot_converter.py —i Downloader_CDC_blin
k2.srec —o Downloader CDC_hlink2.hch —m 1824 —f 256 —e Bx180888 -1 Bx100888 —s Bx380088

E—Record file converted successfully.
Output file is Downloader_CDC_hlink2.hch
Size of entire Load Image is 67138 hytes
+ CDC_blink2.srec checksum_fw_image: BBAB52h8

Figure 61 Convert Downloader_blinky2.srec to Downloader_blink2.bch
At this point, the .bch file is ready and can be sent to the downloader application.

If you are compiling code for a blocking bootloader you will need to modify the linker scripts. The blocking
bootloaders contain two separate linker scripts as can be seen in the following figure.
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v =5 downloader_usb_cdc_blocking

3{;3 Binaries

[l Includes

[ src

2 synergy

= Debug

== images

w [ script

=| 57G2_slot0.Id
=| 57G2_slotl.ld
B s762.icf
=| 57G2.d

Figure 62 Blocking Downloader Application Multiple Linker Scripts

To compile an application for slot0 or slotl, copy the linker contents from the desired slot location and paste it into the
primary linker script. Make sure that you perform a clean before recompiling. Without the clean, the toolchain will not
recognize that the linker changed and not change the location for the application.

14.2 Convert User Application to BCH files manually

You can also convert User Application files to BCH files using Flashloader_windows_utility.exe. For step-by-step
representation you can check Section 16.

14.3 Verify BCH image

Sometimes you may find that you want to verify the BCH image once it has been created. You can download Hexedit
from http://www.hexedit.com/ and use the instructions below to install the BCH file format and view the files. Install
HexEdit:

1. Copy and paste the BCH.xml file included with this project package to C:\Users\<your user
name>\AppData\Roaming\ECSoftware\HexEdit

Open a BCH file from within HexEdit.

Select Template > Design Mode. This will turn off design mode.
Select Template > Split Window

In the dropdown, or from Template > Open Other, select BCH

o g M w DN

The different data locations and header information can now be easily browsed by the developer as shown in the
following figure.
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1 || temp.bch

bch ﬁ Data = og 1 10
5@ s it 0: BE 24 06 95 D9 04 00 00 0f 00 00 9B
- 16: FF FF FF FF FF FF FF BE 00 00 00 OO0
7 G DataBlock 32: 00 00 7A 35 FF FF FF FF CO 75 FF IF
- & valid_mask 48:( BD D1 00 00 75 DA 00 00 75 DA 00 00
- @ equence.D 64:) 75 DA 00 00 00 00 00 00 00 00 00 00
= 80:/ 00 00 0D 00 75 D& 00 00 75 D6 00 OO0
™ flash_address 96: E3 11 00 00 ES 12 00 00 75 CO 00 00
- & gata size 112:/ 41 Ba 00 00 75 D& 00 00 B9 BA 00 0O
L Comc 128:/ 00 00 00 00 00 00 00 00 00 00 00 00
L 144: 00 00 00 00 00 00 00 00 00 00 00 00
@ next block_address 160:) 00 00 00 00 00 00 00 00 00 00 00 00
L1 88 dotas 3 176: 00 00 00 00 00 00 00 00 00 00 00 00
192: 00 00 00 00 00 00 00 00 00 00 00 00
7 & ImageHeader 208: 00 00 00 00 00 00 00 00 00 00 00 OO0
- & valid_mask Al 224 00 00 00 0O 00 00 00 OO 00 OO 00 OO0
P , 240: 00 00 00 00 00 00 00 00 00 00 00 00
4 256: 00 00 00 00 00 00 00 00 00 00 00 00
[ < version_num 0 272: 00 00 00 00 00 OO OO0 00 00 OO 00 OO0
- @ losd_image size TITRATT 288: 00 00 00 00 00 OO0 00 00 00 OO 00 OO0
L o 304: 00 00 00 0O 00 00 00 OO 00 OO 00 OO0
bl e QUCi0ED 320: 00 00 00 00 00 00 00 00 00 00 00 OO0
- S image crc BCY) 336: 00 00 00 00 00 00 00 00 00 00 00 00
L S o arc e 352: 00 00 00 00 00 00 00 00 00 00 00 00
B - B 368: 00 00 00 00 00 00 OO0 00 00 0O 00 OO0
& start_address FFFF FFF 3B4: 00 00 0D OO0 00 00 00 00 00 OO0 00 00
L S successfully_stored FFFE FFF 400: 00 00 00 0O 00 00 00 OO 00 OO0 00 OO0
L5 28 1mageBlociss 416: 00 00 00 00 00 00 00 OO0 00 OO 00 OO0
432:/ 00 00 00 00 00 00 00 00 00 00 00 00
7 [el ImageBlocks[0] 448: 00 00 00 00 00 00 00 00 00 00 00 00
- & yalid mask B 464: 00 00 00 00 00 00 00 00 00 OO 00 OO0
I 480: 00 00 00 00 00 OO0 OO0 00 FF FF FF FF
sequence ID o 496: FF FF FF FF FF FF FF FF FF FF FF FF
S flash_address 0000 000 512:| FF FF FF FF FF FF FF FF FF FF FF FF
L = 528:| FF FF FF FF FF FF FF FF FF FF FF FF
SIS 0020060 544:| FF FF FF FF FF FF FF FF FF FF FF FF
TS data crc 351, Se0: FF FF FF FF FF FF FF FF FF FF FF FF
& next_block_address FFFF FFF 576: FF FF FF FF FF FF FF FF FF FF FF FF
L% Bl ot 592:| FF FF FF FF FF FF FF FF FF FF FF FF
608:| FF FF FF FF FF FF FF FF FF FF FF FF
[ & ImageBlocks(1] 624:| FF FF FF FF FF FF FF FF FF FF FF FF
I~ & valid mask B 640:| FF FF FF FF FF FF FF FF FF FF FF FF
I 656: FF FF FF FF FF FF FF FF FF FF FF FF
sequence ID o &72: FF FF FF FF FF FF FF FF FF FF FF FF
S flash_sddress 0000 080 688: FF FF FF FF FF FF FF FF FF FF FF FF
L = 704:| FF FF FF FF FF FF FF FF FF FF FF FF
Sl 0020060 720:| FF FF FF FF FF FF FF FF FF FF FF FF
| data_crc 752 736:| FF FF FF FF FF FF FF FF FF FF FF FF
I @ next_block_address FFFF FFF 752:| FF FF FF FF FF FF FF FF FF FF FF FF
% B datas 768: FF FF FF FF FF FF FF FF FF FF FF FF
784: FF FF FF FF FF FF FF FF FF FF FF FF
| &3 ImageBlocks(2] 800:| FF FF FF FF FF FF FF FF FF FF FF FF
| & 53 ImaceBlocksi31 816:| FF FF FF FF FF FF FF FF FF FF FF FF

Figure 63 BCH File Review using HexEdit
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15. Flashloader Utility Python Script

The flashloader utility python script can be used manually to communicate with the downloader application.
Alternatively, you can use the flashloader utility GUI that will act as a front end for the Python script. This section
explores the process and capability for using the script.

1. Inthe Project Explorer, navigate to the Debug directory, expand it, and locate the
r_fl_serial_flash_loader .py script. Right click on the script and click on the command prompt. A new
command prompt window should now open.

2. Just like with the S-Record to BCH converter script, you will want to know what commands are possible using the
flashloader tool. Run the script with no options to see what options are available. The result is shown in in the
following figure.

Uzage: »_fl serial _flash_loader.py [optionsl

FlazhLoader Uploader — Upload new load image to MCU over Asynchronous Serdial

1] show thiz help message and exit
» —file=FILE The path to the file you want to upload.

—p Portl, —port=Forti
The port number to uwuse for communications
—c¢ command, ——command=command
The command you want to execute [info, load, erasel
-, ——quiet If specified, messages will be suppressed.
—h BLOCK. —-bhlock=BLOCK
The load block you want to erase

Figure 64 Options available through the Flashloader Python script
3. The next step is to review these options and understand what exactly they mean.
A. —fisused when loading a new program to specify the BCH file name. It is only used with the load command.

B. —p specifies the communication port number that the device occupies. The value entered here is the
communication port number minus one. For example, if the device is on COM23 then 22 will be entered.

C. —csends a command. The commands are info, erase and load. Before starting any update, the info command
should be sent first to verify communication and the current system state.

D. -b specifies the block memory location during an erase command. For a system with a single application slot,
the value O is used. If switching between different application slots, use 0 for slot 1 and 1 for slot 2.

4. If the device enumerated on COM23, the following command would be used to get the system information:

python r_fl_serial_flash loader.py —p 22

The result would be something like the following figure.

C:sUsers~Jacob Beningo“e2_studiosworkspace~2816_18_25_ downloader~Debug>python r_f1l serial flash_loader.py
-p 22 —¢ info
pened communications on COM23 at 115288 baud
Sent Communication Initialization Messages
Sent Information Regquest. Waiting for response.
—~>Repsonse Good — HNow receive 52 hytes
—>Received Headewrs. Decoding and printing...
urrent Running Image Info:

Ualid Mask = Bxaf
687
AxA0A1
AxBBR0B66 3
BxB80018h3d

Version #

Image ID

Number of blocks
Size of BCH file
Size of Slot AxAA3ABAAA

Max Block Size BxBRBRa408

BCH file CRC = BxPB80e 346

Raw CRC <for entire slot)> = BxBBBBbB6c
Application start address = BxB0100008
# of memory instances = BxAARPRRAAR

Pointer to instances = BxABRBRABA

1zt Block Header Adde = BxAAPRBR2080

Successfully Stored? = BAxAAnAnAaA1

Checksum of this header = BxB00Bacdb

All load images have been downloaded.
ONE.

Figure 65 Result from issuing the info command
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Note: The first time flash memory is programmed through the debug interface the bootloader and application records
have not have been written to. The returned values may be all 0’s.

5. Next, to load a new application, you will want to erase the application that is currently stored. This can be done by
issuing the erase command using:

python r_fl_serial_flash_loader.py —p 22 —c erase -b 0

The expected output can be seen in the following figure.

Note: It may take a few minutes for the erase operation to complete. You might notice that your debugging session
suddenly halts. This is normal. The application that was being debugged has just been erased from flash. After
the erase process if the info command is issued again, the result will be all 0’s, showing that there is no
application image on the device.

C:sUsers~Jacob Beningo“e2_studio“workspace~2816_18_25_downloader~Debug>python »_f1l_serial_flash_loader.py
-p 22 —¢ erase -bh B

Opened communications on COM23 at 115208 bhaud

—Sent Communication Initialization Messages

—Sent Erase Block Request. Waiting for response.
——->Received ACK - Ready for block number to erase.
—Sent request to erase block BxB6

——>Received ACK — Erase Done.

DONE .

Figure 66 Result from issuing the erase command

6. Finally, you can issue the command to update the application code. In this example, the application name is going
to be one of the BCH files that were created. For example:

python r_fl_serial_flash_loader.py —p 22 —c load —f Blink2.BCH

Once the command is issued, there is a data exchange between the host and the flashloader.

—Sending block with sequence ID BxBHB5a

—>»Reply = Block transmitted fine, move
—Sending block with szequence ID BxBB5h

—>Reply = Block transmitted fine. move
—Sending block with seguence ID BxBB5c

—>»Reply = Block transmitted fine, move
—Sending block with szequence ID Bx@65d

—>Reply = Block transmitted fine. move
—Sending block with seguence ID BxBB5e

—>*Reply = Block transmitted fine. move
—Sending block with sequence ID BxBB5f

—>Reply = Block transmitted fine. move
—Sending block with sequence ID BxBB06H

—>*Reply = Block transmitted fine. move
—Sending block with sequence ID BxBB61

—>Reply = Block transmitted fine. move
—%ending block with sequence ID BxBB62

—>Reply = Block transmitted fine,. move
File transferred successfully?

DONE .

Figure 67 Result from issuing the load command

7. Wait patiently. Once the image has been downloaded, the system restarts and enters the bootloader. The bootloader
verifies the image and writes it to flash. It may take a few minutes to write to the internal flash. Earlier it was
mentioned that it can be helpful to have the bootloader code blink some LEDs and provide status information. As
you wait patiently this information helps to let you know that the update is progressing smoothly and has not halted
or crashed.

8. Eventually, you hear the USB device enumerate and see the LED blink pattern change. The new application has
been loaded successfully and the info command can be issued to check the firmware version.
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16. Flashloader Utility GUI

The easiest way to convert an s-record into a BCH file and then transfer it to the flashloader is through the Flashloader
Utility. The Flashloader Utility is a GUI written in C# that is designed to make configuring the Python scripts easier
through a user interface rather than a command line.

Renesas Synergy Flashloader Utility 1o x|
File
i S-Rec to BCH Conversion Options - Flashloader Options Eeer T
Application File I =
Browse._. COM Port  Erase Slot
Output Filename | - Io I Quiet
Browse...
Board Selection Bootloader Type Connect | Erase Update
Maximum Block Size Image Slot
|1 024 -
Fill Space Valid Mask Batch Update Firmware
256 [oxAF
Executable Address Valid Flash Size
0x100000 0x300000 —Manual Script Control ,‘z
Header Location
| /
|0x1 00800 Convert -
I Formatting Execute |
Clear Copy |

Figure 68 Flashloader Utility
The Flashloader Utility is broken up into four primary sections:

1. Section 1 is used to convert your application files to BCH files. It contains all the parameters necessary to load an
s-record, specify the BCH and configure the BCH file parameters such as block size and flash size. Once these
parameters have all been configured, the Convert button will generate the BCH file.

2. Section 2 contains the interface for loading the new BCH file onto the target device. If a conversion from s-record
to BCH was not necessary, you could use the Browse... button next to the Output Filename to select the desired
BCH file to load. Section 2 allows you to select the communication port, which memory slot you want to erase, and
also step through the update process.

The typical update process will require connecting to the target, erasing the previous application, and then updating
it with the new application code. To streamline this process, there is also a batch update that runs through the
process to connect, erase, and update with a single button press.

3. Section 3 will be rarely used. This section allows you to execute the Python scripts directly through the textbox.
Custom parameters can be executed along with additional fine-tuning. The Flashloader Utility does expose all
features within the Python scripts.

4. Section 4 provides you with a real-time log. When connecting to a device, you will see that the connection is taking
place and also what the device is reporting. The log can be copied and saved to a file for later analysis or cleared if
there are too many messages.

Before the Flashloader Utility can be run for the first time, you need to tell the utility where the Python 2.7 executable
resides. This can be done by selecting File > Options. The dialog box from the following figure is displayed. Simply
browse to find the correct location and then select Ok.
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a5 Options — O *

Python Executable
|C:1Program Files\Python 2.7 5\python_ exe

| Browse___ |

Clk Cancel

Figure 69 Python Executable Settings

There are two important aspects to using the GUI Utility with a blocking flashloader that you need to be aware of. First,
Section 1 needs to be modified depending on whether the application was compiled to run in slot 0 or slot 1 application
locations. There are three different parameters that need to be adjusted:

e The executable address should match the starting location for slot 0 or slot 1 depending on your choice.

o The header location will be different for slot 1 and slot 2. You need to scale the location based on the executable
address.

o Valid flash size is half the fully available flash. The reason is that with two application slots, the memory needs to
be cut in half. This value stays the same though whether slot 0 or slot 1 is used.

This can sound a bit confusing so let’s look at an example that uses the S7G2 that is included on the SK-S7G2 or
DK-S7G2 boards. Let’s say that there are two application versions: one that runs in slot 0 and one that runs in slot 1.
The first application will runs from slot 0 where memory starts at 0x100000. The second application runs from slot 1
and starts at 0x280000. The first application s-record would be converted to a file using the settings shown in the
following figure.

95! Renesas Synergy Flashloader Utility

Fie
File
S-Rec to BCH Conversion Options ~S-Rec to BCH Conversion Options
Application File - Application File
|E:\|otsg_rep05|tory\SSP Appllcatl0n| Browse... |C:\FIashloader\FIashIoader_ExampI Browse.__ |
Output Filename Output Filename
|E:\iotsg_rep05itor3ﬁSSP Applicati0n| Browse. |C_\FIashloader\FIash\oader_Examp Browse.___ |
Board Selection Bootloader Type
Maximum Block Size Header Location IDK S7G2 J IBIockin J
1024 | |ox100800 | 9
Fill Space Valid Mask [CEwrpEress | s dl
1024 Slot 0 -
256 | |oAF | | ) | s ]
Fill Space Valid Mask
Executable Address  Valid Flash Size |256 [oxAF
0x100000 | |ox180000 | Executable Address  Valid Flash Size
0x180000
O Formatting [0x100000 |
Header Location
|0x100800 Convert
Convert " Formatting

Figure 70 Application Slot 0 S-Record to BCH Conversion Settings
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The application that runs in the Slot 1 location needs to be offset from the Slot 0 location (with settings that match the
linker file for Slot 1). In this case, Slot 1 memory starts at 0x180000 so the executable address and header location are
offset to match that value as shown in shown in the following figure.

85! Renesas Synergy Flashloader Utility

Renesas Synergy Flashloader Utility

File
~S-Rec to BCH Conversion Options
Application File

S-Rec to BCH Conversion Options
Application File

|E:\iot5g_rep05it0ry\SSP Application| Browse. .. |C:\Flashloader\Flashloader_Exampl  Browse. . |
Output Filename Output Filename
|E:\i0tsg_reposit0ry\SSP Application| Browse. |C:\Flashloader\Flashloader_Examp Browse__. |

Board Selection Bootloader T
Maximum Block Size Header Location |DK S7G2 J |BI i ype J
[1024 | [ox280800 | - ocking

i i Image Slot

Fill Space Valid Mask I:"g;“;"“'" Block Size ISIotg(] 7
256 OxAF
| | | | Fill Space Valid Mask
Executable Address Valid Flash Size |256 IO)(AF
10x280000 | 10x180000 | Execulable Address  Valid Flash Size
O Formatting |0x280000 IU"('I 80000

Header Location

|0x280800 o

Convert I Formatting

Figure 71 Application Slot 1 S-Record to BCH Conversion Settings

Second, you will want to make sure that you erase the block associated with the slot location you are planning to store a
new image in. Attempting to erase a slot that is currently executing code will give an error stating that the block could
not be erased. Loading new applications on a blocking implementation will require loading code into Slot 0 on the first
update, Slot 1 on the second update and then Slot 0 again for the third and so on.
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17. Going Further

Different applications are going to require different robustness and error handling methods. There are many ways that
the flashloader solution can be augmented and adapted for an application. Here are a few ideas about how you might
take this application project and build on it.

Integrate the BCH conversion script into the build process so that the BCH file is automatically created at build
time.

Automate the serial flashloader script to perform the update process in sequence on its own without human
interaction.

Identify potential high-level errors for the bootloader and downloader and develop a procedure to recover the
bootloader if something goes wrong.

Use the errors that were identified to create error codes that can be blinked or communicated in some form so that
the system doesn’t fail silently.

Optimize the flash space used by the bootloader. In this application project, we selected the bootloader size to be
0x100000 bhytes for convenience. The actual bootloader is much smaller than this. To maximize the space available
for your applications the bootloader space should be minimized.

Port the bootloader from the development kit to target hardware. You can use the Custom BSP Creator tool to create
a custom board that sets the correct pin-outs, clocks and initialization code. The bootloader project can then be
modified to use the new BSP.

Add code to the bootloader the blinks of a different LED pattern or flashes a LED at a different blink rate to indicate
to you that the bootloader is running and busy.
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18. Troubleshooting

Setting up a flashloader is not a trivial endeavor. Slight differences in the way a development kit is setup or even the
host machine can be the difference between successfully running the demonstration application or not. This section
contains advice for how to troubleshoot your setup if you encounter issues running the flashloader application.

My downloader project runs for approximately 10 seconds and then hits a breakpoint with a
SSP_INTERNAL_ERR.

There are many reasons that the application could time out. Check the following:

o Verify that an SD card is inserted in the development kit if using a non-blocking bootloader.

o Verify that the SD card dip switches are set on the development kit if using a non-blocking bootloader.

e If using USB CDC, make sure that the Synergy driver is being used. It is included in the application example
package.

My blocking bootloader application image does not appear to take. The flashloader goes through the process but
I don’t see a change.

There are two items to check if the application appears to not take:

o Verify that the new application image version number, located in the Synergy Configuration in the Firmware
Image Internal Framework on sf_firmware_internal module is larger than the current image version. The
framework will install new images and performs an image version check.

e The application image slot location may not be correct. Verify that the image was compiled for the correct slot
location in memory.

When converting my s-record, | receive a message stating that the header location is not correct.

The main reason for this error is that the linker file header location is not matching BCH converter utility location. The
following steps can be followed to resolve the issue:

e Review the linker file and verify the location for the header image. The header image is typically located 0x800
after the applications starting location. For example, if the starting memory location is 0x100000, then the image
header will be located at 0x100800. If the application starts at 0x280000, then the header will be located at
0x280800.
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Appendix A Configuring the DK-S7G2 Development Kit for USB CDC

Renesas has made it very easy to get up and running with the DK-S7G2 development kit. This section outlines the

board setup.

1. If you will be running the non-blocking flashloader example, make sure that an SD card has been inserted into the
SD Card slot. Failure to insert a card will result in an SSP_ERROR_INTERNAL message when running the

downloader application. The SD card can be seen properly inserted in Figure 72. Note that the blocking flashloader
example does not require external memory storage since the new image is stored internally on the MCU flash.

PCB-000031-05
V3.0 PCB Rev05

Figure 72 SD Card Insertion
Review the jumpers on S5. Make sure the following switches are in the on position:

e JTAG Enable (JTAG)
e PBs
e DRAM

See Figure 73 for other switch positions.
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Figure 73 S5 Switch Positions
2. Review the jumpers on S101. Make sure that only the following switches are in the on position:
e SD
e RS

See Figure 74 for other switch positions.
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Figure 74 S101 Switch Positions
Appendix B Configuring the DK-S7G2 Development Kit for UART

Renesas has made it very easy to get up and running with the DK-S7G2 development kit. This section outlines the
board setup.

1. If you will be running the non-blocking flashloader example, make sure that an SD card has been inserted into the
SD Card slot.

Note: Failure to insert a card results in an SSP_ERROR_INTERNAL message when you run the downloader
application. The SD card can be seen properly inserted in Figure 75. Note that the blocking flashloader example
does not require external memory storage since the new image is stored internally on the MCU flash.

b1 Il
e 1.4l ‘I‘H‘M
‘ ns Ecisﬁ‘ Ji

B w1 el

L

Figure 75 SD Card Insertion
2. Review the jumpers included in S5. Make sure the following switches are in the on position:

e JTAG Enable (JTAG)
e DRAM
e PBs

See Figure 76 for other S5 switch position settings.
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Figure 76 S5 Switch Positions

3. Review the jumpers included on S101. Make sure the following switches are in the on position:
e SD
e RS

See Figure 77 for other S101 switch position settings.
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Figure 77 S101 Switch Positions
4. Review the jumpers to include on S102. Make sure the following switches are in the on position:
o 232

See Figure 78 for other S102 switch position settings.

Figure 78 S102 Positions

5. Connect a Serial-to-USB converter to connector J112.
The J112 following pin-outs are used:

A. A is the microcontrollers receive pin
B. Y is the microcontrollers transmit pin

C. Make sure a ground is also included
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Connection can also be established using the J10 connector.
A. 11 is the microcontrollers receive pin
B. 12 is the microcontrollers transmit pin.
C. Connect to any Ground pin on the board

The full setup can be found in Figure 79.
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Figure 79 Serial to USB Converter Setup

The development kit and the project pins should now be configured properly to run the flashloader solution. If you
haven’t already done so, make sure that you perform a save and a build all.

Appendix C Configuring the SK-S7G2 Development Kit for USB CDC

Renesas has made it very easy to get up and running with the SK-S7G2 development kit. This section outlines the board
setup. Note that the SK-S7G2 does not include a SD card slot. For this reason, only the blocking flashloader example
setup is shown.

1. Connect a USB mini cable to the DEBUG_USB connector J19. This connector powers the development kit — no
external power is required.

2. Connect a USB mini cable to connector J5. This connector is the microcontroller USB device port. The final setup
can be seen in Figure 80.
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Figure 80 USB Connection Setup

The development kit and the project pins should now be configured properly to run the flashloader solution. If you have
not already done so, make sure that you perform a save and a build all.

Appendix D Configuring the SK-S7G2 Development Kit for UART

Renesas has made it very easy to get up and running with the SK-S7G2 development kit. This section outlines the board
setup. Note that the SK-S7G2 does not have a SD card holder and only the blocking flashloader application can be used
on the board.

1. Connect a Serial to USB adapter to SCI-2 on J22.
A. P512 (MCU TXD) connects to the converter RX
B. P511 (MCU RXD) connects to the converter TX

C. Make sure to connect a ground for the converter (pin 3 on J22 is a good example).

Figure 81 shows the complete setup.
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Figure 81 Serial to USB Converter Setup

The development kit and the project pins should now be configured properly to run the flashloader solution. If you have
not already done so, make sure that you perform a save and a build all.

Appendix E Configuring the PK-S5D9 Development Kit for USB CDC

Renesas has made it very easy to get up and running with the PK-S5D9 development kit. This section outlines the board
setup. Note that the PK-S5D9 does not include a SD card slot. For this reason, only the blocking flashloader example
setup is shown.

1. Connect a USB mini cable to the DEBUG_USB connector J19. This connector powers the development kit — no
external power is required.

2. Connect a USB mini cable to connector J5. This connector is the microcontroller USB device port. The final setup
can be seen in Figure 82.

Figure 82 USB Connection Setup

The development kit and the project pins should now be configured properly to run the flashloader solution. If you
haven’t already done so, make sure that you perform a save and a build all.
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Appendix F Configuring the PK-S5D9 Development Kit for UART

Renesas has made it very easy to get up and running with the PK-S5D9 development kit. This section outlines the board
setup. Note that the PK-S5D9 does not have a SD card holder and only the blocking flashloader application can be used
on the board.

1. Connect a Serial to USB adapter to SCI-2 on J21.
A. P31 (MCU RXD) connects to the converter TX
B. P32 (MCU TXD) connects to the converter RX

C. Make sure to connect a ground for the converter (Pin 3 on J21 is a good example).

Figure 83 shows the complete setup.
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Figure 83 Serial to USB Converter Setup

The development kit and the project pins should now be configured properly to run the flashloader solution. If you have
not already done so, make sure you perform a save and a build all.

Appendix G Installing USB CDC drivers in Windows 7/8 and Windows 10
The Flashloader examples that use the USB interface use the USB CDC device class to communicate with the host.

With Windows 10 there is no need for a special driver as this version of Windows automatically installs its own internal
USB CDC driver.

When your host is Windows 7 or Windows 8 you need to install a driver so that the board can communicate with the
Python scripts running in Windows.

The flashloader download package includes these drivers in the folder
Flashloader_Windows_Utility\Windows USB serial driver

R11ANO073EU0112 Rev.1.12 Page 57 of 62
Dec 28, 2018 RENESAS




Renesas Synergy™ Platform Customizable Flashloader Solution for Synergy MCUs

1. Connect the board running one of the USB examples to a Windows system using a USB cable

2. The USB device shows up in the Windows device manager as an ‘Unknown device’.
I+ WE A1AJAIAFL CONTONETS

- 253 Imaging devices

_- kKeyboards

}3 Mice and other pointing devices

7l Monitors

l_-'." Metwork adapters

El i3, Other devires

- M Unknown device
EI"? Ports [COM &Py
"?' Intel(R) Active Management Technalog
; Processors

| Security Devices

78| SM Drriver

met Zromd widan and Azme canteallars

3. Toinstall the drivers in Windows, right click on this device and select Update Driver Software...

El-|[5 Other devices
; i :IatE Driver Software...

El ?f‘nrtﬂ [C;:'M 8 Dizable

— ? IntelR) A | ninstall («
D Processors

[+ f¥ Security Devii  Secan for hardware changes
[+l-{8 SM Driver -

B3 Sound, video Properties

B eecaos doiooo

4. Select Browse my computer for driver software.
x|

O || Update Driver Software - Unknown Device

How do you want to search for driver software?

«» Search automatically for updated driver software
Windows will search your computer and the Internet for the latest driver software for your
device, unless you've disabled this feature in your device installation settings.

=% Browse my computer for driver software
Locate and install driver software manually.

Cancel
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5. Select Let me pick from a list of device drivers on my computer.

il Update Driver Software - Unknown Device =

6 | Update Driver Software - Unknown Device

Browse for driver software on your computer

Search for driver software in this location:

I j Browse... |

¥ Include subfolders

<» Let me pick from a list of device drivers on my computer
This list will show installed driver software compatible with the device, and all driver software in
the same category as the device.

cors |

6. Select Ports (COM & LPT).
x|

6 || Update Driver Software - Unknown Device

select your device's type from the list below.

Common hardware types:

& Network Client |
2 Network Protocol

gNetwork Service

|| Mon-Plug and Play Drivers

E]PCMCIA adapters
Il Portable Devices

Eé; Printers J
D Processors
i SBP2 IEEE 1394 Devices

EL 5D host adapters
J Security Devices
e =

cocs |

7. Click on Have Disk....
x|

6 | Update Driver Software - Unknown Device

Select the device driver you want to install for this hardware.

Select the manufacturer and model of your hardware device and then click Next, If you have a

-~ disk that contains the driver you want to install, click Have Disk.

Manufacturer Iﬂ Model I
(Standard port types) Sl Communications Port
Brother [SIECP Printer Port
Compaq G5M Radio Card [ Multiport Communications Port
DBC S Printer Port
Ericsson GC25 LI
] Thisdriveris digitally signed. Have Disk.

Tell me why driver signing is important

Next | Cancel
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8. Browse to the folder the folder holding the Windows driver and click OK.

x
Insert the manufacturer's installation disk, and then
1-.-59 make sure that the comect drive is selected below.

Copy manufacturer's files from:

loader_Windows_Ltility \Windows USE serial dri\rerij Browse... |

9. You should see the following dialog box. Click Next

x
6 . Update Driver Software - Unknown Device

Select the devh you want & 1l for

Select the manufacturer and model of your hardware device and then click Next. If you have a
ws diskthat contains the driver you want to install, click Have Disk.

Model
[ElSynergy USB Boot

[, This driver has an Authenticode(tm) signature.

Tell TWET Signil

10. If you see the following message, click Yes.
B

Installing this device driver is not recommended because Windows
cannot verify thatit is compatible with your hardware. If the

“ driver is not compatible, your hardware will not wark correctly and
your computer might become unstable or stop working completely.
Do you want to continue installing this driver?

11. Check the option box and click Install.
x

Would you like to install this device software?

MName: Renesas Electronics Corporation Ports (C...

= Publisher: Renesas System Design Co., Ltd.

vV Ajways trust software from ‘Renesas System Design | Install | Don't Install I
Lo, Ltd."

@ ‘fou should only install driver software from publishers you trust. How can I decide which device
software is safe to install?

The driver is now installed.
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Website and Support

Visit the following vanity URLS to learn about key elements of the Synergy Platform, download components and

related documentation, and get support.

Synergy Software
Synergy Software Package
Software add-ons
Software glossary
Development tools

Synergy Hardware
Microcontrollers
MCU glossary
Parametric search
Kits

Synergy Solutions Gallery
Partner projects
Application projects

Self-service support resources:
Documentation
Knowledgebase
Forums
Training
Videos
Chat and web ticket

WWWw.renesas.com/synergy/software
WWW.renesas.com/synergy/ssp
WWW.renesas.com/synergy/addons
Www.renesas.com/synergy/softwareglossary
WWW.renesas.com/synergy/tools

Www.renesas.com/synergy/hardware
WWW.renesas.com/synergy/mcus
WWW.renesas.com/synergy/mcuglossary
WWW.renesas.com/synergy/parametric
www.renesas.com/synergy/Kits

Www.renesas.com/synergy/solutionsgallery
WWW.renesas.com/synerqy/partnerprojects
WWW.renesas.com/synergy/applicationprojects

WWw.renesas.com/synergy/docs
www.renesas.com/synergy/knowledgebase
WWW.renesas.com/synergy/forum
WWW.renesas.com/synergy/training
WWW.renesas.com/synergy/videos
www.renesas.com/synergy/resourcelibrary
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Notice

Descriptions of circuits, software and other related information in this document are provided only to illustrate the operation of semiconductor products and application examples. You are fully responsible for

the incorporation or any other use of the circuits, software, and information in the design of your product or system. Renesas Electronics disclaims any and all liability for any losses and damages incurred by

you or third parties arising from the use of these circuits, software, or information.

Renesas Electronics hereby expressly disclaims any warranties against and liability for infringement or any other claims involving patents, copyrights, or other intellectual property rights of third parties, by or

arising from the use of Renesas Electronics products or technical information described in this document, including but not limited to, the product data, drawings, charts, programs, algorithms, and application

examples.

No license, express, implied or otherwise, is granted hereby under any patents, copyrights or other intellectual property rights of Renesas Electronics or others.

You shall not alter, modify, copy, or reverse engineer any Renesas Electronics product, whether in whole or in part. Renesas Electronics disclaims any and all liability for any losses or damages incurred by

you or third parties arising from such alteration, modification, copying or reverse engineering.

Renesas Electronics products are classified according to the following two quality grades: “Standard” and “High Quality”. The intended applications for each Renesas Electronics product depends on the

product's quality grade, as indicated below.

"Standard": Computers; office equipment; communications equipment; test and measurement equipment; audio and visual equipment; home electronic appliances; machine tools; personal electronic
equipment; industrial robots; etc.

"High Quality": Transportation equipment (automobiles, trains, ships, etc.); traffic control (traffic lights); large-scale communication equipment; key financial terminal systems; safety control equipment; etc.

Unless expressly designated as a high reliability product or a product for harsh environments in a Renesas Electronics data sheet or other Renesas Electronics document, Renesas Electronics products are

not intended or authorized for use in products or systems that may pose a direct threat to human life or bodily injury (artificial life support devices or systems; surgical implantations; etc.), or may cause

serious property damage (space system; undersea repeaters; nuclear power control systems; aircraft control systems; key plant systems; military equipment; etc.). Renesas Electronics disclaims any and all

liability for any damages or losses incurred by you or any third parties arising from the use of any Renesas Electronics product that is inconsistent with any Renesas Electronics data sheet, user’'s manual or

other Renesas Electronics document.

When using Renesas Electronics products, refer to the latest product information (data sheets, user's manuals, application notes, “General Notes for Handling and Using Semiconductor Devices” in the

reliability handbook, etc.), and ensure that usage conditions are within the ranges specified by Renesas Electronics with respect to maximum ratings, operating power supply voltage range, heat dissipation

characteristics, installation, etc. Renesas Electronics disclaims any and all liability for any malfunctions, failure or accident arising out of the use of Renesas Electronics products outside of such specified

ranges.

Although Renesas Electronics endeavors to improve the quality and reliability of Renesas Electronics products, semiconductor products have specific characteristics, such as the occurrence of failure at a

certain rate and malfunctions under certain use conditions. Unless designated as a high reliability product or a product for harsh environments in a Renesas Electronics data sheet or other Renesas

Electronics document, Renesas Electronics products are not subject to radiation resistance design. You are responsible for implementing safety measures to guard against the possibility of bodily injury, injury

or damage caused by fire, and/or danger to the public in the event of a failure or malfunction of Renesas Electronics products, such as safety design for hardware and software, including but not limited to

redundancy, fire control and malfunction prevention, appropriate treatment for aging degradation or any other appropriate measures. Because the evaluation of microcomputer software alone is very difficult

and impractical, you are responsible for evaluating the safety of the final products or systems manufactured by you.

Please contact a Renesas Electronics sales office for details as to environmental matters such as the environmental compatibility of each Renesas Electronics product. You are responsible for carefully and

sufficiently investigating applicable laws and regulations that regulate the inclusion or use of controlled substances, including without limitation, the EU RoHS Directive, and using Renesas Electronics

products in compliance with all these applicable laws and regulations. Renesas Electronics disclaims any and all liability for damages or losses occurring as a result of your noncompliance with applicable

laws and regulations.

Renesas Electronics products and technologies shall not be used for or incorporated into any products or systems whose manufacture, use, or sale is prohibited under any applicable domestic or foreign laws

or regulations. You shall comply with any applicable export control laws and regulations promulgated and administered by the governments of any countries asserting jurisdiction over the parties or

transactions.

It is the responsibility of the buyer or distributor of Renesas Electronics products, or any other party who distributes, disposes of, or otherwise sells or transfers the product to a third party, to notify such third

party in advance of the contents and conditions set forth in this document.

. This document shall not be reprinted, reproduced or duplicated in any form, in whole or in part, without prior written consent of Renesas Electronics.
12.

(Note 1) “Renesas Electronics” as used in this document means Renesas Electronics Corporation and also includes its directly or indirectly controlled subsidiaries.

Please contact a Renesas Electronics sales office if you have any questions regarding the information contained in this document or Renesas Electronics products.

(Note 2) *“Renesas Electronics product(s)” means any product developed or manufactured by or for Renesas Electronics.

(Rev.4.0-1 November 2017)
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