ENESAS

7I)H5r—3>/—Fhk

Bluetooth® Low Energy 70 kLR A w5 RO1AN3151310100
ev.l.
KRR MY TWNT7T)r— 3>/ — M(RLT8/1E) 2015.12.22

ZE5
RKemaTViE, RA NPTV T 0T T LAON— Ry =2 THERBIOY 7 by = TR, BERROT
&, ¥ 7 b =TEIE, BIMEL—F v ROV TREE L TV ET,

RA MY NT e T AE, BLE 2 ba v A% v 7 (Modem #5%) %789 5 RL78/G1D AR — K &
U 7 VEEGE L7- RL78/I1E CPU Board ECEI{fET A.BLE 712 b a )V A X v 7 ZHIflI+ B2 0% 77
077 ATY,

BT /MR

PR AT SR RL78/I1E CPU Board [ FB-R5F11CCC-TB] (LA, TB)

B &
BENE BEHES
X EX
Bluetooth Low Energy 7R LR B Y H
A—H—-X3=a7L RO1UWO0095J RO1UWO095E
APIY D7 LYARY=ZaTI HEKE R0O1UW0088J RO1UWO0SSE
YOINTATS LTIV =3/ — b RO1AN1375J RO1AN1375E
rBLE av Y Fi#E RO1AN1376J RO1AN1376E
RL78/G1D
A—H—XAI=a7I N—FIzT7H RO1UHO0515J RO1UHO515E
RL78/G1D &FffirR— K
A—H—-X3=Za7L R30UZ0048J R30UZ0048E
RL78/11E
A—4—X3=a7I N—FIz7#k RO1UH0524J RO1UHO0524E
RL78/I1E CPU Board
A—H—-X3=ZaT7L SBAL-140399-00 SBAL-140399-00
Fa—krYTFLI=2TI
DAY RE— ALK
CPU Board Schematics -

2015.12.22

RO1AN3151JJ0100 Rev.1.00
RENESAS

Page 1 of 36




Bluetooth® Low Energy 70 kLR & w4 KRR TVTITVr—2 320/ —¢

B R
(O PR S 3
0N T - - 3
2. BB oottt ettt a et 4
2.1 TN REER oottt 4
2.2 U T T I T RER (oot 5
2.3 FEBHBBERBAL ...ttt 6
e R 1V - AR 10
T 1= O RROPUURRRROPR 12
-1 - - PSSP 12
G 700 I o T 13 A 1Y 0 12
G 700 I = Y I S Y/ [ 13
3.1.3  HOSt MCU—=BLE MCU FEHE.....cooveeieiveieisieeceie ettt 14
N I e S L i PR 14
I < OSSR 15
B.2.1  ANAIOII T 7XA R ottt ettt ettt ettt ettt ettt ettt et et neereereanas 15
I (01 R o A (5 SRR 18
T T - PSSP 21
1 3R 22
41 O REIE * A N REIE oo 22
B2 A A I TEIE oottt 22
B T R e 23
Bl A A T U R et 23
5.2 Stepl. IBLE INItIAliZE L/ 2/ R oottt ettt 24
5.3 Step2. GAP INIIAliZE S/ 2/ R oottt 24
5.4 Step3. BroadCast I/ 2/ R ..ttt et nnn 25
5.5 Stepd. CONNECHON 2/ 2/ R ittt ettt sttt ettt e e see s e saeeneeeennens 25
5.6 Step5. Profile ENADIE T/——27 2/ & ...ttt 26
5.7 Step6. Remote DeViCe ChECK L/ 2/ R ..ottt 26
LR TS (=T o WA o 1T T Iy A RS 27
5.9  Step8. Start ENCIYPLON S/ 2/ R ..ottt st ee e 29
5.10 Step9. Profile CommuNICation Z/—77 2/ R .. it 30
5.11 Stepl0. DISCONNECHON T/ 2/ R ..ottt sttt ettt saeeneesaeaneeeesee e 31
LT SRR 32
6.1 ROM B A X RAM B A K oo ettt ettt ettt 32
8.2 BETUMR oo oottt bRttt 32
8.3 FHEBEBH oottt 33
RO1AN3151JJ0100 Rev.1.00 Page 2 of 36

2015.12.22 RENESAS



Bluetooth® Low Energy 70 kLR & w4 KRR TVTITVr—2 320/ —¢

1. BIE

IO~v=aT ML, KA NS TINT ST AON— Ry 2 THRB IO 7 by = T, BEMRRRD
Fla, V7 b =TEME BE—F U RZHONTRE L TWET,

RA NI 70T A%, BLE 70 hajv 2% v 7 (Modem #5%) % H 45 RL78/G1D FEffir— K &
SUTNAEHE LT TB ECEIET A, BLE 12 ha L x & v 7 2T A0y a5 ATt

BLE v Fa /L X & v 7 @ APl OFEfIIC-D % F L Ci, Bluetooth Low Energy 7’2 k2L A% >~ 7 APl U
Ty LU AR=a T VESRL TR,

1.1 RiE
RARF TN/ B EEEHERTHEMNT 28R 2R LET,
o N—RU=TERE
- HRAbRTTV

e PC/IAT™ H #af
o Yutvwi : 1.6GHz ULk
o A AEY :1GN1 ML
o TAAT LA :1024X768 LI L DfREE, 65536 Ll Lk
o fUHT7x—A 1USB20 (ELIBLNUSB-v U T VEHr—T 1)

- FRAR
e RL78/I1IETB
¢ Renesas BLE Evaluation Board for RL78/G1D
e Smart Phone (Android 7 /3A A : Ver4.4.2, i0S 7 /34 A : Ver8.4.1)

o fEfY—L
e Renesas 4> F v 7T Ny ¥ /I 2l —4ElL
o VT MNU=TRE
e Windows7 Service Packl
e Renesas CS+ for CA,CX V3.01.00 [19 Aug 2015]
e Renesas CA7T8KOR V1.71 (= — NAERT' T /A v & Eie)
¢ Renesas Flash Programmer v2.05

e Smart Phone Application
e Android : “BLE Scanner : Read,Write,Notify v2.0” — Pixel’s Perception
https://play.google.com/store/apps/details?id=com.macdom.ble.blescanner&hl=ja
e i0OS : “Light Blue v2.2.4” — Punch Through Design
http://blog.punchthrough.com/post/46285311872/testing-bluetooth-low-energy-devices

RO1AN3151JJ0100 Rev.1.00 Page 3 of 36
2015.12.22 RENESAS



Bluetooth® Low Energy 70 kLR & w4 KRR TVTITVr—2 320/ —¢

2. FERK

2.1 TINA RERK
LIZHEA R IAT e T T AR TIEOT A AR Z R LET,
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3. Fl&

3.1 #EEFIE

3.1.1 Host MCU
Host MCU T& % RL78/I1E O ¥ FIEZ R L £,

CS+&EEN L, [7 7 A N]>[T7 7 A NVEBL]1 D ile_ble_samplemtpj 7 7 A V& & £,
[ELVRI=VERLR - TrY oy MEEIRL, BV RBKRITLZ 2B LET,
LR D/ AT ile_ble samplehex 7 7 — A0 =7 7 7 A AWV ERENTWSD Z & 2R L £,
Elx=I =l —X% TBICHkitk, ELl = = L—X% % PCIZ#k L £ 7,

- RL78_I1E_BLE_SampleCode ¥DefaultBuild¥

5. RFP (Renesas Flash Programmer) Z @)L, v 7 m 2 h v —7 C[RL78]—[R5F1ICCC]&#R L, UV —
S N (S AU

6. Elx=I =2l —#00ER B3VIXMiELET,

7. [2—Y/F—%=VU 7] Tile ble samplehex 7 7 —AL 7 =7 7 7 A )VEFR L, [2~ 2 RIP[IHEHES
AR E TR TCND T L BB LET,

8. [AZ—DNEMT L TEZIALMIGE, ERKETERRENDIZLAMHRLET,

9. El=I=2b—4%ZTBMOLEVALET,

M w DR
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3.1.2 BLE MCU
BLE MCU T % RL78/G1D O#fiFIEA R~ L £,

KEIIL, ACEIRT ¥ 72 7213 USB R HIZ L 2 BRI 2 @I T £,

K77 — LT xT 77 ANEIL AT HITE, B CS+ (BEMRT A R) BRI F,

e http://japan.renesas.com/products/tools/ide/csp/sub/csp_license.jsp

K77 —L =T 77 A/VE BLE 702 ha VA X v 728 £ D RLT8_GID_CM(SCP).hex #1425 =
EHLARETT, K77 A NEHEHTIHAE. FIESHLEBLTLIEZSN, 2720, FIE2 ORTEEEN
72N, i0S T, A L o Pairing IXFEI TSN EE A,

1. EEPROM X2l —v a4 77V, a— K75y 25475 Y % Renesas ® web 1 LV ATF
L. UFOZ7 NV ZIZabt—LET,
> EEPROM T3 2 L—3 254 75 U(CS+)

- RL78_G1D¥Project_Source¥renesas¥src¥driver¥dataflash¥cs
> a—R7T v 25475 J(CS+)
- RL78_G1D¥Project_Source¥renesas¥src¥driver¥codeflash¥cs

2. prf_config.c Z# B &, [Sample Custom Notify Cfg Value] % fi58, Mt v hE T @ Attribute Permission % &
(RBLE_GATT_PERM_RD|RBLE_GATT _PERM_WR) %
(RBLE_GATT_PERM_RD|RBLE_GATT_PERM_WR_UNAUTH)(ZZ & L. Sample Custom Profile > Notify
Configuration % Write permission (Unauthentication Required)iZ 285 L £ 47,

ZAUZ X Y Remote Device 7> 6 @ Notification X E =2~ > FIZX L TEFxa V7T IR EINET, 7272
L., 2HHIIHATIEHD D £ A,

3. CS+&E#EHL, [7 7 AN]>[7 7 A V& <] 5 BLE_Modemmtp] 72 ¥ =27 N7 7 A V&R E T,

4, [Fuv=zZ RV U—=]CIBLEemb V77 ur=l Naehk7 V7 L, [TI2T7 47« 7av=7 MI
E] 2R L9,

5. [ue¥=Z FYU—]TIBLE.emb %77 ry =V NOENLRKY—LELEI7 U7 L, [TrNT 4] &
BN, [ F T a X TO[7 ) T et A -[EFK~ 7 1] T USE_SAMPLE_PROFILE % E#
L¥3. (nOUSE_SAMPLE_PROFILE N EHK SN TWHIHEIE, 7 no” ZHIBRLET, )

6. [E/LR]2[VENLER-TrYzr MEZEBIRL, BNV RIBEINTLHZ MR LET,

7. LUTF®D/SAICBLE embhex 7 7 — A =7 7 7 A VINERREN TS Z L 2R L ET,

- RL78_G1D¥Project_Source¥renesas¥tools¥project¥CubeSuite¥BLE_Modem¥rBLE_emb¥DefaultBuild

8. #* 3-1 &M L CTRL78/GID ffflin— RDOAT A RAL v TFERHELET,

9. El=<X =L —%% RL78/G1D f¥ffiAR— NIZHEkith, El =X = L —X % PC IZHHit L £,

10. USB % RL78/G1D #FfiAR — NizHzketk, EIRMGH 246 L 7,

11. RFP (Renesas Flash Programmer) Z &L, v 7 1n 2 hr— 7 C[RL78]—~[R5F11AGI|Z&IR L, U —
7 AR— A E{ER LET,

12. [wmA47varin—J>[7ev=/ NOREZERIRL, BRINTFAT 07 DO[ZEDMOREZ 7
—=[Z =7y N Ta—F 77y aDlth - T7ay 7 2EnE0, 254 I TRHELET,

13. [—H/F7—% Y 7] TrBLE embhex 7 7 — LT =7 7 7 A NVERINL, [~ RIBIEEREZIA
B e7poTNB I EEMRLET,

14, [AZ—PZMT L TEZALRGE, EFEKTERRINOGZ EAMRLET,

15. EJ, E1 =3 = L —# % RL78/GID iR — R H 0 4 L £,
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Bluetooth® Low Energy 70 kLR & w4 KRR TVTITVr—2 320/ —¢

& 31 RAYFERE

RAYF %E HERE

SW7 2-3 ¥R (AR <T 74 )L FERTE> ACERBR7HTAFIIFUSBhbLFXal—
A FETEREBHS

SWs8 2-3 HEH (A A USB H o BiREE
MACBR7HA T4 L BERBKIT H5EF
1-2 $Efm(E )

SW9 1-2 (XA HERYRERA B T T —R LR

SW10 1-2 BEfL(ER) <T 74 )L RERE> EVa—I)LICERERS

Swil 2-3 BE#R (R <T 7+ )L b EEE> E1T/3v #H 3.3V Lskh o EREA

SWi12 2-3 &S (AA) <T 74 )L FERE> (T 74 FEFE)

SW13 1-2 BEfL(ER) <T 7 4L RERE> USB &%

3.1.3 Host MCU—BLE MCU &%
Host MCU & BLE MCU O #5FIEA R L £7°,

1. % 3-2. & 3-3 22 L T TB O+ & RL78/GID FiiA — FO¥k T2k L £,
2.  RL78/G1D #ffisn— RiZ USB Z ks L ERAGE 2 Bt L £,

& 3-2 imFHEERR

RL78/11E #m¥ (TB #fmF) RL78/G1D iw¥ (FHfiR— FimF) &
P13/TxDO0 (CN1-P4) P11/RxD0 (CN4-P16) UART (Host MCU—BLE MCU)
P14/RxD0 (CN1-P5) P12/TxD0 (CN4-P14) UART (BLE MCU—Host MCU)
VDD (CN1-P12) VCC3 (CN4-P2) 3.3V
DGND (CN1-P14) GND (CN4-P4) BREISIUR

+& 3-3 LCD ®EYa— /LR (LCD FHEBOA)

LCD Y a—ILiEF RL78/G1D i#¥ (FHEi-AR— FimF) A&
5V (P2) 5V (CN4-P24) LCD ®E a—I/LHEE

3.14 AIX—b+T7A4 2
A — 7+ OEFEFIRZ R L ET,
1.  Remote Device &35 Android 7 /31 A E£7212i0S TA AU TOT TV EA A =L LET,
® (Android 7 /31 A) “BLE Scanner:Read,Write,Notify” - Pixel’s Perception
e https://play.google.com/store/apps/details?id=com.macdom.ble.blescanner&hl=ja
® (i0S 7 /31 ) “LightBlue” - Punch Through Design
e http://blog.punchthrough.com/post/46285311872/testing-bluetooth-low-energy-devices
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Bluetooth® Low Energy 70 kLR & w4 KRR TVTITVr—2 320/ —¢

3.2 HEERFIE

3.21 Android T/3 X
Remote Device (Z Android 7 /31 A & fEHT 255 OMRTFIELZ R L T,

(FIE 1~8 (T Android 7 /31 A Z L AZAFRTFIAN LD E2 D /et & 0 3, )

[A<{&7% Z]—[Bluetooth] 2 74K L. Bluetooth Z ON |{Z L £9°, (]X] Al1-1)

[T A ZAORRERIRL, 7351 AOKRBEHGLET, (X AL-2)

TN, ADIRBEFER DD, Renesas-BLE & FHRSNTeT ANA A EEaGLET, (KAL-3)

NRAX—=ANZAT O I RERENTZH . RSK D LCD ICERENTZ/NAF—6 HIOE ) E A LET,

(4 A2-1) (X A3-1) (X A4-1)

[BEiE Al e FornSi, XT UV ITRET LI 2R LET,

[TV 7 ENTZT A ANCEK R ENTZ Renesas-BLE 2 3%#R L, B2 Ul L £9,

7. T AOKRREHETV, Renesas-BLE & BB TS 2 2 & NAF—ANTA T 07 REREN
RN EEERLET,

8. T VUUTENTZT A AZFKRENT- Renesas-BLE & #IRN L, B 29Ik L £4,

9. A2 AbM—/L¥EHOD BLE Scanner ZiEE L £97,

10. SCAN % BA#5 L. Renesas-BLE 73 # R &5 Z L, BONDED & FRENTWHZ & 2R LET,

11. Renesas-BLE Z &R L. &k a Bt L £3, (4 A5-1)

12. service —%& ¢ UNKNOWN SERVICE % %R, characteristic —% #x F/7.¢00 UNKNOWN CHARACTERISTIC
AR ET, (K A6-1, X AT7-1)

13. detail ®[Notification] 23R L. Notification Z7Frf L £3, (IX] A8-1)

14. Notification D353 BA%A S 4L, ASCH THEIL SN T U X EN L BRIBTEE (> 27V A ) &
N5 xR LET, (X A8-2)

15. TBIZHEHG L CW ATt o OEEZ LS E 5 &, ASCIl 22— R TEIL SN AD 7 — X OENEL T
HZ L EMERLET,

16. detail M [Notification] Z % L, Notification 25 (- L £3, (IX] A8-1)

17. [RIEERE]—[Bluetooth] =>[~~7 U o 7 4727 /3 A A]D Renesas-BLE Z 3R L, #efi 4 GIlr L 7,

M w DR

o o

[:3)Android T/54 X T % BLE Scanner Tld Notification T—4 A% Ox7F & Y K= L\iE4&. Notification
F—RERTLEVWEEAHYET, (ASCII—FH%FALTWAEBESIZIZEELHY THA. )

KART V) T EBRITT DHEEICE, [KKFE]—>[Bluetooth| > [RT7 ) VT ENf=T /M X][2RRENht=
Renesas-BLE T[R7 # ] Z#ER L. Android T/N1 RIZRFSN=RT ) DI ERZBIBRLET,
(R7 VY UTERDHEIBRIE. Android T/84 R ZEICEMOFIENSVELY ET, )
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Bluetooth® Low Energy 70 kLR & w4 KRR TVTITVr—2 320/ —¢

@ e ‘4l 98% @ 16:57

@ e “l 97% @ 17:00

i Bluetooth on <€ @R
% SHL25
fladBluetooth >/ N R ICIFIERT Bluetooth®~\7EREU I IR
ERRTEER T/ S 2
)@ Renesas-BLE < G Renesas-BLE

BRTICERETDICEK. TINAA
[CHAEBIFINAF—ZANILTLE
ral Ak

ERI200002 131 234TT

L] PINICYZFHEESHZEND
BHE5—HADTINAATH. <
DOPINDANDURIFIZEDHD
FI

Frtl OK

Fizoem @)

@ e “ul 97%mm 17:00

Bluetooth®d~\7EREVII A

Renesas-BLE

BEXRTVICERETDICIE. FINAR
[ICREBZINAF—ZAHNLTLE
ral Ak

873153
IEEF0000& /2131234T T

[] PINCXFEDEESHEEND
B5—HDFINAATH, T

DPINDANHRBIFIZSHH D
F9,

Frtib . (2_)/ OK
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Bluetooth® Low Energy 78 kLR &R w4

RA YT T)V5—a3>/—F

@ © %l 97%wm 17:02

BLE Scanner

U STOP

BLE DEVICES

Renesas-BLE
12:34:56:78:9A:BC
TYPE : BLE ONLY

-68 mDb

@
BONDED

@)

o]

{ Renesas-BLE

@ © “ul 96%=m 17:10

DISCONNECT

Peripheral: Renesas-BLE
RSSI: -62db
Address: 72:34:56:78:9A:BC

Status: connected

@UNKNOWN SERVICE's characteristics:

UNKNOWN CHARACTERISTIC
02000000-0000-0000-0000-000000000080

UNKNOWN CHARACTERISTIC
03000000-0000-0000-0000-000000000080

UNKNOWN CHARACTERISTIC
04000000-0000-0000-0000-000000000080

UNKNOWN CHARACTERISTIC
05000000-0000-0000-0000-000000000080

UNKNOWN CHARACTERISTIC
06000000-0000-0000-0000-000000000080

@

0

X A7

@ e 4l 6% 17:09

{ Renesas-BLE DISCONNECT

Peripheral: Renesas-BLE
RSSI: -62db
Address: 72:34:56:78:9A:BC
Status: connected

Renesas-BLE's services:
GENERIC ACCESS SERVICE
00001800-0000-1000-8000-00805f9b34fb  Primary
UNKNOWN SERVICE
01000000-0000-0000-0000-000000000080  Primary

(o]
{ Renesas-BLE

@ e “l %% 17:10

DISCONNECT

Peripheral: Renesas-BLE
RSSI: -77db

Address: 72:34:56.78:9A:BC

Status: connected

QUNKNOWN CHARACTERISTIC's details:

Peripheral: Renesas-BLE
Address: 12:34:56:78:9A:BC

Service: UNKNOWN SERVICE
UUID: 01000000-0000-0000-0000-000000000080

Characteristic: UNKNOWN CHARACTERISTIC
UUID: 02000000-0000-0000-0000-000000000080

Data Type: 32BIT FLOAT
Properties: 0x0010 [notify ]

Rea. @)  notification

Write
string: NO=00006,AD= 119440
Decimal: 48206
Updated: 2015.09.01 17:10:35.092
« A = =)
A8

RO1AN3151JJ0100 Rev.1.00
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Bluetooth® Low Energy 70 kLR & w4 KRR TVTITVr—2 320/ —¢

3.2.2 i0S T/3 1/ R
Remote Device (2 i0S 7 /31 A= T 255 OB FIEEZ R L ET,

A VA —/LELD LightBlue % L#E) L 9,

T A ADRRAER G | Renesas-BLE & KR EN72T A A LA Bn L Ed,  (Kil-1)

Ef FHo UUID U A k> 6 [UUID: 0x02000000-0000-0000-0000-000000000080] % 8841 L 97, (IX]i2-1)
B A EO[Hex] 2R L7, (Ki3-1)

[Start Notify] 2= #f F L £9, (X i4-1)

[Characteristic Format]’» 5 [UTF-8 String] - #4R L £4°, (X i4-1)

B o> [Listen for notifications] Z3#R L £, (X i5-1)

Notification D325 23 B4A S 4L, ASCH THIL SN AT U ZEN LB CTER (f> 27U A h) &
N5 EeaERLET,  (Xi6-1)

TB T L T DM a2 b S5 & ASCII @ — R TRFLEN72 AD 7 — % DA E L
LT L EMERLET,

10. [Stop listening] Z##i ~F L £3, (X i6-2)

11, W /e E[<]—#iE /e E[LightBluelZ # F L, iz kL5, (X i6-3)

KRT7 ) VT EBETT BEEICIE, [BRE]—[—#&]—[Bluetooth]=[T /34 RX]IZK RSN T= Renesas-BLE T
[COTNARADEFEMHBR]|ZZBIRL. i0OS TS RIZRBESINEZRT Y D JTRBREHBRLET,
(RT7 Y DTEBRDOHIBRFIEILIOS D/N—2 3 D TEMOFIEN S VEL 08N HY 9, )

© N g~ wDdE

©

RO1AN3151JJ0100 Rev.1.00 Page 18 of 36
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Bluetooth® Low Energy 70 kLR & w4 KRR TVTITVr—2 320/ —¢

eee00 docomo LTE 13:21 7 % 65% B ee000 docomo LTE 13:22 ~ 3 65% W)
Info LightBlue + < LightBlue Peripheral Clone
Peripherals Nearby

1 =
. Renesas-BLE Renesas-BLE

O
¢

-8 No services
Virtual Peripherals

UUID: F36B2F16-9857-0E69-1A37-2E31DAF4BB73

Connected

ADVERTISEMENT DATA Show

UUID:
01000000-0000-0...0-000000000080

) 0x02000000-0000-0000-0000-000000000080
. Properties: Notify

0x03000000-0000-0000-0000-000000000080
Properties: Indicate

0x04000000-0000-0000-0000-000000000080
Properties: Read Write

0x05000000-0000-0000-0000-000000000080
Properties: Read Write

0x0B6000000-0000-0000-0000-000000000080
Properties: Read Write

Log Log
il i2
®e000 docomo  LTE 13:22 1% 65% #0000 docomo  LTE 13:22 7 3 65% M
< 0x02000000-0000-0000-0000-000... Hex @ Cancel Characteristic Format

Renesas-BLE

0x02000000-0000-0000...

UUID: 02000000-0000-0000-0000-000000000080

Renesas-BLE

No user description

UUID: 02000000-0000-0000-0000-000000000080

Connected
123456 P
NOTIFIED VALUES Hex
Listen for notifications 04432126
Octal
DESCRIPTORS
000100100011010001010110
0 Binary
Client Characteristic Configuration
4
PROPERTIES B s s
-8 String
Notify
Byte Count: -
Endianness: m
Log Log
i3 i4
R0O1AN3151JJ0100 Rev.1.00 Page 19 of 36
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RENESAS P r—tas b

eeeee docomo 3G 14:06 7 3 68% B ®e000 docomo LTE 13:22 7 3 65% W
( 0x02000000-0000-0000-0000-0... UTF-8 @3) ( 0x02000000-0000-0000-0000-0... UTF-8
Renesas-BLE Renesas-BLE
Ox02000000-0000-0000... Ox02000000-0000-0000...
UUID: 02000000-0000-0000-0000-000000000080 UUID: 02000000-0000-0000-0000-000000000080
Connected Connected
NOTIFIED VALUES NOTIFIED VALUES
Listen for notifications ‘ (1) Stop listening ' (2)
% )]
NO=00004,AD= 21815 W
DESCRIPTORS 13:22:56.932 &
1 NO=00003,AD= 21880
Client Characteristic Configuration 13:22:55.792

NO=( )2,AD= 21569
PROPERTIES PP
13:22:54.712
Notify {
13:22:53.602
13:22:562.492
DESCRIPTORS
0
Client Chare stic Configuration
PROPERTIES
Log Log
i5 i6
R0O1AN3151JJ0100 Rev.1.00 Page 20 of 36
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Bluetooth® Low Energy 78 kLR &R w4

RA YT T)V5—a3>/—F

3.3 EEFIE

RARFUTATEHI AN - AT a v BEBETLHI LD, BEEETETAIZENTEET,

AU F T aE, CSHD[TrY =7 MY U —]T HostSample %7 7'm =7 RO EL KV —)L
EHZ Vw7 L, [TRART AR IR [ A - F T a2 7O ) FakR]o[EEY 7 B TEHE

LTL7ZENY,

x® 34 BELEETIO

E&ZA=!

< OEER

< OREER

USE_PAIRING_JUSTWORKS

<TFI7HIERE>
JustWorks TR7 I T &E1T

PasskeyEntry TR7 1) U5 #E1T

USE_TB_LCD <T 7+ FEEE> LCD I&fEMA L 4Ly
TBIZ#EE% L 1= LCD #{#/H XLCD #EALIEWNMES. £ SN
f= Passkey H RiRESnGE L iz, R
7 ) U 451E JustWorks TEITLTK
&0y,
USE_TB_LED <F A FRE> TB @ LED [FfEA L0
TB @ LED #{#
USE_TB_SW <T 7+ FEEE> TB @ SW [EfER L ALy
TB M SW #{&EH MRR M2 TILH D DEHO I
FTEEEA
USE_TB_ADC <T 7+ FEEE> TB®MA X ADC [FfER L AL

TBDA IADC &

¥a— RAERY—ILT[PGA+A ¥
AD O UN—32 EERTE|F[ER L%
WMIZERE L TLEEELY,

RO1AN3151JJ0100 Rev.1.00
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Bluetooth® Low Energy 70 kLR & w4 KRR TVTITVr—2 320/ —¢

4. EnE
Host Application (LARE, APP) & rBLE ZHulMZ, Y7 by =T EMEEZ/RLE T,

4.1 OV REME- AR MEIME
5 (ZAPP & BLEIZ XL B a~<y FEE - £ X2 MEMEZ R LET,

APP 2N rBLEAPI Z#1—/L LT, I~ REFRITLET,

BLE 232~ RCHE SV AEFITLET,

rBLE (ZALB5EH, APP 22— LNy 7 E§iaz a— /L LT, 41X ha@a L E T,
APP [ I B 72 51, APP 22— Ry JBEHTIRO a~ > RBITEER L ET,

M w DR

4.Next Command Request (if necessary)

O

APP

Y
3.APP Callback Function Call 1.rBLE API Call
(Event Inform) (Command Issue)

rBLE
\,

2.Command Execute

5 ATV REME- 4R MEIME

4.2 A UIIL—TEME
6 ICYH U TNHRARNTa T T EDAAL L N—TENMEEZRLET,

AA L N—T1L APP Do~ REIEL rBLE DA X2 NEMEREH T 57012, rBLEAPI 2—/V %179
APP A/ a—F L APP a— /LNy 7o — /L %179 rBLE A7 Y 2—F, MCU % STOP &— RIZ&K
SH5 MCU £— REBMEZFEITLET,

]

APP Scheduler
(APP_Run)
v
rBLE Scheduler
(rBLE_Run)

| MCU Mode Manager |

I

6 AA2IL—TEME

APP R a—F0%, a~vy RERF2—%2FH, a<v2 FERF 2 —|IZa~vy FERPREY hE T
572 51E. rBLEAPI =2 —/L LE,

BLE A7 Va2 —F 3, ARV IFFa2—2FEL AV bFa—Il/ X "Rty hENTWA7 51X, APP
a— Ny R a— LV LET,

MCU £&— REHAH|L, o~ RERF2—L A X bFa—12fMbEy hERTWRTUE, MCU %
STOP IZER I HF T, MCU ITEIYAARIZ L - TSTOP HiERLET,
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Bluetooth® Low Energy 70 kLR & w4 KRR TVTITVr—2 320/ —¢

5. v—45UR

Local Device @ Host MCU & BLE MCU, Remote Device T b A~— bk 7 %>, F7= Local Device ® Y 7 k
7 =7 T¥H 5 Host MCU @ APP & rBLE_Host, BLE MCU @ rBLE_Core D> —%7 > A &R LET,
51 A —UR

A=l VAR T, B T ey 7 L LT Stepl~10 ETEER L, LT v v 7 OEF L BET 57
NARAFINXY 7 b= 7 OfAZRLET, QW7 1 v 7 Stepl~10 OFEHIIRELIERICTRE L E 5,

Local Device as a Slave Remote Device as a Master
Host MCU BLE MCU PeerDevice
(RL78/I1E) (RL78/G1D) (Smart Phone)
rBLE rBLE

APP (Host) (Care)

Stepl. rBLE Initialize

I I |
Step2. GAP Initialize
I I I
Step3. Broadcast
| | I |
Step4. Connection
I I |
Step5. ProfileEnable
| | I

Step6. Remote Device Check

T T T
r=If this is tlhe first time connection with the peer dlevice, or if pairing is not executed yet in the previous chJnnection """

Step7. Pairing

R I ] IS S

r - If pairing IWith the peer device is completed in tt}e previous conn(iction """"""""""""""""""""""

Step8. Start Encryption

Step9. Profile Commnunication

Step10. Disconnection

(Go Back to Step3. Broadcast)

7 A= IR
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Bluetooth® Low Energy 70 kLR & w4 KRR TVTITVr—2 320/ —¢

5.2 Stepl. rBLE Initialize ¥—#4% > X

APP (% RBLE_Init B%%% ==—/L L, rBLE (rBLE_Host/rBLE_Core) % #Ji#i{t. L £, rBLE O#HLN5E T
L BLE MCU & @ U 7 /Vi@{E 23S S5 & rBLE 2> 5 RBLE_MODE_ACTIVE A X ki@ Sk 4,

Local Device as a Slave Remote Device as a Master
Host MCU BLE MCU PeerDevice
(RL78/11E) (RL78/G1D) (Smart Phone)
BLE BLE
P (Host) (Core)
RBLE_Init
Pl — e >

& &
< R S ——

RBLE_MODE_ACTIVE

8 rBLE Initialize ¥—45 > X

5.3  Step2. GAP Initialize ¥—% > X

APP (X RBLE_GAP_Reset Bi%ta = —/L L, GAP Z ¥tk L9, wHbn52 T3 % &, rBLE 225
RBLE_GAP_EVENT_RESET _RESULT A X F2NEEI S ET,

APP |3 RBLE_GAP_Set_Bonding_Mode Bi%% % = —/ L L . Bonding #F il # 7% & L £ 9, % E2 5 715 & . rBLE
7>5 RBLE_GAP_EVENT _SET_BONDING_MODE_COMP A X kN EEI S ET,

APP |Z RBLE_GAP_Set_Security Request Bi%z =—/L L, tx 2T 4 LV ZRELET, RENTT
4% &, IBLE 5 RBLE_GAP_EVENT _SET_SECURITY_REQUESET_COMP A <1 k285 &£ 4,

Local Device as a Slave Remote Device as a Master
Host MCU BLE MCU PeerDevice
(RL78/11E) (RL78/G1D) (Smart Phone)
rBLE rBLE
B (Host) (Core)
RBLE_GAP_Reset
Pl-—mm e >

RBLE_GAP_EVENT RESET_RESULT]

RBLE_GAP_Set_Bonding_Mode

' >
RBLE_GAP_EVENT SET BONDING_MODE_COMP

RBLE_GAP_Set_Security_Request
Pl = m e >

<

RBLE_GAP_EVENT_SET_SECURITY_REQUEST_COM P

9 GAP Initialize ¥—4 >R
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Bluetooth® Low Energy 70 kLR & w4 KRR TVTITVr—2 320/ —¢

5.4  Step3. Broadcast —4 > X
Local Device % Slave & L T#:ft 3 5 72 % @ Broadcast # BAts L £ 37,

APP X RBLE_GAP_Broacast_Enable %% == —/L L. Broadcast Z BitA L £9, BIsEMN5E T35 &, rBLE 7>
5 RBLE_GAP_EVENT_BROADCAST ENABLE_COMP A X hNEEI S ET,

Local Device as a Slave Remote Device as a Master

Host MCU BLE MCU PeerDevice

(RL78/11E) (RL78/G1D) (Smart Phone)
rBLE rBLE

APP (Host) (Core)
RBLE_GAP_Broadcast_Enable
Pl = m e >
RBLE_GAP_EV‘ENT_B ROADCAST_ENABLE_COMP D Broadcast

\AAJ

10 Broadcast —4 >R

5.5  Step4. Connection &—% > X
Local Device 7>© @ Broadcast % %5215 L 7= Remote Device %, ##caER L F 9,

Remote Device 7> % ConnectionRequest 731515 41, Local Device & Remote Device DHEE I HESL S 41D & |
rBLE 7> RBLE_GAP_EVENT_CONNECTION_COMP A > hAS@EH S E T,

Local Device as a Slawe Remote Device as a Master
Host MCU BLE MCU PeerDevice
(RL78/I11E) (RL78/G1D) (Smart Phone)
rBLE rBLE
P (Host) (Core)

Connection Request

RBLE_GAP_EVENT_CONNECTION_COMP

11 Connection &—4 >R
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5.6  Stepb5. Profile Enable &—4 > X
F— 2 FEZIZHIH % SCP (Sample Custom Profile) Z A%k L £,
APP |Z RBLE_SCP_Server_Enable Bi%§% =2 —/L L, SCP 2Lt L £ 7, AMERET T 5L, rBLE »D

RBLE_SCP_EVENT_SERVER_ENABLE_COMP o > k2340 S E T,

— Local Device as a Slave
Host MCU BLE MCU
(RL78/11E) (RL78/G1D)
rBLE rBLE
APP (Host) (Core)
RBLE_SCP_Sener_Enable
g >

RBLE_SCP_EVENT SERVER_ENABLE_COMP

12 Profile Enable —4 > X

5.7 Step6. Remote Device Check &—4 > X
Bfoest T1%1%. Remote Device & D ¥ = U T 4 EREMR L £,

Remote Device 7 K L A3 Public 7 K L A % 7= 1% Resolvable Private Address L4+ Random 7 K L 2 D5
4. Remote Device (2B 35 tx = U 7 ¢ fEHOER E LT, rBLE 7°5 RBLE_SM_CHK_BD_ADDR_REQ
ARy N EE SN E T, APP L RBLE_SM_Chk Bd_Addr Req Resp %% = —/L L, ¥¥% =2 U T 4 EHREL
X2V T FRERFFL W RN 2@ L7,

Remote Device 7 K L 273 Resolvable Private Address ®455 7 R L A fifik D 7= @ IRK (Identity Resolving

Key) ®BiskE LT, rBLE # 5 RBLE_SM_IRK_REQ_IND A Xy hpSi@fn&iuEd, APP X

— Remote Device as a Master™

PeerDevice
(SmartPhone)

RBLE_SM_Irk_Req_Resp B%t% = —/L L, IRK Z @A E 721X IRK ZREFL CWVeWZ txz@mLET, 7K
L AWM LT=3554 . rBLE 705 RBLE_GAP_EVENT _RPA RESOLVED A X b 28 @AI SN E T,

Local Device as a Slave

Host MCU
(RL78/I1E)

APP

BLE MCU
(RL78/G1D)
rBLE rBLE
(Host) (Core)

- If Remote Device Address is Public Address, or Random Address except Resolvable Private Address
RBLE_SM_CHK_BD_ADDR_REQ

i
1
1
! &
! <
1
1
1
1
1

<

RBLE_SM_Chk_Bd_Addr_Req Resp

i~ If Remote Device Address is Resolvable Private Address
RBLE_SM_IRK_REQ_IND|

<

n

RBLE_SM_Irk_Req_Resp

4 S >

If Resolvipg Resolvable Private Address succeed-------=-=--f----------------------
RBLE_GAP_EVENT_RPA_RESOLVED

13 Remote Device Check ¥—4 > X

Remote Device as a Master

PeerDevice
(SmartPhone)
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5.8  Step7. Pairing ¥—4 > X

Remote Device & D[RGS £ 72 X LLRTOHEREIZ T Pairing 217 - TV 7254 Remote Device 2> & @ Pairing
FRIZ XY Pairing > —74 > A& BAth L E 9, Pairing > —/4 > A% PHASE1, PHASE2, rE-{LBA#h. PHASE3
THER SN E T,

PHASE1 TiZ. Local Device 33 & 1¥ Remote Device D27V 77 4 —F v —5AZH LT,

Remote Device 7> Pairing Request 232515 415 &, rBLE 75 RBLE_GAP_EVENT_BONDING_REQ_IND
A2 MBI NET, APP X RBLE_GAP_Bonding_Response Bi%t% ==—/L L. Remote Device {Z Pairing
Response % %515 L £,

PHASE2 Tl%. STK (Short Term Key) #ZZ4:pkL £,

TK (Temporary Key) ®ZEk & LT, rBLE 75 RBLE_SM_TK_REQ _IND A <> hpS@s s nuE4, APP
X RBLE_SM_Tk_Req_Resp Bi%t% =—/L L C TK (Temporary Key) % rBLE (Zil%1 L %9, STK DA 5E
T35 &, STK A LR B{LEBRtE L £,

PHASE3 Ti%. Local Device 3 J 1f Remote Device D E{b — 2B L £,

LTK (Long Term Key) ®3isk & LT, rBLE %% RBLE_SM_LTK_REQ_IND A -3 k73401 S AU E9, APP
X RBLE_SM_Ltk_Req_Resp Bi%%% ==—/L L C LTK %i#%1 L. Remote Device (Z Encryption Information (LTK)
EEELET,

Remote Device 7> 5 Encryption Information (LTK) 7345 S41% &, rBLE 7°5H RBLE_SM_KEY_IND 1 X
2NEEN S IVE T,

Remote Device 7> Identity Information (IRK) 73i%{5 &41% & rBLE 7> RBLE_SM_KEY_IND A X |
DEMENET,

Pairing 7352 T+ % & . rBLE %*5 RBLE_GAP_EVENT _BONDING_COMP A X h 3 S E T,
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Local Device as a Slave

Host MCU
(RL78/I1E)

BLE MCU
(RL78/G1D)

APP

rBLE
(Host)

rBLE
(Core)

Remote Device as a Master

PeerDevice
(Smart Phone)

RB

PHASE 1:

PAIRING FEATURE EXCHANGE

LE_GAP_EVENT BONDING_REQ_IND
RBLE_GAP_Bonding_Response

Pairing Request

Pairing Response

>

»

>

SHORT TERM KEY(STK) GENERATI

ON

< RBLE SM_TK _REQ IND
RBLE_SM_Tk_Req_Resp

n

»

<

Pairng Confirm(Mconfirm)

Pairing Confirm(Sconfirm)

v

Pairing Random(Mrand)

Pairing Random(Srand)

>

Establishr

hent of encrypted connection with STK

Encryption Request

Encryption Response

v

Start Encryption Request

Start Encryption Response

Start Encyrption Response

RBLE_SM_LTK_REQ_IND
RBLE_SM_Ltk_Req_Resp

»

TRANSPORT SPECIFIC KEY DISTRI

BUTION

Encryption Information(LTK)

»

>

Master Ildentification(EDIV,Rand)

v

Identity Information(IRK)

A\ 4

Identity Address Information

A

RBLE_SM_KEY_IND(LTK)|

v

Encryption Information(LTK)

Master Identification(EDIV,Rand)

Identity Information(IRK)

a

RBLE_SM_KEY_IND(IRK)

A

Identity Address Information

RBLE_GAP_EVENT BONDING_COMP

X 14

Pairing >—

TR

RO1AN3151JJ0100 Rev.1.00

2015.12.22

RENESAS

Page 28 of 36



Bluetooth® Low Energy 70 kLR & w4 KRR TVTITVr—2 320/ —¢

5.9 Step8. Start Encryption —4 > X
LLET O #5k: T Pairing 2352 7 L7284, LTK (Long Term Key) (2 X DS aBRIA L £4,

Remote Device 7> & Encryption Request 73158 &41% & | rBLE 7> RBLE_SM_LTK_REQ_IND - X k3
FNSAVET, APP X RBLE_SM_Ltk Req Resp B#%% =—/L L C LTK Z#i#%1 L. Remote Device (Z Encryption
Response & %515 L £,

BLE MCU /X, Remote Device %> @ Start Encryption Request (Z%}3" % Start Encryption Response % 415 L &
‘g‘o

W A LBRAE 352 T4 % &, rBLE 2>5 RBLE_SM_ENC_START_IND - X h2N@A S E T,

Local Device as a Slave Remote Device as a Master
Host MCU BLE MCU PeerDevice
(RL78/I1E) (RL78/G1D) (Smart Phone)
rBLE rBLE
APP (Host) (Core)
P -~ Encryption Request
h RBLE_SM_LTK_REQ_IND|" ~~ 7777
RBLE_SM_Ltk _Req_Resp R R Encryption Response -
Start Encryption Request
Start Encryption Response -
P -~ Start Encyrption Response
- RBLE_SM_ENC _START_IND|  ~—~~~~
15 Start Encryption —#4 > X
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5.10 Step9. Profile Communication &—4 > X
SCP (Sample Custom Profile) % |/ L Notification |2 & 55— % {5 ZBAtA L £,

Remote Device 7> 5 Notification Z#F 7] % Client Write Characteristic 233242 &41% & . rBLE 725
RBLE_SCP_EVENT SERVER_CHG_INDNTF_IND f ~> k540 S ET,

APP [IA B —rL « Z A~ EWEEBAME L, —EJEWITINTIT H VAL REAE L ET, INTIT H VAN
BETHE, AXAD EHAEG L., A XADZENE T 5L INTDSADS &V AL NFHEA L 97,
INTDSADS %IV iAZ 73344 % & . RBLE_SCP_Server_Send_Notify %% == —/L L, A X A/D Z#afE R %
Notification & —# & L T Remote Device 2355 L £1,

Remote Device 7> Notification % {5 135 Client Write Characteristic 232518 X415 &, rBLE 7>5
RBLE_SCP_EVENT_SERVER_CHG_INDNTF_IND A XY h 3l SV E T, APP (31 X — VL « X A <)
EafEib L, 77— 2 EEEE LR LET,

Local Device as a Slave Remote Device as a Master
Host MCU BLE MCU PeerDevice
(RL78/I1E) (RL78/G1D) (Smart Phone)
rBLE rBLE
AL (Host) (Core)

Client Write Characteristic
(Notification Configuration = START)

RBLE_SCP_EVENT SERVER_CHG_INDNTF_IND

7~ Repeat until While Notificaion Configuration is START =~~~ ~~" """ """ "7 "7""7"7"7"7-"-"-"-"----=-oooqeommmmmmm ey
v INTIT

INTDSADS
RBLE_SCP_Server_Send_Notify R Notification

\ 4

» >

.IiE_SCP_EVET\IT_SERVE R_SEND_NOTIFY_COMP|"
Client Write Characteristic
(Notification Configuration = STOP)

RBLE_SCP_EVENT SERVER_CHG_INDNTF_IND

16 Profile Communication &—4 > X
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5.11 Stepl10. Disconnection —%4 > X
Remote Device = 7-1% Local Device 7> & #0023k L £ 4,

Remote Device 7> S35 O UKD 7= 5 D Disconnect NiEE SN b &, U= T L
RBLE_GAP_EVENT DISCONNECT COMP f X1 hAS@%n S vk,

APP [ X INTP10 & 0 iAZ N FE4E T2 &  \RBLE_GAP_Disconnect B%% % = — /1 L . Remote Device (Z Disconnect
%1515 L C Remote Device & D#zfi 2 Gl L £, LI T T 25 &, rBLE 6
RBLE_GAP_EVENT DISCONNECT COMP A x> k8@ S £,

Local Device as a Slave Remote Device as a Master
Host MCU BLE MCU Peer Device
(RL78/11E) (RL78/G1D) (Smart Phone)
rBLE rBLE
A (Host) (Core)
1
|
r~ If Remote Device request to disconnect =~~~ "f T TT T T T T oo T T T T T T m T o o m T m e T m e e ]
| l. L Disconnect !
! RBLE_GAP_EVENT _DISCONNECT COMP
7~ If Local Device request to disconnect ===~ "=""[-""""7"7"""ToTfTTTTTToToTToToToooomomoooomomoo oo mmm oo oo i
' INTPO(SW1) i
i RBLE_GAP_Disconnect R o Disconnect R !
i RBLE:GAP_EVENT_DISCONNECT_COMP R i
17 Disconnection &—#4 > X
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6. {TEk

6.1 ROM %44 X - RAM -4 X
RANY Lo 7T 5O+ 25 ROM ¥4 X, RAM ¥4 X& - LET,
v/l RERHE : Renesas CS+ for CA,CX V3.01.00 [19 Aug 2015]/Renesas CA78KOR V1.71

ENVRRE : KA N7 a s T 2RO T 7 4 L NERTE
o X7 U LT HE  JustWorks
e LCD: ffiff

LED : f# 7]

SW : fii

A XADC : i

£ 6-1 ROMHYA4X-RAMHY A X

ROM # 4 X 31,343 byte
RAM # 4 X 4,730 byte

2 SZEXM

6.

1. Bluetooth Core Specification v4.2, Bluetooth SIG

2. Bluetooth SIG Assigned Numbers https://www.bluetooth.org/Technical/AssignedNumbers/home.htm
3. Services & Characteristics UUID http://developer.bluetooth.org/gatt/Pages/default.aspx
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6.3 FREEEREA

Rz

i

H—EX

Service

H—E XL GATT H—/\H 5 GATT Y547
URARBEIN . GATTH—NIFA 04T —
AELTW 5 DEHEELABHALET,
H—ER IS EHEADT I R FIE
IZDOWTHELEY,

JOJr7AIL

Profile

1 2UEDY—ERZFHERALTLI—RT—R
DEBREAREICLETEATHY—EREFH
TO77ALDRERICTREESNET,

gk

Characteristic

XY —EXZEANT HET.EY—EXI(C
TRAHT2HELEFDT+—T Y FAEE
hia—o

A—J)L

Role

BE, FNENDTNA AN, TOT7AILAD
H—EXTCHRESNSIEREERI-FT LT,
A—R5—RDEBEMNAREIZCHEY FT,

axgavnrrIiL

Connection Handle

JE—FTNAREDERZHINT 5D
Controller RZ v U IZ&>TRESNB/N\V K
LT, /N> FILDHEZNEE (X 0x0000~
OXxOEFF TY,

UUID Universally Unique Identifier —EIZHANT 5= DHEAF T, BLE iR
TIEY—EXOHEFMHZE LA T 57-612 16bit
@D UUID NEZESINTULET,

BD7 KLX Bluetooth Device Address Bluetooth 7 /34 X #5119 5 =D 48bit D

7 RKULATY, BLERETIENTUYITE

LRESUSLT RLANRESATEY 4
BLELELLN—FEHYR— LT HIHEMN

HYES,

INT)y I T FLZR

Public Address

IEEE [CZ&8k LEIY BT ohi= 24bit D
OUI(Organizationally Unique Identifier) & & &
7 FLARTY,

SUSLT FLAR

Random Address

HBEELT FLAT.UTO 3 DIZHESH
FY,

RABTA4vI T FLA

Non-resolvable private 7 K L X

Resolvable private 7 F L X

AREATA4 YT FLR

Static Address

_E 47 2bit [$4£(2 1 T, 5 46bit (T2 TA 1 F1=
(T 0 TRAEVEENLLEET FLATY . EF
MIETREEDREITA VI T RLREZEET
EEEA

Non-resolvable private 7 K L
R

Non-resolvable private Address

{3 2bit [££1Z 0 T, & 46bit (X2 TH 1 F£1=
IZ0 TIEBWELEMNGEDT FLATT RS
TAVIEIVNRTYYIFTRLREELL
TlEBREYFELA,

BB T FLREZEFET S L THES

MNoDEHEREICT SEHTERSAET,
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Resolvable private 7 K L X

Resolvable private Address

IRK & 24bit DELEMNSERENE T FLART
T, £ 2bit(X0 & 1. ERIDFE 22bit (E£T
A1 FE =X 0 TIXAEULELE T, T4 24bit [X IRK
EEEDEBETICHESINET,

BB TT7 FLREETRET 52 &L THESE
NoDEHER#ICTSEMTHERINET,
IRK X RHICEHRT 5 & T, ®HEEIEZD
IRK ZFERALTT /A REFET 5 &M
HETY,

Broadcaster

Broadcaster

GAP A —)L T, Advertising T—4% #&1E L
7,

Observer

Observer

GAP MDA —)L T, Advertising T—42 #Z{E L
F7,

Central

Central

GAP MO—)LT, M) VI DHEILZITVE
9, Link Layer Tl& Master &EFEIENET,

Peripheral

Peripheral

GAP MO— /LT, Y’ VI DHEILZEZITA
M EF . Link Layer Tl Slave &EFEIENFET,

IAdvertising

Advertising

L, T2 EEDBHO-HITHE
FryrILETT—2EEELETS,

Scan

Scan

Advertising T—4% Z%2{EL %9, Scan [Z[F.
=12 2159 HDH D Passive Scan &,
SCAN_REQ ##E9 5 L CEMBEHREE
K9 % Active Scan AH Y £,

\White List

\White List

EREAOCRY T 4 VT BEHEEDBEMT N
4 X% White List [CE8LTHELL I T,
Advertising T— 2 PERERETZITIMSH I &
EHATETINARETANR)TFBHC
EMAIBET T,

TINARE

Device Name

Bluetooth /31 RIZIEEIZDIF =T /8 (
2 EHBAUNTB-HO1—HFIL Y K —H4%
EIRSERS

BLE #8#& TlX. GAP M#E L LT GATT ¥ —
NIZE>TrABICARASIIET,

Reconnection Address

Reconnection Address

Non-resolvable private 7 KL X Z#EH L T.
BB T7 FLRZEFET 558 . KBS
[T TH ML T/NA RADEENEEIZ1
YET, TOEOREED AT S
Reconnection Address #1287 L LY
Reconnection Address 52 E9 5 Z & THE
DT FLRAZEMLET,

axgavA 83—

Connection Interval

LRI T -2 DEREETS
FRTY.

aARgavARU b+

Connection Event

AR 34 B—NILT EITT—2DiE
ZEZXTHOHMETY,

AR—N—EZavRALTY
b

Supervision Timeout

EEN D DISEMNE L) VI S h=
ERBTEALTY FERITY,

Passkey Entry

Passkey Entry

R7VTARD—DT. ELV\DT/N\A X T 6
HIDBIEANF=(E. —AT 6 HIDHKERTR.
LI—ATEDHIEANZTVET,
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Just Works Just Works

R7YOGTARD—DOT.A—HFF7HLavsE
WEELEEA,

OOB OO0OB

R71) U5 AKXD—DT. Bluetooth LISt DiE
EAXTHMELET—424ZFEALTRT7TY Y
JETVET,

IRK Identity Resolving Key

Resolvable private 7 F L X D4R RIZ A
LV % 128bit DF—TT,

CSRK Connection Signature Resolving
Key

T—2EBRDERBEIV . ZET—2DERZD
MERICER TN S 128bit DF—TY,

LTK Long Term Key

EEbIZERA SN S 128bit DF—TI, FH
T EXF—H A RXEIRTY VIBICRAESINT:
H A4 XNZHYET,

STK Short Term Key

F—RBEFICESIET 5-OICFERAINS
128bit DF—TJ, TK ZAHAVWTEREINET,

TK Temporary Key

STK &£ RLIZHE & 715 128bit DF— T ,Just
Works D15 & 0. Passkey Entry (IAAEh
1= 6 HTD#4{E.OOB [ OOB T—#4 A% TK D1E
EBYET,
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R—LR—=D EHR—+EO
WX A L7 ha=y AR—Lb_X—
http://japan.renesas.com/
BRIGEE
http://japan.renesas.com/contact/

Bluetooth I%. Bluetooth SIG, Inc., U.S. A DEFEETT .
TRTOBEEES L UVEBEZEBEEZEX, TAZThOMAZICRELET,
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K3IZLTLEELY,

2099220 T

CEE] Uy bEE. 709 IODBNRELEEZ. Uy FZEMBERLTLESLY,
TOJSLETHFOI Oy IPYBZIRFIE. YIVBAEIVOVIDRRELZRICUYEBZ TS
LYo

)ty b, NERRIRT (FIEBRIRER) ZAWN- 70y THEZHBT 5 X TLTIE.
IRy OB+ RRELE. Uty FEERLTLLESWL, £, 7AT S LOGRD THEREIRT
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BhELEEL,
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