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LiR— FAIEZERLI-1BE. 6 DERMN SAMR LU X ZICHEMEN TS AEY 7 FLRICHASH
F9, BSP % JM FSBL Measurement Report Address 7 0/37 ¢« Z{EH L T Setting SN FE F (S 8), Bl
ELR— FORZAEIEX. ARM Platform Security Architecture Attestation APl DE# 59 LS ICERshFE
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SRAM address specified by SAMR register + 0x00 SHA2-256 hash value of OEM_BL and
FSBLCTRL1[7:0]
SRAM address specified by SAMR register + 0x20 Signer ID (SHA2-256 hash value of
OEM_BL_PK)

SRAM address specified by SAMR register + 0x40
Version number of OEM_BL

SRAM address specified by SAMR register + 0x43

Note:  OEM_BL and FSBLCTRL[7:0] are entered into the hash function in this order.
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OEM_BLAMCU[ZT7RISLENDE, O—RIEBAZDA A—UN—D 3 VERARYET,

A A== a3 UMNLRICTRT S LEINENA=2a & YEHLWLWA—=2a o ThHDHIER. T—R7 7
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OEM BLAIEE D E, T— b7 TV —2 30705 SLET7UFA—ILNNY Y Ao v A2 %FEa—RiE
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|/Start of OEM_BL validate

v

Check OEM_BL version

No

Check OEM_ROOT_PK in key
certificate

No

l Yes

Validate OEM_BL_PK

v

<::i::f;ij-i;falidate passed’.;
— No

l Yes

Check OEM_BL_PK in code
certificate

v

1__,,__,.—-'-’35??1';;5 ké;;ﬂiﬁkéyf---.xﬁ__)
T—__certificate? _—
— No

l Yes

Validate OEM_BL

4

;:_'__'_\—;'falidate passedr’}_‘_—_',’_ﬁ;;’.—.—f

—— No

l Yes
- 4

Count up anti-rollback
counter to the image | OEM_BL validate error |

version written in the
Code Certificate

Generate OEM_BL _digest

v

Program code certificate and
OEM_BL_digest

v

| End of OEM_BL validate

N
/
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ATAYSEUIRRMILEZERELET. EXa7T— A HE->TVEHEE. MCU Uty FERIC
ROM R FSBL ME{TENFEFF, FSBL (. OEM_BL &a— FEEBAZ (M HMAC fiE(OEM_BL_digest) &t 5
L. 8@~A7as5305th, a—FI75vdalcimEh s OEM_BL digest &£ LB L F T,
OEM_BL_digest "—# 3 %184, FSBLIZOEM BLIZY ¥ > LET, —HLAELMEA., FSBLIX CPU %
A)—=TE—FRIZBITSE. A 7230 Ta—HERLEZR—FEVIZHgZHALET,

CRC 7—FMEIRESN B L, FSBLIZOEM BLMO CRC #5tE L., O— FIIBAEIZH DL EN D CRCIEE
B LET., CRCIENA—HLI=HFE. FSBLIXOEM BLIZC vy > TLET,

RESET

v

" FSBLskp?

l . ]

<= CRCboot?
No e

l Yes
A4

Generate OEM_BL_digest Generate CRC ‘

v

Yes

___—Same as expeciet—._
T value? _—

A4

- No T
Yes - :-——-Same as expected----:___,_}
——__ Vvalue? _—
No

';~| Yes
v v
—::_'_'_']'__Rf-;port measuremeﬁffi’_’_‘_‘.—:- Output high level to port
No T

N

Store measurement to SRAM I\Transit to CPU Sleep mode :I
oy

:‘:|+~‘-
N
Jump to OEM_BL J
_

.l/_

8 LVFILFyvTE—FTOOEM BL DIREE
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123 SUTILFv FTE— FTHMAC-SHA256 BT 554

HMAC-SHA256 [£. RAS MCU MD/\— Ry = PHEREICE SOV TUTORSEZRHELET,

e HMACOHEEL—- Ly F(MCU® HUK)A MCU DA ERICARSHiE V=8, x5 1) T4 H S

hia—o

e HUKIEMCUBEETHY. EHDMILE., REZIREELET,

. FULLBRAORIELY LBENKBCERTT.

e HMAC-SHA256 DA R L— 3 VIZIEEFMENAHY T,

1.3 BREEF = vV IR SHh S REEHOHE

ZDtH a3 Tld, ECDSA £ & U HMAC-SHA256 #24EIZE D < & X FL® Chain of Trust [Z DUV TEREA

LET,

L RF LD Chain of Trust (£, L FDaVHR—FRY Mok > THILEINET,

OEM Root Public Key

= Registered using the

SKMT and programmer

= Hash securely stored on

MCU

Key Certificate

= Created using the SKMT
= Authenticates the OEM
Bootloader Public Key

Code Certificate

= Created using the SKMT
= Authenticates the OEM
Bootloader

OEM Bootloader

= Application specific —

can be a second stage
bootloader (MCUboot) or
other application code

= Authenticated by the

FSBL using the OEM
Bootloader Digest

MCU Hardware Unique Key

Hash of OEM_ROOT_PK

N\

OEM_BL_PK

> ﬂ!
YV

OEM_BL_digest

—> [|101

010

TI)r—2307ng5 L0

9. Chain of Trust

UTDEI2arTlE, RIICREINESEFIEFLFINEFROEIXLEANS., EROTOTFI 0 5hHPHEG
BIZB TS ZDFERAEICODNWTEHBALET,
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1.3.1 Root of Trust
X217 I+ EFERATEEHEEE. 2ty FD secp256rl ECC F—R7E2ERMTHILENHYFET, -

e OEM_ROOT_PK: OEM Root Key pair M4 BiEE5

e OEM_ROOT_SK: OEM Root Key pair ® 754 A— k(>—%4 Lv F)E5
o OEM_BL_PK: OEM_BL Key pair ®ABi&85>

e OEM_BL_SK: OEM_BL Key pair D 754 A— k(>—%4 Lw b5

OEM_ROOT_PK M SHA256 /\v < ald, RASMCUD1—H—XT=a7I)L N—FYz7HDEFXa7
F—A O3 VTHRAIATVWS IO ZHEAL T, Rootof Trust E LTAY I ABERT—2 75
v ¥ 1 fEE{(HOEMRTPK)IZH# S NE T, Rootof TrustDA oz vavik, 7FUr—av8gEA
TSI UTHICIThNET,

132 *x—iIAE

F—FAZEE,. HMAC J— b7 TS —2 a VEIBAD TR S I U BICEELRRIIZR-LET,
UTIE, F—IAZEOEREFERICEATIEELERTT,

e X —ZIBAZ(X OEM_ROOT SKIZ&>TERENET,

e OEM_ROOT_PK [FE& shf-F—fBAEICEEN. HOEMRTPK L&k > THRIESNFET,

e OEM_BL PKDON\Y Y algF—FBREICEFEFNTEY. T—r7TUTr—30 7055 LIZEST
OEM_BL_PK Z#&iE 9 o 1=OITERASINFET,

o F—EIBAZEIX OEM BL_ PKWREIShzRICHESINAET,

RoT key hash Key certificate
Compare
Hash of OEM_ROOT_PK W hash value | Header
> ~
~
~. TLV Length

TLV ECCPUBKEY
ECC256 OEM_ROOQOT_PK

SHA2-256

OEM_ROOT_SK || ECDSA sign |

TLV KEYHASH
Hash of OEM_BL_PK

.| TLVEXPECTED_SIG

Signature

Field Size [byte] Description
Header Magic 4 Set to 0x6B657963

Manifest version 4 Set to 0x00010000

Flags 4 Reserved for future use

Reserved 20 Reserved for future use
TLV Length 4 Length in bytes of TLV field
TLV ECCPUBKEY Type & Length 4 Set to 0x00088010

Value 64 ECC P-256 OEM_ROOT_PK
TLV KEYHASH Type & Length 4 Set to 0x10144008

Value 32 SHA2-256 hash value of OEM_BL_PK
TLV EXPECTED_SIG Type & Length 4 Set to 0x20088410

Value 64 Signature

E 10. OEM_BL_PK &9 51-D+X—iIHE
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1.3.3 O— FiIEAE

2— FEEBAZEIF. MCUDBRGEATOTZ I VIR, MCUDY VLT TBEE— FRICEVWTERLGE
BZR-LET,

O— REEBAZIX OEM BL_ SIZ&E 2 TEL SN TWET,

OEM_BL_PK [Fa— FEIBREICEFENTUVET, F—IREICREFEINNY ATk >THRIESNE
T, TND%. OEM_BL_PK[Ea— FEEBAZIZEFENTLVS OEM BLDEARIEICEALET,

O— REEBREICIK, SV FLF Yy TE—RFRDOFSBLERIE 7O RICERA SN A FTFERNA ST T
F9, OEM BLATOFSLSIh-%., 725y atrEY@A—KRISyLaFzk@FT—4275vva)
27075 LT E2BENRBHYET,

X a7 IT—rEFERTDE. 7TI5—230DA A== 3 viFa— RiBAEO—HELKLY F
T AIBAA—DN—=23 2 1~64THY., X217 T— MMtEFSBLONEMRIGEE., 7T —
VIAVIFGAREHRTEEILICHYES, FSBLIZZUFO—ILNY I RAF—LERELTNET, L
o T. HLWFITVS—2 a3 A A—=DIZEFHTBIZIE. ROFLVA A—DDN—2 3 UHHID
TIVr—2a04r—SN—2a 0 KUHFLLBTNIERYERA, 41 A—SNN—2 3 VDR EDE
BAAEIZDOVWTOHEMIE. 21— —XT=a7IL N— ROz T7HOTUOFOA—ILINY I A2 %55
BLTLESL,

75y aNOa— FIEEBAEDIHFIE. SACCOL Y R4, SACCL LU AL TIRETHAHELHY F
T, SACCOLTPRAIE, TaTFTIWNVYIE—RTTENIDNNDY 0DIGE., FIEFU=ZFTE—F
TEBEENTI74IL TAY (TR Y O)DIFEIC, 2— FIIAEDRMIE7 FLRAZHEELET,
SACCL LY RAIE, TaFINUIE—RTTRNAVIDNNLY 1DEE. £HIEUZFE— KT
BEEARE IOy (7ay Y 1)DOBEIC, BT FLRZEEBELET, SACCx LI X4 Setting

[F. RARY— a2 T4 FXaL—FEFSPAR—FHHR— by —IBSP)ICK>TREEINET,

4 |Z Code Certificate 7AJ S I VI DEUEBZERLTVWET, HEDT7 IV r—2 3 U TRUVEICRK
CTHRELTLEEL,

FSBLER& DRI TIE. TLVEXPECTED_CRC 74 —J/L FIEERSNFLHA, 2— FIIBAZEOHERIZE
BEShFHA.

HMEA~NTOT ST HIZOEM_BLOREEIZERIIT &, J— b7 TS —3 270455 LIEMCU
M HUK ZEAL T, OEM_BL & a— FEEBAZ®M HMAC-SHA256 # 4 ¥ = X F(OEM_BL_digest) %5t &
LES, FT—r7 V5= 3070455 LI, OEM_BL_digest #a— FEIBAZDE®RD » £) fEiH
27Rd935LLET,

Field Size [byte] Description
TLV EXPECTED_MAC Type & Length 4 Fixed value 0x30184008
Value 32 Unique OEM_BL _digest in each MCU

11. OEM_BL_digest M&E#l
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y — B EFET TV r—La v OR%

\\\
OEM_BL
Key certificate Code certificate
Header Header HUK
TLV Length TLV Length S:p;ﬂ;—fss KDF
OEM_BL_SK ECDSA sign
TLV ECCPUBKEY f | — H[ ‘ TLV ECCPUBKEY ,*
ECC256 OEM_ROOT_PK | | 1.y _ |p ECC256 OEM_BL_PK |}
] - i
TLV KEYHASH i Length =T TLV EXPECTED_CRC |} TLV
_ - 1
Hash of OEM_BL_PK ..fi - Compare hash value CRC of OEM_BL !Length
TLV EXPECTED_SIG E \ TLV SIGNER_ID !
Signature ", \ Hash of OEM_BL_PK !
.| TLVEXPECTED_SIG i /
d Signature i-,,_//
TLV EXPECTED_MAC |
OEM_BL_digest -
Field Size [byte] Description
Header Magic 4 Set to 0x636F6463
Manifest version 4 Set to 0x00010000
Flags 4 Set to 0x00000000
Load Addr 4 Set to 0x02000000
Dest Addr 4 Set to 0x02000000
Image size 4 Size in bytes of OEM_BL set in multiples of 16, minimum
size is 64 bytes
Image version 4 Version number of OEM_BL. Can be specified from 1 to 64
Build number 4 Set to 0x00000000
TLV length 4 Length in bytes of TLV field
TLV ECCPUBKEY Type & Length 4 Set to 0x01088010
Value 64 ECC P-256 OEM_BL_PK
TLV EXPECTED_CRC Type & Length 4 Set to 0x40000001
Value 4 CRC32 of OEM_BL
TLV SIGNER_ID Type & Length 4 Set to 0x10144008
Value 32 SHA2-256 hash value of OEM_BL_PK
TLV EXPECTED_SIG Type & Length 4 Set to 0x25088410
Value 64 Signature of [Code Certificate | OEM_BL], signed by the
OEM_BL_SK
When generating the signature, enter the code certificate
and OEM_BL in the hash function in this order.

12. HMAC 7— F%#fiF L T OEM BL ##if ¥ 51D a1— FEIRAE
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134 HME~AOTOTSI0o5EwX 17 T—MIHBTIBRAEHROBE

FF)r—arnr7ogss5s

e OEM _BOOT PK®MD/\y o
e OEMBL(Z7FUH—LavA A=)
e I—FIIHAE

LUTORIF, tFa77—r2FERALEREAOTOT S

VOBRETE, UTOEEMAMCUIZTAYSLENET,

USIZSKMT & RFP 2R L =&/ E7—2

JO0—%FEHEELDTT, SKMT & RFPDFERRICDODLWVTOHELWWFIEFK., 923> 2 THBALE

EE

Generate OEM

Product Firmware q G;E:nra:{%vg??.: o
and Keys - -
{ OEM_ROOT_PK \ Wrap using DLM Server
Generate Key Certificate and
Code Certificate
- - { skmT
Header HMAG Key
OEM_ROOT_SK SHA2_256 TLV Length Certificate
hashing | oem root Pk I;I
Hash of
__| oEM_BL_PK
Sign using

OEM_BL_PK

==

OEM_BL_SK

o=

OEM_BL

»

OEM_BL_SK —|
\OEM_BL_

OEM_ROOT_SK |

~ OEM_BL

SHA2-256
Hashing —

|

Sign using

Expected Signature

HMAC Code
Certificate

Header

=l

TLV Length

OEM_BL_PK

Hash of
OEM_BL_PK

R Expected Signature

Wrapped OEM Root
Public Key

(e.g.
oem_root_pk.rkey)

Lockable Data Flash Area

Provide to the MCU via

boot interface:
+ OEM_BL

+ Wrapped OEM Root

Public Key
* Key Certification
= Code Certificate

HMAC Key Certificate
(e.q.
oem_key_cert.bin)

HMAC or CRC Code
Certificate (e.g.
oem_code_cert.bin)

OEM_BL binary
(e.q. oem_bl.rec)

5 boot firmware
huthenticates the OEM_BL

Hash of OEM_ROOT_PK

~
[ Boot Firmware \
1
I — |
! = 1
1 1 oot firmware program
I 1 he Hash of
| Authenticity | EM_ROOT_PK, code
1 check using the | ertificate a_nd the
[} key and code | EM_BL_Digest
1 certificate (CRC
1 uses Code !
| Certificate Only) I
I
! 1
! — 1 User Code Flash
[} — b
— |
' v
M- - DEM_BL Digest
Authenticity Code Certificate
check of
OEM_BL
OEM_BL

13. tF¥a7I—rHGOTOTSIEDT

Sﬁ

AEIRER DI E
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1.4 BESMF vy TEASHSREEFBROFH
CRC #ERA LT LBMEETY, LROEF27I—FTOELREDBVEIUTOESY T, :

OEM Root Public Key(OEM_ROOT_PK)IXfEH SN L\D T, OEM_ROOT F—R7#EHT H0E
4. OEM_ROOT PK %4 22149 3> LT OEM_ROOT _PK®D/\y < 1 (HOEMRTPK)Z{ER T 5 ih
EZE3HYFELA

F—SIBAZERERAEINT. OEM BLIZFZL ENAE DT OEM BLEX—RT7 2T 2HETHY £
A/O

FoFA—LN\yv oI R)—FERINEFLEA, 7oFA—IL/AY I hHH S (ARC_OEMBLN)EOd— K
AEAZEDA A—DN—D 30T 4—ILFRIXEREINFEEA.

BEATOTSIVFhIZ, T—rFPFYr—230 70455 LIKFOEM BLMD CRC32 #5tELET,
HHE SNz CRC2 DEAI— FIEAZENEE—HT Z5E8. T—r7TVr—2a3 07T 3 4K
SACCO/1 LR A THRESINIBHIZO— RIRAEE 0I5 LLET,

UV F Y TE—FTIE, FSBLIZOEM BL®M CRC32 #5tE L. 20— KEEBAZM CRC LHER L E
9., CRCOEMN—HTSE. FSBLIZOEM BLIZS v YT LET,

1.4.1 O— FiIFAE

CRC 77—t a— FEEBREICIK. UTOaVHR—F 2 FAEFENRTILVET, TLV ECCPUBKEY &
TLV_EXPECTED_SIG 7 1 —JL FlE., O— FEEAZICEFELFEFRA, 1 A—DN—=D30T4—LFK
. T—rRIZEFERSAERA,

OEM_BL }, CRC32

Code certificate

Header
TLV Length T
TLV | TLY
EXPECTED_CRC ! Length
TLV SIGNER_ID :
'
Field Size [byte] Description
Header Magic 4 Set to 0x636F6463
Manifest version 4 Set to 0x00010000
Flags 4 Set to 0x00000000
Load Addr 4 Set to 0x02000000
Dest Addr 4 Set to 0x02000000
Image size 4 Size in bytes of OEM_BL set in multiples of 16, minimum
size is 64 bytes
Image version 4 Version number of OEM_BL. Can be specified from 1 to 64
Build number 4 Set to 0x00000000
TLV length 4 Length in bytes of TLV field
TLV EXPECTED_CRC Type & Length 4 Set to 0x40000001
Value 4 CRC32 of OEM_BL
TLV SIGNER_ID Type & Length 4 Set to 0x10144008
Value 32 SHA2-256 hash value of OEM_BL_PK

14. CRC 7— F%{EHAL T OEM BL £2RiET A=D1 — FEIHAE
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142 BEADODTOSFS53I24,. CRC T— FzBIT3BHEROME
RFPIC&KB7TUHr— 3007003 V05BRETIE. UTOEEMNAMCUIZTOTSLINET,

e OEMBL(Z7FUH—LavA A=)

e 11— KFiIBAE

UTORIE., CRCT—+rE&FRALEERADTOT S I U 5HIZSKMTULR B R EXF 27 HF—IR—I A
VEY—I)ERFPEFERLIEEAMGT—070—Z2FLH-ELDTYT, SKMT & RFP OfFELVAIZDULY
TOFHELWFIEF. 0232 3ICHBALET,

Generate OEM Generate Code Certificate
Product Firmware

Provide to the MCU via
boot interface:

- OEM_BL

= Code Certificate

CRC Code Certificate
(e.g.
oem_code_cert.bin)

OEM_BL binary

(

4 boot firmware )
huthenticates the OEM_BL oot firmware program
he code certificate

(

RA8 MCU

Boot Firmware 1
verifies the CRC 1 User Code Flash

[Code Certificate

OEM_BL

)
CRC Code
OEM_BL — Certificate
Header
TLV Length
CRC of
OEM_BL
—

(e.g. oem_bl.rec)

15. CRCT—FRBADTOF S5 VTV BIHEROEE
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15 WRHYREXaF7I27o2 ) TO5S5325TOD FSBL A

RASMCU [, £xXa72772 b TOSS3I05I2&Y, BEIEEShE7TVSr—a3 07055 LA 4
—2oNTRISI 5% R— L, EEF1T7HERETEEFA2THET7T IV r— 30 70s34L.n70
G520 %EEICLET,

LWE2HREX27I772 ) TATS52051F, FSBLOBEICAMHLLT 7T yr— 37095 L%
ERETEFET, FSBLE X777 M) TOIS IV THRAT 58, 77U —2 a3 VILFSBL %
Setting T AMEAHYET ., BELEShF-A A—CHAMCUIZTAYTSLEh=%, Uty FE2ETTSHE0
[ICFSBLZEEILET, EXa7 779 ) TOISI V0 5RICTNARAEBELTFSBLEA 7129 %1
[&. MCU Initialize Device A% > FZETLET . (R23DESICRFPZFERALET), FFMITDOULNTIEL,
A—H—XTZaFIL N—F9xF7HRODEXaT7IF7HOR)TOTSIUTESBLTLCESL,
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2. BEEShE=8RTa553I045E HMAC-SHA256 T—rTFEVAML—Y3 Y
€Y arTIEH, BASAERRTIOISI VS EHMAC T— FOREOFIEZHBALET, 4H.
AKAMAPNZIZUTHRBELTHY.,. ChoFxFRALE-OEXZRLTHWET,

blinky_hmac_boot_ra8m1.zip
blinky_crc_boot_ra8m1.zip

Root of Trust Z B AT 3 FE(EX, 7TV 5— 3>/ — bk R11AN0496 THHASATWSAtEXaT7X—a
ST arTatRESKDEBANDHASDT, BEIZIG L TRIIANMAGS DY a vESBLTLE
LY,

2.1 ECCsecp256rl ¥—R7 2ty FDO#fE

AIDEY L a THBALEKLSIZ, Y RXFT LM Chain of Trust ##E$ 5(21% 2 v D ECC secp256rl
F—R7HIBETY, COF7TVr—2307015 FTIE, OpenSSL 2FRALTHF—R7Z2EHT S
FEMNTRENTLET, 512, NIST CAVP ECDSA TR kRS 4 %{# > T Chain of Trust 218%£3 5 5%
LHBAIATULET,

2.1.1 OpenSSL #HEALT= ECC XF—R7DER

FHfi A PC @ OS A Linux DIZE(E. RD') > h 5 OpenSSL ZHIGTEET:
https://www.openssl.org/source

Windows DE&EIE, RDY VUM OpenSSL #lB\TEET:
https://slproweb.com/products/Win320penSSL.html

OpenSSLMDAHvO— K&, A1 YA F—JLL, A3 RT7AOVT D \bin THILFIZEELET,
LUTMa< > KT OEMRoot Key Pair ZEBLET, :

C:\Program Files\OpenSSL-Win64\bin>openssl ecparam -name prime256vl -genkey -noout -
out c:\RA8 FSBL\openssl keys\oem root private key.pem

LUT®Ma< > KT OEM Root Key Pair @ Public Key #4m L E 3,

C:\Program Files\OpenSSL-Win64\bin>openssl ec -in
c:\RA8 FSBL\openssl keys\oem root private key.pem -pubout -out
c:\RA8 FSBL\openssl keys\oem root public key.pem

read EC key
writing EC key
BMLav> K&#ERALTOEM BLKey Pair /i35 ENTEZET, -

C:\Program Files\OpenSSL-Win64\bin>openssl ecparam -name prime256vl -genkey -noout -
out c:\RA8 FSBL\openssl keys\oem bl private key.pem

LUTFT®Na< > KT, OEM_BL Key Pair ® Public Key 4B L E T,

C:\Program Files\OpenSSL-Win64\bin>openssl ec -in
c:\RA8 FSBL\openssl keys\oem bl private key.pem -pubout -out
c:\RA8 FSBL\openssl keys\oem bl public key.pem

read EC key

writing EC key

R11AN0774JJ0100 Rev.1.00 Page 21 of 56
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212 ECCHF—ARFPELFENSTCAVPFR MR ADAHYA—F

COT7FT)r—2arnr7Ad Y FTIE, FSBLEFEALIZHMACIZE ST —FETEVRAML—FT 5
f=8IZ. LLF® NIST Cryptographic Algorithm Validation Program(CAVP) TR kRZ ANERINET,

NISTCAVP TR RO Z(X, UTOY VIS AHYA—KTEET, FHTDADIEIECDSARI AT
7,

Cryptographic Algorithm Validation Program | CSRC (nist.gov)

Test Vectors

Use of these test vectors does not replace validation obtained through the CAVP.

The test vectors linked below can be used to informally verify the correctness of digital signature algorithm implementations (in FIPS
186-2 and FIPS 186-4) using the validation systems listed above.

Response files (.rsp): the test vectors are properly formatted in response (.rsp) files. Vendor response files must match this format
exactly.

Intermediate results files (.txt): files with intermediate results (.txt) are supplied to help with debugging.

See the README file in each zip file for details.

[

FIPS 186-4

FIPS 186-2

16. ECDSA TR MR A

zip 774 )L 186-4ecdsatestvectors.zip ¥V VA— K&, BELTIL—VTFFRA LT 7ML
KeyPair.rsp TUUTFDARYV R ZRDIF TSN,

OEM JL— FF—ARF7H® ECC P256 secp256rl F—~R7

LUTDOARY 3 [E. OEM Root Key Pair [ICERAENET, Chlktv 23> 2.2 T Wrapped OEM Root
Public Key DERICERSNFET, -, €923 2 4 TX—IAEZERT AEICHLERSINET,

d = c9806898a0334916c860748880a541£093b57%9a901£32934d86c363c39800357

(0)74 d0720dc691aa80096ba32fedlcb97c2b620690d06de0317b8618d5ce65eb728f

Qy = 9681b517blcdal’7d0d83d335d9c4a8a9%a9%b0blb3c7106d8£3c72bc5093dc275f

OEM APP(BL)F—A~7 M ECC P256 secp256rl F+—A~7

UTFDARY ZE, OEMAPPBL)F—R7IZERAINEFEY, Thidk, €932 2.4 Ta— FiEAZEDER
THEHICERSNET,

d = 710735c8388£48c684a97bd66751cc5£5a122d6b%a%6a2dbe73662£78217446d

Ox = £6836a8add91cb182d8d258dda6680690eb724a66dc3bb60d2322565c39%e4ab?

Qy = 1£837aa32864870cb8e8d0ac2ff31f824e7beddcdbb7ad72c173ad974b289dc2
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2.2 Root of Trust MEA

B &K 512, OEM_ROOT PK®MD/\y ¥ 2 lEL R T LD Root of Trust TF, FSBLAE#IZHE > TS5
B.7TNVr—=2300T70TSTVTNREUMTAECDNYaANI P avENET,

OEM_ROOT PKI[&., RFPZERLTMCUIZA 2o arT B, LAY RXADIMY—NNEFE-T
Sy 7T BBREMNHY FF, OEM Root Public Key 5 v 79 BHilIZ. Renesas Key Wrap Service %13

L T User Factory Programming Key 25 v 79 5 FIEZERTLTL &, UFPK Sy 7D EFa ) T4

ZEBEOLTOERICDOVTIE, RIIAN04 DLUTOEI a3 vE8B LT, FATSEZEHL. LY
ADLMH—/\ED PGP EESEBEEZHILL TS,

e FEEDPGP X—RT7#H#HEMT BIZIE. Create PGP Key Pair E#SHB L Ty,
e DLMH—/\[Z&$%F BIZIX. Registration with DLM Server E#SHB L T &Ly,

e DIMHU—/N\EESILBIEEREILT BI21X. Exchange User and Renesas PGP Public Keys E% £ 8
LTLEEELY,

2.2.1 Wrapped User Factory Programming Key M4 Rk

R11AN0496 MO LDtV ¥ a3 VICE D CEETETH. RIE R11AN0496 M Wrapping the UFPK ZE# 518
LTW-UFPKZ&ERLET, F=L. COTOERPIZEFHRITAREEELFIELAWNS D2hHY FT,

F9. Wrapping the UFPK E%&H&. TDEDEY 2 3 U EHLHEIIZ. OEM Root PublicKey 1 > 2 x4
a3 DEMT Wrapped UFPK Z4 /3 5 -OICIREEZEH T HEBMZHELTLESL, TDR., D
JO—KNTRICEHTEIREREEZHTE L. R1IIAN046 [THE > T W-UFPK Z4ER LT &L,

e BENDITL—UTHFAPMDUPFKEZANT S E. DLM H—/\(W-UFPK)DOH AlX, X2 T4 TV
CUTEBREINEE—FEBRE—FPREE—PNICRLCLTEDYET, OEMIIL—+FXF—% S5 v TF
HEICDIMY—NTRIREN-F T a >V (MCUREE—FZFER)E—HBESES=6H. SKMTT
UFPK #45£ 9 BRIZIE. Overview T RA Family, RSIP-E51A Security Functions, Protected
Mode 7S 3 U EBIRL T 2L,

— R11AN0496 [Z RSIPE#:E— K& EHRT 5=, SKMTTRAZ77 3 !), RSIP-ES1AH#E—FK
#EIRTZ2VELAHY FT, FSBLERABKICHRELTOTY FE—FADEBIZTEFELL LY,

File View Help

Overview Generate UFPK Generate KUK Wrap Key TSIP UPDATE FSBL  DOTF  SFP

LENESAS
Security Key Management Tool

This tool is designed to assist in the preparation of application and Device Lifecycle Management (DLM) keys for
secure injection and update.

Keys are securely injected via a User Factory Programming Key (UFPK), which must be wrapped by the Renesas
Key Wrap Service to obtain a wrapped UFPK (W-UFPK).

Keys are securely updated via a Key-Update Key (KUK), which must be securely injected.

Please refer to the specific MCU/MPU documentation for more information about supported security features.

Select MCU/MPU and security engine :I RA Family, RSIP-E51A Security Functions and Protected Mode I—/

Please select the target MCU or MPU before continuing. ‘

17. RSIP-ESIA X )T o#eELE TR TY FE— FDER
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IWRrHYAXRAT7IY
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e RUEHT., DIMY—NEFHALTUFPK 25y 79 5158F. EE— FTIE4 <. DLMand
Protected Mode TLLTFD RASDIEBE #ZIRL T &Ly,

l DLM and Protected Mode l
Installation via a device programmer, Tor BYS OF Use Wil & Crypto APls

RAG6T2 Encryption of customer's data

RAGE1 Encryption of customer's data
RA4M2/RA4M3 Encryption of customer's data
RAA4E1 Encryption of customer's data

Compatibility Mode
Installation via the FSP Key Installation APIs, for use with the PSA Crypto APIs

RA8D1/RA8M1 Encryption of customer's data
RA6M4/RABMS5 Encryption of customer's data
RA6M1/RA6M2/RA6M3/RA6T1 Encryption of customer's data

RAG6T2 Encryption of customer's data
RA4M2/RA4M3 Encryption of customer's data

RA4M1/RA4W1 Encryption of customer's data

18. RA8SD1/RASM1 MCU #')L—F DLM &7a5F%9 FE— FOER

e  Wrapped UFPK Z4 9 - DD FIRIX. R11AN0496 THEASN TLNSELDERL T,

7TV r—3o7avcy FORKRY TIE, LLT®O UFPK & W-UFPK A9 TIZEREShTWS 2 & %

AMRE LTLET, :
ra8xl ufpk.key:the UFPK

ra8xl ufpk.key enc.key: the DLM Wrapped W-UFPK

UFPK & W-UFPK B4R &t f= 5. OEM Root Public Key @5 v E > 4'1&, R11AN0496 O Wrap an Initial
ECC Public Key with the UFPK ®/3— K ZEEE L TLVS ECC PublicKey D3 v E> S 7O+ X £ @IS

ToETNERY FE A,
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2.22 OpenSSL & SKMTCLI 4 %2 7 x—X %A L 1= Wrapped OEM Root Public Key D4R

Secure Key Management Tool(SKMT)M\f Y R b—JLE&nf=b, AV RSA V4V ROERE, \cli
THILFIZEHL, LULTOa< > FZEEAL T Wrapped OEM Root Public Key #4 B LET, CDF—
. RFPZERAL-EFa7F—A 022923070 XREFEALTMCUICBESINET,
C:\Renesas\SecurityKeyMangementTool\cli>skmt .exe /genkey /ufpk

file="C:\RA8 FSBL\ufpk\ra8xl ufpk.key" /wufpk

file="C:\RA8 FSBL\ufpk\ra8xl ufpk.key enc.key" /mcu "RA-RSIP-E51A" /keytype "OEM ROOT PK"
/filetype "rfp" /iv "S55AAS55AA55AA55AA55AASSAASSAASSAA" /key

file="C:\RA8 FSBL\openssl keys\oem root private key.pem" /output "

C:\RA8 FSBL\openssl keys\oem root pk cli.rkey"

Output File: C:\RA8 FSBL\openssl keys\oem root pk cli.rkey

UFPK: 000102030405060708090A0BOCODOEOF000102030405060708090A0B0OCODOEQF

W-UFPK: 00000000A7BF7EB27054D78E07C504291520678AATBF7EB27054D78E07C504291520678A
IV: 55AA55AA55AA55AA55AA55AA55AA55AA

Encrypted key:
E71776A79F2BFF879CE3A434C5D0AEFBAS34214518114AA89E7CAD10BD45D25623CE6710EC929971BAD200814
B6D633A670447B51347EA24EC7908C9C66AA933F7DD64E2DBDB1B831CED6OE3B1347C69B

ZOBID cem root pk cli.rkeyld. TOF7 TV r—avradzy boYrLioozy bER
—HBLBLDT, COF—ZFALLBVTIESL,
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223 SKMTGUIA >3 7 xz—R%{HEAL = Wrapped OEM Root Public Key D& RL

ZITlE. 22 322.1.2D& 512 OEM Root Public Key pair £ L T. Wrapped OEM Root Public
Key ZERLET,

SKMT #%i#2&) L Overview T RA Family, RSIP-E51A Security Functions, Protected Mode iR L F
¥, (B17 #8M), &I, SKMT D Wrap Key 2 JIZ#E& L. Key Type [Z OEM Root public Z:&{R L.
Wrapping Key(UFPK, W-UFPK)Z A AL ZE9 (X 19 28),

Overview Generate UFPK Generate KUK TSIP UPDATE FSBL  DOTF  SFP

Keys must be wrapped by the UFPK for secure injection or by the KUK for secure update.

Key Data
O DLM/AL AL2_KEY O AES 128 bits
O KUK (ORSA 2048 bits, public TDES
QECC secp256r1, public
OHMAC | SHA256-HMAC
Wrapping Key
(@ UFPK  UFPK File: C:\RAB_FSBL\ufpk\ra8x 1_ufpk.key Browse...
W-UFPK File : | C:\RAB_FSBL\ufpk\ra8x1_ufpk.key_enc.key Browse... |
19. OEM Root Public Key @5 v 7
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Key Data # 7T, OEM Root Public Key ZAHNLEY,

ﬁ Security Key Management Tool - O
File View Help

Overview Generate UFPK Generate KUK TSIP UPDATE FSBL  DOTF  SFP

Keys must be wrapped by the UFPK for secure injection or by the KUK for secure update.

O File rowse...

®Raw Qx: d0720dc691aa80096ba32fed1cb97c2b620690d06de0317b8618d5ceb5eb728f

Qy: 9681b517b1cda17d0d@3d335d9¢c4a8a9a9b0b1b3c7106d8f3c72bc5093dc2751

20. OEM Root Public Key Mgt

RIZ, HARATELTRFP ZBIRL, HAXZEEELT, 774 IULEZE[ITTH S, Generate File &%
1) w4 L. Wrapped OEM Root Public Key #4£ B L7,

ﬂ Security Key Management Tool - O *
File View Help

Overview Generate UFPK  Generate KUK | Wrap Key | TSIP UPDATE FSEL DOTF  SFP

Keys must be wrapped by the UFPK for secure injection or by the KUK for secure update.

Key Type Key Data

(IFile Browse...
®Raw Ox: d0720dc691aa80096ba32fed1cb97c2b620690d06de0317b8618d5ceb5ebT28f
Qy: 9681b517b1cdal7d0d33d335d9¢c4a8a9a%b0b1b3c7106d3f3c72bc5093dc275f
(O Random - Output File Browse...
Wrapping Key
(®) UFPK  UFPK File: CARAB_FSBL\ufpkiralx1_ufpk.key Browse...
W-UFPK File: | C\RAS_FSBL\ufpkiradx1_ufpk.key_enckey Browse...
OKUK KUK File Browse...
[\

I (® Generate random value I

(U Use specified value (16 hex bytes, big endian format) | 00112233445566772809AABBCCODEEFF

Qutput
Format : | RFP ~ NFile: || CARAB_FSBL\K2\oem_root_key.rkey I | Browse...
Address: | 10000 Key name

| I Generate file I

— —
Output File: CARAS_FSBL\K2\oem_root_key.rkey
R RRRRE304A0000TA0R0MMRBAE0BOREARAAAIL 030405060 708090 A0BOCODOECF

W-UFPK: 0D00D0002A8434CAS7D0313279389DD8F15523DB2A2434CA97D0313279389DD8F15523DB

IV: 043CBEBDOADTIFFSF3BBOFETT10671A3

Encrypted key:

85861E82DD3997BT2BABE21 AASBA404TBADAITIFTATTBOACADT1CO4B2FI3803F5A4018DDAEAL556BIDEETAFB26176
1F02B3D63060073282B820D2F7CEESS6FA2BAG3B0371C177A4BE12D3FD 158294831

OPERATION SUCCESSFUL

21. Wrapped OEM Root Public Key D& gL
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Z @ Wrapped OEM Root Public Key(oem root key.rkey)ld. YR T LFHEZEFICT H=HIZRESh
TWEYT, D Root Public Key ¥ —H LU a— FIERAEDERIZERAINTLWSEEICHERTEET,

F1=. [ L Root Public Key

2.3 HMAC-SHA256 T— rZFRIZL71=Blinky 77T r—< a D O#lE

#H. FSBL (First Stage Boot Loader) #HMIZLTIT—+#1T55E. £9 FSBL A&7 OEM_BL
(Original Equipment Manufacturer Boot Loader) Z#Bi%LE 9, OEM_BLMNELRIZTRX S TH L.
FSBLZARZTHIENTEET,

ICreate a New Project for Blinky] [CEE&E SN TL S & 512, blinky_hmac_boot_ra8ml &WLV\5 7RSS
bllE. RABML D RTOS H#7/R— R L TR SN TULVET, T7+J)L L TIX. Trust Zone DERFFEH
TNV TERETHEMZLE>TLET,

FSBL®D 7R/ T 1 (&, Setting [CEDVWTHEBRIATWET, 7IUSr—2a DTN\ T &#ERIZT B
OIZ, VIEDzT7UEY MOTA—TYITRITTREUNAE— I LDEIRIEFIZFSBL R¥ Y THE
MZHELOTWET, SBIZ, APV FMEIIS—LAR—FRARFELTR—FPIO7TEVEZFERALTHY
#EAIREE T Low IZ Setting L TWWT., FSBLAT— FkBBFIZAR— k PLO7 E> & High 12§52 EMTEE
T, e2studioDH 2T )INTOD Y FTIEFSBLAEMIZHDTWETAH, e?studo TFTUyr—arAa
A—=TUME A= RFENTF-RICIEFSBLIEERIZKEY FHA, FSBLIIREBIDERY A V7 IILRIZOHEM
IZRYES,

YEAEN1E TBRIC FSBL WE®ZA > TLVSBE MCU [, MCU Initialize <> FEETL, T—+r7 7Y
r—2avIiRJSLEERLT, AT aVvEEAERYICHIBREFEDFSBL & FS R Y —2 D Setting
FHELET, ChiE. LRPRTINS RN—TFT 423 I1:—T % (RDPM)(e?studio IZHRA T4 T TS >
Ab=LENTWET, )ELIIRFPEFERALTERERTEET,

e?studio ##&) L 1= 5. Run -> Renesas Debug Tools -> Renesas Device Partition Manager %#3&iR L
T. RDPM ZEFTEEY,

EK-RASML Tl&. TI4 /L kD T+ /8 Setting T SCl T— FE— KAEMIZH->TEY . SCHEEMNTA
VTA V=TI RITHEESNTWEYT, RDPM AT HEE. SClA 2T —X, SWDA 57T
I—ADVWTIMEBIRTEET,

LTOEERTIX, SCl4 V2 71 —ANRBIRSATUHET,
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8 Renesas Device Partition Manager m] X

Action
Read current device information Change debuqg state
Set TrustZone secure / non-secure boundaries Inmalnze device back to factory defaultl
Target MCU connection: J-Link v
Connection Type: scl v
Emulator Connection: Serial No v

Serial No/IP Address:

Debugger supply voltage (V): 0

Connection Speed (bps for 5CI, Hz for SWD): 9600

Debug state to change to: Secure Software Development
Memaory partition sizes

[JUse Renesas Partition Data file

Code Flash Secure (KB)
Code Flash NSC (KB)
Data Flash Secure (KB)
SRAM Secure (KB)

SRAM NSC (KB)

[J Command line tool:

C:\Users\a5099044\.eclipse\com.renesas.platform_865760450\DebugComp\RA\DevicePartitionManager\Ren:

ePartitionManagerCmd.exe Browse.

Display errorsin  : English

Connecting...
Loading library 1 SUCCESSFUL!
Establishing connection : SUCCESSFUL!
Checking the device's TrustZone type  : SUCCESSFUL!
CONMNECTED.

Initializing device and rolling back Protection Level to PL2...
SUCCESSFUL!

Disconnecting...

DISCONNECTED.

Connection SUCCESSFUL!
Device initialization : SUCCESSFUL!

? Import Export Close

22. RDPM #{#HMH L 1= MCU O #1111t

23 (. RFP #FALTTNA RZPILT B EZBIRTHaAT U FERLET,

. m Boot Firmware Wersion: 3632
File | [larget Device [jHelp Device Unique 10 4EABIEG4GER4EIRI0G034262D 147124
Operati Read Device Information ' gs:,';:@?:fé UOSEM FL?
P 29 Current Authentication Level: AL2
Read Memory... ;\[% Eey ?jecuun. Hu
= ey Injectian: Mo
Py Read Flash Options RMA Key Injection: No
Erasing the target device
| I Initialize Device I | Setting the tareet device
DLM Transition... Disconnecting the ool
iOperation completed.

23. RFP #{EMA L - MCU O #I#i{t

TNARENPELI-ER. UTOFIEIZ->THEOH>TLTOD Y FEELFL,
A

LTLES

A
i
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blinky 7AY x4 bk blinky hmac _boot ra8ml #T—49 AR—XIZA vR— kL.
configuration.xml 274 EBEET, £ L T Generate Project Contentl] P UvILET,
RIZ, MicroUSB 7 —JJ)LZFERAL T, J10123% % J-Link OB USB ZFH{fi’R— F®D USB IZ#E# L E T
blinky 7AY x4 b (blinky hmac boot ra8ml) ZEI FLTEITL. TOBELZHERLET,

o IVUNALHERIE. V3024 Ta—FiIHEDERICERINET,

e 3DMDLEDAERKLET,

arm-none-eabi-size --format=berkeley "blinky hmac_boot_radml.elf™
text data bss dec hex filename
11576 a2 2228 13888 3648 blinky_hmac_boot_radml.elf

15:53:29 Build Finished. @ errors, 8 warnings. (tocok 396ms)

24, FSBL HMAC 7— r®EG® Blinky 7R H b+
Tera Term &, sR—L— b % 115200 IZ Setting LE T,

Tera Term: Serial port setup and connection X
Port: COM6 v .
New setting

Speed: 115200 v

L Cancel

Parity: none v

Stop bits: 1 bit v Help

Flow control: none v

Transmit delay

D msecfchar D msecfline

Device Friendly Name: JLink CDC UART Port (COMB)

Device Instance ID: USBYVID_1366&PID_1024&8MI_0016&2B18
Device Manufacturer: SEGGER

Provider Name: SEGGER

Driver Date: 6-6-2019

Driver Version: 1.34.0.44950

< >

25. Tera Term @ Setting

New setting 22 J w2 L. AYY—I)ITUTOHENZHEZELETS, FSBLOL PR Setting, 7— MAIE
LiR—k, HMACH A DT X FOHAITEELTLZE W, HODEKREZERT SICE., 21— —X<v=a
FIL N—F2I17HDLIORAATER., I— FEHAEOREE 12)ZSB L T L&, FSBLIEFEEARIC
O TWEWLDT, version num oem bl 74 —JLRIF 0, &4 PR MEEIL OXFF IR Y £,
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"Running the blinky application (FSBL enabled with HMAC verification)>.

The Red, Blue and Green LEDs should be blinking.
The current setting of the FSBL registers:

FSBLCTRL@ LLLLLAR
IFSBLCTRL1 | FEFFFEFF
i FEFEFFEF
A2AB6080
n2ranann
220010600
FEFEFFEF
ICFGDLOCK . CFGD® . CFGD_H FEFEFFEF
ICFGDLOCK . CFGD® . CFGD_H FEFEEFEF
ICFGDLOCK . CFGD1 .CFGD_H FEFEEFEF
ICFGDLOCK . CFGD1 . CFGD_H FEFEEEES
ICFGDLOCK . CFGD2 OB f £ F

The current output of the boot measurement report:

p_report—>sha256_oem_bl_fshlctrl1[@:15]1:
06.P0.00,.90.00,.00.90.00.00,.00,.00,.00.00.00.00,.00.
p_report—>sha256_oem_bl_fshlctrli[16:311:

0 .00,.00.00.00,00,.00,00,00,.00,00,.00,00,.00,.00,00,
p_report—>signer_id[B:151:
06.90,.00,.00.00,.00,.90.00,.00.00,.00.00.00.00.00,.00.
p_report—>signer_id[16:311:

nane
The digest value of the application image and the code certificate:

EFEFFEFEFFFEFEFFEFEFFF R FF A FFEFEFFEFFEFFFFFFFFFFFFFFF

26. HMAC 7— k@ J-Link a>yY—IHEAH

MCU IZ Power-ON v kA FE{TEN B &, FSBL A#EEI L F 3 AV, Root of Trust & 3 — FEEBAZE A MCU
27055 LEINTULEWSH, blinky (FRBEILELKBYET, 7TV —2 3 VEERISEHT 51-0IC
(. PORMFEITESNBRHIIZ OEM_ROOT PKZEA x4 3L, F—BAELO— FIEAZZIETRL

F9, COTAERIZODNTIK, UBOEI a3 v THRBELEST, 293232 2.6 TlE, FSBLEZARICL
T77V—2 3BT HIAEICOVTHLLEBALET,

R11AN0774JJ0100 Rev.1.00 Page 31 of 56
Nov.13.24 RENESAS




IAFHRRAT7 I
RA8 77 —RMAT—UJ—brO—45%FoE=7TU5r—2 3 0 DORHE

2.4 MCUOEM BL ZYFAO—)LINv I HH U2 EORS

9232133 THALIZLSIZ, HMAC 7— FRAODI— FEEREICZE, 1~64 EFTOEEDA A —DN
— 23 DIA—ILEEEDIBRERHYET, CDA A—SN—2a30BSE,. A TVavEEAETYN
D OEM BLOTZvFA—I)LINY I A28 n(n=0,1)EMEIEND 2 DD L PR ICKEMICRESNETD,
(COLPREADEUMEIZDOWNTIER 2 #3H8)

6.2.25 ARC_OEMBLnN : Anti-Rollback Counter for OEMBL (n =0, 1)

Base address: 0x2703_0000
Offset address: 0x878 +0x004 xn (n=0, 1)

Bit position: 31 0

Bit field: ARC_OEMBL[32 xn +31:32xn]
Value after reset: User setting"!
Bit Symbol Function RW
31:0 ARC_OEMBL[32°n | Anti-Rollback Counter for OEM_BL Application RW
+31:32n)

The counter value is obtained by arranging the read values from the upper register (n = 1)
to the lower register (n = 0).
See section 52.12.5. Anti-Rollback Counter for detail

Note 1. The value in a blank product is 0x0. It is set to the value written by your application

27. OEMBLO7ZYFA—ILiIAvH Ao A

A A= N=DaVvBEBEINS 2DODO LR RIS NEETEEL., BREWETHS I LITE
BELTLESW, COAIVAD0HEDEMZOVTIE, 2—HF—XAX=Za7IL N—FIxz7#H €U 3
UBI125FUFA—INY I IV EAESBLTLESWN, 8@G~A0T053305d%, I—+77Y
=307 09SLDHFNZDAIVRIZTATSLTEIENTEET, EXRNIC, 7TUH5— 3y
DEHLENT H-UIZ, BOURIE1EY I 1% Setting LTWEET, HlELT. T/ANA XA 3 EE
FEnGE. b 700112 DDAD VA ITEMEINET, ChH6D32EY FAD 22K, 64EDT
T)r—a VvBEHICERTEET,

FFUr—2a3oFadzy Mk, SOLPRAEERARD I-Lnk RV ) TRREENRTVET,
read _arc oembl jlink script.zip #f#E L. ra8ml.bat Z¥ TV Y v I LT. ThH2D20DL
CRADEFHRHABYET, B28I12, J-Link RV Y T EETLEBEOEABIZRLTVWET, ZOFIT
. LY X% 0x27030878(ARC_OEMBLO)IE OXFFFFFFFF DEZ&REE#FL. L R4
0x2703087C(ARC_OEMBL1)[& 0x00000001 DEMNRIFENTLVET , ARC_OEMBLO & ARC_OEMBL1 L
DRAIZIEFEET 3B EY M Setting SR TWVWET, > T, A—YHRIZERTEEZ/ A—DN\—Da vk
MULEAUTTHIBLENHY FET,
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k Commander V7.92o (Compiled Nov 8 2023 15:47:59)
V7.920, compiled Nov 8 2023 15:46:12

J-Link Command File read successfully.

Processing script file.

J-Link>device R7FASM1AH

J-Link connection not established yet but required for command.
Connecting to J-Link via USB...0.K.

Firmware: J-Link OB-RA4M2 compiled Oct 3@ 2023 12:13:20
Hardware version: Vi.ee

J-Link uptime (since boot): ©d 18h 87m 36s

IS/N: 1082859018

USB speed mode: Full speed (12 MBit/s)

VTref=3.308V

J-Link>speed 12000

Selecting 12000 kHz as target interface speed

J-Link>if swd

Selecting SWD as current target interface.

J-Link>Mem32 @x27030878 1

Target connection not established yet but required for command.
Device "R7FASMIAH" selected.

Connecting to target via SWD
ConfigTargetSettings() start
Configuring FlashDLNoRMWThreshold=@x2@@ in order to make sure that option bytes programming is done via read-modify-write
IConfigTargetSettings() end - Took 147us
InitTarget() start
Identifying target device...
ISWD selected. Executing JTAG -> SWD switching sequence.. .
Initializing DAP...
DAP initialized successfully.
Determining TrustZone configuration...
Secure Debug: Enabled (SSD)
Determining currently configured transfer type by reading the AHB-AP CSW register.
--> Correct transfer type configured. Done.
InitTarget() end - Took 5.72ms
Found SW-DP with ID ©x6BA@2477
DPIDR: ©x6BA@2477
CoreSight SoC-400 or earlier
Scanning AP map to find all available APs
AP[2]: Stopped AP scan as end of AP map has been reached
AP[@]: AHB-AP (IDR: ©x84776001)
AP[1]: APB-AP (IDR: ©x54776092)
Iterating through AP map to find AHB-AP to use
AP[@]: Core found
AP[@]: AHB-AP ROM base: ©xEGOFEG@0
ICPUID register: ©x410FD232. Implementer code: ©x41 (ARM)
Feature set: Mainline
Cache: L1 I/D-cache present
Found Cortex-M85 r@p2, Little endian.
FPUnit: 8 code (BP) slots and © literal slots
Security extension: implemented
ISecure debug: enabled
CoreSight components:
ROMTb1[@] @ E@eFEees
[e][e]: EeeFFeee CID B18516eD ©00BB4D4 ROM Table
ROMTb1[1] @ EGOFFees
[1][e]: EeeeEeee B105966eD ©08BBD23 DEVARCH 47702Ae4 DEVTYPE ?
[1]1[1]: Eeee01660 B165%8eD ©eeBBD23 DEVARCH 47711A@2 DEVTYPE DWT
[1]1[2]: Eeee2ee0 B1e59eeD ©00BBD23 DEVARCH 47701A@3 DEVTYPE FPB
[1][3]: Eeeeeeee B10596eD ©08BBD23 DEVARCH 47701A@1 DEVTYPE I™
[1]1[5]: Eee41660 B1e5%eeD ©02BBD23 DEVARCH 47754A13 DEVTYPE ETM
[1][6]: Eeee3eee B1e59eeD ©0eBBD23 DEVARCH 47700A06 DEVTYPE 2?
[1][7]: Eee42e@e00 B10598eD ©e8BBD23 DEVARCH 47701A14 DEVTYPE CSseee-CTI
[e]1[1]: Eee4eeee B105966D ©00BBD23 DEVARCH ©6eeeeee DEVTYPE TPIU
I-Cache L1: 16 KB, 256 Sets, 32 Bytes/Line, 2-Way
D-Cache L1: 16 KB, 128 Sets, 32 Bytes/Line, 4-Way
Memory zones:
Zone: "Default" Description: Default access mode
Cortex-M85 identified.
27030878 = FFFFFFFF
J-Link>Mem32 6x2763687C 1
2703087C = ©@oe0eol
J-Link>rx 1@@
Reset delay: 16@ ms
Reset type NORMAL: Resets core & peripherals via SYSRESETREQ & VECTRESET bit.
Reset: ARMvBM core with Security Extension enabled detected.
Reset: Halt core after reset via DEMCR.VC_CORERESET.
Reset: Reset device via AIRCR.SYSRESETREQ.
J-Link>g
Memory map 'after startup completion point' is active

Script processing completed.

B 28. J-Link A% 1) FkI<&kd ARC OEMBL LY REZMY)—FK
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25 REIAELO— FEIBHAEOER

ALRD &K 512, HMAC-SHA256 R—RANDT—hA T3> Tlk, BEa— FIERAEZERT SHICE. 2 Y
k@ ECC-P256 secp256rl D AR L MEZERIAIDETT, COEY 3 VTIE 2D2OTEVRML—Y 3
VEREBLTOLDEY, X2 )T 0BEMNL, FIRSNREESZYR— FMIFERALGLTLIZEL,

e OpenSSL & SKMTaAX Y RSA A3 —T A RADER
e NISTRHALESKMTGUIA V42 T71—ADEA

251 OpenSSL & SKMTaARY R34 M1 V83—TJ 4 XADOEH
BLO— FEBAZEEZERT BICIE. WOMDTA/IT 1 % Setting T 2LELHY ET,

e A#A:/loadaddr FFUH—L3vODA—KT7 KFLZR,
e AJA:/ocembl size OEM_BL ®H# 4 X,

e AHN:/ver FTUT—2320DN—232, URIZFSBLENLTHWA—=D 3007 T 5—
avhHEEHLE- MCUDEE., XON—Ca3vEdEYanW—Ca v THhABRERAHY ET,
N=2 a3 0BSE, £EHENS 30— FIHAEZEICEFTFNFEIT (K 128 H8), ZOFITIX 3 (< Setting
nTHEY. ARM_OEMBLN DIEA 0, 1. 2DEEICERATEET,

o AM/cfsize HRATEITNARADIA—FIFvIaHAX,
o AN/oembl FFU—av N4+,
e AN:/oemroot private OEM_ROOT_SK,

e AMN:/oembl private OEM_BL_ROOT_SK,
e HWH:/output codecert. /output keycert ¥—ifBiE & a— FREAE,

aAvYYU R4 2 FO%&BRE. \SecurityKeyMangementTool\cli Z#IWFIZHBEHL., UTOaATU FE
EALTRED— NERBEERLET. J7 M LOBFEBEIHCTEEL T LS,
C:\Renesas\SecurityKeyMangementTool\cli>skmt .exe /gencert /mode "signature" /loadaddr "02000000"
/oembl size "8000" /cfsize "2000000" /ver "3" /oembl

"C:\RA8_FSBL\fsp v510\blinky hmac boot ra8ml\Debug\blinky hmac boot ra8ml.srec"

/oembl private file="C:\RA8 FSBL\openssl keys\oem bl private key.pem" /oemroot private
file="C:\RA8 FSBL\openssl keys\oem root private key.pem" /output codecert

"C:\RA8 FSBL\openssl keys\blinky hmac openssl ccert.bin" /output keycert
"C:\RA8_FSBL\openssl keys\blinky hmac openssl kcert.bin"

Output File: C:\RA8 FSBL\openssl keys\blinky hmac_ openssl kcert.bin

Output File: C:\RA8 FSBL\openssl keys\blinky hmac openssl ccert.bin

252 NISTECCOF—ARF7&ESKMTGUIAM 2 7 x—ADEH

DY avTIE, MAZOEREHAT51=HIC, 7232 2.1.2 TREESII= NIST CAVP ECC
secp25rl N2y FDF—RT7EFALET, F—La—FIERAEZEZERT SO, F—RT7DTS54
R— b X—ER L 2HAF—HHIDOEAZ SKMT [CIRET ILENHY ET,

SKMT GUI Z#28) L £9, Overview T. RA Family, RIP-E51A Security Functions, Protected Mode %
BRLET,

RIZ, €923 2 1 TERESNTzsrec T7AIUVEEIRL, 7TV r—2aoDN—C 3V EEHELET
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Security Key Management Tool
File View Help

Overview Generate UFPK Generate KUK Wrap Key TSIP UPDATE | FSBL  |DOTF  SFP

The First Stage Bootloader supports multiple use cases for checking application code, such as an OEM
Bootloader, for authenticity and/or integrity prior to programming and prior to execution.
Please refer to device-specific documentation for complete descriptions of all use cases.

OEM Bootloader Image :

Programming Verification Method :| Image Version :
O CRC

29. ZTVHr—230EN—C 3 0BEBDER

29 DESITA A—=DN—V a3 VEEE, O— FIEAZICRESINET, €923 1.3.3 THALREEK
ST, FATNEZN—D 3 VEBE1~64THY . BHAA—DERETAT S LENTVE A A—D &Y
IHFLWLWANA—3 0 THEIRENHY ET, FSBL HMAC R—XD T— WO TETT RBE. 1 A—2

IN—T 3 Il 112 Setting TEEY,
FSBL R— < T OEM Root key % Setting LZE 9,

1ky_hmac_boot_ra8m1\Debudhblinky_hmac_boot_ra8m1.srec] ' Browse...

Certificates | OEM Root Keys] OEM Bootloader Keys
OEM Root Private Key

O File Browse...
I@ Raw | c9806898a0334916¢8607488802541093b579a0b 1£32934d86c363¢39800357 I

OEM Root Public Key

O File Browse...
@ Raw Qx: | d0720dc6912a80096ba32fed1cb7c2b620690d06de0317b8618d5ceb5ebT28f
Qy: | 9681b517b1cda17d0d83d335d9c4aB8a9a9b0b1b3c7106d8f3c72bc5093dc275F
30. OEM JL— kF—miR
-, —_— >
RIZ, OEM F—hrO—FF—ZRHLET,
Certificates OEM Root Keysy OEM Bootloader Keys
QEM Bootloader Private Key
File Browse.
@ Raw | 7]0735c8388f48c63459?bd66?51cchSa]ZZdEanQEaZdhe?SﬁﬁlﬂSZ]'."446d|
[
(O Random - Output File Browse...
QEM Bootloader Public Key
File Browse...
(® Raw Qx: | f6836a8add91ch182d8d258ddab680690eb724a66dc3bb60d2322565¢39e4abg
Qy: | 1f837a232864870ch8e8d0ac2ff31f824e7beddcabb7ad72c 173ad974b289d 2

31. OEM 7— rO—4#%—0ni2H
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RIZ. Certificates # TIZ#81 L. ¥—iIBAE L O— FIIAED LRI L BRI EE L. Generate File(s)%
9w LET, F—HEELa— FIIAENER ST T,

OEM Root Keys OEM Bootloader Keys
Code Flash Start Address (hex) :

Device Code Flash Size: 2MB v

(If exact size option is not available, select the next lower size)
OEM Bootloader Size:

b Calculate automatically I

(O Enter manually (hex)

Key Certificate : |\B_FSBL\K2\oem_root_key_and_cert blinky_hmac_boot_ra8m1_key_cert.bin] | Browse...

Code Certificate : | S_FSBL\KZ\oem_root_key_and_certslblinky_hmac_boot_raSm1_code_cert.bir|| Browse...

Generate File(s)

Output File: C:\RAB_FSBL\K2\oem_root_key_and_certs]blinky_hmac_boot_ra8m1_key_cert.bin
Output File: C:\RA8_FSBL\K2\oem_root_key_and_certs]blinky_hmac_boot_ra8m1_code_cert.bin
OPERATION SUCCESSFUL

32. F—&a— FiIABOER
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SKMT [ZAEBEIIZ NISTARY FILEHATEE T, Chld. Random — Output File Z:EiR9I 5 & THEE
T,

E Security Key Management Tool
File View Help
Overview Generate UFPK Generate KUK Wrap Key TSIP UPDATE FSBL  DOTF  SFP

The First Stage Bootloader supports multiple use cases for checking application code, such as an OEM
Bootloader, for authenticity and/or integrity prior to programming and prier to execution.
Please refer to device-specific documentation for complete descriptions of all use cases.

OEM Bootloader Image : 1ky_hmac_boot_ra8m1\Debug\blinky_hmac_boot_ra8m1.srec | | Browse...

Programming Verification Method : @) Signature  Image Version : | 32 ‘
OCRC

Certificates OEM Root Keys OEM Bootloader Keys
OEM Bootloader Private Key

OFile Browse.
ORaw
(® Random - Output File C:\RA8_FSBL\K2\oem_root_key_and_certs\oembl_private.key Browse...

OEM Bootloader Public Key
File
Ra

Generate File(s)

Qutput File: C:\RAB_FSBL\K2\oem_root_key_and_certs\oembl_private_private.key
Qutput File: C:\RA8_FSBL\K2\oem_root_key_and_certs\oembl_private_public key

Output File: C:\RA8_FSBL\K2\oem_root_key_and_certs\blinky_hmac_boot_ra8m1_key_cert.bin
Output File: C:\RA8_FSBL\K2\oem_root_key_and_certs\blinky_hmac_boot_ra8m1_code_cert.bin

OPERATION SUCCESSFUL v

33. SKMTICRESNTI=NISTTR FRY MLOH A

32, B33 CEMEIN-HREIF, COF7TVr—a327asz) FTHESATWStOREICHER
TEFET,

SKMTV1.05(ZlE, 41 A—UN\—2 3264 TCaO—RIBAZEZAERTELRLWNIDRHEZEITEELTLE
SV, A A==V AN BERENBEUTOIZT—ARTEINFET,
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File View Help

ﬂ Security Key Management Tool = ] X

Overview Generate UFPK Generate KUK Wrap Key TSIP UPDATE FSBL  DOTF  SFP

The First Stage Bootloader supports multiple use cases for checking application code, such as an OEM
Bootloader, for authenticity and/or integrity prior to programming and prior to execution.
Please refer to device-specific documentation for complete descriptions of all use cases.

OEM Bootloader Image :

Programming Verification Method : ® Signature

Certificates OEM Root Keys OEM Bootloader Keys

Code Flash Start Address (hex) : 02000000 |

Device Code Flash Size :

OEM Bootloader Size :
(@ Calculate automatically
(O Enter manually (hex)

wky_hmac_boot_ra8m1\Debug\blinky_hmac_boot_ra8m1.srec | | Browse...

Image Version :I 64 I
OCRC

2MB v

(If exact size option is not available, select the next lower size)

Key Certificate : lC:\RA8_FSBL\K2\oem_root_key_and_cens\innky_hmac_boot_uBm1_key_cer‘ Browse...

|
|

Code Certificate : l C:\RAB_FSBL\KZ\oem_root_key_and_cens\blinky_crc_boot_vaBm1_code_cert.} Browse...

Generate File(s)

OPERATION FAILED

Error: Image Version ranges from 1 to 63.

4. 4 FA—UN—

-
N

v

32 64 Ta— FEFEASERIZEE Y B SKMT v1.05 D/
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26 PBEFEMKTIOTSIV5EHMAC T—FDTEVARML—Ya Y

rfp ra8ml.zip ¥ VA—FL., ZORNBZO—DILITA L FITHELTLEEL, RIT, RFP i
BL. rfp rad8ml.rpj FAD Y bEREET, COYUTILRFP TR Y FTlE, SWDA 24T
— AN T—hrA VA T—RELTGERSN TSSO, USBY—JILEFERLTI—FE—FIZ7V &
ATEET,

LIBTIOT7 7)) 7r— 3 0T FSBLEEICHE > T AIHFES. TrustZone EHR A Setting SN TULVSHE(E.
ROEY S 3 VITEDHICT/ISA AOMHILER 23 #3W)a<v > FERTTILELHYET, ChiT&
Y. BT FSBL &RE° TrustZone X EMHIBRLE T,

RIZ. RFPEFEHALTMCUIZ7Z TS —oavESdooO0— KL, 7IVr—2a U35 T 50D
IIEREFRHLET . 75922 ToavnTAd5205%&EL T, W OODEREEEHRA MCU 124
oz avENFET (V313455 UTOEERED Setting Sh TSI & ZfERL.
LUBID7 TVr—avEEEL, HILWFZ TUSy—2a3 0w 800 —KRLT, 725vyiaxroavs
oS5 LLET,

Operation Block Settings Flash Options Connect Settings Unique Code

Command Erase Options
— Erase Selected Blocks v
Program Program & Verfy Options
Verfy [[] Erase Before Program
Verify by reading the device
Program Flash Options : L
Verify Flash Options
[[] Checksum
Checksum Type
CRC-32 method
Fill with OxFF
[[] Code Area / User Boot Area Eror Settings
[] Data Area [ Enable address check of program file

35. Bp{FERE DHERL
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o

MCUIZTAaYTSLTE7 I r— a3 v I 74 ILEERLET,

File  Target Device Help

| Operation Operation Settings  Block Settings  Flash Options  Connect Settings  Unique Code

Project Information
Current Project: fp_ra8x1.mpj
Microcontroller: R7FABM1AHECBD

Program and User Key Files

n Add/Remove Files...

o | |

& File Details —

| Add Fiefs)... [I Remove Selected Fiels)

X

File Mame Type Address/Offset

CARAB_FSBL'sp_v510%blinky_hmac_boot_ralm14Debugblinky_hmac_boot_ra8m1.srec

iT=Tal=TaTatalaTaTaTall

Flash Options

36. 7FUr—arraozy FEER

£% 7 T OEM Root Public Key, Code Certificate, Key Certificate % Setting LE 3,

File Target Device Help
Operation Settings Block Settings onnect Settings  Unique Code
e N No ~
No
No
Disable LCK_B transition No
v Confi ion Data Lock Bit
Set Option Do Nothing
Lock bits
v Anti-Rollback Settings
Set Option
ARCLS
ARCCS
v OEM Root Public Key
Set Option Set
OEM Root Public Key File 1 C:\RA8_FSBL\K2\oem_root_key rkey
Disable Rewriting ™o
v Certificate
Set Option Set
Verification Method Signature
Code Certificate _certs\blinky_hmac_boot_ra8m1_code_cert birj ...
Key Certificate C:\RA8_FSBL\K2\oem_root_key_and_certs\blink) v
[Config Area 1] 0x0300A100 - 0x0300A11F  size: 32 ~
[Config Area 1] 0x03004130 - 0x0300A13F  size: 16
[Config Area 2] 0x0300A4200 - 0x0300A2CF  size : 208
[Pmdin Avms 41 NLAINONNON — NLATINONOED i 00

37. OEM JL— b F— L FEEAE D Setting
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Z Z T Operation 2 JIZHEIL, Start K2 %91 v Y LET, RFP L SREC /55 SACCO LY R A EE
FARY ., BRINFAETY T FLRICO—FEAEEZ OIS LLET, FSBLIZO— FIIEAZED/N\—
AVBBSELBL, N—Ca BEDOALHFHLIFNILOEM BLORBIZFHEDHTT, RIANRIT S L.
OEMHMAC 54 Pz X A O— FIEAZDHZDEEHIZT OIS LEINhFET, ROBERKZRAY A VLT,
FSBLIZREINFA I A MEFSBLAFHELESA PR MEFERALTTZ IV r— 3 U %B5EL.
MBS 2E. HFILWTZTUS—2 3 oniE8L., 320 LED AERT 21E9 TY,

File Target Device Help

on Settings Block Settings Flash Options Connect Settings Unique Code

Project Information

Current Project fp_ra8x1.mj

Microcontroller: R7FASM1AHECBD
Program and User Key Files

o3 \RAB_FSBL\!sp_v51O\bH*yThnac_bootTra&n1\Debug\birkthac:bootTra&n1 srec

CRC-32: 91843183 Add/Remove Files.
Command

Erase >> Program >> Verify >> Program Flash Options >> Verify Flash Options

nfig Area X = Ux ATIF  size L]
[Config Area 1] 0x0300A130 - 0x0300A13F  size: 16

[Config Area 2] 0x0300A200 - 0x0300A2CF  size : 208
[Config Area 4] 0x27030080 - 0x2703036F  size : 736

Verifying data
[Config Area 1] 0x0300A100 - 0x0300A11F  size : 32
[Config Area 1] 0x0300A130 - 0x0300A13F  size: 16
[Config Area 2] 0x0300A200 - 0x0300A2CF  size : 208]
[Config Area 4] 0x27030080 - 0x2703035F  size : 736
Setting the target device

Disconnecting the tool
Operation completed

Clear status and message |

38. HMAC SHA2-256 BIEIZE I 7T Ur—>a VOEFHHEY

EBICHNT S E, JLink IV VY—ILIEUTOX S BHEHREHAILES . version num cem bl &4 *—
CHEATIRAME XY FORELETOTSLEN7 T r—2avIZk>TEBYET,
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|
tRunning the blinky application (FSBL enahled with HMAC verification).

ihe Red,. Blue and Green LEDs should bhe blinking.

The current setting of the FSBL registers:

FSBLCTRL® : fffffedd
FSBLCTRL1 : FFEFEFEF
IFSBLCTRL2 fffffel?
SACCH 820806080
SACC1 2008000
22801080

2e22a5a8

.CFGDA.CFGD_H fEEFEFEF
fEEFEFEF

FEEFEFEF

= FFEFEFEF

ICFGDLOCK .CFGD2 : BOBOffFff

The current output of the boot measurement report:

p_report—>sha256_oem_bl_fshlctr11[B:151:
?h.1b,3f.c3,a0.8%.07.e0.8h,.88,.a4,16.42,.f7.1a,060,
p_report—>sha256_oem_bl_fshlctrli[16:311:
a@,.%c,ed.4b,.c1,9%,.3e.78,ea,.1d,9f,.67,.54,ea,.78,ec,
p_report—>signer_id[B:151:
48.19,.7c.99.78.49.9f ,ef ,a2,.ce.b6d.el.a?,d?.3f,.b?.
p_report—>signer_id[16:311:
7h.1e,43.29,£7,.45,09.84,1d,6%,.ab,.a5,16,a6.608,73,
p_report—>version_num_oem_hbl:

(5153

The digest value of the application image and the code certificate:

a2ch8836339332cBh?97ddda6946742f a27h478c2hae27h15c8385976462a101

39. HMAC T— k® J-Link AV —IHA

HMAC 7— FDXBIZBZICIBETEFET, TTR2D&KSITTNANA RZ0HEL. £V a 26 DF
IEZETLET, =L, BE2E=7IUSr— 3 oA 4=, BIZIECRCT—ra—FD/NAF 1A 4
—CPEHINIZHMAC J—ba—FZEEET I ELEEBEETT, WThDFEH. RI3BDORFP JOY
SIVUTIEFEKRBL, T5—LAR—r&ELTPL07 EVAVHIGhIZHY . FREBED LED AR LET .
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3. CRCFIVHECRCT—FTFEVRIML=Y3uBIBATATSEIVY

CRC J— h+ZxERATIESE. JAYFSI 5, MCU Uty FMEDBEETHIZC CRCI2EEEFTvY
NETEIhET,

3.1 CRCJ—hkFSBL Z@RAL=blinky H>oFTod sy Ml

blinky 4> FJLFBA T x4 b blinky crc boot ra8ml [&. B 40 M & 512 FSBL Execution Mode %
CRC boot and report measurement [CE#H 3 52 & TERENET, ALK IS—LHR—rELTHR—F
P107 EVHMERASINET, 512, JLinka>Y—LAvytE—I[ECRC T— FE—FERTLIICEFHS
nEY,

blinky crc boot ra8ml ZT—% AR—XI[IA UR— kL. configuration.xml Z 74 JILEEITL
T. Generate Project Content €2 v LEY, blinky 7AY 14 F(blinky crc_boot_ra8ml)&E
IWRLTETL, TORKELZHERLET,

o IOAUNAIILEERIZ. Y3232 Ta— FEIAZEDOERKIZERASNET,
e 3DMLEDAERLTWSIXT TY,

v First Stage Bootloader (FSBL)
v FSBL Control 0 (FSBLCTRLO)
FSBLEN Enabled
FSBLSKIPSW Enabled
FSBLSKIPDS Enabled

FSBLCLK 240 MHz
v FSBL Control 1 (FSBLCTRL1)

FSBLEXMDFSBLEN CRC boot with report measurement
v FSBL Control 2 (FSBLCTRL2)

PORTPN PORTAO7

poRTaN
v Code Certificates (SACCn)

SACCO 0x2006000

SACC1 0x2000000

FSBL Measurement Report Address (SAMR) 0x22001000

B 40. CRC 7— FE® FSBL &5
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25 M &k 512 TeraTerm % Setting L. RD TeraTerm DHAZHEZE L TLZE, O— FEEAZEILES
TOTSLENTWEWLDT, CRCOHEAIFTRTOXFFIZHYET, £z, 4 A—DN—D 3 UiERIE
CRC 7— FTHREAINGLDT, version num oem bl DHAFTATOTY,

|
IRunning the blinky application (FSBL enabled with CRC verification).

The Red, Blue and Green LEDs should bhe blinking.
The current setting of the FSBL registers:

IFSBLCTRLO

CFGDLOCK.CFGDA.CFGD_H :
ICFGDLOCK.CFGDA.CFGD_H :
ICFGDLOCK.CFGD1 .CFGD_H :
ICFGDLOCK.CFGD1 .CFGD_H :
ICFGDLOCK . CFGD2 H

The current output of the hoot measurement report:

p_report—>sha256_oem_bhl_fshlcterll[B:151:
¥0.060.080,.00,.00,.00,.00,.00,.00,00.60,.00,00,00.0808,.80.
p_report—>sha256_oem_bhl_fshlctrli[16:311:
¥0.00.00,.00,.00,.00.00,.00,00,.00.60.600,.00,.00.00.60.
p_report—>signer_id[B:151]1:
¥0.60,.060,00,00,.60,00,00,00,008.60.00,00,00,.6008,.608,
p_report—>signer_idl[16:311:
¥8.60,.680,00,00,.60,.00,.00,00,08.60.00,00,00,.08.68.
p_report—>version_num_oem_hl:

l5ls L]

The CRC value of the application image:

FEFEFFEEF

41, CRCT—FDRTTEa—7HAH

3.2 aO—FEIAEDER

CRC J— FAMI— RIEFAZEIZIZ. OEM 7 FU 5 — 3 Y OEEEN CRCHAEEN TV IRENHY F
¥, MCUYt Yy FE, BEEF T v INETESATWBES., FSBLIZZ FUS—2 320D CRC 25HE
L. RFEShTWSa—FIAZDEELLERLET,

SKMT CLI 2R L= CRC 7— FHOI— FIEBHEDER

AV RSAVFRE, SKMT\cli ZAIILFICREIL, ULTOaTY FZFERALT, 9323231 TH
mLi=7aozH MIEDSWTO—FEEBHAZEZAERKLET,

C:\Renesas\SecurityKeyMangementTool\cli>skmt .exe /gencert /mode "CRC" /loadaddr "02000000"
/oembl size "8000" /cfsize "200000" /oembl

"C:\RA8 FSBL\fsp v510\blinky crc boot ra8ml\Debug\blinky crc boot ra8ml.srec"
/output codecert

"C:\RA8 FSBL\K2\certificates\blinky crc boot ra8ml code cert.bin"

Output File: C:\RA8 FSBL\K2\certificates\blinky crc boot ra8ml code cert.bin
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SKMT GUI 2 L 1= CRC 7— FAHIa— FEEBREDER

Security Key Management Tool a d
File View Help

Overview Generate UFPK Generate KUK Wrap Key TSIP UPDATE| FSBL  |DOTF  SFP

The First Stage Bootloader supports multiple use cases for checking application code, such as an OEM
Bootloader, for authenticity and/or integrity prior to programming and prior to execution.
Please refer to device-specific documentation for complete descriptions of all use cases.

OEM Bootloader Image : [ O\blinky_crc_boot_ra8m1\Debug\blinky_crc_boot_ra8m1.srec | | Browse...

Programming Verification Method : O Signature 4

Certificates  OEM Root Keys OEM Bootloader Keys
Code Flash Start Address (hex) : [ 02000000
Device Code Flash Size: 2MB v

(If exact size option is not available, select the next lower size)
OEM Bootloader Size :
@ Calculate automatically
O Enter manually (hex)

C:\RA8_FSBL\K2\certificates\blinky_hmac_boot_ra8m1_key_cert.bin Browse..

codeceniﬁcate;lC:\RAS_FSBL\KZ\cert|ﬁcates\blinky_crc_boot_ra8m1_code_cen‘bin I l Browse...

| I Generate File(s) I

IOutput File: C:\RA8_FSBL\K2\certificates\blinky_crc_boot_ra8m1_code_cert.bin I
(OPERATION SUCCESSFUL

42. CRC 7— bFa— FEFEREDER

CRC#HEELTa—FIIBAEF4AM L-5A. CRCEIEO— FIIHENDELEID J1—ILFDODA Z—E
ELTHASIhFET, CECRID-DICHER TN SBIE L R— ~TIX Signer ID (X CRCED 8 fEDRET
FRHSNZEIT, CRC32(F 4/84 F(32 Ew F)T. Signer ID(SHA256)1& 32 /84 DT, CRC{ElE

SignerID 7 4 —JL RIZ8REZFAFENFET,
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3.3 RFPZ@ERLE7FVHS—>3>2®D CRC 77— FDEEE

RFP Z&E L. 18D rfp rasml.rpj ZMEFET, 7F7Ur—3 & MCUICEFH>BA—KL, MCU

DSWD T—hrA VA T—RENLTT TV r—2 a3 V&R LEEGT 5700

UTDEBERENBRSNATNS L EHRLET,

RALERERBLET T,

Operation Operation Settings Block Settings Flash Options Connect Settings  Unique Code

Erase Options
Erase Selected Blocks
Program & Verify Options
[] Erase Before Program
Verify by reading the device

Checksum Type
CRC-32 method
Fill with OxFF
[] Code Area / User Boot Area Enmor Settings
[] Data Area [ Enable address check of program file

3. FF)H5—avEFHo0—RT3R0EERTE &

MCUIZTAaSSLTBE7TYr— 30700y FEERLET,

File  Target Device Help
| Operation I Operation Settings Block Settings Flash Options  Connect Settings  Unique Code

Project Information
Cument Project: fp_ra8x1.mj
Microcontroller: R7FABM1AHECBD

Program and User Key Files

| Add/Remove Files...

& rile Details

— X

| Add File()... Remove Selected File(s)

C:\RAB_FSBL\fsp_v510\blinky_crc_boot_ra8m1\Debug'blinky_crc_boot_ra8m1.srec

Address/Offset

0K

Cancel

Disconnecting the tool
Operation completed.

Loading Project (G¥Users¥MyPC¥Documents¥Renesas Flash Programmer¥\/3 13¥rfp_ra8x 1¥rfp_rafx 1 rpj)

Clear status and message

4. IV r—arrndzy FOER
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OK #%4 1) w4 L. Flash Options R—|Z# &) L T Code Certificate % Setting LE 9,

File Target Device Help

Operation Operation Settings Block Settings
Set Option

Disable Initialize Comman

N - - A -
Disable AL2 au

Disable AL1 authent 0
Disable LCK_BOOT transition
Configuration Data Lock Bit
Set Option

Lock bits

Anti-Rollback Settings

Set Option

ARCLS

ARCCS

OEM Root Public Key

Set Option
Verification Method
Code Certificate

Flash Options !Conned Settings Unique Code
othing

Do Nothing
FFFF
FEF

Do Nothing

™ T

No

Set
CRC
tificates\blinky crc_boot_ra8m1_code_cert bin .

45. CRC a— FEEBAE® Setting

RIZ. Operation 2 TIZHEIL., Start Z:ERT 5L, a— FEAELRKRICT T r—>avhr7oss
SUTENET, 3ODLEDAART BIET T,
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Project Information
Curmrent Project fp_ra8x1.mpj
Microcontroller: R7FASM1AHECBD

Program and User Key Files
CA\RA8_FSBL\K2\K2'blinky_crc_boot_ra8m1\Debug'blinky_crc_boot_ra8m1.srec

Operation | Operation Settings Block Settings Flash Options Connect Settings Unique Code

CRC-32: 69EDD7F7

Command

Erase >> Program >> Venfy >> Program Flash Options >> Venfy Flash Options

Start

Add/Remove Files...

OK

[Config Area 1] 0x0300A100 - 0x0300A11F size : 32
[Config Area 1] 003004130 - 0x0300A 13F size : 16
[Config Area 2] 0x0300A200 - 0x0300A2GF size @ 208
[Confie Area 4] 0x27030080 - 0x2703035F  size : 736

Werifyine data
[Config Area 1] 0x0300A100 - 0x0300A11F size : 32
[Config Area 1] 0x0300A130 - 0x0300A13F  size: 16
[Config Area 2] 0x0300A200 - 0x0300A2CF  size : 208
[Config Area 4] 0x27030080 - 0x2703035F  size : 736

Setting the target device

Disconnecting the toal
Operation completed.

Clear status and message

46. CRCT—FrF7FUHs—varvpFHyro—FK

J-Link DY —)LIZIE. UTFDEIGAYE—UNRRENET, CRCEMN signer id & LT 4 [
YIRENTWAH I EITERELTLEEL,

[Running the blinky application (FSBL enabled with CRC verification).

The Red. Blue and Green LEDs should be blinking.

The current setting of the FSBL registers:

IFSBLCTRL@ fffffefd
FEFEFFEd
fffffffa
02006000
682800000
22001000
2e22a%a8

ICFGDLOCK . CFGDB . CFGD_H fEFEFFFF

ICFGDLOCK.CFGDA.CFGD_H fEEEEFES

'CFGDLOCK.CFGD1 . CFGD_H fEFEEFFFE

ICFGDLOCK . CFGD1 . CFGD_H FFEEFFFSE

ICFGDLOCK . CFGD2 PO0BffFf £

The current output of the hoot measurement repopt:

p_report->sha256_oem_bl_fshlctrll1[B:151:
8e.51.51,.70,d8,.fb.c8,.4e.58,.c8,.8b.86,.d3.11.fc.f4.
m_renort—>cha?2856 aoem _hl _fshletwr11l16:311:
ab,.93,.43,.be.cf .b?7,.ae,.38.f7.a8,c5,a6,.79.dd.dBa.37,
p_report—>signer_id[B:151:
54,.ba,fc,el.5%4,.ba,.fc,.el.54,.ba,.fc,el,.54,.ba,.fc.el.
p_report—>signer_id[16:311:
|54,ha,£‘|:,91,.54,:ba,.fc,31,54:]_Ja,fc,31,54,ha,}'c,e1,.
CEEPUIL FUGES LU e L -

o
(151505)
The CRC value of the application image:

l54hafcet

B 47. CRC 7— FDHELTH
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RFP ML EtE = CRC32 (X, SKMT M SEtE SN - CRC32 LFEHLH B ZEITEELTL &S, RFP
774 ILEAEDCRCI2ZHELET, BIZIE. srec T7AMILDBE. IRTOLA—KT4—JILEMN
CRCI2DEtEICEFENF T, LA L. SKMT DIHEE. CRC32 DEHEIZIE OEM_BL D/ T J{EDQHNE
EFNFET,

CRCT7—FrDEARIIBZICTHRETEEFT, I2DESICTNANA REMHPIELL. Va2 3 3DFIEEE
TLET, 120, BB 2N\ AF VA A—DHERBTEEEEIBRETFET, HlAIE HMAC T—Fra—FD
NAFVAA—=CHERMETEHN. CRCT—ra—FKDIAFT—T7 v TT—+rEEFTLET., WThOBE
3. M46DRFP OS5I UJIELM L., R— bk P107 E VX High” (i Y . FRED LED ARITLET,
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4. f16%

4.1 TrustZone®Z7AY Y FTHOFEALDIER
Trustzone®Z A<z DY FALUTDEESY THEIERELET,

o EXaF7F7TUSF—aHADblinky s
o —HFBFEFaTTIVHS—3 2 FHblinky ns

FSBL # HMAC 7— k@ TrustZone®Z0O< x4 +rDOty FTHEAT ZEES. ECCHF—R7E OEM JL— F
F—DERIE, 923221, 22 ERLAETEITTEET, £330 24 TiASAERLRY Y
T r%EFEALT. ARC OEMBLLSRAADEEZIRBT A1 TEES,

+4523223, 2.5, 2.6 DiREIE. TrustZone® 7O L x4 FTFSBL AT AL S ICHBTILNELDH
UFET, IDEMEREINT=rdp 774 NICZIEE, £F27700z9 DT FvPask SRAMDERY A K
[ZE DUV TrustZon®IBERMNEENTH Y. TrustZone®HEH D Setting (CFEHAINET,

e 52 3223TIE. FSBL#% blinky s FAY Y FTHRMICTILENHY FF, saccx Y
blinky s & blinky ns MERATEH IS YL 1 BEDMUICH A L ZHERBL T FLEL, e
studio # AT 5HE. LUTOERVSEMICHE->TWVSE, IDEIFER SNz blinky s.rdp 77
A ILEBFL TrustZone® WA Z 70T S LLET,

Name: | blinky_hmac_boot_ra8m1 Debug_Flat

|5 Main Debugger| = Startup | [T] Common | 1 Source

Debug hardware: |J-Link ARM v~ Target Device: | R7TFABM1AH

GDB Settings Connection Settings  Debug Tool Settings

v J-Link
Type Use
J-Link Serial (Auto)
Settings File ${workspace_loc:/${ProjName}}/${LaunchConfigName},jlink
Script File
Log File ${workspace_loc:/${ProjName}}/JLinkLog.log
Low Power Handling No

v IP Connection
Connection Method IP via LAN
Host Name/IP Address[:port number]
Identifier
Tunnel Server
Port Number
Password

v Interface
Type SWD
Speed (kHz) 4000

v JTAG Scan Chain
Multiple Devices No
IRPre 0
DRPre

v Connection
Register initialization No
Reset at the beginning of connection Yes
Reset at the end of connection No
Reset before download Yes
Reset after download Yes
ID Code (Bytes) FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
Hold reset during connect Yes
Set CPSR(5bit) after download No
Prevent Releasing the Reset of the CM3 Core Yes
Secure Vector Address
Non-secure Vector Address
Hot Plug No
Disconnection Mode Stop

v SWV
Core clock (MHz) 0

v TrustZone

Set TrustZone secure/non-secure boundaries Yes
uthenticate device to Authentication Leve None

Authentication key

B 48. e?studio T TrustZone®BRIOFSI 5 DEME
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TrustZone®R— X D7 T 7r—< 3 VBFEIZ Keill & IAR 2 AT 515 4(%. RDPM #FEICTEHT INE
AHYEST, 45 DLSIZ. RDPM FER ENT-rdp 7 74 ILZEA L T TrustZone®BERZ 7045 S5 LT
% & 512 Setting LET,

Device Family: RenesasRA v

Action
[T]Read current device information [[] Change debug state
I [ Set TrustZone secure / non-secure boundaries IE] Initialize device back to factory default

Target MCU connection: J-Link v
Connection Type: SCl v
Emulator Connection: Serial No v

Serial No/IP Address:

Debugger supply voltage (V): 0
Connection Speed (bps for SCI, Hz for SWD): 9600

Debug state to change to: Secure Software Development

Use Renesas Partition Data file

I C:\RA8_FSBL\K2\blinky_s\Debug\blinky_s.rpd| Browse...
Code Flash Secure (KB) 32
Code Flash NSC (KB) 0
Data Flash Secure (KB) 0
SRAM Secure (KB) 8
SRAM NSC (KB) 0

[[] Command line tool:

C:\Users\a5099044\ .eclipse\com.renesas.platform_865760450\DebugComp\RA\DevicePar |Browse..

Connecting... A
Loading library : SUCCESSFUL!
Establishing connection : SUCCESSFUL!

Checking the device's TrustZone type : SUCCESSFUL!
CONNECTED.

Programming secure/non-secure memory partitions with the following settings...
- Code Flash Secure (kB) : 32
- DataFlash Secure (kB) :0

SUCCESSFUL!

Disconnecting...
DISCONNECTED.

Connection  : SUCCESSFUL!
Partition setting  : SUCCESSFUL!
------------- END SUMMARY-------==---

‘:Z’ Import Export Run Close

49. RDPM % {#E M L71= TrustZone®H{ R D Setting
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e VL3 25TE, F—EEHELO—F

LET, X777 )5r—avik, iAZOERICEIERSIAEEA,

e BHUILIAV26T, EXaT7T7IUT—2avElEEFaTTFINVS—230%T055 LT DHIREN
HYFEFT, Ffz TrustZone®FERIE, X270 0 bhoER SNz blinky s.rdp 77 IL%E
BT Setting LEY, -0 T. WBDESCTTIVr—avERMTEHIELEITTHL, 93
V26 TREINTVWAESIZHODTRTO Setting IZIMA T, KI0DKSICTRFP 75 viart 7y
32 Tblinky s.rdp 774 JLEZERL T TrustZone®E 5 % Setting T 2LENHY £F,

SEBAZEDNEMIC blinky s DA /A JLERHINA F 1) EEA

File  Target Device Help

Operation Operation Settings  Block Settings Flash Options  Connect Settings  Unique Code

v DLM Keys A
Set Option Do Nothing
v Boundary
Set Option Set
Use Renesas Partition Data File Yes
tAB_FSBL\KAAK2\blinky_s\Debughblinky s .| |

50. RFP #{#F L7z TrustZone®®wHR D Setting

FSBL % CRC 7— b® Trustzone®ZO< x4 rDtw FTHEHATSEE. O— FIEBAZOANER SN D
CEERE.HMAC J— FERIBDAETESY L3231, 3.2, 3.3 DBRELZHABRIT IHEAHYET,

TrustZone®Z7 AT x4 FO—BMGERAEIZOVNTIE, Z7FUS5—23>07aoxz49 @O, RASMCU 4
1499 THA 24 F ROIAN7087, TrustZone®ZFRAL=tF 1) T4 TH 4 R11AN01467 £SHE L

TLEEELY,
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42 RFPEREODIS—OT/INVY

RFPIZEENLHASNBZIS—a—FZEBLTHECICZEFH, RFPA—H—-—XTYZa7/IESHBLTLES
We FFa AV MERIISEEHOEY VavICRBEINTWVET, SEFETIZ, UTOIZ—a—FI&,
A A==V 3 UBBSHAELL Setting sh TWEWI EEZRLTUVET,

Writing data to the target device
[Flash Options]

Option Information : Code Certificate

Setting the target device

Disconnecting the tool

Error(E1000016): A security error occurred in the device. (Command: 26, Response: DC)
Operation failed.

51 A A=V N—D 3 VEBEDITS—
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5.

I T

References

Rebesas RA Family Injecting and Updating Secure User Keys (R11AN0496)

RABML J)IL—T A—H—X 327l /N\—FDzT7#HROLUH0994)

Renesas Secure Key Management Tool 1—H#—X< = 1 7 JL(R20UT5349)

Renesas Flash Programmer Flash memory programming software 1—#—X< = 2 7 JL(R20UT5352)
Renesas RA Security Design using TrustZone with IP Protection (R11AN0467)

Renesas RA8 MCU Quick Design Guide (RO1AN7087)
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6. 9xTYA FEHR—F

RAZ7IUDIRA- 00 FAO—SOFEMA. Y—IL., FXa A DAY O— K, R—KZDUL\T
. LFTOURLZZELCEELY,

EK-RABM1 1)V —2R renesas.com/ra/ek-ra8mi
RA ® Z1F$R renesas.com/ra
IJLFOINY T roz7Ny5—U(FSP)  renesas.com/ral/fsp
RABIGHR— KT+ —5 L4 renesas.com/ra/forum
LAY RHR— b+ renesas.com/support
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COTEH, YAAVRRLRICERY SEALOERFRICOVTHRALEY, BHOERALOEIERHEIOVTE, ARFa AV bELUTI=AL

TyvIT—rEBBLTIESL,

1. HESXE
CMOS HGDE Y RLDIFITFHFERMHLEDLMNH TS, CMOS #RIFEVVHERICE > T — MEBRIEZE LD LB Y FET, ElR®
REOEICIE, SHAHFRAITERAL TV I2EEHEDOFL—PIATDUr—R BEROREM. EB7—XA G EEFAL. MAILTIRIZET
—REBLTLESW, TIRAFYIRLEICHELIZY., HFEf>fzY LBEWTEEW, £, CMOS #RERELLAR— FIZDOWLTLRBED
F’LNELTLEEL,

2. BREAROLE
ERFART, RROKEETETT. BRBZABICE, LSIONBEROKETTEETHY . LERIDBRELRIHFOREETETT . S
Yty FMaFTYty FFREGOBE. BREAND Y Y MAEICHELETOLMB. HFORBIRETEELA, RHKRIC. RBERT—F >
Dty bMEREEERLTY Y T RERDEE. BREANS Y OIS —FEEICET 2FETCOHM. HFOREEIRITEELA,

3. BRAIHBIZEITHEANES
LERUTOERNLT TREDLEFIZ, ANEBOLABATL7 Yy TEREANLGVNTLESL, ANEBVALATLT Yy TERMNSOEFRA VP
HvavickyY, BEEESIEEILELY. BEERNFTARNBRTELELIELYTIHENHYET., BRIICERFS IHICETEANES
[TOVWTHORBDOHIEMIE. TORBEEFH>TLLZEL,

4. REAHFOLE
REAHFIE. RMEAHFONEBCH > TREL TS EZEWL, CMOSEHEDANHFDA Y E—F VRIF, — IS, N4 VE—F L REGH>TW
FY, REAKTFERAKECEMES LI L. FRRRICELY., LSIRTO/ 4 XAHMMEA, LSINBTEEERNTNIZY . ANESLRHS
NTREEERITBASHY ET,

5. /AvIz2LWT
Uty FEE, 78V IPRELEZE. VEY FEEBRLTKESYD, TRAYSLETHFOIO VI OYEZIRE, YIVBZA X/ DY INRELE:
BICYBZTLEEN, Uty bR, AEERF (FREABERER 2RANV-I70v 9 THEEZFRKT S VATLTIE, 70V IH8+2RE
Liztk, Uty FEMBRLTEE N, £, 7OV S L0OBRPTHBREIRT (FFOBHEKREE) 2RV 0YYICYEZ LI5S, TY
BREOI/OAYINTRRELTHLYYBZ TS,

6. ANiHFOENMKR
AN/ A RORGRICEDEBEEATBRHEORRCHAVETOTEREL TS, CMOSHEHEDALN/ 4 X EITEEAL T, Vi (Max.) h
5V (Min.) ETOEEICEEFEDLSGIBEE. BBELSITETBNSHYET . AALAULNEEDHETEEAA, Vi (Max.) A5
Vih (Min.) ETOBEZEBRT HEBEBHMAPICF 2T /A XGERALHENESICHEALTEEL,

7. UY—=TJFFLR (FHMEE) O7Y RELE
DY—T7RFLR (FHEE) D7V REZELET, 7 FLRAEEICIE. FROMREERICEIVHTOIATNS UF—TJ7 FLR (T
) RHYVET. ChHDT7 FLRETZIVEALEZEEDEEICDOVTIE, RIETEFRADT, PVERALAEVESITLTLEEL,

8. HWAMOMEEIZDONT
BEZORGDIERBEFETHHESIE, BRBELEILICVRATLAFHERREEEEL TSV, ALTL—TOISaAVTHLRENES L, T5v D
AAEY, LATORRE—UDMELEICLY . ERMHHEOHEET., BEE. BEv—Cr. /A XTHE. /A XBHELEPRLDIEELH
YEST, BENESHRCERET 25E81F. BAOBKTEICVRATLIERBREERBL T,
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