LENESAS Application Note

Renesas Synergy™ Platform
Wi-Fi Framework

Introduction

This document enables you to effectively use the Wi-Fi framework module in your own design. On
completion of this guide, you will be able to add the Wi-Fi framework module to your design, configure it
correctly for the target application, and write code using the included application example code as a
reference and an efficient starting point. For advanced API descriptions and more complex application
projects, see the Renesas Synergy™ Knowledge Base in the References section of this document. These
valuable resources demonstrate how to create more complex designs.

The Wi-Fi framework provides generic application interface for Wi-Fi modules with or without on-chip
networking capability. Currently, only Qualcomm GT202 is supported. The Wi-Fi framework communicates
through SP1 with the underlying GT202. This application project provides general guidance on how to
integrate a new Wi-Fi module.

Required Resources
To build and run the Wi-Fi framework application example, you need:

e Renesas Synergy™ SK-S7G2 or PK-S5D9 kit

e e?studio ISDE v7.5.1 or later, or IAR Embedded Workbench® for Renesas Synergy™ v8.23.3 or later

e Renesas Synergy™ Software Package (SSP) v1.7.0 or later, or Synergy Standalone Configurator (SSC)
v7.5.1 or later

e Serial Port Terminal such as Tera Term installed on your PC

e SEGGER J-Link® USB driver

e Qualcomm GT202 PMOD module

e Micro USB cables

o A Wi-Fi router of 2.4 GHz bandwidth, with DHCP server capability to be used as an access point

o All the required Renesas software from the Renesas Synergy Gallery
(www.renesas.com/synergy/software).

Prerequisites and Intended Audience

This application project assumes you have some experience with the Renesas e? studio ISDE and Synergy
Software Package (SSP). Before you perform the procedure in this application note, follow the procedure in
the SSP User Manual to build and run the Blinky project. Doing so enables you to become familiar with the
e? studio and the SSP, and to ensure that the debug connection to your board functions properly. In addition,
this application project assumes you have some knowledge on Wi-Fi and its communication protocols.

The intended audience are users who want to develop applications with Wi-Fi interface using Synergy
S3/S5/S7 MCU Series.

R11ANO226EU0104 Rev.1.04 Page 1 of 64
Oct.11.19 RENESAS


https://www.renesas.com/synergy/software

Renesas Synergy™ Platform Wi-Fi Framework

Contents

1. Wi-Fi Framework Module OVEIVIEW ........cccoi i 5
1.1 Wi-Fi Framework Module ArChItECIUIE .........c..eeieiiee e e e e s e e e e e snrneeeeae s 5
1.1.1 Synergy Wi-Fi Framework Application INtErface.............ueiiiiiiiiiiiiiee e 6
1.1.2 Network Stack AbStraction Layer (NSAL) .......ueeiieeii it e e e e et re e e e e e s s eaaaae e e e e e e e s snnanaeeeae s 6
O T S e o 1 I 1] (T o - Vo = PO PPURPRRPP 6
O Yo o] (= [ ] 1= = Vo =P PP PRSP 6
1.1.5 ON-Chip SEACK INTEITACE ...ttt ettt e e e st e e e s sbb e e e e enbbeeeeaas 6
1.2 Wi-Fi Framework MOAUIE FEALUIES........uiii ittt e e e e e e e e e e s s e e e e e e e snseneeeeaens 6
1.2.1 Path 1: Wi-Fi Framework Features using NetX and NASL .........c.c.uuiiiiiiiiiiiiee e 6
1.2.2 Path 2: Wi-Fi Framework Features using the On-Chip Networking Stack Support............ccccccvvvveeneen. 7
1.2.3 Additional Features if Supported by the Wi-Fi Module or Wi-Fi Module Driver .........ccccccceeeeeiiiiiineenn.n. 7
2. Wi-Fi Framework Module Operational OVEIVIEW...........c.eeiiiiiiiiiiiiiiiieiiieeiieeieeeeeeeeeeeeeeeeeeeeneenneee 7
2.1  Wi-Fi Module Operational Overview using NSAL and NetX (Path 1) .......ccccooviiiiiieeic e 7
2% I A o T (= 1 = V(o] W U £ To T =1 SRS 7
2.1.2  Wi-Fi Packet TransmisSion USING NEX.......coiiiiiiiiiiii et e e e e s ee e e e e e s e s ae e e e e e s e e nnneees 8
2.1.3  Wi-Fi Packet Reception USING NETX ...ttt e e 9
2.2 Wi-Fi Application Operation using On-Chip Networking Stack (Path 2) ...........cccccoiiiiiiiii 10
2.3 Wi-Fi Framework Module Important Operational Notes and Limitations .............ccceeeieeriiiiiiiiiinieneeens 11
2.3.1 Wi-Fi Framework Module Operational NOTES ...........coiiiiiiiiiiiiiiee e e e e e e e e 11
2.3.2  Wi-Fi Framework Module LImiItatioNS .........cuiiuiiiiiiiiiiis ittt e ste e s stae e e e e e s 11
3. Wi-Fi Framework Module APIS OVEIVIEW...........uuuiiiiiiieeiieeeiaeiuierieeennnnneenneennneenneennennnnnnnnnnnnnnnns 11
3.1  Wi-Fi Framework APIs calling through the NetX (Path 1).......ccccccooiiiiiiiiii e 12
3.1.1 Synergy Wi-Fi FrameWoOrk INSTANCE ........coiii it e e et ar e e e e e e s senrrae e e e e e e e eaans 12
3.1.2  Synergy Wi-Fi FrameWOrK APIS .......c.uuiiiiiiie ittt e e s st e e e e e e s st an e e e e e e s snnsraneeaeeeeeanns 12
R T VY T (N £ N I 2 PSPPSR 17
3.2 On-chip Networking Stack Support APIS (Path 2) .......cooiiiiiiiiie e 20
3.2.1  On-chip Networking Stack INSTANCE ........cooii i e e e e e e 20
3.2.2  On-chip Network Stack SUPPOI APIS ...oueiiii ettt e e e e e e e st e e e e e e e e s snnnraeeeaeaeeeaans 21
3.3 BSD SOCKEt APIS (PAh 2)....ciiiiiiiiiiiiiiie ettt s e et ae e e et ae e e et ae e e e nrre e e e aneee 22
3.3.1  BSD SOCKEE INSTANCE ......vviiiiiiiiie ettt sttt e e st e e s st e e et e e e s nbae e e e anbteeesnneee 22
3.3.2  Structures used in the BSD SOCKEE APIS ...t e e e e e e s snrraeeeaeeeeennns 23
4. Adding a Wi-Fi Framework Module in an Application...........c.ocooviiiiiiiiii e, 25
4.1  Adding a Wi-Fi Framework Module using NetX (Path 1) ........cceevieeiiiiee e 25
4.1.1  Add the NetX IP INSLANCE .......uuiiiiiie et e e e e s e st ee e e e e e e s e sssbteeeeeaeessasssaeeeeaaeeeanns 25
4.1.2 Adding the NetX Port using Wi-Fi Framework on sf_wifi_Nnsal_NX.........ccccceiiiiiiiiniiiiii e 26
4.2  Adding the Wi-Fi Framework Module using On-chip Wi-Fi Stack (Path 2) ... 27
5. Configuring the Wi-Fi Framework MOAUIE ............oooiiiiiiiiiiicceeee e 28
R11ANO226EU0104 Rev.1.04 Page 2 of 64

Oct.11.19 RENESAS



Renesas Synergy™ Platform Wi-Fi Framework

5.1 Wi-Fi Framework Configurations using NetX (Path 1) ........ccccoeiiiioiiiiiiiiiieee e 28
5.1.1 Configurations for the NetX IP INSTANCE .........coiiiiiiiii e e e e e rae e e e e e e e nans 28
5.1.2 Configuration for Wi-Fi framework module 0n NetX ... 30
5.1.3 Configurations for NetX Packet POOI INStANCE ...........oiiiiiiiiiiiiie e 31
5.1.4 Configurations fOr the NETX POI ........cooiiiiiiiiiiiie et bre e 32
5.1.5 Configurations for the Wi-Fi Module DeVICE DIVET ..........ccuuiiiiiiieeiiiiieiee et 33
5.2  Wi-Fi Framework Configurations using On-chip Networking Stack Support (Path 2)...........cccccceeee. 34
5.2.1 Configurations for the BSD SOCKEL .......uuuuiiiiiiiiiiiiiiieee ettt e e e e e e s rr e e e e e e s s senrraeeeaeaeeeanns 34
5.2.2 Configurations for the ON-Chip StACK ........cciiiiiiiiiiiieiee e e e e e e e 35
5.2.3 Configurations for the Wi-Fi Module DEVICE DIVET ...........uiiiiiiiiieiiiie ettt 35
5.3  Configuration for the Wi-Fi Framework Module Low Level DIVErS.........occiiiiiiieiiiie e 35
6. Using the Wi-Fi Framework Module in an Application.................uuvvuiiiveiiiriiiiriiiir, 36
6.1  Steps when using the Wi-Fi Framework Module with NetX (Path 1) ........ccccccoiiiiiiniiiiiinieeeee e 36
6.2  Using the Wi-Fi Framework Module with On-chip Stack (Path 2).........ccccoiiiiiii e 38
7. The Wi-Fi Framework Module Application PrOjeCt ............evvvviieiiiiriiiiiiiiiiiiiiiiiiiirinenenennnnnnnenn. 38
7.1 Overview of the APPlICALION PrOJECT ......coiuiiiiiiiiiii e 38
7.1.1 NetX and NSAL Interface using Path L..........cc.ooiiiiiiiiii e 38
7.1.2 Console Framework USEr INTEITACE .........oouii ittt e e e e bee e e e e e e e aaas 38
A% T T B T @8 O 1= o Y o] o] o= L1 T o PRSP 38
7.1.4 Using the Ping Application to Confirm the CONNECHION ...........coiiieiiiiiiiiiiiee e 39
A A S 10 | 1 T Y (o] T (=Tod (D PP SP PR 39
7.2.1 Console APPIICAtIoON TRIEAM ........coouiiiiiiiiie e et e et e e 40
7.2.2  Wi-Fi APPlICALION TRFEAU ......c.eiiiiiiiiiii ettt e e et e e et e e e b e e e anene 40
7.3 Wi-Fi Framework Module COde OVEIVIEW .........cc.uuiiiiiiieae ittt ettt e e et e e e e e e s eabeeeeeaaaeeeaans 41
7.3.1 Configurator generated code (src/synergy_gen folder) ... 41
7.3.2 User application code (src/wifi_app_thread _entry.C).......ccccieiiiiei i 41
A S o oo U T = 1T 1 PSSR 42
7.4.1 DHCP Client CONFIQUIALION .......viiiiiiiieiiiieee ettt ettt et e st e e s e st et e e e enbe e e s enbre e e e aneee 43
7.4.2 NetX Related ConfIQUIAtIONS. ........ouuiiiiiiiiie ittt e e st e e s snbre e e e enene 45
7.4.3  Wi-Fi Device Driver CONTIQUIALION ...........iiiiiiiiiiiii ettt ettt e e e e et e e e e e e e s snbraeeeaaaeeeanns 46
7.4.4 SPI Communication CONfIQUIAtION ..........ceiiiiiiiiiiiiiiie e e e e s e e e e e s st rr e e e e e e e s senbreeeeeeaeeeanns 47
7.4.5 SPI Hardware Pin CONfIQUIAtION ..........uuiiiiiiec it e e st e e e e e s st rr e e e e e e e s snnnrraneeeaaeeeanns 49
A T = \V (@ 1] = ) (= U o T SRR 51
7.4.7 SK-S7G2 PMOD Usage Caveat and WOrkarOUNdS...........cooiuiiieiiiiieiiiee et 52
7.5 GT202 Wi-Fi Module and Driver LimitationS/KNOWN ISSUES.........ccoiiiiiiiiiiiieeeeeiiiiiiee e e e e e s siveieeeee e e e 53
8. Running the Wi-Fi Framework Module Application Project ..............uevvevveviviiiiiiiviiiiiiiiiiiiiiinnn, 53
8.1 SK-S7G2 Board Setup DeLAilS ........ccuueiiiiiiiiieiiiie ettt 53
8.2  Install the USB CDC DEVICE DIIVET .......uuuiiiiiieeeiiiiieiie e e e e sttt e e e e e s sttt e e e e e e s ssestaeeeeaeeessssssaeenaaeessanns 54
8.3 RUNNING the SAMPIE PrOJECT......coiiii et e e et e e e e e e e s bbb aeeeaaaeeaaans 55
R11ANO226EU0104 Rev.1.04 Page 3 of 64

Oct.11.19 RENESAS



Renesas Synergy™ Platform Wi-Fi Framework

8.3.1 View the Available COMMEANTS ........ooooiiiiiee et e e e e e e e e e e s s e e bbb seeesssesebba e eeeasennns 55
8.3.2  ProViSion the Wi-Fi MOGUIE .......uuueiiiieiieiee ettt e e et e e e e e e e s s e et s e e s s s eesebbaaeeeeesannes 55
8.3.3 Ping the Wi-Fi Module from the PC..........ooii i e e e e e e e e s s ran e e e e e e e eanns 56
9. Customizing the Wi-Fi Framework Module for a Target Application .............cccevvvviiiiiieeeenenns 57
9.1 Wi-Fi Framework Device Driver Source and Header FileS OVEIVIEWS ..........coovvvevveieeriiiiiiiiiiieeeeeeeeeiens 57
e T A [ 1) v= T ot Yl o [<F= o [T a1 L 58
L TR T = 10 U= ] £ SN ad £ 58
9.4  Private StruCture/MacCro DEIINITIONS. ........uuiiiiee et e e et e e e e e e et e e e s e b s e e saa e e s saeeeeraanas 59
9.5  Framework API IMPIEMENTALION ...ttt e et e e e e e e e s bbraeeeaaaeeeanns 59
9.5.1 NSAL TranSmit AP INEEITACE .....uuu ittt e et e e e e s s e et s e e e s seessbba s eeeesannes 59
9.5.2 NSAL ReCeiVe CallDACK INtEITACE ......coieiieiee ettt e et e e e e s s e et s e e e s s e e sebba e e eeasaanes 59
9.6  Updating the Driver SOUICE COUE .........uuuiiiieieee it e e s st e e e e e e ss e e e e e e s s e e e e e e e s ssssreneneeeeeeanns 60
9.7  Updating the Wi-Fi Driver Configuration Header File...........cooiiiiiiiiiiiiee et 61
10. Wi-Fi Framework Module CONCIUSION.........cuuiiiiiiii i e e e e e e e e eaa e eaas 61
11. Wi-Fi Framework Module NEXt STEPS......ccocuiiiieiiieeeeie et e e 61
12. Wi-Fi Module ReSOUICE INfOIMALION ......civeiiiie ittt e et et e et e e et e e et e e saneees 61
T2.1  SSP USEI IMABNUAL......ceuiiiiite ettt e e e e ettt e e ettt e e e et s e et et e e e e et e e s st e e e s st s eeeaba s essaaseeeranses 61
12.2 KNOWIEAGE BASE ....ooiiiiiiieiieii ettt et e e e e e ettt e e e e e e e e san bbb e e e e e e e e e e aanbbeeeeaaeeeaannnrees 62
12.3 Longsys GT202 Module referenCe lINK ..........ccuuiiiiieiii i e s er e e e e e 62
REVISION HISTOMY ..ottt ettt e e e e e s ettt e e e e e e e e bbbt e e e e e e e e e e aaanae 64
R11ANO226EU0104 Rev.1.04 Page 4 of 64

Oct.11.19 RENESAS



Renesas Synergy™ Platform Wi-Fi Framework

1. Wi-Fi Framework Module Overview

Wi-Fi is a technology for wireless local area networking with devices based on the |[EEE 802.11 standards.
Wi-Fi networks are created using radio frequency technology to transfer data between sender and receiver.
Wi-Fi most commonly uses the 2.4 GHz (12 cm) UHF and 5 GHz (6 cm) SHF ISM radio bands.

The Synergy Software Package (SSP) includes a Wi-Fi framework that enables the creation of Wi-Fi
application using a generic API interface, implemented on a Wi-Fi device driver provided by Wi-Fi vendors.
This section introduces the Wi-Fi framework basic blocks and key features and enables you to determine
whether the intended Wi-Fi application is supported by the Synergy Wi-Fi framework at a higher level.

Note: In this example application project, the GT202 Pmod module only supports 2.4 GHz bandwidth.

1.1 Wi-Fi Framework Module Architecture
Figure 1 provides an overview of the Synergy Wi-Fi framework layered architecture:

e The Wi-Fi framework includes the enclosed five blocks in the middle of the architecture graph: NSAL,
Wi-Fi Framework API, Wi-Fi On-chip Stack API, BSD Socket API, and the Wi-Fi Device Driver Interface.
e The vendor-provided Wi-Fi device drivers are included in the SSP package under SSP_Supplemental.

Application

| Netx ] Path 1 ' | Path 2
-~

Wi-Fi: Framework

Wi-Fi " i Wi-Fi on-chip BSD Socket

| | B Framework API i stack API AP|

RTOS

Wi-Fi Device Driver Interface

Wi-Fi Device Driver(s) (S5P Supplemental)

i

HAL Drivers

BSP

Figure 1. Wi-Fi framework organization, options, and stack implementations

The Wi-Fi framework implementation allows Wi-Fi modules, with or without on-chip networking stack
support, to be integrated with the SSP low-level support blocks.

e Path 1: Using the NetX™/NetX Duo™ NSAL, in addition to the Wi-Fi framework APIs blocks (see
Figure 1).

Note: For simplicity in this document, NetX refers to both NetX and NetX-Duo when applicable to both.
e Path 2: Using on-chip networking stack support API and the BSD Socket APIs (see Figure 1).

Sections 1.1.1 to 1.1.5 describe the building blocks essential to Wi-Fi application creation.
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1.1.1 Synergy Wi-Fi Framework Application Interface

Generic APIs provided by the Wi-Fi framework are used to configure and provision the interface as an
Access Point (AP) or as a client, and also perform data transfers. For Wi-Fi framework APIs details, see
section 3.1.

1.1.2 Network Stack Abstraction Layer (NSAL)

e The Wi-Fi framework provides a network stack abstraction layer (NSAL), which is used to manipulate
data frames of the MAC layer with Wi-Fi framework APIs.

o The NSAL implements the network device driver interface for the NetX IP stack, which allows the physical
network interface (that is, the MAC layer implementation) to be retargeted for Wi-Fi, instead of the internal
MAC interface for the wired Ethernet port.

e For details on NSAL interface function calls, see section 3.1.3.

1.1.3 SSP HAL Interface

e The HAL interface implements SSP HAL components used by the Wi-Fi module for lower level
communication with the Synergy MCU

e This implementation is specific to the Wi-Fi module that uses different HAL components such as the SPI,
ICU, IOPORT, SDMMC, and DTC

e For details on the HAL interface APIs, see the SSP User’s Manual. With the Wi-Fi framework, access to
these HAL drivers from the application is not required.

1.1.4 Socket Interface

e Socket APIs provide an interface to the application used with BSD Socket APIs

e Socket APIs require the Wi-Fi module/driver to support the on-chip networking stack and BSD Socket
APIs. When the application uses these APIs, it is using the on-chip networking stack present on the Wi-Fi
chipset, and is not using NSAL or the networking stack running on the Synergy MCU.

¢ NetX applications, such as DHCP and DNS, cannot be used with the Wi-Fi on-chip networking stack.

e For details on Socket APIs, see section 3.3.

1.1.5 On-chip Stack Interface

e On-chip stack APIs are an interface to the application configuring the IP address of the module and
start/stop DHCP server, when configured in AP mode.

e On-chip stack APIs use the networking stack running on the Wi-Fi chipset. Similar to Socket APIs, the
use of on-chip stack APIs and NSAL are mutually exclusive.

e The on-chip stack’s capabilities depend on the Wi-Fi module used and may not be supported across
different vendor modules.

e For on-chip stack API information, see section 3.2.

1.2 Wi-Fi Framework Module Features
The following features are provided in the Path 1 and Path 2 implementation.

1.2.1 Path 1: Wi-Fi Framework Features using NetX and NASL

Path 1 uses the NetX for networking support. This path uses the network stack abstraction layer (NSAL) to
implement the generic MAC layer, making use of Wi-Fi framework APIs. This path enables you to develop
application code without getting into details of the Wi-Fi module device driver.

Using NetX and NASL:

¢ Allows the same application code to be used across different Wi-Fi modules that support Path 1

o Allows easy migration of the Ethernet-based application to a Wi-Fi based application. Once the NetX
device driver and the Wi-Fi framework are swapped, existing NetX applications should work as they did
previously. Add a call from the application to set the Wi-Fi provisioning.

¢ Includes the flexibility to debug and fine-tune the application and TCP/IP stack as required by the
application.

The current NSAL implementation only provides NetX NSAL. Adding support for a new network stack
requires implementing the appropriate NSAL.
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1.2.2 Path 2: Wi-Fi Framework Features using the On-Chip Networking Stack Support
Using the on-chip networking stack provides the following:

e It is beneficial when using MCUs with a small memory footprint

o Offers BSD sockets that interface to create socket-based applications with the on-chip TCP/UDP

o Offers an option to integrate third-party application protocols on top of the TCP/IP, such as MQTT and
COAP, without using the NetX stack.

1.2.3 Additional Features if Supported by the Wi-Fi Module or Wi-Fi Module Driver

The following features are supported by the framework only if they are supported by the Wi-Fi module or
Wi-Fi module driver:

Access Control List Management — Allows application to control which devices can be connected to an
access point

Multicast Filter List Management — Allows application to join or leave multicast group

2. Wi-Fi Framework Module Operational Overview

The following operational overview describes a typical Wi-Fi application used to initialize the Wi-Fi module,
and Wi-Fi packet transmission/reception using NetX and on-chip network stack support.

2.1 Wi-Fi Module Operational Overview using NSAL and NetX (Path 1)
In Path 1 operation, the application uses NSAL and NetX to establish the Wi-Fi module network application.

2.1.1 Initialization using NetX
The Figure 2 flow chart and following steps illustrate the Wi-Fi module initialization:

1. Create a NetX IP instance in the Synergy configurator.

2. Add the NetX Port using the Wi-Fi framework in the Synergy configurator, and then provide any low-level
dependencies and configuration.

3. Generate the Project Content and build the project.

4. While running, the SSP generated code calls nx_ip_create.

5. nx_ip_create calls the NetX NSAL driver entry point.

6. The NSAL driver entry point calls the Wi-Fi framework open() function.

7. Wi-Fi framework open() function calls the Wi-Fi device driver open() function to initialize and enable
the Wi-Fi module.

8. nx_ip_interface_status_check API is called and waits for the NX_IP_L INK_ENABLED status to

be set.
9. On successful completion, the Wi-Fi module is ready for scan and provision.
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User creates NetX IP instance and Wi-Fi Framework with the SSP
Configurator and provides proper settings from the configurator,
Generates Project Content, build, and run the project

|

SSP generated code calls nx_ip_create

|

nx_ip_create calls NetX NSAL's driver entry point

I

NSAL’s driver entry point calls the Wi-Fi framework open()
function

!

Wi-Fi framework open() function calls Wi-Fi device driver open
functions to initialize/enable Wi-Fi module

}

Add call to wait for the NX_IP_LINK_ESTABLISHEd status on the
nx_ip_interface

I

WiFimodule is ready for scan/provision

Figure 2. Wi-Fi module initialization with NetX path

2.1.2 Wi-Fi Packet Transmission using NetX

The following general steps and the Figure 3 flow chart illustrate the Wi-Fi module packet transmission using
NetX:

1.

© N ORWDN

SSP-generated code initializes the NetX packet pool.

Wi-Fi module is initialized and enabled.

User application code provisions the Wi-Fi module.

User application code calls the NetXs TCP/UDP Socket Send API.

NetX Send API calls the NSAL driver entry point for package transmission.

NSAL driver entry point calls the Synergy Wi-Fi Framework Transmit API function.

Synergy Wi-Fi framework Transmit API function calls the Wi-Fi device driver Transmit API function.
Wi-Fi device driver transmits the user data.
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User creates NetX IP instance and Wi-Fi Framework with the SSP
Configurator and provides proper settings from the configurator,
Generates Project Content, adds needed user application calls,

builds, and runs the project.

v

SSP generated code initializes the NetX/NetX-Duo package pool

!

User application code provisions the Wi-Fimodule using Synergy
Wi-Fi Framework APls

v

User application code calls NetX/NetX-Duo's TCP/UDP socket
send API

¥

NetX/NetX-Duo’s send API calls the NSAL's driver entry point for
package transmission

v

NSAL’s driver entry point calls the Synergy Wi-Fi framework’s
transmit function

!

Synergy Wi-Fi framework’s transmit function calls the Wi-Fi
device driver transmit function

-

Wi-Fi device driver transmits the user data

+

Wi-Fi module is ready for scan/provision

Figure 3. Wi-Fi module data transmission with NetX path

2.1.3 Wi-Fi Packet Reception using NetX

The following general steps and the Figure 4 flow chart illustrate the Wi-Fi module packet reception using
NetX:

1. Wi-Fi packet reception starts from the Wi-Fi device driver interrupt service routine.
2. Once the packet is received, the receive callback function of the Wi-Fi device driver transfers the receive
data to buffer and initiates the Wi-Fi framework receive callback function.

3. The Wi-Fi framework receive callback function calls the NSAL receive callback function.
4. The NSAL receive callback function calls the NetX deferred receive processing callback.
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builds, and runs the project.

User creates NetX |IP instance and Wi-Fi Framework with the SSP
Configurator and provides proper settings from the configurator,
Generates Project Content, adds needed user application calls,

v

Wi-Fi packet received Interrupt Service Routine is triggered

v

No

Yes /\
Wi-Fi packet /

received?

A

A

Wi-Fi device driver’s receive callback function is
initiated

h 4

Handle events and errors

A

Wi-Fireceive callback

Wi-Fi device driver’s receive callback function
passes the data into buffer and calls the Synergy

NSAL receive callback if NSAL is used

function, which will be

'

NSAL receive callback calls the NetX/NetX-Duo
deferred processing callback

v

Receive complete

h 4

Wi-Fi driver ISR Ends

Figure 4. Wi-Fi module packet reception with NetX path

2.2 Wi-Fi Application Operation using On-Chip Networking Stack (Path 2)
The following general steps and the Figure 5 flow chart illustrate the Wi-Fi module operation using On-chip

networking stack (Path 2):

©NOoOORWDE

module.

User application creates the Wi-Fi provision structure.
User application calls the BSD Socket interface API to open the on-chip networking stack.

The BSD Socket interface open API internally calls the on-chip stack support open API function.
The On-chip stack support API calls the Wi-Fi framework open function to enable the Wi-Fi module.
User application scans and provisions the Wi-Fi module.
User application calls the on-chip network stack APIs to configure the IP address.

User application calls the standard BSD Socket APIs to communicate with the Wi-Fi module.

On completion, the user application codes call the BSD Socket interface close function to close the Wi-Fi
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User creates BSD Socket Stack, On-Chip Networking Stack, Wi- l

Fi Device driver with the SSP configurator and provides proper

settings from the configurator, Generates Project Conten, adds User application function calls the On-Chip IpAddressCfg function
needed user application calls, builds and runs the project. to configure the IP address

I :

User application function calls the BSD Socket APIs to
communicate over the sockets

] !

User application code creates the Wi-Fi provision structure

User application code calls the Socket API open function User application function C?lls t?e BSD Socket interface close
unction
BSD Socket API open function calls the On-Chip Stack interface The BSD Socket interface close function calls the On-Chip Stack
open function interface close function
The On-Chip Stack API open function calls the Wi-Fi Framework The On-Chip Stack interface close function calls the Wi-Fi
open function and enable the Wi-Fi module framework close functions which disables the Wi-fimodule

] l
User application function calls Wi-Fi framework scan function to
get the available SSIDs

T

On-Chip Network On-Chip stack usage finished

¥

User application function calls Wi-Fi framework provisioningSet
API function to provision the Wi-Fi module

|

Figure 5. Wi-Fi operational flow with On-chip networking stack support

2.3 Wi-Fi Framework Module Important Operational Notes and Limitations
2.3.1 Wi-Fi Framework Module Operational Notes

The Wi-Fi module has various parameters as specified by 802.11 standards. It is possible that individual
device drivers and Wi-Fi chipsets might not support the configuration of all the functions.

For the Wi-Fi interface to become active, at minimum configure the channel, Service Set Identifier (SSID),
security scheme, and security credentials.

Current NSAL implementation includes support for NetX (IPv4) and NetX-Duo (IPv6). NetX and NetX Duo
support IPv4; however, NetX Duo also supports IPv6. Adding support for a new network stack requires
implementing the appropriate NSAL.

For the security setting, WEP keys can be entered in either ASCII or Hex format and configured to use
either 40-or 104-bit keys. WEP key has a 24-bit initialization vector, in addition to the secret key. The key
depends on the vendor; 64-bit WEP keys can be referred to as 40-bit keys, and 128-bit WEP keys can be
referred to as 104-bit keys. The Wi-Fi framework accepts 1 to 4 WEP keys of a specific format and type.
In the provisioning structure, you must fill the security type as SF_WIFI_SECURITY_TYPE_WEP, and at
least one (maximum is four) WEP key in the key buffer.

2.3.2 Wi-Fi Framework Module Limitations

The Wi-Fi framework does not support the Synergy S1 MCU Series due to memory constraints.

There is a bug in this version of the Wi-Fi framework. When the NetX and NSAL path is selected, the
Synergy configurator disables the on-chip networking stack setting by default. Currently, the Synergy
configurator still allows the enabling of the On-chip Networking Stack support. For more information on
this issue, see the SSP v1.4.0 Release Note.

For Wi-Fi modules using RSPI, the DTC components are auto-filled as the dependencies for RSPI. When
DTC is used with RSPI, 32-bit transfers are required. However, your Wi-Fi module (such as the GT202)
vendor code might support 8-bit or 16-bit transfers only. In this case, the DTC component must be
removed.

3. Wi-Fi Framework Module APIs Overview

The Wi-Fi framework module APIs can be used in Path 1 and Path 2, and in the Wi-Fi On-chip stack support
APIs; in addition to the Wi-Fi Socket APIs.
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3.1 Wi-Fi Framework APIs calling through the NetX (Path 1)

The Wi-Fi Framework APIs that apply to the NetX implementation in Path 1 are covered in the following
subsections. The sf_wifi_api -h header file includes all the structures and APIs that are defined in the
SSP User’'s Manual API References for the associated module. These data structures are normally
generated by the Synergy Configurator using the properties sheet filled in by the user.

3.1.1 Synergy Wi-Fi Framework Instance

The application must define the Synergy Wi-Fi framework instance before using it. The Synergy Wi-Fi
framework instance refers to the Wi-Fi module specific control data, configuration data, and APIs. The
application uses this instance to perform operation on Wi-Fi module.

Figure 6 shows members of the Synergy Wi-Fi framework instance (s¥_wifi_instance_t). The instance
is generated when user provides the Name property in the Synergy configurator for the Wi-Fi module.

/** This structure encompasses everything that is needed to use an instance of this
interface. */

typedef struct st_sft _wifi_instance

{

st wifi_ctrl_t * p_ctrl; ///< Pointer to the control structure for
this instance

st wifi_cfg_t const * p_cfg; ///< Pointer to the configuration structure
for this instance

st_wifi_api_t const * p_api; ///< Pointer to the APl structure for this
instance

} st _wifi_instance_t;

Figure 6. Wi-Fi framework instance

3.1.2 Synergy Wi-Fi Framework APIs

The Wi-Fi framework module defines APIs such as open, close, provision, transmit, and scan related to the
Wi-Fi operation.

3.1.2.1 Structures used in Wi-Fi Framework APIs

From a higher level, these are the structures used in the Wi-Fi framework APIs and these structures have
their own elements defined as structures in many cases. Some basic data structures used in the Wi-Fi
framework are given. All structures and APIs described here are defined in the header file sF_wifi_api -h.

e Wi-Fi control parameter structure s wifi_ctrl_t
This control parameter structure is the pointer to the user-provided storage for the Wi-Fi module control
structure and can be an input or output of the Wi-Fi framework API, depending on how the API uses it.

/** WiFi1i Framework control structure */
typedef struct st sf wifi ctrl
{

/** Storage for information needed for each WiFi device driver in the system.

veoid * p driver handle;

} sf wifi ctrl t;

Figure 7. Wi-Fi framework control structure

e Wi-Fi configuration parameter structure s wifi_cfg_t
This configuration parameter structure is the pointer to the user-defined Wi-Fi module configuration
structure and is an input to several of the APIs as described in the section that follows.
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/** Define the WiFi configuration parameters */

typedef struct st sf wifi cfg

{

uint8 t mac_addr[é]; // /< MBC
address of WiFi Device

sf wifi interface hw mode t hw_mode; /1<
Modulation type: 1lla/b/g/n

uint8 t tx_power; ///< sets
transmit power in dBm

sf wifi rts t rts; /<
RTS/CTS handshake flag

uintlé t fragmentation; /1<
Fragmentation threshold

uint8 t dtim; /1<
Delivery traffic indication message interval

sf_ wifi high throughput t high throughput; ///< High-
throughput mode. Only valid for 802.11n

sf wifi preamble t preamble; /1<
Preamble type

sf wifi wmm t WInm ; ///< WiFi
Multimedia Mode flag. If enabled, also requires

uint8 t max stations; /1<
Maximum permitted stations. Valid in AP mode only.

sf wifi ssid broadcast_t ssid broadcast; ///< ssID
broadcast flag. Valid in AP mode only.

sf wifi access control t access_control; // /< Mode
of access control MAC list

uint32 t beacon; ///< Beacon
interval. Valid in AP mode only

uint32 t station inactivity timeout; ///<
Station inactivity timeout value. Valid in AP mode only.

sf wifi wds t wds; ///< wWDS
flag. valid in AP mode only.

void * p buffer pool rx; /1<
Pointer to Network stack Rx buffer pool

sf wifi mandatory high throughput t req high throughput; ///< only

allow HT mode. Valid in AP mode only

void (*p callback) (sf wifi callback args t * p args);

to callback function

///< Pointer

void const * p context; ///< User
defined context passed into callback function
void const * p extend; /1<

Instance specific configuration

} sf wifi cfg t;

Figure 8. Wi-Fi framework configuration structure
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e Wi-Fi Framework API structure st _wifi_api_t
This structure includes all the Wi-Fi framework API function pointers.

/** Framework API structure. Implementations will use the following API. */
typedef struct st sf wifi api
{

ssp_err t (*open) (sf wifi ctrl t * p ctrl, sf wifi cfg t const * const
p_cfq):

ssp_err t (*close)(sf wifi ctrl t * const p ctrl);

ssp_err t (*multicastListAdd) (sf wifi ctrl t * const p ctrl, uint8 t const *
const p mac_addr);

ssp_err t (*multicastListDelete) (sf wifi ctrl t * const p ctrl, uint8 t
const * const p mac_addr);

ssp_err t (*statisticsGet) (sf wifi ctrl t * const p ctrl, sf wifi stats t *
const p wifi device stats);

ssp_err t (*transmit) (sf wifi ctrl t * const p ctrl, uint8 t * const p buf,
uint32 t length);

ssp_err t (*provisioningSet) (sf wifi ctrl t * const p ctrl,
sf wifi provisioning t const * const p wifi provisioning);

ssp_err t (*provisioningGet) (sf wifi ctrl t * const p ctrl,
sf wifi provisioning t * const p wifi provisioning);

ssp_err t (*infoGet) (sf wifi ctrl t * const p ctrl, sf wifi info t * const
p_wifi info);

ssp_err t (*scan) (sf wifi ctrl t * const p ctrl, sf wifi scan t * const
p_scan, uint8 t * const p cnt);

ssp_err t (*ACLAdd) (sf wifi ctrl t * const p ctrl, uint8 t const * const
p_mac) ;

ssp_err t (*ACLDelete) (sf wifi ctrl t * const p ctrl, uint8 t const * const
p_mac) ;

ssp_err t (*macAddressGet) (sf wifi ctrl t * const p ctrl, uint8 t * const
p_mac) ;

ssp_err t (*macAddressSet) (sf wifi ctrl t * const p ctrl, uint8 t const *
const p_mac);

ssp_err t (*versionGet) (ssp _version t * const p version);

} sf wifi api t;

Figure 9. Wi-Fi framework API structure

Refer to the Wi-Fi framework module in the SSP User's Manual. The API References section describes
operations and definitions for function data structures, typedefs, defines, API data, API structures, and
function variables, including:

e Wi-Fi Statistic and error counters structure for this IP instance s wifi_stats t

e Wi-Fi Framework scan structure s _wifi_scan_t

e Wi-Fi Framework access control mode structure s _wifi_access_control_t

e Wi-Fi IP address structure st _wifi_ip_addr_t

¢ Wi-Fi module device level information structure s wifi_info_t

e Wi-Fi provisioning parameter structure st _wifi_provisioning_t
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3.1.2.2 Wi-Fi Framework APIs

Table 1 shows a complete list of the available APIs, an example API call, and a brief description of API
inputs/outputs. The examples assume the name of the Wi-Fi module is g_sf wifi0 that is user-provided in
the Synergy configurator.

Table 1. Wi-Fi framework module APl summary table

Function Name

API| Prototype and Description

.open ssp_err_t (*open) (st _wifi_ctrl_t * p_ctrl, sf_wifi_cfg_t const *
const p_cfg);
The open APl initializes the Wi-Fi driver configuration, enables the driver link, enables
interrupts, and makes the device ready for data transfer.
[in,out]
p_ctrl see st wifi_ctrl_t
[in]
p_cfg see st wifi_cfg_ t
.Cclose ssp_err_t (*close) (st wifi_ctrl_t * const p_ctrl);
The close API de-initializes the network interface and can put it in low power mode or
power it off. This API closes the Wi-Fi device driver, disables the driver link, and disables
the interrupts.
[in, out]
p_ctrl see st wifi_ctrl_t
.infoGet ssp_err_t (*infoGet)(sf wifi_ctrl_t * const p_ctrl,
st wifi_info_t * const p wifi_info);
The infoGet API acquires the Wi-Fi module information.
[in]
p_ctrl see st wifi_ctrl_t
[in, out]
p_wifi_info pointer to the user-provided storage for the Wi-Fi module configuration
structure.
.StatisticsGet ssp_err_t (*statisticsCGet) (st wifi_ctrl_t * const p_ctrl,
st wifi_stats t * const p_wifi_device_ stats);
The statisticsGet API gets the interface statistics.
[in]
p_ctrl see st wifi_ctrl_t
[in, out]
p_wifi_stats pointer to the user-provided storage for the Wi-Fi module statistics structure.
transmit ssp_err_t (*transmit) (st wifi_ctrl_t * const p_ctrl, uint8 t *

const p_buf, uint32_t length);

The transmit API passes the packet buffer to the Wi-Fi driver for transmission.
[in]

p_ctrl see st wifi_ctrl_t

p_buf pointer to the network packet buffer

length is length of network packet

.provisioningGet

ssp_err_t (*provisioningGet) (st wifi_ctrl_t * const p_ctrl,

st _wifi_provisioning_t * const p_wifi_provisioning);

The provisioningGet API gets the Wi-Fi module provisioning.

[in]

p_ctrl see st wifi_ctrl_t

[in, out]

p_wifi_provisioning pointer to the user-provided storage of the Wi-Fi module provision
structure.
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Function Name

API Prototype and Description

.provisioningSet

ssp_err_t (*provisioningSet)(sf wifi_ctrl_t * const p_ctrl,

st _wifi_provisioning_t const * const
p_wifi_provisioning);
The provisioningSet API sets the Wi-Fi module provisioning which configures the module
in AP or client mode.
[in]
p_ctrl see st wifi_ctrl_t
p_wifi_provisioning pointer to the Wi-Fi module provision structure.
Note: After the Wi-Fi device is provisioned in any mode, to switch to another mode,
close the application and open it again. For example, if the Wi-Fi device is first
provisioned in AP mode, to switch to the station mode, the application code must call the
close() function to de-initialize it and call the open() function again to initialize it. To
set to station mode, call the provisioningSet() function. The same applies for
switching from station to AP mode.

.scan

ssp_err_t (*scan)(sf _wifi_ctrl_t * const p_ctrl, sf wifi_scan t *
const p_scan, uint8 t * const p_cnt);

The scan API scans the available SSIDs, that is, the access points in range.

[in]

p_ctrl see st wifi_ctrl_t

[in, out]

p_scan pointer to the caller-provided Wi-Fi module scan structure that holds the scan
result. The caller must ensure that adequate space is available to hold the scan results.
p_cnt pointer to the variable, specifying the maximum number of SSIDs to scan; it is
updated to the number of actual SSIDs scanned by the device.

.ACLAdd

ssp_err_t (*ACLAdd) (st wifi_ctrl_t * const p_ctrl, uint8_t const
* const p_mac);

The ACLAdd API adds the given MAC address to the access control list.

[in]

p_ctrl see st wifi_ctrl_t

p_mac pointer to the Wi-Fi module MAC address structure.

.ACLDelete

ssp_err_t (*ACLDelete) (st wifi_ctrl_t * const p_ctrl, uint8_t
const * const p_mac);

The ACLDelete API deletes the given MAC address from the access control list.
[in]

p_ctrl see st wifi_ctrl_t

p_mac pointer to the Wi-Fi module MAC address structure.

.multicastListAdd

ssp_err_t (*multicastListAdd) (st wifi_ctrl_t * const p_ctrl,
uint8_t const * const p_mac_addr);

The multicastListAdd APl adds the given MAC address to the multicast filter list.
[in]

p_ctrl see sf wifi_ctrl_t

p_mac_addr pointer to the Wi-Fi module MAC address structure.

.multicastListDel
ete

ssp_err_t (*multicastListDelete) (st wifi_ctrl_t * const p_ctrl,
uint8_t const * const p_mac_addr);

The multicastListDelete API deletes the given MAC address from the multicast filter list.
[in]

p_ctrl see st wifi_ctrl_t

p_mac_addr pointer to the Wi-Fi module MAC address structure.
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Function Name | API Prototype and Description

.macAddressGet | ssp_err_t (*macAddressGet) (st wifi_ctrl_t * const p_ctrl, uint8_t
* const p_mac);

The macAddressGet API acquires the MAC address of the Wi-Fi module.

[in]

p_ctrl seesf wifi_ctrl_t

[in,out]

p_mac user-provided pointer to the Wi-Fi module MAC address structure.

.macAddressSet | ssp_err_t (*macAddressSet) (st wifi_ctrl_t * const p_ctrl, uint8_ t
const * const p_mac);

The macAddressSet API sets the MAC address of the Wi-Fi module.

[in]

p_ctrl see st wifi_ctrl_t

p_mac pointer to the Wi-Fi module MAC address structure.

.versionGet ssp_err_t (*versionGet)(ssp_version_t * const p_version);
The versionGet API gets the version and stores it in the user-provided pointer.
[in, out]

p_version user-defined pointer to the storage location.

Note: For details on operations and definitions for the function data structures, typedefs, defines, API data,
API structures, and function variables, see the API| References section for the associated module in
the SSP User’'s Manual.

Status Return Values can be found in Error codes in the SSP User’'s Manual API references. Table 2 shows
all the possible Wi-Fi framework API error calls.

Table 2. Status Return Values

Name Description

SSP_ERR_WIFI_CONFIG_FAILED Wi-Fi module configuration failed

SSP_ERR_WIFIL_INIT_FAILED Wi-Fi module initialization failed

SSP_ERR_WIFI_TRANSMIT_FAILED Wi-Fi module transmission failed

SSP_ERR_WIFI_INVALID MODE Wi-Fi module AP mode API called when provisioned in client
mode

SSP_ERR_WIFI_FAILED Wi-Fi module failed

3.1.3 Wi-Fi NSAL API

The Synergy Wi-Fi framework supports NetX NSAL. This implementation includes the NetX driver and the
packet transmit and receive callback functions. These functions are not directly called from the user
application if the Wi-Fi module is used when it is already integrated in the Wi-Fi framework, but these
functions are called and implemented when a new Wi-Fi module is integrated.

3.1.3.1 Structures used in NSAL APIs

o NetX IP link structure NX_IP_DRIVER

This structure defines the driver interface structure typically allocated from the local stack and passed to
the IP Link Driver.
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typedef struct NX TP DRIVER STRUCT

{

/* Define
UINT

/* Define

UINT
/* Define

ULONG
ULONG

/* Define

NX PACKET

/* Define

ULONG

/* Define

struct NX

the driver command. */
nx_ ip_driver command;

the driver return status. */
nx ip driver_ status;
the physical address that maps to the destination IP address.
n¥ ip driver physical address msw;
nx ip driver physical address lsw;
driver to send. */

the datagram packet (if any) for the

*nx ip driver packet;
raw driver

the return pointer for command requests. */

*nx ip driver return ptr;
the IP pointer associated with the request. */
IP STRUCT

*nx ip driver ptr;

NX INTERFACE *nx ip driver interface;

} NX IP DRIVER;

Figure 10. NetX IP driver structure

NSAL configuration structure s wifi_nsal cfg t
— This structure defines the NSAL configuration parameters

— This structure includes flags that indicate whether zero-copy support is enabled or disabled in the
transmit path and the receive path.

typedef struct st sf wifi nsal cfg
{

sf wifi nsal zero copy t tx zero_ copy; ///< Transmit path zero copy
support

sf wifi nsal zero copy t rxX Zero_ copy; ///< Recelve path zero copy
support

uint8 t * p_tx packet buffer; ///< Pointer to Tx buffer

used to consolidate data from chained NetX packets
} sf wifi nsal cfg t;

Figure 11. NSAL configuration structure
The following table lists the NSAL functions.
Table 3. NSAL interface APIs

Function Name API Prototype and Description

void nsal_netx_driver(NX_IP_DRIVER * p_driver, sf wifi_instance_t

nsal_netx_driver
const * p wifi_instance, st wifi_nsal cfg t * p wifi_nsal _cfg);

The nsal_netx_driver APl implements various IP driver commands used by NetX by
calling the corresponding Wi-Fi framework APIs.

[in]

p_driver see NX_IP_DRIVER

p_wifi_instance see st wifi_instance_t

p_wifi_nsal _cfgsee st wifi_nsal _cfg_t
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Function Name

API Prototype and Description

nsal_netx_send_p
acket

Static uint32_t nsal_netx_send_packet(NX_ IP * p_ip, NX_PACKET
*p_packet, sf wifi_instance_t const * p wifi_instance,

st wifi_nsal_cfg_t * p_nsal_cfg);

The nsal_netx_send_packet API calls the nsal_netx_transmit and the Wi-Fi
transmit API functions to transmit packets. If zero-copy support is enabled, the same
NetX packet is transferred from NetX to Wi-Fi driver. If zero-copy is disabled, the API
copies data from NetX packet to the driver buffer.

[in]

p_ip NetX IP structure, see the SSP User’s Manual for details

p_packet NetX packet structure, see the SSP User’'s Manual for details
p_wifi_instance see st wifi_instance_ t

p_nsal _cfg seesf wifi_nsal cfg t

nsal_netx_receive

Static uint32_t nsal _netx_receive(void * p_nsal_interface,
uint8_ t p_buffer, uint32_t length, st wifi_nsal cfg t *
p_wifi_nsal _cfg);

The nsal_netx_receive APl is called from the Wi-Fi device driver callback function
wifi_driver_callback. If zero-copy support is enabled, the same NetX packet is
transferred from Wi-Fi driver to NetX. If zero-copy is disabled, the API copies data from
the driver buffer to NetX packet and then passes the NetX stack for additional
processing.

[in]

p_ip NetX IP interface pointer

length of data buffer

p_wifi_nsal _cfg see st wifi_nsal cfg t

[in, out]

pdata user provided data buffer for data reception

Note: For details on operations and definitions for the function data structures, typedefs, defines, API data,
API structures, and function variables, see the API| References section for the associated module in
the SSP User’'s Manual.

Status Return Values Error codes are listed in the NetX User Guide available from the Synergy Software
Package page (www.renesas.com/synergy/ssp), where you can download the X-Ware™ Component

Documents for Renesas Synergy zip file. A Renesas.com login may be required.
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3.2 On-chip Networking Stack Support APIs (Path 2)

The On-chip networking stack support APIs can be used to configure the Wi-Fi module in Path 2, where an
on-chip networking stack is called. The API helps to configure the IP address for the interface, and start/stop
DHCP server when configured in the AP mode.

3.2.1 On-chip Networking Stack Instance

The application must define the Synergy Wi-Fi framework On-chip networking instance before using it. The
Synergy Wi-Fi framework instance refers to the Wi-Fi module specific control data, configuration data, and
APIs. The application uses this instance to perform operation on the Wi-Fi module.

The following structures are members of the Synergy Wi-Fi On-chip networking stack support instance
(sF_wifi_onchip_stack_instance_t).

/** SF WiFi On Chip Stack Instance structure */
typedef struct st sf wifi onchip stack instance

{

sf wifi onchip stack ctrl t * p ctrl; ///< Pointer to the control
structure for this instance

sf wifi onchip stack cfg t const * p cfg; ///< Pointer to the configuration
structure for this instance

sf wifi onchip stack api t const * p_api; ///< Pointer to the API structure

for this instance
} sf wifi onchip stack instance t;

Figure 12. On-Chip Networking Stack Support instance

The control structure, configuration structure, and the API structure of the on-chip networking stack support
follow.

3.2.1.1 On-chip Network Stack Support Structures

From a higher level, these are the structures used in the Wi-Fi framework BSD Socket interface APIs. These
structures have their own elements defined as structures in many cases. All structures and APls described
are defined in the s _wifi_onchip_stack api.h header file.

¢ On-chip stack API control structure sf_wifi_onchip_stack _ctrl_t
This control parameter structure is the pointer to the user-provided storage for the Wi-Fi module On-chip
stack control structure and can be an input or output depending on how the API uses it.

/** WiFi Framework control structure */

typedef struct st sf wifi onchip stack ctrl

{
/** Storage for information needed for each WiFi device driver in the system. */
sf wifi instance t * p lower 1lvl wifi; ///< Pointer to SF WiFi instance

} sf wifi onchip stack ctrl t;

Figure 13. On-chip networking stack support control structure

e On-chip stack API configuration structure sf_wifi_onchip_stack cfg t

This configuration parameter structure is the pointer to the user-defined Wi-Fi module configuration
structure and is an input to several of the APIs described in the following section.

/** Define the WiFi configuration parameters */
typedef struct st sf wifi onchip stack cfg
{

sf wifi instance t const * p lower 1vl wifi; ///< Pointer to SF WiFi
instance
void * p extend; ///< Extended configuration

} sf wifi onchip stack cfg t;

Figure 14. On-Chip Networking Stack support configuration structure
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e On-chip stack API structure sf_wifi_onchip_stack_api_t
This structure includes all the Wi-Fi framework On-chip stack API function pointers.

/** Framework API structure. Implementations will use the following API. */

typedef struct st sf onchip stack wifi api

{

ssp_err t (*open) (sf wifi onchip stack ctrl t * p ctrl,
sf wifi onchip stack cfg t const * const p cfg):;

ssp_err t (*close) (sf wifi onchip stack ctrl t * const p ctrl);

ssp_err t (*dhcpServerStart) (sf wifi onchip stack ctrl t * const p ctrl,
sf wifi ip addr t const * const p start ip,

sf wifi_ip addr t const * const p end ip);

ssp_err t (*dhcpServerStop) (sf wifi onchip stack ctrl t * const p ctrl);

ssp_err t (*versionGet) (ssp_version t * const p version);
} sf wifi onchip stack api tr

Figure 15. On-chip networking stack support API structure

3.2.2 On-chip Network Stack Support APIs

Table 4 shows a complete list of the available APIs, an example API call, and a short description of the
input/output of the APlIs.

Table 4. On-chip Network Stack Support APIs

Function Name API Prototype and Description
.open ssp_err_t (*open)(sf_wifi_onchip_stack ctrl_t * p _ctrl,
st_wifi_onchip_stack_cfg_t const * const p_cfg);
The open API initializes the driver configuration, enables the driver link, enables
interrupts, and makes the device ready for data transfer.
[in]
p_ctrl see sf_wifi_onchip_stack_ctrl_t
[in, out]
p_cfgsee sf wifi_onchip_stack cfg t
.close ssp_err_t (*close) (st _wifi_onchip_stack ctrl_t * const p_ctrl);
The close API de-initializes the network interface and can put it in low power mode or
power it off. This API closes the Wi-Fi device driver, disables the driver link, and
disables the interrupts.
[in,out]
p_ctrl see st _wifi_onchip_stack ctrl_t
.IpAddressCfg ssp_err_t (*ipAddressCfg) (st _wifi_onchip_stack ctrl_t * const
p_ctrl, sf wifi_onchip_stack ip_cfg t * const p _cfg);
The IpAddressCfg API configures the IP address of the interface.
[in]
p_ctrl see sf_wifi_onchip_stack_ctrl_t
p_cfg st wifi_onchip_stack cfg t
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Function Name API Prototype and Description

.dhcpServerStart ssp_err_t (*dhcpServerStart) (st _wifi_onchip_stack ctrl_t * const
p_ctrl, sf wifi_ip_addr_t const * const p_start_ip,
st wifi_ip_addr_t const * const p_end_ip);

The dhcpServerStart API starts the DHCP server on the interface (when configured
in AP mode) using the on-chip networking stack.

[in]

p_ctrl see sf_wifi_onchip_stack ctrl_t

p_start_ip pointer to the start IP address structure

p_end_ip pointer to the end IP address structure

.dhcpServerStop ssp_err_t (*dhcpServerStop) (st _wifi_onchip_stack ctrl_t * const
p_ctrl);

The dhcpServerStop API stops the DHCP server on the interface (when configured in
AP mode) using the on-chip networking stack.

[in]

p_ctrl see sf_wifi_onchip_stack ctrl_t

.versionGet ssp_err_t (*versionGet)(ssp_version_t * const p_version);
The versionGet API gets the version and stores it in the user-provided pointer.
[in,out]

p_version User-provided buffer to hold the version information.

Note: For details on operations and definitions for the function data structures, typedefs, defines, API data,
API structures, and function variables, see the module API References in the SSP User’'s Manual.

For the On-chip Networking Stack support API return status, see Table 2 in this document.

3.3 BSD Socket APIs (Path 2)

This section introduces the BSD Socket API interface provided by the Wi-Fi framework in the Path 2. This
APl interface requires the Wi-Fi module/driver to provide support for on-chip networking stack and BSD
socket APIs. When the application uses these APlIs, it is using the on-chip networking stack present on the
Wi-Fi chipset, and not the NSAL (the networking stack running on the Synergy MCU).

3.3.1 BSD Socket Instance

You must define the Synergy Wi-Fi framework BSD Socket instance before using it. The Synergy Wi-Fi
framework BSD socket instance refers to the Wi-Fi module specific control data, configuration data, and
APIs. The application uses this instance to perform operation on the Wi-Fi module.

Following are members of the Synergy Wi-Fi framework instance (sf_socket_instance_t).

/** This structure encompasses everything that is needed to use an instance
of this interface. */
typedef struct st _sf socket instance
{

sf socket ctrl t * p ctrl; ///< Pointer to the control structure
for this instance

sf socket cfg t const * p cfg; ///< Pointer to the configuration
structure for this instance

sf socket api t «const * p api; ///< Pointer to the API structure for
this instance

} sf socket instance t;

Figure 16. BSD Socket Interface instance
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3.3.2 Structures used in the BSD Socket APIs
o BSD Socket interface control structure sf_socket_ctrl_t

/** Socket Interface control structure */

typedef struct st sf socket ctrl
{

sf wifi onchip stack instance t * p lower lvl onchip wifi; ///< low level wifi
interface

} sf socket ctrl t;

Figure 17. BSD Socket interface control structure

e BSD Socket interface configuration information structure s¥_socket_cfg_t

/** Socket Interface configuration structure */
typedef struct st sf socket cfg
{

sf wifi onchip stack instance t * p lower 1vl onchip wifi; ///< Pointer
to SF on-chip stack instance

void * p_extend; ///< Extended
configuration
} sf socket cfg t;

Figure 18. BSD Socket interface configuration structure

o BSD Socket interface API structure sf_socket_api_t

///< This API will not be used as part of the Socket’s API but it will be called
beforehand to ensure stack is setup

/** Socket Interface API */
typedef struct st sf socket api{

ssp_err t (*open) (sf socket ctrl t * p ctrl, sf socket cfg t const * const
p_cfg);

ssp_err t (*close) (sf _socket ctrl t * econst p ctrl);
ssp_err t (*versionGet) (ssp version t * const p version);

} sf socket api t;

Figure 19. BSD Socket interface API structure

3.3.2.1 Wi-Fi Framework BSD Socket Interface APIs

Table 5 shows a complete list of the available APIs, an example API call, and a short description of the
input/output of the APIs. The BSD socket APIs included in this table are created by the Wi-Fi framework.

Table 5. Wi-Fi framework BSD Socket interface APIs

Function Name | Example API Call and Description

.open ssp_err_t (*open)(sf_socket_ctrl_t * p_ctrl, sf _socket cfg_t
const * const p_cfg);

The open API initializes the driver configuration, enables the driver link, enables
interrupts, and makes the device ready for data transfer.

[in]
p_cfg see sf_socket _cfg_t

[in,out]

p_ctrl see sf_socket_ctrl_t
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Function Name | Example API Call and Description

.close ssp_err_t (*close)(sft_socket _ctrl_t * const p_ctrl);

The close API de-initializes the network interface and can put it in low power mode or
power it off. This API closes the Wi-Fi device driver, disables the driver link, and
disables the interrupts.

[in,out]

p_ctrl see st_socket_ctrl_t

.versionGet ssp_err_t (*versionGet)(ssp_version_t * const p_version);
The versionGet API gets the version and stores it in the user-provided pointer.
[in,out]

p_version User-provided buffer to hold the version information.

Note: For details on operations and definitions for the function data structures, typedefs, defines, API data,
API structures, and function variables, see the module APl References section in the SSP User’s
Manual.

For the On-chip Networking Stack support API return status, see Table 2 in this document.
Standard Socket APIs

Application can use the following APIs to perform data transfer using sockets. This includes socket APIs that
are compliant with BSD APIs.

e socket

e close

e bind

e listen

e accept

e connect

e send

e recv

e recvfrom

e sendto

e setsockopt
e getsockopt
e select.

These APIs are standard BSD APIs that can be referenced from many open sources including those
specified in the API References section for the associated module in the SSP User’'s Manual. Not all Wi-Fi
chipsets provide extra on-chip support.
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4. Adding a Wi-Fi Framework Module in an Application

This section describes how to add a Wi-Fi framework module in an application using the Synergy
configurator.

Note: This section assumes you are familiar with creating a project, adding threads, adding a stack to a
thread, and configuring a block within the stack. If you are unfamiliar with any of these items, refer to
the first few chapters of the SSP User’'s Manual to learn how to perform these important steps when
creating SSP-based applications.

Figure 20 shows that when creating a Wi-Fi framework-based application, start by adding a new thread to
project.

ﬁ e2studio_6_2_R2018_01_02 - Synergy Configuration - WiFi_App_GT202_SK_57G2/configuration.xml - €° studio
e’ ynergy Config pp g

File Edit Mawvigate Search Project RenesasViews Run  Window Help

| & || || ® | |4 Debug 5 WiFi_App_GT202_SK_STG2.elf o | ® -/~ @

- - (::lv -

[’y Project Explorer 33 o % ¥ 2 B [WiFi_App_GT202_SK_$7G2] Synergy Configuration 52
25 WiFi_App_GT202_SK_S7G2 - :
M - Threads Configuration
! Includes
2 sre

(= script Threads 4| New Thread || Remove Ner

%% configuration.xml

= 57G2-SK.pincfg gNewThread New Thread A (‘
D synergy_cfg.bd
=| WiFi_App_GT202_S5K_S57G2.elf.jlink "

=S VAN Beee CTTWAT O T ol T e

Figure 20. Adding a new Thread
Follow section 4.1 and section 4.2 to add the NetX path and on-chip networking support path.

4.1 Adding a Wi-Fi Framework Module using NetX (Path 1)

To add a Wi-Fi framework module to an application based on NetX, add a NetX IP Instance to the new
thread.

4.1.1 Addthe NetX IP instance
Table 6 lists the Add the NetX IP Instance.

Table 6. Wi-Fi framework module selection sequence using NetX in an application

Resource ISDE Tab Stacks Selection Sequence
g_ip0 NetX IP Instance | Threads New Stack> X-Wave> NetX> NetX IP Instance

Figure 21 shows how to click the Thread pane from the Synergy configurator and select the NetX IP Instance
stack.
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| New Stacle
Driver -]
ected thread by using the 'New 5tack »' toolbar button (above), or by pz ol 5
FileX ¥ X-Ware »
GUIX ¥
Protocols > Metx >
4 NetX DES MNetX Duo >
“  MetX IP Instance ThreadX >
4 Met MD3 USBX >
“  MetX Packet Pool Instance
4 MNet{ Port using PPP on nx_ppp
4 Metx SHAT
& NetX Source

Figure 21. Adding NetX IP Instance

4.1.2 Adding the NetX Port using Wi-Fi Framework on sf_wifi_nsal_nx

Figure 22 shows when the NetX IP instances are added to the thread stack, the Synergy configurator
automatically adds the NetX common and NetX Packet Pool instance. The Synergy configurator also added
a module with a Pink band “Add NetX Network Driver.” This is where the Wi-Fi framework on NetX is pulled
in. This adds the TCP/IP stack to the user application.

Table 7. Adding NetX port using Wi-Fi-framework on sf_wifi_nsal_nx

Resource ISDE Tab Stacks Selection Sequence
NetX Port using Wi-Fi framework | Thread Add NetX Network Driver>NetX Port using Wi-Fi
onsf wifi_nsal_nx framework on s¥_wifi_nsal_nx

42 g_ipD NetX IP Instance

A
I I I

42 Met¥ Common on nx 42 g_packet_poold NetX 5 Add NetX Network
Packet Pool Instance Driver
New > & NetX Duo Port using PPP on nxd_ppp
i i E 4 MNetX Port ETHER on sf_el_nx
— . o . & NetX Port using Cellular Framework on sf_cellular_nsal_nx
&1 Add NetX Source 42 MetX Common on nx _ .
[Optional] NetX Port using PPP on nx_ppp

4 NetX Port using Wi-Fi Framework on sf_wifi_nsal_nx

A
I

5] Add NetX Source
[Optional]

Figure 22. Adding NetX Port using Wi-Fi Framework on sf_wifi_nsal_nx

Adding the Wi-Fi framework on s _wifi_nsal _nx adds the GT202 Wi-Fi Device Driver on
sTt_wiFfi_gt202. In addition Figure 23 shows the Synergy configurator has also added a module with a
pink band. “Add SPI Driver.” It adds this module because the GT202 uses the SPI port to communicate with
the MCU.
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4% g_ipD NetX IP Instance

4 Met¥ Common on nx

4% g_packet_poold NetX &% g_sf_el_nxD Net¥ Port using Wi-Fi Framework on

Packet Pool Instance =f_wifi_nsal_nx

Fy

Fy Fy

%7 Add Netx Source

4% NetX Common onnx | | 4 g_sf_wifi0 GT202 Wi-Fi Device Driver on

[Opticnal] sf_wifi_gt202
ry Y
I | |
%] Add MetX Source ] Add 3P| Driver 4+ g_external_irg2
[Optional] Bxternal IRC Driver on

r_icu

Figure 23. Wi-Fi Framework Configurator with NetX

4.2 Adding the Wi-Fi Framework Module using On-chip Wi-Fi Stack (Path 2)

Figure 20 shows that to add the Wi-Fi framework module using the On-chip Wi-Fi Stack in an application, the
user can add a new thread, and then add the BSD Socket using GT202 On-chip Stack to the new thread as

listed in Table 8.

Table 8. Wi-Fi framework module selection using On-Chip networking stack in an application

Resource

ISDE Tab Stacks Selection Sequence

g_sf socket0 BSD Socket using
GT202 On-Chip Stack on
GT202 Wi-Fi Framework

Framework

Threads New Stack> Framework> Networking> Wi-Fi> BSD
Socket using GT202 On-Chip Stack on GT202 Wi-Fi

BSD Thread Stacks

@ g_sf_socket0 BSD Socket using GT202 On-Chip

Stack on GT202 Wi-Fi Framework

ry

& g_sf_wifi_onchip_stackO On-Chip Stack on GT202

i Framework

rs

@ g_sf_wifi0 GT202 Wi-Fi Device Driver on

sf_wifi_gt202

r

I [

Add SPI Driver &# g_external_irg0
External IRQ Driver on
r_icu

Figure 24.

Including the On-chip Networking Stack Support
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5. Configuring the Wi-Fi Framework Module

Figure 25 shows when the Wi-Fi application is added to a thread, the Wi-Fi thread properties need to be
properly configured as indicated in Table 9.

2% | Thread
| 5 WiFi_App_GT202 f » SRR

- ¥ Binaries
» mit Includes P € =
» 52 src & New Thread
> 22 synergy
» = Debug
» = script
» = synergy_cfg New Thread Objects &
[l buildinfoxml
it configuration.a
=| 55D9-PK.pincfg
[El synergy_cfg.txt
=| WiFi_App_GT20 ~
1 » Summary |BSP | Clocks | Pins | Threads Messaging | ICU| Components

»

m

1|

O *Properties &2

lew Thread
ettings Property Value
4 Thread

Symbaol new_thread0
Name New Thread
Stack size (bytes) 1024
Priority 1
Auto start Enabled
Time slicing interval (ticks) 1

Figure 25. New thread configuration
The following table has the available configurations for the new thread.

Table 9. Configurations for the new thread

ISDE Property Value Description

Symbol new_threadO (default) User can specify different name.

Name New Thread (default) User can specify different name.

Stack size (bytes) 1024 (default) Application dependent.

Priority 1 (default) User can adjust this priority based on
specific application.

Auto start Enabled (default) User can adjust this setting based on the
application implementation

Time slicing interval (ticks) 1 (default) User can adjust this priority based on
specific application.

5.1 Wi-Fi Framework Configurations using NetX (Path 1)
Available configurations for the Wi-Fi application using NetX are described in the following subsections.

5.1.1 Configurations for the NetX IP Instance
Refer to Figure 26 for configurations to Adding the NetX IP Instance in this document.
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'WiFi App Thread Stacks

@

4% g_ip0 NetX IP Instance

Summar}r.ESP Clocks | Pins Threads.Messaging Components

[ Properties &3

g_ip0 NetX IP Instance

Settings -

Property

v Module g_ipd MetX IP Instance

Marne
IPvd Address
Subnet Mask
Default Gateway Address
IP Helper Thread Stack Size (bytes)
IP Helper Thread Priority
ARP
ARP cache storage units
ARP cache size (in storage units)
Reverse ARP
TCP
upp
ICMP
IGMP
IP fragmentation

Marne of generated initialization function

Auto Initialization
Link status change callback

Value

g_ipD

2 0.000
255,255,255,0
0,0,0,0
2048

3

|'L Enable
Bytes
520
Dizable
Enable
(3 Enable
Enable
Enable
Disable
ip_initd
Enable
MULL

Figure 26. Configurations for the NetX IP Instance

Table 10 lists detailed descriptions for the various configuration properties.

Table 10. Configuration settings for Wi-Fi framework module on NetX

255,255,255,0

ISDE Property Value Description

Name Default: g_i1p0 NetX IP instance name

Ipv4 Address Can be static or IP address for the NetX stack. Lookback can be done by
dynamic either using the same address or by using 127.**.*
Default: 192,168,0,2

Subnet Mask Default:

IP Helper Thread Stack
Size

Default: 2048

Each IP instance has a helper thread. The first
processing in the IP helper thread is to finish the
network driver initialization associated with the IP create
service. After the network driver initialization is
complete, the helper thread starts an endless loop to
process packet and periodic requests.

If unexpected behavior occurs within the IP helper
thread, the first debugging step is to increase its stack
size during the IP create service. If the stack is too
small, the IP helper thread might overwrite memory,
which can cause unexpected errors.

IP Helper Thread
Priority

Default: 3

User can adjust this priority based on specific
application.
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ISDE Property Value Description

ARP Default: Enable Address Resolution Protocol. ARP should always be
enabled.

ARP Cache Size in Default; 512 The ARP cache can be viewed as an array of internal

Bytes

ARP mapping data structures. Each internal structure is
capable of maintaining the association between an IP
address and a physical hardware address. In addition,
each data structure contains link pointers to be part of
multiple linked lists.

Reverse ARP Default: Disable Selection is based on the application requirement.

TCP Default: Enable Selection is based on the application requirement.

UDP Default: Enable Selection is based on the application requirement.

ICMP Default: Enable Before ICMP messages can be processed by NetX, the
application must call the nx_icmp_enable service to
enable ICMP processing. Thereafter, the application can
issue ping requests and field incoming ping packets.

IGMP Default: Enable Before any multicasting activity can take place in NetX,

the application must call the nx_igmp_enable service.
This service performs basic IGMP initialization in
preparation for multicast requests.

IP fragmentation Default: Disable IP fragmentation should be avoided if possible,
especially for reliable protocols such as TCP.
Name of generated Default; ip_init0 User can specify different name.
initialization function
Auto Initialization Default: Enable Select automatically to initialize the IP instance.
5.1.2 Configuration for Wi-Fi framework module on NetX

% NetX Commononnx ||| % g_packet_pool0 NetX || % g_sf_el_nx0 NetX Port usir
Packet Pool Instance

A A
I I

@] Add NetX Source 4 NetX Common on nx & g_sf_wifi0 GT202 Wi-Fi De
[Optional]
< !

smponents
1 Properties 22

letX Common on nx

‘ettings Property Value
3 4 Module NetX Common on nx
rformation e - —
Name of generated initialization function nx_common_init0
Auto Initialization Enable

Figure 27. Configurations for the NetX common block

Table 11 lists detailed descriptions for the various configuration properties.

Table 11. Configurations for NetX common module

ISDE Property Value Description
Name of generated Default: nx_common_init0 | User selection for the name of the initialization
initialization function function.
Auto Initialization Default: Enable Select automatically to initialize the NetX common
block.
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5.1.3 Configurations for NetX Packet Pool Instance
| i
1mon on nx ¥ g_packet_pool( NetX # g_sf_el_nx0 NetX Port using '
Packet Pool Instance

Y r

[

Source 4 NetX Common on nx # g_sf wifi0 GT202 Wi-Fi Devi
|

Lad

1]

00l0 NetX Packet Pool Instance

Property

Value

4 Module g_packet_pool0 NetX Packet Pool Instance

Name
Packet Size in Bytes

Number of Packets in Pool
Name of generated initialization function

Auto Initialization

g_packet_pool0
2048

16
packet_pool_init0
Enable

Figure 28. Configurations for NetX packet pool instance

Table 12 lists detailed description for the various configuration properties.

Table 12. NetX pool instance properties

ISDE Property

Value

Description

Name

Default:
g_packet_pool0

User selection for the name of the packet pool block.

Packet Size in Bytes

Default: 2048

Packet size and number of packets in pool determines
the packet pool memory size.

initialization function

packet_pool _init0

Number of Packets in | Default: 16 Packet pools are created either during initialization or
Pool during run time by application threads.
Name of generated Default: User selection for the name of the initialization function.

Auto Initialization

Default: Enable

Select automatic packet pool creation.
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514 Configurations for the NetX Port

A
[ [ I

nmMon on nx % g_packet_pool0 NetX @ g_sf_el_nx0 NetX Port using Wi-Fi Framework on sf wifi_nsal_nx
Packet Pool Instance

A A A
[ [ !

{ Source % NetX Common on nx @ g_sf wifi0 GT202 Wi-Fi Device Driver on sf_wifi_gt202
0|

11}

52

) NetX Port using Wi-Fi Framework on sf wifi_nsal nx

Property Value
4 Common

Parameter Checking Default (BSP)
4 Module g_sf_el_nx0 NetX Port using Wi-Fi Framew

Name (Must be a valid C Symbol) g_sf_el_nx0

Figure 29. Configurations for the NetX port using Wi-Fi framework on sf_wifi_nsal_nx

Table 13 lists detailed descriptions for the various configuration properties.

Table 13. Properties for NetX port using Wi-Fi framework on sf_wifi_nsal_nx

ISDE Property Value Description

Parameter Checking Default: Default (BSP) | This feature can be disabled when testing is complete to
save code space and to speed up execution.

Name Default: User selection for the name of the NetX port.
g_sft el_nx0
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5.15

Configurations for the Wi-Fi Module Device Driver

dd NetX Source
Jptional]

4 NetX Common on nx

4 g_sf_wifi0 GT202 Wi-Fi Device Driver on
sf_wifi_gt202

A

T

P | Clocks |Pins | € Threads| Messaging | ICU| Components

o2
e

GT202 Wi-Fi Device Driver on sf_wifi_gt202

Property
4 Common

Parameter Checking
On-Chip Stack Support

Driver Heap Size in bytes (Minimum 8192 bytes)

Value

Default (BSP)
Disabled
8192

4 Module g_sf_wifi0 GT202 Wi-Fi Device Driver on sf_wifi_gt202
Name (Must be a valid C symbol)
Hardware Mode
Transmit (Tx) Power (Valid Range 1-17)
Ready/Clear To Send (RTS/CTS) Flag
Delivery Traffic Indication Message (DTIM) Interval (Valid range: 1-255) 3
Broadcast SSID (AP mode only)
Beacon Interval in Microseconds (AP mode only and must be greater than 10: 1024
Station Inactivity Time out in Seconds (AP mode only and must be greater the 100
Requested High Throughput
Reset Pin (Must be a valid C symbol)

Slave Select Pin (SSL)(Must be a valid C symbol)

g_sf_wifi0
802.11n
10
Enabled

Enabled

Disabled

IOPORT_PORT_06_PIN_00
IOPORT_PORT_01_PIN_03

GT202 Driver Task Thread Priority (Modifying Task Thread Priority may cause | 5

Callback

Support NetX Packet Chaining

) NULL
Enabled

Figure 30. Configurations for the Wi-Fi module device driver

Table 14 lists detailed descriptions for the various configuration properties.

Table 14. Wi-Fi Device Driver configurations

ISDE Property

Value

Description

Parameter Checking

BSP (Default),
Enabled, Disabled

This feature can be disabled when testing is
complete to save code space and to speed up
execution.

On-Chip Stack Support

Enabled, Disabled
(Default) Disabled

Enable the On-chip stack support when using On-
chip networking stack.

Driver Heap Size in bytes

Default: 8192

This setting depends on the Wi-Fi driver
implementation.

Name Default: User selection for the name of the Wi-Fi framework
g_sft wifi0 instance.
Hardware Mode Option: Hardware mode of the Wi-Fi module.

802.11a/b/g/n
Default: 802.11n

802.11ac is not supported.

Transmit (Tx) Power
(Valid Range 1-17)

Default: 10

Transmit power in dBm.

Ready/Clear To Send

Enabled (Default),
Disabled

RTS/CTS enable

Delivery Traffic Indication
Message (DTIM)

3

Enable DTIM if network statistics is required. Valid
range is 1-255.

Broadcast SSID

Enabled (Default),
Disabled

SSID broadcast flag. Valid in AP-mode only.
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ISDE Property

Value

Description

Beacon Interval in
Microseconds

Default: 1024

Beacon interval. Valid in AP-mode only.

Station Inactivity Time out

Default: 100

Station inactivity timeout value. Valid in AP-mode

Thread Priority

in Seconds only.

Requested High Enabled, Disabled High-throughput mode. Only valid for 802.11n.

Throughput (Default)

Reset Pin Default: This setting depends on the hardware configuration.
IOPORT_PORT_O
6_PIN_00

Slave Select Pin Default: This setting depends on the hardware configuration.
IOPORT_PORT_O
1_PIN_03

GT202 Driver Task Default: 5 User selection is based on application status.

Callback

Default: NULL

When NSAL is used, this callback is locked.

Support NetX Packet
Chaining

Enabled (Default),
Disabled

NetX packet chaining allows more flexibility for
packet transmission.

5.2
(Path 2)

5.2.1 Configurations for the BSD Socket
When the BSD Socket stack is created, the Synergy configurator provides the following default

configurations.

Wi-Fi Framework Configurations using On-chip Networking Stack Support

% g_sf_socket0 BSD Socket using GT202 On-Chip
Stack on GT202 Wi-Fi Framework

Y

BSP Clocks |Pins | €3 Threads|Messaging | ICU| Components

es

«et0 BSD Socket using GT202 On-Chip Stack on GT202 Wi-Fi Framework

Property

4 Common

Parameter Checking

Value

Default (BSP)

4 Module g_sf_socket0 BSD Socket using GT202 On-Chip Stack on GT202 Wi-Fi Framework

Name (Must be a valid C Symbol)

g_sf_socket0

Figure 31. Configurations for the BSD Socket

Table 15 lists detailed descriptions for the various configuration properties.

Table 15. BSD socket configurations

ISDE Property

Value

Description

Parameter Checking

BSP (Default),
Enabled, Disabled

This feature can be disabled when testing is complete to
save code space and to speed up execution.

Name

Default:
g_sf_socketO

User selection for the name of the BSD socket interface.
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5.2.2 Configurations for the On-chip Stack

% g_sf wifi_onchip_stack0 On-Chip Stack on GT202
Wi-Fi Framework

-~
1

Clocks |Pins | Threads Messaging | ICU Components

1ichip_stack0 On-Chip Stack on GT202 Wi-Fi Framework

Property Value
4 Common
Parameter Checking Default (BSP)
4 Module g_sf_wifi_onchip_stack0 On-Chip Stack on GT202 Wi-Fi Framework
Name (Must be a valid C Symbol) g_sf_wifi_onchip_stack0

Figure 32. Configurations for the On-chip stack on GT202

Table 16 lists detailed descriptions for the various configuration properties.

Table 16. On-chip stack support configurations

ISDE Property Value Description
Parameter Checking | BSP (Default), Enabled, This feature can be disabled when testing is
Disabled complete to save code space and to speed up
execution.
Name Default: User selection for the on-chip networking stack.
g_sf wifi_onchip_stackO

5.2.3 Configurations for the Wi-Fi Module Device Driver

On-chip networking stack Support uses the same Wi-Fi module device driver as the NetX solution. For the
available configurations, refer to section 0.

5.3 Configuration for the Wi-Fi Framework Module Low Level Drivers

This implementation is specific to the Wi-Fi module for use with different HAL components such as the SPI,
ICU, IOPORT, SDMMC, and DTC. For the GT202 Wi-Fi module, the SSP supports communication with
GT202 via SPI interface on the r_rspi or r_sci_spi. See the appropriate module guides for these blocks for
relevant hardware configuration settings.
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6. Using the Wi-Fi Framework Module in an Application

After the Wi-Fi module and Synergy MCU are selected, refer to the flow chart in Figure 33 to start application
development. Follow the general steps in this section.

Pick your W-Fi
module and
Synergy MCU

Does your Wi-Fi module No
have on-chip networking

stack support?

Is your Wi-Fi
module currently
supported by the
S the on-chip networking stack Wi-Fi Framework?
currently supported by the

No nergy Wi-Fi Framework?

No

s On-Chip Networking No

Stack preferred?

v
Reference NetX path

Reference On-Chip rere o

Networking Stack path - implementation

implementation described in to\;\';itﬁ%ﬁgedxr;ur described in this
this document document

Follow section 9.1 Follow section 9.2
to integrate your

Wi-Fi module

Figure 33. Flowchart for Wi-Fi application path

6.1 Steps when using the Wi-Fi Framework Module with NetX (Path 1)

If your application implements a higher-level application protocols such as the protocols described in the
configurator view that follows, start by adding those blocks in the configurator.

il ‘ |
Driver LS
Framework » |
X-Ware L FileX &
|  GUKX » |
NetX » Protocols » NetX Auto IP
NetX Duo » | @ NetX Common on nx NetX BSD Support
ThreadX »| @& NetXIP Instance NetX DHCP Client
USBX » @ NetXMD5 NetX DHCP Common
% NetX Packet Pool Instance NetX DHCP Server
4 NetX Source NetX DNS Client
NetX FTP Client
NetX FTP Common
= NetX FTP Server
= NetX HTTP Client
* ol el - B NetX HTTP Common

NetX HTTP Server
NetX POP3 Client
NetX PPP Common
NetX SMTP Client
NetX SNTP Client
NetX TFTP Client
NetX TFTP Common
NetX TFTP Server
NetX Telnet Client
NetX Telnet Common
NetX Telnet Server

oo eGSO OPOGEOGPERS

Figure 34. NetX based application protocols
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These higher-level protocols pull in the dependency module such as the NetX IP instance, to the project.
Section 5.1.1 shows you how to configure the NetX IP instance.

Figure 35 shows the steps in a typical operational flow when using the Wi-Fi framework module with NetX in

an application.

User create the configurator contents:

High-level application protocol

NetX IP instance

NetX Port using Wi-Fi Framework on wifi_nsal_nx
Low level communication driver

Any internal interrupt needed

|

User configures the Property settings forall the
blocks in the configurator

'

User adds application code to enable the NetX [P
instance

'

User adds application code to check if IP link is
established

'

User adds application code to scan and provision the
Wi-Fi module

!

WiFi module is ready for data reception and
transmission

Figure 35. Typical operational flow for Wi-Fi application using NetX
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6.2 Using the Wi-Fi Framework Module with On-chip Stack (Path 2)

Figure 36 shows the steps in a typical operational flow when using the Wi-Fi framework module with On-chip
stack in an application.

User create the configurator contents:

+ BSD Socket Stack

*  On-Chip Networking Stack

* Wi-Fi Device Driver and low-level communication port
* Any internal interrupt needed

:

User configures the Property settings forall the blocks in
the configurator

.

User adds application code to provide the Wi-Fiprovision
structure

v

User adds application code to call the Socket APl open
function

User adds application code to scan/provision the Wi-Fi
module

!

WiFi module is ready for data reception and transmission

Figure 36. Typical operational flow for Wi-Fi application using On-chip networking stack support

7. The Wi-Fi Framework Module Application Project

The application project associated with this guide demonstrates the typical steps for using the Wi-Fi
framework module in an example application. You may want to import and open the application project within
ISDE and view the configuration settings for the Wi-Fi framework module. You can also read the code in the
wifi_app_thread_entry.c file, used to illustrate the Wi-Fi framework module APIs in a complete design.

7.1 Overview of the Application Project

7.1.1 NetX and NSAL Interface using Path 1

This application project is implemented on the SK-S7G2 and PK-S5D9 boards with Longsys Wi-Fi module
GT202 using the NetX networking stack. Communication with the GT-202 device driver is through the NSAL
interface.

7.1.2 Console Framework User Interface

This application project allows interactions with hardware through the Console framework on USB CDC. A
COM port terminal on the PC such as Tera Term, is required to review the Wi-Fi scan result in addition to
providing the Wi-Fi module provision information.

7.1.3 DHCP Client Application

This application project initializes the NetX TCP/IP, scans, and provisions the Wi-Fi module. DHCP client is
added on top of the NetX interface. The DHCP client layer acquires the IP address from the DHCP server.
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7.1.4 Using the Ping Application to Confirm the Connection
To confirm the networking connectivity of the SK-S7G2 and PK-S5D9, ping the acquired IP address.

Note: In this example application project, the On-chip networking stack example is not implemented.

Figure 37 describes the Wi-Fi activity in the example application project.

Application

Wi-Fi App Thiead

ThreadX *

Synergy Software Package (SSP)

=t

ping

N

echo

GT-202 Wi-Fi
MODULE

Figure 37. Wi-Fi sample application setup

7.2 Software Architecture
The application project has two threads:

e The Wi-Fi application thread
e The Console framework thread based on the USB CDC device communication framework.
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Wi-Fi Connectivity

A 'y

Application

Synergy Software Package (SSP)

ThreadX ®

Synergy MCU

Figure 38. Wi-Fi sample application software architecture

The following sections describe the functionality of the two application threads and their interaction.

7.2.1 Console Application Thread
The Console application thread is a user interface where you can:

Select the Wi-Fi access point to connect

Provide the Wi-Fi access point password

Receive message for confirmation of successful provision
Receive message for the resolved IP address.

See the Console Framework Module Guide for details on designing a Console framework.

Note: With the current USB CDC driver, when testing with Windows 10, you must change the USBX Device

Configuration Class Code from Communications to Miscellaneous. To do this, go to the Console
Thread in the Threads tab and change the Class Code property of the USBX Device Configuration.

7.2.2 Wi-Fi Application Thread

The Wi-Fi application thread along with the created configurator code, includes the DHCP client application,
with the TCP/IP core stack. In addition, it also includes the Wi-Fi framework, NSAL, and Wi-Fi device driver.
Essentially, this thread is responsible for DHCP client, Wi-Fi connectivity, and provisioning of the user code.
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7.3 Wi-Fi Framework Module Code Overview
Figure 39 shows the directory structure for the Wi-Fi framework application source code.

4 [ WIFi_App_GT202_SK_S7G2
- 3 Binaries
> w Includes
4 [ sre
> (= synergy_gen
» gl console_app_thread_entry.c
- [¢ hal_entry.c User application code
- B utility.h
+ g wifi_app_thread_entry.c
4 12 synergy
» (= board
4 iz ssp
& InC
4 G2 srC
» i2 bsp
» (= driver
4 (= framework
> = el
. = sf_console Wi-Fi Framework and
> (= sfel_ux Console Framework
> = sf_el_ux_comms_v2
» = sf_wifi_nsal_nx
4 (= ssp_supplemental
> = inC
4 (= 5rC
4 = framework
4 (= sf_wifi_gt202
- [8 sf_wifi_gt202_private_api.h Wi-Fi Framework
- [ sf_wifi_gt202_privateh
» Lo sf_wifi_gt202.c
4 = wifi_drivers
4 (= wifi_driver_gt202
» = atheros_wifi GT202 device driver
+ = gt202_control
> e gt202_wifi_task_thread.c

Figure 39. Wi-Fi framework application source code

7.3.1 Configurator generated code (src/synergy_gen folder)

The configurator generated code is part of the common_data.c/h and wifi_app_thread.c/h in the
src/synergy_gen folder. The code in these files, are common code specific to the selected module stack
components of the thread. In this case, the common code associated with NetX is available in the
g_common_init() function. Additionally, in the common code, the NetX driver entry function, packet pool
creation for the Wi-Fi framework is available as part of the configurator created code.

7.3.2 User application code (src/wifi_app_thread_entry.c)
In the user application code (src/wifi_app_thread_entry.c), the code for checking the status of the IP

link creation, provisioning the Wi-Fi with user credentials, starting the DHCP client, and acquiring the IP
address from the DHCP server are added. The step sequence is as follows:
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1. Check if the IP link is enabled with
nx_ip_interface_status check (&g_ip0O, 0, NX_IP_LINK ENABLED, &ip_status,
NX_WAIT_FOREVER)

2. Provision the Wi-Fi module with
g_sT wifiO.p_api->provisioningSet (g_sf wifiO.p_ctrl, &g_provision_info);

Note: This sample application has fixed settings for the following provision configurations:
e Mode: Client
e Security: WPA2
e Encryption: Auto

Slight adjustment of the following code can allow provision for Wi-Fi modules that have different security
settings.

/** set other provisioning configuration */
g _provision info.mode = SF WIFI INTERFACE MODE CLIENT;
g_provision info.security = SF WIFI SECURITY TYPE WPAZ;
g _provision info.encryption = SF WIFI ENCRYPTION TYPE AUTO;

Figure 40. Example GT202 provisioning settings

3. Start the DHCP client with
nx_dhcp_start (&g_dhcp_client0);
4. Check the DHCP server to determine if the IP address is resolved with
nx_ip_status_check (&g_ip0, NX_IP_ADDRESS RESOLVED, (ULONG *) &status, 10);
5. Acquire the leased IP address with
nx_ip_interface_address_get (&g_ip0, 0, &ip0_ip_address, &ip0_mask);

The application is then ready for TCP/IP communication with other clients on the Wi-Fi network using the IP
address.

7.4 Configurations
The hardware and the application configurations for the property settings in the configurator are described.

For both the SK-S7G2 and PK-S5D9 projects, the following Wi-Fi thread property works well for this
application. The user should adjust these settings within their own application.
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[25 Project Explorer &2 5% T = B # *[Wifi_App_GT202_PK_S5D9] Synergy Configuration i
a [ % WIiFi_App_GT202_PK_S5D9
R PP- T Threads
> 3%, Binaries
» it Includes — P— 2 &
. 58 src reads &
> [ synergy L  WiFi App Thread
- = Debug i g_dhcp_client0 NetX DHCP Client E
. & script g_wifi_gueue Queue
» = synergy_cfg . i §
buildinfoxm WiFi App Thread Objects &
& configuration.xml @® g_wifi_gueue Queue

= S5D9-PK.pincfg
synergy_cfg.txt

= WiFi_ Ann GT202 PK S50 ristam h s -
4 | 1 3 Summary | BSP | Clocks | Pins | Threads | Messaging | ICU | Compc

[ *Properties &2
WiFi App Thread

Settings Property Value
4 Thread
Symbol wifi_app_thread
MName WiFi App Thread
Stack size (bytes) 6144
Priority 1
Auto start Enabled
Time slicing interval (ticks) 1

Figure 41. Wi-Fi thread configurations

Notice that the Stack size for the Wi-Fi application project increased from 1024 byte from the default to 6144,

this setting provides reliable operation with this application project but may need to be adjust for a new Wi-Fi
application.

7.4.1 DHCP Client Configuration
To set up the DHCP client, see Figure 42.
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& g_dhcp_client0 NetX DHCP Client

locks | Pins | Threads | Messaging | ICU | Components

[ Properties 22

0 NetX DHCP Client

Property Value

4 Common
Internal thread priority 3
Internal thread stack size (bytes) 2048
Timeout between DHCP messages processed 1
Use BOOTP Disable
Send ARP probe Disable
ARP probe wait time (seconds) 1
Minimum ARP probe wait time (seconds) 1
Maximum ARP probe wait time (seconds) 2
ARP probe count 2
Maximum retransmission timeout (seconds) 64
Minimum renew timeout (seconds) 60
Minimum retransmission timeout (seconds) 4
Client packet payload size (bytes) 592
Number of packets in internal packet pool 5
Persistent client state Disable
Use application packet pool Disable
Maximum message size support Disable
DHCP options buffer size (bytes) 312

Maximum DHCP client state record on a inter 1

Wait before restarting the configuration proc: 10

4 Module g_dhcp_client0 NetX DHCP Client

Name

Name of generated initialization function

Auto Initialization

g_dhcp_client0
dhcp_client_init0
Enable

Figure 42. DHCP client configuration

The DHCP Common block is provided automatically by the Synergy configurator when the DHCP client is

included. See Figure 43 for the configuration information.

# NetX DHCP Common

I

‘ramework on sf_wifi_nsal_nx

“locks | Pins | Threads | Messaging | ICU Components

—ommon

Property
4 Common

Type of Service for UDP requests

Fragmentation option
Time to live
Packet Queue depth

- v o
Value

Normal

Don't fragment

128

5

Figure 43. NetX DHCP Common configurations

See the NetX™ DHCP Client Module Guide for detailed description of the configuration properties for the
DHCP Client block and DHCP Common block. This sample project uses the default settings provided by the

configurator for these two blocks.
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7.4.2 NetX Related Configurations

See section 5.1 for the available configurations of NetX blocks. In this section, only properties that changed
from the default configuration are described in detail. The properties that changed from the default value are
marked with the red boxes.

WiFi App Thread Stacks

4 g_ip NetX IP Instance

®

Summary.ESP Clocks |Pins | Threzds Messaging | Components
[ Properties 33
g_ip0 NetX IP Instance

Settings Property
v Module g_ip0 NetX P Instance

Value

Name gipl
| 1Py Address Soooo |
Subnet Mask 255,295,253,0
Default Gateway Address 0,000
IP Helper Thread Stack Size (bytes) 2048
IP Helper Thread Priori 3
[ ARP S enable |
ARP cache storage units Bytes
ARP cache size (in storage units) 520
Reverse ARP Disable
ICP Enable
| uDP % Enable |
ICMP Enable
IGMP Enable
IP fragmentation Disable
Mame of generated initialization function ip_initd

Auto Initialization
Link status change callback

Enable
NULL

Table 17 lists additional information on properties that differ from the default value.

Table 17. NetX IP instance property in sample application

Figure 44. NetX IP instance configuration

ISDE Property | Value Description

Ipv4 Address 0,0,0,0 | When DHCP client is used, this value must be 0,0,0,0 and modification
of this property is locked.

ARP Enable When DHCP client is used, this ARP must be enabled, and modification
of this property is locked.

UDP Enable When DHCP client is used, UDP must be enabled and modification of
this property is locked.

There are no changes for the following blocks from the default setting:

e NetX Common on NetX (section 5.1.2
e NetX Packet Pool Instance (section 5.1.3)

e NetX Port using Wi-Fi framework on sf_wifi_nsal_nx (section 5.1.4)

See the specified references of the corresponding sections for the related configurations.
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7.4.3 Wi-Fi Device Driver Configuration

See section 5.1.5 for the available configurations of the Wi-Fi device driver block. In this section, only the
properties that changed from the default configuration are described in detail.

The properties that change from the default value are marked in the red boxes.

& g_sf_wifi0 GT202 Wi-Fi Device Driver on sf_wifi_gt202

Clocks |Pins Threads| Messaging | ICU | Components

T202 Wi-Fi Device Driver on sf wifi_gt202

Property Value

4 Common
Parameter Checking Default (BSP)
On-Chip Stack Support Disabled

Driver Heap Size in bytes (Minimum 8192 bytes) 16384
4 Module g_sf_wifi0 GT202 Wi-Fi Device Driver on sf_w

Name (Must be a valid C symbol) g_sf_wifi0
Hardware Mode 802.11n
Transmit (Tx) Power (Valid Range 1-17) 10
Ready/Clear To Send (RTS/CTS) Flag Enabled
Delivery Traffic Indication Message (DTIM) Interva 3
Broadcast SSID (AP mode only) Enabled

Beacon Interval in Microseconds (AP mode only ar 1024

Station Inactivity Time out in Seconds (AP mode o 100

Reguested High Throughput Disabled

Reset Pin (Must be a valid C symbol) IOPORT_PORT_06_PIN_03
Slave Select Pin (SSL)(Must be a valid C symbol) IOPORT_PORT_04_PIN_13
(GT202 Driver Task Thread Priority (Modifying Task 5

Callback & NULL

Support NetX Packet Chaining Enabled

Figure 45. Wi-Fi device driver configuration in the sample project
Table 18 lists additional information on the properties that differ from the default values.

Table 18. Wi-Fi device driver configuration in the sample project

ISDE Property | Value Description
Reset Pin IOPORT_PORT_06_PIN_03 | Hardware configuration on SK-S7G2 and PK-S5D9
Slave Select Pin | IOPORT_PORT_04_PIN_13 | Hardware configuration on SK-S7G2 and PK-S5D9

Figure 45 shows that P6_03 is used as the reset pin for the Wi-Fi module. By default, P6_03 is configured as
input, the user needs to reconfigure P6_03 as a low output.
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Pin Selection Pin Configuration

type filter text =
v P415 - Module name: pPe03

v P5 Symbolic Name: GPIO3
gD Comment:

v P&00
v P601 Port Capabilities: BUSO: D13_DQ13
v P602 X 5
- P603 P&03 Configuration
< Pe04 = Mode: IOutput maode (Initial Low) 'l
v P05 Pull up: ianne 'l
v P606 r
v PGO7 Drive Capacity: |Low '|
v P608 Output type: {CMOS '|
v P609
v P610 Chip input/output
v P61l 3 » | GPIO v
» P612

Figure 46. Configure P6_03 to output low

In addition, P4_13 is used as the slave select pin for the Wi-Fi module. By default, P4_13 is configured as
input, the user needs to reconfigure P4_13 as a high output.

Pin Selection Pin Configuration
type filter text =

v Pl - Module name: P413

v P2 Symbolic Name: GPIO15

ol Comment:

a v P4

« P400 Port Capabilities: CTSUD: TS09
+ P401 ETHERCO: TXDO
» P402 OPS0: GTOUUP
< P403 | SCI0: CTS_RTS_SS
v P404 = SpDHlIO:CLK
v PGS SPI0: SSLO
v P406 P413 Configuration
¥ P07 Mode: Output mode (nitial High) ~
v P408 —
. pang Pull up; Q:Na{le bt
v P410 Drive Capacity: | Medium -
v pa11 Output type: !:CMOS ]
v P412 Wpe s ‘- |
+ P413 Chip input/output
v P4al4 : «[ari0 .
« P415 =

Figure 47. Configure P4_13 to output high

7.4.4 SPI Communication Configuration
The GT202 uses SPI to communicate with the MCU. For details on SPI peripheral settings, see the SPI
Module Guide.

This application project uses the RSPI interface to communicate with GT202. Table 19 lists the RSPI block
added.
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Table 19. Add SPlI driver

Resource ISDE Tab Stacks Selection Sequence

Add SPI driver Thread Add SPI driver>g_spiO SPI driver on r_rspi
— J“;_ . e & @g_spi0 SPI Driver on rJ5|‘:)I- H gfex‘ternalijqu
B a5 External IRQ Driver or |

r_icu

'river on r_rspi

CIOCkS.Pins Threads | Messaging ICU Components'

Select SSL Level After Transfer
Clock Delay Enable

Clock Delay Count

SSL Megation Delay Enable
Negation Delay Count

Mext Access Delay Enable
Next Access Delay Count
Receive Interrupt Priority
Transmit Interrupt Priority
Error Interrupt Priority

Property Value

4 Common
Parameter Checking Default (BSP)

4 Module g_spi0 SPI Driver on r_rspi
Name g_spi0
Channel 0
Operating Mode & Master
Clock Phase ) Data sampling on even edge, data variation on odd edge
Clock Polarity & High when idle
Mode Fault Error @ Disable
Bit Order &1 MSB First
Bitrate 8000000
Callback & NULL
SPI Mode & Clock Synchronous operation
SPI Communication Mode 3 Full Duplex
Slave Select Polarity(SSL0) & Active Low
Slave Select Polarity(SSL1) @ Active Low
Slave Select Polarity(SSL2) & Active Low
Slave Select Polarity(SSL3) i Active Low
Select Loopbackl & Mormal
Select Loopback2 % Normal
Enable MOSI Idle & Disable
MOSI Idle State @ MOSI Low
Enable Parity & Disable
Parity Mode @ Parity Even
Select SSL{Slave Select) & S50

@ SSL Level Do Not Keep

& Clock Delay Disable

& Clock Delay 1 RSPCK

4 Megation Delay Disable

& Negation Delay 1 RSPCK

&1 Next Access Delay Disable
& Mext Access Delay 1 RSPCK
Prionity 2

Priority 2

Priority 2

Figure 48. RSPI configuration

See the RSPI HAL Module Guide for detailed description of the R_RSPI configuration properties. When the
RSPI is pulled in to complete the GT202 device driver, the Synergy configurator automatically adjusted
several settings and have most of the settings locked to avoid misconfigurations.

Table 20 shows the updated properties, other properties assume the default value.
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Table 20. RSPI configuration for GT202

ISDE Property

Value

Description

Operation Mode

Master

Modification of this property is locked.

Clock Phase

Data sampling on even edge,
data variation on odd edge

Modification of this property is locked.

Clock Polarity High when idle Modification of this property is locked.
Mode Fault Error Disabled Modification of this property is locked.
Bit Order MSB First Modification of this property is locked.
Bitrate 8000000 This setting is valid. See the GT202
User Manual for other permitted settings.
Callback NULL Modification of this property is locked.
SPI Mode Clock synchronous operation | Modification of this property is locked.
SPI Communication Mode | Full duplex Modification of this property is locked.
Slave Select Polarity Active-low Modification of this property is locked.
(SSLO)
Slave Select Polarity Active-low Modification of this property is locked.
(SSL1)
Slave Select Polarity Active-low the modification of this property is locked
(SSL2)
Slave Select Polarity Active-low Modification of this property is locked.
(SSL3)
Select Loopbackl Normal Modification of this property is locked.
Select Loopback?2 Normal Modification of this property is locked.
Enable MOSI Idle Disabled Modification of this property is locked.
MOSI Idle State MOSI Low Modification of this property is locked.
Enable Parity Disable Modification of this property is locked.
Parity Mode Parity Even Modification of this property is locked.
Select SSL (Slave Select) | SSLO Modification of this property is locked.

Select SSL Level After
Transfer

SSL Level Do Not Keep

Modification of this property is locked.

Clock Delay Enable

Clock Delay Disable

Modification of this property is locked.

Clock Delay Count

Clock Delay 1 RSPCK

Modification of this property is locked.

SSL Negation Delay
Enable

Negation Delay Disable

Modification of this property is locked.

Negation Delay Count

Negation Delay 1 RSPCK

Modification of this property is locked.

Next Access Delay Enable

Next Access Delay Disable

Modification of this property is locked.

Next Access Delay Count

Next Access Delay 1 RSPCK

Modification of this property is locked.

7.4.5

SPI Hardware Pin Configuration

The RSPI is selected for the PMODB on the SK-S7G2 and PK-S5D9 kits. The SPI interface on the PMODB
uses P410, P411, and P412. On SK-S7G2, these pins are defaulted to SCIO _B only based on the SK-S7G2
board package file. You must disable the SCIO or reconfigure the SCIO to other pins before assigning these
pins to PMODB on SK-S7G2. In this application example, the SCIO0 is disabled as shown in Figure 49.
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Select pin configuration

.S?Gz-Sk.pincfg v ¥| Generate data: g_bsp_pin_cfg

Pin Selection

type filter text LB B

4 « Peripherals -
Monitoring:CAC

Analog:ADC

Analog:CMP

Analog:DACI2

-

<

Pin Configuration

Module name:
Usage:

SCIo

When using Simple 12C mode, ensure port pins output
type is n-ch open drain.

When switching between [2C and other modes, first

'y

Connectivity:.CAN
Connectivity:ETHERC

L

Connectivity:IlC

Pin Group Selection;

Operation Mode:

disable.
i_A only Zi
|Disabled v

N
<

Connectivity:SCI
SCI0
scn
SCI2
SCI3
SCl4
SCIS
» SCI6
sCI7
» SCI8
SCI9

s P ki e O

<

4

Input/Output

Figure 49. Disable SCIO on SK-S7G2
Figure 50 shows that after the SCIO is disabled, assign SPI0 to _B only on SK-S7G2 to enable the RSPI

operation on the Wi-Fi driver.

For the PK-S5D9 MCU, pins P4_10, P4_11, and P4_12 are assigned to SPI0 in mixed mode. Assignments
are based on the default PK-S5D9 board package. Figure 50 shows how to change the SPIO to _B only,
which must be done to allow proper communication with the Wi-Fi device driver.

v Analog:DAC12 - Module name:
v Connectivity:CAN Usage:

i+ Connectivity:ETHER
v Connectivity:lIC

Pin Group Selection:

v Connectivity:SCI Operation Mode:
4 v+ Connectivity:SPI
~ SPI0 Input/Output
SPI1 M
Connectivity:SSI

v+ Connectivity:USBFS|=
+ « Connectivity:USBH?

v Input:CTSU SSLO:
InputIRQ
Input:KINT AR
v Graphics:GLCDC S5L2:

Graphics:PDC
v Storage:QSPI
Storage:SDHI

SPIO
For SPL same Pin Group recommended
|8 only. )
[Enabled -
v |P410 2
v |P411 -
v |Pa12 -
[None 'l
[None "
[None Vi
None Y

Figure 50. Assigned SPI0Oto _B only on SK-S7G2 and PK-S5D9

By default, the DTC transfer module is included when the RSPI interface is included. The DTC driver must
be removed because DTC uses 4-bytes (word) transfers, but the GT202 Wi-Fi driver supports 8-bit transfer

mode.
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7.4.6 PMODB Interrupt Pin
Figure 51 shows the configuration for the PMOD interrupt pin setup.

% % g_external_irq2
: External IRQ Driver on
ricu

ocks Pins | Threads | Messaging ICU| Components

|2 External IRQ Driver on r_icu

Jroperty
4 Common

Parameter Checking

Value

Default (BSP)

4 Module g_external_irg2 External IRQ Driver on r_icL

Name

Channel
Trigger

Digital Filtering

Digital Filtering Sample Clock (Only valid wher| & PCLK / 64
Interrupt enabled after initialization & True

Callback
Interrupt Priority

0
i Falling
4 Disabled

&) custom_hw_irg_isr
Priority 2

Figure 51. PMODB interrupt configuration

For details on the external IRQ configuration properties, see the External IRQ HAL Module Guide. When the
external IRQ is pulled in to complete the GT202 device driver, the Synergy configurator automatically adjusts
several settings and locks most of the settings to avoid configuration issues.

Table 21 shows the updated properties, other properties assume the default value.

Table 21. PMODB interrupt configuration

ISDE Property

Value

Description

Name

g_external_irqg2

Name of the IRQ

Trigger

Falling

Determined by GT202 requirement. Modification of this
property is locked

after initialization

Digital Filtering Disabled Modification of this property is locked.
Digital Filtering PCLK/64 Modification of this property is locked.
Sample Clock

Interrupt enabled | True Modification of this property is locked.

Callback

custom_hw_irqg_1isr

Determined by GT202 device driver implementation.
Modification of this property is locked.

Interrupt Priority

Priority 2

This priority is appropriate for the sample application
project used. Consider the particular application when
selecting the priority for this interrupt.
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With all the specified configuration, Figure 52 shows an overview of the finished configurator.

WiFi App Thread Stacks

% g_dhcp_clientd NetX DHCP Client

L4 g_ip0 NetX IP Instance

# NetX DHCP Common

A

I

1

{0
¥ NetX Common on nx

¥ g_packet_pool0 NetX
Packet Pool Instance

¢ g_sf_el_nx0 NetX Port using Wi-Fi Framework on sf_wifi_nsal_nx

Y

1

% Add NetX Source
[Optional]

& NetX Common on nx

$ g_sf_wifi0 GT202 Wi-Fi Device Driver on sf_wifi_gt202

A

% Add NetX Source
[Optional]

# g_spi0 SPI Driver on r_rspi

# g_external_irg2
External IRQ Driver on
r_icu

A

1

&1 Add DTC Driver for
Transmission
[Recommended but
optional]

% Add DTC Driver for
Reception
[Recommended but
optional]

Figure 52. Complete configurator overview

7.4.7 SK-S7G2 PMOD Usage Caveat and Workarounds

The PMOD connector pin numbers on schematics for the SK-S7G2 Starter kit are shown incorrectly.
Table 22 lists the actual pins following the PMOD standard.

Table 22. PMOD pin assignment

PMOD Pin Signal Direction Description
1 SS Out Slave Select
2 MOSI Out Master Out Slave In
3 MISO In Master In Slave Out
4 SCK Out Serial clock
5 GND
6 VCC
7 INT In Interrupt signal from slave to master
8 RESET Out Reset signal from slave to master
9 N/S N/S
10 N/S N/S
11 GND
12 VCC
N/S: Not Specified. The meaning of these pins depends on the PMOD module, these pins can be

unconnected or can be specific inputs or outputs for additional module. These pins are not used in
SK-S7G2 and PK-S5D9 applications.
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7.5 GT202 Wi-Fi Module and Driver Limitations/Known Issues

e GT202 on-chip stack only accepts single TCP connection. After accepting single connection, the GT-202
vendor driver fails to notify the upper layer for new connection request.

e GT202 vendor driver code has compilation warnings in it.

e GT202 Wi-Fi module driver does not support access control list.

e GT202 Wi-Fi module driver does not provide API for multicast filtering.

e The recv socket APl implemented by GT202 vendor driver is non-blocking. However, the BSD
Socket API specification for recv is blocking API.

e Workaround: Application should call select API before calling recv API, which makes the application
wait until there is data available on the socket or timeout occurs.

¢ If the pin configuration is not set up properly, then the driver code within the GT202 module enters an
infinite loop, causing the Wi-Fi framework open API to not return.

8. Running the Wi-Fi Framework Module Application Project
Review the following points before proceeding to the operation of this sample project:

e Make sure you have your PC connected to a Wi-Fi access point before running this application project.
You must know the password of this access point because it is required for provisioning the GT202.

e This sample project only supports Wi-Fi security type WPA2, if you need to change to a different security
type, you can edit the encryption field in the Wi-Fi provisioning structure. See Figure 40 for the related
code adjustment.

e When you have your Wi-Fi connection and the password ready, you can import the Wi-Fi framework
module application project and see it executing on SK-S7G2 or PK-S5D9.

e Refer to the Renesas Synergy™ Project Import Guide (r11an0023eu0121-synergy-ssp-import-guide.pdf),
included in this package, for instructions on how to import the project into e? studio or IAR EW for
Synergy, then build and run the application.

e The vendor provided GT202 device driver has over 500 warnings. This is normal with the version of the
device driver.

8.1 SK-S7G2 Board Setup Details
Make sure that 3.3 V is selected for PMOD B using jumper (J15), as shown in Figure 53.

- P )
LA

-

ol

e
N =
1y

T

Figure 53. Hardware setup
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Note: Itis important to select 3.3 V for the modules. Otherwise, the modules might be damaged.
After setting the jumper as suggested:

1. Connect the micro USB cable to the J19 port to power up the board.
2. Connect the USB device from J5 to the PC.

8.2 Install the USB CDC Device Driver

The Console framework in this application project uses the Communication framework on USB CDC Device.
This requires the USB CDC device driver being installed on the PC.

For Windows10, it is not necessary to install the USB CDC device driver because the SK-S7G2 and PK-
S5D9 can be detected as a USB serial device as shown in Figure 54.

& Device Manager

File Action View Help
e | m Hml 8

v & SCL1-RThiagarajan
i| Audio inputs and outputs
@ Batteries
§!| Biometric devices
) Bluetooth
B3 Computer
- Disk drives
B8l Display adapters
E Firmware
» ¢ Human Interface Devices
== |DE ATA/ATAPI controllers
-3 Imaging devices
. [ Jungo Connectivity
= Keyboards
{1 Memory technology devices
. ( Mice and cther pointing devices
2 Monitors
. 2 Network adapters
v i@ Ports (COM &LPT)
i@ Intel(R) Active Management Technolggy - SOL (COM3)
@ Synergy USB Boot (COM) ¢
= Print queues
7 Printers
. ] Processors
B9 Security devices
E= SM Niriver

Figure 54. USB CDC port enumeration on Windows10

For Windows?7, after the SK-S7G2 USB device port is connected to the PC, it is first detected as Unknown
Device. You can then right-click on this device and select Update Driver software.
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4 |5 Other devices
\H Unknown device

4 3 Ports (COM & LI Update Driver Software...
'Y Intel(R) Actiy ~ Disable )
D Processors Uninstall
ches fhe Update Drive Scan for hardware changes
. Properties 4

Figure 55. Update USB CDC driver

When prompted for the location of the drivers, browse to the location of the Windows USB serial driver
provided as part of this application project. After the driver is updated, a new COM device is displayed in the
Device Manager as in Windows10.

8.3 Running the Sample Project

When you run the software and confirm the COM port enumeration, open the Tera Term or other serial
terminal, and select the enumerated COM port, then perform the following steps to provision the GT202

Wi-Fi module.
e .
TCPIIP Host: |myhost.example.com v
History
Telnet 2 |
SSH Hvers SSH2 v
Other
UNSPEC ~ ‘
| @ serial Port: !QOM]S: Synergy USB Boot (COM15) v|
! ok | | cancel Help |

Figure 56. Connect to the COM port

8.3.1 View the Available Commands

There are two commands to use to provide the SSID and password to start the GT202 provisioning. On
opening the Tera Term, type ? and press the Enter key to review the available commands.

?

' Synergy Wi-Fi Framework Help Menu
1 : Press 1 and then the Enter key to input the Wi-Fi AP SSID

2 : Press 2 and then the Enter key to input the Wi-Fi AP Password if needed

iSynergy Wi-Fi Framework>f]

Figure 57. Commands available

8.3.2 Provision the Wi-Fi Module

Press 1 and the Enter key to input your Wi-Fi access point SSID. Press 2 and the Enter key to input your
Wi-Fi access point password as shown in Figure 58. After you provided the AP password, the Wi-Fi module
provision starts.
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@ COM1S - Tera Term VT | O]

File Edit Setup Control Window Help

Synergy Wi-Fi Framework>1

[Please input the SSID. press enter when done.
rea—guestwifi

iGot your SSID.

Synergy Wi-Fi Framework>2

Please input the SSID password, press enter when done.
QuBEdpl3x
[Got your password.

Jait for Wi-Fi module provisioning...

Figure 58. Input SSID and Password

When the provision successfully finishes, the console window updates as shown in the following screen.

Your Wi-Fi module is provisioned.
Wi-Fi module IP Address is resolved.

IP ADDRESS is: 192.168.1.88

ou can ping this IP address to verify the network connection.

Please note you will need to restart the CPU to provision with another AP.

Figure 59. GT202 successful provision

If the provision failed, a message displays on the console screen, as shown in the following screen.

ynergy Wi-Fi Framework>1

Please input the SSID,. press enter when done.
srongSSID

ot your SSID.

Svynergy Wi—Fi Framework>2

Please input the SSID password, press enter when done.
srongPassword

Got your password.

Jait for Wi-Fi module provisioning...

Synergy Wi-Fi Framework>
our Wi-Fi module provision failed.
Please check your network connection. SSID and Password.

Figure 60. Provision failed
If the provision failed, you can check on the following points for troubleshooting:

o Whether the Wi-Fi router is configured for 2.4 GHz bandwidth.

e Whether your PC is connected to the access point you intended to use
e Whether the SSID and password are correct

e Whether the security type of the access point is WPA2

If the GT202 provision hangs, double check that the GT202 is properly connected to the correct PMODB port
(J14). As described in section 6, the GT202 vendor provided driver code hangs if the pin configuration does
not match.

8.3.3 Ping the Wi-Fi Module from the PC

After the GT202 is provisioned and you got the IP address from the console window, open a command
window and type the following message as an example (you should use the IP address printed on the
console from your setup):

>ping 192.168.1.37

Figure 61 shows an example of a successful ping result. This proves the successful link connection.
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Pinging 192.168.1.37 with 32 bytes of data:

Reply from 192.168.1.37: bytes=32 time=5Sms TTL=128
Reply from 192.168.1.37: bytes=32 time=5Sms TTL=128
Reply from 192.168.1.37: bytes=32 time=z4ms TTL=128
Reply from 192.168.1.37: bytes=32 time=2ms TTL=128

Ping statistics for 192.168.1.37:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 2ms, Maximum = Sms, Average = 4ms

Figure 61. Ping the Wi-Fi module
9. Customizing the Wi-Fi Framework Module for a Target Application

This section describes how to add a new Wi-Fi module support to the Synergy Wi-Fi framework. It involves
creating standard set of structures and APIs around the Wi-Fi device driver that are used by user application.
Steps to integrate a new Wi-Fi driver using the Path 1 approach are provided in this section. Future
application project will include steps for s¥_wifi_ctrl_t. This document does not include instructions to
integrate a new Wi-Fi module to support on-chip networking stack.

In this section, the new Wi-Fi module is referred to as “myWiFi". While adding support for the actual module,
replace “myWiFi” with the actual module name, for example BCM43362, or GT202.

9.1 W.i-Fi Framework Device Driver Source and Header Files Overviews

The first step is to create the Wi-Fi framework device driver source and header files for the new driver. The
Wi-Fi framework source and header files are located in the following directory:

/synergy/ssp_supplemental/

To create the Wi-Fi framework device driver, start by creating the directory structure by copying and pasting
an existing driver such as the GT202, and then renaming the new module based on the module selected.

Copy, paste, and rename the files and directories highlighted in green in Figure 62. The highlights in red
indicate the new directories and file structure created by a developer.

¥ 1% synergy
& board
= ssp
v i ssp_supplemental
v = inc
v = framework
v (= instances
n sf wifi qt202.h
1 st wifi_myWiFi.h

¥ & s
v = framework
v & sf_wifi_gt202
n sf_wifi_gt202_private_api.h

n sf wifi_gt202_private.h
i sf_wifi_gt202.c
v & sf_wifi_myWiFi

1 sf_wifi_myWiFi_private_api.h
I sf wifi_myWiFi_private.h

& sf wifi_myWiFi.c

v = wifi_drivers
I i= wifi_driver_gt202 |

| [ wifi_ariver_myWiFll

Figure 62. Setting up the Wi-Fi module driver directory file structure
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A description of each file and folder is as follows:

o sf wifi_ myWiFi.h = This header file contains structure definition of the extended configuration which
includes lower-level communication details. It also includes version information.

o wifi_driver_myWiFi = This directory contains the Wi-Fi module driver source code (3rd party vendor
source code).

o sf wifi_ myWiFi _private_api.h = This header file contains prototypes of the Wi-Fi framework template
APls

o sf wifi_ myWiFi _private.h = This header file contains private macro and structure definitions used by the
Wi-Fi framework module template.

o sf wifi_ myWiFi.c = This source file contains implementation of the Wi-Fi framework APls template.

9.2 Instance Header File

The instance header file sf_wifi_myWiFi.h has the structure definition for the extended configuration. The
extended configuration includes pointer to lower-level communication interface instances, for example: r_spi;
r_sdmmc; the 1/0O Port pins used by the Wi-Fi module, such as the reset pin; the slave select pin; and, the
driver task thread priority (the priority of the thread created internally by the device driver code of the Wi-Fi
module). This structure may also contain additional configurable fields specific to the Wi-Fi module.

To adapt the new instance header file to the new driver, perform the following steps to update this file:

1. Change all GT202 references to MYWIFI.
2. Change all GT202 references to myWiFi.
3. Review the include files.

Most Wi-Fi modules have interrupt pins and I/O that must be monitored or controlled by the Wi-Fi
framework. These include files are probably sufficient. However, different Wi-Fi modules might use
different communication peripherals, therefore proper peripheral include file should be considered. For
example, if the Wi-Fi module uses SPI communication, r_spi_api .h must be included, or if IIC is used,
r_iic_api .his required. Make sure that the correct APl communication driver is included.

4. Update the instance version number defined by:
SF_WIFI_MYWIFI_CODE_VERSION_MAJOR
SF_WIFI_MYWIFI_CODE_VERSION_MINOR

9.3 Framework APIs

The sf_wifi_myWiFi_private_api.h file contains all the API prototypes that are supported by myWiFi. To
update the APIs for myWiFi, find and replace GT202 and gt202 with MYWIFI and myWiFi, respectively.

The result is displayed in the following figure.

#ifndef SF_WIFI_myWiFi_ PRIVATE_API_H
#define SF_WIFI myWiFi_ PRIVATE_API_H
p_err_t SF WIFI myWiFi Open(sf wifi ctrl t * p_ctrl, sf wifi_cfg_

ery

h Interface API structure instead.
t const * const p_cfg);

_t SF_WIFI myWiFi Close(sf wifi_ctrl t * const p_ctrl);
err_t SF_WIFI myWiFi MulticastListAdd(sf wifi ctrl t * const p_ctrl, uint8_t const * const p mac_addr);
err_t SF_WIFI myWiFi MulticastListDelete(sf wifi ctrl t * const p_ctrl, uint8_ t const * const p mac_addr):

t SF_WIFI_mywiFi_StatisticsGet(s:’_wif‘ c:rl_? * const p ctrl, af wifi stats t * const p wifi device stats);

t SF_WIFI myWiFi Transmit(sf wifi ct

_t * const p ctrl, uint8_t * const p buf, uint32 t length):
err_t SF WIFI myWiFi ProvisioningSet(sf wifi ctrl t * const p_ctrl,
f wifi_provisioning t const * const p wifi_provisioning):
- i, i ProvisioningGet(af wifi ctrl_t * const p_ctrl,
sf wifi provisioning t * const p wifi_provisioning);
t SF_WIFI myWiFi InfoGet(sf wifi ctrl t * const p_ctrl, sf wifi info t * const p wifi info);
t SF_WIFI myWiFi Scan(sf s * const p ctrl, sf wi n_t * comst p_scan, uint8_t * cemst p_cnt}):
-t SF_WIFI myWiFi ACLAdd(sf * const p ctrl, uint const * const p_mac):
err t SF WIFI myWiFi ACLDelete(=f | 1 t * const p_ctrl, uint8_t const * const p mac);
p_err t SF WIFI myWiFi MACAddressGet (=f i_ctrl t * const p_ctrl, uint8_t * comst p _mac);

u-_-p:e:r_: SF_mrI_mywiFi_mCAdd:essSet[5_ ctrl t * const p ctrl, uint8 t const * const p_mac);
t * const p_wversion);

ssp_err t SF_WIFI myWiFi VersionGet {ssp_‘.'g_ 3

Figure 63. Custom Wi-Fi module API header
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This file contains prototypes of the Wi-Fi framework APIs which are described in section 3.1.

9.4 Private Structure/Macro Definitions

The sf_wifi_myWi_private.h contains the private structures and macros definitions used by myWiFi
framework. This file should not contain the private structures, data types, and macros definitions of the
device driver. It contains structure definitions that are used inside the Wi-Fi framework control structure and
handles communication with the Wi-Fi device driver.

Find and replace GT202 and gt202 with MYWIFI and myWiFi, respectively.

9.5 Framework API Implementation

The st_wifi_myWiFi .c file contains the Synergy Wi-Fi framework APl implementation. The
implementation in this file is generic but it does make calls to the myWiFi driver and control structures. Find
and replace GT202 and gt202 with MYWIFI and myWiFi, respectively.

From these framework APIs, some APIs are used by NSAL such as open, close, transmit, and the receive
callback.

The NSAL NetX driver functions implement various IP driver commands used by NetX by calling the
corresponding Wi-Fi framework APIs. When implementing the Wi-Fi device driver for the new Wi-Fi module,
ensure these commands are handled properly by the Wi-Fi device driver:

e NX_LINK_INTERFACE_ATTACH
— Handle this request by executing the open API to initialize the custom Wi-Fi module
o NX_LINK_INITIALIZE
— Handle this request by executing the macAddressGet API
— Use driver mtu = 1.5k
e NX_LINK_UNINITIALIZE
— Handle this request by executing the close API.
9.5.1 NSAL Transmit API Interface
The NSAL Transmit APl is called from the nsal_netx_send_packet function (see section 3.1.3).

o If the Wi-Fi driver supports zero copy, it can send the fragmental packets and release the packet buffer
after the final packet is sent

o If the Wi-Fi driver does not support zero copy, it needs to chain the fragmental packets to a single
transmit buffer and pass the pointer to the transmit buffer and data length to the
nsal_netx_send_packet function call.

9.5.2 NSAL Receive Callback Interface
The nsal_netx_receive function is called from the wifi_driver_cal lback function (see
section 3.1.3). The wifi_driver_callback is called by the Wi-Fi module device driver. This callback fills in the

Synergy Wi-Fi callback arguments and passes it as an argument to the callback function. When the driver
receives a data frame, it fills in the Synergy Wi-Fi callback arguments.

typedef struct st_sf wifi callback arg
{

void const

jlsf wifi callback args tH

Figure 64. Construct the Wi-Fi driver callback argument

After the argument is established, the Wi-Fi driver can call the Wi-Fi driver_cal Iback function. See the
sample code that follows for the implementation. To interface the nsal_netx_receive function, if the
Wi-Fi driver supports zero copy, the driver passes the NetX packet directly to the nsal _netx_receive
function. If the Wi-Fi driver does not support zero copy, it passes the received data to the NetX stack without
allocating the NetX packet.
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sf wifi cfg t * p wifi_cfg = NULL;

sf wifi callback args t callback args;

p wifi_cfg = &g _template driver.wifi_cfg;
if (p wifi cfg—>p callback)
{
callback args.event = SF WIFI EVENT RX;
callback args.p data = (uint 8 t *)buffer;
callback_args.length = length;
callback args.p context = p wifi cfg->p context;

p wifi cfg->p callback(&callback_args);

Figure 65. Implement the custom receive callback

9.6 Updating the Driver Source Code
This folder contains the Wi-Fi module device driver source code provided by vendor.

The /7wifi_drivers/wifi_driver_my/ folder contains the Wi-Fi module device driver. This is where
most of the changes must be made to get the new module to work. Each module is different, but there is a
simple process that can be followed to update the drivers. An example process is shown in Figure 66 but
might not apply to your module.

1. Download the Wi-Fi module vendor driver code. This code must be integrated into the device driver.

2. Inthe folder Zwifi_drivers/wifi_driver_myWiFi/, rename the gt202_ctrl folder to myWiFi_ctrl
and then rename each file so that it is myWiFi_filename. The wifi_driver_myWiFi directory is displayed
as shown in Figure 66.

v iz wifi_drivers
i= wifi_driver_gt202
v & wifi_driver_myWiFi

v & myWiFi_control
v &inc
" myWiFi_debug.h
W myWiFi_status.h
5 myWiFi_util.h
m myWiFi_wifi_ctrlh
& myWiFi_driver
v & sIC
& myWiFi_debug.c
d myWiFi_util.c
 myWiFi_wifi_ctrl.c
l& myWiFi_wifi_task_thread.c

Figure 66. Custom Wi-Fi driver directory structure

3. Review each file in the myWiFi_control folder, find and replace GT202 and gt202 with MYWIFI and
myWiFi, respectively.

4. Review the myWiFi_wiFi_ctrl._c source file. Verify that each implemented function has the correct
code required to operate the Wi-Fi module. Where necessary, make any adjustments needed to make it
compatible with the new module.

5. Make sure that in the project properties, the header file paths are added so that the compiler can locate
the files.
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9.7 Updating the Wi-Fi Driver Configuration Header File

The new myWiFi requires a configuration file similar to other modules. The s _wiFfi_gt202_cfg.h file

serves as the template for sf_wifi_myWiFi_cfg.h.

Perform the following steps to create the configuration header file.

1. Copy st _wifi_gt202_ cfg.h from the synergy cfg/ssp_cfg/framework/ directory. Paste it and
rename it as sT_wifi_myWiFi_cFfg.h as shown in Figure 67. The red highlighted file is the newly
created file.

2. Open the new file, sf_wifi_myWiFiModule_cfg.h, find and replace GT202 and gt202 with MYWIFI
and myWiFi respectively.

3. Build the driver. If there are any outstanding issues in the build, resolve them.

v = synergy_cfg
v & ssp_cfg
& bsp
2 driver
v = framework
& el
e sf_console_cfg.h
el sf_el_ux_cfg.h
e sf_el_ux_comms_cfg_v2.h
sf el_ux_dcd_fs_cfg.h
sf_el_ux_dcd_hs_cfg.h
sf_el_ux_hcd_fs_cfg.h
sf_el_ux_hcd_hs_cfg.h
sf_wifi_gt202_cfg.h
I ke sf wifi_myWiFi_cfg2.h I
el sf_wifi_nsal_nx_cfg.h

&

53

B

&

&

Figure 67. Wi-Fi module configuration

10. Wi-Fi Framework Module Conclusion

This document provided all the necessary information required to select, add, configure, and use the module
in an example project. Many of these steps are time-consuming and error-prone activities from previous
generations of embedded systems. The Renesas Synergy Platform makes these steps less time-consuming
and removes the common errors like conflicting configuration settings or incorrect selection of low-level
modules. The use of the high-level APIs demonstrated in this application project illustrates the additional
development-time savings achieved by allowing work to begin at a high level and avoiding the time required
in older development environments when using or creating low-level drivers.

11. Wi-Fi Framework Module Next Steps

After you have mastered a simple Wi-Fi framework project, you might want to review a more complex
example. Other application projects and application notes that demonstrate Wi-Fi framework can be found in
the References section at the end of this document.

12. Wi-Fi Module Resource Information

Renesas modules have Knowledge Base articles that provide helpful resources and related links. The
following metadata section includes suggested modules and links.

12.1 SSP User Manual
The SSP distribution is available in html and PDF format from www.renesas.com/synerqy/ssp.
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12.2 Knowledge Base

To find up-to-date Wi-Fi resources and related links, visit the Renesas Knowledgebase
(knowledgebase.renesas.com), enter “sf_wifi” for the Wi-Fi module name, and include “module guide” in the
search.

In the Knowledgebase, use these searches to view the RSPI, Console Framework, and External Interrupt
articles:

e Search on “r_rspi module guide” to view RSPI module guide resources.
e Search on “sf_console module guide” to view Console Framework module guide resources
e Search on “r_icu module guide” to view the external IRQ module guide resources

12.3 Longsys GT202 Module reference link
https://www.arrow.com/en/products/qt202kits-b/~/media/4e4847f9d2ba448d89e1a68526328364.ashx
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Website and Support

Visit the following vanity URLSs to learn about key elements of the Synergy Platform, download components
and related documentation, and get support.

Synergy Software
Synergy Software Package
Software add-ons
Software glossary
Development tools

Synergy Hardware
Microcontrollers
MCU glossary
Parametric search
Kits

Synergy Solutions Gallery
Partner projects
Application projects

Self-service support resources:
Documentation
Knowledgebase
Forums
Training
Videos
Chat and web ticket
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Notice

1.

10.

11.
12.

Descriptions of circuits, software and other related information in this document are provided only to illustrate the operation of semiconductor products
and application examples. You are fully responsible for the incorporation or any other use of the circuits, software, and information in the design of your
product or system. Renesas Electronics disclaims any and all liability for any losses and damages incurred by you or third parties arising from the use
of these circuits, software, or information.
Renesas Electronics hereby expressly disclaims any warranties against and liability for infringement or any other claims involving patents, copyrights,
or other intellectual property rights of third parties, by or arising from the use of Renesas Electronics products or technical information described in this
document, including but not limited to, the product data, drawings, charts, programs, algorithms, and application examples.
No license, express, implied or otherwise, is granted hereby under any patents, copyrights or other intellectual property rights of Renesas Electronics
or others.
You shall not alter, modify, copy, or reverse engineer any Renesas Electronics product, whether in whole or in part. Renesas Electronics disclaims any
and all liability for any losses or damages incurred by you or third parties arising from such alteration, modification, copying or reverse engineering.
Renesas Electronics products are classified according to the following two quality grades: “Standard” and “High Quality”. The intended applications for
each Renesas Electronics product depends on the product’s quality grade, as indicated below.

"Standard": Computers; office equipment; communications equipment; test and measurement equipment; audio and visual equipment; home

electronic appliances; machine tools; personal electronic equipment; industrial robots; etc.
"High Quality": Transportation equipment (automobiles, trains, ships, etc.); traffic control (traffic lights); large-scale communication equipment; key
financial terminal systems; safety control equipment; etc.

Unless expressly designated as a high reliability product or a product for harsh environments in a Renesas Electronics data sheet or other Renesas
Electronics document, Renesas Electronics products are not intended or authorized for use in products or systems that may pose a direct threat to
human life or bodily injury (artificial life support devices or systems; surgical implantations; etc.), or may cause serious property damage (space
system; undersea repeaters; nuclear power control systems; aircraft control systems; key plant systems; military equipment; etc.). Renesas Electronics
disclaims any and all liability for any damages or losses incurred by you or any third parties arising from the use of any Renesas Electronics product
that is inconsistent with any Renesas Electronics data sheet, user's manual or other Renesas Electronics document.
When using Renesas Electronics products, refer to the latest product information (data sheets, user’s manuals, application notes, “General Notes for
Handling and Using Semiconductor Devices” in the reliability handbook, etc.), and ensure that usage conditions are within the ranges specified by
Renesas Electronics with respect to maximum ratings, operating power supply voltage range, heat dissipation characteristics, installation, etc. Renesas
Electronics disclaims any and all liability for any malfunctions, failure or accident arising out of the use of Renesas Electronics products outside of such
specified ranges.
Although Renesas Electronics endeavors to improve the quality and reliability of Renesas Electronics products, semiconductor products have specific
characteristics, such as the occurrence of failure at a certain rate and malfunctions under certain use conditions. Unless designated as a high reliability
product or a product for harsh environments in a Renesas Electronics data sheet or other Renesas Electronics document, Renesas Electronics
products are not subject to radiation resistance design. You are responsible for implementing safety measures to guard against the possibility of bodily
injury, injury or damage caused by fire, and/or danger to the public in the event of a failure or malfunction of Renesas Electronics products, such as
safety design for hardware and software, including but not limited to redundancy, fire control and malfunction prevention, appropriate treatment for
aging degradation or any other appropriate measures. Because the evaluation of microcomputer software alone is very difficult and impractical, you are
responsible for evaluating the safety of the final products or systems manufactured by you.
Please contact a Renesas Electronics sales office for details as to environmental matters such as the environmental compatibility of each Renesas
Electronics product. You are responsible for carefully and sufficiently investigating applicable laws and regulations that regulate the inclusion or use of
controlled substances, including without limitation, the EU RoHS Directive, and using Renesas Electronics products in compliance with all these
applicable laws and regulations. Renesas Electronics disclaims any and all liability for damages or losses occurring as a result of your noncompliance
with applicable laws and regulations.
Renesas Electronics products and technologies shall not be used for or incorporated into any products or systems whose manufacture, use, or sale is
prohibited under any applicable domestic or foreign laws or regulations. You shall comply with any applicable export control laws and regulations
promulgated and administered by the governments of any countries asserting jurisdiction over the parties or transactions.
It is the responsibility of the buyer or distributor of Renesas Electronics products, or any other party who distributes, disposes of, or otherwise sells or
transfers the product to a third party, to notify such third party in advance of the contents and conditions set forth in this document.
This document shall not be reprinted, reproduced or duplicated in any form, in whole or in part, without prior written consent of Renesas Electronics.
Please contact a Renesas Electronics sales office if you have any questions regarding the information contained in this document or Renesas
Electronics products.

(Notel) “Renesas Electronics” as used in this document means Renesas Electronics Corporation and also includes its directly or indirectly controlled

subsidiaries.

(Note2) “Renesas Electronics product(s)” means any product developed or manufactured by or for Renesas Electronics.

Corporate Headquarters
TOYOSU FORESIA, 3-2-24 Toyosu,
Koto-ku, Tokyo 135-0061, Japan
www.renesas.com

Trademarks

Renesas and the Renesas logo are trademarks of Renesas Electronics
Corporation. All trademarks and registered trademarks are the property
of their respective owners.

(Rev.4.0-1 November 2017)
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www.renesas.com/contact/.
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