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Arm® has announced that a potential software security issue in code that uses Cortex®-M Security
Extensions (CMSE).

e? studio has a feature to install Arm GCC and LLVM toolchains that are affected by this vulnerability.
When using these Arm GCC and LLVM toolchains, please be aware of the vulnerabilities.

1. Vulnerability notice when using Arm's toolchain.

1.1 Applicable Products
Renesas Integrated Development Environment e? studio

1.2 Applicable Devices
RA and RZ Family devices that embed Cortex-M Security Extensions (CMSE).

RA4E1, RAAE2, RAAM2, RA4M3, RA4T1, RAGE1, RAGE2, RA6M4, RA6MS, RAGT2, RAGTS3,
RA8D1, RA8M1, RA8T1
RZ/G2L, RZ/G2LC, RZ/G2UL, RZ/G3S, RZ/V2L

1.3 Details

Arm has announced that a potential software security issue in code that uses Cortex-M Security
Extensions (CMSE).

https://developer.arm.com/Arm%20Security%20Center/Cortex-M%20Security%20Extensions

e? studio has a feature to install Arm GCC and LLVM toolchains. The toolchains that are installed by e?
studio and affected by this vulnerability are as follows.

- GNU ARM Embedded 13.2-Rel1

- GNU ARM Embedded 12.2-Rel1

- GNU ARM Embedded 10.3 2021.10

- GNU ARM Embedded 9.3.1 202092

- GNU ARM Embedded 9.2.1 2019g4

- GNU ARM Embedded 6 2017g2

- LLVM Embedded Toolchain for Arm 17.0.1

When using these Arm GCC and LLVM toolchains, please be aware of the vulnerabilities. More
information about the vulnerability of these toolchains can be found on the Arm’s website.

We will apply the updated toolchains to e? studio as soon as the toolchains that fix the vulnerability are
available.

For information on the impact of this vulnerability on the Flexible Software Package (FSP) for the RA and
RZ Families, see the following URL.

RA Family : https://github.com/renesas/fsp/blob/master/SECURITY.md
RZ Family RZ/G Series : https://github.com/renesas/rzg-fsp/blob/master/SECURITY.md
RZ Family RZ/V Series : https://github.com/renesas/rzv-fsp/blob/master/SECURITY.md
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Renesas Electronics has used reasonable care in preparing the information included in this document,
but Renesas Electronics does not warrant that such information is error free. Renesas Electronics
assumes no liability whatsoever for any damages incurred by you resulting from errors in or omissions
from the information included herein.

The past news contents have been based on information at the time of publication. Now changed or
invalid information may be included.

The URLs in the Tool News also may be subject to change or become invalid without prior notice.

Corporate Headquarters Contact information

TOYOSU FORESIA, 3-2-24 Toyosu, For further information on a product, technology, the most up-to-date
Koto-ku, Tokyo 135-0061, Japan version of a document, or your nearest sales office, please visit:
WWW.renesas.com www.renesas.com/contact/
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