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When using the Renesas Flash Programmer, a software tool for programing flash memory, take note of the
following points.

1.  Lock bit settings for RX64M and RX71M groups
2. Lock bit settings for RX family excluding RX64M and RX71M groups

1. Lock Bit Settings for RX64M and RX71M Groups

1.1 Applicable Products

Renesas Flash Programmer (RFP hereafter)
V/3.00.00, V3.01.00, V3.02.00, V3.02.01, V3.03.00, V3.03.01, and V3.04.00

1.2 Applicable MCUs
RX64M and RX71M groups

1.3 Details

The two problems described below might occur when lock bits are set by selecting blocks in the [Lockbit] column on
the [Block Setting] tab. If these problems occur, unintended processing is performed during erasing or programming
of user areas by self-programming.

- Writing Lock Bits in Wrong Blocks
- Generating an Incorrect RPI File

The above two problems occur under the same conditions. Refer to the following for details of the problems and
conditions.
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13.1 Writing Lock Bits in Wrong Blocks

If all the following lock bit setting conditions are met and lock bits are written by the flash option programming
command, lock bits are also written in unselected blocks in condition 3. RFP does not indicate an error.

Condition 1: Two or more consecutive blocks are selected.
Condition 2: One or more blocks whose block number is smaller than those in condition 1 are selected.

Condition 3: One or more blocks are not selected between a block selected in condition 1 and a block selected in
condition 2.

»  Example case: When only BlockO0, Block2, and Block3 are selected for lock bit setting

A lock bit is also written in Block1 not selected in the Lockbit column.

Operation  Operation Settings  Block Settings  Flash Options  Connect Settings  Unique Code

Region Start End Size  FErase PV Lockbit 2
S RX7IM Group [m] [m] m]
= Code Flash 1 O«FFCODDOD  OxFFFFFFFF  40M m]

BlockD IFFFFEDDD  O«FFFFFFFF 8K <+—— Condition 2 is met.
Block 1 OGFFFFCO00  OxFFFFDFFF 8K 0 <«——— Condition 3 is met.
Block 2 O«FFFFADDD  DxFFFFBFFF 8K .. .
Block 3 O«FFFFR000  OxFFFFSFFF 8K } — Condition 1 is met.
Block4 KFFFFE000  OxFFFF7FFF 8K O
Block5 KFFFF4000  OxFFFFSFFF 8K O
Block6 KFFFF2000  OxFFFF3FFF 8K O
Block7 D«FFFFO000  DxFFFFIFFF 8K O
Block 8 D«FFFES000  DwFFFEFFFF 32K O
Block$ D«FFFEODD0  DwFFFEVFFF 32K O
Block 10 D«FFFD8000  DxFFFDFFFF 32K O
Dleclodid Mo CCCTnAND N CCCMTCCT 29 1 [ LA (| hd

1.3.2 Generating an Incorrect RPI File

If all the conditions 1 to 3 in section 1.3.1 are met, the unselected block in condition 3 is also saved in the RPI file as a
block subject to lock bit setting.

>  Example case: When only Block0, Block2, and Block3 are selected for lock bit setting (Note)

Block1 not selected in the Lockbit column is also output and saved in the RPI file as a block subject to lock bit
setting.

Note: Because this example is the same as the one in section 1.3.1, see section 1.3.1 for the example of the RFP
setting window.
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2. Lock Bit Settings for RX Family Excluding RX64M and RX71M Groups

2.1 Applicable Products

Renesas Flash Programmer (RFP hereafter)

Vv3.00.00, V3.01.00, V3.02.00, V3.02.01, V3.03.00, V3.03.01, and V3.04.00

2.2 Applicable MCUs

RX210, RX21A, RX220, RX610, RX621, RX62G, RX62N, RX62T, RX630, RX631, RX634, RX63N, and
RX63T groups

2.3 Details

When lock bits are set by selecting blocks in the [Lockbit] column on the [Block Setting] tab, the three problems
below might occur. If these problems occur, unintended processing is performed during erasing or programming of
user areas by self-programming.

- Writing Lock Bits in Wrong Blocks

- Lock Bit Write Error

- Generating an Incorrect RPI File

Refer to the following for details of the problems and conditions.

231 Writing Lock Bits in Wrong Blocks

If all the following lock bit setting conditions are met and lock bits are written by the flash option programming
command, lock bits are also written in an unselected block in condition 3. RFP does not indicate an error.

Condition 1: Two or more consecutive blocks are selected.

Condition 2: One or more blocks whose block number is smaller than those in condition 1 are selected.

Condition 3: One or more blocks are not selected between a block selected in condition 1 and a block selected in
condition 2.

Condition 4: Only one block whose block number is larger than those in condition 1 is selected.

Condition 5: One or more blocks are not selected between a block selected in condition 1 and a block selected in
condition 4.

»  Example case: When only Block0, Block2, Block3, and Block5 are selected for lock bit setting

A lock bit is also written in Block1 that is not selected in the Lockbit column.

Operation  Operation Settings  Block Settings  Flash Options  Connect Settings  Unique Code

Region Start End Size  Erase PV Lockbit 2
= RXGD0 Series (] (] ]
=l CodeFlash1  O«FFFCODD0  OxFFFFFFFF 256K m]
BlockD D«FFFFFO00  OxFFFFFFFF 4K <
Block 1 O<FFFFEODD  OxFFFFEFFF 4K 0 =
Block2 O«FFFFDO00  OxFFFFDFFF 4K } <
Block3 O«FFFFCODD  OxFFFFCFFF 4K
Block4 O«FFFFBODD  OxFFFFBFFF 4K 0 =
Block5 OKFFFFAQD0  OxFFFFAFFF 4K <
Block6 O«FFFF9000  OFFFFOFFF 4K O
Block7 O<FFFF2000  O«FFFFBFFF 4K O
Block3 D«FFFF4000  OxFFFFTFFF 16K O
Block3 O«FFFFD000  OxFFFF3FFF 16K O
Block 10 D<FFFECOD0  OxFFFEFFFF 16K O
Dlecl-11 Qe.CCCConnn N.CCCCOCCD 1c W [ [ (| s

Condition 2 is met.
Condition 3 is met.

Condition 1 is met.

Condition 5 is met.
Condition 4 is met.
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2.3.2 Lock Bit Write Error

If all the following lock bit setting conditions are met and lock bits are written by the flash option programming
command, RFP displays the following error message, and then stops flash operation.

Error (E1000011): A write error occurred in the device. (Response 77:53)
Condition 1: Two or more consecutive blocks are selected.
Condition 2: One or more blocks whose block number is smaller than those in condition 1 are selected.

Condition 3: One or more blocks are not selected between a block selected in condition 1 and a block selected in
condition 2.

Condition 4: A block whose block number is larger than those in condition 1 is not selected.
»  Example case: When only BlockO0, Block2, and Block3 are selected for lock bit setting
The error message indicated above is displayed, and then RFP flash operation stops.

Operation  Operation Settings  Block Settings  Flash Options  Connect Settings  Unique Code

Region Start End Size  Erase PV Lockbit 2
B RXB00 Series (] (] (]
Sl Code Flash 1 O<FFFCOD0D  O<FFFFFFFF 256K m]
Block0 OFFFFFO00  OxFFFFFFFE 4K < Condition 2 is met.
Block1 O«FFFFE0D0  O«FFFFEFFF 4K O = Condition 3 is met.
Block2 O«FFFFDD00  OxFFFFDFFF 4K . .
Block3 O«FFFFCO00  OwFFFFCFFF 4K }: Condition 1 is met.
Block4 O<FFFFBO00  OxFFFFBFFF 4K O |
Block5 O<FFFFAQD0  OxFFFFAFFF 4K O
Block6 O«FFFF9000  O«FFFFOFFF 4K O
Block7 kFFFFB000  OxFFFFBFFF 4K O |«——1— Condition 4 is met.
Block3 D«FFFF4000  OxFFFFTFFF 16K O
Block3 O«FFFFO000  OxFFFF3FFF 16K O
Block 10 D<FFFECOD0  OxFFFEFFFF 16K O
Dlecl-11 eCCCConnn N.CCCCOCCD 1c W [ [ 1 J i
233 Generating an Incorrect RPI File

If all the following lock bit setting conditions are met, the unselected block in condition 3 is also saved in the RPI file
as a block subject to lock bit setting.

Condition 1: Two or more consecutive blocks are selected.
Condition 2: One or more blocks whose block number is smaller than those in condition 1 are selected.

Condition 3: One or more blocks are not selected between a block selected in condition 1 and a block selected in
condition 2.

»  Example case: When only BlockO0, Block2, and Block3 are selected for lock bit setting

Block1 not selected in the Lockbit column is also output and saved in the RPI file as a block subject to lock bit
setting.

Operation  Operation Settings  Block Settings  Flash Options  Connect Settings  Unigue Code

Region Start End Size  Frase PV Lockhit &
- RXG00 Series (] [m] (]
- CodeFash1  O«FFFCO00D  OxFFFFFFFF 256K L]
BlockD KFFFFFO00  OxFFFFFFFF 4K < Condition 2 is met.
Block1 KFFFFE000  (xFFFFEFFF 4K O « Condition 3 is met.
Block2 FFFFDD00  O«FFFFDFFF 4K }4 Condition 1 is met.
Block3 FFFFCOD0  O«FFFFCFFF 4K
Block4 WFFFFBODD  «FFFFBFFF 4K O
Block5 I«FFFFADDD  O«FFFFAFFF 4K O
Block6 I«FFFF9000  O«FFFFOFFF 4K O
Block7 <FFFFB000  OFFFFBFFF 4K O
Block® KFFFFA000  O«FFFF7FFF 16K O
Block9 OFFFFO000  O«FFFF3FFF 16K O
Block 10 FFFECO00  O«FFFEFFFF 16K O
Dll14 ALCCCCONAN  MUCCCCDECE  dpw wil wil ] D
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3. How to Check Lock Bits Written in the MCU

The lock bit settings written in the MCU cannot be checked by Verify. To check the settings, from the [Device
Information] menu, select [Read Block Operation].

4. Schedule for Fixing the Problem
This problem will be fixed in V3.05.00. This program will be available from July 20, 2018.
<Reference>
Lock bits that are written incorrectly can be corrected by running commands in V3.05.00.
Execute the following command in sequence for the blocks containing the lock bits to be corrected.
(1) Block Erase command

(2) Program command and Program Flash Options command
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TOYOSU FORESIA, 3-2-24 Toyosu, Koto-ku, Tokyo 135-0061 Japan

Renesas Electronics Corporation

mlnquiry

https://www.renesas.com/contact/

Renesas Electronics has used reasonable care in preparing the information included in this document,
but Renesas Electronics does not warrant that such information is error free. Renesas Electronics
assumes no liability whatsoever for any damages incurred by you resulting from errors in or omissions

from the information included herein.

The past news contents have been based on information at the time of publication. Now changed or
invalid information may be included.
The URLs in the Tool News also may be subject to change or become invalid without prior notice.

All trademarks and registered trademarks are the property of their respective owners.

© 2018 Renesas Electronics Corporation. All rights reserved.
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