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1. The changes to the RA4E1 microcontroller group are as follows.

1.1 The current description and changed description of “Table 42.8 The lifecycle definition and the capability can be used in

each lifecycle (1 of 2)” are shown below.

<Current description> page 1367

Table 42.8 The lifecycle definition and the capability can be used in each lifecycle (1 of 2)

Lifecycle Definition Debug level | Serial programming Renesas test mode
CcM “Chip Manufacturing” DBG2 Available Mot available
The device is in Renesas factory. The state cannot access code/data flash

when the customer received the device. area
55D “Secure Software Development” DBG2 Availahble Mot available
The secure part of application is being can program/erasefread all
developed. codeldata flash area
MSECSD “Non-SECure Software Development” DBG1 Available Mot available
The non-secure part of application is being can program/ferasefread only
developed. non-secure code/data flash
area
DPL “DePLoyed” DBGO Availahble Mot available
The device is in-field. cannot access codeldata flash
area
LCK_DBG “LoCKed DeBuG” DBGO Available Mot available
The dehug interface is permanently disabled. cannot access code/data flash
area
LCK_BCOT “LoCKed BOOT interface” DBGO Mot available Mot available
The dehuq interface and the serial
programming interface are permanently
disabled.
RMA_REQ “Retum Material Authonzation REQuest” DBGO Availahble Mot available
Request for RMA. The customer must send the cannot access codel/data flash
device to Renesas in this state. area
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<Changed description>

Table 42.8 The lifecycle definition and the capability can be used in each lifecycle (1 of 2)

Lifecycle Definition Debug level | Serial programming Renesas test mode
CM “Chip Manufacturing” DBG2 Available Not available
The-dewviceisinRenssasfactory The state cannot access code/data flash

whon-thecustomerreceived-thedevice- area
ssD “Secure Software Development” DBG2 Available Not available
The secure part of application is being can program/erase/read all
developed. code/data flash area
NSECSD “Non-SECure Software Development” DBG1 Available Not available
The non-secure part of application is being can program/erase/read only
developed. non-secure code/data flash
area
DPL ‘DePLoyed” DBGO Available Not available
The device is in-field. cannot access code/data flash
area
LCK_DBG “LoCKed DeBuG” DBGO Available Not available
The debug interface is permanently disabled. cannot access code/data flash
area
LCK_BOOT “LoCKed BOOT interface” DBGO Not available Not available
The debug interface and the serial
programming interface are permanently
disabled.
RMA_REQ “Return Material Authorization REQuest” DBGO Available Not available
Request for RMA. The customer must send the cannot access code/data flash
device to Renesas in this state. area

1.2 The current description and changed description of “Table 42.8 The lifecycle definition and the capability can be used in

each lifecycle (2 of 2)” are shown below.

<Current description> page 1368

Table 42.8 The lifecycle definition and the capability can be used in each lifecycle (2 of 2)
Lifecycle Definition Debug level | Serial programming Renesas test mode
RMA_ACK “Return Material Authorization ACKnowledged” | DBG2 Available Available

Failure analysis in Renesas

cannot access code/data flash
area

<Changed description>

Table 42.8 The lifecycle definition and the capability can be used in each lifecycle (2 of 2)
Lifecycle Definition Debug level | Serial programming Renesas test mode
RMA_ACK “Return Material Authorization ACKnowledged” | DBG2 Available Available
Failure analysis in Renesas cannot access code/data flash
area
Note: The customer receives the device in either CM or SSD state.
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1.3 The current description and changed description of "42.3.1 Changing the Lifecycle State" are shown below.
<Current description> page 1368

The third one is all erase. This is done by an initialize command unless an inifialize command itself is disabled. The
lifecycle is back to SSD and the contents on the flash memory is erased. If there is permanently locked block or register. an

initialize command does not execute. In case of the all bits of PBPS and PBPS_SEC register are 1 and FSPR bit isl. an
initialize command is executable.

Note:  The initialize command can be issued by everyone, so contents on the flash memory are easily erased. Developers
who do not want this can invalidate the initialize command permanently by parameter setting command.

Note:  MCU does not respond after executing the initialize command. If you continue to use the serial programming
commands, need to re-enter the boot mode after a reset. See the boot firmware application note for the detail.

<Changed description>

The third one is all erase. This is done by an initialize command unless an inifialize command itself is disabled. The
lifecycle is back to SSD and the contents on the flash memory is erased. If there is permanently locked block or register. an

initialize command does not execute. In case of the all bits of PBPS and PBPS_SEC register are 1 and FSPR bit isl. an
initialize command is executable.

Note:  The initialize command can be issued by everyone, so contents on the flash memory are easily erased. Developers
who do not want this can invalidate the initialize command permanently by parameter setting command.

Note:  MCU does not respond after executing the initialize command. If you continue to use the serial programming
commands, need to re-enter the boot mode after a reset. See the boot firmware application note for the detail.

Note:  For proper DLM state management, it is required to issue an initial DLM state transition command to SSD
in case of receiving in CM state.

Note:

Use the serial programming in boot mode (SCI interface) or boot mode (USB interface) to change the device

lifecycle state. A serial programming connection is also required even if debugging using SWD or JTAG
communication.

,1 Page 4 of 23
KENESAS



RENESAS TECHNICAL UPDATE TN-RA*-A0120A/E

Date: Oct. 25, 2024

2. The changes to the RA4M2 microcontroller group are as follows.

2.1 The current description and changed description of “Table 46.8 The lifecycle definition and the capability can be used in

each lifecycle (1 of 2)” are shown below.

<Current description> page 1596

Table 46.8 The lifecycle definition and the capability can be used in each lifecycle (1 of 2)

Lifecycle Definition Debug level Serial programming Renesas test mode
CM “Chip Manufacturing” DBG2 Available MNot available
The device is in Renesas factory. The state cannot access codeldata flash

when the customer received the device. area
ssD “Secure Software Development” DBG2 Available Mot available
The secure part of application is being can program/erasefread all
developed. codeldata flash area
NSECSD “Non-3ECure Software Development” DBG1 Available Mot available
The non-secure part of application is being can programferasefread only
developed. non-secure code/data flash
area
DPL “DePlLoyed” DBGO Available Mot available
The device is in-field. cannot access codefdata flash
area
LCK_DBG “LoCKed DeBuG” DBGO Available Mot available
The debuqg interface is permanently disabled. cannot access codeldata flash
area
LCK_BOOT “LoCKed BOOT interface” DBGO Mot available Mot available
The debug interface and the serial
programming interface are permanenthy
disabled.
<Changed description>
Table 46.8 The lifecycle definition and the capability can be used in each lifecycle (1 of 2)

Lifecycle Definition Debug level | Serial programming Renesas test mode
CM “Chip Manufacturing™ DBG2 Available Mot available
Fhe-devica-is-inRenasas-faciony—The-siale cannot access codel/data flash

et s Ghnlinie fataived s devitie area
55D “Secure Software Development” DBiG2 Available Mot available
The secure part of application is being can programferasefread all
developed. codefdata flash area
NSECSD “Non-SECure Software Development” DBG1 Available Mot available
The non-secure part of application is heing can program/erasefread only
developed. non-secure codeldata flash
area
DPL “DePLoyed” DBGO Available Mot available
The device is in-field. cannot access codeldata flash
area
LCK_DBG “LoCKed DeBuG® DBGO Available Mot available
The dehug interface is permanently disabled. cannot access codeldata flash
area
LCK_BOOT “LoCKed BOOT interface” DBGO Mot available Mot available
The dehug interface and the serial
programming interface are permanently
disabled.
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2.2 The current description and changed description of “Table 46.8 The lifecycle definition and the capability can be used in

each lifecycle (2 of 2)” are shown below.

<Current description> page 1597

Table 46.8 The lifecycle definition and the capability can be used in each lifecycle (2 of 2)
Lifecycle Definition Debug level | Serial programming Renesas test mode
RMA_REQ *Return Material Authorization REQuest” DBGO Available Not available
Reqguest for RMA. The customer must send the cannot access codeldata flash
device to Renesas in this state. area
RMA_ACK “Retum Material Authorization ACKnowledged™ | DBG2 Available Available
Failure analysis in Renesas cannot access codeldata flash
area
<Changed description>
Table 46.8 The lifecycle definition and the capability can be used in each lifecycle (2 of 2)
Lifecycle Definition Debug level | Serial programming Renesas test mode
RMA_REQ *Return Material Authorization REQuest” DBGO Available Not available
Reqguest for RMA. The customer must send the cannot access codeldata flash
device to Renesas in this state. area
RMA_ACK “Retum Material Authorization ACKnowledged™ | DBG2 Available Available
Failure analysis in Renesas cannot access codeldata flash
area
Note: The customer receives the device in either CM or SSD state.

2.3 The current description and changed description of "46.3.1 Changing the Lifecycle State" are shown below.

<Current description> page 1598

Mote:

Mote:

<Changed description>

Mote:

Mote:

Note:

in case of receiving in CM state.

Note:

communication.

The initialize command can be issued by everyone, so contents on the flash memory are easily erased. Developers
who do not want this can invalidate the initialize command permanently by parameter setting command.

MCU does not respond after executing the initialize command. If you continue to use the serial programming
commands, need to re-enter the boot mode after a reset. See the boot firmware application note for the detail.

The initialize command can be issued by everyone, so contents on the flash memory are easily erased. Developers
who do not want this can invalidate the initialize command permanently by parameter setting command.

MCU does not respond after executing the initialize command. If you continue to use the serial programming
commands, need to re-enter the boot mode after a reset. See the boot firmware application note for the detail.

For proper DLM state management, it is required to issue an initial DLM state transition command to SSD

Use the serial programming in boot mode (SCI interface) or boot mode (USB interface) to change the device
lifecycle state. A serial programming connection is also required even if debugging using SWD or JTAG

RENESAS
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3. The changes to the RA4M3 microcontroller group are as follows.

3.1 The current description and changed description of “Table 46.8 The lifecycle definition and the capability can be used in

each lifecycle (1 of 2)” are shown below.

<Current description> page 1625

Table 46.8 The lifecycle definition and the capability can be used in each lifecycle (1 of 2)

Lifecycle Definition Debug level Serial programming Renesas test mode
CM “Chip Manufacturing® DBG2 Available Mot available
The device is in Renesas factory. The state cannot access codefdata flash

when the customer received the device. area
S8D “Secure Software Development” DBG2 Available Mot available
The secure part of application is being can program/ferase/read all
developed. codeldata flash area
MNSECSD *Non-SECure Software Development” DBG1 Available Mot available
The non-secure part of application is being can programferase/read only
developed. non-secure code/data flash
area
DPL “DePLoyed” DBGO Available Mot available
The device is in-field. cannot access codeldata flash
area
LCK_DBG “LoCKed DeBuG” DBGO Availahble Mot available
The debug interface is permanently disabled. cannot access codefdata flash
area
LCK_BOOT “LoCKed BOOT interface” DBGO Mot available Mot available
The debug interface and the serial
programming interface are permanenthy
disabled.
<Changed description>
Table 46.8 The lifecycle definition and the capability can be used in each lifecycle (1 of 2)

Lifecycle Definition Debug level | Serial programming Renesas test mode
CM “Chip Manufacturing” DBG2 Available Mot available
The-davica-is-in-Renesas-factonThe-stale cannot access codel/data flash

el e Ghisliniimt saianed e device area
35D “Secure Software Development” DBG2 Available Mot available
The secure part of application is being can program/ferasefread all
developed. codefdata flash area
NSECSD “Non-SECure Software Development” DBG1 Available Mot available
The non-secure part of application is being can program/ferasefread only
developed. non-secure codeldata flash
area
DPL “DePLoyed” DBGO Available Mot available
The device is in-field. cannot access code/data flash
area
LCK_DBG “LoCKed DeBuG® DBGO Awvailable Mot available
The debug interface is permanently disabled. cannot access code/data flash
area
LCK_BOOT “LoCKed BOOT interface” DBGO Mot availahle Mot available
The dehug interface and the serial
programming interface are permanently
disabled.
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3.2 The current description and changed description of “Table 46.8 The lifecycle definition and the capability can be used in

each lifecycle (2 of 2)” are shown below.

<Current description> page 1626

Table 46.8 The lifecycle definition and the capability can be used in each lifecycle (2 of 2)
Lifecycle Definition Debug level | Serial programming Renesas test mode
RMA_REQ *Return Material Authorization REQuest” DBGO Available Not available
Reqguest for RMA. The customer must send the cannot access codeldata flash
device to Renesas in this state. area
RMA_ACK “Retum Material Authorization ACKnowledged™ | DBG2 Available Available
Failure analysis in Renesas cannot access codeldata flash
area
<Changed description>
Table 46.8 The lifecycle definition and the capability can be used in each lifecycle (2 of 2)
Lifecycle Definition Debug level | Serial programming Renesas test mode
RMA_REQ *Return Material Authorization REQuest” DBGO Available Not available
Reqguest for RMA. The customer must send the cannot access codeldata flash
device to Renesas in this state. area
RMA_ACK “Retum Material Authorization ACKnowledged™ | DBG2 Available Available
Failure analysis in Renesas cannot access codeldata flash
area
Note: The customer receives the device in either CM or SSD state.

3.3 The current description and changed description of "46.3.1 Changing the Lifecycle State" are shown below.

<Current description> page 1627

Mote:

Mote:

<Changed description>

Mote:

Mote:

Note:

in case of receiving in CM state.

Note:

communication.

The initialize command can be issued by everyone, so contents on the flash memory are easily erased. Developers
who do not want this can invalidate the initialize command permanently by parameter setting command.

MCU does not respond after executing the initialize command. If you continue to use the serial programming
commands, need to re-enter the boot mode after a reset. See the boot firmware application note for the detail.

The initialize command can be issued by everyone, so contents on the flash memory are easily erased. Developers
who do not want this can invalidate the initialize command permanently by parameter setting command.

MCU does not respond after executing the initialize command. If you continue to use the serial programming
commands, need to re-enter the boot mode after a reset. See the boot firmware application note for the detail.

For proper DLM state management, it is required to issue an initial DLM state transition command to SSD

Use the serial programming in boot mode (SCI interface) or boot mode (USB interface) to change the device
lifecycle state. A serial programming connection is also required even if debugging using SWD or JTAG

RENESAS
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4. The changes to the RAGE1 microcontroller group are as follows.

4.1 The current description and changed description of “Table 46.8 The lifecycle definition and the capability can be used in

each lifecycle (1 of 2)” are shown below.

<Current description> page 1612

Table 46.8 The lifecycle definition and the capability can be used in each lifecycle (1 of 2)
Lifecycle Definition Debug level Serial programming Renesas test mode
CM “Chip Manufacturing” DBG2 Available Mot available

The device is in Renesas factory. The state
when the customer received the device.

cannot access code/data flash
area

<Changed description>

Table 46.8 The lifecycle definition and the capability can be used in each lifecycle (1 of 2)
Lifecycle Definition Debug level | Serial programming Renesas test mode
CM SChip Manufacturing® DBG2 Available Mot available

Thedavicaisin-Renasas faclomy Theslata
wian-tha-customa-racanvad-the-device.

cannot access codefdata flash
area

4.2 The current description and changed description of “Table 46.8 The lifecycle definition and the capability can be used in

each lifecycle (2 of 2)” are shown below.

<Current description> page 1613

Table 46.8 The lifecycle definition and the capability can be used in each lifecycle (2 of 2)
Lifecycle Definition Debug level | Seral programming Renesas test mode
S50 “Secure Software Development” DBG2 Available Mot available
The secure part of application is being can programieraseiread all
developed. codel/data flash area
NSECSD MNon-SECure Software Development” DBG1 Available Mot available
The non-secure part of application is being can programderase/read only
developed. non-secure codeldata flash
area
DPL “DePlLoyed"” DBGO Available Mot available
The device is in-field. cannot access codel/data flash
area
LCK_DBG 1LoCked DeBuG" DBGO Available Mot available
The debug interface is permanently dizabled. cannot access codeldata flash
area
LCK_BOOT LoCked BOOT interface” DBGO Mot available Mot available
The debug interface and the serial
programming interface are permanently
dizabled.
RMA_REQ “Return Material Authorization REQuest” DBGO Available Mot available
Reguest for RMA. The customer must send the cannct access codeldata flash
device to Renesas in this state. area
RMA_ACK “‘Return Material Authorization ACKnowledged™ | DBG2 Available Ayailable
Failure analysis in Renssas cannct access codeldata flash
area
Page 9 of 23
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<Changed description>

Table 46.8 The lifecycle definition and the capability can be used in each lifecycle (2 of 2)
Lifecycle Definition Debug level | Serial programming Renesas test mode
S50 “Secure Software Development” DBG2 Available Mot available
The secure part of application is being can programieraseiread all
developed. codel/data flash area
NSECSD MNon-SECure Software Development” DBG1 Available Mot available
The non-securs part of application is being can program/erase/read only
developed. non-secure codeldata flash
area
DPL “DePlLoyed"” DBGO Available Mot available
The device is in-field. cannot access codel/data flash
area
LCK_DBG 1LoCked DeBuG" DBGO Available Mot available
The debug interface is permanently dizabled. cannot access codeldata flash
area
LCK_BOOT LoCked BOOT interface” DBGO Mot available Mot available
The debug interface and the serial
programming interface are permanently
dizabled.
RMA_REQ “Return Material Authorization REQuest” DBGO Available Mot available
Reguest for RMA. The customer must send the cannct access codeldata flash
device to Renesas in this state. area
RMA_ACK “‘Return Material Authorization ACKnowledged™ | DBG2 Available Ayailable
Failure analysis in Renssas cannct access codeldata flash
area
Note: The customer receives the device in either CM or SSD state.

4.3 The current description and changed description of "46.3.1 Changing the Lifecycle State" are shown below.

<Current description> page 1614

The third one is all erase. This is done by an inifialize command unless an initialize command itself is disabled. The
lifecycle is back to 55D :Lﬂd| the contents on the flash memory is erased. If there is permanentlv locked block or register, an
mnitialize command does not execute. In case of the all bits of PBPS and PBPS SEC register are 1 and FSPE bt is1, an
initialize command is executable.

Mote:

The initialize command can be issued by everyone, so contents on the flash memaory are easily erased. Developers

who do not want this can invalidate the initialize command permanently by parameter setting command.

Mote:

MCL does not respond after executing the initialize command. If you continue to use the serial programming

commands, need o re-enter the boot mode after a reset. See the boot firmware application note for the detail.

<Changed description>

The third one is all erase. This is done by an inifialize command unless an initialize command itself is disabled. The
lifecycle is back to 55D :Lﬂd| the contents on the flash memory is erased. If there is permanentlv locked block or register, an
mnitialize command does not execute. In case of the all bits of PBPS and PBPS SEC register are 1 and FSPE bt is1, an
initialize command is executable.

Mote:

The initialize command can be issued by everyone, so contents on the flash memaory are easily erased. Developers

who do not want this can invalidate the initialize command permanently by parameter setting command.

Mote:

MCL does not respond after executing the initialize command. If you continue to use the serial programming

commands, need o re-enter the boot mode after a reset. See the boot firmware application note for the detail.

Note:

in case of receiving in CM state.

For proper DLM state management, it is required to issue an initial DLM state transition command to SSD

RENESAS
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Note: Use the serial programming in boot mode (SCI interface) or boot mode (USB interface) to change the device
lifecycle state. A serial programming connection is also required even if debugging using SWD or JTAG
communication.

5. The changes to the RA6M4 microcontroller group are as follows.
5.1 The current description and changed description of “Table 49.8 The lifecycle definition and the capability can be used in
each lifecycle (1 of 2)” are shown below.

<Current description> page 1799

Table 49.8 The lifecycle definition and the capability can be used in each lifecycle (1 of 2)

Lifecycle Definition Debug level Serial programming Renesas test mode
CM “Chip Manufacturing” DBG2 Available Mot available

The device is in Renesas factory. The state cannot access codeldata flash

when the customer received the device. area

<Changed description>

Table 49.8 The lifecycle definition and the capability can be used in each lifecycle {1 of 2)

Lifecycle Definition Debug level | Serial programming Renezas test mode

CM “Chip Manufacturing” DBG2 Available Mot available
ThedeavicaisinRenasasfaclonThe-slate cannot access codefdata flash
whon-lho-customor-roconad-tho-dovics. area

5.2 The current description and changed description of “Table 49.8 The lifecycle definition and the capability can be used in
each lifecycle (2 of 2)” are shown below.

<Current description> page 1800

Table 49.8 The lifecycle definition and the capability can be used in each lifecycle (2 of 2)

Lifecycle Definition Debug level | Serial programming Renesas test mode
S5D “Secure Software Development™ DBG2 Available Mot availalle
The secure part of applicaticn iz being can program/erasefread all
developed. codel/data flash area
NSECSD ‘Non-SECure Software Development” DBG1 Availalle Mot availalle
The non-zecure part of application is being can program/erasefread only
developed. non-secure codeldata fiash
area
DFL DePlLoyed” DBGO Available Mot available
The device is in-field. cannot access codefdata flash
area
LCK_DBG LoCKed DeBuiG" DBGO Available Mot availakle
The debug interface is permanently dizabled. cannot access codefdata flash
area
LCK_BOOT LoCKed BOOT interface” DBGO Mot available Mot availalle
The debug interface and the serial
programming interface are permanently
disabled.
RMA_REQ FRetun Material Authorization REQuest” DBGO Available Mot availalle
Request for RMA. The customer must send the cannot access codefdata flash
device to Renesas in this state. area
RMA_ACK Retumn Material Authorization ACKnowledged™ | DBG2 Available Available
Failure analysis in Renesas cannot access codefdata flash
area
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<Changed description>

Table 49.8 The lifecycle definition and the capability can be used in each lifecycle (2 of 2)
Lifecycle Definition Debug level | Serial programming Renesas test mode
S5D “Secure Software Development™ DBG2 Available Mot availalle
The secure part of application iz being can program/erasefread all
developed. codel/data flash area
NSECSD ‘Non-SECure Software Development” DBG1 Availalle Mot availalle
The non-zecure part of application is being can program/erasefread only
developed. non-secure codeldata fiash
area
DFL DePlLoyed” DBGO Available Mot available
The device is in-field. cannot access codefdata flash
area
LCK_DBG LoCKed DeBuiG" DBGO Available Mot availakle
The debug interface is permanently dizabled. cannot access codefdata flash
area
LCK_BOOT LoCKed BOOT interface” DBGO Mot available Mot availalle
The debug interface and the serial
programming interface are permanently
disabled.
RMA_REQ FRetun Material Authorization REQuest” DBGO Available Mot availalle
Request for RMA. The customer must send the cannot access codefdata flash
device to Renesas in this state. area
RMA_ACK Retumn Material Authorization ACKnowledged™ | DBG2 Available Available
Failure analysis in Renesas cannot access codefdata flash
area
Note: The customer receives the device in either CM or SSD state.

5.3 The current description and changed description of "49.3.1 Changing the Lifecycle State" are shown below.

<Current description> page 1801

The third one is all erase. This is done by an inifialize command unless an initialize command itself is disabled. The
lifecycle is back to 55D :Lﬂd| the contents on the flash memory is erased. If there is permanentlv locked block or register, an
mnitialize command does not execute. In case of the all bits of PBPS and PBPS SEC register are 1 and FSPE bt is1, an
initialize command is executable.

Mote:

The initialize command can be issued by everyone, so contents on the flash memaory are easily erased. Developers

who do not want this can invalidate the initialize command permanently by parameter setting command.

Mote:

MCL does not respond after executing the initialize command. If you continue to use the serial programming

commands, need o re-enter the boot mode after a reset. See the boot firmware application note for the detail.

<Changed description>

The third one is all erase. This is done by an inifialize command unless an initialize command itself is disabled. The
lifecycle is back to 55D :Lﬂd| the contents on the flash memory is erased. If there is permanentlv locked block or register, an
mnitialize command does not execute. In case of the all bits of PBPS and PBPS SEC register are 1 and FSPE bt is1, an
initialize command is executable.

Mote:

The initialize command can be issued by everyone, so contents on the flash memaory are easily erased. Developers

who do not want this can invalidate the initialize command permanently by parameter setting command.

Mote:

MCL does not respond after executing the initialize command. If you continue to use the serial programming

commands, need o re-enter the boot mode after a reset. See the boot firmware application note for the detail.

Note:

in case of receiving in CM state.

For proper DLM state management, it is required to issue an initial DLM state transition command to SSD

RENESAS
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Note: Use the serial programming in boot mode (SCI interface) or boot mode (USB interface) to change the device

lifecycle state. A serial programming connection is also required even if debugging using SWD or JTAG
communication.

6. The changes to the RA6M5 microcontroller group are as follows.
6.1 The current description and changed description of “Table 52.8 The lifecycle definition and the capability can be used in

each lifecycle (1 of 2)” are shown below.

<Current description> page 2163

Table 52.8 The lifecycle definition and the capability can be used in each lifecycle (1 of 2)
Lifecycle Definition Debug level | Serial programming Renesas test mode
CcM “Chip Manufacturing” DBG2 Available Mot available
The device is in Renesas factory. The state cannot access codel/data flash
when the customer received the device. area
<Changed description>
Table 52.8 The lifecycle definition and the capability can be used in each lifecycle (1 of 2)
Lifecycle Definition Debug level | Serial programming Renesas test mode
CM “Chip Manufacturing” DBG2 Available Mot available

The-devicais-in-ReresasfaclonThe-slala
Sl e Sl O falaavadd e davics

cannot access codel/data flash
area

6.2 The current description and changed description of “Table 52.8 The lifecycle definition and the capability can be used in

each lifecycle (2 of 2)” are shown below.

<Current description> page 2164

Table 52.8 The lifecycle definition and the capability can be used in each lifecycle (2 of 2)
Lifecycle Definition Debug level | Serial programming Renesas test mode
33D “Secure Software Development” DBG2 Available Mot available
The secure part of application is being can program/erase/read all
developed. code/data flash area
NSECSD *Non-SECure Software Development” DBG1 Available Mot available
The non-secure part of application is being can program/erase/read only
developed. non-secure code/data flash
area
DPL “DePLoyed” DBGO Available Mot available
The device is in-field. cannot access code/data flash
area
LCK_DBG “LoCKed DeBuG” DBGO Available Mot available
The debug interface is permanently disabled. cannot access code/data flash
area
LCK_BOOT | “LoCKed BOOT interface” DBGO Mot available Mot available
The debug interface and the serial
programming interface are permanently
disabled.
RMA_REQ “Return Matenal Authorization RECuest” DBGO Available Mot available
Request for RMA. The customer must send the cannot access codeldata flash
device to Renesas in this state. area
RMA_ACK “Return Matenal Authorization ACKnowledged™ | DBG2 Available Available
Failure analysis in Renesas cannot access codeldata flash
area
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<Changed description>

Table 52.8 The lifecycle definition and the capability can be used in each lifecycle (2 of 2)
Lifecycle Definition Debug level | Serial programming Renesas test mode
33D “Secure Software Development” DBG2 Available Mot available
The secure part of application is being can program/erase/read all
developed. code/data flash area
NSECSD *Non-SECure Software Development” DBG1 Available Mot available
The non-secure part of application is being can program/erase/read only
developed. non-secure code/data flash
area
DPL “DePLoyed” DBGO Available Mot available
The device is in-field. cannot access code/data flash
area
LCK_DBG “LoCKed DeBuG” DBGO Available Mot available
The debug interface is permanently disabled. cannot access code/data flash
area
LCK_BOOT | “LoCKed BOOT interface” DBGO Mot available Mot available
The debug interface and the serial
programming interface are permanently
disabled.
RMA_REQ “Return Matenal Authorization RECuest” DBGO Available Mot available
Request for RMA. The customer must send the cannot access codeldata flash
device to Renesas in this state. area
RMA_ACK “Return Matenal Authorization ACKnowledged™ | DBG2 Available Available
Failure analysis in Renesas cannot access codeldata flash
area
Note: The customer receives the device in either CM or SSD state.

6.3 The current description and changed description of "52.3.1 Changing the Lifecycle State" are shown below.

<Current description> page 2165

The third one is all erase. This is done by an inifialize command unless an initialize command itself is disabled. The
lifecycle is back to 55D andlthe contents on the flash memory is erased. If there is permanently locked block or register, an
mnitialize command does not execute. In case of the all bits of PBPS and PBPS SEC register are 1 and FSPE bt is1, an
initialize command is executable.

Mote:

The initialize command can be issued by everyone, so contents on the flash memaory are easily erased. Developers

who do not want this can invalidate the initialize command permanently by parameter setting command.

Mote:

MCL does not respond after executing the initialize command. If you continue to use the serial programming

commands, need o re-enter the boot mode after a reset. See the boot firmware application note for the detail.

<Changed description>

The third one is all erase. This is done by an inifialize command unless an initialize command itself is disabled. The
lifecycle is back to 55D andlthe contents on the flash memory is erased. If there is permanently locked block or register, an
mnitialize command does not execute. In case of the all bits of PBPS and PBPS SEC register are 1 and FSPE bt is1, an
initialize command is executable.

Mote:

The initialize command can be issued by everyone, so contents on the flash memaory are easily erased. Developers

who do not want this can invalidate the initialize command permanently by parameter setting command.

Mote:

MCL does not respond after executing the initialize command. If you continue to use the serial programming

commands, need o re-enter the boot mode after a reset. See the boot firmware application note for the detail.

Note:

in case of receiving in CM state.

For proper DLM state management, it is required to issue an initial DLM state transition command to SSD
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Note:

Use the serial programming in boot mode (SCI interface) or boot mode (USB interface) to change the device

lifecycle state. A serial programming connection is also required even if debugging using SWD or JTAG
communication.

7. The changes to the RA6T2 microcontroller group are as follows.

7.1 The current description and changed description of “Table 45.8 The lifecycle definition and the capability can be used in

each lifecycle” are shown below.

<Current description> page 1702

Table 45.8 The lifecycle definition and the capability can be used in each lifecycle
Lifecycle Definition Debug level | Serial programming Renesas test mode
CM “Chip Manufacturing® DBG2 Available Mot available
The device is in Renesas factory. The state cannot access codeldata flash
when the customer received the device. area
55D “Secure Sofiware Development” DBG2 Availahble Mot available
The secure part of application is being can program/ferase/read all
developed. codeldata flash area
NSECSD “Non-SECure Software Development” DBG1 Availahble Mot available
The non-secure part of application is being can programferase/read only
developed. non-secure code/data flash
area
DPL “DePLoyed” DBGO Available Mot available
The device is in-field. cannot access codeldata flash
area
LCK_DBG “LoCKed DeBuG” DBGO Availahble Mot available
The debug interface is permanently disabled. cannot access codeldata flash
area
LCK_BOOT “LoCKed BOOT interface” DBGO Mot available Mot available
The debug interface and the serial
programming interface are permanently
disabled.
RMA_REQ “Retum Material Authorization REQuest” DBGO Available Mot available
Request for RMA. The customer must send the cannot access codeldata flash
device to Renesas in this state. area
RMA_ACK “Retum Material Authonzation ACKnowledged™ | DBG2 Available Available
Failure analysis in Renesas cannot access codef/data flash
area
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<Changed description>

Table 45.8 The lifecycle definition and the capability can be used in each lifecycle
Lifecycle Definition Debug level Serial programming Renesas test mode
CM “Chip Manufacturing” DBG2 Available Mot available
Fe-device-is-in-Henasas-facton—he-slale cannot access code/data flash
when-the-cuslomaracoved-the-device. area
35D “Secure Software Development” DBG2 Available Mot available
The secure part of application is being can program/erasefread all
developed. codeldata flash area
NSECSD “Non-SECure Software Development™ DBG1 Available Mot availahle
The non-secure part of application is being can program/erasefread only
developed. non-secure codefdata flash
area
DPL “DePLoyed” DBGO Available Mot availahle
The device is in-field. cannot access codeldata flash
area
LCK_DBG “LoCKed DeBuG” DBGO Available Mot availahle
The debug interface is permanently disabled. cannot access codeldata flash
area
LCK_BOOT “LoCKed BOOT interface” DBGO Mot available Mot availahle
The debug interface and the serial
programming interface are permanently
disabled.
RMA_REQ “Return Materal Authorization REQuest” DBGO Available Mot availahle
Request for RMA. The customer must send the cannot access codeldata flash
device to Renesas in this state. area
RMA_ACK “Return Material Authorization ACKnowledged” | DBG2 Available Available
Failure analysis in Renesas cannot access codeldata flash
area
Note: The customer receives the device in either CM or SSD state.
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7.2 The current description and changed description of "45.3.1 Changing the Lifecycle State" are shown below.

<Current description> - page 1703

The third one is all erase. This is done by an inifialize command unless an initialize command itself is disabled. The

lifecycle is back to 55D :Lﬂd| the contents on the flash memory is erased. If there is permanentlv locked block or register, an

mnitialize command does not execute. In case of the all bits of PBPS and PBPS SEC register are 1 and FSPE bitis1, an
initialize command is executable.

Mote:  The initialize command can be issued by everyone, so contents on the flash memory are easily erased. Developers
who do not want this can invalidate the initialize command permanently by parameter setting command.

Mote:  MCLU does not respond after executing the initialize command. If you continue to use the serial programming
commands, need o re-enter the boot mode after a reset. See the boot firmware application note for the detail.

<Changed description>

The third one is all erase. This is done by an inifialize command unless an initialize command itself is disabled. The

lifecycle is back to 55D :Lﬂd| the contents on the flash memory is erased. If there is permanentlv locked block or register, an

mnitialize command does not execute. In case of the all bits of PBPS and PBPS SEC register are 1 and FSPE bitis1, an
initialize command is executable.

Mote:  The initialize command can be issued by everyone, so contents on the flash memory are easily erased. Developers
who do not want this can invalidate the initialize command permanently by parameter setting command.

Mote:  MCLU does not respond after executing the initialize command. If you continue to use the serial programming
commands, need o re-enter the boot mode after a reset. See the boot firmware application note for the detail.

Note:  For proper DLM state management, it is required to issue an initial DLM state transition command to SSD
in case of receiving in CM state.

Note: Use the serial programming in boot mode (SCI interface) or boot mode (USB interface) to change the device

lifecycle state. A serial programming connection is also required even if debugging using SWD or JTAG
communication.
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8. The changes to the RA8D1 microcontroller group are as follows.

8.1 The current description and changed description of “Table 43.6 Lifecycle state definition and capabilities in each state” are

shown below.

<Current description> page 2235

Table 43.6 Lifecycle state definition and capabilities in each state
Renesas test
Lifecycle Definition Protection level | Debug function Serial programming mode
CM “Chip Manufacturing” PL2 Available in the Available Mot available
The device is out of Renesas factory. secure and non- Cannot access codel/data
The customer receives the device in this secure debug flash area
state.
OEM “Original Equipment Manufacturer” PLZ or PL1 or Depend on the authentication level Mot available
The device is owned by the customer. PLO
LCK_BOOT | “LoCKed BOOT interface” PLO Mot available Mot available Mot available
The debug interface and the serial
programming interface are permanently
disabled.
RMA_REQ | “Return Material Authorization REQuest” | PLO Mot available Availahle Mot available
Request for RMA. The customer must Cannot access codeldata
zend the device to Renesas in this state. flash area
RMA_ACK | “Return Material Authorization FL2 Available in the Availahle Available
ACKnowledged” secure and non- Cannot access codel/data
Failure analysis in Renesas secure debug flash area
RMA_RET [“Retumn Material Authorization RETum” |PLD Mot available Mot available Mot available
The device is back to the customer. The
device does not hoot.
<Changed description>
Table 43.6 Lifecycle state definition and capabilities in each state
Renesas test
Lifecycle | Definition Protection level | Debug function | Serial programming mode
CM “Chip Manufacturing” PLZ2 Available in the Available Not available
The-device-is-oul-of Renasas-faciony secure and non- Cannot access code/data
The cus hres the devies | secure debug flash area
shate,
OEM “Original Equipment Manufacturer™ PL2 or PL1 or Depend on the authentication level Mot available
The device is owned by the customer. PLO
LCK_BOOT | “LoCKed BOOT interface” PLO Mot available Mot available Mot available
The debug interface and the senal
programming interface are permanently
disabled.
RMA_REQ | “Return Matenal Authorization REQuest” | PLO Mot available Available Mot available
Request for RMA. The customer must Cannot access codeldata
send the device to Renesas in this state. flash area
RMA_ACK | "Retumn Matenal Authorization PL2 Available in the Available Available
ACKnowledged” secure and non- Cannot access code/data
Failure analysis in Renesas secure debug flash area
RMA_RET | “Return Matenal Authorization RETum” | PLO Mot available Mot available Mot available
The device i1s back to the customer. The
device does not boot.
Note: The customer receives the device in either CM or OEM state (Protection level: PL2).
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8.2 The current description and changed description of "43.4.1 Changing the Lifecycle State" are shown below.

<Current description> 2236

The contents of the flash memory except permanently locked blocks or registers are erased when transitioning to

EMA REQ. The contents of the permanently locked blocks or registers can be read by Renesas at failure analysis. A flash
block can permanently locked by setting the PBPS/PBPS SEC and BPS_SEL registers to permanently disable programmung
and erasure of the block. The SAS register can be permanently locked by the FSPR. bit. permanently disabling programnung
and erasure of the register. Transition to RMA REQ 1s not possible if the AL2 KEY 1s disabled. The MCU does not
respond after changing the device lifecycle state to EMA REQ. To continue to use boot firmware commands. vou must
enter boot mode again after a reset. See the boot firmware application note for details.

Transition from OEM to LCK_BOOT 1s possible unless that transition has been explicitly disabled. Use the parameter
setting command in AL2 or ALI1 to prohibiat the transition to LCK._BOOT. The LCK._BOOT transition prohibition 15 a

permanent setting and cannot be undone. The debug mterface and serial programming interface are permanently disabled m
LCK BOOT.

<Changed description>

The contents of the flash memory except permanently locked blocks or registers are erased when transitioning to

EMA REQ. The contents of the permanently locked blocks or registers can be read by Renesas at failure analysis. A flash
block can permanently locked by setting the PBPS/PBPS SEC and BPS_SEL registers to permanently disable programmung
and erasure of the block. The SAS register can be permanently locked by the FSPR. bit. permanently disabling programnung
and erasure of the register. Transition to RMA REQ 1s not possible if the AL2 KEY 1s disabled. The MCU does not
respond after changing the device lifecycle state to EMA REQ. To continue to use boot firmware commands. vou must
enter boot mode again after a reset. See the boot firmware application note for details.

Transition from OEM to LCK_BOOT 1s possible unless that transition has been explicitly disabled. Use the parameter
setting command in AL2 or ALI1 to prohibiat the transition to LCK._BOOT. The LCK._BOOT transition prohibition 15 a
permanent setting and cannot be undone. The debug mterface and serial programming interface are permanently disabled m
LCK BOOT.

Note:  For proper DLM state management, it is required to issue an initial DLM state transition command to OEM
in case of receiving in CM state.
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9. The changes to the RA8M1 microcontroller group are as follows.

9.1 The current description and changed description of “Table 43.6 Lifecycle state definition and capabilities in each state” are

shown below.

<Current description> page 2206

Table 43.6 Lifec:_vcle state definition and capabilities in each state
Renesas test
Lifecycle Definition Protection level | Debug function Serial programming mode
CM “Chip Manufacturing” PL2 Available in the Available Mot available
The device is out of Renesas factory. secure and non- Cannot access codeldata
The customer receives the device in this secure debug flash area
siate.
OEM “Original Equipment Manufacturer” PL2 or PL1 or Depend on the authentication level Mot available
The device is owned by the customer. FLO
LCK_BOOT | “LoCKed BOOT interface” FLO Mot availahle Mot available Mot available
The debug interface and the serial
programming interface are permanently
disabled.
RMA_REQ | “Retumn Materal Authorization REQuest” | PLD Mot availahle Availahle Mot available
Request for RMA. The customer must Cannot access codefdata
send the device to Renesas in this state. flash area
RMA_ACK | “Return Materal Authorization PL2 Available in the Available Awailable
ACKnowledged” secure and non- Cannot access code/data
Failure analysis in Renesas secure debug flash area
RMA_RET [“Retumn Material Authorization RETum™ | PLD Mot availahle Mot available Mot available
The device is back to the customer. The
device does not boot.
<Changed description>
Table 43.6 Lifecycle state definition and capabilities in each state
Renesas test
Lifecycle | Definition Protection level | Debug function | Serial programming mode
CM “Chip Manufacturing” PL2 Awailable in the Available Mot available
The-daevice-is-oul-of-Renesas-faciony secure and non- Cannot access codeldata
The custom yes the davice | secure debug flash area
shate.
OEM “Original Equipment Manufacturer” PL2 or PL1 or Depend on the authentication level Mot available
The device is owned by the customer. PLOD
LCK_BOOT | “LoCKed BOOT interface” PLO Mot available Mot available Mot available
The debug interface and the senal
pregramming interface are permanently
disabled.
RMA REQ | “Return Materal Authorization REQuest” | PLO Mot available Available Mot available
Request for RMA. The customer must Cannot access code/data
send the device to Renasas in this state. flash area
RMA_ACK | “Return Materal Authorization PL2 Awailable in the Awvailable Awvailable
ACKnowledged” secure and non- Cannot access code/data
Failure analysis in Renesas secure debug flash area
RMA RET | “Return Materal Authorization RETum™ | PLO Mot available Mot available Mot available
The device is back to the customer. The
device does not boot.
Note: The customer receives the device in either CM or OEM state (Protection level: PL2).
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9.2 The current description and changed description of "43.4.1 Changing the Lifecycle State" are shown below.

<Current description> page 2207

The contents of the flash memory except permanently locked blocks or registers are erased when transitioning to

EMA REQ. The contents of the permanently locked blocks or registers can be read by Renesas at failure analysis. A flash
block can permanently locked by setting the PBPS/PBPS SEC and BPS_SEL registers to permanently disable programmung
and erasure of the block. The SAS register can be permanently locked by the FSPR. bit. permanently disabling programnung
and erasure of the register. Transition to RMA REQ 1s not possible if the AL2 KEY 1s disabled. The MCU does not
respond after changing the device lifecycle state to EMA REQ. To continue to use boot firmware commands. vou must
enter boot mode again after a reset. See the boot firmware application note for details.

Transition from OEM to LCK_BOOT 1s possible unless that transition has been explicitly disabled. Use the parameter
setting command in AL2 or ALI1 to prohibiat the transition to LCK._BOOT. The LCK._BOOT transition prohibition 15 a

permanent setting and cannot be undone. The debug mterface and serial programming interface are permanently disabled m
LCK BOOT.

<Changed description>

The contents of the flash memory except permanently locked blocks or registers are erased when transitioning to

EMA REQ. The contents of the permanently locked blocks or registers can be read by Renesas at failure analysis. A flash
block can permanently locked by setting the PBPS/PBPS SEC and BPS_SEL registers to permanently disable programmung
and erasure of the block. The SAS register can be permanently locked by the FSPR. bit. permanently disabling programnung
and erasure of the register. Transition to RMA REQ 1s not possible if the AL2 KEY 1s disabled. The MCU does not
respond after changing the device lifecycle state to EMA REQ. To continue to use boot firmware commands. vou must
enter boot mode again after a reset. See the boot firmware application note for details.

Transition from OEM to LCK_BOOT 1s possible unless that transition has been explicitly disabled. Use the parameter
setting command in AL2 or ALI1 to prohibiat the transition to LCK._BOOT. The LCK._BOOT transition prohibition 15 a
permanent setting and cannot be undone. The debug mterface and serial programming interface are permanently disabled m
LCK BOOT.

Note:  For proper DLM state management, it is required to issue an initial DLM state transition command to OEM
in case of receiving in CM state.
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10. The changes to the RA8T1 microcontroller group are as follows.

10.1 The current description and changed description of “Table 37.6 Lifecycle state definition and capabilities in each state”

are shown below.

<Current description> page 1887

Table 37.6 Lifecycle state definition and capabilities in each state
Renesas test
Lifecycle Definition Protection level | Debug function Serial programming mode
CM “Chip Manufacturing” PLZ Available in the Available Mot available
The device is out of Renesas factory. secure and non- Cannot access codeldata
The customer receives the device in this secure debug flash area
state.
QEM “Original Equipment Manufacturer” PL2 or PL1 or Depend on the authentication level Mot available
The device is owned by the customer. PLO
LCK_BOOT | “LoCKed BOOT inferface” PLO Mot available Mot available Mot available
The debug interface and the serial
programming interface are permanently
disabled.
RMA_REQ | “Return Material Authorization REQuest” |PLO Mot available Available Mot available
Request for RMA. The customer must Cannot access codeldata
send the device to Renesas in this state. flash area
RMA_ACK | “Retumn Material Authorization PL2 Available in the Available Available
ACKnowledged® secure and non- Cannot access codeldata
Failure analysis in Renesas secure debug flash area
RMA_RET [ “Retumn Material Authorization RETum™ | PLO Mot available Mot available Mot available
The device is back to the customer. The
device does not boot.
<Changed description>
Table 37.6 Lifecycle state definition and capabilities in each state
Renesas test
Lifecycle |Definition Protection level | Debug function | Serial programming mode
CM “Chip Manufacturing” PL2 Available in the Available Mot available
The-device-is-oul-ol-Renesas-faciony secure and non- Cannot access code/data
The cus hras devirs | secure debug flash area
state.
OEM “Cnginal Equipment Manufacturer™ PL2or PL1 or Depend on the authentication level Mot available
The device is owned by the customer. PLO
LCK_BOOT | “LoCKed BOOT interface” PLO Mot available Mot available Mot available
The debug interface and the senal
programming interface are permanently
disabled.
RMA_REQ | “Return Matenal Authorization RECQuest” | PLO Mot available Available Mot available
Request for RMA. The customer must Cannot access code/data
send the device to Renesas in this state. flash area
RMA_ACK | “Return Matenal Authorization PL2 Available in the Awvailable Awvailable
ACKnowledged” secure and non- Cannot access code/data
Failure analysis in Renesas secure debug flash area
RMA RET | *Return Matenal Authorization RETum™ | PLO Mot available Mot available Mot available
The device is back to the customer. The
device does not boot.
Note: The customer receives the device in either CM or OEM state (Protection level: PL2).

RENESAS

Page 22 of 23




RENESAS TECHNICAL UPDATE TN-RA*-A0120A/E Date: Oct. 25, 2024

10.2 The current description and changed description of "37.3.1 Changing the Lifecycle State" are shown below.

<Current description> page 1888

block can permanently locked by setting the PBPS/PBPS SEC and BPS SEL registers to permanently disable programming
and erasure of the block. The SAS register can be permanently locked by the FSPR bit, permanently disabling programming
and erasure of the register. Transition to RMA REQ is not possible if the AT2 EFY is disabled. The MCU does not
respond after changing the device lifecycle state to EMA REQ. To continue to use boot firmware commands, vou must
enfer boot mode again after a reset. See the boot firmware application note for details.

Transition from OEM to LCK. BOOT is possible unless that transition has been explicitly disabled. Use the parameter
setting command in AT.2 or AL1 to prohibit the transition to LCEK. BOOT. The LCE. BOOT transition prohibition is a

permanent setting and cannot be undone. The debug interface and serial programming interface are permanently disabled in
LCE _BOOT.

<Changed description>

block can permanently locked by setting the PBPS/PBPS SEC and BPS SEL registers to permanently disable programming
and erasure of the block. The SAS register can be permanently locked by the FSPR bit, permanently disabling programming
and erasure of the register. Transition to RMA REQ is not possible if the AT2 EFY is disabled. The MCU does not
respond after changing the device lifecycle state to EMA REQ. To continue to use boot firmware commands, vou must
enfer boot mode again after a reset. See the boot firmware application note for details.

Transition from OEM to LCK. BOOT is possible unless that transition has been explicitly disabled. Use the parameter
setting command in AT.2 or AL1 to prohibit the transition to LCEK. BOOT. The LCE. BOOT transition prohibition is a

permanent setting and cannot be undone. The debug interface and serial programming interface are permanently disabled in
LCE _BOOT.

Note:  For proper DLM state management, it is required to issue an initial DLM state transition command to OEM
in case of receiving in CM state.

11. Supplementary Note
This change does not affect any Renesas tools.
More details on how to determine and handle the MCU DLM state, please refer to the following application notes.
RO1AN6787 “Implementing Production Programming Tools for RA Cortex-M33 with Device Lifecycle Management”
R11ANO0785 “Device Lifecycle Management for RA8 MCUs”

- That's all -
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