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Introduction

This quick start guide describes the setup and use of MQTT client running on DA16200 Wi-Fi module. This guide
mainly focuses on describing how to make Wi-Fi module as MQTT client by AT command for connecting MQTT
broker, and how to publish a message to MQTT server. In this example, the air quality module plugged into PMOD
interface of EK-RA6M4 board, which welding zmod4410 chip on it, publishes the air quality value to MQTT Server
by DA16200 Wi-Fi module, and all air quality information can be monitored by smartphone at the same time.

Comparing with Wi-Fi MQTT client simple demo, it is a more complex sample to instruct you in developing
application on period message transmission.

Through this guide and related sample code, you can easily start your development on DA16200, a Wi-Fi module,
using AT command, EK-RA6MA4, the evaluation kit for RA6M4 MCU group, and US082-ZMOD4410EVZ, TVOC
and indoor air quality sensor PMOD board.

Target Device

EK-RA6M4 (R7TFA6M4AF3CFB)
DA16200 PMOD

ZMOD4410 PMOD
INTERPOSER BOART
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DA16200 Wi-Fi MQTT Client Sample Example

1. Kit Contents

To set up this demo, the following components are needed.

11 Hardware components

e EK-RA6M4

e DA16200 PMOD (US159-DA16200MEVZ)

e ZMOD4410 PMOD (US082-ZMOD4410EVZ)

e Interposer Board for Pmod™ Type 2A/3A to 6A (US082-INTERPEVZ)

e Micro USB cable

e A UART-USB bridge cable (if possible and optional for AT command observation)

DA16200 PMOD argry WIEIR US082-INTERPEVZ

Micro USB
cable for
debugging EK

1.2 Software components
Below software components are needed:

Category Item Remark
Firmware | RA6M4_ZMOD4410_DA16200_MQTT_CLIENT.zip Compressed project file

RA6M4_ZMOD4410_DA16200_MQTT_CLIENT.mot | Motorola S-record file for programming
RAG6M4 chip

Software e2 studio 2021-10, SSP v3.5.0 A GUI and related software package for
RA6M4 development

“Download_tool” folder using SEGGER J-Link VV7.52a | A flash programmer for downloading file
to RA6M4, meanwhile a tool using J-Link
RTT function to observe the state of the
system.

mosquitto-2.0.14-install-windows-x64.exe An open source (EPL/EDL licensed)
message broker that implements the
MQTT protocol versions 5.0, 3.1.1 and
3.1.
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Wi-Fi MQTT Client Sample Example

Supply power to the kit by micro-USB cable
Set the necessary modules of RA6M4 to establish connection between EK-RA6M4, ZMOD4410 PMOD and

Use Mosquitto software, a message broker implementing the MQTT protocol on PC, to make a laptop a MQTT

Initialize and control Wi-Fi module (DA16200) by AT command to act as a MQTT client
Sample air quality approximately every 2 seconds and send the important values including TVOC, ECO2 and IAQ
to MQTT Server with topic of air_value.

DA16200

2. Features
DA16200 PMOD
Server

Make a smartphone a MQTT client subscribing air_value topic, getting the air quality value from MQTT Server.

3. Set Up the sample example

3.1

Prerequisite
Step 1. Connect your PC (set as a MQTT Server later) to a Wi-Fi Router.

Open Windows Settings, click Network & Internet, go to WLAN. Set it to ON, click “show available networks” and
select “Renesas Test Router” as an example. Here a password of “12345678” is assigned to this router.

Settings
@ Home
nd a settir

Network & Internet

& Status
| @ wisi

T3 Ethernet

“ Dial-up

% VPN

g Airplane mode
) Mobile hotspot

@ Proxy

Random hardware addresses
Use random hardware addresses to make it harder for people to

track your location when you connect to different Wi-Fi networks.
This setting applies to new connections.

Use random hardware addresses

@D o

Hotspot 2.0 networks
Hotspot 2.0 networks make it more secure to connect to public Wi-

i hotspots. They might be available in public places like airports,
hotels, and cafes.

Let me use Online Sign-Up to get connected

@ on

Connect to a wireless network

f] adwin.renesas.com
Connected

@ fortissl

D mesE

Renesas Test Router
% Secured

[[] Connect automatically

9?,: REL-GLOBAL

9?,: 4G-WiFi-AC10

Network & Internet settin,
ings, such as r

Step 2. Confirm the IP address of PC which is distributed by Wi-Fi Router.

BE¥ Command Prompt
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DA16200 Wi-Fi MQTT Client Sample Example
Step3. Setup a MQTT Server on PC.

Download Eclipse Mosquitto software that can run on your PC system and install it. The URL of Mosquitto
downloading is show below.
https://mosquitto.org/download/

Here use Mosquitto installed on windows 64-bit system as an example. ‘& mesquitte-2.0.14-install-windows-x64.exe
Some information in the configuration file needs to be modified to fit this example.

Find out file of mosquitto.conf and open it.

(E) » Program Files » mosquitto

"

i)

4

devel
| ] aclfile.example
|Z] Changelog.bet
L] edl-vio
L] epl-v20
1] liberypto-1_1-x64.dll
1% libssl-1_1-x64.dll
%] mosquitta.dll
[5] mosquitto.exe
[55] mosquitto_ctrl.exe
%] mosquitta_dynamic_security.dll
[ mosquitta_passwd.exe
[#] mosquitto_pub.exe
[#] mosquitto_rr.exe
(8] mosquitto_sub.exe
% mosquittopp.dll
[ nOTICEmd
|| pwfile.example
[ README.md
|| README-letsencrypt.md
|=| README-windows.txt
® Uninstall.exe

Search “# listener port-number [ip address/host name/unix socket path]”, add line of “listener 1883 below it, signifying
that the listening port number is 1883.

Search “# allow_anonymous false”, delete “#” to not allow anonymous logins.

Search “# password_file”, change it to “password_file pwfile.example”, setting the file location which involving
account name and log in password.

Then set users name and password. In the installation path, right click mouse when holding down “Shift”, select “Open
PowerShell window here” from the pop-up menu.

(E) > Program Files > mosquitto »

MName Date modified Type Size
devel PM File folder
| ] acHfile.example EXAMPLE File TKB
|=| Changelog.txt Text Document 129KB
[ edivio File
[ epl-vao File
] liberypto-1_1-x64.dIl View > e
%] libssl-1_1-x64.dIl Sort by 3 e
[ mesquitto.conf Group by >
[ mosquitta.dil R ..
[] mosquitto.exe
[ mosquitto_ctrl.exe Customize this folder...
] mesquitto_dynamic_security.dll Paste n... 118KB
[55] mosquitto_passwd.exe ;a:thhmm,t 22KB
[&] mosquitto_pub.exe WmooCopy CurlsZ 51KB

[ mosquitto_rr.exe | Open Powershell window here |

[¥] mosquitto_sub.exe 21 KB
4 HgWorkbench

% mosquittopp. ... ]
g quittopp.dil 18KB
[7] NOTICEmd 2 TortoiseHg > 2K
| ] pwfile.example MNew > KB
| ] README.md 5 " 4KE
roperties
-letsencrypt.m ~

README-| rypt.md B 1KEB
|=| README-windows.txt Text Document IKB
€& Uninstall.exe Application 68 KB

Input “./mosquitto_passwd -c pwfile.example admin”. This command is to add an account named admin. Input
password twice to confirm this setting, then the count is created successfully. Here use “Renesas” as the password.
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DA16200 Wi-Fi MQTT Client Sample Example

E¥ Windows PowerShell - m} X
le admin

File of “pwfile.example” can be opened for confirming this setting. Close this PowerShell window means the setting
has been finished.

File Edit Selection View Go Debug --- pwfile.example - Visual St...

= pwfile.example X

ram Files

Ln1,Col1 Spacess:4 GB2312 CRLF PlainText @ 0Q

Reopen a PowerShell window following the previous step, input command “.\mosquitto -¢ .\mosquitto.conf -v”’ to run
this tool using mosquitto.conf as a configuration file, while enabling detailed log mode.

E¥ Windows PowerShell - [m] X

At this point, the MQTT broker (MQTT Server) installed on PC is running.

Note: The MQTT message send by client cannot be displayed on the MQTT Server entirely, so a smartphone is
necessary to subscribe this message for monitoring the entire information.

Step 4. Download MQTTool from App Store, which is a MQTT client software on Iphone, or something like this from
Google Shop. Here use MQTTool running on Iphone as an example.

MQTTool

Firstly, open “settings” in Iphone, select “WLAN” and choose the name of AP which is projected a Wi-Fi signal by Wi-
Fi Router. After connecting successfully, the bridge between PC and the smartphone is established.

Then open MQTTool, input IP address of MQTT Server (Host) and select Port number 1883, define a Client Id, input
Username and Password to log in MQTT Server. The username and password for logging in MQTT Server has been set
by step3 through mosquitto.conf file. Click “Connect” to realize connection with MQTT Server.
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DA16200 Wi-Fi MQTT Client Sample Example

MQTTool

ROC 192.168.1.102 ()

Port: [REEXEN Clean Session: .

Leave blank for unauthenticated access

e,
Fessworc: _

Connect

Status: Disconnected

()

Connect

After click “Connect” button, Mosquitto receives connecting command and displays that a new connection from
smartphone has been established.

EX Windows PowerShell

Click “Subscribe” tab, input “air_value” in topic blank, which is designed by sample code, click “subscribe” to

subscribe to message based on this topic. All message based on this topic sent by MQTT server will be received by
MQTTool.

MQTTool

s @12

Subscribe Clear

() i/ ~

Connect Subscribe Publish Stats About
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DA16200 Wi-Fi MQTT Client Sample Example

3.2 Connect the solution kit

Power off the solution kit, insert DA16200 PMOD board into J26 (PMOD1 on EK), US082-INTERPEVZ board into
J25 (PMOD2 on EK) and US082-ZMOD4410EVZ board into US082_INTERPEVZ PMOD interface, establishing the
whole system just as the picture at chapter 1.1.

3.3 Debug and download code to EK-RA6M4

The EK-RA6M4 features a SEGGER J-Link On-Board debugger, using Renesas S124 Debug MCU and SEGGER J-
Link® firmware to provide the on-board debug functionality, so all the customer needs for debugging is a Micro USB
cable.

Step 1. Insert Micro USB cable into Debug USB Micro-B connector (J10), establishing a debug channel.

Step 2. Modify the project according to the actual internet environment.

Import project into e2 studio, open project->src->dal6200_AT.c, find the array variables associated with the internet
environment, such as the current country, ssid and password of Wi-Fi Router, IP address of MQTT Broker and ssid and
password for logging in.
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DA16200 Wi-Fi MQTT Client Sample Example

) v2021_10 - RABM4_ZMOD4410_DAT6200_MQTT_CLIENT/src/da16200_AT.c - € studio - X
File Edit Source Refactor Navigate Search Project RenesasViews Run Window Help
45 Debug [ RAGMA_ZMODA410_DA16200 M o |~/ 6% %A @il @ g
Y-FH oo QS| B C/C++ %5 Debug {5 FSP Configuration
[ Project Explorer 52 E% Y § =0 =8
3 DA16200_AWS_IoT_AT_CMD_Sparkfun_RA2L1 ~ fsp_err_t mgtt_con_routine(void); ~
(3 EK_RABM4_HS3001_PMOD1_T
23 HS300x_RAGMA4_NonOS nepn,
7 RABM4_DA16200_MQTT_CLIENT I&:har countr_‘y[] = CH H o
v =% RA6M4_ZMOD4410_DA16200_ MQTT_CLIENT [Debug] char ap_ssid[] = Renesas Test Router’,";
4 Binaries char ap_pw[] = "12345678";
! Includes char mgtt broker ip[] = "192.168.1.102,";
Bra - i " "
Era gen char mgtt_port[] = "1883";
m char mqtt_broker_ssid[] = “admin,";
= SEGGER_RTT char mgtt_broker pw[] = "Renesas™;
[n_commen_utils.h char mgtt_client id[] = "DA16200-client”;
o T _
O AT char at_cmd_end[] = "\r\n";
2 1 : = "
4 hal_entry.c char at_topic_tvoc[] = ",tvoc";
[E RAZMOD4410.c char at_topic_eco2[] = ",eco2";
(= Debug char at_topic_iaq[] = ",iaq";
& racfy char at_topic[] = ",air_value”;
(= script
4% configuration.xml )
| RTFAGMAAF3CFE.pincfg uint8 t at_cmd_data[AT_CMD_LENGTH];
2] ra_cfgbet uint32_t part_array[3];
2 RABMA_ZMOD4410_DA16200_MQTT_CLIENT Debug_Flatjlink v uint32 t g zmod timing; v
< > < >
= Properties % |[#] Problems @ Smart Browser % 7 0% § = B [HPinConflicts | G Console 53 | [} Memory 47 Search X3¢ BEEE 2B-8-=08
Property Value ~ | [CDT Build Console [RAGM4_ZMOD4410_DA16200_MQTT_CLIENT]
« Info ‘Finished building: RA6M4_7MOD4410 DA1620@ MQTT_CLIENT.srec’ ~
derived false "Finished building: RAGM4_ZMOD4410 DA16208 MQTT CLIENT.siz'
Writable Smart Insert 33

Compile the project to get the object file which can be downloaded to the chip. Then use debug function to test the
sample code.

) v2021_10 - RASM4_ZMODA410_DAT6200_MCITT_CLIENT/src/da16200_AT.c - & studio - X

File Edit Source Refactor Navigate Search Project RenesasViews Run Window Help

45 Debug T RAGMA_ZMOD4410_DAT6200_MQT nie | ® B i % Qi - BiF g 4

r it G| compile button debug button Q| @ C/Crs 4 Debug {5 FSP Configuration
5 Project Explorer 53 BES Y § =0 =g
3 DA16200_AWS_IoT_AT_CMD_Sparkfun_RA2L1 ~ 31 fsp_err_t mqtt_con_routine(void); ~

L3 EK_RAGM4_HS3001_PMOD1_T 32
S :j:;ﬁ:;ﬁ?gé_o’j‘gg;,cuwr 33 khar country[] = "CH";
25 RA6M4_ZMODA4410_DA16200_MQTT_CLIENT [Debug] 34 char ap_ssid[] = "'Renesas Test Router',";
4 Binaries 35 char ap_pw[] = "12345678";
Bl Includes 36 char mgtt broker ip[] = "192.168.1.102,";
;Z gen 37 char mgtt_port[] = "1883";
v @ st 38 char mgtt_broker_ssid[] = "admin,";
(= SEGGER_RTT 39 char mgtt_broker pw[] = "Renesas";
5 common_utils.h @ 40 char mgtt_client id[] = "DA1620@-client”;
B oo ST 41 char at_cmd_end[] = "\r\n";
%:Eﬁfh 42 char at_topic_tvoc[] = ",tvoc";
[ RA_ZMOD4410.c 43 char at_topic_eco2[] = ",eco2";
(= Debug 41 char at topic iaq[] = ",iaq";
& racfg 45 char at_topic[] = ",air_value";
i%:;Strlpt . 46
o sincta 47 uintg_t at_cmd_data[AT_CMD_LENGTH];
2 ra_cigtxt 48 uint32 t part_array[3];
2 RAGMA_ZMOD4410_DA16200_MQTT_CLIENT Debug_Flatjlink 49 uint32 t g zmod timing; v
< > < >
[ Properties 52 | (8] Problems @ Smart Browser B 7 00 § = O [&PinConflicts | G Console &3 | [J Memory 7 Search R| OG5 M- &E 2B-8-=0
Property Value ~ | [COT Build Console [RAGMA4_ZMOD4410_DA16200_MQTT_CLIENT]
o Info ‘Finished building: RA6M4_7ZMOD44160 DA16200 MQTT_CLIENT.srec’ ~
derved false "Finished building: RAGM4_7ZMOD4410_DA16200_MQTT CLIENT.siz'
edable e llem 5 v
‘ Writable Smart Insert 33

Note: about how to use e2studio and import the project, you can refer to “5. Customizing the Quick Start Example
Project” chapter of EK-RA6M4 Quick Start Guide.

https://www.renesas.com/jp/zh/document/gsg/ek-ra6m4-quick-start-quide?language=en

If the project doesn’t need to be modified, or it has been updated and only needs to be downloaded to the target MCU,
please find the “*.srec” file in the debug folder under the project and modify the suffix to “mot” to get the type of file
that can be downloaded to target MCU by SEGGER J-Link.
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DA16200

Wi-Fi MQTT Client Sample Example

(F:) » S5ST » Project » Workspace » w2021_10 »| RABM4_ZMOD4410_DA16200_MOTT_CLIENT » Debug I>

I Mame

ra

ra_gen

src

[ ] makefile

~

[] makefile.init

D objects.mk

[ ] RABM4_ZMOD4410_DA16200_MCTT_CLIENT.lf

[ ] RAGM4_ZMOD4410_DA16200_MCTT_CLIENT.lf.in
| RA6M4_ZMODA410_DA16200_MOTT_CLIENT.map

[ ] RABM4_ZMOD4410_DA16200_MOTT_CLIENT.rpd

[ ] RABM4_ZMOD4410_DA16200_MOTT_CLIENT shd

I D RAGBMA_ZMOD40_DA16200_MOTT_CLIEMT.srec I

| ] sources.mk

Date modified

2/16/2022 4:37 PM
3/9/2022 10:40 AM
3/9/2022 1:29 PM
3/9/2022 1:29 PM
3/9/2022 10:35 AM
3/9/2022 10:35 AM
3/9/2022 1:29 PM
3/9/2022 1:29 PM
3/9/2022 1:29 PM
3/9/2022 1:29 PM
3/9/2022 1:29 PM
3/9/2022 1:29 PM
3/9/2022 1:29 PM

Type

File folder
File folder
File folder
File

IMIT File
ME File
ELF File
IM File
MAP File
RPD File
SBD File
SREC File
ME File

6 KB
3KB
1KB
756 KB
2 KB
284 KB
1KB
4 KB
159 KB
1KB

Unzip “Download Tool.zip” file, replace the file of the same name under JLink folder with this file. Back to
Download_Tool folder and click “bmp.bat” file to program MCU. This folder combines the version of J-Link v7.52a in
JLink folder, involving all files at software installation and realizing all J-Link operations.

(F:) » S5T » Dialog » MQTT_Client » Download_Tool_ZMOD4410 s Download_Tool » Jlink

-

MName Date modified Type Size
ﬂ ILinkGDBServer.exe 2021 5:17 PM Application 473 KB
EJLinkGDBSeNerCL.exe TPM Application 386 KB
HJLinkGUISeNer.exe TPM Application 288 KB
HJLinkLicenseManager.a{e TPM Application 183 KB
|j JLinkRDLdll TPM Application exten... 376 KB
BJLinkRDIConfig.exe TPM Application 121KB
HJLinkRegistration.exe TPM Application 491 KB
HJLinkRemoteSer\rer.a{e 517 PM Application 433 KB
ﬂJLinkRemoteSer\rerCL.exe 518 PM Application 365 KB
ﬂ]LinkR’l’l’Client.exe 518 PM Application 140 KB
ﬂ]LinkR’l’l’Logger.exe 518 PM Application 167 KB
ﬂ]LinkR’l’l’Viewer.ace Application 320 KB
HJLinkSTMBZ.exe Application 146 KB
HJLinkSTR‘}‘Ix.exe Application 154 KB
EJLinkSWO‘u‘iewer.ace Application 235KB
HJLinkSWOViewerCL.ace Application 151 KB
Bl Mem.exe Application 387KE
HJRun.exe Application 25T KB
HJScope.exe Application 4
HJTAGLoad.exe Application
|j msvep100.dll Application exten...
|j msverl 00.dll Application exten...
%] atCored.dil Application exten...
%] atGuid.dn Application exten...
| RAEM4_ZMOD4410_DA16200_MQTT_CLIENT.mot | MOT File
[] SWOARalyzer.exe Application
ﬂ Uninstall.exe Application
» Download_Toal
= - A o
JLink 2021/8/18 12:47
2021/8/18 15:48 1KB

Once programming begins, “Flash download” interface appears, like the picture below.
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DA16200 Wi-Fi MQTT Client Sample Example

After programming, J-Link operation interface will exit automatically.

(Note: If you want the latest SEGGER J-Link version, please download from link below:
https://www.segger.com/downloads/jlink)

34 Run the solution

Step 1. Restart the system by pressing RESET button (S3) on EK-RA6M4 or powering off and on the system, causing
the program to run again. While under debugging, restart the program is necessary.

Step 2. Open “JLinkRTTViewer.exe” in JLink folder, which is unzipped at chapter3.3 step 2, specify target device as
R7FAG6MA4AF, change RTT Control Block from “Auto Detection” to “Search Range” and input “0x200009e4 0x1000”
to the blank block shown below.

ﬂ J-Link RTT Viewer V7.52a | Configuration s

A1l Terminals 7| Commection te J-Link
® UsE [ serial Wa
O TCE/IF
(O Existing Session
Specify Target Device
| Errsamasr | -]

Seript file [optional)

Target Interface & Speed

SHD v | 4000 kHz -

RIT Control Elock

ter Clear
() Auto Detection () Address (@) Search Range

Enter one or more address rangefs) the RIT Control block can b
Syntax: ¢RangeStart [Hex]» ¢RangeSize?[, (RangelStart [Hex]> ¢
Exanple: 0x10000000 0x1000, 0x2000000 0x1000

| ox200008 e4f 021 000 |

Cancal

Retry sending checked. 0.00 MB

The first address of “Search Range” can be found in “*.map” file after the sample code is built. Please open “*.map”
file and search “ SEGGER_RTT?, then copy the address assigned by compiler to this place.
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B v2021_10 - RAGM4_ZMOD4410_DA16200_MQTT_CLIENT/Debug/RABIM4 ZMOD4410_DA16200 MQTT_CLIENT.map - € studio - X
Fille Edit Navigate Search Project RenesasViews Run Window Help
® || 4 || ® | | 4F Debug [E7 RAG6M4_ZMOD4410_DA16200_MC (iR | SR LN T ] \ i3 [ \ i &| E R [ &
PiF® S RHE TS D | ” Q | B C/ce+ 45 Debug 45 FSP Configuration
45 Debug 12 = B [fdal6200ATe [d startupc RA6M4_ZMOD4410_DA16200 MQTT_CLIENT.map = 8 [riz|e®E % = O
B % |+ §|| 2358 0x200009dc | i » A =57 8
~ [£7] RABM4_ZMODA410_DA162(| 2359 .bss. malloc sbrk start [ RA_ZMOD4410.c
v i RAGMAZMODMIODAT| 5360 0%20000900 0x4 c:/program files (x86)/gnu arm embedded to v & Debug
v ot Thread #1 1 (single (| — 7 =
= Resct Handler) af ZJLTJ. 0x200009e0 __malloc sbrk_start & ra_gen
& arm-none-cabi-gdb (7.| 2362 *( COMMON ) = e
pil Renesas GDB server (Ho | 2363 COMMON 0x200009e4 Oxa8 ./src/SEGGER RTT/SEGGER RTT.o %5 RAGM4_ZMODM
2364 | ex200009e4 ® "‘“::;':E
2365 COMMON 0x20000a8C 0x88 ./src/RA_ZMOD4410.0 ;Zlimli‘ll‘t
2366 0x20000a8c eco? value str = RAGMd_ZMOD44
2367 0x20800a98 iag value str RAGM4_ZMODA4
2368 0x20000aa4 tvoc_value_str =| RAGM4_ZMODA4
2369 x20008abo air_str EA
2370 COMMON 9x20000b14 Oxad ./src/dal6200_AT.o S sourceak
2371 0x20000b14 part_array & racig
2372 0x20000b20 ip_addr & script
2373 0x%20000b34 at_cmd data ey ciﬂﬁgum"m'
2374 0x20000bb4 g_zmod_timing : Ziﬁ;’i‘i’“m"’”
2375 COMMON 0x20000bb8 0x48 ./ra_gen/common_data.o - RAEMA_ZMOD4AT0.
2376 0x20000bb8 g ioport ctrl | RAGM4_ZMODA410_
2377 0x20000bc@ g_12¢0_ctrl (@) Developer Assistanc
Ao v PREVY VIS At aT e o W aaea - @ TJ RAGM4 ZMODA410 DA ¥
< > < >
) Console §7 |1 Registers [i] Debug Shell 47 Search 8] Problems [l Debugger Console @ Smart Browser [ Memory 13 Call Hierarchy LRSS vB-gr= 8
RABMA_ZMOD4410_DA16200_MQTT_CLIENT Debug_Flat [Renesas GDB Hardware Debugging]
Ontion Function Select. writine to address 0x@100a100 with data ffffffffffffffffrfrffrfffrerffef... <
< > | < >
SSD:Secure Writable Insert 23

J-Link RTT Viewer serves as a tool to monitor the state of the system, especially the current stage of Wi-Fi and MQTT
operation. All Wi-Fi setting and MQTT connection status output to J-Link RTT Viewer as shown below.

[ED J-Link RTT Viewer V7.50 - ] X
Hle Terminals Input Logging Help

Wifi DAL MQTT Client De

R R R R R R 4 )

s on Example

Enter Clear

RTT Viewsr connscted. 0.020 u3

After MQTT connection finished, Green Led on EK-RA6M4 lights.

The period of air quality update depends on the operation method of zmod4410 air sensor module. Here IAQ 2nd Gen is
adopted. The air quality involving TVOC, ECO2, IAQ are sampled approximately every 2 seconds and published to
MQTT Server accordingly. The topic corresponding is set to “air_value”. The smartphone is used to subscribe this topic
from MQTT Server to get all air quality information displaying on the subscribe window.

Mosquitto software updates the current Wi-Fi and MQTT connection state and message received from MQTT Client.
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DA16200 Wi-Fi MQTT Client Sample Example
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The subscribed message from MQTT Server displays on MQTTool on smartphone.

MQTTool

Unsubscribe Clear

Status: Subscribed to: air_value

air_value
TVOC:0.015792 ECO2:400.000000 1AQ:1.000000

air_value
TVOC:0.015792 ECO2:400.000000 IAQ:1.000000

air_value
TVOC:0.015792 ECO2:400.000000 IAQ:1.000000

air_value
TVOC:0.015792 ECO2:400.000000 IAQ:1.000000

\”

Connect Subscribe Publi Stat

Meanwhile, the Blue Led on EK-RA6M4 turns on and off by turns when air quality value is updated.

If you want to observe AT Command, use a UART to USB bridge and connect RXD of UART part to P202 pin on EK-
RA6M4 board, open serial tool such as Tera Term, and set the baud rate to 115200. Then AT command will pop up. It’s

an auxiliary way to debug the program and of course as an option.
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DA16200 Wi-Fi MQTT Client Sample Example

4. Reference Documents

Renesas RA6M4 MCU

RA6M4 - 200MHz Arm® Cortex®-M33 TrustZone®, High Integration with Ethernet and OctaSPI | Renesas
EK-RA6M4

EK-RAEM4 - Evaluation Kit for RA6M4 MCU Group | Renesas

DA16200
DA16200 | Dialog (dialog-semiconductor.com)
DA16200MOD

DA16200 Modules | Dialog (dialog-semiconductor.com)
ZMOD4410 PMOD

US082-ZMOD4410EVZ | Renesas

INTERPOSER BOARD

US082-INTERPEVZ | Renesas

Technical Updates/Technical News

(The latest information can be downloaded from the Renesas Electronics Website.)

Website and Support

Renesas Electronics Website
http://www.renesas.com/

Inquiries
http://www.renesas.com/contact/
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https://www.renesas.com/us/en/products/microcontrollers-microprocessors/ra-cortex-m-mcus/ek-ra6m4-evaluation-kit-ra6m4-mcu-group
https://www.dialog-semiconductor.com/products/wi-fi/da16200
https://www.dialog-semiconductor.com/products/wi-fi/da16200-modules
https://www.renesas.com/us/en/products/sensor-products/environmental-sensors/digital-gas-sensors/us082-zmod4410evz-tvoc-and-indoor-air-quality-sensor-pmod-board-renesas-quick-connect-iot
https://www.renesas.com/jp/en/products/microcontrollers-microprocessors/us082-interpevz-interposer-board-pmod-type-2a3a-6a-renesas-quick-connect-iot
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General Precautions in the Handling of Micro processing Unit and Microcontroller
Unit Products

The following usage notes are applicable to all Micro processing unit and Microcontroller unit products from Renesas. For detailed usage notes on the products covered by

this document, refer to the relevant sections of the document as well as any technical updates that have been issued for the products.

1. Precaution against Electrostatic Discharge (ESD)
A strong electrical field, when exposed to a CMOS device, can cause destruction of the gate oxide and ultimately degrade the device operation. Steps must be taken to
stop the generation of static electricity as much as possible, and quickly dissipate it when it occurs. Environmental control must be adequate. When it is dry, a
humidifier should be used. This is recommended to avoid using insulators that can easily build up static electricity. Semiconductor devices must be stored and
transported in an anti-static container, static shielding bag or conductive material. All test and measurement tools including work benches and floors must be
grounded. The operator must also be grounded using a wrist strap. Semiconductor devices must not be touched with bare hands. Similar precautions must be taken for

printed circuit boards with mounted semiconductor devices.
2. Processing at power-on

The state of the product is undefined at the time when power is supplied. The states of internal circuits in the LSI are indeterminate and the states of register settings
and pins are undefined at the time when power is supplied. In a finished product where the reset signal is applied to the external reset pin, the states of pins are not
guaranteed from the time when power is supplied until the reset process is completed. In a similar way, the states of pins in a product that is reset by an on-chip

power-on reset function are not guaranteed from the time when power is supplied until the power reaches the level at which resetting is specified.
3. Input of signal during power-off state

Do not input signals or an /O pull-up power supply while the device is powered off. The current injection that results from input of such a signal or I/O pull-up power
supply may cause malfunction and the abnormal current that passes in the device at this time may cause degradation of internal elements. Follow the guideline for

input signal during power-off state as described in your product documentation.
4. Handling of unused pins

Handle unused pins in accordance with the directions given under handling of unused pins in the manual. The input pins of CMOS products are generally in the high-
impedance state. In operation with an unused pin in the open-circuit state, extra electromagnetic noise is induced near the LSI, an associated shoot-through current

flows internally, and malfunctions occur due to the false recognition of the pin state as an input signal become possible.
5. Clock signals

After applying a reset, only release the reset line after the operating clock signal becomes stable. When switching the clock signal during program execution, wait
until the target clock signal is stabilized. When the clock signal is generated with an external resonator or from an external oscillator during a reset, ensure that the
reset line is only released after full stabilization of the clock signal. Additionally, when switching to a clock signal produced with an external resonator or by an

external oscillator while program execution is in progress, wait until the target clock signal is stable.
6. Voltage application waveform at input pin

Waveform distortion due to input noise or a reflected wave may cause malfunction. If the input of the CMOS device stays in the area between V. (Max.) and Vin
(Min.) due to noise, for example, the device may malfunction. Take care to prevent chattering noise from entering the device when the input level is fixed, and also in

the transition period when the input level passes through the area between Vi (Max.) and V4 (Min.).
7. Prohibition of access to reserved addresses

Access to reserved addresses is prohibited. The reserved addresses are provided for possible future expansion of functions. Do not access these addresses as the

correct operation of the LSI is not guaranteed.
8. Differences between products

Before changing from one product to another, for example to a product with a different part number, confirm that the change will not lead to problems. The
characteristics of a micro processing unit or microcontroller unit products in the same group but having a different part number might differ in terms of internal
memory capacity, layout pattern, and other factors, which can affect the ranges of electrical characteristics, such as characteristic values, operating margins, immunity
to noise, and amount of radiated noise. When changing to a product with a different part number, implement a system-evaluation test for the given product.



Notice

1.

10.

11.
12.

Descriptions of circuits, software and other related information in this document are provided only to illustrate the operation of semiconductor products
and application examples. You are fully responsible for the incorporation or any other use of the circuits, software, and information in the design of your
product or system. Renesas Electronics disclaims any and all liability for any losses and damages incurred by you or third parties arising from the use
of these circuits, software, or information.
Renesas Electronics hereby expressly disclaims any warranties against and liability for infringement or any other claims involving patents, copyrights,
or other intellectual property rights of third parties, by or arising from the use of Renesas Electronics products or technical information described in this
document, including but not limited to, the product data, drawings, charts, programs, algorithms, and application examples.
No license, express, implied or otherwise, is granted hereby under any patents, copyrights or other intellectual property rights of Renesas Electronics
or others.
You shall not alter, modify, copy, or reverse engineer any Renesas Electronics product, whether in whole or in part. Renesas Electronics disclaims any
and all liability for any losses or damages incurred by you or third parties arising from such alteration, modification, copying or reverse engineering.
Renesas Electronics products are classified according to the following two quality grades: “Standard” and “High Quality”. The intended applications for
each Renesas Electronics product depends on the product’s quality grade, as indicated below.

"Standard": Computers; office equipment; communications equipment; test and measurement equipment; audio and visual equipment; home

electronic appliances; machine tools; personal electronic equipment; industrial robots; etc.
"High Quality": Transportation equipment (automobiles, trains, ships, etc.); traffic control (traffic lights); large-scale communication equipment; key
financial terminal systems; safety control equipment; etc.

Unless expressly designated as a high reliability product or a product for harsh environments in a Renesas Electronics data sheet or other Renesas
Electronics document, Renesas Electronics products are not intended or authorized for use in products or systems that may pose a direct threat to
human life or bodily injury (artificial life support devices or systems; surgical implantations; etc.), or may cause serious property damage (space
system; undersea repeaters; nuclear power control systems; aircraft control systems; key plant systems; military equipment; etc.). Renesas Electronics
disclaims any and all liability for any damages or losses incurred by you or any third parties arising from the use of any Renesas Electronics product
that is inconsistent with any Renesas Electronics data sheet, user's manual or other Renesas Electronics document.
When using Renesas Electronics products, refer to the latest product information (data sheets, user's manuals, application notes, “General Notes for
Handling and Using Semiconductor Devices” in the reliability handbook, etc.), and ensure that usage conditions are within the ranges specified by
Renesas Electronics with respect to maximum ratings, operating power supply voltage range, heat dissipation characteristics, installation, etc. Renesas
Electronics disclaims any and all liability for any malfunctions, failure or accident arising out of the use of Renesas Electronics products outside of such
specified ranges.
Although Renesas Electronics endeavors to improve the quality and reliability of Renesas Electronics products, semiconductor products have specific
characteristics, such as the occurrence of failure at a certain rate and malfunctions under certain use conditions. Unless designated as a high reliability
product or a product for harsh environments in a Renesas Electronics data sheet or other Renesas Electronics document, Renesas Electronics
products are not subject to radiation resistance design. You are responsible for implementing safety measures to guard against the possibility of bodily
injury, injury or damage caused by fire, and/or danger to the public in the event of a failure or malfunction of Renesas Electronics products, such as
safety design for hardware and software, including but not limited to redundancy, fire control and malfunction prevention, appropriate treatment for
aging degradation or any other appropriate measures. Because the evaluation of microcomputer software alone is very difficult and impractical, you are
responsible for evaluating the safety of the final products or systems manufactured by you.
Please contact a Renesas Electronics sales office for details as to environmental matters such as the environmental compatibility of each Renesas
Electronics product. You are responsible for carefully and sufficiently investigating applicable laws and regulations that regulate the inclusion or use of
controlled substances, including without limitation, the EU RoHS Directive, and using Renesas Electronics products in compliance with all these
applicable laws and regulations. Renesas Electronics disclaims any and all liability for damages or losses occurring as a result of your noncompliance
with applicable laws and regulations.
Renesas Electronics products and technologies shall not be used for or incorporated into any products or systems whose manufacture, use, or sale is
prohibited under any applicable domestic or foreign laws or regulations. You shall comply with any applicable export control laws and regulations
promulgated and administered by the governments of any countries asserting jurisdiction over the parties or transactions.
It is the responsibility of the buyer or distributor of Renesas Electronics products, or any other party who distributes, disposes of, or otherwise sells or
transfers the product to a third party, to notify such third party in advance of the contents and conditions set forth in this document.
This document shall not be reprinted, reproduced or duplicated in any form, in whole or in part, without prior written consent of Renesas Electronics.
Please contact a Renesas Electronics sales office if you have any questions regarding the information contained in this document or Renesas
Electronics products.

(Notel) “Renesas Electronics” as used in this document means Renesas Electronics Corporation and also includes its directly or indirectly controlled

subsidiaries.

(Note2) “Renesas Electronics product(s)” means any product developed or manufactured by or for Renesas Electronics.

Corporate Headquarters
TOYOSU FORESIA, 3-2-24 Toyosu,
Koto-ku, Tokyo 135-0061, Japan
www.renesas.com

Trademarks

Renesas and the Renesas logo are trademarks of Renesas Electronics
Corporation. All trademarks and registered trademarks are the property
of their respective owners.

(Rev.4.0-1 November 2017)

Contact information

For further information on a product, technology, the most up-to-date
version of a document, or your nearest sales office, please visit:
www.renesas.com/contact/.

© 2021 Renesas Electronics Corporation. All rights reserved.


https://www.renesas.com/
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IMPORTANT NOTICE AND DISCLAIMER

RENESAS ELECTRONICS CORPORATION AND ITS SUBSIDIARIES (‘RENESAS”) PROVIDES TECHNICAL
SPECIFICATIONS AND RELIABILITY DATA (INCLUDING DATASHEETS), DESIGN RESOURCES (INCLUDING
REFERENCE DESIGNS), APPLICATION OR OTHER DESIGN ADVICE, WEB TOOLS, SAFETY INFORMATION, AND
OTHER RESOURCES “AS IS” AND WITH ALL FAULTS, AND DISCLAIMS ALL WARRANTIES, EXPRESS OR IMPLIED,
INCLUDING, WITHOUT LIMITATION, ANY IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE, OR NON-INFRINGEMENT OF THIRD-PARTY INTELLECTUAL PROPERTY RIGHTS.

These resources are intended for developers who are designing with Renesas products. You are solely responsible for (1)
selecting the appropriate products for your application, (2) designing, validating, and testing your application, and (3)
ensuring your application meets applicable standards, and any other safety, security, or other requirements. These
resources are subject to change without notice. Renesas grants you permission to use these resources only to develop an
application that uses Renesas products. Other reproduction or use of these resources is strictly prohibited. No license is
granted to any other Renesas intellectual property or to any third-party intellectual property. Renesas disclaims
responsibility for, and you will fully indemnify Renesas and its representatives against, any claims, damages, costs, losses,
or liabilities arising from your use of these resources. Renesas' products are provided only subject to Renesas' Terms and
Conditions of Sale or other applicable terms agreed to in writing. No use of any Renesas resources expands or otherwise
alters any applicable warranties or warranty disclaimers for these products.

(Disclaimer Rev.1.01)

Corporate Headquarters Contact Information

TOYOSU FORESIA, 3-2-24 Toyosu, For further information on a product, technology, the most
Koto-ku, Tokyo 135-0061, Japan up-to-date version of a document, or your nearest sales
www.renesas.com office, please visit www.renesas.com/contact-us/.
Trademarks

Renesas and the Renesas logo are trademarks of Renesas
Electronics Corporation. All trademarks and registered
trademarks are the property of their respective owners.
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