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Abstract

The focus of this document is to introduce a door lock example for Azure® loT. This is a reference
design which includes the Azure® loT Application. This reference design provides the user an
experience using the Azure® loT Android/iOS Application.
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1 Terms and Definitions

AP Access Point

ADB Android Debug Bridge

API Application Programming Interface
Azure Microsoft Web Services

CFG Configure

CMD Command

DPM Dynamic Power Management
DTIM Delivery Traffic Indication Map
EVB Evaluation Board

loT Internet of Things

MCU Micro-Controller Unit

OTA Over-The-Air

RTC Real-Time Clock

SDK Software Development Kit

TIM Traffic Indication Map

TSL Transport Layer Security

NVRAM Non-Volatile Random Access Memory
DPS Device Provisioning Service

2 References

[1] UM-WI-056, DA16200 DA16600 FreeRTOS Getting Started Guide, User Manual, Renesas
Electronics

[2] UM-WI-042, DA16200 DA16600 Provisioning Mobile App, User Manual, Renesas Electronics
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3 AzureloT Hub

A Microsoft Azure account is required to run the door lock reference application. This section
provides how to configure Azure 10T Hub for communicating with the DA16200/DA16600 IoT device.

3.1 Azure Services

The Azure Portal provides various services including loT as shown in Figure 1.

Azure services

O — — — 1}

+ v i @ = a2 g 7 L -
Create a Subscriptions Virtual App Services Storage SQL databases  Azure Database  Azure Cosmos Kubernetes More services
resource machines accounts for PostgreS. DB services

Navigate
1T
Subscriptions [ 1] Resource groups oem Al resources EE Dashboard
Tools
A Microsoft Learn o' @ Azure Monitor 0 Security Center 6 Cost Management
e
= Learn Azure with free online Monitor your apps and Secure your apps and Analyze and optimize your
training from Microsoft infrastructure infrastructure cloud spend for free
Useful links Azure mobile app
Technical Decumentation Azure Services o' Recent Azure Updates

> Gooél-:- Play

Azure Migration Tools Find an Azure expert Quickstart Center

Figure 1: Azure Services

3.2 Azure loT Hub Setup

To connect a device to the Azure |oT server, the following components are required. This section
describes how to set up requirements before using Azure loT Hub.

0 Azure account

0 Resource groups
O 1oT Hub

0 Devices

Azure subscription 1

® X o
D |- >
Resource
groups loT Hub Devices

Figure 2: Azure loT Service Configuration

3.2.1 Create Azure Account

To create an Azure account, follow the steps below:
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1. Go to the https://azure.microsoft.com.
2. Create an Azure account and sign in.

us/features/azure-portal).

3.2.2

Create Resource Group

Go to Microsoft Azure Portal to use Azure services (https://azure.microsoft.com/en-

To register an 1oT Hub resource, a resource group should be created.

1. In Azure services, click Create a resource.

Azure services

_|_

Create a
resource

All resources

(%)

Resource
groups

Subscriptions

Recent resources

Name
% da16200-icthub

ﬁ{,‘ da16200-standard

-iot-hub

— Fan
= @
Storage Azure loT Hub
accounts Device...
Mare services
Type
loT Hub
loT Hub

X

10T Hub

Devices

®

Monitor

Last Viewed
3 minutes ago

2 days ago

Figure 3: Create a Resource

2. Search and click Resource group.

Home >

Create a resource

Get Started

Recently created

Categories

Al + Machine Learning
Analytics

Blockchain

Compute

Containers

Databases

Developer Tools

| 2 Resource group

.
Xl #J Getting Started? Try our Quickstart center

Resource group

N B g

&

Virtual machine
Create | Learn more

Kubernetes Service
Create | Docs | MS Learn

Azure Cosmos DB
Create | Docs | MS Learn

Function App
Create | Docs

See more in
Marketplace

Popular Marketplace
preducts

Windows Server 2019 Datacenter
Create | Learn more

Ubuntu Server 20.04 LTS
Create | Learn more

Windows 10 Pro. version 20H2
Create | Learn more

Ubuntu Server 18.04 LTS

ogn

Figure 4: Resource Group

3. Click Create to create a new resource group.
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Home > Create 3 resource »

Resource group = X
Microsoft
@ Resource group © addio ravorites
Microsaft
% 4.7 (17 Azure ratings)
Plan
Resource group

Overview  Plans Usage Information + Support Reviews

Resource groups enable you to manage all your resources in an application together. Resource groups are enabled by Azure Resource Manager.
Resource Manager allows you to group multiple resources as a logical group which serves as the lifecycle boundary for every resource contained within
it. Typically a group will contain resources related to a specific application. For example, a group may contain a Website resource that hosts your public
website, a SOL Database that stores relational data used by the site, and 3 Storage Account that stores non-relational assets.

Figure 5: New Resource Group

4. Add a resource group name and select a region, and then click Review + create to accept the
configuration.

Home > Create a resource > Resource group >

Create a resource group - X

Resource group - A container that holds related resources for an Azure solution. The resource group can include all the
resources for the solution, or only those resources that you want to manage as a group. You decide how you want to
allocate resources to resource groups based on what makes the most sense for your organization. Learn more &7

Project details

Subscription * @ Azure subscription 1 ~ |

Resource group * (D | da18XxX-resource-group W |

Resource details

Region * (O I {Asia Pacific) Korea Central e |

Figure 6: Adding Data for Resource Group

5. Click Create.
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Basics
Subscription Azure subscription 1
Resource group dal6XXX-resource-group
Region Korea Central
Tags
Mome
Create I | < Previous Mext > Download a template for automation

Figure 7: Create Resource Group

6. Click Go to resource group.

' Search resources, services, and docs (G+/)

= iotwifi_app@hctmail.com
Y &)

Home > Create a resource »

Resource group #

Microsoft

Resource group < ada to favorites

Microsoft

Notifications

More events in the activity log —

@ Resource group created

712 e

Dismiss all

X

Creating resource group 'da16200-resource-gropu’ in subscription 'Azure

subscription 1" succeeded.

% 4.7 (17 Azure ratings)

Plan

Go to resource group # Pin to dashboard

Resource group v |

Overview  Plans Usage Information + Support Reviews

Resource groups enable you to manage all your resources in an application i
Resource Manager allows you to group multiple resources as a logical group
it. Typically a group will contain resources related to a specific application. Fal
website, 2 SOL Datzbase that stores relational data used by the site, and a Ste

@ Deleted resource group dal6200-resouce-group

Deleted resource group dal6200-resouce-group

Figure 8: Go to Resource Group

The newly created resource group is displayed.
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Home »

(%) da16XXX-resource-group = - y

Resource group

+ Create 58 Manage view [ Delete resource group O Refresh & Export to C5

[P Search (Ctrl+/)

(4 Overview ~ A Essentials JSON View
B Acivitylog Subscription (move) Deployments
Azure subscription 1 Mo deployments
A2, Access control (IAM) Subscription ID Location
® Tos d113490f-2644-421d-b8b3-e5d3a8df40da Korea Central
Tags (edit

. - .
v Resource visualizer
Click here to add tags

" Events
Settings Resources  Recommendations
& Deployments
Filter for any field... | Type==all X Location==all X i Addfilter
@ Security
- Shawing 0 to 0 of 0 records. Show hidden types © No groupin i
B Policies I__g : D | —

Figure 9: Created Resource Group

3.2.3 Create 10T Hub

Azure IoT Hub is a managed service that acts as a central message hub for communication between
loT applications and IoT devices that are connected to the DA16200/DA16600. IoT Hub should be
created before creating 10T devices.

To create loT Hub:

1. Inthe created resource group, click Create resources.

Home >
(4] da16XXX-resource-group = - X
Resource group
|f"" Search (Ctri+/) | & + Create 45¢ Manage view [l Delete resource group (D refresh
6] Ovarvie a Resources Recommendations
4 Overview
E Activity log
| Filter for any field... | Type == all X Location == all X T Add filter
Ba, Access control (LAM)
@ Tas Showing 0 to 0 of 0 records. || Show hidden types © No grouping |
| =E List view ~ |
i1 Resource visualizer
Mame * Type T4 Location *4
Events
Settings -

T Mo resources match your filters
& Deployments

. Try changing or clearing your filters.
Q) security

; Create resources Clear filters
B rolicies

Figure 10: Create Resources

2. In Create a resource menu, search and click loT Hub.
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Home > dal6XXX-resource-group >

Create a resource - X
P -4 - .
Get Started If’ loT Hubf X | 4 Getting Started? Try our Quickstart center
Recently created uxdiot for loT Hub )
g Popular Marketplace See more in
products Marketplace
Categories
Device Update for loT Hub Windows Server 2019 Datacenter
Al + Machine Learning . Create | Learn more
10T Hub Device Provisioning Service
Analytics
Crosser loT Connectivity & Streaming Analytics Ubuntu Server 20.04 LTS
Blockchain Create | Leamn more
Compute Azure Cosmos DB
Containers

Ubuntu Server 18.04 LTS

Create | | eam more

Create | Learn more
Databases Function App
Developer Tools (b Create | Docs

Figure 11: Select 1oT Hub

+
ﬁ Create | Docs | MS Learn n Windows 10 Pro, version 20H2
.

3. InloT Hub menu, click Create.

Home » dalbXXX-resource-group > Create a resource >

loT Hub = - Y

Microzaft

__XI loT Hub 2 Add to Favorites
L
Microsoft

4.2 (349 Azure ratings)

Plan

v

Overview  Plans  Usage Information + Support Reviews

Simultaneously suppart millians of connected devices—whether they run Windows, Linux, or rezl-time operating systems. Then monitor perfarmance
and send commands to accelerate your digital transformation.

Media

Figure 12: Create IoT Hub

4. Inthe Basics menu, add the IoT hub name and select a region, and then click Next:
Networking.
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Home > daléXXX-resource-group » Create a resource > loT Hub >

loT hub - p

Microsoft

Basics  MNetworking Management  Tags  Review + create

Create an loT hub to help you connect, monitor, and manage billions of your loT assets. Learn more

Project details

Choose the subscription you'll use to manage deployments and costs. Use resource groups like folders to help you
organize and manage resources,

Subscription * (@ | Azure subscription 1 ~ |
Resource group * (@ | dal16XXX-resource-group e |
Create new

Instance details

IoT hub name * @ [ da16xxx-iothub ]

Region * @ | Korea Central v |

< Previous || Next: Networking > |

Figure 13: Next Networking

5. InloT Hub Networking menu, click Next: Management.

Home > dal&XXX-resource-group > Create a resource > loT Hub >

loT hub - X

Microsoft

Basics  MNetworking  Management Tags  Review + create

You can connect to your laT hub either publicly via its public hostname or privately using a private endpoint.
Learn more

Connectivity configuration * ':‘) Public access

O Private access (Recommended)

ﬂ You can change this or configure another connectivey method after this resource has been created

Learn more

I = Previous: Basics | | Next Management > ]

Figure 14: Next Management

6. Inthe loT Hub Management menu, select Pricing and scale tier, and then click
Review+create.
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Home > dal6XXX-resource-group

loT hub

> Create a resource > loT Hub >

x
Microsoft
Basics  Networking Management Tags  Review + create
Each loT hub is provisioned with a certain number of units in a specific tier, The tier and number of units determine the
maximum daily quota of messages that you can send. Learn more
Scale tier and units
Pricing and scale tier* © I 51: Standard tier 7 |
tearmrow to choose the right loT hub tier for your solution
Number of S1 10T hub units @ O 1
Determines how your 10T hub can scale. You can change this later if your needs increase.
Defender for loT 0 On
Microsoft Defender for 10T is a separate service which adds an extra layer of threat protection for Azure loT Hub, loT
Edge, and your devices. You will be charged separately for this service. Defender for loT may process and store your data
within a different geographic location than your loT Hub. Learn more
| < Previous: Networking | | Next: Tags > |
Figure 15: IoT Hub Management
7. Review the items displayed in the Review + Create menu, and click Create.
Home > dal@X®X-resouce-group > Create a resource > loT Hub >
loT hub X
Micrasoft
@ \alidstion passed.
Basics  Networking  Management  Tags  Review + create
Basics
Subseription Azure subseription 1
Resource group dal GXXX-Tesouce-group
Region Korea Central
oT hub name dal6XXx-iothub
Disaster recavery enabled et
Metworking
Connectivity configuration Public access
Private endpoint connections MNone
Allow public network access Enabled
Management
Pricing and scale tier F1
MNumber of F1 10T hub units 1
Messages per day 8,000
Device-te-cloud partitions 2
Cost per month 0.00 USD
Defender for loT Disabled
Tags
Mext = Automation options
Figure 16: Review loT Hub Configuration
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8. After IoT hub deployment is completed, click Go to resource.

Home >

» da16XXX-iothub-5129130 | Overview = - X
b Deployment

[ 2 search (ctri+n | « [ Delete 0 cancel (7] Redeploy () Refresh

o B @ We'd love your fesdback! =

% Inputs R I —— P

= QOutputs ERY Deployment name: daleXd-iothub-5129..  Starttime: 5/12/2022, 9:12:52 AM

N - Subscription: Azure subscription 1 Correlation |D: 8401¢cfd6-0360-4072-851e-1741b4237174 E

=l Template Resource group: dal&xxX-resource-group

~ Deployment details (Download)
~  MNext steps

Add and configure 10T Devices Recommended

Configure reuting rules for device messaging Recommended

Go to resource

Figure 17: Completed loT Hub Deployment

The generated 10T hub web page appears.

Home da 1LY -soShub- 51291 50
Ky daleX¥X-iothub = - .
b T
[ Bearch ocari+ | ¥ Mowe W cewie ) mefresh & Feedbad
S O o Ementlals —
Lopry bo chiptcard
B acaryiog ESLeaTOE QIR (st Hotrame
gy et respuroe-groun dal S00hothub.azune-denoes net
T, docesy control (UK St Pricing and scale b
AT Fl -
& g tive 1+ Fres
: ki Humber &l 16T Wb ur
& Dlagrose and sobe probiems farit LIE ;
Ervibiils Subrsorpden (Mgl kmimum LS Yerson
Azwe gyt 1o
E,' P andd Chls )
brsonpaan ID

A1F38000- 2EL4- 4113 bE -5 3 a8 002
Dunvic i g inTied

Tags e
. (=2 2= o) Chck bard 1o 3d 1345
& 1aT P - q L

Figure 18: Generated loT Hub Web Page

3.2.4 Register Devices
loT devices should be added to Azure loT Hub.
To add devices:

1. Inthe created loT Hub, click Devices.

User Manual Revision 1.4 Jan. 26, 2024

CFR0012 15 of 83 © 2024 Renesas Electronics



UM-WI-058

LENESAS

DA16200 DA16600 Getting Started with Azure® IoT

Home > dalGXX¥-iothub-5129130 >

I::),': dal6XXX-iothub =

loT Hub

I)C l‘Search (Ctrl+/) I L

on Overview

& Activity log

B Access contral (IAM)

® Taos

£

@

Diagnose and solve prablems
Events

Pricing and scale

Device management

18T Frine i

—» Move ~ (] Delete () Refresh &Y Feedback

~ Essentials
Copy to clipboard

Resource group (mgyey
da16200-resource-group [

Status
Active

Current location
East US

Subscription (move)
Azure subscription 1

Subscription ID

d1f3490f-2644-421d-b8b9-eSd3abdidnda

Tags (edif)
Click here to add tags

JSON View
Hostname
da16XXX-iothub.azure-devices.net

Pricing and scale tier
F1 - Free

Mumber of 1aT Hubs units
1

Minimum TLS Version
1.0

Figure 19: Add Devices

2. In Devices menu, click Add Device.

Home > daléxxX-iothub-5129130

» daléxxx-iothub

= da16XXX-iothub | Devices =

laT Hub
[F search (Ctrl+,) ] « View, create, delete, and update devices in your 10T Hub,
X Overview . Device name
n Activity log | enfer device 1D
Bo hccess control (JAM) <> Find using a query
&® Diagnose and solve problems
Events Device ID LastSta..  Authe.. (Cloud ...
@ rricing and scale
. There are no 10T devices to display.
Device management
W Devices
& 1T Fdne L]
Figure 20: Add Devices (Continued)
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3. Add the desired Device ID, and then click Save.

Home > dal6XXX-iothub-3129130 > daleXXX-iothub
-~ Create a device X
L
0 Find Certified for Azure |oT devices in the Device Catalog
Device ID* O
[ eat8ce-device-1 v
Authentication type @
(CTEDITTT) 1509 self-signed X500 CA Signed )
Auto-generate keys @
rannact thie daviea ta an 18T ok (T
Figure 21: Save Devices
4. The device is registered in the Azure loT server.
®m dal6xxx -iothub | Devices = - X
loT Hub
2 Search (Ctrl+/) | View, create, delete, and update devices in your loT Hub.
N Overview —  Device name
B Activity log en D
By Access control (AM) v </> Find using a query
¢ Tags ~+ Add Device () Refresh
? Diagnose and solve problems
Syants Device ID Status LastSta..  Authe.. Cloud...
© ericing and scale da1600 -device-1 Enabled - Sas 0

Device management

® Devices

Figure 22: Device Registered in Azure IoT Server

3.3 Configure Azure loT Hub

The Azure loT Hub requires several parameters to be configured. These parameters are used for
connecting DA16200/DA16600 device and must be set in the parameter of DA16200/DA16600. The
Azure |oT Hub and DA16200/DA16600 need to be connected for data communication.

Configure parameters of Azure |oT Hub:

0 Device ID: ID registered in Azure 10T Hub
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Home > daléxk¥-iothub-5129130 > dal&xx¥-iothub

dal6XXX-device-1 # - X
da 1600 -iothub
= Message to Device 5% Direct Method —+ Add Module Identity = Device twin *-e Manage keys :_; Refresh
Device ID )
dalExie-device-1 |:-:
primary Kay
@ | [y

Secondary Key

Primary Connection String

Secondary Connection String
Figure 23: Device ID Registered in Azure 1oT Hub
0 Device-Primary-Key: Primary key with device ID registered in Azure loT Hub
Home > dal&Xx¥-iothub-5129130 > dal&xXX-iothub >

daleXXX-device-1 = -~ X

da16200-iothub

E] Message to Device ¥ Direct Method + Add Module Identity = Device twin @, Manage keys () Refresh
Device ID )
dalBx0ni-device-1 i)
Primary K2y
K2sauVFTNEZpO 1xJHrgXFDixZ GG EFMD4pGmVXiixe= | [
secondary Key )
=1 Db
Primary Connection String
=1 Db
Secondary Connection String )
Figure 24: Primary Key with Device ID
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0 Hostname: Azure 10T Hub address

Home > daléxxX-iothub-5129130

e dal6XXX-iothub = - b
- loT Hub
I - =y Pl L
l, Search (Ctri+/) I K » Move ~ [B] Delete () Refresh !-47 Feedback
o averview # Essentials JSON View
B Activity log e group Hostname
da16X)X-iothub.azure-devices.net
A control AN

A Access control (1AM) Status Pricing and scale tier
& Tags Active F1 - Free

Current location Number of IoT Hub units
&? Diagnose and solve problems East US 1

Evaents Subscr ption (mgve) Mirmmum TLS Version

Azure subscnption 1 1.0
@ Pricing and scale - -

subscniption ID

. d1f3450f-2644-421d-b8b%-e5d3abdi40da
Device management
£

W Devices [ ere to add tags
& 10T Frna - 4 ]

Figure 25: Hostname in Azure IoT Hub

0 10T-HUB-Connection-String: Connection string to communicate with Azure loT Hub

Home > dalgXXX-iothub-5129130 > daleXXX-iothub iOthleOWl"ler W
1 da 1600 iothub
da16XXX-iothub | Shared access
loT Hub
@ Regenerate primary key (@) Regenerate secondary key Tl Swap keys
0 Search (Ctr+n i
ranover . Primary key
........................................... P o _——\
2% Properties -
Manage shared access condan ke
A Locks Secondary key
........................................... D _——.,
Security settings
Primary connection string
dentity Policy Name | [ 1oy ame=dat X00-iothub, azure-devices net SharedAccessKeyName=iothubo S| Iy
Shared access policies
SE::WCEI:.‘ connection 5:III'-;
“* Ne ""-:Ilr‘irg ErrEERarE R Rt ER F o

=

B Certificates
Permissions

Defender for loT

Q@ Overview =
Cancel

Figure 26: Connection String for Azure loT Hub

There are two ways to configure these parameters in the DA16200/DA16600:

0 Set the default values in the SDK:

Edit the above settings in app_thing_manager.h, and then compile (for instruction on how to
compile the DA16200/DA16600 SDK, see Ref. [1]) and download the firmware image.

#defre  APP_USER_MYHING_NAME "d al6XXX- device - 1" /Device ID
#idefne  APP_USER MY _DEV_PRIMARY_KEY "kzsauVFTNf ZpO1lxJHr gXFDj xZ6t 9Jbf md4PgMvx/ixo=0
#defne  APP_USER MY _HOST NAME "dal 6XX% iohubazure - devices et

#oefire  APP_USER MY IOTHUB CONN STRIN  "HostName=  dal 6XX% iothubazure -
devices .netSharedAccessKeyName=iothubowner;SharedAccessKey=a5UBDAFQJI92VMhVjWIRz YALRIGHTEL289Aa806nUwW="

0 Program the values in the DA16200/DA16600 NVRAM:

In the DA16200/DA16600 debug console, enter factory mode and set the 4 NVRAM parameters
as shown below.
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[DA16200 or /DA16600]# nviam
CommanelListis changed, "NVRAM"
/[DA16200 or /DA16 600NVRAM]# seterv  APP_THINGNAMEIal6 XXx device -1
[DA16200 or /DA16600NVRAM|# geterv
6é.
APP_THINGNAME (STR17)....... dal6 XXX device - 1

[/ DA16200 or /DA16600]# nvram
CommanelListis changed, "NVRAM"
[ DA16200 or /DA16600NVRAM]# seterv APP_DEV_PRIMARY KEY  kzsauVFTNIZpOIxJHGXFDXZ619Jbimd4PgMvxiixa=
[ DA16200 or /DA16600NVRAM]# geterv
6éé
APP_THINGNAME (STR17)....... dal6 XXX device - 1
APP_DEV_PRIMARY_KEY (STR45).  kzsauVFTNIZpOIXxJHgXFDxZ6193bfmd4PgMvx/ixo=

[/ DA16200 or /DA16600]# nviam

CommanelListis changed, "NVRAM"
[/ DA16200 or /DA16 600NVRAM]# seteriv APP_HOSTNAME dal6 XXX iothubazure - devicesnet
[/ DA16200 or /DA16 600/NVRAM]# getenv

6é.

APP_THINGNAME (STR.17)......da16 XXX device -1

APP_DEV_PRIMARY_KEY (STR45).  kzsallVFTNIZpOIXJHgXFDIXZ619Jbimd4PgMyx/xo=
APP_HOSTNAVE (STRA3).......0al6 XXX iohubazure - devices. et

[/ DA16200 or /DA16 600NVRAM]# nvram

CommanelListis changed, "NVRAM"
[ DA16200 or /DA16 600NVRAM]# setenvAPP_IOTHUB CONN_STRING
Typing data: (setenv value)

Cancel - CTRL+D, Endof Input - CTRL+CorCTRL+Z

HostName=dal6 XXX iothub.azure -
devicesnet  ;SharedAccessKeyName=iothubowner;SharedAccessKey=Vmi7BP8BsSWNIJRm1tSLIUCIbls 1ApXjpd6 7HGFI1xQ=
[/ DA16200 or /DA16 600NVRAM]# getenv

666

APP_THINGNAME (STR17)......da16 XXX device -1

APP_DEV_PRIMARY KEY (STR45).  kzsallVFTNIZpOLXJHIgXFDIXZ619J0imd4PgMyxixo=
APP_HOSTNAVE (STR43).......0al6 XXX iohubazure - devicesnet

APP_IOTHUB_CONN_STRING (STR147) HostName= ~ dal6 XXX iothubazure -
devicesnet  ;SharedAccessKeyName=iothubowner;SharedAccessKey=Vmt7BP8BsSWINIJRM1tSLIJUCIibis1ApXjpd67HIFI1XQ=

3.4  Verify Connection Between Azure IoT Hub and DA16200/DA16600

When parameters listed above are configured and firmware is successfully downloaded, boot the
DA16200/DA16600 EVK and connect to the Azure 10T Hub. Once connected, the
DA16200/DA16600 EVK reports to the Azure 0T Hub and the Azure device twin is updated with the
reported items.

The log will appear in the debug console as shown below.

0 Logs of the connection between the DA16200 EVK and Azure IoT Hub

Wakeup source is Ox4
[dpm_init_retmemory] DPM INIT CONFIGURATION(1)

DA16200 SDK Information

*
* . CPUType :Cortex - M4 (120MH2)
* . OSType :FreeRTOS1043
* - SefidFash :4MB
* - SDKVersion :V322.1Azure Doorock Ref.
* - FW\Verson :FRTOS - GENOZ 01- 507cc85bd - 003442
* - FWBLid Time : May 7202217:04:14
* - Bootindex :0
*
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eeeeeeeeeceeece. .

[azure_twin_dp m_auto_starf]

AZURE_IOT on Station Mode for " 0al6200 - device -1"

eeeeeeeeeeeceee

[dpmAPPManager] statusHag : 23
[dpmAPPManager] DM_NEED_INIT
DM_INIT

Info: [azure_dpm_app init544]: AZURE_UPDATE_OTA UNKNOWN

Info:  [azure_dpm_app init557]: read AZURE_NVRAM_CONFIG_OTA_STATE initstatus
[dpmAPPManager] DM_NEED_CONNECTION

DM_NEED_CONNECTION

Info: [create_connection_string:740] : connection string : HostName=0a16200 - standard -iot - hubazure -
devices.netSharedAccessKeyNa me=iothubowner;SharedAccessKey=Vmt7BP8BsSWINJRM1tSLIUCIis1ApXjpd67HgFI1xQ=
Info: floTHub_Init22)] : Platform intitializeion OK

Info: [ThreadAPI_Create:55) : thread “azrSubT_0" creation OK (pri=1)

loTHubDeviceClient_SetMessageCalback()...
Info: [dns_resol ver_create:70] :

Info: [dns_resolver_create:90) : host IP ="20.194.67.96"
Info: [azure_dpm_app_connect614] : Root CA registered
[dpmAPPManager] DM_BOOT WAKEUP

DM WAKEUP_BOOT

!

dal16200 - standard  -iot - hub.azure - devices.net

loTHubDeviceClientGeftT WIiNASyNc)...
loTHubDeviceClient_SetDeviceMethodCallback()...
loTHubDeviceClient_SetDeviceTwinCallback()...

Sleepmode 3

DM_FINISH_DEVICE

eeeeeeeeeeeeeeeeeeeeee

O Logs of the connection between the DA16600 EVK and Azure loT Hub

Wakeup source is Ox4
[dpm_init_retmemory] DPM INIT CONFIGURATION(1)

DA16600 SDK Information

- CPUType :Cortex - M4 (120MHz)
- OSType :FreeRTOS1043

- SefialFash :4MB

- SDKVersion :V32.4.0 Azure Doorock Ref.

- FMWVerson :FRTOS - GENOZ01- 4858913¢ - 004594
- FWBUid Time : Aug 29 2022190329

- Bootindex :0

E T N

gpio wakeup enable 00000402
[combo] dpm_boot type=1

>>>UART! : Clock=80000000, BaudRate=115200

>>>UARTL: DMA Enabled ...

[combo] BLE_BOOT_MODE 0

[combo] BLE FW VER to transfer ...
>>>v_60.14.1114.2 (d=1) atbank 1

[combo] BLE FW transfer done

eeeeeeeeeeeee. .

[azure_twin_dpm_auto_starf]

AZURE_IOT on Station Mode for " dal6XXX- device -1"
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eeeeeeeeeceeceee

[dpmAPPManager] statusHag : 23
[dpmAPPManager] DM_NEED_INIT
DM_INIT

Inf 0: [azure_dpm_app_init544]: AZURE_UPDATE_OTA_UNKNOWN

Info: [zure_dpm_app int557): read AZURE_NVRAM_CONFIG OTA_STATE initstatus
[dpmAPPManager] DM_NEED_CONNECTION

DM _NEED CONNECTION

Info: [create_connection _string: 740] : connection sting : HostName=dal6XXX - iothubazure -
devices netSharedAccessKeyName=iothubowner;SharedAccessKey=Vmt7BP8BsSWINJRMLSLIUCIibis1ApXjpd67HgF1xQ=
Info: [loTHub_Init22) : Platform intitializeion OK

Info:[Th  readAP|_Create:55] : thread "azrSubT_0'" creation OK (pr=1)

loTHubDeviceClient_SetMessageCalback()...

Info: [dns_resolver_create:70]: hostName=" dal6XXX- iohub.azure - devicesnet "

Info: [dns_resolver_create:90] : host IP ="20.194.67.96"

Info: [azure_dpm _app_connect614] : Root CA registered

[dpmAPPManager] DM_BOOT_WAKEUP

DM WAKEUP_BOOT

loTHubDeviceClient_GefTwinAsync()...
loTHubDeviceClient._SetDeviceMethodCallbacky)...
loTHubDeviceClient_SetDevice TwinCalback()...
Sleepmode 3

DM_FINISH_DEVICE

ceeceeeeeeceeececeeeeceeece

0 Logs of items reported to the Azure loT Hub
Info: [device TwinCalback:463] : Report =>
{temperature23, battery 100, doorStateChange:0; ‘apenMethod: none', ‘doorStatefalse, "doorBell false, do
oOpenMode"0, OTAupdate"0, OTArest " OTA_UNKNOWN', 'OTAversion' none'}

0 Updated items in the Azure Device Twin

To check updated items in the Azure Device Twin:

a. Goto Azure loT Hub.

.xcla16>()<){-iothub o X

. a
L Search (Cirl+ ? Move ] Delete 1) Refresh £ Feedback
Hainved N
~ Essentials S

e
a2 Properbies
nowe) Hostname

) Locks od

pup da’ Gxx-iothub.azure-devices.net

Security settings Active F1 - Free
CE'lII_,
Shared access policies
£

Networking

A Certificates

Defender for loT

D Overview = ¥

Figure 27: Azure loT Hub
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b. Click Devices, and then select the Device ID.

Home > dalé6XXX-iothub-5129130 > daléXXX-iothub

= da16XXX-iothub | Devices = - X
loT Hub

[)—r Search (Ctrl+) 6 View, create, delete, and update devices in your 0T Hub.

N Overview = Device name

B Activity log enter device ID

Fo Access control (LAM) ERA s “/* Find using a query

® Tags + Add Device () Refresh

ﬁ Diagnose and solve problems

Events Device ID Status LastSta..  Authe.. Cloud ...

© rricing and scale dal6xxx-device-1 Enabled - Sas 0

Device management

@ 0T Edge ~

Figure 28: Select Device ID

c. Click Device twin.

Home > daléxxx-iothub-5129130 » daléxxx-iothub >

dal6XXX-device-1 = - X

da16200-iothub

=1 Messageto Device % Direct Method —+ Add Module Identity |= Device twin Q Manage keys 0D Refresh

Device IT

da16)-davice-1 E

Brimary Key )

= Db
Secondary Key

= b
Primary Connection String )

= b

Secondary Connection String

Figure 29: Device Twin in Azure loT Hub

Figure 30 shows the property of Device Twin. The information shown in the device twin should match
with the information shown in the DA16200/DA16600 console log.
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"reportad”: {
"temperature”: 23,
"battery": 188,
"doorStateChange™: 8,
"openMethod”: "none",
"doorState”: false,
"doorBell™: false,
"doorOpenMode™: @,
"OTAupdate": @,
"0TAresult”: "OTA_UNKMOWN",
"0T&Aversion": "none",
"MCUOTAversion™: "none™,
"$metadata": {
"$lastUpdated”: "2622-88-26T85:37:58.224256527,
"temperature”: {
"$lastUpdated”: "2822-83-26T@5:37:58.22425652"
s
"battery”: {
"$lastUpdated”: "2822-88-26T@5:37:58.22425657"
I
"doorStataChange”: {
"$lastUpdated”: "2822-83-26T@5:37:58.22425652"
s
"openMethod”: {
"$lastUpdated”: "2822-88-26T@5:37:58.22425657"
I
"doorState": {
"$lastUpdated”: "2822-83-26T@5:37:58.22425652"
s
"doorBell™: {

Figure 30: Items in Azure Device Twin
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4  Door Lock Reference Application

Door lock reference application is available in the official website.

NOTE

Go to the Renesas website (https://www.renesas.com/us/en/products/wireless-connectivity/wi-fi/low-
power-wi-fiy and scr ol l down to the Software Dewnboa
in the search box, and then select the reference package and download.

4.1 Reference Application in DA16200/DA16600

The following components shown in Figure 31 are required to run the application in
DA16200/DA16600 via an Internet connection and Microsoft Azure loT server.

[@]3

Azure loT reference application package
DA16200/DA1660 EVB

Router: Connection to internet

Mobile device: Android/iOS application
Azure account

O« O« O¢ O«

Microsoft Azure

& % Azure loT Hub Device <: 1 IOT HUb
@) Provisioning Services :{) L

qw

)

DAI6XXXEVK

Figure 31: Structure of Azure loT

Install the mobile application by searching for DA16200 or DA16600 on the Google Pay Store or
Apple App Store on the mobile devices.

Provisioning is required for connection between DA16200/DA16600 and Router before connecting
DA16200/DA16600 with Azure 10T hub. The provisioning can be done with the Renesas Wi-Fi
Provisioning app on either an Android or iOS device. See the user manual Ref. [2] for details on how
to install and provision the mobile app. Once provisioning is completed, select Azure IoT to open
Azure application on mobile device as shown in Figure 32.
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== Wi-Fi Provisioning Tool

&

RENESAS

I IDEAS FOR EVERY SPACE

200
SaasIAE 2 e o Opensource License

B Version 2.4.3
Start DA76600-based

AWS loT

Agpure loT

Figure 32: Open Azure IoT on Mobile Device

Figure 33 shows key features of the Azure 10T on the Android phone.

o

o User Name

Direct method name : AppControl

Direct method payload : doorClose!<4> 2022-01-18 10:59:36 AM
Received status : 200

Received result : closed

Direct method

Device ID
da16200-test-dev3 it

Succeeded in getting
device twin

The device responds to
a direct method.

Reported battery,

temperature value Update button

Door open/close button

Door status

Last time the device twin's report
was updated

Last reported Time : 2022-C

OTA update button

OTA Update

Figure 33: Azure lIoT on Mobile Device

Open Door

Figure 34 shows message flows of opening the door.

User Manual

Revision 1.4 Jan. 26, 2024

26 of 83 © 2024 Renesas Electronics



UM-WI-058 :{E NESAS

DA16200 DA16600 Getting Started with Azure® IoT

Mobile app Azure loT hub DA16200

* click " Open door " button —————-
* invoke direct method

h 4

* receive direct method

| |
Direct [
- method name : " AppControl " | Method |
- payload : " doorOpen " | |
= get result < | | * response direct method
- status : 200 e - " opened "

- payload : " opened "

|
| * report device twin
+ get Device Twin | "temperature":23.3,"battery":100,"doorStateChange":1,"openM
|
|
|

+ update Ul

F Y

ethod":"app”,"doorState":true,"doorBell":false, "doorOpenMode
":0,"0TAupdate":0,"OTAresult":"OTA_UNKNOWN","OTAversion"
g e

Figure 34: Message Flows of Opening Door

The operation of opening door in Android app is shown in Figure 35.

Direct method name : AppControl Direct method name : AppControl
Direct method payload : doorOpen <3> 2022-01-18 10:33:30 AM Direct method payload : doorOpen <3> 2022-01-18 10:33:30 AM
Received status : 200

da16200-test-dev3

OTA Update OTA Update

Figure 35: Opening Door on Mobile App

Figure 36 shows the device twin of Azure 10T Hub when the operation of opening door is completed.
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24 "reported”: {

25 "temperature”: 23,

26 "battery": 108,

27 "doorStateChange”: 1,

28 "openMethod”: "app”,

29 “doorState”: true,

38 "doorBell”: false,

31 "doorOpentode”: @,

32 "0TAupdate”: @,

33 "OTAresult™: "OTA_UNKNOWN™,

34 "OTAversion": "none",

35 "$metadata”: {

36 "$lastUpdated”: "2822-85-12T83:20:50.1895387Z",

37 "temperature”: {

38 "$lastUpdated”: "2822-@5-127@3:20:50.1895387Z"
39 +s

4 "battery”: {

41 "$lastUpdated”: "2022-85-12T83:20:50.1895387Z"
42 1,

43 "doorStateChange”: {

L4 “"$lastUpdated”: "2022-@5-12T@3:2@:50.1095387Z"
45 N

46 "openMethod”: {

47 "$lastUpdated”: "2022-85-12T83:20:50.18953872"
43 1.

49 "doorState”: {

ca "ElacHindstad" s "I077_05_19TA2-94-58 10052877"

Figure 36: Device Twin When Door Is Open

When the operation of opening door is completed, the console logs of DA16200/DA16600 are
displayed as below.
[mattOperationCompleteCalback:2102] MQTT_CLIENT_ON_CONNACK & CONNECTION_ACCEPTED: subscribing topics=0x000d
=—>elapsedtime: 2 ms, total ime: 207 ms
Info: [app_socket set recv_timeout146] : recv timeout(=120) set OK (socket=0)

[Subscribe ToMatProtocol:2441] matt_client_subscribe() bypassed =—> elapsed time: 10 ms, total ime: 217 ms

[app_dpm_set rev_ready:633] DPM rcv ready & susaription completed => elapsed time: Oms, total ime: 217 ms
Info: [deviceMethodCallback:347] : method_name: AppControl, Command payload : 10,

"doorOpen thods/POST/AppControl/2$id=3

Info: [deviceMethodCallback:351] : opencomm

Info: [deviceMethodCallback:430] : Command response : “opened”

Info: [deviceMethodCallback:435] : Report =>
{'temperature":23,"battery:100, doorStateChange":1,"openMethod": "app", 'doorStaterue, "doorBell“false, "door
OpenMode™0,"OTAupdate™:0,"OTAresult’ TOTA_UNKNOWN'""OTAversion"none'}

Info: [publishDevice TwinGetiVisg:1136) : publish reported data OK
Info: [removeBExpired TwinReguests:1260] : ack waiting queue timeout & removed

[app_dpm_set recv_timeout flag:556] DPM_RCV_OK_SLEEP set—> elapsed time: 11
Device Twin reported properties update completed with resuit 204

62ms, total ime: 1379 ms

4.1.2

Figure 37 shows message flows of closing door.

Close Door

Mobile app Azure 10T hub DA16200
* click " Close door " button I~ === _i
* invoke direct method | Direct | P+ receive direct method
- method name : " AppControl " | Method |
- payload : " doorClose " | |
* get result < | | * response direct method
- status : 200 _ - " closed "
-payload: " closed"
r |
| | * report device twin
* get Device Twin | e | "temperature":23.3,"battery":100,"doorStateChange":1,"openM
 update Ul < | | [ ethod":"app","doorState":false,"doorBell":false,"doorOpenMode
| | ":0,"OTAupdate":0,"OTAresult":"OTA_UNKNOWN","OTAversion"
L _____ I g1
Figure 37: Message Flows of Closing Door
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The operation of closing door in Android app is shown in Figure 38.

Direct method name : AppControl Direct mathod name : AppControl Direct mathod name : AppCantrol
Direct method payload : doorOpen <3> 2022-01-18 10:33:30 AM Direct method payload : doorClose <4> 20220118 10:59:36 AM Direct method payload : doorClose <4> 2022-01-18 10:59:36 AM
Received status : 200 Received status : 200 Received status : 200

Received result : cpened Received result - opened Received result : closed

da1620

OTA Update T4 Update OTA Upaiate

Figure 38: Closing Door on Mobile App

Figure 40 shows the device twin of Azure 0T Hub when the operation for closing door is completed.

24 "reported”: {

25 “temperature”: 23,

26 "battery": 108,

27 "doorStateChange”: 1,

28 “openMethod™: "app”,

29 "doorState”: false,

30 "doorBell": false,

31 "doorOpentode”: @,

32 "0TAupdate™: @,

33 "OTAresult™: "OTA_UNKNOWN™,

34 "0TAversion": "none",

35 "$metadata”: {

36 "$lastUpdated”: "2022-85-12T@3:24:05.68855912",

37 "temperature”: {

38 "$lastUpdated”: "2822-85-12T83:24:05.68865917"
e 1

40 "battery™: {

41 "$lastUpdated”: "2822-85-12T83:24:05.68865917"
42 1.

43 "doorStateChange": {

L4 "$lastUpdated”: "2822-85-12T783:24:05.68865917"
45 b

46 "openMethod”: {

47 "$lastUpdated”: "2022-85-12T783:24:05.68865917"
4z b

49 "doorState”: {

Figure 39: Device Twin When Door Is Closed
When the operation for closing door is completed, the console logs of DA16200/DA16600 are
displayed as below.
[mqttOperationCompleteCallback2102] MQTT_CLIENT_ON_CONNACK & CONNECTION_ACCEPTED: subscribing topics=0x000d
—> elapsed time: 0ms, total time: 204 ms
Info: [app_socket set recv_timeout146] : recv timeout(=120) set OK (socket=0)
[SubscribeToMgttProtoco :2441) matt_ciient_subscribe() bypassed => elapsed ime: 13 ms, total time: 217 ms

[app_dpm_set rev_ready:633] DPM rev ready & suscription completed —> elapsed time: 1 ms;, total time: 218 ms

Info: [deviceMethodCallback:347] : method_name: AppControl, Command payload : 11, "doorClose"hods/
Info: [deviceMethodCallback:367] : clase comm
Info: [deviceMethodCallback:430] : Command response : "closed”
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Info: [deviceMethodCallback:435)] : Report=>

{'temperature":23,"battery 100, doorStateChange™1, 'openMeth od""app", doorStatefalse, "doorBell false, "doo
rOpenMode™0," OTAupdate"0,"OTAresult"'OTA_UNKNOWN'","OTAversion""none'}

Info: [publishDevice TwinGetiVisg:1136) : publish reported data OK

Info:  [removeBExpiredTwinRequests:1260] : ack waiting_queue timeout & removed

[app_dpm _set recv_tmeout flag:556] DPM_RCV_OK_SLEEP set—> elapsed time: 1141 ms, total tme: 1359 ms

Device Twin reported properties update completed with resuit: 204

4.2 Reference Application in Host MCU

Application in host MCU can control DA16200/DA16600 and connection between the host MCU and
mobile phone through Azure IoT server using AT commands. Figure 40 shows the Azure loT using
firmware images for AT commands and host MCU.

MCU
- Use existing MCU with AT-Command over serial port.
- RABM4 example code is available for reference

Azure loT Server
- Default server available
- No development required

A
£ )
o+ ’%\@

DA16x00
- Prebuilt frmware, no development required
- Fully configurable through AT-Command

Mobile reference
- Example application available for provisioning and control
- Full source code provided

Figure 40: Azure loT Using Firmware Images for AT Commands and Host MCU

4.2.1 Download Package for Door Lock Reference Application in Host MCU

A firmware image for AT command and application in MCU are available in the official Renesas
website (https://www.renesas.com/us/en/products/wireless-connectivity/wi-fi/low-power-wi-fi).

The contents of the package are as follows:

~

0 \DA16200 or \DA16600

2 Firmware images for the DA16200/DA16600 Wi-Fi devices

2 Tera Term script for downloading the firmware images to a DA16200/DA16600 Wi-Fi device
0 \DA16200\script (\DA16600\script)

2 Tera Term script which demonstrates how to use AT commands for Azure 10T on a personal
computer and the DA16200/DA16600 EVK\doc

3 Getting Stared with AT commands for Azure loT:

T Introduces the DA16200/DA16600 AT command for Azure 10T and describes how to set up
the development environment and test the examples
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T Describes how to connect an external host to the DA16200/DA16600 EVB for using AT
commands for Azure loT

T Describes AT commands for Azure loT command list
0 \MCU

T Sample application project based on the RA6M4 development environment which
demonstrates how to use AT commands for Azure loT

422 Hardware Connections between DA16200/DA16600 and Host MCU

The hardware components listed in Figure 41 are required to run door lock reference application
using AT commands and host MCU.

3 DA16200/DA16600 EVB

3 EK-RA6M4 board

2 Windows laptop or personal computer

In addition, hardware connections listed below are required for each operation.

2 UARTO: Programming firmware images and monitoring logs from DA16200/DA16600
3 UARTL1 or UART2: AT command interface between DA16200/DA16600 and MCU

3 GPIO from host MCU to the DA16200/DA16600 to wake up the DA16200/DA16600 from
DPM low power mode (DPM LPM)

2 GPIO from the DA16200/DA16600 to host MCU to wake up the MCU in sleep mode

EK-RA6M4

Ground

UART_TX
UART_RX
DA16200_WAKE-UP

DA16200 EVK

Figure 41: Hardware Configuration

The pin connections between the DA16200/DA16600 EVB and the EK-RA6M4 board are shown in
Table 1.
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Table 1: Pin Connection

DA16200 EVB DA16600 EVB EK-RA6M4 Board
Function

Pin Number | Pin Name Pin Number | Pin Name Pin Number | Pin Name
Ground J3.18 GND J2.12 GND J24-7 GND
UART_TX J4.11 TX1/GPIOA_4 | J2.2 TX2/GPIOC_6 J23-2 PA10
UART_RX J4.12 RX1/GPIOA 5 | J2.4 RX2/GPIOC_7 J23-1 PA9
DA16200_W RTC_WAKE_ )
AKE_UP J3.11 uP2 Swi RTC_WAKE_UP2 | J23-6 PB8

422.1 UART Connection for AT Commands

The default configuration of UART1 (DA16200 EVB) or UART2 (DA16600 EVB) for AT commansd is
shown in Table 22.

Table 2: Default Configuration for UART1 or UART2

Settings Value
Baud Rate 115200
Data Bits 8
Parity None
Stop Bits 1
Flow Control (HW/SW) None

The DA16200 EVB uses GPIOA_4 and GPIOA_5 for UART1 TX and UART1 RX, and the DA16600
EVB uses GPIOC_6 and GPIOC_7 for UART2 TX and UART2 RX by default. In addition, GND
needs to be connected to the host MCU as shown in Figure 42.

External DA16200
Host EVK
T @ & RX (14-12)
RX @ ® TX(J4-11)
GND & & GND[J3-18)
External DAle600
Host EVK
X @ ®RX (12-2)
RX » &TX (J2-4)
GND e @ GND (12-12)

Figure 42: Default UART HW Connection

If GPIO pin configuration is changed using AT commands, other connections for UART1 can be used
as shown in Figure 43. The below AT command is to use GPIOA_2 for UART1 TX and GPIOA_3 for
UART1 RX. Table 3 shows the pin combination for UART1.
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AT+AZU=SETNV_PIN_BMUX BMUX_UART1d /IGPIOA 2and GPIOA _3for UARTL
External DA16200
Host EVK
X e o RX (J4-10)
RX e ® TX (J4-9)
GND @ ® GND (J3-18)

Figure 43: Sample Example of UART1 Connection

Table 3: UARTL1 Pin Configuration

PIN Mux GPIO Signal Name
GPIOA O TX
PIN_AMUX
GPIOA_1 RX
GPIOA_2 TX
PIN_BMUX
GPIOA_3 RX
GPIOA 4 TX
PIN_CMUX
GPIOA 5 RX
GPIOA_6 TX
PIN_DMUX
GPIOA 7 RX

When Dynamic Power Management (DPM) mode is enabled and DA16200/DA16600 is in DPM
LPM, the host MCU must wake up the DA16200/DA16600 from DPM LPM using RTC_WAKE_UP.
Then, the host MCU can send or receive data over the network in DPM Fully Functional Mode (FFM).
The wakeup event is triggered when the GPIO pin of the host MCU changes from Low to High and
then back to Low.

External DA16200
Host (DA16600)
EVK
GPIO
® RTC_WAKE_UP
Control

Figure 44: HW Connection for Waking up DA16200/DA16600

The host MCU may be in sleep mode when DA16200/DA16600 wakes up from DPM LPM and needs
to send responses to the host MCU. In this scenario, the DA16200/DA16600 needs to wake up the
host MCU from sleep using GPIO as shown in Figure 44. This connection is not required if the host
MCU does not use sleep mode. GPIOA_11 is available on DA16200/DA16600 EVB for waking up
host MCU by default (see Figure 45) and it can be configured using the following AT commands.
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AT+AZU SET APP_MCU_WKAEUP_PORT GPIO_UNIT_A /IGPIO_Aport
ATH+AZU SET APP_MCU_WKAEUP_PIN GPIO_PIN11 /GPIO_11
External DA16200
EVK
Host
GPIO
Control @ GPIOA_11(J4-18)
External DA16600
EVK
Host
GPIO
Control ® GPIOC_11(J2-9)

Figure 45: Default Pin Configuration for Waking Up Host MCU

Other GPIOs in the DA16200 EVB can be used for waking up the host MCU as shown in Table 4.
For example, GPIOC_6 can be configured for waking up host MCU using the below AT commands
(see Figure 46).

AT+A7U SET APP_MCU_WKAEUP_PORT GPIO_UNIT_C /IGPIOC port
AT+A7U SETAPP_MCU_WKAEUP_PINGPIO_PING IGPIO C6
External DA16200
Host EVK
Wake up @ ® GPIOC_6(J3-8)

Figure 46: Another Pin Configuration for Waking up Host MCU

Table 4: GPIO Pin Configuration

Port PIN Mux GPIO(Port)_Pin

GPIO_UNIT_A GPIOA 0
PIN_AMUX

GPIOA_1

GPIOA 2
PIN_BMUX

GPIOA_3
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Port PIN Mux GPIO(Port)_Pin
GPIOA_4
PIN_CMUX
GPIOA_5
GPIOA_6
PIN_DMUX
GPIOA_7
GPIOA_8
PIN_EMUX
GPIOA_9
GPIOA_10
PIN_FMUX
GPIOA_11
GPIO_UNIT_C GPIOC_6
PIN_UMUX GPIOC_7
GPIOC_8

4.2.3 Programming Firmware Images for DA16200/DA16600

When using an EVB for the first time, the firmware must be updated to the latest version. See Ref [1]

for details. After programming the firmware image, factory reset is required to enter the Azure-l1oT
configuratonset t i ng mode. This canFbdetdoywyeR8VOphshiog tbe
shown in Figure 47 and Figure 48, and the logs from DA16200/DA16600 are shown in box below.

i III'IIlIlIllI\\\\“\

Figure 48: Factory Reset Button on DA16600 EVB
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Soft - AP is Ready (d4:3d:39:11:5e73)

>>>UART1 : Clock=80000000, BaudRate=115200
>>>UARTL : DMA Enabled ...

[reg_user_atcrnd_help_cb] Start AZURE AT Command
[UART ready notification]

[htp_server_task| HTTP - Server Startl!

[AZURE - IOTAT COMMAND]
[azure_twin_dpm_auto_star]

AZURE_IOT on Station Mode for "DA16200" \\ For DA16600, AZURE IOT on Station Mode for'DA16

[azure_twin_dpm auto_starf) mcu_wakeup_port= - 1,mcu_wakeup_pin=0x0
defautt settomeu_wa keup_port=0, mcu_wakeup_pin=0x800

Root CA: X
Not ready Cert for Azure service ...

invalid AZURE feature...cant start AZURE thread...check again
. UART ready

600"

After the factory reset, the DA16200/DA16600 is now ready to enter the Azure-loT Configuration

Settings.

424 Configure Components for Testing

The following information are required for testing the application with Azure IoT

O Unigue device id

0 Primary key

0 Primary connection string
0 Hostname

server:

The information can be set in the source code for host MCU or using the provided scripts in the
downloaded package. See Programming Firmware Images section in Ref [1] for how to run the

macro script. The scripts are located in the following location.
\ DA16200\ script  \ doorlock.tt

User Manual Revision 1.4

Jan. 26, 2024

CFR0012 36 of 83

© 2024 Renesas Electronics


file://///For

UM-WI-058 :{E NESAS

DA16200 DA16600 Getting Started with Azure® IoT

In order to use this script on DA16200, the ¢ onsole should be prompt

;after setting the DA16200 to STA mode, SNTP client enable, and no DPM mode in easy setup through the
console.

;set configurations with DA16200's console

;setfeatures

sendin"user"

set board type

sendn"SET  APP_BOARD _FEATURE EVK"

mpause 400

;setyour thingname

sendin"SET APP_THINGNAME da16200 atcmd_thing!

mpause 400

isetprimary key of device

sendin"SET APP_DEV_PRIMARY_KEY dWKJGHX9TICOPheiKyRjcnmUBBZSUASBB+K600Gs="
mpaLise 400

;set hostname of device

send In"SET APP_HOSTNAME azure - aicmd - iothub.azure - devicesnet!

mpaLise 400

;set connection string of device

sendin"SET APP_IOTHUB_CONN_STRING HostName=azure - atomd - iohubazure -
devices net;SharedAccessKeyName=iothubowner;SharedAccessKey=Xg970WFOFVEMVU9Ixcm96zPG

mpavise 400

TKh1ztcoxF64QBmMyUS="

User Manual Revision 1.4

Jan. 26, 2024

CFR0012 37 0of 83

© 2024 Renesas Electronics



UM-WI-058 :{E NESAS

DA16200 DA16600 Getting Started with Azure® loT

The MCU source code can be found in the following file:
\ MCURA6M4 Src\ atcmd \ at_ cmd.c.

constchar*emd_set azure_cfgMAX_CFG_NUM]=
{
"\ r\ NAT+PLATFORM" SET APP_BOARD_FEATURE EVM\ ',
"\ r\ nAT+'PLATFORM" SET APP_THINGNAME da16200_atcmd thing  \r\n",
"\ r\ nAT+'PLATFORM" SET APP_DEV_PRIMARY_KEY dWKJGHXITICOPheKyRjcmmUBBZSUASBB+K600Gs=\ r\ n',
"\ r\ NAT+PLATFORM" SET APP_HOSTNAME azure- atomd - iothub.azure - devicesnet  \r\n',

"\ r\ nAT+'PLATFORM" SET APP_IOTHUB_CONN_STRING HostName=azure - atcmd - iothubazure -
devices net;SharedAccessKeyName=iothubowner;SharedAccessKey=Xg970VWFOFVEMVU9Ixem96zPG TKh1ztcoxF64QBmmywvUS= \r\n"

"\ r\ NAT+PLATFORM"CFG Oapp door12  \r\n" Fmeu sub. str*/

"\ r\ nAT+PLATFORM'CFG 1mcu_door10  \r\n', Fmeu pub. str¥/

"\ r\ nAT+'PLATFORM" CFG 2 battery 0 1 \r\n', Fshadow  int*/

"\ r\ nAT+PLATFORM' CFG 3 temperature 2 1 \r\n", <shadow float*/

"\ r\ NAT+PLATFORM" CFG 4 doorState 1 1 \r\n, Fshadow str*/

"\ r\ nAT+'PLATFORM'CFG5app_shadow12 \r\n",  /mcusub.str¥

"\ r\ nAT+PLATFORM'CFG6mecu_shadow10 \r\n',  Fmcupub.st r¥
"\ r\ nAT+PLATFORM'CFG 7openMethod11  \r\n",  /fshadow st
"\ r\ NAT+'PLATFORM" SET SLEEP_MODE3 r\ n",

"\ r\ NAT+PLATFORM"SET USE DPM 1\ r\ 1",

"\ r\ nAT+'PLATFORM" SET RTC_TIME 1740 \r\n", F1740%

"\ r\ nAT+PLATFORM"SET DPM_KEEP_ALIVE 30000\ r\ n",

"\ r\ nNAT+'PLATFORM' SET USE_WAKE _UPQr\n'",

"\ r\ NAT+PLATFORM"SET TIM_WAKE_UP 10\ r\ n",

"\ r\ NAT+PLATFORM" SET APP_MCU_WKAEUP_PORT GPIO_UNM A\ n", #GPIO_UNIT_AorGPIO_UNIT_C*/

"\ r\ nAT+PLATFORM" SET APP_MCU WKAEUPINGPIO PINI1 \r\n" /#GPIO_PINO~GPIO_PIN11or
GPIO_PING~GPIO_PINB*/

2

425 Test without Host MCU

If the host MCU is not available, the Azure 10T commands can be tested with the script provided in
the downloaded package.

Door lock for two-way communication: \ DA16200\ script  \ doorlock ttl

NOTE

The example script only supports initial value setting. To fully verify the operation of the AT
commands, the host MCU should be used for interacting with the server and application.

4.2.6 Test with Host MCU

E?studio is required for building source code for host MCU and programing the images to host MCU.
Visit the Renesas website (https://www.renesas.com/us/en/software-tool/e-studio) for downloading
and installing e2studio. After installing e?stuido, follow the steps for building and programming.

1. Import the project file at \ MCURA6MA (see Figure 49).
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-]
File Edit Navig rch Project Renes dow Help
e | ~iBiw|m (SRR - Rr - R-OF DS O @I G-l DErD |
Q | Ehc/ces 45 Debug 8 FSP Configuration
I¢ Project Explorer x BR 7 § = 0O = 0|leevi%e x &e™ =0
™
There are no projects in your workspace. ERRBEw|HP
To add a project -] o]
[ Create a project. Import Projects 2
i1 Import projects. . y 7
Import project Select a diractory to search for existing Eclipss projects. /
® Select root directory: |C#WorkDataWDAooReleaseWDATE20C ~| | Browse..
(D select archive file: Browse.
Danlarts
@ Ed v kS
1 « DAlGooc > Release > DA16200_DA16600_Platform v3260 > DA16200_DA16600_Azure v3260 ATCMOimg > MCU > RAGM4 v O d: P
8- MEH L7]
A #* og B R fY a
WorkData o metadata 8
Work Dialog of settings e g
doc Debug kS
img @ e §
img racly 8
UM-WI-060 1agen 1 8
serlpt g8
@ OneDrive - Renesas Electronics Corporation . 1§
i Renesss Electronics Corporation
—_— - E
B Console x | 1! Reg| Hre =l
RA FSP 3 30 74H
< APPS Share (10.93.16.234) ©
249:
ax
@ B L "
0 items selected

Figure 49: e?studio Project File

NOTE

to set up the FSP configuration.

When connecting to the RA6M4 MCU for the first time or changing the configuration, follow the step 2

2. Select Configurations.xml to set FSP configuration of the RA6M4 MCU (see Figure 50).

a workspace - RABM4_DA16x00_ATcmd/configuration xml - e studio

File Edit MNavigate Search Project Renesas Views Run  Window Help

[ Detug

v | | [ RAGM4_DA16x00_ATcmd el

v iB-HR|®-A-RIEI%IN| DB NS

-t - SR LSOO

ki FRiIER
Q M| EmC/Ce+ |45 Debug |

B Project Explorer %

= 8 [datcmde

[RABMA_DA16x00_ATcmd] FSP Configuration | = 08

G .
%7 E| stacks Configuration ‘
v 125 RAGMA4_DA16x00_ATemd (in RA Generate Project Content
> @ Includes
> @B ra Threads 4] New Thread 7 Femove HAL/Common Stacks ] New Stack > == Extend Stack > &) Remove
> €3 ra_gen =
v HAL/Comman A
> B ;;b 48 g_joport 1/O Part (rjopart) & g,iopo;tt 1/0 Port & FreeF:TOEt Port . 4 g_uartd UART (r_sci_uart)
> g fug 42 FreeRTOS Port (rm_freertos_port) (riopor) (rm_freertos_port)
> ra_cfg P
g_Uart0 UART (r_sci_uart)
’ % “”T 5 | 4 g_spi0 SPI (r_spi) @ @ © s
5
w :‘;;Agsﬁi:;:!é’ga . 49 g_external_irg0 External IRQ (r_icu) T
g - pincrg 42 FreeRTOS Heap 4 % Add DTC Driver for %9 Add DTy
%‘ ;&;3‘4 DA16x00 ATemd el 4 g_external_irq10 External IRQ (r_icu) Transmission Receptic
E] | x00_ATemd el jli & g_uart7 UART (r_sci_uart) [Recommended but recomi|
[A] RAGM4_DA16x00_ATcmd.elf.la @ TxCmd Thread cpticnal]
5 (#) Developer Assistance @ Recmd Thread
v i@ USB Console hi
Objects &) New Object > 5] Rernoue
@® g_update_console_event Event Group
@ g_start_menu_binary_semaphore Binary Semafp
< > < >
< > SummarleSP‘C\ucks‘Pms‘lnterrupts‘Event Links | Stacks CumpDnents‘

Figure 50: FSP Configuration

3. Use t he HA(dtetviimcen dde

)

Apri mary keyo,

received from the FAE to test without setting up a server.
4. Change the configuration to the received configuration (see Figure 51).
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@ workspace - RAGMA4_DA16x00_ATcmd/sr/atemd/at_emd.c - e2 studio - o ®
File Edit Source Refactor Navigate Search Project RenesasViews Run Window Help
eIl AL S H-R LN IR 3 1k oL SRR Y R AL - T-F ad R RE R T R Rl ]

Q g | B c/ce+ 45 Debug 48 FSP Configuration

T Project bxplorer | £ % 7 £ = 0| Tatemde x| =)
~ |5 RAGMA_DA16x00_ATemd (in RABIA) A 58 ~

> & Binaries 51 const char® cmd_set_azure_cFg[MAX_CFG_NUM] =

52 {

> gl Includes 53 “\r\nAT+"PLATFORM" EVK\rin®,

>Bn 54

> B ragen 55

i 56

VB_“ 57 14" R U RING Ho d
v & atemd 58 "\r\nAT+"PLATFORM" CFG @ app_door 1 2\r\n", /* mcu sub.
> g atemde 59 "\r\nAT+"PLATFORM" CFG 1 mcu_door 1 @\rin”, % mcu pub. str */
> [# atemdh 60 "\r\RAT+"PLATFORM" CFG 2 battery 0 1\r\n", /* shadow  int */
> @ datéperi 61 "\r\nAT+"PLATFORM" CFG 3 temperature 2 1\rin", /* shadow  float */
S boord ofah 62 "\r\nAT+"PLATFORM" CFG 4 doorState 1 1\r\n”, /* shadow  str %/
> [ board.cfg 63 “\r\nAT+"PLATFORM" CFG 5 app_shadow 1 2\r\n”, 7 meu sub. str
> [& common_initc 64 "\r\nAT+"PLATFORM" CFG 6 mcu_shadow 1 @\rin", /* mcu pub. ste %/
> [ common_inith 65 “\r\nAT+"PLATFORM" CFG 7 openMethod 1 1\r\n", /* shadow st "/
= 66 “\r\nAT+"PLATFORM" SET SLEEP_MODE 3\r\n"
> - .
© commensupporte 67 “\r\nAT+"PLATFORM" SET USE_DPM T\r\n",
? E common supporth 68 "\r\nAT+"PLATFORM" SET RTC_TIME 174@\r\n", /% 1748 %/
> [B common_utilsh 69 “\r\nAT+"PLATFORM" SET DPM_KEEP_ALIVE 30088\r\n“,
> [@ hal_entyc 7 “\r\nAT+"PLATFORM" SET USE_WAKE_UP @\r\n",
@ n “\r\nAT+"PLATFORM" SET TIM_WAKE_UP 18\r\n",
» in_th 2
15 main thread.enwy.c 72 “\r\nAT+"PLATFORM" SET APP_MCU_WKAEUP_PORT GPIO_UWIT_A\r\n",  /* GPIO_UNIT_A or GPIO_UNIT_C =/
> 18 rush_pede_descriptor.c 73 “\r\nAT+"PLATFORM" SET APP_MCU_WKAEUP PTN 6PI0_PIN11\r\n® /* GPIO_PING ~ GPIO_PINI1 or GPIO_I
> [8 memd_thread_entry.c 74 b
> [@ system_monitor_entry.c 75
> [ bremd._thread entryc 76 const char *cert_cal =
. - Lentry bl "8, -----BEGIN CERTIFICATE----- \n"
* 18 usb_console_entry.c 78 "MLIDQTCCAimgAIBAEI TBmyF 25m/ A0S 4vBA1kPmL Zby JANBgkahkiGOWEBAQsF\n™
> [8 usb_console_mainc C) " ADASMQS W QY DVQQGEWIVU: -
» [8 usb_console_mainh 8a "b24gl XDTELMDUy N AwD) TMAMDE s zAwHDAWMF owOTEL \n"

> g Debug 81 t¥Xpwb JEZMBCGAL FIvia"

. v 82 "b3QgQREEMTCCASTWDQY JKoZ ThvcHAQEBBQADEE EPADC CAQOC ggEBAL JdgHHKeNX ] \n™ v
< > < >
D Console X il Registers| 4 Search| 2] Problems| G Debugger Console @ Smart Browser [] Memory Xt E-aE~0-68-=0
CDT Build Console [RAM4_DA16x00 ATcmd]

Building file: ../ra/fsp/src/bsp/cmsis/Device/RENESAS/Source/startup.c ~

Building file: ../ra/fsp/src/bsp/ensis/Device/RENESAS/Source/systen. ¢
Building file: ../ra/board/rabed_ek/board_init.c

Building file: ../ra/board/rabud_ek/board leds.c

Building file: ../ra/aws/FreeRT0S/FreeRTOS/Source/portable/MenMang/heap_d.c
Building file: ../ra/aws/FreeRTOS/FreeRTOS/Source/event_groups.c

Building file: ../ra/aws/FreeRT0S/FreeRTOS/Source/list.c

Building file: ../ra/aws/FreeRTOS/FreeRTOS/Source/queus. c

Building file: ../ra/aws/FreeRT0S/FreeRTOS/Source/strean_buffer.

Building file: ../ra/aws/FreeRTOS/FreeRTOS/Source

Writable Smart Insert 5i

Figure 51: Thingname/Primarykey/Hostname/lotHub Connection String

5. Select project>Build all to build (see Figure 52).

B vorkspace - RABMA DA16x00_ATcmd/src/atemel/at emdc - e studio - 0o x
File Edit Source Refactor Navigate Search Project RenesasViews Run Window Help
Sr-dE - KR-RB@inrEaN L P ERR Ak -OF DS SIS S F DGO
Q | BC/Cr+ 45 Debug | FSP Configuration
i Project Explorer X 2% 7 § = O |[[8 atemde x = 0O||lmvi®%e x|&E™ =0
15 RAGM4_DA16x00_ATemd fin RAGME 6 "\r\NAT+"PLATFORM" SET TIM WAKE_UP 16\r\n", ~ e xk@Ew w0
> &) Includes New > [PLATFORM" SET APP_MCU_WKAEUP_PORT GPIO_UNIT_A\r\n", UNIT_A or GPIO_UNIT_C */ ==
- Golnto PLATFORM" SET APP_MCU_WKAEUP_PIN GPIO_PINIL\r\n" _PING ~ GPIO_PINLL or GPIj BEE%
-
> (9 ragen Open in New Window
NM=rs Show In Alt+Shiftsw> [ emd_set_azure_cfg[MAX_CFG_NUM] =
v @ stemd Show in Local Terminal
5 . LATFORM" SET APP_BOARD_FEATURE EVK\r\n",
g) at.cmde Copy Cul+C  [PLATFORM" SET APP_THINGNAME renesas_dew_1\r\n",
> B at.emdh Paste Cutey [PLATFORM® SET APP_DEV_PRINARY_KEY 023/MSVIMvFTLM2VIKidpitkXT+LzMeOYFV+FFMSASE=\rin,
> @ dat6mr peri PLATFORM" SET APP_HOSTNAME dal6200-standard-iot-hub.azure-devices.net\r\n",
> @ board cfgh LA B DEt® oy ATFORM" SET APP_IOTHUB_CONM_STRING HostMame=da16208-standard-iat-hub. azure-devices.ne
y Source > FPLATFORM" CFG @ app_door 1 2\r\n”, /% mey sub. str */
> [ common_jnite Move.. PLATFORM" CFG 1 mcu_door 1 @\rin", /* meu pub. str %/
> B common_inith Redarne F2  ['PLATFORM" CFG 2 battery @ 1\r\n", /* shadow int */
> [ common_suppor . PLATFORM" CFG 3 temperature 2 1\r\n", /% shadow  float */
> @ common suppor =2 TP PLATFORM" CFG 4 doorState 1 1\r\a”, /* shadow  str */
> &3 Export. PLATFORM" (FG 5 app_shadow 1 2\r\n", /* mcu sub. str */
8 commonutish T eeas FSP Export 5 PPLATFORM" CFG 6 mcu_shadow 1 @\rin®, /% mcu pub. str */
> [ hal entrye PLATFORM" CFG 7 openMethod 1 1\r\n", /* shadow  str */
> [ main_thread_ent Bl Projeet I FpLATFORM” SET SLEEP_MODE 3\rin”,
’ Clean Project [PLATFORM" SET USE_DPH 1\r\n",
@ rush pod des §) Refrech £5  ['PLATFORM® SET RTC_TIME 1748\r\n", /* 1788 */ -
> (B roomd thread er Close Project T'PLATFORM" SET DPM_KEEP_ALIVE 3800@%r\n",
> (8 system_monitor_ ) _ [PLATFORM" SET USE_WAKE_UP @\r\n",
> [@ tomd_thread_er 105 Unrelated Project FPLATFORM® SET TIM MAKE UP 18\r\n",
@ L L
3 [@ wsbconsole.nt_ Build Targets 5 [PLATFORM" SET APP_MCU_WKAEUP_PORT GPIO_UNIT_A\r\n",  /* GPIO_UNIT_A or GPIO_UNIT_C */
N N [PLATFORM™ SET APP_MCU_WKAEUP PIN GPIO_PIN11\r\n" /* GPIO_PIN® ~ GPIO_PIN11 or GPIN
> [@ usb_console.mai  Index >
> [ usb consolemai  Bulld Configurations >
? & Debug Source. 5 | *cert_cal =
> B racig | BEGIN CERTIFICATE-----\n"
R O Run s > [AingAWTBAETTBmy 250/ JA0SAvBAikPn1 jZby ANBEkahkiGIOBAQSF\n" v
15 Debug As > >
Restore from Local History... — ——
rt Browser| [ Mem: AW ~OD-08-=0
e . | 0 wemor| 3]
¥ C/C++ Project Settings Cirl+Alt+P
Renesas C/C++ Project Settings >
' Run C/C+ + Code Analysis
Team >
Compare With >
M System Explorer
@ Command Prompt
& validate
Configure >
St
= ’ 25 RAGM: DA16X00_ATemd
Properties AlteEnter

Figure 52: Build Project

6. Select Debug Configurations to set the connection to the RA6M4 MCU (see Figure 53).
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@ workspace - RAGMA4_DAT6x00_ATcmd fsrc/atcme/at cmd.c - &* studia - o x
File Edit Source Refactor Navigate Search Project RenesasViews Run Window Help
MR- R -B Do st ESR R R R -DNFDE S OdFr S Y Flro PO~

(o launch history) | Q59| Fc/c+ |45 Debug & FP Configuration
&5 Project Explorer X B %, 17 § = D |[[8 atemdic X Debug As >
+ 5 RAGM4_DA16x00_ATcmd (in RAGMA ~ 45 "\r\nAT+"P ",

> ) Includes a7 FANAT+"P Organize Favorites. T GPIO_UNIT_A\P\A",  /* GPIO_UNIT_A ar GPIO_UNIT C */

- a8 “\rynAT+"Pl . a “PIN GPIO_PINI1\r\n® /* GPIO_PIN® ~ GPIO_PIN11 or GPI

@ p "

> @8 ragen P

v (8 s 51 const char® cmd_set_azure_cfg[MAX_CFG_NUM] =

- 52
‘f"""m 53 “\r\nAT+"PLATFORM" SET APP_BOARD_FEATURE EVK\rin",
& atemde 54 "\F\NAT+"PLATFORM" SET APP_THINGNAME renesas_dev_1\r\n",
> B atemdh 55 “\rANAT+"PLATFORM" SET APP_DEV_PRIMARY_KEY 023/MSVIMvFTLM2vIKidpitkXI+LZHeOYFV+FEHEASE=\r\n",
> @ dalbog pert 56 “\r\nAT+"PLATFORM" SET APP_HOSTNAME dal6200-standard-iot-hub.azure-devices.neti\rin®,
> @ board cfgh 57 "\FARAT+"PLATFORM" SET APP_IOTHUB_CONN_STRING HostName=dal6200-standard-iot-hub.azure-devices.ne
X 58 “\rAnAT+"PLATFORM" CFG @ app_door 1 2\r\n”, /* mey sub. str %/
> [8 common_inite 59 “\r\nAT+"PLATFORM" CFG 1 mcu_door 1 @\r\n", /* mcu pub. str */
> [® common_inith o8 "\r\nAT+"PLATFORM" CFG 2 battery @ 1\rin", 1+ shadow int */
> [& common supporte 61 “\F\NAT+"PLATFORM" CFG 3 temperature 2 1\rin”, /% shadow  float */
> th 62 “\r\nAT+“PLATFORM" (FG6 4 doorState 1 1\r\n“, /* shadow str */
N 5 cemman. R 63 "\r\nAT+"PLATFORM" CFG 5 app_shadow 1 2\r\n", * mey sub. str */
8 common_utilsh 64 "\r\nAT+"PLATFORM" CFG & mcu_shadow 1 @\r\n", /% mcy pub. str */
> [& halentryc 65 FARAT+"PLATFORM® CFG 7 openMethod 1 14r\n”, /* shadow str %/
> [8 main_thread entry. 66 ANAT+"PLATFORM" SET SLEEP_MODE 3\r\n",
&7 "\F\RAT+"PLATFORM" SET USE_DPM 1yr\n"
> ! B
] r-usb_pede descriptorc 68 “\r\nAT+“PLATFORM" SET RTC_TIME 1748\r\n", /* 1748 */ -
> (8 meemd_thread_entry.c 69 “\r\NAT+"PLATFORM" SET DPM_KEEP_ALIVE 30080\r\n",
> [& system_monttor_entry.c 7 "\F\RAT+"PLATFORM" SET USE_WAKE_UP 0\r\n",
> [&) txemd_thread_entry.c n “\r\nAT+"PLATFORM® SET TIM_MAKE UP 18\rin",
> B ush,console,entryc ] "\rANAT+"PLATFORM" SET APP_MCU_WKAEUP_PORT GPIO_UNIT_A\F\n",  /* GPIO_UNIT_A or GPIO_UNIT_C */
- - 3 "\FARAT+"PLATFORM" SET APP_HCU_WKAEUP_PTH GPTO_PTNA1\r\n" /* GPI0_PING ~ GPIO_PINI1 or GPI!
> 8 ush_console maine 7a i
> [B usb_console mainh 75

> & Debug 7% const char *cert_cal =

> (5 rachy 7 “ca, BEGIM CERTIFICATE-----\n"

S - 78 "MLIDQTCCAImgAnIBAE I TBmyFz5m/ §A054vBA kPl Zby JANBEKahkiGOWABAQSF \n" v
< > < >
O Conscle % | Ui Registers 4 Search| [£] Problems| @ Debugger Console @ Smart Browser| [J Memory BRp# e-m-=D
RA FSP

5 RABMA_DA16x00_ATcmd

Figure 53: Debug Configurations

7. Change the configuration as shown in Figure 54 and then select the Apply and Debug buttons.

& Debug Configurations u] X

Create, manage, and run configurations

OFE®

[type filter text

x‘ B ? M Name: ‘KASM‘LDAW 6x00_ATcmd.elf

wain [EIBEBUGERN » Startup| % Source| (5] Common|

[€]¢/C++ Application

[£] C/C++ Remote Application Debug hardware: [J-Link ARM | Target Device:  RTFAGMAAF =]
L EASE Script
[£] GDB Hardware Debugging GDB Settings Connection Settings Debug Tool Settings

[c7] GDB Simulator Debugging (RH850)
@ Launch Group

« [£7 Renesas GDB Hardware Debugging @ Autostart local GDB server Host name or IP address: localhost

[©°] RAGM4_DA16x00_ATcmd.elf O Connect to remote GDB server

[£] Renesas Simulator Debugging (RX, RL78)

GDB Connection Settings

GDB port number: 61234
Connection timeout (3

GDB

GDB Command: |arm-none-eabi-gdb

[Istep Mode

Additional GDB Server Arguments

Revert Apply

Filter matched 9 of 12 items

@

Figure 54: Set Debug Configurations

8. The image for host MCU is downloaded to the device.
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9. The following shows the console output of the DA16200/DA16600 after a factory mode reset.

SystemMode: Soft - AP (1)

>>>DHCP Server Started

>>> Start DA16X Supplicarnt ...

>>>DA16x Supp Ver2.7 - 2022 03

>>> Add SoftAP Inteface (softapd) .
>>>MACaddress  (softapl) : d4:30:39:10:d5:07
>>> softapl interface add OK

>>> AP Operating Channel: 1(2412)

>>> Network Interface (wiand) : UP

BSS Isolate Disabled

Soft - AP is Ready (04:3d:39:10:d5:07)
>>>UART1 : Clock=80000000, BaudRate=115200
>>>UARTL : DMA Enabled .
[reg_user_atcmd_help_cb] Start AZURE AT Command
[UART ready nofification]

[http_server_task] HTTP - Server Startl!

[AZURE - IOTAT COMMAND]
[azure_twin_dpm_auto_star]

AZURE IOT on Station Mode for 'DA16200" \\ For DA16600, AZURE IOT on Staiion Mode for 'DA16 600"
[azure_twin_dpm auto_starf) mcu_wakeup_port= - 1,mcu_wakeup_pin=0x0
default settomeu_wakeup _port=0, mecu_wakeup_pin=0x800
Root CA: X
Not ready Cert for Azure senvice ...
invalid AZURE feature...can' start AZURE thread...check again
. UART ready
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10. The following shows the console output of the DA16200/DA16600 when setting the Azure loT
configuration through AT commands from an MCU.

argchum=2
angv{0]: AT+AZU
argV{1]: SET APP_BOARD_FEATURE EVK

APP SETEVK

argcnum=2
angV{0]: AT+AZU
argV{1]: SET APP_THINGNAME da16200 atcmd _thing

APP SET da16200 atcmd thing

argcnum=2

argvi0]: AT+AZU
argv{1]: SETAPP_DEV_PRIMARY_KEY dWKJGHXITICOPheiKyRjcmmUBBZSUASBB+K600Gs=

APP SET d WKJGHXITICOPheiKyRjommUIBBZSUASBB+HK600Gs=

argcnum=2

argV{0]: AT+AZU
angV{1]: SET APP_HOSTNAME azure - atomd - iothubazure - devicesnet

APP SET azure - atcmd - iothub.azure - devices.net

argcnum=2

angV{0]: AT+AZU

argv{1]: SET APP_IOTHUB_CONN_STRING HostName=azure - afcmnd - iothubazure - devicesnet;SharedAccess
KeyName=iothubowner;SharedAccessKey=Xq9  7OWIOFVEMVU9IXem96zPG TKhztcoxF64QBmyvUS=

APP SET HostName=azure - atomd - iothub.azure - devices.net;SharedAccessKeyName=iothubowner,SharedAc
cessKey=Xq970WIOREMVUIIxcm96zPG TKh1ztcoxF64QBmywUS=

argcnum=2
angv{0]: AT+AZU
argv{1]: CFG Oapp_door12

Af0] number :0
Atf0]name  :app_door
AH{0] datatype: 1

AMO] MQTT type: 2
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11. The following shows the console output of the DA16200/DA16600 after the Soft AP has been
configured and it is waiting to be provisioned by the mobile application.

Soft - APis Ready (04:3d:39:11:5e:73)
[http_server_task] HTTP - Server Startl!

[AZURE - IOTAT COMMAND]
[azure_twin_dpm_auto_star]
AZURE_IOT on Station Mode for "da16200_atcmd _thing”

[azure_twin_dpm auto_starf) mcu_wakeup_port=0, meu_wakeup_pir=0x800
RootCA:O

subscribe index=0, name=app_door

AZURE_IOT AP Mode da16200 aicmd thing

+ATPROV=STATUS 1

[Start Provisioning with TCP/TLS) .. Soft AP Mode

[app_provision TCP_server_thread] Create ...
[app_provision_switch_client_thread] Create...(status=0) [21]
[app_provision TLS senver_thread] Create TLS...

>>> Siart Provisioning Server (TLS)...

Wait Accept (TLS)...

>HTTPS- Serve rStart !

>\Wi - H Scan request success.

(0) Xiaomi_AX9000/3/ -26/2412
(1)Z0 -FREEZIO/3/  -26/2437
(QKAON_GAPK_7600/3/  -28/2452
(@) HWIF_582310/3/ -31/2417

(@)N_TPLINK_EAP620HD WPA2 - ENT/3/  -32/2462
G)N_TPLINK_EAP620HD WPA23 - PSK/3/ - 32/2462
(27) SAT_Synology_MR2200AC_OWE/3/ -54/2437
(28JMC DIR - 615 WPAL TKIP/2/ -55/2462
(29)N_A3004_ENT_Synology/3/ -56/2422
[app_provision TCP_server_thread] socket().. Status=1

Wiait Accep..

4.3 Mobile App Demo

Install the mobile application by searching for DA16200 or DA16600 on the Google Pay Store or
Apple App Store on the mobile devices.
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4.3.1 Open Door

A message flow of opening door is shown in Figure 55.

Mobile app Azure loT hub DA16200 Mcu

® Receive data from DA16200

" SERVER_DATA 0 app_door open "
® Open door

l— ¢ Send to DA16200

® touch Locker * receive direct method

! 1

! 1

)

1 Direct i ® send to MCU

: Method 1 "SERVER_DATA 0 app_door open"
1

! 1

1 f

® invoke direct method
- method name : “ AppControl ”
- payload : “ 0 app_door open ”

® response direct method

® get result “1 meu_door opened “ “MCU_DATA 1 mcu_door opened ”
- status : 200 e e e = 4 e cend to_MCU ® Receive data from DA16200
- payload : “1mcu_dooropened” | | —-—-eooooo " CMD_TO_ MCU update " " CMD_TO_MCU update "

[€— ® Send to DA16200

® report device twin
"o “CMD MCU_DATA 4 battery 84 5

I I

1 1

1 I

1 Device Twin | | "openMethod":"app","doorState":"false","temp
® get Device Twin : : erature™:40,"battery":75,"OTAupdate™:0,"OTAre temperature 49 6 doorState true 10
® update Ul 1 | sult":"OTA_UNKNOWN"," openMethod 0

b i & OTAversion":"none"

Figure 55: Message Flow of Opening Door

The operation for opening door on android app along with the Azure I0T console output displaying
the device twin state is shown in Figure 56.

& User Name g User Name

Direct method name : AppControl Direct method name : AppControl Direct method name : AppControl
Direct method payload : 0 app_door close <3> 2022-06-23 AM 09:46:49 Direct method payload : 0 app_door open <4> 2022-06-23 AM 09:46:59 Direct method payload : 0 app.door open <4> 2022-06-23 AM 09:46:59
Received status : 200 Received status - 200 Received status : 200

Received result : 1 mcu_door closed Received result : 1 mcu_door closed Received result : 1 mcu_door opened

da16200_atcmd_thing da16200_atcmd_thing

Figure 56: Operation of Opening Door in App
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Figure 57 shows the state of the device twin on the Azure 10T Hub once the operation of opening
door has been completed.

Home » azure-atcmd-iothub > da16200_atcmd_thing >

N Device twin  #
[ 9

da16200_atcmd_thing

Save O Refresh

o The device twin for ‘da16200_atcmd_thing' is shown below. You can add tags and desired properties to your device twin here. To remove a tag or desired property, set the value of the item to be removed to 'nuj

23 b
24 “reported”: {

25 “openMethod”: “app"

26 "doorState”

27 temperature™: 29,

28 "battery”: 64,

29 "OTAupdate™: @,

30 "OTAresult™: "OTA_UNKNOWN™,

31 "0TAversion™: "none”,

Figure 57: Device Twin When Door is Opened

The console log of the DA16200/DA16600 after the door is opened as below.
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Info: [deviceMethodCallback:565] : method _name: AppControl, Command payload : 17, "0 app_door open'”
dynamic subscription command (“app_door")
send "SERVER_DATA O app_door open’to MCU

argchum=2
angv{0]: AT+AZU
argv{1]: CMD MCU_DATA 1 mcu_door opened

send"CMD_TO_MCU update" to MCU

argcnum=2
angV{0]: AT+AZU
angv{1]: CMD MCU_DATA 2 battery 75 3 temperatuire 40 4 doorState true 7 openMethod app

board feature : EVK

topicCount : 4

Count: 0,cmdNum=2

matype= 1

index(=3) matched

data type(shadow) =0

call update sensor(need to be set variable): battery = 75
Count: 1,cmdNum=3

mattype =1

index(=2) matched

data type(shadow) =2

call update sensor(need to be set variable): temperature = 35.000000
Count:2,¢ mdNum=4

mattype =1

index(=1) matched

data type(shadow) =1

call update sensor(need to be set variable): doorState =true
Count: 3,cmdNum=7

mattype =1

index(=0) matched

data type(shadow) =1

call update sensor(need to be set variable): openMethod =app
release response

Info: [deviceMethodCallback:644] : Command response : "1 mcu_door opened”
registerShadow String data (openMethod) (@pp),

registerSha. dow String data (doorState) (true),

Info: [app_send_twins:305] : Report=>(method callback) {'openMethod"."app", doorState" frue”,

"temperature™40, battery:75,"OTAupdate"0,"OTAresult:"OTA_UNKNOWN',"OTAversion"none", MCUOTAversion":no
e’}
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4.3.2 Close Door

Message flows of closing door is shown in Figure 58.

Mobile app Azure loT hub DA16200 MCcu
* Receive data from DA16200
" SERVER_DATA 0 app_door close "

* touch Locker ® receive direct method

1

1

i ® send to MCU

Method 1 "SERVER_DATA 0 app_door close” * Close door
1
1
I

* invoke direct method
- method name : “ AppControl
- payload : “ 0 app_door close ™

® response direct method [€—— ¢ Send to DA16200

* get result “1 meu door closed * “MCU_DATA 1 mcu_door closed ”
- status : 200 e e = - d o =) tUTVICU * Receive data from DA16200
- payload : “1mcu_doorclosed” | | - ___ " CMID_TO_MCU update * " CMD_TO_MCU update "

— * Send to DA16200
“CMD MCU_DATA 4 battery 75 5

] 1

: : * report device twin

1 Device Twin “openMethod":"app”, "doorState”:"false","temp
1 1

1 1

1 1

* get Device Twin erature™:40," battery":75,"OTAupdate":0,"OTAre temperature 40 6 doorState true 10
* update Ul sult":"OTA_UNKNOWN"," openMethod 0"

OTAversion":"none"

Figure 58: Message Flows of Closing Door

The operation for closing door on android app along with the Azure 10T console output displaying the
device twin state is shown in Figure 59.

User Name 2, userName 2, userName

[+
=

Direct method name : AppControl Direct method name : AppControl Direct method name : AppControl

Direct method payload : connected Direct method payload : 0 app_door close <1> 2022-06-23 PM 13:03:57 Direct method payload : 0 app_door close <3> 2022-06-23 AM 09:46:49

Received status : 200 Received status : 200 Received status : 200

Received result : yes Received result : yes Received result : 1 mecu_door closed

da16200_atcmd_thing da16200_atcmd_thing da16200_atcmd_thing

OTA Update

Figure 59: Operation of Closing Door in App

Figure 60 shows the device twin of Azure 10T Hub when the opening door operation is completed.

User Manual Revision 1.4 Jan. 26, 2024

CFR0012 48 of 83 © 2024 Renesas Electronics




UM-WI-058 LENESAS

DA16200 DA16600 Getting Started with Azure® IoT

Home > azure-atcmd-iothub » da16200_atcmd_thing >

7 Device twin =

BY 4a16200_stemd_thing

save (0 Refresh

o The device twin for 'da16200_atcmd_thing' is shown below. You can add tags and desired properties to your device twin here. To remove a tag or desired property, set the value of the item to be removed to "null’.

23 i
24 "reported”: {

25 "openMethod”: "app"

26

27 "temperature”: 29,

28 "battery”: 64,

29 "0TAupdate”: @,

3e "0TAresult”: "OTA_UNKNOWN",
31 "OTAversion": "none",

Figure 60: Device Twin When Door is Closed

The console output of the DA16200/DA16600 after the door is closed is shown below:
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Info: [deviceMethodCallback:565] : method _name: AppControl, Command payload : 18, "0 app_door close”
dynamic subscription command (“app_door")
send "SERVER_DATAOapp_door close"to MCU

argchum=2
angv{0]: AT+AZU
argv{1]: CMD MCU_DATA 1 mcu_door clased

send"CMD_TO_MCU update" to MCU

agc num=2
angV{0]: AT+AZU
angv{1]: CMD MCU_DATA 4 battery 79 5 temperature 44 6 doorState false 10 openMethod app

board feature : EVK

topicCount : 4

Count: 0,cmdNum=2

mattype =1

index(=3) matched

data type(shadow) =0

call update sensor(need to be set variable): battery = 79
Count: 1,cmdNum=3

mattype =1

index(=2) matched

data type(shadow) =2

call update sensor(need to be set variable): temperature =44.000000
Count:2,cmd  Num=4

mattype =1

index(=1) matched

data type(shadow) =1

call update sensor(need to be set variable): doorState =false
Count: 3,cmdNum=7

mattype =1

index(=0) matched

data type(shadow) =1

call update sensor(need to be set variable): openMethod = app
release response

Info: [deviceMethodCallback:644] : Command response : "1 mcu_door closed”

registerShadow String data (openMethod) (app),

registerShadow Stingd ata (doorState) (false),

Info: [app_send_twins:305)] : Report=>(method callback) {'openMethod""app", ‘doorState™: false”,

"temperature™44, battery:79,"OTAupdate"™0,"OTAresult"OTA_UNKNOWN'",'OTAversion"'none", MCUOTAwversion™'no
ne’}
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5 OTA Update

Over the Air (OTA) is the process of updating the DA16200/DA16600 firmware image through Wi-Fi
using an Azure services storage account.

To set up OTA update:

1. Create a storage account.

Create a container.

Upload a DA16200/DA16600 image file to the container.
Add the OTA URL to the device twin.

Execute the OTA update.

ok wbd

5.1 Create Storage Account
For OTA update, an Azure services storage account is required.

1. Click Storage Accounts.

Azure services

+ (%) -

x B 6

@

Create a Resource Storage Azure loT Hub loT Hub Devices Maenitor
resource groups accounts Device...
(1 1]
1] %
[sin]s|
All resources Subscriptions IMore services

Recent resources

Name Type Last Viewed
E'X-' daléx-customer-tast-hub loT Hub 30 minutes ago
E'X-' da16200-icthub 10T Hub 2 hours ago
[ 4] dal16200-resource-group Resource group 3 hours ago

Figure 61: Storage Accounts

2. Click Create.

Home >
Storage accounts » - X
7|2 CEE2
T Create }féﬁ Manage view ~ () Refresh L Exporttocsv G Openquery @ assigntags [0 Delete
‘ Filter for any field... | Subscription == all Resource group == all X Location == all X +v Add filter
Mo grouping ~ | | =2 List view s
D Name T Type TL Kind Ty Resource group T Location T. Subscription T
I:‘ = cs110032001c4cobdaz Storage account StorageV2 cloud-shell-storage-s..  Southeast Asia Azure subscription 1
I:‘ = dal6200ctastoragel Storage account StorageV2 Standard_rg Korea Central Azure subscription 1
Figure 62: Create Storage Account
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3.

4,

5.

Configure the Resource group, Storage account name, and Region, and then click Review +
create.

Home > Storage accounts >

Create a storage account - X
Basics  Advanced MNetworking Data protection Encryption Tags Review + create
Project details

Select the subscription in which to create the new storage account. Choose a new or existing resource group to organize and
manage your storage account together with other resources.

Subscription * l Azure subscription 1 “
Resaurce group * | ¢a18X-resgurce-group
Create new
If you need to create a legacy storage account type, please click here, .
Storage account name (O * | dalexXXNstorage |
Region @ * | (Asia Pacific) Korea Central B |

Performance (D @j Standard: Recommended for most scenarios (general-purpose v2 account)

O Premium: Recommended for scenarics that require low latency.

Redundangy @ * | Geo-redundant storage (GRS) -

ﬂ Make read access to data available in the event of regional unavailability. -

< Previous Mext - Advanced =

Figure 63: Configure Storage Account
Once the storage account validation passes, click Create.

Home > Storage accounts

Create a storage account X

(1) Validation passed

Basics  Advanced Networking Data protection Encryption Tags Review + create
Basics
Subscription Azure subscription 1

Resource Group da16XXX-resource-group

Location koreacentral
Storage account name da16XXXstorage
Deployment model Resource manager

Create < Previous | Next Download 2 template for automation

Figure 64: Storage Account Validation Done

Once the storage account deployment is complete, click Go to resource.
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Home >

& da16XXXstorage_1652332123748 | Overview =

Deployment

|)’-J Search (Ctd+/) | E Delete |I| Redeploy O Refresh
- .

T €@ We'd love your feedback! =

F Inputs

= Outputs

B Template
Subscription: Azure subscription 1

Resource group: dalGXxX-resource-group

~ Depleyment details (Download)

.  Next steps

Deployment name: dalsi(istorage_1652332..

@ Your deployment is complete

Start time: 5/12/2022, 2:08:37 PM
Correlation ID: 37c982%e-45d9-42d7-8e30-83ef321b1263

Figure 65: Storage Account Deployment Done

6. The created storage account is as shown in Figure 66.

Home > dalfiitsiorage 165 ¥ T4l
4 daléXXXstorage
A

P T Uplasd =5, Openin Explcnes Malels
= Oversien - Esnenbalsy
B sty bog REsouene Qroup (Mo

b AR A
# Tags
Locadan

¥ Daagnote and sober probbema Kiwy Cartn
H Acoes Comrs (1AM} Prisraty Sacond ary Locaton
W Duta mizeation Primaary; Kpawa Ceriral, Sesgndany: Kores South

Evaiits

B irechge browisr [preveed

Dt stofage

- COmaineTs

S L, [ Refreih o WAgkals T Fepdbhack
Performance
SEafedaid
Replcaton
Resd: mowii gac-ridundant 8orage [Ra-GRY

ROCoUnT o

SRorageyd ipenenal purpoas v

Eraitid

5112022, a0 P

Figure 66: Created Storage Account

5.2 Create Container

A container must be created in the Azure services storage account to store the DA16200/DA16600

image file for OTA update.
To create a container:
1. Inthe created storage account, click Containers.
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Home > dalGxxxstorage 1652332123748 >

4 dal6XXXstorage x
Storage account
£ search (Ctri+n « T upload = OpeninExplorer [i] Delete —> Move ~ () Refresh L'.- Mobile &7 Feedback
&P Diagnote and solve problems - Essentials JSON View
Ao Access Control (LAM) Resource group (move) Performance
_ o dal6XXX-resource-group Standard
W Data migration
Location Replication
Events K ’ iy -
Korea Central Read-access geo-redundant storage (RA-GRS)
B storage browser (preview) Primary/Secondary Location Account kind
Primary: Korea Central, Secondary: Korea South StorageV2 (general purpose v2)
Data storage
Subscription (move) Provisioning state
Azure subscription 1 Succeeded
4 File shares Subscription 1D Created
T Queuss d1f3400f-2644-421d-baba-e5d3asdf40da 3/12/2022, 2:08:40 PM
.
B Tables - Disk state
Figure 67: Containers in Storage Account
2. Click Container to add container.
Home > dal@xxXstorage_ 1652332123748 > dal6xxXstorage
== dal6XXXstorage | Containers = X

Storage account

IP Search (Ctri+/) I “ <+ Container | Change access leve

- containers () Refresh

& Diagnose and solve problems | Bearch containers by prefix

I @ Show deleted containers

Fo Access Control (1aM)

Name Last modified

W Data migration
D Slogs

Events

B Storage browser (preview)

Data storage
= Containers
8 Fileshares
@ Queues

E= Tahlac >

5/12/2022, 2:09:09 PM  Private

Public access level Lease state

Available e

Figure 68: Add Container
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3. Under the New container section, enter a name (for example, i d aXXX-img-containerd and
select Container (anonymous read access for containers and blobs) as the Public access
level, and then click Create.

Home > dal6XXXstorage_1652332123748 > daleXxX¥storage NE'W container W
= dal6XXXstorage | Containers =

Storage account

O IR & i _ -

£ search (Cid+)) + container | dal6X00-img-container I hd |

_ -
&P Diagnose and solve problems [ Search containers by prefix Public access level (0
I 1
P Access Control (|AM) " Container (anonymous read access for containers and blobs) ||
MName Last
& Data migration
I:] S|Og$ 512 A\ Al container and blob data can be read by anonymous request.
Events Clients can enumerate blobs within the container by
ancnymaous request, but cannct enumerate containers within

| -1 Storage browser (preview) the storage account.

Data storage

~  Advanced
Containers

File shares

Queues
Create
Ta bles v

Figure 69: Container Details

5

4. The created container appears in the containers list.

Home > dal6XXXstorage_1652332123748 > dalbiXXstorage

= dal6XXXstorage | Containers = - X
- Storage account
|)"3 Search (Ctrl+ ) -+ container 5 ce “) Restore containers ~ ()} Refrash
&* Diagnose and solve problems | Search containers by prefix | (@ ) show deleted containers
Fa, Access Control (1AM)
Name Last modified Public access level Lease state

& Data migration

|:| $logs 5/1272022, 2:0%:09 PM  Private Available e

Events

'] da16XKK-img-container 5/12/2022, 2:3%54 PM  Container Available e

B8 Storage browser (preview)

Data storage
= Containers
® File shares
M Queues

B Tables b

Figure 70: Created Container

5.3 Upload Firmware Image File
To upload the DA16200/DA16600 firmware image file to the container:

1. Click the created container in the containers list.
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Home > dal6XxXstorage_1052332123748 > dalbXXXstorage

== dal6XXXstorage | Containers = - X
- Storage account
|;‘" search (Ctrl+) - Container [ t nt ~ () Refresh
L - ——
£ Diagnose and solve problems | Search containers by prefix | (@ ) Show deleted containers
Fa Access Control (LAM)
Name Last modified Public access level Lease state

& Data migration

[] slogs 5/12/2022, 2:08:09 PM Private #vailable

Events

||:| da16XX¥-img-container 5/12/2022, 2:3%:54 PM  Container Available e

B8 Storage browser (preview)

Data storage
= Containers
M File shares
M Queues

0B Tables ~

Figure 71: Container for Uploading Images

Click Upload to upload the DA16200/DA16600 image file.

Home > dal6XX¥storage_1652332123748 > dal6xX¥storage

= dal6XXX-img-container - X
At
Container
2 Search (Ctrl+p) T Upload E| Change access level LJ Refresh
O Overview Authentication method: Access key (Switch to Azure AD User Account)

Location: dal&XKK-img-container
ﬁ Diagnose and solve problems

Search blobs by prefix (case-sensitive) (@ ) Showdeleted blobs
Ao Access Control (IAM) |
T Add filter
Settings
@ shared access tokens Name Modified Access tier Archive status
Access policy Mo results
|'|I Properties 1 3

O Metadata

Figure 72: Upload Image

Under the Upload blob section, in Files navigate to the DA16200/DA16600 image file saved in
local directory:

2 Incase of DA16200
T DA16200_FRTOS-GENO1l.img: (must be uploaded as this name)
2 Incase of DA16600
T DA16600_FRTOS-GENO1.img: (must be uploaded as this name)
T DA16600_BLE_OTA.img: (must be uploaded as this name)
Click Upload and then uploaded image files are appeared as shown in Figure 74.
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e > e 1 61 W i
Hom dal6xxxstorage_1662085618628 | Overview > dal6xxxstorage | Containers Upload bIOb %
da16xxx-img-container - da6ocx-img-container/
Container . 2
[
I/C‘ Search (Ctrl+/) ’ « T Upload [ Change accesslevel () Refresh [#] Delete “ “DA16600_FRTOS-GENO1.img" ‘
O3 Overview Authentication method: Access key (Switch to Azure AD User Accoun' [ Overwrite if iles already exist

Location: dal6xxx-img-container
v Diagnose and solve problems

| Search blobs by prefix (case-sensitive)

(® ) Show deleted blobs

Ra  Access Control (IAM)

v Advanced

Upload
+7 Add filter £

< Shared access tokens

Access policy Name Modified
Il Properties No results
© Metadata 4 |

Figure 73: Navigate to Image

Home > dal6xxxstorage_1662085618628 | Overview > dal6wxxstorage | Containers >

dal6xxx-img-container X
Container
|P Search (Ctrl+/) | « T uUpload (3 Change accesslevel () Refresh ] Delete 2 Change tier A sas
O Overview Authentication method: Access key (Switch to Azure AD User Account)
Location: dal&xa-img-container
¢ Diagnose and solve problems
Search blobs by prefix (case-sensitive)
Ba Access Control (IAM) | Y P
(® ) show deleted blobs
Settings
T Add filter
% Shared access tokens
Access policy Name Modified Access tier Archive status
e = -
Il Properties (] B DA16200_FRTOS-GENO1.img 9/2/2022, 20059 PM  Hat (inferred) (DA16200) ‘
@ Metadata 1 ¥
|:| ;‘ DA16600_BLE_OTAImg 9/2/2022, 2:03:07 PM  Hot (Inferred)
R . (DA16600)
[] & pa16600_FRTOS-GENO1.img 9/2/2022, 2:00:59 PM  Hot (Inferred)

4

Figure 74: Uploaded Image

b

5. Choose Properties, and then click the Copy icon as shown in Figure 75 after the file is uploaded.

Save the URL to configure the Azure Device Twin later.
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Home > dal6uoostorage_ 1662085618628 | Overview > dalGuxstorage | Containers

'|! daléxxx-img-container | Properties

Container

I}J Search (Ctrl+/) ‘ «
O overview
£ Diagnose and solve problems

B Access Control (JAM)

Settings
% Shared access tokens

Access policy

|'|.I Properties

0 Metadata

(D Refresh

NAME

dal6wo-img-container

URL

dal16xxx-img-container

https://dal6wasterage.blob.core.windows.net/dal6xo-img-container

5]

LAST MODIFIED
9/2/2022. 11:28:36 AM

ETAG
0xBDABCBADBD2311D

LEASE STATUS
Unlocked

LEASE STATE

Figure 75: Copy Container URL

5.4 Add OTA URL to Device Twin
For OTA update, a configuration must be added to the IoT Hub that sets the OTA URL in the Device

Twin.

To add configuration in Device Twin for the OTA URL:

1. Inthe IoT hub, for example dal6XXX-iothub, click Configurations, and then select Add Device

Configuration.

Home > dal6xxx-iothub

da16XXX-iothub | Configurations =

i loT Hub

[;J Search (Ctd+/) ]

® Tag:
&2 Diagnase and solve problems
Events

@ Ppricing and scale
Device management
@ Devices

& 0T Edge

& configurations

@ u pdates

B queries

User Manual

Configurations provide the ability to modify device and module twin properties at scale. You can define configurations and

summarize compliance as the configuration is applied. Learn more

D Type Target...

There are no configurations to display.

Figure 76: Add Device Configuration
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2. Under the Name and Label section, follow the steps below:
a. In Name, add a name, for example filal6XXX-ota-versionl1o .
b. Under Label, create a label by adding name and value,f or e x dalBxXXXeotafiabeld |,
fiL.00 .

Home > dal&X¥¥-iothub

Create Configuration - X
da16X0-icthub
MName and Label Twin Settings Metrics Target Devices Review + create

MName

Specify a unique name for the configuration
MWame *

dal18X)XX-ota-versioni

Labels

You can add labels to describe a configuration. Labels are a set of case-sensitive string key value pairs, such as

Viersion: 3

NAME VALUE

|sa1ﬁxxﬂ-ota-abel | [10 | 0
- [ Next: Twin settings > |

Figure 77: Name and Label Section

3. Under the Twin Settings section, follow the steps below:
a. Set Device Twin Property to: fproperties.desired.fwupdatea

b. In the Device Twin Property Content field, which defines the version and URL, add a JSON
formatted string.

For example: {"version":"1.0","url":
"https://dal6XXXotastoragel.blob.core.windows.net/dal6XXX-img-ontainer"}
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Figure 78: Create Configuration

4. Under the Target Devices section, follow the step below:
a. Set Priority, for example fiL00 .

b. Set Target Condition to match the Device ID in the devices of Azure 10T Hub.
Forexample,fidevi c ei d-devickdl1 &2 00
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