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Renesas RX Family

AWS Cloud Connectivity on CK-RX65N v2 with Wi-Fi
DA16600 (GCC) — Getting Started Guide

Introduction

This document describes a system that uses the CK-RX65N v2 Cloud Kit plus US159-DA16600EVZ Pmod
board (part number: RTK5CK65N0S08001BE) from Renesas. This system demonstrates AWS Cloud
connectivity using the CK-RX65N v2 board running Amazon FreeRTOS via a Wi-Fi connection using
DA16600 Pmod. It visualizes the HS3001, ZMOD4410, ZMOD4510, OB1203, ICP20100, and ICM42605
sensor information on the dashboard and controls LEDs on the board. In addition, this application note also
describes several feature options for users when using CK-RX65N v2 Cloud Kit with AWS: OTA (Over-The-
Air) feature (section 6) and Fleet Provisioning feature (section 7).

The document covers the following items:

o How to create the 10 USD credit free trial account for AWS

e How to operate and install the certification information certification for Cloud
¢ How to see and run the sensor data on the dashboard

e How to use the OTA feature to update firmware via Cloud

e How to use Fleet Provisioning via Cloud
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1. Terms

The terms used in this document are explained below.

Table 1. Terms

Term Meaning

AWS /Amazon Web Service

Pmod Peripheral Module

MQTT Message Queuing Telemetry Transport
OTA Over-The-Air

TLS Transport Layer Security

UuID Unique ID for each kit

2. Overview

This section gives an overview of the hardware and software configuration of the demo project and the Tera

term settings.

21

Hardware Configuration

The hardware configuration of the demo project is listed in the table below.

Table 2. Hardware Configuration

Item

Content

Description

CK-RX65N v2 Cloud Kit

Target board for CK-RX65N v2
Part number:
RTK5CK65N0S08001BE

Please see the details at:
https://www.renesas.com/rx/ck-rx65n

DA16600 Wi-Fi Pmod module

Wi-Fi connection

This Pmod is used with CK-RX65N v2
for Wi-Fi connection.

DA16600 SDK version: v3.2.7.1 or
later.

Please see the details at:
US159-DA16600EVZ - Ultra-Low-
Power Wi-Fi + Bluetooth® Low Energy
Combo Pmod™ Board (Renesas
Quick-Connect |oT) | Renesas

PC

Windows® 10
Google Chrome / Microsoft
Edge

Recommended OS
Web browser used.

R01QS0073EJ0100 Rev.1.00
Jul.21.25
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https://www.renesas.com/rx/ck-rx65n
https://www.renesas.com/us/en/products/wireless-connectivity/wi-fi/low-power-wi-fi/us159-da16600evz-ultra-low-power-wi-fi-bluetooth-low-energy-combo-pmod-board-renesas-quick-connect-iot
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https://www.renesas.com/us/en/products/wireless-connectivity/wi-fi/low-power-wi-fi/us159-da16600evz-ultra-low-power-wi-fi-bluetooth-low-energy-combo-pmod-board-renesas-quick-connect-iot
https://www.renesas.com/us/en/products/wireless-connectivity/wi-fi/low-power-wi-fi/us159-da16600evz-ultra-low-power-wi-fi-bluetooth-low-energy-combo-pmod-board-renesas-quick-connect-iot

Renesas RX Family

AWS Cloud Connectivity on CK-RX65N v2 with Wi-Fi DA16600 (GCC)

2.2 Software Configuration
The software configuration of the demo project is listed in the following table.

Table 3. Software Configuration

Update module Rev.2.03
(Please see detail at: 6.2.3)

Item Content Version
Integrated development e?studio (e? studio | Renesas) | 2024-04
environment
Compiler GCC 8.3.0.202311
Communication Software Tera term (Tera Term - Version 4.99
Download (softonic.com))
Emulator E2 emulator Lite (on-board) -
RTOS AWS FreeRTOS V202210.01
Python (Please see detail at: 6.2.1) V3.11.0 or later
Keygen tool Win64 OpenSSL V3.0 or later
(Please see detail at: 6.2.2)
Flash programming tool Renesas Flash Programmer V3.12.00
(Renesas Flash Programmer
(Programming GUI) |
Renesas)
Renesas Image Generator Supplied with Firmware V3.03

Note: For the CC-RX version software, refer to the Application Note “AWS Cloud Connectivity on CK-

RX65N v2 with Wi-Fi DA16600 (CC-RX) — Getting Started Guide”.

2.3 Tera term Setting
Table 4. Tera term Setting

Item Settings

Baud rate 115200

Data length 8

Parity None

Stop bits 1

Flow Control None
R01QS0073EJ0100 Rev.1.00 Page 6 of 123
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3. System Diagram

H53001 Sensor

ICP20100 Sensor

0OB1203 Sensor

v

ZMOD4410 Sensor

CK-RXG5N v2
CloudKit

ZMOD4510 Sensor

E— [2C Channel 0
E— [2C Channel 1
—_—> [2C Channel 2
—» MQTT

A

AW S Dashboard

ICM42605 Sensor

Figure 2. System Diagram
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4. Cloud Connectivity Application Example

4.1 Overview

This application project demonstrates the use of Driver, Middleware and RTOS components, FIT configurator
on Renesas RX65N MCU to establish AWS Cloud connectivity using Wi-Fi DA16600. It illustrates how the
cloud service provider is configured and operated.

This documentation illustrates Subscribe and Publish communications between MQTT Client and MQTT
Broker, on-demand publication of sensor data, and asynchronous publication of a "sensor data" event from
the MCU to the Cloud.

\ ﬁ % !
l I ' | Subscribe to LED ON/OFF
. LED |

AWS 10T Core - MQTT Broker

onloff ! 5
{ActuFtion} ! e ——
| - Telemetry Publishing ———»
@ S
: < — Actuation — a3
i A P | .
: | : ... AWSIOT
“ PUBLISH / SUBSCRIBE ”
w
St
~—
\Uf | .
SENSOR E Publish Sensor Data

Figure 3. MQTT Publish/Subscribe to/from AWS loT Core

—— —* Cloud’s credentials
— Cloud provisioning

— Sensors/Actuator (LEDs) data

CLI Thread ZMOD4xxx Thread AWS demo App Thread
Priority: 1 Priority: 2 Priority: 1
Oximeter Thread
Priority: 3

Figure 4. Thread Diagram
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The application also supports:

e OTA over MQTT feature for updating new firmware (please refer to the section 6. OTA over MQTT)

Note: This OTA feature in the application is
not available for users who use AWS account
with free 10$ credit and dashboard that are
provided by Renesas, because of some
limitations with this account’s permission.

———#» Cloud’s credentials
—* Cloud provisioning

—— Sensors/Actuator (LEDs) data

——» OTA activities: new image, OTA events,...

AWS loT Core @

Sensors Thread
Priority: 2

e, Private key, \‘IVC;TT_en:p-:iint. 10T thing name

MQTT Agent Thread
Priority: 1

AWS demo App Thread
Priority: 1

ZMOD4xxx Thread
Priority: 2

CLI Thread
Priority: 1

Oximeter Thread
Priority: 3

QOTA Agent Thread
Priority: 0

OTA Demo Thread
Priority: 1

Firmware Update
module

Figure 5. Thread Diagram when enabling OTA feature

o Fleet Provisioning (please refer to the section Fleet Provisioning)

. Cloud" ] Note: This Fleet feature in the application is
loud’s credentials A
Gloud provisioning nc_)t available for usgrs who use AWS account
with free 10$ credit and dashboard that are
—— Sensors/Actuator (LEDs) data .
provided by Renesas, because of some

limitations with this account’'s permission.

Fleet Provisioning Thread
Priority: 0

AWS loT Core

Sensors Thread
Priority: 2

MQTT Agent Thread
Priority: 1

AWS demo App Thread
Priority: 1

ZMOD4xxx Thread
Priority: 2

CLI Thread
Priority: 1

Oximeter Thread
Priority: 3

Figure 6. Thread Diagram when enabling Fleet feature
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4.2 MQTT/TLS Application Software Overview

The following files from this application project serve as a reference as shown in Table 5.

Table 5. Application Project File

No. Filename Purpose

1. src/application code/main.c Contains the initialization code of the Wi-Fi
connection, provisioning cloud credentials
used in Cloud Connectivity, the main function
of the application.

2. src/application code/usr wifi.c Contains Wi-Fi initialization functions and data
structures.

3. src/application code/usr wifi.h Contains macros, data structures, and
functions prototypes used to initialize Wi-Fi
across the project.

4, src/application code/CommandLine/c | Contains macros, data structures, and

ommon_init.h functions prototypes used to initialize common
in the project.

5. src/application code/CommandLine/c | Contains data structures and functions used

onsole.c to print data on the console using UART

6. src/application code/CommandLine/c | Contains the function prototypes used to print

onsole.h data on the console using UART

7. src/application code/CommandLine/m | Contains data structures and functions used

enu flash.c to provide CLI flash memory-related menu

8. src/application code/CommandLine/m | Contains the function prototypes and macros

enu flash.h used to provide CLI flash memory-related
menu

9. src/application code/CommandLine/m | Contains functions to get the application’s

enu kis.c version, get UUID and help option for the
main menu on the CLI

10. src/application code/CommandLine/m | Contains the function prototypes and macros

enu kis.h used to get the application’s version, get
UUID, and help option for the main menu on
the CLI

11. src/application code/CommandLine/m | Contains data structures and functions used

enu main.c to provide CLI main menu options

12. src/application code/CommandLine/m | Contains the function prototypes and macros

enu main.h used to provide CLI main menu options

13. src/application code/CommandLine/c | Contains macros, data structures, and

ommon utils.h functions prototypes commonly used across
the project.
14, src/application code/CommandLine/r | Contains typedef used in the application
_typedefs.h

15. src/application code/sensor thread | Contains the code for the sensor thread
_entry.c (HS3001, ICP20100, and ICM42605)

16. src/application code/ICM42605/ICM | Contains the code for the 6-Axis MEMS
42605.c Motion Tracking™ Sensor

17. src/application code/ICM42605/ICM | Contains the Data structure function
42605.h prototypes for the 6-Axis MEMS Motion

Tracking™ Sensor

18. src/application code/ICM42605/apex | Contains the code for the apex feature of the
_feature.c 6-Axis MEMS Motion Tracking™ Sensor

19. src/application code/ICM42605/icm | Contains the I2C code to communicate with 6-

i2c.c Axis MEMS Motion Tracking™ Sensor

R01QS0073EJ0100 Rev.1.00
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_code/ota fwup wrap flash.c

No. Filename Purpose
20. src/application code/ICM42605/icm_ | Contains the 12C function prototypes to
i2c.h communicate with 6-Axis MEMS Motion
Tracking™ Sensor
21. src/application code/ICM42605/moti | Contains the code for 6-Axis MEMS Motion
on_sensor icm 42605.c Tracking™ Sensor
22. src/application _code/ICP20100/ICP_ | Contains the code for Barometric Pressure
20100.c and Temperature Sensor
23. src/application code/ICP20100/ICP_ | Contains data structure and function
20100.h prototypes for Barometric Pressure and
Temperature Sensor
24, src/application code/ICP20100/ICP_ | Contains the 12C code to communicate with
I2C.c Barometric Pressure and Temperature Sensor
25. src/application code/ICP20100/ICP_ | Contains the 12C data structure and function
I2C.h prototypes for Barometric Pressure and
Temperature Sensor
26. src/application code/ICP20100/pres | Contains the code for Barometric Pressure
sure sensor.c and Temperature Sensor
27. src/application _code/OB1203/RX OBl | Contains data structures and functions used
203.c for the oximeter sensor
28. src/application code/0B1203/0b1203 | Contains the Data structure for the oximeter
_bio.c sensor
29. src/application code/0B1203/0b1203 | Contains data structures and functions used
_bio rx.c for the oximeter sensor
30. src/application code/0B1203/0b1203 | Contains the Data structure and function
_bio.h prototypes for the oximeter sensor
31. src/application code/OB1203/KALMAN | Contains algorithm for Heart Rate, Blood
/kalman.c Oxygen Concentration, Pulse Oximetry,
32. src/application code/0B1203/KALMAN Proximity, Light and Color Sensor sample
/kalman.h calculations
33. src/application code/0OB1203/SAVGOL
/SAVGOL.c
34. src/application code/OB1203/SAVGOL
/SAVGOL.h
35. src/application code/OB1203/SP02/S
PO2.c
36. src/application code/0B1203/SP02/S
PO2.c
37. src/application code/HS3001/RX HS3 | Contains the code and function for Renesas
001.c Relative Humidity and Temperature Sensor.
38. src/application code/HS3001/RX HS3 | Contains the common data structure’s
001.h function prototypes for the Renesas Relative
Humidity and Temperature sensors.
39. src/application code/zZMOD4x10/RX_z | Contains the common code for the Renesas
MOD4XXX Common.c ZMOD sensors
40. src/application code/ZMOD4x10/RX_Z | Contains the common data structure’s
MOD4XXX Common.h function prototypes for the Renesas ZMOD
Sensors
41. src/application code/ZMOD4x10/RX_z | Contains the common code for the Renesas
MOD4XXX IAQlstGen.c ZMOD Internal Air Quality sensors
42. src/application code/ZMOD4x10/RX Z | Contains the common code for the Renesas
MOD4XXX OAQlstGen.c ZMOD Outer Air Quality sensors
43. src/application code/ota fwup wrap | Contains user functions of FWUP module
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No. Filename Purpose
44, src/application code/ota fwup wrap
_code/ota_fwup_@rap_flasﬁ. h
45, src/application code/ota fwup wrap
_code/ota_fwup_@rap_verify .c
46. src/application code/ota fwup wrap
_code/ota_fwup_;rap_verigy .h
47. src/application code/frtos skeleto | Containsthe ob1203 sensor thread (for
n/ob1203 thread.c B oximeter sensor)
48. src/application code/frtos skeleto | Contains the sensor’s thread (for Renesas
n/sensor thread.c B Relative Humidity and Temperature Sensor,
B Barometric Pressure and Temperature Sensor
and the 6-Axis MEMS Motion Tracking™
Sensor)
49. src/application code/frtos skeleto | Containsthe ZMOD'’s thread (for Renesas
n/zmod thread.c B ZMOD Internal Air Quality sensors)
50. src/application code/frtos skeleto | Containsthe common data structure’s
n/task_function?h B function prototypes for thread
51. src/application code/frtos startup | Contains the source code for FreeRTOS
/freertos_objecg_init.c B thread
52. src/application code/frtos startup | Contains FreeRTOS user-defined functions
/freertos_startjc B
53. src/application code/frtos startup | FreeRTOS's user-defined functions header
/freertos_startjh B} file
54, src/application code/frtos config/ | Contains FreeRTOS configuration header file.
*.h
55. src/application code/sensorsData.h | Contains the common data structure’s
B function prototypes for sensors
56. Demos/SimplePubSub/simple pub sub Contains code and functions used in MQTT
task.c | interface for Cloud Connectivity.
57. Demos/mgtt agent/mgtt agent task.c | Contains the code for running the MQTT task
58. Demos/OtaOverMgtt/OtaOverMgttDemoE | Contains function for running OTA over MQTT
xample.c
59. Demos/Fleet Provisioning With CSR_ | Contains function for running Fleet
Demo Provisioning
60. Demos/cli/serial.c Contains function for serial communication.
61. Demos/cli/serial.h Contains the common data structure’s
function prototypes for serial.c
62. Demos/include/*.h Contains the common data structure’s
function prototypes for demo function.
Note: The above table only lists some important files in the application.
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10T DEVICE ; < AWS |OT CORE
MQTT Thread B MOTT Broker
b

..........................

__________________________

'DNS Lookup for the MQTT |
S Endpoint |
____________ v
i MQTT Init and Establish
Session
CONNECT
CONNACK
SUBCRIBE to Topics
« SUBACK
g | Walt for the message (Async, Periodic) |
Senzor Data Update -~ PUBLISH Periodic Async Topics R
) 7 to the Broker oy
[ | PUBACK

Sensors [ Actuators

| Publish Received from MQTT Eroker |
|
Actuators (LED ONFOFF)| <

L

PUBACK
v )
A iy

B

Figure 7. Application Example Implementation Details

The IoT Device (CK-RX65N v2) will perform step by step from initializations for Flash, CLI, Log Task, and
Wi-Fi connection to MQTT Init and establish session. After the establish session step is completed, CK-
RX65N v2 (MQTT Client) sends a CONNECT message to the MQTT broker, which responds with a
CONNACK message, and the connection is established successfully.

MQTT Client takes both publishers and subscribers, so, continue to send a SUBCRIBE message with list of
desired topics (for example, LED control) and QoS (quality of service) level 1 to MQTT broker.

Note: QoS refers to the level of guarantee or assurance provided for message delivery between the MQTT
broker and MQTT Clients. There are three QoS levels in MQTT:

e At most once (0)
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e Atleastonce (1)
e Exactly once (2)

The broker responds with a SUBACK message that confirms the subscription and indicates the maximum
QoS level that the broker will deliver. At this time, the application sends PUBLISH messages continuously to
update the value of sensors to the cloud with the user’s configured time (every 2 seconds in default), which
responds with a PUBACK message for publishing successfully. In addition, the MQTT broker sends
messages to the 10T Device to control the status of LEDs (ON/OFF) on the device. When the network is
down, the application will reset DA16600 Pmod and re-connect to the MQTT broker.

5. Connection to AWS
AWS account is necessary to connect CK-RX65N v2 Cloud Kit to AWS.

Renesas provides 10 USD of AWS account credit to users who buy the CK-RX65N v2 and this 10 USD
credit cannot be used for an existing account. This document covers both cases to connect to the AWS
account.

e Case 1: For the users who want to use a trial AWS account with 10 USD credits and Renesas
Dashboard, please refer to section 5.2 For Users Using the Provided Dashboard and AWS Account
of Kit to get this AWS account.

e Case 2: For other users who already have an AWS account and want to use it instead of a trial account,
please skip section 5.2 For Users Using the Provided Dashboard and AWS Account of Kit and refer
to section 5.4 For User Who Use Their Own AWS Account to use a personal account with the
application.

5.1 Hardware Setup and Import of the Project

5.1.1 Hardware Preparation
— Connect micro-USB cables to debug port (J14 on the CK-RX65N v2 board)
— Connect USB Type-C cables to serial port (J10 on the CK-RX65N v2 board)
— Connect the Wi-Fi DA16600 Pmod module to the Pmod 1
— Set the Jumper of J16 “Debug”

MDOOR  BARCME TRIC a
Aol FREssuRe samapfTY  coeo

B

|[EZ 3
I
Y L L -

{111

ey

8 b

gi . W)
ey O

) ;

g s

H!J'r,.

Figure 8. Connecting the USB and DA16600 Pmod
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5.1.2 Connecting the Board to the Serial port Console of the PC

1. On the host PC, open Windows Device Manager. Expand Ports (COM & LPT), locate USB Serial Port
(COMXxx), and note down the COM port number to be used in the next step.

Note: USB Serial Device drivers are required to communicate between the CK-RX65N v2 board and the
PC.

File Action View Help
e mHm

& Biometric devices A
0 Bluetooth
@ Cameras
a Computer
&= Disk drives
I Display adapters
i Firmware
v Human Interface Devices
= Keyboards
ﬂ Mice and other pointing devices
[ Monitors
I Network adapters
W Ports (COM & LPT)
ptelR) Active Management Technology - SOL (COM3)
=Pnintqueues
u Processors
§ Renesas USB Development Tools

<

07 security devices

[E Sensors

r Software components

B Software devices

i Sound, video and game controllers

S Storage controllers

Em System devices v

Figure 9. USB Serial Device in Windows Device Manager

Open Tera Term select New connection and select Serial and COMxx: USB Serial Device (COMxx) and
click OK.

OTCPHP Host:
History
CP portit: 22
Service: U Telnet T9¥ pr.
SSH SSH version: |SSH2
Other ,
Protocol: [UNSPEC
® Serial Port: COM14: USB Serial Port (COM14) v
OK Cancel Help
Figure 10. Selecting the Serial Port on Tera Term
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2. Using the Setup menu, select Setup > Terminal... and select “AUTO” as Receive and, select “CR” as
Transmit, as shown in Figure 11.

Tera Term: Terminal setup X

Terminal size New-line
X Receive: | AUTO ~

M Term size = win size Transmit: | cR v Cancel
Auto window resize
Help

Terminal ID:  VT100 v [ Local echo
Answerback: | | O Auto switch (VT<->TEK)
Coding (receive) Coding (transmit)

UTF8  ~ UTF8  ~

locale: ‘american CodePage: 65001

Figure 11. Select Receive: “Auto” and Transmit: “CR” on the Terminal Setting

3. Using the Setup menu pull-down, select Serial port... and ensure that the speed is set to 115200, as
shown in Figure 12.

<

Port: COM14

OK
Speed: 115200 v
Data: 8 bit v Cancel
Parity: none v
Stop bits: 1 bit v Help
Flow control: none v

Transmit delay

0 ‘ msecichar 0 mseclline

Figure 12. Select 115200 on the Speed Pulldown
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5.1.3 Import the Project

Use the following steps to prepare the software for the demo program:
1. Extract the project files from the archive and unzip the project file to the shortest path of your PC.
If the path is deep, a build error may occur due to the file path length issue.

2. Launch e? studio and specify a workspace directory and click Launch.

Select a directory as workspace

e? studio uses the workspace directory to store its preferences and development artifacts.

C:\Users\ \CK-RX65Nv2 ~ | | Browse...

[] Use this as the default and do not ask again

» Recent Workspaces

Launch Cancel

Figure 13. Launch e?studio

3. Select File > Import...

1B CH-RAE5NY2 - € studio

Edit Source Refactor Navigate Search Project Renesas Views
Mew Alt+5hift+MN > | o
Open File...

4 Open Projects from File System...
Recent Files »
Close Editor Ctrl+W

Close All Editors Ctrl+Shift+W ng existing code

Save Ctrl+5
Save Al Ctrl+5hift+5

Move...

Rename... F2
Refresh F5
Convert Line Delimiters To »

Print... Ctrl+P

iug Impmt... Import '

Export...

Properties Alt+Enter

Switch Workspace >
Restart
Exit

Figure 14. Select Import
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4. Click General > Existing Projects into Workspace > Next.

ﬁ Impert O >
Create new projects from an archive file or directory. E ™ 5 |

Select an import wizard:

| type filter text |

w = General ~

3 rchive File

[+ CMSIS Pack

ChACIC Dol
% Existing Projects into Workspace
o T

e GMUARM-MNOME/RZ(DS-5) project conversion to GCC ARM Embedded
[T Preferences

(74 Projects from Folder or &rchive

=% Rename & Import Existing C/C++ Project inte Workspace

&% Renesas CCRX project conversion to Renesas GCC RX

& Renesas C5+ Project for CATEKOR/CATEKD

la# Renesas C5+ Project for CC-RX and CC-RL

Ta# Renesas GitHub FreeRTOS (with |oT libraries) Project

" Sample Projects on Renesas Website

= C/C++
= Code Generator
& Git
= Install
= Oomph
= Run/Debug
= Team
= Tracing =
@ < Back Finizh Cancel
Figure 15. Select Existing Projects into Workspace
5. Click Browse..., then specify the root directory as follows.
ﬁ Import | >
Import Projects -
Select a directory to search for existing Eclipse projects. ‘

(®) Select root directory: o ||

() Select archive file: Browse...

Projects:

Figure 16. Find the Project
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Please go to the “[Project Root folder]\Projects\aws_da16600_ck_rx65n” folder

Project Details

Project Name Compiler Connectivity
aws_da16600_ck_rx65n\e2studio_gcc GCC Wi-Fi DA16600

Open the “[Project Root folder]\Projects\aws_da16600_ck_rx65n\e2studio_gcc” folder.

) I « amazon-freertos > Projects > aws_da16600_ck_x65n » e2studio gcrl v D € t »

Organize ~ New folder - @

Name )ate modified Type
# Quick access

0 sic
@ OneDrive - Renesas E

= My PC

# 3D Objects
Il Desktop

& Documents
& Downloads
D Music
&= Pictures
B videos
£3(C)0s

& Network

Folder: | .settings

Select Folder Cancel
Figure 17. Select the Project Folder
Finally, click Finish.
Note: Make sure “Copy projects into workspace” is unchecked.
& import ] X
Import Projects )
Select a directory to search for existing Eclipse projects. L’A
(®) Select root directory: = C\amazon-freertos\Projects\aws_da16600_ck_rx65n\e2stu: ~ Browse...
() Select archive file: Browse
Projects:

[] aws_da16600_ck_m65n (C:\amazon-freertos\Projects\aws_da16600_ck_n6Sn\e2st Select All
Deselect All

Refresh

< >
Options

[ ] Search for nested projects

[ ] Copy projects into workspace

[]Close newly imported projects upon completion

["JHide projects that already exist in the workspace

Working sets

[JAdd project to working sets New...

Figure 18. Import the Project
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6. Execute code generation.
This application uses FIT; the user can configure them in the “aws_da16600_ck_rx65n.scfg” file.
If you have changed the Smart Configurator settings, click Generate Code.

¢ aws_da16600_ck_rx65n.scfg X = 0
. . \:; &
Software component configuration Genera;l Code fenerata Report
Components 23 5 -l [+ :,L:‘v ¥  Configure @
.. Property Value A
type filter text v @ Configurations
v (= Middleware A v @ Common Setting
v (= Communications # Enable DA16600 support V| Enable
‘} [ comms_i2c_rx # SCI Channel for AT command communication 6
v [+ Sensors # Interrupt Level for WIFI_CFG_SCI_CHANNEL 4
O 1 hs300x_rx # Peripheral clock speed for WIFI_CFG_SCI_CHAN 60000000
‘}' r_zmoddxxx_rx # Communication baud rate for WIFI_CFG_SCI_CF 115200
v (& Generic # UART hardware flow control RTS(Hardware), CTS(Software)
‘}' r_byteq # CIS port number PORTJ
9 r fwup # CTS pin number 3
% r_ob1203_rx # RTS port number PORT)
& r_wifi_da16xx # RTS pin number 3
v (= RTOS # RTS pin function set value 0x0AU
v (= RTOS Generic # Reset port number PORTS
& LittleFS # Reset pin number 5
~ (== RTOS Kernel ﬁ Wi-Fi callback function use 0 y
& FreeRTOS Kernel
v (= RTOS Object v

Overview Board Clocks | System  Components ' Pins | Interrupts

Figure 19. Generate Code

Note: If the user’s environment does not have the FIT component’s version match with the application,
please download them. Users can choose one of the following two ways:

1. Choosing aws_da16600_ck_rx65n.scfg > Components > downloading it

&l &

Software component configuration Generate Code Generate Report

Components e ld B H 3~ Configure @

T Compaonent is missing. The issue may be resolved by dov r by changing the version,

%' F_Irg_rx ~|

» &= AJD Converter

Figure 20. Downloading missing components (1/4)

2. Choosing aws_da16600_ck_rx65n.scfg > Components > Choose “Add component” (Plus symbol)

i aws_da16600_ck_rx65n.scfg X

Software component configuration

Components x5 —| 4 3» v Configure
1 L . Property
type filter text | Add component] Configurations

Figure 21. Download missing components (2/4)

Then choose “Download the latest FIT driver and middleware”.
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Software Component Selection I

Select component from those available in list

Category All v
Function | All M
Filter

Components - Short Name Type Version A~

2 8-Bit Timer Code Generator 1.10.0

£ ADC Driver r_s12ad_rx Firmware Integra... 5.30

£ BLE DA 14531 Module control functions f... r_ble_da14531_rx Firmware Integra... 1.00

£ Board Support Packages. r_bsp Firmware Integra... 7.42

% Buses Code Generator 1.11.0

£ Byte-based dircular buffer library. r_byteq Firmware Integra.. 2.10

£ CAN Driver r_can_rx Firmware Integra... 5.50

S ST T A L PRSP I SO SN = ORI fmmimmn bk e 4 44

[] Show only latest version
[v] Hide items that have duplicated functionality
Description

This software component provides configuration for 8-Bit Timer (TMR). ~

TMR module can be used to count external events and also be used as a multifunction timer in a

varietv nf annlicatinns such as neneratinn af connter reset sinnal intermint reanests and nulse ontnint

IDownIoad the latest FIT drivers and middleware I 2

Configure general settings...

Figure 22. Download missing components (3/4)

Clear the filter check box “Show RX Driver Package only”, then choose missing components for the project
and click “Download”.

e O
FIT Module Download \‘
Select the FIT modules for download H
Title Document No. Rev. Issue date ~ || Select All
[ ] RxX Family Firmware Update module Usin.. ROTANG850EJ0.. Rev.2.03  2024-04-1 Deselect Al
[ RX Family emWin v6.34 module Using Fir.. ROTAN7047EJ0.. Rev.1.10 4 2024-04-1:
I RX Family US159-DAT6XXXMEVZ Wi-Fi C.. ROTAN7173EU.. Rev.1.20 I 2024-03-2:
| RX Family Flash Memory Data Manageme... R20AN0507EJ0.. Rev.2.30  2024-03-1-
[l Rx Family SCI Module Using Firmware Int.. ROTAN1815EJ0.. Rev.5.20 2024-03-1:
[] RX family TSIP (Trusted Secure IP) Module.. R20ANOS48EJ0.. Rev.1.20  2024-02-2¢
(] RX Family US159-DA14531EVZ BLE Contr... ROTAN7174EU.. Rev.1.20  2024-02-2:
] RX Family Graphic LCD Controller Module.. ROTAN3609EJ0.. Rev.1.60  2024-01-3°
[ RX Family LVD Module Using Firmware In... ROTAN3152EJ0.. Rev.4.70  2024-01-3( v
< >
Filtered:
2 ID Show RX Driver Package only I
Meodule Folder Path:
I I Browse...

5 Cancel

Figure 23. Download missing components (4/4)
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Note: If the user's environment does not have CK-RX65N v2 board description file (*.bdf), please
download it by choosing aws_da16600_ck_rx65n.scfg > Board > Download more boards... > New Cloud
Kit V2 for RX65N Board Description File > Download

2 *aws_da16600_ck_r65nscfg X

Device selection

Device selection

Board: CK-RX65N (V1.02) &Gl O x
Device: | RSFS65NEHXFB Board Description File Download \
WT rek i -
Download more boards., Select the board description files for download H
Title Rev. # || Select All
« Feature Selection [0 MCB-RX26T Type A Board Description File 1.00 Deselect Al
To add £ make the selec [ MCB-RX26T Type B Board Description File 1.00
oa a Compaonent, make the select . .
The configurations for each added c [1  MCB-RX26T Type C Board Description File 1.00
r 1 Mew Cloud Kit V2 for RX65N Board Description File 1.00 l
Features- _ [] Evaluation Kit for RX671 Board Description File 1.00
A.:Dlltatl on Header [J Renesas Solution Starter Kit for RX130 Board Description File  1.00
fIEDemeI [J Renesas Solution Starter Kit for RX140 Board Description File 1.00
5
[J Renesas Solution Starter Kit for RX23E-B Board Description .. 1.00
PMOD 1/2 Type 3A (Expanded UA v
PMOL 1/2 Type 6 (IIC) = >
Universal Serial Bus
Maodule Folder Path:
ChUsers\ mimminnii®, cclipse\com.renesas.platform_download\Boards

Figure 24. Download CK-RX65N v2 Board Description File on e? studio
Table 6 shows the configuration of each component in this Project.

Table 6. Components Configuration

No | Component Configuration

1 | Startup—Generic—r_bsp (v7.42) User stack setting: 2 stacks
User stack size:0x2000
Interrupt stack size: 0x400
Heap size: 0x1000
Initializes C input and output library functions: Enable
Enable user stdio charget function: Use BSP charget()
function
Enable user stdio charput function: Use BSP charput()
function
Software Interrupt Unit1 (SWINT1): Unused
Software Interrupt Unit2 (SWINT2): Unused
Serial terminals select: Enable
Channel for serial terminal: Channel 5
Bitrate for serial terminal: 115200
Interrupt priority for serial terminal: Priority level 15
(highest)
Select whether to enable bus priority initialization: Disable
Select whether it is bootloader project: Not bootloader
project

2 | Drivers—Interrupt—r_irq_rx (v3.80) | Locking function for IRQ APIs: Enable
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No | Component

Configuration

Resources — ICU:
IRQO Pin: v/

IRQ1 Pin: v

IRQ2 Pin: v/

IRQ3 Pin:
IRQ4 Pin:
IRQ5 Pin:
IRQ6 Pin:
IRQ7 Pin:
IRQS8 Pin:
IRQ9 Pin:
IRQ10 Pin:
IRQ11 Pin: v/
IRQ12 Pin:
IRQ13 Pin: v
IRQ14 Pin: v/
IRQ15 Pin: v/

AN NI N

3 | Drivers—A/D
Converter—r_s12ad_rx (v5.30)

Resources—S12AD—S12AD1: v/
—AN115 Pin: v/
—AN117 Pin: v/

4 | Drivers—Il/O Ports—r_gpio_rx
(v5.00)

Configurations — Parameter checking: System Default

5 | Drivers—Memory—r_flash_rx
(v5.11)

Enable code flash programming: Includes code to program
ROM area

Enable BGO/Non-blocking data flash operations: Enable
BGO (background operations/interrupt) mode

Enable BGO/Non-blocking code flash operations: Enable
BGO (background operations/interrupt) mode

Enable code flash self-programming: Programming code
flash while executing from another segment in ROM

6 | Drivers—Security—r_tsip_rx

(v1.20.1)
7 | Drivers—Communications—r_riic_r | MCU supported channels for CHO: Supported
x (v2.49) MCU supported channels for CH1: Supported

CHO RIIC bps(kbps): 400
CH1 RIIC bps(kbps): 400

Resources—RIIC
RIICO: v
e SCLO Pin: v Used
e SDAO Pin: v Used
RIIC1: v
e SCL1 Pin: v Used
e SDA1 Pin: v Used

8 | Drivers—>Communications—r_sci_ii
c_rx (v2.49)

MCU supported channels for CH12: Supported

Resource—SCI

SCH2: v

—SSCL12 Pin: v Used
—SSDA12 Pin: v Used

9 | Drivers—~Communications—r_sci_r
x (v5.00)

Include software support for channel 5: Include

Include software support for channel 6: Include

ASYNC mode TX queue buffer size for channel 5: 80

ASYNC mode TX queue buffer size for channel 6: 2180
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No

Component

Configuration

ASYNC mode RX queue buffer size for channel 5: 80

ASYNC mode RX queue buffer size for channel 6: 8192

Transmit end interrupt: Enable

GROUPBLO (ERI, TEI) interrupt priority: 3

Resources — SCI
—8CI5: v
e RXD5/SMISO5/SSCL5 Pin: v Used
e TXD5/SMOSI5/SSDAS5 Pin: v Used
—SCIl6: v
e RXD6/SMISO6/SSCL6 Pin: v Used
e TXD6/SMOSI6/SSDAG Pin: v Used
o CTS6#/RTS6#/SS6# Pin: v Used

10

Middleware — Communications
—r_comms_i2c_rx (v1.22)

Number of 12C Share Buses: 3

Number of 12C Communication Devices: 7

12C Driver Type for 12C Shared BusO0: RIIC
Channel No. for 12C Shared Bus0: 0

12C Driver Type for 12C Shared Bus1: RIIC
Channel No. for 12C Shared Bus1: 1

I12C Driver Type for 12C Shared Bus2: SCI IIC
Channel No. for I2C Shared Bus2: 12

12C Shared Bus No. for I2C Communication Device0: 12C
Shared Bus0
Slave address for I2C Communication Device0O: 0x44

Callback function for 1I2C Communication DeviceO:
rm_hs300x_callback0

I12C Shared Bus No. for [I2C Communication Device1: 12C
Shared Bus1

Slave address for I2C Communication Device1: 0x32
Callback function for I2C Communication Device1:
rm_zmod4xxx_callback0

12C Shared Bus No. for [I2C Communication Device2: 12C
Shared Bus1

Slave address for I2C Communication Device2: 0x33
Callback function for I2C Communication Device2:
rm_zmod4xxx_callback1

12C Shared Bus No. for [I2C Communication Device3: 12C
Shared Bus2

Slave address for I2C Communication Device3: 0x53
Callback function for I2C Communication Device3:
rm_ob1203_callback0

12C Shared Bus No. for I2C Communication Device4: 12C
Shared Bus2
Slave address for 1I2C Communication Device4: 0x53

Callback function for I2C Communication Device4:
rm_ob1203_callback1

I12C Shared Bus No. for [I2C Communication Device5: 12C
Shared Bus0

Slave address for I2C Communication Device5: 0x63
Callback function for I2C Communication Deviceb:
comms_i2c_callback_icp
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(v2.03)

No | Component Configuration
I2C Shared Bus No. for I2C Communication Device6: 12C
Shared Bus0
Slave address for I2C Communication Device6: 0x68
Callback function for 12C Communication Device6:
comms_i2c_callback_icm
11 | Middleware—Sensors—r_hs300x_rx | Number of HS300x Sensors: 1
(v1.23) Data types from HS300x Sensor: Humidity and
Temperature
Programming mode for HS300x sensor: ON
I2C Communication device No. for HS300x sensor device0:
12C Communication Device0
Callback function for HS300x sensor device0:
hs300x_callback
12 | Middleware—Sensors—r_zmod4xxx | Number of ZMOD4xxx Sensors: 2
_x(v1.31) Operation mode of ZMOD4XXX Sensor0: IAQ 15t Gen.
(Continuous)
I2C Communication device No. for ZMOD4XXX sensor
device0: 12C Communication Device1
12C callback function for ZMOD4XXX sensor device0:
zmod4xxx_user_i2c_callback0
Enable IRQ from ZMOD4XXX sensor device0: Enabled
IRQ Callback function for ZMOD4XXX sensor device0:
zmod4xxx_user_irq_callback0
IRQ number for ZMOD4XXX sensor device0: IRQ14
IRQ trigger for ZMOD4XXX sensor deviceO: Falling
IRQ interrupt priority for ZMOD4XXX sensor device0:
Priority 10
Operation mode of ZMOD4XXX Sensor1: OAQ 1%t Gen.
12C Communication device No. for ZMOD4XXX sensor
device1: 12C Communication Device2
12C callback function for ZMOD4XXX sensor device1:
zmod4xxx_user_i2c_callback1
Enable IRQ from ZMOD4XXX sensor device 1: Enabled
IRQ Callback function for ZMOD4XXX sensor device1:
zmod4xxx_user_irq_callback1
IRQ number for ZMOD4XXX sensor device1: IRQ13
IRQ trigger for ZMOD4XXX sensor device1: Falling
IRQ interrupt priority for ZMOD4XXX sensor device1:
Priority 5
13 | Middleware—Generic—r_byteq Memory allocation for queue control blocks: Static memory
(v2.10) allocation
Number of static queue control block: 32
14 | Middleware—Generic—r_fwup Select the update mode: Dual bank

Select the function mode: user for User program

Main area start address: 0xFFF00000

Buffer area start address: 0xFFE00000

Install area size: 0xF0000

Select the algorithm of signature verification: ECDSA +
SHA256

Enable user disable interrupt function: Use FWUP
r_fwup_wrap_disable_interrupt() function
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No

Component

Configuration

Enable user enable interrupt function: Use FWUP
r_fwup_wrap_enable_interrupt() function

Enable user software delay function: Use FWUP
r_fwup_wrap_software_delay() function

Enable user software reset function: Use FWUP
r_fwup_wrap_software_reset() function

Enable user sha256 init function: Use user
r_fwup_wrap_sha256_init() function

User sha256 init function name: ota_sha256_init_function

Enable user sha256 update function: Use user
r_fwup_wrap_sha256_update() function

User sha256 update function name:
ota_sha256_update_function

Enable user sha256 final function: Use user
r_fwup_wrap_sha256_final() function

User sha256 final function name:
ota_sha256_final_function

Enable user verify ecdsa function: Use user
r_fwup_wrap_verify_ecdsa() function

User verify ecdsa function name:
ota_verify_edcsa_function

Enable user get crypt context function: Use user
r_fwup_wrap_get_crypt_context() function

User get crypt context function name:
ota_get_crypt_context_function

Enable user flash open function: Use user
r_fwup_wrap_flash_open() function

User flash open function name: ota_flash_open_function

Enable user flash close function: Use user
r_fwup_wrap_flash_close() function

User flash close function name: ota_flash_close_function

Enable user flash erase function: Use user
r_fwup_wrap_flash_erase() function

User flash erase function name: ota_flash_erase_function

Enable user flash write function: Use user
r_fwup_wrap_flash_write() function

User flash write function name: ota_flash_write_function

Enable user flash read function: Use user
r_fwup_wrap_flash_read() function

User flash read function name: ota_flash_read_function

Enable user bank swap function: Use user
r_fwup_wrap_bank_swap() function

User bank swap function name: ota_bank_swap_function

15

Middleware—Generic—r_ob1203_rx
(v1.01)

Number of OB1203 Sensors: 2

Sensor mode of OB1203 Sensor deviceO: Proximity sensor
mode

12C Communication device No. for OB1203 sensor deviceO:
12C Communication Device 3

12C callback function for OB1203 sensor device0:
ob1203_comms_i2c_callback

Enable IRQ from OB1203 sensor device0: Enabled

IRQ callback function for OB1203 sensor deviceO:
ob1203_irqg_callback
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No

Component

Configuration

IRQ number for OB1203 sensor device0O: IRQ15

IRQ trigger for OB1203 sensor device0: Falling

IRQ interrupt priority for OB1203 sensor deviceO: Priority 14

Sensor mode of OB1203 Sensor device1: PPG sensor
mode

12C Communication device No. for OB1203 sensor device1:
12C Communication Device 4

12C callback function for OB1203 sensor device1:
ob1203_comms_i2c_callback

Enable IRQ from OB1203 sensor device1: Enabled

IRQ callback function for OB1203 sensor device1:
ob1203_irqg_callback

IRQ number for OB1203 sensor device1: IRQ15

IRQ trigger for OB1203 sensor device1: Falling

IRQ interrupt priority for OB1203 sensor device1: Priority 14

16

Middleware—Generic—r_wifi_da16x
xx (v1.20)

Enable DA16600 support: v Enable

SCI Channel for AT command communication: 6

Interrupt Level for WIFI_CFG_SCI_CHANNEL: 4

Communication baud rate for WIFI_CFG_CHANNEL: 115200

UART hardware flow control: RTS(Hardware),
CTS(Software)

CTS port number: PORTJ

CTS pin number: 3

RTS port number: PORTJ

RTS pin number: 3

RTS pin function set value: 0x0AU

Reset port number: PORT 5

Reset pin number: 5

AT command transfer buffer size: 1024

AT command receive buffer size: 2048

Use SNTP client service: v Enable

Timezone offset in hours (-12 ~ 12): 7
Note: Depending on the user’s time zone. Please refer to the
Settings of Country code and GMT timezone (Only using Wi-

Fi)

Country code: “VN”

Note: Depending on the user’s country. Please refer to the
Settings of Country code and GMT timezone (Only using Wi-
Fi)

Use FreeRTOS logging functionality: v/ Enable

Select Wi-Fi protocol — TCP protocol support: v' Enable

Creatable sockets number: 4

Socket Receive buffer size: 8192

17

RTOS—RTOS Generic — LittleFS
(V202210.01)

.block_count: 70

Starting block of Data Flash allocated to littleFS:
FLASH_DF_BLOCK_0_MACRO

18

RTOS—RTOS
Kernel-FreeRTOS_Kernel
(V202210.01)

RTOS scheduler: Preemptive

Maximum number of priorities to the application task: 7

The frequency of the RTOS tick interrupt: (TickType_t) 1000

The size of the stack used by the idle task: 768

The total amount of RAM available in the FreeRTOS heap:
256
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No | Component

Configuration

The maximum permissible length of name: 12

Use trace facility: v' Enable

Idle should yield: v Enable

Mutex functionality: v" Enable

Recursive mutex functionality: v Enable

Counting semaphore functionality: v Enable

Thread local storage pointers: 3

Record stack high address: v Enable

Daemon task startup hook: v' Enable

Queue set functionality: v Enable

Tick hook: v Enable

Idle hook: v Enable

The malloc() failed function: v' Enable

Check for stack overflow: Check by tick value and stack
pointer

Software timer functionality: v Enable

The priority of the software timer task: 6

The length of the software timer command queue: 5

Kernel interrupt priority: 1

Maximum syscall interrupt priority: 4

Tick vector: _CMTO0_CMIO

Event groups: v' Enable

Maximum number of priorities to the application co-routines:
2

Dynamic allocation: v Enable

Static allocation: v Enable

vTaskPrioritySet: v/ Enable

vTaskPriorityGet: v' Enable

vTaskDelete: v Enable

vTaskSuspend: v Enable

vTaskDelayUntil: v Enable

vTaskDelay: v' Enable

xTaskGetSchedulerState: v' Enable

xEventGroupSetBitsFromISR: v' Enable

xTimerPendFunctionCall: v Enable

xTaskGetCurrentTaskHandle: v' Enable

xTaskAbortDelay: v' Enable

Max message length: 192

Include time and task name: v Enable

Include demo debug stats: v* Enable

Max output size: 850

Platform name: “RenesasRX65N”

Include platform.h instead of iodefine.h: v Enable

Enable time-slicing for equal priority tasks: v' Enable
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No | Component Configuration
19 | RTOS—RTOS Initialize | Task Code Priority Stack

Object—FreeRTOS_Object Size

(vV202210.01) kernel 0b1203_thread | 3 1024
start
kernel zmod_thread 2 1024
start
kernel sensor_thread 2 2048
start

7. Data Publishing Interval Settings (Optional)
Data publish interval can be set by the user. Default publishes an interval time of 2 seconds.

“Demos/SimplePubSub/simple pub sub_ task.c”file has the macro to change the publish time

interval.

#define mqttexampleDELAY_BETWEEN_PUBLISH_OPERATIONS_MS (2000U)

(J Project Explorer X | B% Y & = B||ld simplepub_sub_taske X
v ]-'.‘% aws_da16600_ck_rx65n (in e2studio_gee) [Hardware 216 " .
5 & Binaries 217 "aws/topic/set_temperature_led_data",
- 218 "aws/topic/set_spo2_led_data",
> [l Includes 219 '
> (= build 220 .
> G C 221 #define mgttexampleTOPICRx "aws/topic/set_t
&z Lommon 222 #define mgttexampleTOPICRx1 “aws/topic/set_s
v i Demos 223
> G cli 224 void parse_temperature_led_actuation_message(char *Subscribedmsg,uintlé_t m
i 225 char pubPayload[PUBLISH_PAYLOAD_BUFFER_LENGTH_BULK_JSON] = { @xee };
> ity common 326 S %k
> kit dev_mode_key_provisioning 227 * @brief Delay for the synchronous publisher task between publishes.
» ket Fleet_Provisioning_With_CSR_Demo 228 N
. A 229 #define mgttexampleDELAY_BETWEEN_PUBLISH_OPERATIONS_MS ( 2eeeu )
> (2 key_flash_wr_with_tsip 239
> kil mgtt_agent 232 @ * @brief Number of publishes done by each task in this demo.[]
> i OtaOverMatt 234 #define mqttexamplePUBLISH_COUNT 18
v & SimplePubSub 225 . . s
'-'fl 237 ® * @brief Number of unsubscribe retries in this demo.[]
> 15 simple_pub_sub_task.c 239 #define mqttexampleUNSUBSCRIBE_RETRIES 5
» = HardwareDebug 249 . . . . X
5 G Middl 242 + * @brief Mumber of times a publish has to be retried if agent cannot send
by Middleware 245 #define mgttexampleNUM_PUBLISH_RETRIES (3)
> ik st 245
154 aws_da16600_ck_65n.sclg 248 # * @brief The maximum amount of time in milliseconds to wait for the comman
17} aws_da16600_ck_nG5n HardwareDebugJaunch ;;g #define mgttexampleMAX_COMMAND_SEND_BLOCK_TIME_MS ( 1leee )
(@) Developer Assistance [amazon-freertos iot-refer 255 ® * @brief Maximum length of the thing name as set by AWS IoT.[]
I8R #dafina mattavamn]aTHTNG MAME MAY | FNATH AR

Figure 25.

Data Publishing Interval Settings (Optional)
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8. Select Project — Build All and confirm that O errors are reported.

Ble Edit Source Refactor Navigate SearcH[Broject JRenesos Views Bun Renesas Al Window Help

| B -~ Biw it v OpenProject
TE Project Explorer X | Close Project
« 525 aws.da16600.ck.r65n (in e2studio_gec)___OPen FSP Configuration
> ¥ Binaries L Build Al Ctri+Alt+B
> B Indudes Build Configurations >
> & build Build Project Cul+B
> & Common Build Working Set >
> & Demos Clean..
> (= HardwareDebug Build Automatically
> & Middleware Build Targets >
> Eysrc
5 aws_da16600_ck mx65n.sclg & C’CdH "‘T‘ o : ?
%) aws.da16600_ck_x65n HardwareDeby B UPdate All Dependencies Q0
(3) Developer Assistance [smazon-freertc Change Device
Change Toolchain Version
B C/C++ Project Settings Ctrl+Alt+P
Properties

[£2 Problems | & Console X | [C] Properties| @ Smart Browser | 5 Smart Manual| % Search

CDT Build Console [aws_da16600_ck_n65n)
PX-ELT-S1ZE -

TOIMd L=0ErKELEy
text data

749792

dWS_Ud10060_LK_I'XO5II. ELT

dec hex filename
6149 426105 1182846 12095e aws_dal66ee_ck_rxesn.elf
rx-elf-objcopy "aws_dal66@8_ck_rx65n.elf" -0 srec -I elf32-rx-be-ns

“aws_da166@8_ck_rx65n.mot"

15:16:86 Build Finished. @ errors, 382 warnings. (took 2m:376ms)

Figure 26. Build the Project
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9. Debug configuration and load image to the board:
Open Debug Configurations: Right-click on project > Debug As > Debug Configurations...

w15 aws_da16600_ck_n5n (in e2studio_gec) [Har
> 4 Binaries
> @l Includes

& build

& Commen

& Demos

(& HardwareDebug

>
>
>
>
> & Middleware

> @ src

453 aws_da16600_ck_n65n.scfg

Y3 aws_da16600_ck_r65n HardwareDek

(%) Developer Assistance [arr

{3 Project Explorer X = G

g =8
dwareDebug] [amaze.
New

Go Into

Open in New Window
Show In

Show in Local Terminal
Copy

Paste

Delete

Source

Move.

Rename...

Import...

Export...

Build Project

Clean Project

Refresh

Close Project

Close Unrelated Project
Build Targets

Index

Build Configurations
Source

Run As

Alt+Shift+W >

>
cl+C
culiv
Delete

>

Debug As.

1 GDB OpenOCD Hardware Debugging (DSF)

<

Restore from Local History...
MISRA-C

C/C++ Project Settings
Renesas C/C++ Project Settings
Run C/C++ Code Analysis
Team

Compare With

Replace With

System Explorer

Command Prompt

Validate

Configure

Source

Properties

]

2 GDB Simulator Debugging (RHB50)

3 Local C/C++ Application

4 Renesas GDB Hardware Debugging

5 Renesas Simulator Debugging (RX. RL78)

>
Ctrl+Alt+P
>

]

]

Debug Cor
(€7 6 aws_da16600_ck_nx65n HardwareDebug (Renesas GDB Hardware Debugging)

>
>
>

[T Properties @ Smart Browser | &} Smart Manual 4 Search
0_ck_n65n]
erkeley “aws_dal668@_ck_rx65n.elf"
> Es dec hex filename
7 1179234 11fe62 aws_dal6600_ck_rxé5n.elf

AltsEnter  B1666@ ck_rx65n.el1f" -0 srec -1 elf32-rx-be-ns "aws_dal6666_ck_rx65n.mot”

15:59:21 Build Finished. @ errors, 302 warnings. (tock im:3@s.46ms)

Figure 27. Configuration Debugger (1/2)

Go to Renesas GDB Hardware Debugging > aws_da16600_ck_rx65n HardwareDebug > Debugger tab
> Connection Setting tab, then configure for “Main Clock Source: EXTAL” and “Connection Type: Fine”.

g Configurations

@ o«

Create, manage, and run configurations

‘(ype ilter text

[€] ¢/C++ Application
[€] C/C++ Remote Application
L/ EASE Script
[€] GDB Hardware Debugging
[€] GDB Simulator Debugging (RH850)
B Launch Group

v [€7 Renesas GDB Hardware Debu

Filter matched 9 of 11 items.

)

Debug hardware: €2 Lite (RX) v

65 HardwareDebug

& startup| [Z] Common | &~ Source

Target Device: RSFS65NE

GDB Settings [Connection Settings [Pebug Tool Settings

¥ Clock
Main Clock Source | BN v]
Extal Frequency(MHz] 24
Operating Frequency [MHz] 120.000
Permit Clock Source Change On Writing Internal Flash Memory Yes v
~ Connection with Target Board
Emulator (Auto)
Connection Type Fine v
JTag Clock Frequency[MHz) 6.00
Fine Baud Rate[Mbps] 150 v
Hot Plug No v
v Power
Power Target From The Emulator (MAX 200mA) No v
Supply Voltage (V) 3.3
v CPU Operating Mode
Register Setting Single Chip v
Mode pin Single-chip mode
Change startup bank No
Startup bank Bank 0
~ Communication Mode
Mode Debug Mode v
Execute The User Program After Ending The Debugger No
~ Flash
ID Code FRFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
Apply
Close

Figure 28. Configuration Debugger (2/2)
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5.1.4 Running the Application Project
To run the Application project, use the following instructions.

The serial port console of the PC is already setup in the section 5.1.2, Tera Term, the console will display as
below.

Press any key for going to application’s setting area or after 10 second, application will run automatically

Figure 29. Start the Application

In the first-time users run the application (or users want to change the configuration), please press any key to
set necessary credentials for application.

Note: After 10s, the application will run automatically with the option “6. Run Sensor App with MQTT” in
the application’s menu. The user can modify this time’s value by changing the value of
WAIT_USER_TIME macro in the file:
Projects\aws_da16600_ck_rx65n\e2studio_gcc\src\application_code\CommandLine\menu_ma
in.h before building the project:

() Project Explorer X =Rk § = O || 8 menumainh X
v 15§ > aws_da16600_ck_n65n (in e2studio_c zon-freertos iot-reference-rx-1.. A 2 & * DISCLAIMER]
< 1P o 20 @ * File Name : menu_main.h|
> 4%, Binaries 23 N
¥ Includes 24 #include “common_utils.h"
> & build 25
. & C 26 = #ifndef MENU_MAIN_H_
? la Common 27 #define MENU_MAIN_H_
> (% Demos 28
> & HardwareDebug 29 I #define WAIT_USER_TIME (10000) I
i i 30 taco ioro + splay maoy [iuoidy.
7 [ Middleware 31 bool_t ApplicationCounter(uint32_t xWaitTime);
v (x> src 32
v (3 application_code 33 #endif /* MENU_MAIN_H_ */

v (% Commandline
> g} cli_thread_entry.c
> B common_inith
1 common_utils.h
> g console.c
> 4 console.h
> g} menu_flash.c
> {r} menu_flashh
> e} menu_kis.c
> B menu_kis.h

> LOL menu main.c

» B menu_mainh

7 iy 1_typedels.n
> Ex HS3001
> £y ICM42605
> Ex1CP20100
Figure 30. Modify macro to Wait for User Input
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After pressing any key, the settings are as shown below.

File Edit Setup Control Window Help

> Select from the options in the menu below:

£
=z
=

Get version

Data flash

Get UUID

Configure Wi—fi

Run Only Sensors Ap

Run Sensor App ulth HQTT
Help

B =t
[ ]

N AW

Figure 31. Main Menu

Choose the number to select the commands. For example, when you press ‘“1’. The firmware version of the
application is displayed as shown below. To return to the main menu, press the “space bar” key.

File Edit Setup Contrel Window Help

- GET VERSION
8.92.2

)DPPess space bhar to return to MENU

Figure 32. Get Version Information

The next section introduces steps to setup for the AWS account.

5.2 For Users Using the Provided Dashboard and AWS Account of Kit
This section explains the registration account and access dashboard. It needs to get the “UUID” of the kit.
Note: If users want to use their own AWS account, please skip this section and refer to 5.4.

5.2.1 Getting the UUID Information of the Board

Press ‘3’ from the Main Menu to display RX MCU UUID. This command obtains the UUID information of the
kit and displays it on the console like the snapshot shown below. You will need this information to register on
the Cloud Dashboard.

File Edit Setup Control Window Help

. GET UUID
R¥ MCU 128-bit Unique ID <{hex> : 55

> Press space bar to return to MENU

Figure 33. Getting Board UUID Information
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5.2.2 To Get the Account 10 USD of Trial of AWS

1. Register/sign up at “https://renesas.cloud-ra-rx.com/” with an email account that was not used
previously for signing up to an AWS account.

Note: The provided free credit starts consuming when users register their email and UUID on this system.
Renesas recommended disabling the AWS EC2 service when users don't use this system. Please
refer to the How to Enable/Disable EC2

RENESAS

Don't have an account? Sign up

o ',,,f“ e ™

Sign in to Dashboard

Enter your details below.
Email address

Password D

Forgot password?

Figure 34. Creating Account

ﬁ\ "':“ v 3N Already have an account? Login
Sign up

Enter your details below.
First name Last name
Email address

Password &

Figure 35. Registering Information

The rules for a valid first name and last name:
e Length Constraints: Minimum length of 2. Maximum length of 24.

e Information must be entered in English or another Latin character-based language.
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Jul.21.25 RENESAS


https://renesas.cloud-ra-rx.com/

Renesas RX Family AWS Cloud Connectivity on CK-RX65N v2 with Wi-Fi DA16600 (GCC)

The rules for a valid email address:

The address must be a minimum of 6 and a maximum of 64 characters long.

All characters must be 7-bit ASCII characters.

There must be one and only one @ symbol, which separates the local name from the domain name.
The local name cannot contain any of the following characters: whitespace, "' () <>[]:;,\| % &
The local name cannot begin with a dot (.)

The local name cannot contain double Plus, for example account+rnss+alpha@domain.com

The domain name can consist of only the characters [a-z],[A-Z],[0-9], hyphen (-), or dot (.)

The domain name cannot begin or end with a hyphen (-) or dot (.)

The domain name must contain at least one dot.

The rules for a valid password:

e The password must be a minimum of 8 and a maximum of 64 characters long.

Password must contain at least one uppercase character, one lowercase character, one number, and one
special character: | #% % & * ? @.

2. Verification code will be sent to your email (~10 min). Enter the code and press the Send button. You are
redirected to the Register Device page.

R ' "‘ Y Already have an account? Login
RA I"’ [ =34

Confirm your email

The verification code has been sent to you, please check your
email

Verification code

Resend Code

Figure 36 Confirming Email
If you do not receive an email with the code, please click on Resend Code.

3. Then put on the email and UUID to register the kit in the window below. You can get the UUID from
section 5.2.1 Getting the UUID Information of the Board.

Note: Only 1 device will be assigned to an account.

RENESAS

B MyDevices ﬁ'\ "’:“ = 3N 9

Register Device

Figure 37. Register Device
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4. Wait for the status change on the registration page/ wait for provisioning to complete. Please refresh the
page in case the Registration in progress screen still shows up.

RENESAS

B My Devices &;ﬂ o '5:’“ ﬁ\

o

Device 1 Status:

>

Account name: L. Download Certificate

Go To Dashboard —>

Email:

I o™
UuID:

Figure 38. Device Registration In Progress

5. Refresh the page and the status of the registration changes to ‘Online’.

LENESAS

o

N
B My Devices ﬁ\ ',"N =< A

Device 1 Status: Online C v

Figure 39. Active Device

6. After finishing the progress, you can get the file of certification to connect the dashboard from the
“Download Certificate” button. It is used for installation on the application demo of kits at 5.3.

e = % =

®

Device 1 Status: Online C ~

Account name: L. Download Certificate

£} Manage Instance @
Email:

Go To Dashboard —»

UuID: [ Go To AWS Console

Figure 40. Completing Device Provisioning
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7. Click “Go to Dashboard” to access the dashboard. First time users will access the dashboard with
default ‘username’ is admin and default ‘password’ is admin1234. Once completed, users can access
the dashboard.

88 General /Renesas CKv20 & =

LENESAS

Inoor i qualty - E10n pe) Ousoor sie qualiy index) P - ressure (s} HS3001 - Huenity
/\ /\ 47.04
a 0 !
P - Temperstue HS3001 - Tempersture (F Gyra basa- X GyroData ¥ Gyra bata 2

Figure 41. Dashboard for this Application

5.3 Software Preparation-Run Project from IDE

5.3.1 Storing the Device Certificate, Key, MQTT Broker Endpoint, and loT Thing Name
Device Certificate, Device Private Key, MQTT Broker Endpoint, and IOT Thing name need to be stored in the
data flash for the application to work. These are obtained after registering to the Cloud Dashboard.

1. Press ‘2’ on the Main Menu to display Data Flash-related commands as shown in the following
shapshots. This sub-menu has commands to store, read, and validate the data.

L]

> Select from the options in the menu helow:
. DATA FLASH

Info

Write Certificate

Write Private Key

Write MQTT Broker end point

WUrite IOT Thing name

Write code signing certificate (for OTA>
Write template name (for Fleet)

Write claim cert ID (for Fleet>

WUrite claim private key ID <(for Fleet)
Read Flash

Check credentials stored in flash memory
Format Flash data

Help

> Press space bar to return to MENU

Figure 42. Data Flash Related Menu and Commands

2. Please unzip the cert.zip from the dashboard (downloaded at Figure 40. Completing Device
Provisioning)
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3.

To store the Device Certificate, press option ‘b’ Click the File tab of the Tera Term and Send File

option and choose the downloaded Device certificate file from the dashboard

“xxxxxcertificate.pem.crt”. The details of downloading the certificates are explained in the Dashboard

document linked as part of this Application Note.

Edit Setup Control Window Help

New connection... Alt+N
Duplicate session Alt+D ta in data Flash
Cygwin connection Alt+G
Leg...
Comment to Log...
View Log
Show Log dialog
| Sendfile..
Transfer >
SSH SCP...

Change directory...

Replay Log...

TTY Record

TTY Replay

Print... Alt+P

Disconnect Alt+l

Exit Alt+Q

Exit All

Figure 43. Accessing the Device Certificate

File Edit Setup Control Window Help

DATA FLASH WRITE CERTIFICATE

Select the file to write data in data flash

‘T Tera Term: Send file

Look in: certs VI @ ? o mv

Mame Date modified
| AmazonRootCAT. 03-06-2022 02:42 PM
- i 03-06-2022 08:42 PM
iot-data.json 03-06-2022 08:42 PM
03-06-2022 08:42 PM

| private.pem.key

£
File name: I |u:ert'rfiu:ate.|:uem.crt i | I Cpen I
Files of type: | Alli".") ~ Cancel
Help
Option
|:| Binary

Figure 44. Downloading the Device Certificate into the Data Flash
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M COM14 - Tera Term VT
File Edit Setup Control Window Help
DATA FLASH URITE CERTIFICATE

Select the file to write data in data flash
Sstored data into dataflash correctly.

;DPP&SS space bar to return to MENU

Figure 45. Status of the Downloaded Device Certificate into the Data Flash

4. To store the Device Private Key press the option ‘c’ and click the File tab of the Tera Term and Send
File option. Choose the downloaded Device Private Key “xxxxxxxprivate.pem.key” which is downloaded
from the Dashboard download link.

5. Open the “iot-data.json” file
This file has information about loT things name and loT Endpoint.

| AmazonRootCAl.pem
] certificate.pem.crt
iot-data.json

| private.pem.key

Figure 46. Getting the lIoT Things Name and loT Endpoint Information

6. To store the MQTT Broker end point, copy the end point string between the quotes xxxxxxxxxx.iot.us-
east-1.amazonaws.com from the downloaded certificate link, press the option ‘d’ and click the Edit tab
of the Tera Term and Paste<CR> and verify and confirm the valid string and press OK.

Note: Please copy the IOTEndpoint without “”.

{} iot-datajson X

C: > Users > {} iot-datajson > ...

1 o

"IOTThingName™: e

"IOTEndpoint": " .amazonaws.

Figure 47. Copy loT Endpoint Information
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DATA FLASH WRITE HQTT END POINT
EDe lect the file to weite data in data Flash

B " Tera Term: Clipboard confirmation

Cancel

Figure 48. Storing the MQTT loT Endpoint into the Data Flash

7. To store the IOT Thing Name, copy the Thing Name string between the quotes XXXXXXXX-XXXX-XXXXXXXX-
xxxx of loT thing Name from the downloaded certificate link, press the option ‘e’ and click the Edit tab of
the Tera Term and “Paste<CR>" and verify and confirm the valid string and press OK.

Note: Please copy the IOTThingName without “”.

{} iot-datajson X

C: > Users > {} iot-datajson > ...

1 A
"IOTThingName": " o
"IOTEndpoint": " .amazonaws .com"

Figure 49. Copy the IOTThingName

| File Edit Setup Centrel Window Help

DATA FLASH WRITE THING MAME

!}I:‘lelect the file to write data in data flash

B " Tera Term: Clipboard confirmation x

3647904 T ok |

Cancel

Figure 50. Storing the Thing Name into the Data Flash
8. Press option J’ and ‘k’ to read and validate the stored information in the data flash.
Note: Validation of the stored data is very limited and validates a minimum set of data points. Users are

required to input the valid data to the flash obtained from the Dashboard for the proper working of
the Application.

Note: Option ‘) Format Flash data’ will erase all saved values in data flash. Please be careful
when using this option in the application.
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5.3.2 Storing the SSID Name, Password, and Security Option
SSID Name, Password, and Security option need to be stored in the data flash for the Wi-Fi connection of
the application.

1. Press ‘4’ on the Main Menu to display Configure Wi-Fi-related commands as shown in the following
shapshot. This sub menu has commands to store and read the data.

> Select from the options in the menu below:

4. CONFIGURE WIFI

a)> SSID Name

b> Password

c? Security Option
d> Help

g Press space bhar to return to MENU

Figure 51. Configure Wi-Fi related Menu and Commands

2. To store the SSID Name, in the Wi-Fi menu, press the option ‘a’.

Note: The maximum length of SSID is 32 characters and the minimum length is 2 characters.

— If users have copied the SSID before, please click the “Edit” tab of the Tera Term and “Paste<CR>"
and verify and confirm the valid string and press OK as shown below.

DATA FLASH WRITE SSID NAME
ielect the file to write data in data flash

© | Tera Term: Clipboard confirmation

TP-Link_2502|

Cancel

Figure 52. Storing the SSID Name into the Data Flash (1/3)

— If the user did not copy the SSID before this step, they can input directly to the Tera Term. To check
the SSID, click the Setup > Terminal > Local echo of the Tera Term as below.
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I A
Terminal size New-line
OK
80 X |24 Receive: AUTO ~
Term size = win size Transmit: ¢R v Cancel
Auto window resize
Help
Terminal ID:  ¥T100 v Local echo
Answerback: (1 Auto switch (VT<->TEK)
Coding (receive) Coding (transmit)
UTF-8 v UTF-8
locale: |american | CodePage: 65001

Figure 53. Storing the SSID Name into the Data Flash (2/3)
— Input SSID and press Enter.

File Edit Setup Control Window Help

DATA FLASH YWRITE SSID NAME

Select the file to write data in data flash
STP-Link_2582

stored data into dataflash correctly.

; Press space bar to return to MENU

Figure 54. Storing the SSID Name into the Data Flash (3/3)

3. To store the password, in the Wi-Fi menu, press the option ‘b’, input the password, confirm the valid
string then press Enter. The maximum length of the password is 32 characters, and the minimum
length is 1 character.

File Edit Setup Control Window Help

DATA FLASH WRITE PASSWORD
Select the file to write data in data flash

User Input: e

Figure 55. Storing the Wi-Fi Password into the Data Flash
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4. To store the security type, in the Wi-Fi menu, press the option ‘c’, then press the option ‘a’ for Open
Wi-Fi, ‘b’ for WPA security, and ‘c’ for WPA2 security to choose the correct security for Wi-Fi
configuration.

File Edit Setup Control Window Help

> Select from the options in the menu bhelow:
4. WIFI SECURITY
a) None

h> WPA
c> WPA2

g Press space bhar to return to MENU

Figure 56. Storing the Security into the Data Flash

R0O1QS0073EJ0100 Rev.1.00 Page 43 of 123
Jul.21.25 RENESAS



Renesas RX Family AWS Cloud Connectivity on CK-RX65N v2 with Wi-Fi DA16600 (GCC)

5.3.3 Starting the Application

After registering to the Dashboard and configuring the required Cloud credentials through the CLI, the
application is ready to run. Press the option ‘6’ to start the application. The application prints the Welcome
screen along with the status of validating the Cloud credentials data present in the data flash as shown

below. When the connection is successful, the data is shown.

B COM14 - Tera Term VT
File Edit Setup Control Window Help

|
CHECK CREDENTIALS STORED IN DATA FLASH

Fleet is disabled, do not need Claim private key 1D

Fleet is disabled, do not need Claim cert ID

Fleet iz diszabled, do not need template name

OTA is disabled. do not need code sign certificate

Wi-Fi’s Security saved in data flash is verified and successful
Wi-Fi's Password saved in data flash is verified and successful
Wi-Fi's S5ID saved in data flash is verified and successful

10T thing name saved in data flash is verified and successful
MQTT Endpoint saved in data flash is verified and successful
Private Key saved in data flash is verified and successful
Certificate saved in data flash is verified and successful

11 credentials in data flash is verified and successful
12387 [CLI]1 WYrite certificate...

Connecting to
Fi—Fi connected to SSID

Device IP address: 192.168.122.227
Device network mask: 255.255.255.8
Device gateway address: 192.168.122.243

IP address = 54.197.68.34
24488 [CLI1 STARTING DEMO:

24408 [MQIT1 [INFO1

244008 [MQIT]1 [INF0O] Creating a TLS connection to
24488 [MQTT]1 [INFO] Created new TCP socket.
24755 [MQTT]1 [INFO1 Established TCP connection with
28@21 [MQIT] [INFO1 (Network connection Bx8587h@> TLS handshake successful.
28821 [MGQIT] [INFO] (Metwork connection Bx8587bB> Connection to T
286821 [MQIT]1 L[INF0O] Creating an MQIT connection to the broker.

? 28987 [MQIT]1 [INFO1 MQTT connection established with the broker.

18 28987 [MQIT]1 [INF0] Successfully connected to MQTT broker.

11 28287 L[ob1283 _threl I2C bus 2 setup success

12 28987 [obl1283_threl

0OB1283 Device open succes

13 28987 [sensor_threl IZC bhus B setup success

14 28987 [sensor_threl HS3BB1 open sensor instance successful: @
15 28997 [sensor_threl ICP2B188 open sensor instance successful: B

17 29887 [zmod_thread] I2C bus 1 setup success

.amazonauws .com: 8883

-AMAZEONAWS .COMm.

.amazonaws .com estabhlished.

Figure 57. Welcome Screen on the Console
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COM?14 - Tera Term VT

File Edit Setup Control
[AWS_DA1668A1
[zmod_threadl
[zmod_thread]l
[zmod_thread]l

[AYS_DA166AA]
[zensor_threl

[AWS_DA166AA]
[AWS_DA166AA]

[AYS_DA166AA]
[AWS_DA16668A]
[zmod_thread]l
[MQIT]1 L[INFO1
[MQTT]1 L[INFO1]
[MQIT]1 [INFO1]
[zmod_thread]l
[AYS_DA166AA]
[MQTT]1 [INFO1
[zmod_threadl
[MQTT1 [INFO]
[MQTIT]1 [INFO1]
[zmod_threadl
[AYS_DA166AA]
[AWS_DA1666A]
[MQTT]1 L[INFO1
[zmod_thread]l
[MQTT]1 L[INFO1
[MQTT]1 [INFOQ1]
[zmod_threadl
[AYS_DA166AA]
[AWS_DA16668A]

[AYS_DA166AA]

[AYS_DA166AA]
[AWS_DA1666@]
[AYS_DA166AA]

[AYS_DA166AA]
[AWS_DA1666A]
[AYS_DA166AA]

[MGTT1 [INFO1

Window Help

[INFO1 Start AWS Wi-Fi DA166AA — MQIT Demo Task
ZMOD4418 open sensor instance successful: @
ZMOD4518 open sensor instance successful: @

Task zmod441P@ measurement Success:@

[INFO1 Successfully subscribed to topic: awss/topicr/set_temperature_led_data
a

ICH42685 open sensor instance successful:

[INFO1 Successfully subscribed
[8end Datal ZMOD4418-IAQ TUOC:

ZMOD4418-1AG ETOH: BAA.888
ZMOD4418-1IAQ ECO2 : B80.6060
stabilization:19668%

to topic: awss/topicsset_spo2_led_data
Aaa . ape

[Send Datal
[Send Datal
ZMOD4418 in
Publishing message to aws/topic-iag_sensor_data.
Ack packet deserialized with result: MQTITSuccess.
State record updated. New state=MQTTPublishDone.
ZMOD4418 in stabilization:19668%9

[8end Datal ZMOD4518-0AQ : BB8A.888

Publishing message to aws/topic/oag_sensor_data.
ZMOD441@ in stabilization:19668%9

fick packet deserialized with result: MQTTSuccess.
State record updated. New state=MQTTPublishDone.
ZMOD441@ in stabhilization:196689
[8end Datal HS538A1-Humidity : B41.869

[Send Datal HE3B81i-Temperature: B86.638

Publishing message to aws/topic-hs3801_sensor_data.
ZMOD4418 in stabilization:196689

fick packet deserialized with result: MQTTSuccess.
State record updated. New state=MQTTPublishDone.
ZMOD441@ in stabilization:196689

[8end AR -8A8.008 g

[Send Ay -888.08082 g

[Send AZ aea. 222 o

Datal ICM42685 —

Datal ICM42685 —

Datal ICM42685 —

[Send
[Send
[Send

Datal ICM42685
ICM42685

ICM42685

ME
MY
MZ

2155 15 )
Datal 860. 000

Datal a8a.ARR

[Send
[Send
[Send

Datal ICM42685
ICM42685

ICM42685

GR
4
GZ

888.109 dps
—-88@8.838 dps
-888.A872 dps

Datal
Datal

Publishing message to aws/topic-icm_sensor_data.

Figure 58. Application with MQTT

Note: Sensor data will be able to read correctly after having stabilization time. You can also check the
sensor’s operation by choosing option “5. Run Only Sensors App”.
Note: With the OB1203 sensor, besides the stabilization time, OB1203 sensor data which is sent to the

MQTT (is showed in the terminal) is affected by the “Data Publishing Interval Settings” (refer to Data
Publishing Interval Settings (Optional) to set this value). So, please keep your finger on the sensor
until the terminal displays the correct data. It can be longer than the stabilization time a little bit.

To find out more about the details of stabilization time, please see Table 9. Sensor Stabilization Time.

5.4 For User Who Use Their Own AWS Account
Note: Complete the steps up to section 5.4.6 Check AWS loT endpoints.

5.41 Get an AWS Account

Get an AWS account > Click the Sign into the Console button.
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5.4.2 Logintothe AWS Management Console

Amazon Web Services > My Account > AWS Management Console

@ @O | @ Cloud Computing Services - Am: X | + = C

C @ () httpsy//aws.amazon.com A9 h = @ ® @

elnvent Products Solutions Pricing Documentation Learn Partner Network AWS Marketplace Customer Enablement Events Explore More
Account Settings.
Billing & Cost Management
Security Credentials

AWS Personal Health
Dashboard

AWS

re:INvent

On-demand content

Watch the keynotes, Innovation Talks, and breakout sessions on demand.

Figure 59. Login the AWS
5.4.3 Move to loT Core Control Panel

AWS services > All services > loT Core

ii% Services Q, Search [Alt+S]

Console Home » All services

All services

Services by category

@ Compute Manag

Fr72 DN Ciree

Figure 60. Search the loT Core (1/2)
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AWS HealthOmics
Amazon Bedrock

| Internet of Things

AWS Healthimaging 1oT 1-Click
Amazon Q loT Analytics

! Analytics loT Device Defender

loT Device Management

Athena loT Greengrass
Amazon Redshift loT SiteWise
CloudSearch
Amazon OpenSearch Service loT Events
Kinesis AWS loT FleetWise
QuickSight loT RoboRunner
Data Pipeline loT TwinMaker

Figure 61. Search the loT Core (2/2)
5.4.4 Create a Security Policy

Secure > Policies > Create a policy.

LPWAN di
r Fuices AWSIoT > Security > Policies

Software packages New

v

Remote actions AWS loT policies (3) info

AWS |oT policies allow you to control access to the AWS IoT Care data pl P AWS l0T policies and different from IAM policies. AWS loT palick

v

Message routing

Retained messages

Q_ Find palicies

Policy name

Ciytificates
Certificate authorities

Certificate signing New I —

Figure 62. Create the Policy (1/3)

AWS 10T » Security » Policies » Create policy

Create policy we

AWS loT Core policies allow you to manage access to the AWS loT Core data plane operations.

Policy properties

AWS 10T Core Supports named policics 50 that many IGentitics can reference the same policy document

Policy name

|lek_rs65n_test|

A policy name is an alphanumeric string that can also contain period (), comma L), hyphent-), underscore (), plus sign (+), equal sign (<), and at sign (&) characters, but no spaces.

» Tags = optional

Policy statements Policy examples

Policy document nfo m

An AWS loT policy contains one or mare policy statements. Each policy statement contains actions, resources, and an effect that grants or denies the actions by the resources.

Palicy document

| ava
2 “Version™: “2012-18-17",
3w “Statement™: [
4w
5
5 B
7 “Resource®: “*
3 }
2 ]
© [}

Figure 63. Create the Policy (2/3)
Copy the following code:
{

"Version": "2012-10-17",
"Statement": [
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{
"Effect": "Allow",

"Action": "iot:Connect",
"Resource": "*"

"Effect": "Allow",
"Action": "iot:Publish",
"Resource": "*"

"Effect": "Allow",
"Action": "iot:Receive",
"Resource": "*"

"Effect": "Allow",
"Action": "iot:Subscribe",
"Resource": "*"

Paste the copied code into the policy syntax > Create.

Policy name

‘ ck_rx65n_test

A policy name is an alphanumeric string that can also cantain period (), comma (), hyphenl-), underscore (), plus sign [+), equal sign (<), and at sign (@) characters, but no spaces.

» Tags - optional

Policy statements Policy examples

Policy document info JSON

An AWS loT policy contains one or mere policy statements. Each poliey statement contains actions, resources, and an effect that grants or denies the actiens by the resources.

Policy document

“version™: “2812-10-17", =
"Statement™:
E [
v «
b
v {
1
1
1
14 h
bt 1] {
1
13
bt
1 b
gv {
2
2
2
24 ¥

JSON  Line27, Column1 @ Errors0 A Warnings: 0

Cancel

Figure 64. Create the Policy (3/3)
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5.4.5 Register your device (thing) with AWS loT
e Manage > Things > Create things.

AWSIoT 3 Manage » Things

Things (2
Aot o

Things

Thing groups

Thing types

Fleet metrics

Figure 65. Creating the Things (1/5)

Creating AWS loT things > Create a single thing.

AWS laT Manage Things Create things

Create things o

Number of things to create

A thing resource is a digital representation of a physical device or logical entity in AWS loT. Your device or entity needs a thing
resource in the registry to use AWS loT features such as Device Shadows, events, jobs, and device management features.

QO Create single thing

loT.

Create a thing resource to register a device. Provision the certificate and policy necessary to allow the device to connect to AWS

Create many things

connect to AWS laT.

Create a task that creates multiple thing resources to register devices and provision the resources those devices require to

Figure 66. Creating the Things (2/5)
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e Add your device to the thing name > Next.
e Make a note of the name with a text editor (will be used later).

AWS loT

Step1

Step 2 - optionat

Step 3 - optionat

Manage o Things

Specify thing properties

Create things »  Create single thing

Specify thing properties i
A thing resource is a digital representation of a physical device or logical entity in AWS IoT. Your device or entity needs a thing
resource in the registry to use AWS 10T features such as Device Shadows, events, jobs, and device management features.

Thing properties info

TEBTTING OMly: letters, numbers, hyphens, colons, or under

A thing name can't contain any spaces.

Additional configurations
You can use these configurations to add detall that can help you to organize, manage, and search your things.

» Thing type - optienal
» Searchable thing attributes - optional
» Thing groups - optional

» Billing group - optional

Device Shadow info

Device Shadaws allow connected devices to sync states with AWS. You can also get, update, or delete the state information of this thing’s
shadow using either HTTPs or MQTT topics.

© No shadow

Named shadow
Create multiple s
your devices proj

/s with different names te manage access to properties, and lagically group

Unnamed shadow (classic)
A thing can have only one unnamed shadow.

F

Auto-generate a new certificate.

igure 67. Creating the Things (3/5)

AWS loT Manage Things

Step 1
Specify thing properties

Step 2 - optional
Configure device certificate

Step 3 - optional

Create things

Create single thing

Configure device certificate - optional i
A device requires a certificate to connect to AWS loT. You can choose how you to register a certificate for your device now, or
you can create and register a certificate for your device later. Your device won't be able to connect to AWS loT until it has an
active certificate with an appropriate policy.

Devi

ce certificate

o

Auto-generate a new certificate (recommended)
Generate a certificate, public key, and private key using AWS loT's certificate authority.

Use my certificate
Use a certificate signed by your own certificate authority.

Upload CSR
Register your CA and use your own certificates on one or many devices.

Skip creating a certificate at this time
You ean create a certificate for this thing and attach a policy to the certificate at a later time

F

igure 68. Creating the Things (4/5)
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e Add a policy for your thing.

AWS loT Manage Things Create things Create single thing

Step 1
Specify thing properties

Step 2 - optional
Configure device certificate

Step 3 - optional
Attach policies to certificate

Attach policies to certificate - optional

AWS loT policies grant or deny aceess ta AWS loT resources. Attaching policies to the deviee certificate applies this access to

the device.

Select up to 10 policies to attach to this certificate,

1 @

ck_rx65n_test

Cancel Previous

Create thing

Figure 69. Creating the Things (5/5)

Download a Certificate for this Thing/A Public Key/A Private Key

Download certificates and keys X

Download certificate and key files to install on your device so that it can connect to
AWS.

Device certificate

‘fou can activate the certificate now, or later. The certificate must be active for a device to connect to
AWS loT.

Device certificate Deactivate certificate | | ] Download
6f328a5a610...te.pem.crt

Key files
The key files are unigue to this certificate and can't be downloaded after you leave this page.
Download them new and save them in a secure place.

A\ This is the only time you can download the key files for this certificate.

() Key downloaded

Private key file M Download

6f328a5a6105a56cc38d92d...a42118-private.pem.key

Public key file
6f328a5a6105a56cc38d92d...ba42118-public.pem.key

Key downloaded

Root CA certificates

Download the root CA certificate file that corresponds to the type of data endpoint and cipher suite
you're using. You can also download the root CA certificates later.

Amazon trust services endpoint M Download
RSA 2048 bit key: Amazon Root CA 1

Amazon trust services endpoint B Download
ECC 256 bit key: Amazon Root CA 3

If you don't see the root CA certificate that you need here, AWS loT supports additional
root CA certificates. These root CA certificates and others are available in our developer
guides. Learn more [4

Figure 70.

Download A Certificate for this Thing/A Public Key/A Private Key
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5.4.6 Check AWS loT Endpoints
e Make a note of the Endpoint in a text editor and so forth (will be used later)

aws 222 Services | Q Sea

Connect AWS loT > Settings

Connect one device

Settings e

» Connect many devices

Device data endpoint info

Test
Your devices can use your account's device data endpoint to connect to AWS.

» Device Advisor

MQTT test client

Each of your things has a REST APl available at this endpoint. MQTT clients and AWS loT Device SDKs [ also use this endpoint
Device Location New

Endpoint
9
Manage amazonaws.com
» All devices Select security policy Info
To customize your TLS settings, such as TLS versions and supported cipher suites, choose a security policy
» Greengrass devices N .
loTSecurityPolicy_TLS13_1_2_2022_10 v

» LPWAN devices
Compare security policies [4
Software packages New

» Remote actions

» Message routing Domain configurations info
Retained messages You can create domain configurations to simplify tasks such as migrating devices to AWS loT Core, migrating application infrastructure to AWS loT Core and maintaining brand identity.
» Security
» Fleet Hub Name Domain name Status Domain type Service type

No domain configurations

Device software You don't have any domain configurations.

Billing groups Create domain configuration

Settings
Feature spotlight

Documentation [4 Logs info

You can manage AWS loT logging to log helpful information to CloudWatch Logs.

Figure 71. Check AWS loT Endpoints

Reference: Register the device to AWS loT tutorial also available GitHub using
https://github.com/renesas/amazon-freertos/wiki/Register-device-to-AWS-loT

Install the credential in the application as instructed at section 5.3. Software Preparation-Run Project from
IDE.

5.4.7 Running Application
After collecting Cloud Credentials, it includes:

o Device Certificate, Key, IoT Thing name: after registering the device (see section 5.4.5)
e MQTT Broker endpoint: (see section 5.4.6)

Please refer to the section 5.3. Software Preparation-Run Project from IDE for storing Cloud credentials
and running applications.

Note: Instead of getting cloud credentials from the cert. zip file, users collected them directly from the
AWS cloud.

5.5 Verifying the Application Project using AWS Dashboard and Renesas
Dashboard

5.5.1 Subscribe to a Topic Message on the AWS loT
This section describes the steps for verifying this application example’s functions.

Note: Wait for the board to get the IP address from the service provider upon successful Wi-Fi initialization,
and for the board to resolve the DNS lookup for the endpoint. After the successful MQTT connection
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message on the console “An MQTT connection is established with
<MQTT_BROKER_ENDPOINT>"", the device is ready for Publishing and Subscription of messages.

Note: This application involves AWS MQTT IoT Core, the user has an option to use the AWS loT
Dashboard for validation purposes, in addition to using the Renesas GUI-based Dashboard for a
customized view of all the Sensor Data.

For verification purposes, the user can use the AWS loT core Dashboard for configuring and controlling the
subscription and publishing of the topics as described in the following sections.

On the AWS cloud Dashboard side, go to loT Core and select Test, then choose MQTT test client.
Subscribe to a topic listed below one at a time. A sample snapshot of subscribing to the topics is shown
below.

Note: The messages shown below are case-sensitive; users need to take care of this by entering the
publish or subscribe messages.

Only enter one message at a time. Copy the message ‘as-is’ between the quotes and do not include
any extra spaces.

“aws/topic/iaq_sensor_data”
“aws/topic/oaq_sensor_data”
“aws/topic/hs3001_sensor_data”
“aws/topic/icm_sensor_data”
“aws/topic/icp_sensor_data”
“aws/topic/ob1203_sensor_data”

Note: After the subscription to the Topics, the Dashboard is ready to receive the messages being published
from the device.

Subscribe to a topic Publish to a topic
AWS loT X

Monitor Topic filter  Info
i e 0L WaNt to subscribe. The topic filter can include MQTT wildcard characters.

aws/topic/ob1203_sensor_data

Connect

P Additional configuration
Connect one device

» Connect many devices Subscribe

Test
Subscriptions aws/topic/ob1203_sensor_data

» Device Advisor

MQTT test client

: : El aws/topic/iag_sensor_data P X Message payload
Device Location New
E] aws/topic/oag_sensor_data L " {
"message”: "Hello from AWS loT console”
Manage EJ aws/topic/hs3001_sensor_data @ X }
b All devices .
EJ aws/topic/icm_sensor_data 2 X » Additional configuration
P Greengrass devices
» LPWAN devices B evs/topic/icp_sensor data QX Publish
Software packages New aws/topic/ob1203_sensor_data 7 X

» Remote actions
¥ aws/topic/ob1203_sensor_data

v

Message routing

Retained messages

P Security {

» Fleet Hub "oB1203": {
“spo2 ()": "@ci.eea",
"Heart Rate ()": "@66.802",
"Breath rate ()": "806.806",

Device software "p2p ()": "ee8.004"

Figure 72. Subscribe to a Topic Messages on the AWS loT Screen
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Subscriptions

L aws/topic/iag_sensor_data

L aws/topic/oag_sensor_data

B aws/topic/hs3001_sensor_data Q

aws/topic/icm_sensor_data

aws/topic/icm_sensor_data

1 aws/topic/icp_sensor_data

L3 aws/topic/ob1203_sensor_data

@ X Message payload
o x |l
"message”: "Hello from AWS loT console”
X }
O X P Additional configuration
© X Publish
X

¥ aws/topic/icm_sensor_data

{
"ICMt: f
"acc™: |
X
¥
oo
1
"mag”: 1
e
¥
o
Ts
"gyrt: {
e
¥
oo
1
¥
¥

"@e0.084",
"_@oa.eas”,
"3ea.297"

"@eo.e0e",
"@@0.e0e",
"Ge0.ce0"

"-pg@.ese",
"-pea.es1”,
"-B8a.a54”

Figure 73. Subscribed Messages on the AWS loT Screen
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5.5.2 Publish a Topic Messages on the AWS Dashboard and Renesas Dashboard
5.5.2.1 With AWS Dashboard

The board subscribed to the topic: aws/topic/<topicRx>

If we publish the below data from AWS console

HS3001 temperature alerts:

Based on temperature dashboard will send the alert messages to CK-RX65N v2 kit via below topic

Topic: aws/topic/set temperature led data

Message: {"Temperature LED": "HOT"} Will turn on RED in Tri-Color LED
Message: {"Temperature LED": "WARM"} Will turn on GREEN in Tri-Color LED
Message: {"Temperature LED": "COLD"} Will turn on BLUE in Tri-Color LED

Example:
Click Test > MQTT test client

AWS loT X AWS loT > MQTT test client

MQTT test client i
Monitor Q e

You can use the MQTT test client to monitor the MQTT messages being passed in your AWS account. Devices publish MQTT messages that are identified by topics to communicate the
Connect to inform devices and apps of changes and events. You can subscribe to MQTT message topics and publish MQTT messages to topics by using the MQTT test client.

Connect one device
» Connect many devices » Connection details
You can update the connection details by choosing Disconnect and making updates on the Establish connection to continue page

Test

P Device Advisor Subscribe to a topic Publish to a topic

Device Location New
Topic name
Lo e et e e e The message pavload will be published to this topic with a Quality of Service (QoS) of 0.

Manage I‘ Q. aws/topic/set_temperature_led_data % |

b All devices

Message payload
» Greengrass devices I‘ {“Temperature_LED": "HOT"} I

P LPWAN devices

Software packages New ‘

P Remote actions
P Additional configuration
» Message routing

Retained messages Publish

P Security

Figure 74. Publish the MQTT Message (1/2)

OB1203 SPO2 alerts:
Based on SPO2 value dashboard will send the alert messages to CK-RX65N v2 kit via below topic
Topic: aws/topic/set spo2 led data

Message: {"Spo LED": "ON"} Will turn on BLUE LED in CK-RX65N v2
Message: {"Spo LED": "OFF"}Will turn off BLUE LED in CK-RX65N v2
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Monitor

Connect
Connect one device

P Connect many devices

Test
P Device Advisor

MQTT test client

Device Location New

Manage
b All devices
P Greengrass devices

» LPWAN devices

Software packages New

P Remote actions

» Connection details

You can update the connection details by choesing Disconnect and making updates on the Establish connection te continue pagg

Subscribe to a topic

Topic name

The topic name identifies the message. The message payload will be published to this topic with a Quality of Service (QoS) of 0

Publish to a topic

| Q. aws/topic/set_spo2_led_data

Message payload

| Cspo_tED": ON'}

P> Additional configuration

Publish

Subscriptions

You have no topic subscriptions.

Topic

Sulb

5.5.2.2 With Renesas Dashboard

Grafana alerts are a way to send notifications when a metric crosses a threshold that has been configured.
By default, the dashboard has thresholds for the following sensors:

Figure 75. Publish the MQTT Message (2/2)

e 0OB1203-SP0O2: SPO2 above 90, SPO2 below 90
e HS3001 — Temperature, F:
— Temperature — Cold: below 65
— Temperature — Warm: within a range from 65 to 85
— Temperature — Hot: above 85
B8 General /RenesasCKv2.0 & < B @® OlastiSminutes ~+ @ & s~ @
Panel Title
Q Spo2 below 50
@ FIRING for 2d 19h 17m 155
+ > 1instance
. E N E SM Temperature-WARM
g9 '\ ¢ FIRING for 2d 19h 22m 255
> 1instance
%]
!
)
O Indoor air quality - Etoh (ppm) Qutdoor air quality (Index) ICP - Pressure (mbar) HS3001 - Humidity 0B1203 - spo2 ()
47.24%

(D)

Y

Sensor status feedback is sent to the device which is indicated by the LEDs.

Figure 76. Sensor Status Feedback
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6. OTA over MQTT

6.1 Overview OTA
This section describes the steps for using OTA in this application.

OTA (Over-The-Air) updates are crucial in maintaining the functionality, security, and performance of loT
devices. This feature allows the user to efficiently deploy updates, patches, or new versions of software to
connected loT devices without requiring physical access to each device.

Please refer to the document about OTA: OTA-using-Amazon-Web-Services-in-RX65N-FreeRTOS-for-
v202210.01-LTS-rx-1.1.0

Note: This OTA feature in the application is not available for users who use AWS accounts with free
109 credit and a dashboard that are provided by Renesas, because of some limitations with this account’s
permission.

6.2 Prerequisites

6.2.1 Installing Python

1. Access the Python download website: Python downloaded website and Download the Python 3.11.0
installer: Click the Download link for Python 3.11.0

Looking for a specific release?

Python releases by version number:

Release version Release date Click for more

Python 3.9.16 Dec. 6,2022 & Download Release Notes -
Python 3.8.16 Dec. 6, 2022 & Download Release Notes

Python 3.7.16 Dec. 6, 2022 & Download Release Notes

Python 3.11.0 Oct. 24,2022 Release Notes

Python 3.9.15 Oct. 11, 2022 & Download Release Notes

Python 3.8.15 Oct. 11,2022 & Download Release Notes

Figure 77. Python Download Website
2. Run the installer and follow the prompts to install Python.

On the installation screen, select the Add python.exe to PATH check box.

| Python 3.11.0 (64-bit) Setup = X

/ Install Python 3.11.0 (64-bit)
Select Install Now to install Python with default settings, or choose

Customize to enable or disable features.

—> Install Now
C¥Users¥brich¥AppData¥Local¥Programs¥Python¥Python3
ncludes IDLE, pig
Creates shortcuts and file associations

=> Customize instgflation

Choose location aghl features

e admin @rivileges when installing py.exe

l_DAdd python.exe to PATH I Cancel

python

windows

Figure 78. Python 3.11.0 installer
3. Open a command prompt and confirm that Python 3.11.0 is installed.

Execute the following command and confirm that information appears: $python -V
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Microsoft Windows [Version 18.8.19844.3693]
(c) Microsoft Corporation. All rights reserved.

Usersh *pythen -V
ython 3.11.@

A\Usersh,

Figure 79. Checking version of Python

4. |Install the Python encryption library (pycryptodome)

Install the encryption library by executing the following command: $ pip install pycryptodome

»pip install pyervptodome
Leq ent already satisfied: pyeryptodome in c:husers) “appdata’local\programs'python\python3llhlibhsite-packag
=5 (3.19.8)

1 A new releaze of
] To wpdate, run:

ShUsersh,

Figure 80. Installing Python encryption library

6.2.2 Installing OpenSSL

1. Access the Win32/Win64 download web site for OpenSSL: OpenSSL Download Website and download
the installer for the operating system you are using.

Wing4 OpenS5L v3.0.14 [35ME Installer
EXE | M5l

Figure 81. OpenSSL Download Website
2. Run the installer and follow the prompts to install OpenSSL.

3. From the Start Menu, open the Win64 OpenSSL Command Prompt and confirm that OpenSSL is
installed.

B Opensst

q Official OpenSSL Documentation

q Official OpenSSL Website

- Winé4 OpenSSL Command Prompt

q Windows OpenSSL Website

Figure 82. Open the Win64 OpenSSL Command Prompt

Execute the following command and confirm that information appears: $openss/ version
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6.2.3 Installing Renesas Image Generator

Renesas Image Generator is a tool that generates the firmware images used by the firmware update module.
Renesas Image Generator can generate the following images for use by the firmware update module:

¢ Initial image: An image file containing the bootloader and application program written by flash writer
during initial system configuration (extension: mot)
e Update image: An image file containing the updated firmware (extension: rsu)

Renesas Image Generator is provided as part of the Firmware Update FIT module.

Note: Version Rev.2.00 and later of the Firmware Update module only support firmware generation using
Python scripts.

1. Access the link RX Family Firmware Update module Using Firmware Integration Technology Application
Notes Rev.2.03 - Sample Code | Renesas and download the firmware update module.

ZENE

Products Applications Design Resources Support Sample & Buy About

RX Family Firmware Update module Using Firmware Integration
Technology Application Notes Rev.2.03 - Sample Code

By clicking on the “I accept” button or other button or mechanism designed to acknowledge agreement to the terms of an electronic copy of the
Disclaimer002 (the "Agreement”), or by downloading, installing, accessing, or otherwise copying or using all or any portion of the licensed software,
documentation, or other materials described in the Agreement (the “Licensed Materials"), (a) you accept the Agreement on behalf of the licensee for
whom you are authorised to act (the “Licensee”), and acknowledge that the Licensee is legally bound by the Agreement, and (b) you represent and
warrant that you have the right, power, and authority to act on behalf of and bind the Licensee. IF THE LICENSEE DOES NOT AGREE TO THE TERMS
CONTAINED IN THIS AGREEMENT, OR IF YOU DO NOT HAVE THE RIGHT, POWER, AND AUTHORITY TO ACT ON BEHALF OF AND BIND THE LICENSEE, DO
NOT SELECT THE “| ACCEPT” BUTTON OR OTHER BUTTON OR MECHANISM DESIGNED TO ACKNOWLEDGE ACCEPTANCE OF THE AGREEMENT, AND DO
NOT DOWNLOAD, INSTALL, ACCESS, OR OTHERWISE COPY OR USE ALL OR ANY PORTION OF THE LICENSED MATERIALS.

Accept and download

Figure 83. Renesas Image Generator Downloading (1/2)

2. Extract the downloaded firmware update module.

Downloads

g r01an6850:xx0203-rx-fwup.zip

Open file

Figure 84. Renesas Image Generator Downloading (2/2)
3. Extract Renesas Image Generator.

Extract the file RenesaslmageGenerator.zip in the firmware update module. The RenesasimageGenerator
folder contains the Renesas Image Generator script file (image-gen.py) and the parameter files for various
devices (*_ImageGenerator PRM.csv).
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« v 1 » My PC » Downloads » r01an6850xx0203-rx-fwup > RenesaslmageGenerator » RenesasimageGenerator.zip »
~ Name Type
r01an6850xx0203-rx-fwup . .
E image-gen.py Python File

FITDemos
FITModules
RenesaslmageGenerator

g RenesasimageGenerator.zip

RenesaslmageGenerator

@ RX23EA_Linear_Full ImageGenerator PRM.csv
@ RX23EA_Linear_Half_ImageGenerator PRM.csv
@ RX23EB_Linear_Full ImageGenerator PRM.csv
@ RX23EB_Linear_Half_ImageGenerator_PRM.csv
@ RX24T_linear_Full_ImageGenerator_PRM.csv
@ RX24T Linear_Half_ImageGenerator PRM.csv
@ RX26T_DualBank_ImageGenerator PRM.csv
@ RX26T Linear_Full_ImageGenerator PRM.csv
@ RX26T_Linear_Half_ImageGenerator_PRM.csv
@ RX65N_DualBank_ImageGenerator_PRM.csv

Microsoft Excel Comma Separate
Microsoft Excel Comma Separate
Microsoft Excel Comma Separate
Microsoft Excel Comma Separate
Microsoft Excel Comma Separate
Microsoft Excel Comma Separate
Microsoft Excel Comma Separate
Microsoft Excel Comma Separate
Microsoft Excel Comma Separate

Microsoft Excel Comma Separate

Figure 85. Renesas Image Generator package

6.3 Setting up AWS for OTA

6.3.1 Register your Device in AWS
See chapter 5.4 for details on how to sign up for an AWS account.

6.3.2 Creating an Amazon S3 bucket

Amazon S3 is an online storage web service used to store the firmware with which the device will be
updated.

1. From the Services menu, select Storage and then choose S3.

Q, Search

A @

[Alt+S] ‘

MYV O DaLrupy

Front-end Web & Mobile AWS Backup centrally manages and automates backups across AWS services

3 Game Development

EFS

Internet of Things Managed File Storage for EC2

9} Machine Learning

AWS Elastic Disaster Recovery

Management & Governance Scalable, cost-effective application recovery to AWS

Media Services
FSx

RigEationiSalians e Fully managed third-party file systems optimized for a variety of workloads
> Networking & Content
Delivery S3

. Scalable Storage in the Cloud
Quantum Technologies

Robotics

S3 Glacier

satellite Archive Storage in the Cloud

Security, Identity, &
Compliance

&, Sto

Storage Gateway

Hybrid Storage Integration

Figure 86. Create AWS S3 bucket (1/2)
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2. On the Buckets page, click the Create bucket button.

é_’ws, EEE Services Q, Search Q @ @ Global v

Amazon S3 X

Access Grants New
) General p ts (3) info
Access Points
- ARN Delete Create bucket

. 9 C y ARN Empty
Object Lambda Access Points L' Copy AR mPpLy

General purpose buckets Directory hu:kets{

. . . Buckets are cantainers for data stored in 53. Learn more [7}
Multi-Region Access Points

Batch Operations ‘ Q, Find buckets by name < 1
IAM Access Analyzer for S3

Figure 87. Create AWS S3 bucket (2/2)

3. Enter a bucket name (example: s3test-rx65nv2)

Amazon S3 » Buckets » Create bucket

Create bucket i

Buckets are containers for data stored in S3. Learn more [

General configuration

AWS Region

US East (N. Virginia) us-east-1 v

Bucket type Info

O General purpose Directory - New
Recommended for most use cases and access patterns. Recommended for low-latency use cases. These buckets
General purpose buckets are the original S3 bucket type. use only the $3 Express One Zone storage class, which
They allow a mix of storage classes that redundantly provides faster processing of data within a single
store objects across multiple Availability Zones. Availability Zone.

Bucket name Info

s3test-rx65nv2

Bucket name must be unique within the global namespace and follow the bucket naming rules. See rules for bucket naming_ﬂ

Copy settings from existing bucket - optional
Only the bucket settings in the following configuration are copied.

‘ Choose bucket

Figure 88. Naming for bucket

Note: The bucket name must be globally unique. The following error message: “Bucket with the same name
already exists” appears if the bucket name is already in use. In this case, use another name.

4. Create the bucket.
Enter the settings as follows, and then click the Create bucket button.

¢ Block the Public Access setting for this bucket: Block all public access.
e Bucket Versioning: Enable
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Block Public Access settings for this bucket

Public access is granted to buckets and objects through access control lists (ACLs), bucket policies, access point policies, or all. In order to
ensure that public access to this bucket and its objects is blocked, turn on Block all public access. These settings apply only to this bucket
and its access points. AWS recommends that you turn on Block all public access, but befare applying any of these settings, ensure that your
applications will work correctly without public access. If you require some level of public access to this bucket or objects within, you can
customize the individual settings below to suit your specific storage use cases. Learn more [

Block all public access
Turning this setting on is the same as turning on all four settings below. Each of the following settings are independent of one another.

Figure 89. Bucket setting (1/2)

Bucket Versioning

Versioning is a means of keeping multiple variants of an object in the same bucket. You can use versioning to preserve, retrieve, and restore
every version of every object stored in your Amazon 53 bucket. With versioning, you can easily recover from both unintended user actions
and application failures. Learn more Z

Bucket Versioning
() Disable
© Enable

Figure 90. Bucket setting (2/2)

6.3.3 Allocating OTA execution permission to IAM users
Create a role with the appropriate access permissions to create OTA update jobs.

1. Enter “IAM” in the search box at the top of the screen and click IAM in the search results.

T "
s=2 Services

Q 1AM

Search results for 'IAM'
Try searching with longer queries for more relevant results
Services (11)

Features (20) Services

Resources | New

Documentation (48,933) IAM ¢

Knowledge Articles (552) Manage access to AWS resources

Marketplace (714)
IAM Identity Center ¢

Blogs (1,719)
Manage workforce user access to multiple AWS accounts and cloud

Events (12)

Tutorials (2)

Resource Access Manager v¢

Share AWS resources with other accounts or AWS Organizations

Figure 91. IAM search box
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2. Inthe menu, click Roles and then click the Create role button.

Services ‘ Q re E3] pa¥ ®@ Global ¥ pis_osamura @ 7951-5

Identity and Access ® 1AM > Roles
Management (IAM)

Roles (19) fo

An 1AM role is an identity you can create tF

5 with credentials that are

Q Search IAM i
valid for short d ns. Roles can be assumed by entities that you trust
[ Q, Search / ] < 1 > &
Dashboard
Role name - Trusted entities Last activity -
¥ Access management
User groups AWSServiceRoleForAmazonElasticsearchService AWS Service: es (Service-Linked Role) -
Users
AWSServiceRoleForAmazonOpenSearchService AWS Service: opensearchservice (Service-Link -
Policies AWsServiceRoleForQrganizations AWS Service: organizations (Service-Linked Re -
Identity providers AWSServiceRoleForsso AWS Service: 550 (Service-Linked Role) -
Account settings N
AWSServiceRoleForSupport AWS Service: support (Service-Linked Role

¥ Access renorts

Figure 92. Creating a role
3. Under Select trusted entity, enter the following settings, and then click Next:

o Under Trusted entity type, select AWS service
e Under Use cases for other AWS services, select loT
o Select the loT option button

IAM 3 Roles » Create role

L Select trusted entity we

Select trusted entity

Trusted entity type

@
-]
)

© AWS service AWS account Web identity

Use case

Lambda_orothers lo gefomn aclions in his accoul

Q 1ol - x

(o]

RoboRunner
B SiteVise

B} Things Graph
TwinMaker

Lol -

vs 10T fo call AWS senvices on vour behall

Defender Audit

16T Device Defender read a

loT - Device Defendar Mitigation Actions

Provide 10T Device Defender write access to 10T and related resources for execution of Mitigation Actions

Cd = cel

Figure 93. Selecting trusted entity
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4. Click Next on the Add permissions page without making any changes.

Add permissions

Permissions policies (3) nfe
The type of role that you selected requires the following policy.

Policy name & Y Type v Attached entities ¥
0 AWSIoTRuleActions AWS ... 1
[® WF AwsloTLogging AWS M. 1
0 AWSIoTThingsRegi.. AWS ... 1

hd

Set permissions boundary - optional infe

Set a permissions boundary to control the maximum permissions this role can have. This is not a commen setfing, but you can use it to delegate permission
management to others

concel [ previous

Figure 94. Add Permissions for Role

5. Enter a role name (example: ota_role_rx65n), and then click the Create role button

Name, review, and create

Role details

Role name

Enter a meaningful name to identify this role.

ota_role_rx65n

Maximum 64 characters. Use alphanumeric and '+=,.@-_' characters.

Description

Add a short explanation for this role.

Allows loT to call AWS services on your behalf.

4
Maximum 1000 characters. Use letters (A-Z and a-z), numbers (0-9), tabs, new lines, or any of the following characters: _+=,. @-/\
[0 ()5 <>

Figure 95. Naming for Created Role
6. Click on the role you created.

Identity and Access X IAM > Roles
Management (IAM)

Roles (5) info C Create role

Q, Search IAM An 1AM role is an identity you can create that has specific permissions with credentials that are valid for short durations. Roles can be assumed

by entities that you trust.

Q, Search ‘ 1 &

Dashboard :

O Role name 'y | Trusted entities

¥ Access management

User groups O
Users 0
Roles

O AWS Service: iot
Policies
Identity providers O
Account settings O

»
¥ Access reports

Figure 96. Created Role
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7. Select Attach policies.

Permissions Trust relationships

Permissions policies (3) info
You can attach up to 10 mana

ged policies.

Wi AWSloTRuleActions
0¥ AWSloTLogging

T AWSIloTThingsRegistrati...

Q. Filter policies by property or policy nam

Policy name (' A

Tags Access Advisor

e and press enter

Type v

AWS managed
AWS managed

AWS managed

Revoke sessions

" Simulate

Description

Remove

Add permissions &

Attach policies

Create inline policy

Allows access to all AWS services supported in AWS loT Rule Actions

Allows creation of Amazon CloudWatch Log groups and streaming logs to the groups

This policy allows users to register things at bulk using AWS loT StarlThingRegistrati

Figure 97. Add permission (1/3)

8. Enter AmazonFreeRTOSOTAUpdate in the Permissions policies search box, and then press the Enter

key.

Permissions policies (6) info
You can attach up to 10 managed policies

P Simulate

I | Q, AmazonFreeRTOSOTAUpdate

x]

Policy name = -
8 AWSloTRuleActions
[T} AWSlaTLogging

Wi AWSloTThingsRegistration

Type -
AWS managed
AWS managed

AWS managed

Description

Allows access to all AWS services supported in AWS loT Rule Actions

Allows creation of Amazon CloudWatch Log groups and streaming logs to the groups

Add permissions w

(ORISR E)

This policy allows users to register things at bulk using AWS loT StartThingRegistrationTask AP|

permissions button.

Figure 98. Add permission (2/3)
9. Select the check box beside the AmazonFreeRTOSOTAUpdate policy, and then click the Add

Attach policy to ota_role_rx65n

» Current permissions policies (3)

Other permissions policies (Selected 1/881)

1 match

b4 Description

Create policy &

1 @

Q. Filter policies by property or policy name and press enter.
"AmazonFreeRTOSOTAUpdate” X Clear filters

Policy name (&' v Type

Wil AmazonFreeRTOSOTAUpdate AWS managed

Allows user to access Amazon FreeRTOS OTA Update

Add permissions

Figure 99. Add permission (3/3)
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10. From the Add permissions drop-down list, select Create inline policy.

Permissions Trust relationships Tags Access Advisor Revoke sessions
Permissions policies (4) info o Simulate Remove Add permissions & |
You can attach up to 10 managed policies.
Attach policies
Q, Filter policies by property or policy name and press enter. Create inline policy

Policy name - Type i Description

0# AWSIoTRuleActions AWS managed Allows access to all AWS services supported in AWS 10T Rule Actions

W AWSloTLogging AWS managed Allows creation of Amazon CloudWaich Log groups and streaming logs to the gro...
W# AWSIoTThingsRegistration AWS managed This policy allows users to register things at bulk using AWS 10T StartThingRegist. ..
i AmazonFreeRTOSOTAU pd... AWS managed Allows user to access Amazon FreeRTOS OTA Update

Figure 100. Create inline policy (1/3)
11. Click JSON, paste the following code, and then click Next.

This code grants permission to pass the IAM role to AWS services.

{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",
"Action": [
"iam:GetRole",
"iam:PassRole"
1,
"Resource": "*"
}

Specify permissions s

Add permissions by selecting services, actions, resources, and conditions. Build permission statements using the JSON editor.

Policy editor | visual || uson || Actions w
1~4
2 "Version": 2012-18-17", Edit statement
3~ “Statement": [
4~ {
5 "Effect": "Allow",
6~ “Action": [
7 "iam:GetRole",
. Select a statement
8 “igm:PassRole"”
9 1, Select an existing statement in the policy or add
10 "Resource™: "#" a new statement.
11 ¥
12 1 4= Add new statement
13 3

||

Figure 101. Create inline policy (2/3)
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12. Enter a policy name (example: rx65n_ota_demo_iam_policy), and then click the Create policy button.

Policy detalls

Folicy name

Review and create

Review the permissions, specity details, and 1293

[ reBin_ota_cema_iam_palicy]

Peam

@ s

=]

Allow (1 of 384 services)
Sarvice

(1A

ons in the palicy decumeant specity which actions are allvwed or genied

Permissions defined in this policy e

Edit

(B Show remaining 383 serdoes
- Accass leval - Resource

Request condition

Lirited: Read, Wrte All FESOUTCES Mone

caneel Previous | Create policy

Figure 102. Create inline policy (3/3)

13. Again, from the Add permissions drop-down list, select Create inline policy.

Policy name &'

W AWSIoTRuleActions

W# AWSloTLogging

Permissions Trust relationships Tags Access Advisor

Permissions policies (4) mfo
You can attach up to 10 managed policies

Attach policies
Q, Fiiter policies by property or policy name and press enter. Create inline policy

Wi AWSIoTThingsRegistration AWS managed

W AmazonFreeRTOSOTAUp... AWS managed

Revoke sessions

= Simulate Remove Add permissions & |

- Type - Description

AWS managed Allows access to all AWS services supported in AWS |0T Rule Actions
AWS managed Allows creation of Amazon CloudWalch Log groups and streaming logs to the gro...

This policy allows users to register things at bulk using AWS loT StartThingRegist. .

Allows user to access Amazon FreeRTOS OTA Update

Figure 103. Create inline policy (1/3)
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14. Click JSON, paste the following code, and then click Next.

This code allows access to Amazon S3 where the updated firmware is stored.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetObjectVersion",
"s3:GetObject",
"s3:PutObject"
1,
"Resource": [
wan
]
}
]
}

Specify permissions s

Add permissions by selecting services, actions. resources, and conditions. Build permission statements using the JSON editor.

Policy editor [ Vvisual ” JSON I Actions ¥

1~ ¢
2 "Version": "2012-18-17", Edit statement
3~ "Statement”: [
4- <
5 "Effect™: "Allow"™,
6~ “Action™: [
7 “53:GetObjectVersion®,
3 ns3:GetOpject®, Select a statement
9 “s3:PutObject” Select an existing statement in the policy or add
10 1. a new statement
11 ~ "Rasource”: [
12 0 = Add new statement
13 ]
14 ¥
15 1
16 |
17|

Figure 104. Create inline policy (2/3)

15. Enter a policy name (example: rx65n_ota_demo_s3_policy), and then click the Create policy button.
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Review and create

Review the permissions, specity detalis, and fags

Policy details

Folicy nams

reGSn_ota_dema s3_policy]

= Lzn aiohamumaric grd =

Permissions defined in this policy Edit
Permissions in the policy document specify which actions are allewed or denled

Q Segroh
Allew (1 of 384 services) (B Show remaining 383 services
Service = Access level = Resource Request eendition
53 Limited: Read, Wrile All resaurces Mone

Cancel Frevious Create pelicy

Figure 105. Create inline policy (3/3)

6.4 Setting up the Device

6.4.1 Generating Key Pairs and Certificates
1. Open the Win64 OpenSSL Command Prompt

2. Create a CA private key using ECDSA.

Execute the following command: “openssl ecparam -genkey -name secp256r1 -out ca.key”

Figure 106. Creating CA private key
3. Execute the command to create a CA certificate from the CA private key you created

Execute the following command: “opensslreq -x509 -sha256 -new -nodes -key ca.key -days 3650 -out ca.crt”

C:\Users\ Create_key>openssl req -x509 -sha256 -new -nodes -key ca.key -days 3650 -out ca.crt
You are about to be asked to enter information that will be incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value, Enter any character string for these attributes.
If you enter ".", the field will be left blank.

Country Name (2 letter code) [AU]:

State or Province Name (full name) [Some-State]: 1
Locality Name (eg, city) []:

Organization Name (eg, company) [Internet Widgits Pty Ltd]:
Organizational Unit Name (eg, section) []:

Common Name (e.g. server FQDN or YOUR name) []:

Email Address []: com

C:\Users\ Create_key>

Figure 107. Creating CA certificate

R0O1QS0073EJ0100 Rev.1.00 Page 69 of 123
Jul.21.25 RENESAS




Renesas RX Family AWS Cloud Connectivity on CK-RX65N v2 with Wi-Fi DA16600 (GCC)

4. Create an ECDSA key pair.

Execute the following command: “openssl ecparam -genkey -name secp256r1 -out secp256r1.keypair”

C:\Users\ {Create_key>openssl ecparam -genkey -name secp256rl -out secp256rl.keypair

using curve name prime256vl instead of secp256rl

Figure 108. Creating ECDSA key pairs
5. Create a certificate signing request from the created ECDSA key pair.
Execute the following command: “opensslreq -new -sha256 -key secp256r1.keypair > secp256r1.csr”

You can enter any character string for Country Name onward. For the last two lines, press Enter without
entering anything.

C:\Users\ . . ~\Create_key>openssl req -new -sha256 -key secp256rl.keypair > secp256rl.csr
ou are about to be asked to enter information that will be incorporated

into your certificate request.

Jhat you are about to enter is what is called a Distinguished Name or a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.", the field will be left blank.

Country Name (2 letter code) [AU]:

State or Province Name (full name) [Some-State]:

Locality Name (eg, city) []:

Organization Name (eg, company) [Internet Widgits Pty Ltd]:
Organizational Unit Name (eg, section) []:

Common Mame (e.g. server FQDN or YOUR name) []:

Email Address []: I

Please enter the following 'extra' attributes Enter any character string for
to be sent with your certificate request these attributes

A challenge password []:

An cptional company name []:
Press Enter without entering anything.
C:\Users\ \Create_key>

Figure 109. Creating certificate signing request

6. Create a certificate from the certificate signing request, CA certificate, and CA private key.
Execute the following command:

“openssl x509 -req -sha256 -days 3650 -in secp256r1.csr-CA ca.crt -CAkey ca.key -CAcreateserial -out
secp256r1.crt”

\Create_key>openssl x589 -req -sha256 -days 365@ -in secp256rl.csr -CA ca.crt -CAkey ca.key -CAcreateserial -out secp256rl.crt

e request self-signature ok
1= , 0= , U = , CN = , emailAddress =

Figure 110. Creating code signing certificate
7. Extract the private key from the ECDSA key pair.
Execute the following command:

“openssl ec -in secp256r1.keypair -outform PEM -out secp256r1.privatekey”

C:\Users) \Create_key>openssl ec -in secp256rl.keypair -outform PEM -out secp256rl.privatekey

read EC key
ariting EC key

Figure 111. Create a private key (secp256r1.privatekey)
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8. Extract the public key from the ECDSA key pair.
Execute the following command:

“openssl ec -in secp256r1.keypair -outform PEM -pubout -out secp256r1.publickey”

C:\Users) \Create key>openssl ec -in secp256ril.keypair -outform PEM -pubout -out secp256ril.publickey
read EC key

writing EC key

Figure 112. Create a public key (secp256r1.publickey)

9. After creating public and private keys, please check the results:

Name Date modified Type Size

a ca.crt 12/10/2023 10:06 AM Security Certificate 1KB
| cakey 12/10/2023 10:05 AM KEY File 1 KB
| casrl 12/10/2023 10:07 AM SRL File 1 KB

a secp25eri.crt 12/10/2023 10:07 AM Security Certificate 1KB
| secp256ri.csr 12/10/2023 10:07 AM CSR File 1 KB
| secp256ri.keypair 12/10/2023 10:06 AM KEYPAIR File 1KB
| secp256rl.privatekey 12/10/2023 10:18 AM PRIVATEKEY File 1KB
| secp256rl.publickey 12/10/2023 10:14 AM PUBLICKEY File 1 KB

Figure 113. Total created files

6.4.2 Setting up the project
6.4.2.1 Creating initial firmware

The following explains how to create the initial firmware that combines the boot loader
(boot_loader_ck_rx65n_v2) and the firmware (aws_da16600_ck_rx65n).

1. Additional import “[Project Root folder]\Projects\boot_loader_ck_rx65n_v2\e2studio_gcc project:

Make sure that configuration in boot_loader_ck_rx65n_v2.scfg file of boot_loader _ck_rx65n_v2 project as
below:

Table 7. Components Configuration of boot loader project

No | Component Configuration
1 Startup—Generic—r_bsp (v7.42) Enable user stdio charput function: Use user charput()
function

User stdio charput function name:
my_sw_charput_function

Select whether it is bootloader project: bootloader

project
2 Drivers—>Memory—r_flash_rx Enable code flash programming: Includes code to
(v5.11) program ROM area

Enable BGO/Non-blocking data flash operations: Forces
data flash API function to block until completed.

Enable BGO/Non-blocking code flash operations: Forces
ROM API function to block until completed.

Enable code flash self-programming: Programming code
flash while executing from another segment in ROM
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3 Drivers—~Communications—r_sci_rx | Include software support for channel 5: Include
(v5.00)

4 Middleware—Generic—r_byteq Memory allocation for queue control blocks: Static
(v2.10) memory allocation

Number of static queue control block: 32

5 Middleware—Generic—r_fwup Select the update mode: Dual bank
(v2.03)

Select the function mode: user for Boot Loader

Main area start address: 0xFFF00000

Buffer area start address: 0OxFFE00000

Install area size: 0xF0000

Select the algorithm of signature verification: ECDSA +
SHA256

Enable user disable interrupt function: Use FWUP
r_fwup_wrap_disable_interrupt() function

Enable user enable interrupt function: Use FWUP
r_fwup_wrap_enable_interrupt() function

Enable user software delay function: Use FWUP
r_fwup_wrap_software_delay() function

Enable user software reset function: Use FWUP
r_fwup_wrap_software_reset() function

Enable user sha256 init function: Use FWUP
r_fwup_wrap_sha256_init() function

Enable user sha256 update function: Use FWUP
r_fwup_wrap_sha256_update() function

Enable user sha256 final function: Use FWUP
r_fwup_wrap_sha256_final() function

Enable user verify ecdsa function: Use FWUP
r_fwup_wrap_verify_ecdsa() function

Enable user get crypt context function: Use FWUP
r_fwup_wrap_get_crypt_context() function

Enable user flash open function: Use user
r_fwup_wrap_flash_open() function

User flash open function name: my_flash_open_function

Enable user flash close function: Use user
r_fwup_wrap_flash_close() function

User flash close function name:
my_flash_close_function

Enable user flash erase function: Use user
r_fwup_wrap_flash_erase() function

User flash erase function name:
my_flash_erase_function

Enable user flash write function: Use user
r_fwup_wrap_flash_write() function

User flash write function name: my_flash_write_function
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Enable user flash read function: Use user
r_fwup_wrap_flash_read() function

User flash read function name: my_flash_read_function

Enable user bank swap function: Use user
r_fwup_wrap_bank_swap() function

User bank swap function name:
my_bank_swap_function

Check the boot_loader device.

In the boot_loader_ck_rx65n_v2.scfqg file, click the Board tab. Confirm that R5SF565NEHxFB_DUAL
appears in the Device field, and CK-RX65N-V2 in the Board field (Figure 114), and choose “Generate
Code”.

") Project Explorer < ) ¢ 8 '8 = 8 " boot_loader_ck_rx65n_v2.scfg X

'h-_—‘f- > aws_da16600_ck_rx65n (in e2studio_gcc) [amazon-fre - o
Device selection

v 1% boot_loader_ck_rx65n_v2 (in e2studio_gcc
ﬁ‘:»} Binaries
i Includes Device selection
(3 src
(= HardwareDebug Board: |CK-RX65N-V2 (V1.00) v
'g_. boot_loader_ck_m65n_v2.scfg Device: | R5F565NEHXFB DUAL
¥, boot_loader_ck rx65n_v2 HardwareDebug.launch Download more boards...

f.?‘. Developer Assistance [amazon-freertos iot-reference

Overview Board Clocks | System | Components | Pins| Interrupts

Figure 114. bootloader’s device selection

Assign public key: Copy the contents of the secp256r1.publickey file you created in 6.4, and paste the
contents into CODE_SIGNER_PUBLIC_KEY_PEM defined in the following files:
boot_loader_ck _rx65n_v2\src\key\code_signer_public_key.h

) Project Explorer > =R |h| code_signer_public_key.h X
155 > aws_da16600_ck_x65n (in e2studio_c 2 ® * code_signer_public_key.h]
25
=S T
M f“‘—'o"d”—“k—”ﬁsn—“z B : | 26 - #ifndef CODE_SIGNER_PUBLIC_KEY_H_
%5, Binaries 27 #define CODE_SIGNER_PUBLIC_KEY_H_
mi! Includes 28
v (> src 22 8/ . .
o 38 * PEM-encoded code signer public key.
vy > kEy 31 *
Kl > code signer_public_key.h 32 * Must include the PEM header and footer:
N ) 33 L BEGIN CERTIFICATE----- "\
=5 smc_gen 34 * " . .base64 data..."\
Lt} boot loader.c 35 REREEEEE END CERTIFICATE----- "
\h} boot_loader.h 36 */
2 flash 37 - #define CODE_SIGNER_PUBLIC_KEY_PEM \
g8 my_tlasn.c 38 LR BEGIN PUBLIC KEY----- "\
1L linker_script.ld 39 .
(= HardwareDebug 40 " "\
. 41 Meeees END PUBLIC KEY-----
151 boot_loader_ck_rx65n_v2.scfg 42
¥, boot_loader_ck_n65n_v2 HardwareDebug.launch a3
(7) > Developer Assistance [amazon-fre ot-referer 44 #endif /* CODE_SIGNER_PUBLIC_KEY_H_ */
) 45

Figure 115. Add Code Signing Public Key to Boot Loader Project

RO1QS0073EJ0100 Rev.1.00 Page 73 of 123
Jul.21.25 RENESAS




Renesas RX Family AWS Cloud Connectivity on CK-RX65N v2 with Wi-Fi DA16600 (GCC)

2.

Set ENABLE_OTA_UPDATE_DEMO to 1 (Enable) in
aws_da16600_ck_rx65n\src\frtos_config\demo_config.h. (The default is 0)

(3 Project Explorer X Sh= § = O |5 demo_configh X
v 5§ > aws_da16600_ck_x65n (in e2studio_gcc) [Hardwa A 76
P Ginari 77 = /* Please select a provisioning method
W Binaries 78 * (@) : Pre-provisioning
al Includes 79 * (1) : Fleet provisioning
(& build 88 */
81 #define ENABLE_FLEET_PROVISIONING_DEMO (e)
(& Commen 82
(e Demos 83 = /* Please select whether to enable or disable the OTA demo
(& HardwareDebug 84 * (@) : OTA demo is disatler_j
. 85 * (1) : OTA over MOTT demo is enabled
(& Middleware 86 7
V> sre 87 #define ENABLE_OTA_UPDATE_DEMO (1)
&% > application_code 88
v Gy > f i 98 - # Path of the file containing the provisioning claim carnﬁcata Thisg|
(£ > frtos_config 187 ltdefme democonfigCLAIM_CERT_PEM "...insert here.
b} core_http_configh 108
K} core_maqtt_agent_config.h 118 @ ief Path of the file containing the pm\ismnmg claim pri\ra te key. This|
128 t:defme democonfigCLAIM_PRIVATE_KEY_PEM .insert here.
ik} core_matt_configh 121
) core_pkes11_configh 123 + dbrief An option to disable Server Name Indication.
K, core_sntp_configh 129 #define democonfigDISABLE_SNI ( pdFALSE )
138
e ol 132 ® * f Configuration that indicates if the demo connection is made to the AWS IoT Core MQTT broker.
Lt} > demo_configh 141 adefine democonf1gu55 AWS_TOT_CORE_BROKER (1)
Lk} fleet_provisioning_config.h 142
¥ FreeRTOSConfiah 144 o ief The unique ID used by the demo to differentiate instances.
ey Free onfig. 151 #define democonfigFP_DEMO_ID  "FPDemoID"
[} ota_configh 152
1} rm littlefs_flash_configh 154 ® * @brief The MQTT client identifier used in this example. Each client identifier

Figure 116. Enable OTA Demo
Confirm the initial project version:
Confirm the version definitions in aws_da16600_ck_rx65n\src\frtos_config\demo_config.h:

APP_VERSION_MAJOR
APP_VERSION_MINOR
APP_VERSION_BUILD

Example: The initial project version is 0.9.2

[n| demo_configh

325 = e

326 * Major wversion of the firmware.

327 *

328 * This is used in the OTA demo to set the appFirmwareVersion variable that is

329 * declared in the ota_appversion32.h file in the OTA library.

= #ifndef APP_VERSION_MAJOR
#define APP_VERSION_MAJOR 2]
#endif

= Rk
!

* Minor wersion of the firmware.

* This is used in the OTA demo to set the gppFirmwareVersion variable that is
* declared in the ota_appversion32.h file §n the OTA library.
xf
= #ifndef APP_VERSION_MINOR
#define APP_VERSION_MIMNOR 9
#endif

JEx
* Build version of the firmware.

* This is used in the OTA demo to set the kppFirmwareVersion wvariable that is

149 * declared in the ota_appversion32.h file fn the OTA library.
150 */

351 = #ifndef APP_VERSION_BUILD

352 #define APP_VERSION_BUILD 2

353 #endif

Figure 117 The initial project version 0.9.2

4. Checking the project environment settings:

For both projects, from the Projects menu, select Properties, expand the C/C++ Build menu, and click
Settings.

On the Tool Settings tab, expand the Objcopy menu and select General. Confirm that the Motorola S-
record (srec) is chosen for OutFormat.
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m Praperties for aws_dal16600_ck_rxbSn

O b
I'.}.-:ef'lter:ext | Settings =1 - &
» Resource
Lot
Builders
v (/C++ Build Configuration: HardwareDebug [ Active ] ~ | Manage Configurations..
Bufld Variables
Enfironment

% Tool Settings |

(53] Toolchain | (23] Device | A Build Steps Build Artifact | u} Binary Parsers | a Error Parsers |

Tool Chain Editar SHCPU | OutFormat |Motarola S-record (srec) ~
> €fC++ General User defined aptions TR RARY
Git
Project Matures
Project References
Renesas (OF
Run/Debug Settings
Task Tags
» Validation
w B8 Print Size
(= General
W
(?) Apply and Clase Cancel
Figure 118. Output format
On the Toolchain tab, confirm that the toolchain is GCC for Renesas RX.
Q Properties for aws_da16600_ck_rx65n ] >
‘type filter text ‘ Settings (= A= 4
> Resource
Builders
Configuration: |HardwareDebug [ Active ] 7 | ‘Manage Configurations...
Buildl Variables
Environment .
Loghing i To i I8 Toolchain | i) Device| #* Build Steps Build Artifact‘ Binary Parsers‘ @ Error Parsers
Tool Chain Editor Enable toolchain inte§ration
» C/C++ General Current Toolchain
Git Toolchain: GCC for Renejas RX
Project Natures Version:  83.0202311
Project References
Renesas QF Change Toolchain (click Apply before switching tabs)
Run/Debug Settings Toolchain: ‘GCC for Renesas RX 2 |
Task Tags
+ Validation Version: (8.3.0.202311 ~|
Additional Tools
Create Objcopy
[ Echo tool command
Figure 119. Project toolchain
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5. Device selection setting

Open the file aws_da16600_ck rx65n.scfg and click the Board tab. Click the ellipsis (...) beside the
Board field in the Device selection area.

11 Project Explorer X = 3‘ © & = O | &F aws_da16600_ck_x65n.scfg X
v ‘g:% ‘fbav‘fsfd.a166007ck7rx65n (in e2studio_gcc) [amazon-fre Device selection

35 Binaries

n Includes

(= build Device selection

e Common
Board: | CK-RX65N-V2 (V1.00) b
(4 Demos
(> HardwareDebug Device: | RSF565NEHxXFB
/& Middleware Download more boards...
ok > SIC
aws_da16600_ck_rx65n.scfg
¥} > aws_da16600_ck_rx65n HardwareDebug.launch

(2) > Developer Assistance [amazon-freeNgs iot-referer

v Tf% > boot_loader_ck_mx65n_v2 (in e2studio_gccNamazon-i
t? Binaries
[n Includes

3 > src

(= HardwareDebug

w‘,f‘} boot_loader_ck_rx65n_v2.scfg

¥, boot_loader_ck_rx65n_v2 HardwareDebug.launch

Overvie locks | System | Components | Pins | Interrupts

(2) > Developer Assistance [amazon-freertos iot-referer

Figure 120. Device selection (1/3)
Select “Target Board: CK-RX65N-V2” and “Bank Mode: Dual Bank” then click Next

Change Device

| |
ral
Select the new device for aws_da16600_ck_rx65n
Current Device: RSF565NEHxFB
Current Board: CK-RX65N-V2
Target Board: | CK-RX65N-V2 w

Target Device: R5F565NEHxFB

Unlock Devices...

Bank Mode| Dual Bank v

? < Back I Next > I Finish Cancel

Figure 121. Device selection (2/3)
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Under Change Device for aws_da16600_ck_rx65n > Project Files, clear the src/linker_script.ld check
the box and then click Finish.

Change Device

The following changes to 4 files are necessary to perform the refactoring.

Changes to be performed SOV~
v [m] &) Change Device for aws_da16600_ck_rx65n
= Launch Configurations
[\7] & Build Settings
~ [] & Project Files
[]# src/linker_script.d
[v]#&, Smart

Nogreview available

| ? < Back Next > Cancel

Figure 122. Device selection (3/3)
6. Change the firmware (aws_da16600_ck_rx65n) vector

Open the aws_da16600_ck_rx65n\src\linker_script.ld file then allocate .exvectors to 0OxFFFEFF80:
AT(0xFFFEFF80) and .fvectors to OXFFFEFFFC: AT(0OxFFFEFFFC)

{5 Project Explorer X =k § = 8 [ linker_seriptld x
~ 155 > aws_da16600_ck_m65n (in e2studio_geo) (Hardware 1 ={iz“-caw'
#* Binari 2 -
% Binaries 3 RAM : ORIGIN = @x4, LENGTH = @x3fffc
sl Includes 4 RAM2 : ORIGIN = exeoseeeee, LENGTH = 393216
3, buil 5 DATAFLASH (!rx) : ORIGIN = @x18e@@e, LENGTH = 32768
(& build
c 6 ROM : = OxFFF@@@ee, LENGTH = 1048576
ks Lommon 7 OFS : N = @xFE7F5D@@, LENGTH = 128
(& Demos 8 }
([ HardwareDebug 9
1e SECTIONS
(7 Middleware 1 = { N
v g > sre 12 | .exvectors exFrrEFrse: AT(exFFrEFFsa) |
% > application_code 3 - 1
—_— i 14 "_exvectors_start" = .;
& > Trtos_config 15 KEEP(*(.exvectors))
(= frtos_skeleton 16 "_exvectors_end" = .;
(& frtos_startup 17 } >ROM
18
Zu_ Smegen 19 | -fvectors exFFFEFFFC: AT(@xFFFEFFFC) |
> linker_script.Id 20 - T
i;:j > aws_da16600_ck_rx65n.scfg 21 KEEP(*(.fvectors))
S
¥, > aws_da16600_ck_rx65n HardwareDebug.launch “3 } > ROM
‘fﬂ‘_l > Developer Assistance [ama eertos iot 2 24 .text ©xFFF3520@ : AT(@xFFF35200)
I£% > boot_loader_ck_rx65n_v2 (i 25 .
26 *=(.text)
27 =(.text.*)
28 *(P)
29 etext = .;
linker_script.ld | Memory | Sections | Graphical

Figure 123. Vector setting
Build the project by choosing Project — Build All as instructed in Figure 26. Build the Project.
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7. Generate the initial firmware

After users built projects successfully, please place the following files in the Renesas Image Generator
folder:

e The results of building the firmware: aws_da16600_ck_rx65n.mot
e The results of building the boot loader: boot_loader_ck_rx65n_v2.mot
e The private key created in 6.4.1: secp256r1.privatekey

Open a command prompt, navigate to the Renesas Image Generator folder, and execute the following
command to generate the file userprog.mot.

$ python image-gen.py -iup aws_da16600_ck_rx65n.mot -ip RX65N_DualBank_ImageGenerator_PRM.csV -0
userprog -ibp boot_loader_ck_rx65n_v2.mot -key secp256ri.privatekey -vt ecdsa -ff RTOS

6.4.2.2 Running OTA project

1. Start Renesas Flash Programmer and create new project:

£ Renesas Flash Programmer V3.12.00 — X
File | Target Device Help
| Mew Project...

ck Settings  Connect Settings  Unique Code
Open Project...

Save Project

Figure 124. Create New Flash Project (1/4)
After that:

— Choose Microcontroller: RX65x

— Input project name.

— Browse “Project Folder”

— Communication: Tool: E2 emulator Lite
— Communication: Interface: FINE

— Choose “Connect”

Note: Jumper of J16 is in “Debug” mode.

{* Create New Project = X

Project Information

Microcontroller: 1 |RX65x Vl

Project Name: 2 | Flash_RX65Nv2 |

Project Folder: 3 |C:‘\Users Documents‘\Renesas Flash Il Browse...

Communication

Tool: | E2 emulator Lite v|4 Interface: |FINE ~| 5

Tool Details... Num: AutoSelect Power: None

Figure 125. Create New Flash Project (2/4)
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$¢ Create New Project

Project Information

Microeontraller: | DweER.

Progress Report
k
F Running...
Com
Es Authentication - >
Tool Details.| Authentication Code
|0 Code: |I'I'H'I'I'H'I'I'I'I'I'I'I'I'I'H'I'I'I'I'I'I'I'I'I'I'I'I'I' |
Fruacviss " Auto l|u"I'rl:I-'EEI-'ti'::E“ti'::'I-'I 1 2 Cancel -
Figure 126. Create New Flash Project (3/4)
s Renesas Flash Programmer ¥3,12,00 -
File  Target Device  Help
Operation  Operation Settings  Block Settings  Connect Settings  Unique Code
Project Information
Cument Project: Flash_RX65MNv2 mj
Microcortroller: RX Group Endian: |Litle v
Program File
Browse...
Flash Operation

| Erase => Program == Verify

Start

Setting the target device
Setting the target device
Cuery the device information.
Signature:

Dievice: R Group

Code Flash 1 (Address : 0xFFFFO000, Size : 64 K, Erase Size: 8 K)
Code Flash 1 (Address : 0xFFFO0000, Size: 960 K, Erase Size: 32 K)
Code Flazh 1 (Address : 0xFFEFON00, Size : B4 K, Erasze Size: 8 K)
Code Flazh 1 (Address : 0xFFENOOON, Size: 960 K, Erase Size: 32 K)
Data Flash 1 {Address : 0z00100000, Size: 32 K, Eraze Size : f4)
Config frea (Address : 0xFETFS000, Size: 128, Eraze Size : 0)

Dizconnecting the tool
Dperation completed.

Clear status and message

Figure 127. Create New Flash Project (4/4)
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2. Choose code flash area in configuration:
Only tick the option “Select” for “Code Flash 1”.

£ Renesas Flash Programmer V3,12.00 — *

File  Target Device Help

Operation  Operation Settings  Block Settings  Connect Settings  Unigue Code

Fegion Start End Size  Select
= R¥ Group [m]
Code Fash 1 (FFEDQODOD (xFFFFFFFF 20M
Data Flash 1 (00100000 (e O0107FFF 12K [l
Config Area IxFE7FS000  (xFE7FSD7F 128 []

Figure 128. Choose Code Flash Area

3. Erase “Code Flash” before loading a new image:

Choose “Operation Settings” > “Erase”.

e Renesas Flash Programmer V3,12,00 - X
File  Target Device Help

Operation Operation Setfings  Block Settings Connect Settings  Unique Code

Command Erase Options
[ Erase Erase Selected Blocks |
B e Program & Verfy Options
L] Verify [] Erase Before Program
L] Ghecksum Verify by reading the device

Checksum Type
:EZ:H. addtive method vl
Fill with OxFF
[[] Code Flash / User Boot Error Settings
[] Data Rash Enable address check of program file
| Clear status and message
Figure 129. Erase Code Flash (1/2)
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E
File  Target Device Help

Operation  Operation Settings Block Settings Connect Settings  Unique Code

Project Information

Curmrent Project: Flash_RX65Mv 2 mj
Microcontroller: RX Group Endian: | Little w
Program File
Browse...
Flash Operation
Erase
Start

Progress Report

Tool : E2 emulator Lite (OBE11002
Emulator's supply power : OFF

Emulator's firmmare version: 3.03 Running...
Connecting to the target device

Main Clock : 16.000000MHz I

Setting the target device

Setting the target device

Communication speed : 1,000,000 by
Signature:

Device: RX Group

Erasing the selected blocks
[Data Flash 1] 0:00100000 - 0x00107FFF  size : 32 K
[Code Flash 1] 0xFFE0D00D - 0xFFFFFFFF  size: 20 M

Clear status and message

Figure 130. Erase Code Flash (2/2)
4. Write the initial firmware (userprog.mot)

This flash project will use commands: Erase, Program, and Verify.

£ Renesas Flash Programmer ¥3.12.00 — x

File  Target Device Help

Operation Operation Settings  Block Settings  Connect Settings  Unique Code

Command Erase Cptions
Frase Erase Selected Blocks o
o
ST Program & Verify Options
Verify [1 Erase Before Program
[ Checksum Verify by reading the device

Checksum Type
32bit additive method ~
Fill with OeFF
[] Code Flash / User Boot Emor Seftings
[] Data Aash Enable address check of program file
Figure 131. Flash the Firmware (1/3)
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Add firmware’s path (users have created in Generate the initial firmware) to “Program File” and click
“Start”:

L

File Target Device Help

Operation  Qperation Settings  Block Settings Connect Settings  Unique Code

Project Information

Cument Project: Aash_RXB5Nv2 mpj
Microcontroller: RX Group Endian:  Litle v
Program File
1 C\ wserprog.mot | erowse..
CRC-32 : BBES51CC
Hash Operation

Erase >> Program >> Verfy

2 Start

Main © "

[Setting "
iSelting Running...

G
Sienate [ ]

Dev

Erasing Abort
[Data

[Code Flash 1] 0xFFEO0DO0 - 0xFFFFFFFF  size: 20 M

Writing data to the target device
[Code Flash 1] 0xFFEF0000 - 0xFFEFCDFF  size: 515 K
[Code Flash 1] 0xFFEFFF80 - 0xFFFIF17F  size: 1245 K
[Code Flash 1] 0xFFF25200 - 0xFFFCEBFF  size: 6145 K

Clear status and message

Figure 132. Flash the Firmware (2/3)

If it is successful, it will display “Operation completed”:

Dizconnecting the tool
Operation completed.

| L

Clear status and message

Figure 133. Flash the Firmware (3/3)
5. Running the application:

Set jumper of J16 is in “Run” mode. The application will run as below:

Hl COM14 - Tera Term VT

File Edit Setup Control Window Help

erify install area main [sig-sha2b6-ecdsal...OK

execute image ..

Press any key for going to application’s setting area or after 10 second, application will »un automatically

Figure 134. Start Application with OTA

Press any key to configure the application. For setting Cloud’s credentials for loT Devices, please refer
to the Starting the Application
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Besides that, for OTA, please store the code signing certificate to device (user created “secp256r1.crt”
file at step: 6.4.1Error! Reference source not found.).

Press ‘2’ on the Main Menu to display Data Flash.

VT

> Select from the options in the menu helow:

v X
=

E
1

2.
3.
4.
5.
6.
y
O

Get version

Data flash

Get UUID

Configure Wi-fi

Run Only Sensors App

Run Sensor App with MATT
Help

Figure 135. Main Menu

Press ‘f' for storing code signing certificate:

T

> Select from the options in the menu below:

- DATA FLASH

Info

WUrite
Write
Urite
Urite
Urite
Urite
Urite
Write

Certificate

Private Key

MQTT Broker end point

I0T Thing name

code signing certificate <(for OTAD
template name (for Fleet)

claim cert ID (for Fleet)

claim private key ID (for Fleet)

Read Flash

Check

credentials stored in flash memory

Format Flash data

Help

> Press space bhar to return to MENU

Figure 136. Data Flash Menu
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)ATA FLASH YRITE CODE SIGNING CERT

LSelect the file to write data in data flash
Id

YT Tera Term: Send file

Look in: | v‘ €] ¥ i G-
Name - Date modified a
| Jsecp256ri.cit | 12/10/2023 10:07 AM

| secp256rl.csr 12/10/2023 10:07 AM

| secp256r1.keypair 12/10/2023 10:06 AM

| secp256r1.privatekey 12/10/2023 10:18 AM

| secp256rl.publickey 12/10/2023 10:14 AM ,
< >
File name: secp256r] ot | I Open
Files of type: | All{*.") v Cancel

Help

Figure 137. Store code signing certificate into flash (1/2)

Note: please check the EOL of secp256r1.crt and convert it to LF before saving it into data flash.

VT

DATA FLASH WRITE CODE SIGNING CERT

Select the file to write data in data flash
bstored data into dataflash correctly.

> Press space bar to return to MENU

Figure 138. Store code signing certificate into flash (2/2)
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After saving all Cloud credentials, and Wi-Fi credentials, the user starts the application by choosing option ‘6’
on the Main Menu:

HECK CREDENTIALS STORED IN DATA FLASH

Fleet iz disabled, do not need Claim private

Fleet is disabled. do not need Claim cert ID

Fleet dis disabled, do not need template name

Code signing certificate saved in data flash is verified and successful

Wi-Fi's Security saved in data flash is verified and successful

Wi-Fi's Password saved in data flash is verified and successful

Wi-Fi's 881D saved in data flash is verified and successful

I0OT thing nane saved in data Fflash is verified and successful

MQTT Endpoint saved in data flash is werified and successful
Private Key zaved in data flash is verified and successful
Certificate saved in data flash is verified and successful

All credentials in data flash is verified and successful

7178 [CLI1 Yrite certificate...
¢ Alternate Hey Provisioning successfully

1t Wi-Fi Init Successful 111

[55ID: TP-Link_2582
onnecting to TP-Link_2582

Wi-Fi connected to SSID TP-Link_2582.

Device IP address: 192.168.58.27

[Device network mask: 255.255.255.0

[Device gateway 192.168 .58.65
24898 [CLI]

address:

L[INFOQ1]

L[INFO]
LINFO]
L[INFO]
[INFO1
L[INFO]

Creating a TLS connection to ezoororoorooorsorrrors us—east—1.amazonavws .com:8883.
Created new ICP socket.

Established TCP connection with L wuws-wv.us—east—1.amazonaws .com.
CHetwork connection Bx85879c) TLS handshake succes*Pul.
(Netvork connection Bx8587%7c) Connection ta =
Creating an HQIT connection to the broker.

QTT connectlon estabhlished with the bhroker.

St .us—east—1.amazonaws.com established.

14 36999 [OTA Demo Tal [INFQ]1 OTA over MQIT demo,. Application version B.9.2
15 31882 [sensor_threl I2C hus B setup success

Figure 139. Application with OTA (1/2)

While sub/pub message to MQTT (sensor’s data, control LEDs, and so forth), the application will also check
the event of OTA from Cloud to process with it.

[12 328999 [obh1283_threl

B 3 Dewice open success
29 [OTA Demo Tal L[INFD] ————— —Start OTA Task

[OTA Demo Tal [INF0O1 OTA over HGIT demo.

38929 Application version B.9.2

316089
31618
3iei8
3iei9

3i@21
3i@21

31454
31884
31885
31913

32615
32619
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[sensor_threl
[zensor_threl
[sensor_threl
[zmod_thread]

[OTA Demo Tal
[AWS_DA166B6E]

[zmod_threadl
[zmod_thread]
[zmod_thread]
[AYWS_DA166BA]1

[OTR Agent T1
[sensor_threl

[OTA Demo Tal
[AWS_DA16608A]
[AWS_DA1660A]
[AWS_DA1668A]1
[AYWS_DA166BA]1
[zmed_thread]

[OTA Agent T1

Jul.21.25

I2C hus B setup success

HS3881 open sensor instance successful: @
ICP28180 open sensor instance successful: @
I2C bus 1 setup success

[INFO1 Received: B8 Queued: 8@ Processed: @
[INF01 ———==———=8tart AWE Wi-Fi DRAi66O8 - MGIT

Dropped: 8
Demo Task —-———————=—

ZHOD4410 open sensor instance successful: @

ZHOD4518 open sensor instance successful: @

Task zmod441@ measurement Success:@

[INF0O]1 Successfully subscribed to topic: awsstopie/set_tenperature_led_data
[INFO1 Current State=[Requestingdobl. Event=[Start], New state=[RequestingJdobl
ICH426B85 open sensor instance successful: @

LINFO]1 Received: B  Queued: @ Processed 8  Dropped: B

[INF0]1 Successfully subscribed to topic: awsstopic/set_spo2_led_data

[Send Datal ZMOD441B-1AQ TVOC: BBB ava

[Send Datal ZHOD4418-1AQ ETOH: ©88.868

[Send Datal ZHOD441B8-IAQ ECO2 =
ZHOD4418 in stabilization:196689

LINF01 Subscribed to topic $aws/things~/C

“TA-jobssnotif y—next.

Figure 140. Application with OTA (2/2)
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6.5 Updating the Firmware

6.5.1 Creating the updated firmware
6.5.1.1 Changing the firmware version

Change the firmware version to a higher version. (Example: Because the previous version is 0.9.2 (Figure
117), so the new version that we can choose is 0.9.3 or higher)

Repeat the build process, this time with 3 specified for the APP_VERSION_BUILD definition in

aws_dal6600 ck rxé65n\e2studio gccl\src\frtos config\demo config.h.

[l demo_configh X

S ¥k
* @b Major version of the firmware.
*
* This is used in the OTA demo to set the

* declared in the ota appversion32.h file
*

= #ifndef APP_VERSION_MAJOR
#define APP_VERSION_MAJOR 0
#endif

- /¥<=

* i Minor wversion of the firmware.

* This is used in the OTA demo to set the
* declared in the ota_appversion32.h filg
*/
= #ifndef APP_VERSION_MINOR
#define APP_VERSION_MINOR 9
#endif

- /¥¥
* i Build version of the firmware.
* This is used in the OTA demo to set th¢
* declared in the ota_appversion32.h filg
*/

= #ifndef APP_VERSION_BUILD

#define APP_VERSION_BUILD 3
#endif

appFirmwareVersion variable that is
in the OTA library.

appFirmwareVersion variable that is
in the OTA library.

appFirmwareVersion variable that is
in the OTA library.

6.5.1.2 Use Renesas Image Generator to Generate the Updated Firmware

Figure 141. Setting New Version for Firmware

Overwrite the file in the Renesas Image Generator folder with the firmware you rebuilt in 6.5.1.1
(aws_da16600_ck_rx65n.mot), and then execute the following command at the command prompt:

$ python image-gen.py -iup aws_dal6600_ck rx65n.mot -ip
RX65N_DualBank_ImageGenerator PRM.csv -o user_ 093 -key secp256rl.privatekey -vt
ecdsa -ff RTOS

This command generates a file named user_093.rsu.
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6.5.2 Updating the firmware
In AWS, create an OTA update job that will update the firmware.

6.5.2.1 Creating New Job

In the loT Core menu, select Manage > Remote actions > Jobs, and then click the Create job button.

Manage - .
AWS loT » Manage » Remote actions » Jobs
v All devices

Things

Thing groups

Thing types

Fleet metrics

b Greengrass devices Q, Filter jobs All status values All types v 1
¢ LPWAN devices
Software packages New Name v Type v Status v Created date
w Remote actions
roen
You don't have any jobs in ap-northeast-1
Job templates h - & any 1o 'k -
Create job

Secure tunnels

» Message routing

Figure 142. Create New Job for OTA (1/2)

6.5.2.2 Creating FreeRTOS OTA Job Update
Select Create FreeRTOS OTA update job and then click Next.

=
Manage
AWS 1aT 3> Manage » Remote actions » Jobs » Create job
¥ All devices
Things Create job i
Thing groups Jobs define remote operations to send to and run on devices that are connected to AWS IoT. Create a custom job er a
Thing types FreaRTOS aver-the-air (OTA) update job.
Fleet metrics
» Greengrass devices Jab type
F LPWAN devices
software packages M - .
Software packages Mow ) Create custom job
¥ Remote actions Create a job v send an executable job file to one of mone devices connected 10 AWS 10T,
Jobs
Job vemplates © Create FreeRTOS OTA update job
Send a request to acquire an executable job file from one of your 53 buckets to ane or more devices connected to AWS |oT.
Secure tunnels

B Message routing \
Retained messages Cancel
¥ Security

Figure 143. Create New Job for OTA (2/2)
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6.5.2.3 Entering a Job Name

Enter a job name (example: rx65n_ota_demo_job) and then click Next.

AWS loT > Jobs » Createjob » OTAjob

step 1 OTA job properties s

OTA job properties
Step 2 Job properties

Job name

Step 3 .
rx65n_ota_demo_job

Enter a unigue mame without spaces. Valid characters: a¥,
A-Z, 0-9, - (hyphen), and _ (underscore)

Description - optional

P Tags - optional

Cancel Next

Figure 144. Enter OTA Job Name
6.5.2.4 Updating Devices

Click the Devices to update drop-down list and select the device to update.

OTA file configuration i

Devices info

This OTA update job will send your file securely over MQTT or HTTP to the FreeRTOS-based things and/or
the thing groups that you choose.

Devices to update

QN

Thing group

Things

rx65n_ota_demo_thing

Figure 145. Choose Device to Update
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6.5.2.5 Creating New Profile

Click Create new profile.

File info

Sign and choose your file

Code signing ensures that devices only run code published by trusted authors
and that the code hasn't been changed or corrupted since it was signed. You
have three options for code signing.

© Signanew Choose a Use my
file for me. previously custom
signed file. signed file.

Code signing profile

This profile will contain information needed to create a code signing job. The
profile specifies your device's hardware platform, certificate from AWS
Certificate Manager, and the location of your code signing certificate path on
your device.

Existing code signing profile

v Create new profile

Figure 146. Create New Code Signing Profile

You can skip steps 6.5.2.5 to 6.5.2.9 if you have already created a profile. Click Choose existing code
signing profile and select the profile you created from the drop-down list.

Existing code signing profile

a \

rx65n \:a_d emo_profile2 [dummy

SHA256 ECDSA

A Create new profile

rx65n_ota_demo_profile dummy lect an existing file.

SHA256 ECDSA

L prarp— p——

Figure 147. Choose Existing Code Signing Profile
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6.5.2.6 Creating a Profile Naming
Create a profile (1): Profile name and device hardware platform:

o Enter the profile name (example: rx65n_ota_demo_profile)
e Select Windows Simulator as the device hardware platform!

Create a code signing profile

Profile name

rx65n_ota_demao_profile

Enter 3 unigue name without spaces, Vahd characters: a-z, A-Z, U-9, and _ {underscorne)

Device hardware platform

Windaws Simulator v

Figure 148. Create New Code Signing (1/2)
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6.5.2.7 Creating a Profile: Importing Certificate
Create a profile (2): Import a certificate.

¢ Inthe Code signing certificate area, click Import new code signing certificate.
e In Certificate body, select the file secp256r1.crt.

¢ In Certificate private key, select the file secp256r1.privatekey

¢ In Certificate chain, select the file ca.crt.

Note: You have created the above files in 6.4.

e Click Import

Create a code signing profile X

Code signing certificate

AWS Certificate Manager (ACM) handles the complexity of creating, managing, or importing S5L/TLS
certificates. You can wse ACM to create an ACM Certificate or import a third-party certificate that you
use for signing. You must have a certificate to sign code.

© Import new code signing Select an existing certificate
certificate
Certificates \
Certificate body secpSorl.crt
. 753 bytes
l ] Choose file | @ Uploaded
Certifhicate private key secp256ri.privatekey
] 232 bytes
| [# Choose file @ Uploaded
Certificate chain - optional ca.crt
. 890 bytes
l ] Choose file | @ Uploaded
\
Import

Path name of code signing certificate on device
This is the name and location of the certificate that your FreeRTOS device firmware uses to perform
OTA image signature verification.

Figure 149. Create New Code Signing (2/2)
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6.5.2.8 Creating a Profile: Entering Path
Create a profile (3): Enter the path of the code signing certificate of the device and then click Create.

You can enter any path. (Example: dummy)

Path name of code signing certificate on device
This is the name and location of the certificate that your FreeRTOS device firmware uses to perform

OTA imane sionatuse verification

Cancel Create

dumirmy

Figure 150. Enter the Path of the Code Signing Certificate of the Device
6.5.2.9 Confirming Profile Name

Confirm that the name of the profile you created earlier is selected in the Existing code signing profile drop-
down list.

FiI.E Infa

Sign and choose your file

Code signing ensures that devices only run code published by trusted authors and
thiat th i i j P L { j ¥ i
options ' CoOe Spgmr
© Sign a new Choose a Use my
file for me. previously custom
signed file signed file.
Code signing profile
"1|-;:":." e will contain imformation needed g ol The |_:'-'_:h."
specifiet vour device's hardware platform, certificate fre ertificate Manag

and the location of your code signing certificate path on your device

Existing code signing profile

rxb5n_ota_demo_profile k4 Create new profile

Figure 151. Choose Existing Code Signing Profile
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6.5.2.10 Updating the Firmware

e Select Upload a new file.

¢ In File to upload, select the file user_093.rsu you created in 6.5.1.2.

e Click Browse S3 and select the S3 bucket you created in 6.3.

e Enter a path name in Path name of file on device (You can enter any path name. Example:
/device/updates).

File

© Upload a new file. Select an existing file.

File to upload

[+] Choose file

@ user_093.rsu
427776 bytes

File upload location in S3

This is the location in $3 where your file will be stored.

S3 URL

Q, s3://s3test-rx65n X View [4 I I Browse S3 Create S3 bucket
Format: s3://bucket/prefix/object.

Path name of file on device
This is the name and location where the file will be stored on the FreeRTOS device.

/device/updates

» File type - optional

Figure 152. Choose Firmware to Update
6.5.2.11 Choosing the Role for the Job

In the role drop-down list, select the role you created in 6.3 and then click Next.

1AM role infe
Role
Choos I T
ota_role_rx65n v \
Cancel Back Next
Figure 153. Choose Role for Creating Job
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Click Create job.

OTA job configuration .

Job run type

© Your job will complete after deploying to the devices and groups
that you chose (snapshot)

Your job will continue to deploy to any devices added to the groups

that you chose {continuows)

» Job start rollout configuration - optional

» Job stop configuration - optional

» Job run timeout configuration - optional

Cancel Back Create job

Figure 154. Create Job
6.5.2.12 Waiting until Firmware Reception is Complete
Wait until firmware reception is complete.

When the job starts, the job receives and writes the firmware.

The Received counter is incremented when the reception starts.

A770 BTRYBEY [OTA Hmﬂ: T1 i i Evnnt=[RemunatFilallock],. He
2771 HHGEHY LOTA Demo Tal LINFOI | R ivad: 1H : puaed: 181 Dropped: @
A77E BEBZ62 [MQTT] LCINFO] De-serialifea incOmIng Fl

i 0 pACKEt: U [IFerHesl Lt Nyl ISUEcass .
3773 BBB262 [MQTT] L[INFO] State record updated. Hew state=MQTITPublishDone.
3774 BEBZ62 [MQTT] [INFO] Receiwved data message callback, size 4121.

Figure 155. OTA Job is Processed

When the update process is complete, the device resets and the initial menu appears.

4054 983994 [MQIT] LINFO] Ack packet deserialized with result: MQTTSuccess.

4055 983994 [MGQIT] [INF0O]1 State record updated. MHew state=MGITPublishDone.

4856 284458 [OTA Demo Tal [INFO1 Received: 18% Queued: 185 Processed: 185 Dropped: 8
verify install area main [sig—sha256—ecdsal.._ 0K

execute image ..

Press any key for going to application’s setting area or after 18 second. application will run automaticallwy

Overtime for setting, will run application now

Running sensor app with MQTIT. ..

Figure 156. Device Reset and Update New Firmware
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6.5.2.13 Confirming that the Firmware Version is a New Version
Example: 0.9.3 (updated at 6.5.1.1)

The application will run with new firmware and run self-test mode with it.

[0Ta Demo Tal [IHFD] ——--—-——-8taxrt OTA Task-—-—-—

[OTA Demo Tal [IHEO] OTA euver HOQTT demo. Flp[ll'."u':&l.' ion version B.9.3
[zenzor_threl 1AL DIE W SETUp SUCCESE

[zensor_thre] HE3ABL open =enzor instance successful: B

[zensor_thee] ICPZBLIEEA open sensor instance successful: B

[OTA Demo Tal [IHFO] Receivaed: Queunad: B Proceszsed: @ DInropped: @
[zmod_thread]l 120 bus 1 setun 5

[AWS_DAl6688] [INFO] -—--—--—-8tart aWS Wi-Fi Dhl660B - MHOQTT Demno Task -—————-—-

[0OTA Agent T1 [IHFO] Current State=[Reguestin Event=[5tart], Hew state=[ReguestingJoh]
[z2mod_thread] ZHOD4418 open sensor ingtanc 1: @

CINFENT _Tn _enlf toot mode
CINFO] Hew image has a higher version number than the current image: New inage w 1.9.3, Previous image version=0.9.2
IIHFOJ Imm‘ﬂ; ey i Unflin Fil ile ID=8

ny

h result: MG
ate '-HQII'I'uh

i tn‘-HQIl’I'uh
llul:uiuo:{ an unsolicited publish Fron tlwic Savssthings U e e S e JAupdatesaccepted
Sent PUBLISH packet to breoker Saussthings I/llprlnl.n to broker.

Job parging suc : OtadobParseErse. roeErrNone, Job nane sAFR_OTA= sy

Received an unh ed callback pve fgent, avent = 6

Current State=[CroatingFile], Events [Rﬂ:uichJu pDocunent 1, Now state=[CroatingFile)

Beginning self-t

Racaivad Otadohb avtTost eallback Fram OTH Aaant .
1 ficcepted and conmitted final image. .

Figure 158 Test and accept new firmware

When OTA updates the firmware successfully, the status will be “Succeeded” as below:

MQTT test client

Details Job executions Job document Job targets Tags
Device Location New

Execution overview

When canceling and deleting execution refresh this page if the summary does not match

Manage

v All devices

Things Succeeded Failed Canceled Rejected
Thing groups
Thing types 1 0 0 0
Fleet metrics Queued In progress Removed Timed out
» Greengrass devices O O O O
» LPWAN devices
Software packages New
v Remote actions Job executions (1) info il
Devices currently processing this job. If this job has a scheduled start time, executions will queued at the start time.
Job templates | Q, Find job executions ‘ All job executions (1) v
Soruwe tunnale

Figure 159. Job’s Status in AWS Portal
7. Fleet Provisioning
7.1 Overview Fleet Provisioning
This section describes the steps of using Fleet Provisioning in this application.

Fleet provisioning is a procedure in which provisioning takes place when each IoT device is started for the
first time.

Generally speaking, it can be implemented in either of the following two ways.
1. Provisioning by claim (approach using provisioning claim certificates)
2. Provisioning by a trusted user (mobile or web app user, etc.)

In addition, either of the following two procedures can be used to obtain the individual certificates and private
keys used for fleet provisioning.
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A) Having the AWS certification authority generate a new individual certificate and private key and send it to
the device (CreateKeysAndCertificate).

B) Generating a key pair on the device internally and sending a certificate signature request (CSR) to AWS
to have them generate only an individual certificate and send it to the device (CreateCertificateFromCsr).

This document describes the implementation of a fleet provisioning that combines 1. And B).
Advantages

o The device’s private key never leaves the device.
o There is no need to establish a connection between the manufacturing plant and AWS IloT.
e There is no need to put in place a structure for issuing individual certificates or registering devices.

On the other hand, it also has the following disadvantages. It is necessary to be aware of both the
advantages and the disadvantages when using this provisioning method.

Disadvantages

e |tis necessary to take into account the possibility that the provisioning claim certificate could leak to an
unauthorized party.

e |tis necessary to implement functionality on the device to issue a provisioning request and receive a
response.

For detail about Fleet Provisioning, please refer to chapters 3, and 4 of the AN: RX Family Provisioning

Procedure for 10T Devices Rev.1.00 (renesas.com) (Demo application for Cellular + Ethernet).

7.2 Setting up AWS for Fleet Provisioning

It is necessary to configure AWS settings to run the fleet provisioning demo.
1. Policy settings

2. Generating a claim certificate and claim key pair

3. Creating a fleet provisioning template

7.21 Policy Settings

Follow the steps below to create AWS loT Core policies. The first policy you create will be used when fleet
provisioning is run.

AWS loT X P AWS IoT ¥ Security > Policies
Monitor AWS loT policies (3) infa Delet
AWS IoT policies allow you to control access to the AWS loT Core data plane operations. AWS loT policies are separate and different from IAM policies. AWS loT policies apply only to AWS loT data plane operations.
Connect Q Find policies 1 @
a Palicy name
[m] thing_palicy
Test [m] ge_iot_policy
¥ Device Advisor [m] feet_policy
MQTT test client
Device Location New
¥ All devices
» Greengrass devices
» LPWAN devices
Software packages New
» Remote actions
» Message routing
Retained messages
e
=
Certificate auth
Figure 160. Creating an AWS loT Policy (1/2)
In the Policy name field, enter the policy name of your choice.
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AWSIoT > Security 3 Policies 3 Create policy

Create policy e

AWS 10T Core policies allow you to manage access to the AWS loT Core data plane operations,

Policy properties

AWS IoT Core supports named policics 50 hat many klentities can reference the same palicy documort,

Policy name

» Tags- op

Policy statements | Policy examples

Policy document iafe

A AWS 1T policy containg ane or mare palicy statements. Exch policy stalement containe actions, resources, and an effect that grants ar denies the Ictians by the resdurces.

Policy document
I_I"_
mz .

v

av

s

6

7

8

L]

1@ 3

Copy and paste the text of the policy document here.
&
JSON  Linel,Column1 (@Emors0 A Wamings:0 @

Figure 161. Creating an AWS loT Policy (2/2)

Click the JSON button to display the policy document input field, then copy and paste the policy document
shown in Table 8. Policy into the input field. When copying and pasting the policy document in Table 8.
Policy, make the following changes:

- Change “us-east-1” to match the region used.

- Change <account id> to your account ID (account ID is the 12-digit number after @ that is displayed by
clicking on the account name in the upper right corner, excluding the hyphen)

Table 8. Policy Document

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iot:Connect",
"Resource": "*"

}I
{

"Effect": "Allow",
"Action": [
"iot:Publish",
"iot:Receive",
"iot:RetainPublish"
] 4
"Resource": [
"arn:aws:iot:us-east-1l:<account id>:topic/$aws/certificates/create-from-csr/*",

"arn:aws:iot:us-east-1l:<account id>:*"
]
}I
{

"Effect": "Allow",
"Action": "iot:Subscribe",
"Resource": [

"arn:aws:iot:us-east-1l:<account id>:topicfilter/S$Saws/certificates/create-from-csr/*",

"arn:aws:iot:us-east-1l:<account id>:*"
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7.2.2

Generating a Claim Certificate and Claim Key Pair

Generate a provisioning claim certificate and provisioning claim key pair for use in fleet provisioning.

Select Security — Certificates and then click Add certificate — Create certificate.

AWS loT X AWSIOT » Security » Certificates

Monitor
X509 certif jce and client connections. Certfi with AWS loT and device or li T,
Connect Certificates. ‘ Certificates you've transferred
Connect one device
» Connect many devices. -
Certificates (35) actions v | [AGd certificate &'

L Register certificates.
» Device Advisor
o Certificate 1D v | status v | Created v
MQTT test client
Device Location New o @ Active December 20, 2023, 16:56:19 (UTC+07.00)
0 © Active December 21, 2023, 15:21:41 (UTC:E700
Manage =] @ Active December 212675, 12:05:49 (UTC+07:00)
All devi
> Al daees =] © Active December 19, 2023, 11:30:00 (UTC+07:00)
b Greengrass devices
b LPWAN devices o B Active Decermber 25, 2023, 12:00:22 (UTC+07:00)
Software packages. New [u] @ Active December 26, 2023, 16:05:33 (UTC+07:00)
» Remate actions
8] @ Active Decermber 19, 2023, 14:24:44 (UTC+07:00)
» Message routing
Racained maseages 8] @ Active December 25, 2025, 11:02:58 (UTC+07:00)
> @ Active January 07, 2024, 21:33:23 (UTC+07:00)
g
[u] @ Active December 13, 2023, 11:07:31 (UTC+07.00)
ol =] © active December 22, 2023, 15:19:24 (UTC+07.00)

Certificates i

|

Q Find certificates

Figure 162. Create a Certificate

Create certificate s

Certificates authenticate devices and clients so that they can connect to AWS loT. Your device won't be able to connect to AWS

loT without authentication and an appropriate pelicy.

Certificate

O Auto-generate new certificate (recommendad) () Create certificate with certificate signing request
Generate a new certificate, public ey, private key [CSR)
using AWS laT's cer tificate .|||r:|-.‘:-|it’- and register it with Upload your own certificate signing request (CSR) file to
AWS loT. create and register a certificate that's based on a private
key you owmn.
Certificate status

Assign the inditial state of the new certificate. The certificate must be active befo™jt can be used to connect to AWS 10T, You can change its

status later in the certificate’s detall page.

D Inactive
& device won't be able to connect to AWS wsing this certificate until its activated.
0 Active

& device will be able to connect to AWS using this certificate immediately after you create it

Figure 163. Creating a Certificate Automatically
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Download the newly created certificate (1) and key pair (2)(3), then click the Continue button.

Download certificates and keys

Download certificates and keys

Download and in nd koy files o your de
loT. ¥ou can download the certificate

Device certificate

() Ky d ed
3)

Root CA

u ey downioeded
certificates

the type of data endpaint and ¢ipher suite

Amazon trust services endpoint

RSA 2048 bit key: Amazon Root CA 1

M Download

M Download

If you don't see the root CA certificate that you need here, AWS loT supports additional
root CA certificates. Thase root CA certificatas and others are available from our
developer guides.

Amazon trust services endpoint
ECC 256 bit key: Amazon Root CA 3

Figure 164. Downloading the Certificate and Key Pair

On the AWS console, select Security — Certificates and select the newly generated certificate ID.

Connect

Test

B Device Advisor

Manage

Al devicas
B LPWAN dovices

k Remote actions

Message routing

Certificates

Policias

Connect one device

b Connect many de

MOTT test client

Device Location New

b Greengrass devices

Software packarges

AWS 10T > Secwrity » Certificates
Certificates .
evices
X.50% certificates authenticate device and client connections. Certificates must be registered with AWS loT and acxiy
Certificates Certificates you've transferred
Certificates (15)
Rew
| Q, Find certificotes |
O Certificate 1D v Status
O 3 Inactive
L @ Active
| ) Active
@ Active
@) Active
Active
@ Active
O @ Active
O ) Active

Certificate authorities

Figure 165. Certificate Settings
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Click Actions — Activate to activate the certificate. Then, click the Attach policies button.

AT 5 Secty 5 Gt >

Policies (0) info Detach polici

AWS loT policics allow you 1o control access to the AWS loT Core data plane operations.
Name

No policies

You don't have any policies attached to this certificate.

Details
Revdke
Certificate ID Status.
] © inactive
startfranster
Certificate ARN Created
o 05524 150027 UTC7)
Attach to things
Subject valig
CN=AWS loT Certificate January 08, 2024, 14:58:27 (UTC+07:00) Dovmioad
Delete
Issuer Expires
QU=Amazon Web Services =Amazon.com Inc. L=Seattle ST=Washington C=US January 01, 2050, 06:5%:59 (UTC+07:00)
Policies | Things | Noncompliance

| Attach policies |

Figure 166. Certificate Settings: Attach Policies (1/2)
Clicking the Attach policies button opens the dialog box shown in Figure 167.

Select the policy to be used when fleet provisioning is run, created in 7.2.1, Policy Settings, and then click
the Attach policies button to attach it to the certificate. For example, the name of policy, which is created for

Fleet demo, is “Fleet_policy”.

This completes the settings related to generation of the claim certificate and claim key pair.

Attach policies to the certificate X
1e1e0cb077c02ae82721de03f51735c39a4677f301ee03f67ced
667862fc1ca7.

Policies
Choose policies to attach to this certificate. The certificate can have up to 10 policies attached to it.

c

Choose AWS [aT policy A

Attach policies

eet_policy

Figure 167. Certificate Settings: Attach Policies (2/2)
7.2.3 Creating a Fleet Provisioning Template

Select Connect many devices — Connect many devices, then click the Create provisioning template

button.

AWS 10T x AWSIoT 3 Connect » Connect many devices
Monitor » How it works
99 9 9 00000¢@
=
L 66 ¢ 0e00QQ 2D LN
o060  fe9e9g D
Bulkregistraion M | e Y Y™ = = = v = =
Step 1. Determine provisia| narie Step 2. Define device management structure Step 3. Create a provisioning template
Devices need a unique certificate Lo connect to AWS TOT=¥ewcan install this Connected devices are represented in AWS 0T by thing resources, which help you plateis 2 that describes the resources, policies,
Test wertificate during the device's manufacture, when the device is provisioncd ty-ee organize, manage, and maintain your devices. Thing reseurces, thing greups, thing and permissions te create for the device when it's provisioned.
» Device Advisor authenticated user, or by installing a claim certificate that's exchanged for a unique T yesactable attributes, and biling oroups also help you manage your devices Learn more (2
device certificate the first time the device connects 1o AWS IoT. and can also be created ™ egavice is provisioned,
-
Connect many devices (1) info c Create provisioning template.
4 To conncct many Govices, the pre ihe provicioning requined
» LPWAN devices Q Find provisioning templates < o

Figure 168. Creating a Provisioning Template (1/7)
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Select Provisioning devices with claim certificates, then click the Next button.

Create provisioning template

AWS 10T supports three device-p ing scenarios ta ac different device manufacturing and installation processes. If you're not sure which scenario ta choose, refer to the developer guide for information.

Provisioning scenario

Chaose the provisioning scenaria that fits your device manufacturing and inst:

Alation processes the best. Learn more [

O Provisioning devices with unique certificates (JITP) - recommended QO Provisioning devices by authorized users © Provisioning devices with claim certificates
Your loT devices will be installed with unique device certificates alrcady on the device. This Vaur T devices den't have unique certificates when the ,-.1 ¢ installed, Authorized Choase this eptienif your oT devices are delivered with claim certificates that are shared
scenario is also known as just-in-time provisianing (JITR) with o o ficates to connect to AWS IoT for the
First tir h 3 unique device certificate after

e must support this provisioning process. ing. This option is also knewn as fleet provisioning with certificate

knnown as fleet provisioning with user.

To provision devices with claim certificates Learn more [4

000
O+ o
5O i
a
——
1. Configure claim certificates 2. Set provisioning actions 3. Connect devices
Configure the claim certificates that you'll install on your 16T devices and configure Configure how AWS 16T should provision your 10T device when it uses mecla-m When your 10T devices use the claim certificate to connect to AWS 10T, the device is
the policies attached to those certificates to allow provisioning. certificate to connect to AWS |6T. You describe the AWS T ianed according to the provisioning template, During the provisioning
permissions that AWS will create for your device in a provisioning template that process, 3 unique device certificate is created and installed on your loT device for all
provisions your device when it uses the claim certificate to connect. subsequent connections to AWS loT.

Concel

Figure 169. Creating a Provisioning Template (2/7)

On the template creation screen, specify the provisioning template status, template name, and provisioning
role. For Provisioning template status select Active and enter the name of the provisioning template. Then
click the Create new role button and enter the role name.

Describe provisioning template i

The details on this page describe the general aspects of the provisioning template that you're creating.

Provisioning template properties info

Provisioning template status
The provisioning template status determines whether the template can be used to provision a new device. Only active templates can
provision devices.
) Inactive
Inactive templates can't provision any devices that are configured to use it. You can create an
inactive template to prevent devices from being provisioned until you're ready.

O Active

An active template can provision the devices that are configured to use it.

Provisioning template nah

Enter_template_name

The name can have up to 36 characters and must not Lain spaces. Valid characters: A-Z, a-z, 0-9, and _ (underscore) and - (hyphen).

Description - optional

A description of the provisioning template you're creating.

o
500 character remaining
Provisioning role
The provisioning role uses an |AM role that authorizes AWS loT to access resources on your behalf.
Choose an IAM role v Cc ' [4 I Create new role

Attach managed policy to IAM role

p Tags - optional

Figure 170. Creating a Provisioning Template (3/7)
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For the Claim certificate policy, select the policy to be used when fleet provisioning is run, created in 7.2.1.
For the Claim certificate, select the certificate created in 7.2.2, and click the Next button.

Claim certificate policy info
The claim certificate requires a policy that authorizes it to connect to AWS loT and perform the actions that provision the device. This policy
doesn't apply to the device certificate that will be provisioned. You'll configure the policies for the provisioned device certificate later.

Claim certificate provisioning policy
Cl AWS loT policy that authorizes the claim certificate to connect and provision the loT device. This policy is attached to the claim

' Fleet_policy A [_(3_] '__View &2 } [ Create loT policy [4 1
Q
| Fleet_policy W

—~rwficates to provision your device fleet. Using each claim certificate

sl e e e s e e

ng the provisioning template’s provisioning initiator,
tached

Upload [4

Deactivate ] Delete ‘

b4 ‘ 1 match 1 &

hd | Status v

@ hewve
\rmb Next

Figure 171. Creating a Provisioning Template (4/7)

For Pre-provisioning actions, select Don’t use a pre-provisioning action. Also, under Automatic thing
creation, turn on Automatically create a thing resource when provisioning a device, and if necessary,
enter a character string of your choice as the thing name prefix. The thing name registered with AWS will be
generated from this character string and the serial number set by the program. After entering the prefix, click
the Next button.

Note: The demo does not use pre-provisioning actions. Refer to the page linked to below for information on
using pre-provisioning actions: Using pre-provisioning hooks with the AWS CLI
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Set provisioning actions e

The provisioning agtions describe the actions that take place during the provisioning process.

Pre-provisioning actions (recommended) inre
Belfore a now device is prowisioned, you can nun a Lambda function fo verily Ehe dovioe should be prostssoncd. We reoommend use this
T Lian 16 corirol Sootd Lo your AYWS JooounL

Pris-pravidioning s¢lion

3 s a pre-provisioning action [recommended)
Pordorm acbions prior to provedoning the desice. For cxample, tocheck the devios agaenst a fonown
diewice database o provent unawthorized desices Trom conmecting to yousr account.

O Don't use a pre-provisioning action
o actiors wall b performned prior fo proisloning the dovior and Ehe dowloe is gvon acoess bo your

ANWS atcun

recommend that you use 8 pre-provisioning action

Wi Wpcomimend that you use 3 pre-grovisioning aCtion wihen using a caim
b R prcvisicat your dévices. This actian pérfooms additional validation of

devices Refare thisy are provisiened inyour AWS acsaunt,

ion - optional
the dessice in KW loT. Your devices will need thing resourced bo e AWS laT devioe maragement
roups, 3rd Dovice Shadows,

Automatic thing cre

Create a thing resounce bo represe
T poaries Such i (hing groups, Bellie

D) Awtomatically create a thing resource when provisioning a device

Thing name prefix
The thing name prefin forms the beginning of Wach thing resounoe oreated by this provisioning template

|

Enter thing

.

Tho name can't contain spaoes. Valld charactors: A2, Wgx, 09, and _ 1 « {hyphen)

Additional configurations
You Can L these configurations 1o add detail that can help you

rganiae, manage, and seach pour things.,
» Thing type - optional
» Searchable thing attributes - cotonal

» Thing growps - ooticno

B Billing growp - optional

Device configuration data - optional
Yodl Can Sefing devine |:|'.I:'E||i:||||.'|".k'|f| data that ansiits of ke :.'_lln.'-'lll.l'." pairs thal 20 26 10 tha dodcs <"..|:||'¢‘| (g

Wou don't have any desice t-:-nh-;u.:al:n:m attributes fior this template.

Add configuration attribute

Cancel Pravious

Figure 172. Creating a Provisioning Template (5/7)

For Set device permissions, check the box next to the policy attached to newly created things, which were
created in 5.4.4, then click the Next button.
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Set device permissions i

AWS loT policies authorize devices to access AWS loT resources such as other thing resources, MQTT topics, and Device
Shadows.

Policies (1/5) info | C H Create policy [

Choose up to 10 policies to attach to this certificate.

‘ Q, Find policies ‘ ¢ 0 S &
= Policy name v | ARN v
T [
O ]
O D [ ]
C [ o
5n,test e et
Cancel e Next |

Figure 173. Creating a Provisioning Template (6/7)

Click the Create template button to complete the process of creating a fleet provisioning template.
Step 3: Set device permissions Edit

Policies

Policy name Policy action Policy effect

ck_rx65n_test [4 iot:Connect Allow
iot:Publish Allow
iot:Subscribe Allow
iot:Receive Allow

@ No certificate provider exists in this account
Without a certificate provider, AWS loT Core will sign all certificate signing requests (CSRs) using its own CAs in
fleet provisioning. To sign CSRs using a certificate provider, choose self-managed from Certificate signing in the

left navigation.

Cancel Previous Create template

Figure 174. Creating a Provisioning Template (7/7)
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7.3 Setting up the Project

Change the value of ENABLE_FLEET_PROVISIONING_DEMO to 1 in
aws_da16600_ck_rx65n/src/frtos_config/demo_config.h:

() Project Explorer X - § = 8 | n demo_configh X
v 15 > aws_da16600_ck_rx65n ~ :_
1 Binaries 28 E ig ;i;;—vn ng method
n! Includes provisioning
- build
#define ENABLE_FLEET_PROVISIONING_DEMO (1)
(Z& Common = i _|
(& Demos = /* Please select v nable or disable the OTA demo
- HardwareDebug * (@) : QOTA demo
V.o ver
(@ Middleware . ) OTA ove
v ki > src #define ENABLE_OTA_UPDATE_DEMO (e)
application_code
o frt i * Path of the file containing the L,"C\lgl ning claim certificate. This
. ros_contig #define democonfigCLAIM_CERT_PEM .insert here..."
K core_http_config.h
k) core_mqtt_agent_configh ® * Path Uf the file containing the pﬂcvi:?:n:ng claim private key. This
" #define democonfigCLAIM_PRIVATE_KEY_PEM "...insert here..."
k| core_maqtt_config.h - - -
h core_pkcs11_configh + An option to disable Server Name Indication.
1 core_sntp_config.h #define democonfigDISABLE_SNI ( pdFALSE )
B defender configh + Configuration that indicates if the demo connection is made to the AWS
k! > demo_config.h #define democonfigUSE_AWS_IOT_CORE_BROKER (1)
1} fleet_provisioning_config.h
B FreeRTOSConfiah + The unique ID used by t'\ﬂ demo to differentiate instances.
reeniotontig. #define democonfigFP_DEMO_ID  "FPDemoID"
r ota_config.h

Figure 175. Enable Fleet Provisioning macro
Build and Debug the project as instructed in Topic: 5.1.3 Import the Project (number 8, 9)

7.4 Running Fleet Provisioning

Note: User can run both Fleet Provisioning and OTA (Section 6) in this application. This section only
describes the Fleet Provisioning feature.

1. After loading debugging to board, press any key to configure the application. (in case users have not
config Cloud’s credential for Fleet Provisioning before, or users want to save another value for Cloud’s
credential)

(ai

ress any key for going to application’s setting area or after 10 second, application will run automatically

oing to setting areat???

Figure 176. Save credentials for Fleet Provisioning (1/8)

> Select from the options in the menu below:

Get version

Data flash

Get UUID

Configure Wi-fi

RBun Only Sensors App

Run Sensor App with MQTT
Help

A
=

L~ 0 1 3 B =

Figure 177. Save credentials for Fleet Provisioning (2/8)
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2. Press ‘2’ to choose “2. Data flash” - press ‘I’ to choose “l) Format Flash data” to erase all stored
information in flash (if application was run previously) (optional)

| [

> Select from the options in the menu below:
. DATA FLASH

Info

Write Certificate

Write Private Key

Write MQTT Broker end point

Write I0T Thing name

Write code signing certificate (for OTA>
Write template name <{for Fleet)

Write claim cert ID (for Fleet)

Write claim private key ID {for Fleet>
Read Flash

Check credentials stored in flash memory
Format Flash data

Help

> Press space bhar to return to MENU

> Press space bhar to return to MENU

Figure 178. Save credentials for Fleet Provisioning (3/8)

Different from normal provisioning, Fleet Provisioning requires credentials: MQTT broker endpoint, fleet
template name, claim cert ID, and claim private key ID.

3. Getthe MQTT endpoint and save it to flash like the topic 5.4.6 and 5.3.1:

VT

DATA FLASH WRITE MQTT END POINT

Select the file to write data in data flash

amazonaws.com

Cancel

Figure 179. Save credentials for Fleet Provisioning (4/8)

4. Next, storing fleet template name that user created at 7.2.3, copy this value, press the option ‘g’ and
click the Edit tab of the Tera Term and “Paste<CR>" and verify and confirm the valid string and press
OK.

DATA FLASH WRITE TEMPLATE NAME FLEET

Eelect the file to write data in data flash

Fleet_template ' OK

Cancel

Figure 180. Save credentials for Fleet Provisioning (5/8)
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5. Next, storing fleet claim cert ID, claim private key ID that users created at 7.2.2, users downloaded
(Figure 164. Downloading the Certificate and Key Pair):

e
Mame

- N i cate. pern.crt «———— Claim cert ID
N vt permkey 4————  Claim private key ID

L public. pem.key

Figure 181. Save credentials for Fleet Provisioning (6/8)

From “2. DATA FLASH” menu, press ‘h’ to save Claim cert ID. Then click the File tab of the Tera Term
and Send File option and choose the downloaded Device certificate file “xxxxxcertificate.pem.crt”.

VT

DATA FLASH WRITE CLAIMCERT ID FLEET

%elect the file to write data in data flash
I

Look in: (€] ¥ i 1'

| |-certificate.pem.crt |
| |-pr|\.-'ate.pem.keg.-'

|- public.pem.key

<

Files of type: | All(*.")

Figure 182. Save Credentials for Fleet Provisioning (7/8)

DATA FLASH UWRITE CLAIMCERT 1D FLEET

Select the file to werite data in data flash
$stored data into dataflash correctly.

; Press space bhar to return to MENU

Figure 183. Save Credentials for Fleet Provisioning (8/8)
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To store the Claim private key ID, press the option ‘i’ and click the File tab of the Tera Term and Send File
option, choose “xxxxxprivate.pem.key”.

6. Store Wi-Fi's credentials to Flash (refer to topic 5.3.2)
7. Start application with Fleet Provisioning:

Back to the Application Menu and press ‘6’ to run application:

¥T

> Select from the options in the menu below:

ENU

1. Get version

Data flash

Get UUID

Configure Wi-fi

Run Onlv Sensors Abpp
Run Sensor App with MQTT
Help

2
3
4
5
6
7
O

Figure 184. Running Application with Fleet (1/8)

Application will check stored data flash. When it has necessary credentials enough, application will start.
Otherwise, the application will send a notice to the user and the user has to save the lacking credentials for
running application.
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CHECK CREDENTIALS STORED IN DATA FLASH

template a in data

- do not n

S8ID saved in data f

enahled, 10T thing name i ot availabhle, it wil
HQTT Endpoint saved in a flash vep d and successful
F is enabhle, do not ne 'rivate Key {2b, 2c section)
Fleet is enahle,. do not n fi 2h. 2c section)

All credentials in data flash is verified and successful

#1? Ui-Fi Init Successful ¥#¥%sex

[SSID: TP-Link_2582
onnecting to TP-Link_2582

1i-Fi connected to SS5ID TP-Link_2582.

Device 1P addr 192.168.258.227
Device network 55.255.255.08
Device gateway address: 192.168.258.8

QTT End point IP address = 54.174.15.244
@ 99937 [CLI] STARTING DEMO-————————

1 99938 [DemoTask] [INFO]

188336 [DemoTask] [INFO] Establishing MQTT session with claim certificate...
188337 [DemoTask] FO1 Using default rootCA cert.
4 180337 [DemoTask] 0] Create a TCP connection to .us-east—1.amazonaws.com:8883.
108353 [DemoTaskl] Created new TCP socket.
6 108806 [DemoTask]) 0] Established TCP connection with us—east—1.amazonaws.com.
188311 [DemoTask] F {Network connection 80@144> TLS handshake successful.
[8 188311 [DemoTask] (Hetwork connection 88@144> Connection to Jus—east—1.amazonaws.com established.
9 189156 []El]e)mol'?skl]d INFO1 MQTT connection established with the broker.
enolas

11 189156 [DemoTask] L[INFO] Established connection with claim credentials.
12 189425 [DemoTask]l [INFO]1 SUBSCRIBE topic Sawsscertificates/create-from—csr/chor/accepted to broker.

13 189943 [DemoTask]l [INFO1 MQIT_PACKEI_TYPE_SUBACK.

14 114989 [DemoTask]l [INFO1 SUBSCRIBE topic $aws/certificates/create—from—csr/chor/rejected to broker.

Figure 185. Running Application with Fleet (2/8)

If the text string “Demo completed successfully.” Appears at the end of the log, the fleet provisioning
demo completed successfully. Successful completion of the demo means that a new thing has been
registered on AWS loT Core and an individual device certificate assigned to it.

7796782 [DemoTask]l L[INFO] Sucessfully established connection with provisioned credentials.
?796866 [DemoTaskl L[INFO] {Network connection 808144)> TLS close-notify sent.
??796962 [DemoTask] Closed Socket: Socket Number = 8.

7796970 [DemoTask]l L[INFO] Demo iteration 1 is successful.
7796978 [DemoTask] LINFO] Demo completed successfully.
?796970 [DemoTaskl LINFO Fleet Provisionaing lask Finished

Figure 186. Running Application with Fleet (3/8)

After running the fleet provisioning demo, users can use the individual device certificate and private key
obtained from AWS to run the MQTT with sensors demo:

R0O1QS0073EJ0100 Rev.1.00 Page 109 of 123
Jul.21.25 RENESAS




Renesas RX Family AWS Cloud Connectivity on CK-RX65N v2 with Wi-Fi DA16600 (GCC)

[DemoTask]l [I
[DemoTask]l [I
[DemoTask]l [I
[MQTT]1 C[INFO]
[HQTTI LINFO1]
[ﬂQTTl [INFO]
[MQTT]1 L[INFO]
[MQTT] L[INFO]

[MQTT]1 [INFO]
[ob1283_threl

[ob1203 thl‘e 1
4 [sensor_ thre]
[sensor_threl
[sensor_threl
[zmod_threadl
[AUS_DA1666@1
[zmod_thread]
[zmod_threadl
[zmod_thread]
@ [sensor_threl
[AUS_DA1666@A1

[AUS_DA1666@A1
[AUS_DA1666B@A]

emo iteration 1 is successful.
e conpleted successfully
Fleet Provisioning Tafk Finished—-

—Start MQIT Agent Task——————

Creating a TLS connection to .iot.us—east—1l.amazonaws.com:8883.

[MQTT] Created new TCP socket.
[DemoTask] [INFO] Deleting Fleet Provisioning Demo task.

(Network connection 88@c3c) TLS handshake successful.
(Network connection 888c3c> Connection to .iot.us-east-1.amazonaus.com established.
Creating an MQIT connection to the bhroker.

[MQIT] L[INFO] MQTT

Q connection estabhlished with the broker.
Successfully connected to MQTT broker.
I2C bus 2 setup success

IZC bus @ setup success

HS3081 open sensor instance successful: @

ICP28188 open sensor instance successful: @

I2C bus 1 setup success

[INFO1| —— —Start AUS Wi-Fi DA166688 - MQTT Demo Task ——

ZMOD4410 open sensor instance successful: @

ZMOD4518 open sensor instance successful: @

Task zmod441@ measurement Success:0

ICM42685 open sensor instance successful: @

[INFO]1 Successfully subscribed to toplc. aua/toplc/det _temperature_led_data

[INFO]1 Successfully subscribed to topic: aws/topic/set_spo2_led_data
[Send Datal ZHOD441@ I1AQ TUOC: BO6.060

Figure 187. Running Application with Fleet (4/8)

Users can check on the thing registered by the fleet provisioning demo from AWS loT console. When
running fleet provisioning successfully, please check the log in Tera Term with line: “Received AWS loT
Thing name: test_fleetFPDemolD_xxxxxxxxxxx”

??774240 [DemoTask] L[INFO] De-serialized incoming PUBLISH packet: DeserializerResult=MQITSuccess.
7774248 [DemoTask] [INFO] State record updated. New state=MQTTPubAckSend.
2774248 [DemoTask] [INFO] Receiued arcented mecnance fwam Rlest Penuicinning RegistenThing APT

7778845 [DemoTask] [INFO] i T]ung nai
2778869 [DemoTask] L[INFO] 3 %

7779171 [DemoTask]l [INFO1] I.INSUBSCRI "tuplc Saws/provisioning-templates/Fleet_template/provision/chor/accepted to broker.

Figure 188. Running Application with Fleet (5/8)

Note: Prefix test_fleet is the name which is set by the user when creating the Fleet template.

Under All devices, select Things. The registered loT thing will appear under the header Name as shown in

the image below:

AWS loT

Monitor

Connect
Connect one device

» Connect many devices

Test
p Device Advisor
MQTT test client

Device Location New

Manage

w All devices

AWSloT » Manage » Things

X
-]

Things (9) nfe

An loT thing is a representation and record of your physical device in the cloud. A physical device
needs a thing record in er to work with AWS loT.

I Q, Filter things by: name, type, group, billing, or searchable attribute.

Name

Figure 189. Running Application with Fleet (6/8)
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By checking the registered things, user can confirm that the individual device certificate generated and
assigned by fleet provisioning has been attached and activated:

test_fleetFPDemol D_ I

» Connect many devices

Thing details
Test

» Device Advisor Name Type
MQTT test client test_fleetFPDemolD_ ]
Device Location New ARN Billing group
arm:awstiot:us-east- I hing/test_fleetFPDemo | D]
Manage
w All devices
Attributes Thing groups Device Shadows Activity Packages and versions Jobs Alarms Defend|

Thing groups

Thing types
Certificates (1) info

The device certificates attached to this thing resource.

Fleet metrics
B Greengrass devices
» LPWAN devices Q
Software packages New
» Remote actions Certificate ID a Status

» Message routing
b4 — @ Active

Retained messages

Figure 190. Running Application with Fleet (7/8)

This Certificate ID will be shown in Tera Term with line “Received certificate with [d: XXXXXXXXXXXXXXXXXX".

?745818 [DemoTask]l [INFO] De-serialized incoming PUBLISH packet: DeserializerResult=MQTTSuccess.

7745818 [DemoTask] [INFO] State record updated. New state=MQTTPubAckSend.

2245820 [DemoTask] [INFO] Received accepted response from Fleet Provisioning CreateCertificateFromCsr API.
??758438 [DemoTask] [INFO] Received certificate with Id: h48c36

?750442 [DemoTask]l [INFO] Writing certificate into lLabel “Device Gert™.

7758761 [DemoTask]l [INFO] UNSUBSCRIBE sent topic Saws/certificates/create-from—csr/chors/accepted to broker.

Figure 191. Running Application with Fleet (8/8)
8. Note and Trouble Shooting
8.1 About Stabilization Time for Sensor
There is a stabilization time for each sensor. It cannot read correct values during the time.
The following table gives details of the stabilization time for each sensor.

Table 9. Sensor Stabilization Time

Sensor Name When Powered up the First Time After Soft or Hard Reset
ZMOD4410 I1AQ Up to 1 minute Up to 1 minute
ZMOD4510 OAQ Up to 1.5 hours Up to 1 hour

0B1203 Up to 20 minutes Up to 20 seconds

(After putting finger on sensor, it may | (After putting finger on sensor, it may
take up to 60 seconds to sense data) | take up to 60 seconds to sense data)

HS3001 Up to 30 seconds Up to 10 seconds
ICP Up to 30 seconds Up to 10 seconds
ICM Up to 30 seconds Up to 10 seconds

8.2 When Build Errors Occur

If a ‘No such file or directory’ error occurs, the project path may be too long. When the path is longer than
256 characters, e’ studio outputs errors at build time.
When this error occurs, move the project to a shorter path location (for example, under C:\)
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8.3 When Run Errors Occur

In case of an error, relatetowifi init(): “[ERR] In Function: wifi init(), ** Wi-Fi Init
Failure **”, SDK version in DA16600 Pmod is old. It is required to use DA16600 SDK v3.2.7.1 or later
for the application to work correctly. To confirm DA16600 SDK version and update for it if required, see the
guideline in DA16200/DA16600 SDK Update Guide.

If SDK version is suitable, user need to press button S1 to reset the board and run the application again.

8.4 Wi-Fi Access Point

Depending on the configuration of the Wi-Fi router/modem, the application may not work correctly. Please
retry with another access point (for example, by using the hotspot on a mobile phone).

8.5 Renesas AWS Dashboard account credits and quarantine

Every kit registered to the dashboard will include a $10 AWS credit. When the credit is exhausted the
account is quarantined. At this time, the user cannot download certificate and go to Dashboard.

RENESANS

B My Devices ﬁﬂAm\ 4 ”:“ = = 9
Device 1 Status: Quarantined C ~
Account name: A Download Certificate

{8} Manage Instance ©
Email:
‘ ‘ Go To Dashboard -

UuID: (4 Go To AWS Console

Figure 192. Account Used Up Trial 10 USD

To avoid the account from being quarantined, set up the following:

1. Users can access their AWS account from the dashboard main page by clicking on Go to AWS

Console.
RENESAS
B wyomees = ,‘IN e o
2

Device 1 Status: Online C
I
Email:
e
I

Figure 193. Accessing AWS Account from the Dashboard

2. Make sure to unblock the pop-ups on the browser to allow the AWS console to open.
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<« > C 2% renesas.cloud-ra-rx.com/dashboard/devices-list r_ﬁ Q ¥ 3
RENESAS
- = U = o
.
Device 1 Status: Oniine C

@ Manage instance

Email:

]
uuiD: (£ ©Go ToAWS Console

Figure 194. Pop Ups on the browser

3. After login you are redirected to AWS access portal page. The AWS sub account can be accessed from
the AWSAdministratorAccess link.
EC2 < _
Compute
Dashboard
EC2 iobalView [2 Amazon Elastic Compute
Events
* Instances Cloud (EC2)
Create, manage, and monitor Launch a virtual
Instance Types . . server
virtual servers in the cloud. .
o get started, launch an
Spot Requests ) Amazon EC2 instance, which is
Savings Plans N - P . - - avirtual server in the cloud.
Reserved Instances fetw 9 - i Launch instance
Dedicated Hosts L "
Capacity Reservations
¥ Images
Figure 195. AWS account
4. Payment options can be accessed from the ‘Billing and Cost Management’ section of the console.
aws Q, Billing | | B a2 o fr United States (N. Virginia) ¥ CloudKitWorkshopAccess/workshop-access-
e Services Show more
EC2 Services AWS Billing Conductor
Dachbosrd Features Simplifying your billing practice
Resources New
EC2 Global Vi Documentation i
Events —— ict Billing and Cost Management
nowledge articles N . . P
View and pay bills, analyze and govern your spending, and optimize your costs
v Instances Marketplace
Blog posts
Instances - P
Instance Type Tutorials Secure communication with end-to-end encryption
Launch Temp
S| Requ I
pot Request I oo ptance, which is
Savings Plan: in the cloud.
Reserved Inst Billing groups
Dedicated Ho AWS Billing Conductor feature
Capacity Resd ‘Were these results helpful?
Figure 196. Billing and Cost Management
5. Scroll to the ‘Preferences and Settings’ section and click on ‘Payment Preferences’.
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&

Global v

4 @ @®

CloudKitWorkshopAccess/workshop-access-

Cart [E§

¥ Reservations

Overview

Recommendations New i Cost summary info

Utilization Report Month-to-date cost

$22.92

+ 10% compared to last month for same period

Coverage Report

Total forecasted cost for current month
$46.14

¥ 7% compared to last month's total costs

|Preferences and Settings |

Payment Preferences <:

Billing Preferences

Cost Management Preferences

New
Tax Settings

Inunire Confinuratinn New

© ©

Billing and Cost Management home i ( Provide feedback ) C Need help? Ask Q ’¢-) ( Reset layout )

# Cost monitor
Info
Last month's cost for same time period
$25.55

Mar 1-15

Budgets status
@® Setup required

No budget created

Last month's total cost Cost anomalies status

49.48 (7) .
$49.48 @® Setup required
No monitor created
View bill

Figure 197.

Add payment method.

Payment Preferences

L @ @

Global v AWSAdministratorAccess,

Billing and Cost
Management

Billing and Cost Management > Payment Preferences

Payment preferences ..
Home New
Getting Started New Default payment preferences info

Billing and Payments

@

Contactus [5

Bills
® method t. Add a default and reload.

Payments

Credits

Purchase Orders
Payment methods Payment profiles

Cost Analysis
Cost Explorer New

Cost Explorer Saved Reports Payment methods (0) %

© Add payment method

Cost Anomaly Detection
Free Tier
Data Exports New

Cost Organization

|

Add Payment Method

No payment metheds

There are no payment methods on file. AGd a new payment method

Cost Categories
Cost Allocation Tags
Billing Canductor 5
Budgets and Planning
Budgets

Budgets Reports

Pricing Calculator (3

Savings and
Commitments

Cost Optimization Hub New

Figure 198.

7. Go to ‘AWS Organizations’.

Add Payment Method
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Q) Aws Organizaﬂcnd Q @ 3 Global v CloudKitWorkshopAccess/workshop-access-

Services Show more

g. AWS Organizations

Central governance and management across AWS accounts. This feature

ited access to your

Features
Resources New

Documentation

ls_g] Resource Access Manager
©x4 Share AWS resources with other accounts or AWS Organizations

Blog posts

Tutorials [I AWS Private Certificate Authority
=1 Managed private certificate authority service

Knowledge articles

Events
Billing and
Bills Features Show more
Payments

0 A anizations
Credits Delegated administrator for AWS Organizations

AWS Organizations feature
M IE el Were these results helpful?

Foact and 11N N~ ~

Figure 199. AWS Organizations

8. Leave the organization. This allows user accounts to not get affected by the $10 credit limit set by the

organization.
[Alt+5] Q @ 1} Global ¥ CloudKitWorkshopAccess/workshop-access-

e AWS Organizations > Dashboard ®

AWS Organizations < Dashboard

Dashboard Organization details

Invitations Organization ID

[——]

» Policy management Management account email address

Management account ID

Feature set

Your organization has all features enabled. You can apply policies that can configure and limit what the accounts in the organization can
do. Trusted AWS services can access your arganization and accounts. The management account can create, manage and pay for the
organization’s accounts through consolidated billing.

Leave organization =>.K Leave this organization )l

Figure 200. Leaving the organization

9. If the account is missing the prerequisites for leaving the organization, a dialog box appears prompting
for the next steps. Click on ‘sign-in to the account’.
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Confirm leaving the organization?

Are you sure you want to leave this organization?

After your AWS account leaves the organization, you are responsible for paying your
own bill. If you later want to join the organization again, you must receive and accept
another invitation to join the organization. Learn more [%

@ You can't leave the organization yet

The account is missing one or more of the prerequisites required to operate
as a standalone account. Learn more [A

-mﬁm@ﬁ“‘- gJsign-in to the account [Aising the AWS
Organizations console, then select to leave the organization. You will then

be prompted to enter any missing information.

Figure 201. AWS Sign up process

10. Follow the steps to complete the requirements for sign-up.

dWs

\\--"—’

Sign up for AWS

Secure verification Billing Information

Billing country
Your billing country determines the payment

® We will not charge you for usage methods available to you to pay for AWS services.

below AWS Free Tier limits. We may

temporarily hold up to $1 USD (or United States v
an equivalent amount in local

currency) as a pending transaction

for 3-5 days to verify your identity. Credit or Debit card number

Ver @ [~

AWS accepts most major credit and debit cards. To
learn more about payment options, review our FAQ

7 Expiration date

<\

Month v Year v

Figure 202. Prerequisites for leaving the organization

11. When the dialog box stating the sign up process is complete appears, choose ‘Leave organization’.

12. A confirmation dialog box appears. Confirm your choice to remove the account. You are redirected to
the Getting Started page of the AWS Organizations console, where you can view any pending
invitations for your account to join other organizations.

13. Remove the IAM roles that grant access to your account from the organization.
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In addition, the dashboard must be updated with the payment preference from the user profile on the
dashboard page.

1. Go to the user profile as shown in Figure 201.
2. Update the payment preference.

RENESAS

— = 4 = @
Profile Page
First name:
Last name:

Payment Preference

@ In order for you take take complete
you must update the account with your o

Select whether you added a credit card to your aws account.

Payment Detalls Updated

Figure 203. Payment Preference Update

Note: Failure to complete either of these steps will result in the account being quarantined. Quarantined
accounts must leave the organization and remove the IAM roles as mentioned in this section to regain
access to the accounts.

8.6 When Unable to Log in to the Dashboard (Grafana account)

If you cannot log in to the Dashboard with the password you changed in step 7 of the section 5.2.2, To Get
the Account 10 USD of Trial of AWS, try the following.

e Set “admin” in the Email or username field and set the changed password in the password field.

When changing the password for the initial session, the username is not changed from admin. Therefore,
“admin” must be entered in the username field. To enable users to log in with their own username and email
address, please change the user information in the Server Admin menu after logging in.

To reset the forgotten password, choose ‘Reset Grafana Password’ from the ‘Manage instance’ dropdown
menu.

RENESAS

B wowoes = g~ o
(>
Device 1 Status: Online C
I

[ & Manage Instance @ ]
Email:

uuID: ® Stop Instance

C Reboot Instance

& Reset Grafana Password

Figure 204. Grafana Password Reset
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8.7 How to Enable/Disable EC2 Instance

AWS ftrial accounts start billing immediately after device registration. To avoid excessive billing or AWS credit
usage when the device is not in use, manage the EC2 instance from the dashboard main page.

1.  When the device is not in use stop the instance from the ‘Manage Instance’ dropdown menu.

gt
B womces = 5"’\ .

Device 1

Account name:

2]

Status: Online C ~

L Download Certificate

[ {8} Manage Instance @ J

©® Stop Instance

C Reboot Instance

® Reset Grafana Password

Figure 205. Stop EC2 instance

2. The screen prompt indicates the instance is stopping and the dashboard cannot be accessed.

LENESAS

B My Devices

= 4 ==

Device 1

C Refresh Status

Account name:
Email:

uuID:

2]

Status: [

L, Download Certificate
{& Manage instance ©

Go To Dashboard )

[ Go To AWS Console

Figure 206. EC2 instance status

3. When the device is back in use, restart the EC2 instance.
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o
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® Start Instance

C Reboot Insiance

& Reset Grafana Password

Figure 207. Restarting the EC2 Instance State

User can disable the EC2 instance directly on AWS account by following steps:
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1. Access AWS account (Refer to Figure 193. Accessing AWS Account from the Dashboard)

2. From the Services menu, select Compute and then choose EC2.

[Z] Analytics ;
{0F Compute

¢| Application Integration

= Blockchain

AWS App Runner

([h Business Applications Build and run production web applications at scale

=) Cloud Financial

Management Batch
Fully managed batch processing at any scale

& Containers EC2
N Virtual Servers in the Cloud
3] Customer Enablement

Database EC2 Image Builder

A managed service to automate build, customize and deploy OS images
Developer Tools

2 End User Computing Elastic Beanstalk

Front-end Web & Mobile R os e ines

79 Game Development Lambda

Internet of Things Run code without thinking about servers

Figure 208. EC2 AWS Service

3. Choose the instance then change the Instance State to Stop state.
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Figure 209. Disable Instance
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8.8 Grafana dashboard display is different from the one in application note

Depending on the version of the cloud kit being used, you can choose one of the dashboard types: Renesas
CK v1.0 or Renesas CK v2.0. Renesas CK v2.0 is the default, if not choose Renesas CK v2.0.
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Figure 210. Renesas AWS Cloud Dashboard Types
Choose Renesas CK v2.0.
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Figure 211. Choosing Renesas dashboards based on the cloud kit version

8.9 How to check the total amount spent in the AWS account
Access the AWS account from https://cloud-ra-rx.awsapps.com/start#/ using the dashboard credentials.

Go to Account > Bills.

User can choose the “Billing period” to see the amount spent during that period.
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@ Resource Groups & Tag Editor
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Home -
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Getting Started
gilling and Payments
AWS bill summary info ®
Total charges and payment information
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Cost Analysis
Service provider Total in USD
Amazon Web Services, Inc. UsD 8.88
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Free Tier

Payable by Account ID: 18 SN

Data Exports

Figure 212. Check the amount spent in AWS Account

8.10 An error occurs when connecting to AWS

The AWS loT information is not set yet or is set incorrectly. Please check and set AWS loT information
again. (5.3.1)

8.11 Command to create to create the initial firmware fails (OTA)

The cause of this issue is the Python installation folder is not set correctly in the Path variable or the
encryption library is not installed.

Users have to re-install Python. Also, make sure that the Add python.exe to PATH check box is selected
when you perform the step in 6.2.1 and install the encryption library.

8.12 Initial firmware cannot be written/ does not start. (OTA)

Make sure that the jumper on J16 of CK-RX65N v2 board is on pins 1-2 (debug mode) when writing initial
firmware and on pin 2-3 (run mode) when starting the initial firmware.

8.13 Firmware does not start after starting the bootloader (OTA)
Please review the public key setting in the bootloader because it is not correctly set in the bootloader.

8.14 Firmware does not start after an OTA update (OTA)

Users can review the public key setting in the firmware because the public key is not set correctly in the
firmware. If not, please review the device settings in the firmware and the boot loader.
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Website and Support

Visit the following vanity URLs to learn about key elements of the RX family, download components and
related documentation, and get support.

CK-RX65N v2 Kit Information renesas.com/rx/ck-rx65n
RX&RA Cloud Solutions renesas.com/cloudsolutions
RX Cloud solution web renesas.com/rx-cloud
RX Product Information renesas.com/rx
RX Product Support Forum renesas.com/rx/forum
RX Driver Package renesas.com/RDP
Renesas Support renesas.com/support
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General Precautions in the Handling of Microprocessing Unit and Microcontroller
Unit Products

The following usage notes are applicable to all Microprocessing unit and Microcontroller unit products from Renesas. For detailed usage notes on the
products covered by this document, refer to the relevant sections of the document as well as any technical updates that have been issued for the products.

1.

Precaution against Electrostatic Discharge (ESD)
A strong electrical field, when exposed to a CMOS device, can cause destruction of the gate oxide and ultimately degrade the device operation. Steps
must be taken to stop the generation of static electricity as much as possible, and quickly dissipate it when it occurs. Environmental control must be
adequate. When it is dry, a humidifier should be used. This is recommended to avoid using insulators that can easily build up static electricity.
Semiconductor devices must be stored and transported in an anti-static container, static shielding bag or conductive material. All test and
measurement tools including work benches and floors must be grounded. The operator must also be grounded using a wrist strap. Semiconductor

devices must not be touched with bare hands. Similar precautions must be taken for printed circuit boards with mounted semiconductor devices.
Processing at power-on

The state of the product is undefined at the time when power is supplied. The states of internal circuits in the LSI are indeterminate and the states of
register settings and pins are undefined at the time when power is supplied. In a finished product where the reset signal is applied to the external
reset pin, the states of pins are not guaranteed from the time when power is supplied until the reset process is completed. In a similar way, the states
of pins in a product that is reset by an on-chip power-on reset function are not guaranteed from the time when power is supplied until the power

reaches the level at which resetting is specified.
Input of signal during power-off state

Do not input signals or an 1/0 pull-up power supply while the device is powered off. The current injection that results from input of such a signal or I/O
pull-up power supply may cause malfunction and the abnormal current that passes in the device at this time may cause degradation of internal

elements. Follow the guideline for input signal during power-off state as described in your product documentation.
Handling of unused pins

Handle unused pins in accordance with the directions given under handling of unused pins in the manual. The input pins of CMOS products are
generally in the high-impedance state. In operation with an unused pin in the open-circuit state, extra electromagnetic noise is induced in the vicinity
of the LSI, an associated shoot-through current flows internally, and malfunctions occur due to the false recognition of the pin state as an input signal

become possible.
Clock signals

After applying a reset, only release the reset line after the operating clock signal becomes stable. When switching the clock signal during program
execution, wait until the target clock signal is stabilized. When the clock signal is generated with an external resonator or from an external oscillator
during a reset, ensure that the reset line is only released after full stabilization of the clock signal. Additionally, when switching to a clock signal

produced with an external resonator or by an external oscillator while program execution is in progress, wait until the target clock signal is stable.
Voltage application waveform at input pin

Waveform distortion due to input noise or a reflected wave may cause malfunction. If the input of the CMOS device stays in the area between V.
(Max.) and Vi1 (Min.) due to noise, for example, the device may malfunction. Take care to prevent chattering noise from entering the device when the

input level is fixed, and also in the transition period when the input level passes through the area between V. (Max.) and Viu (Min.).
Prohibition of access to reserved addresses

Access to reserved addresses is prohibited. The reserved addresses are provided for possible future expansion of functions. Do not access these

addresses as the correct operation of the LSl is not guaranteed.
Differences between products

Before changing from one product to another, for example to a product with a different part number, confirm that the change will not lead to problems.
The characteristics of a microprocessing unit or microcontroller unit products in the same group but having a different part number might differ in
terms of internal memory capacity, layout pattern, and other factors, which can affect the ranges of electrical characteristics, such as characteristic
values, operating margins, immunity to noise, and amount of radiated noise. When changing to a product with a different part number, implement a

system-evaluation test for the given product.



Notice

1.

10.

1.

12.

13.
14,

(Note1)

Descriptions of circuits, software and other related information in this document are provided only to illustrate the operation of semiconductor products
and application examples. You are fully responsible for the incorporation or any other use of the circuits, software, and information in the design of your
product or system. Renesas Electronics disclaims any and all liability for any losses and damages incurred by you or third parties arising from the use
of these circuits, software, or information.
Renesas Electronics hereby expressly disclaims any warranties against and liability for infringement or any other claims involving patents, copyrights,
or other intellectual property rights of third parties, by or arising from the use of Renesas Electronics products or technical information described in this
document, including but not limited to, the product data, drawings, charts, programs, algorithms, and application examples.
No license, express, implied or otherwise, is granted hereby under any patents, copyrights or other intellectual property rights of Renesas Electronics
or others.
You shall be responsible for determining what licenses are required from any third parties, and obtaining such licenses for the lawful import, export,
manufacture, sales, utilization, distribution or other disposal of any products incorporating Renesas Electronics products, if required.
You shall not alter, modify, copy, or reverse engineer any Renesas Electronics product, whether in whole or in part. Renesas Electronics disclaims any
and all liability for any losses or damages incurred by you or third parties arising from such alteration, modification, copying or reverse engineering.
Renesas Electronics products are classified according to the following two quality grades: “Standard” and “High Quality”. The intended applications for
each Renesas Electronics product depends on the product’s quality grade, as indicated below.

"Standard": Computers; office equipment; communications equipment; test and measurement equipment; audio and visual equipment; home

electronic appliances; machine tools; personal electronic equipment; industrial robots; etc.
"High Quality": Transportation equipment (automobiles, trains, ships, etc.); traffic control (traffic lights); large-scale communication equipment; key
financial terminal systems; safety control equipment; etc.

Unless expressly designated as a high reliability product or a product for harsh environments in a Renesas Electronics data sheet or other Renesas
Electronics document, Renesas Electronics products are not intended or authorized for use in products or systems that may pose a direct threat to
human life or bodily injury (artificial life support devices or systems; surgical implantations; etc.), or may cause serious property damage (space
system; undersea repeaters; nuclear power control systems; aircraft control systems; key plant systems; military equipment; etc.). Renesas Electronics
disclaims any and all liability for any damages or losses incurred by you or any third parties arising from the use of any Renesas Electronics product
that is inconsistent with any Renesas Electronics data sheet, user's manual or other Renesas Electronics document.
No semiconductor product is absolutely secure. Notwithstanding any security measures or features that may be implemented in Renesas Electronics
hardware or software products, Renesas Electronics shall have absolutely no liability arising out of any vulnerability or security breach, including but
not limited to any unauthorized access to or use of a Renesas Electronics product or a system that uses a Renesas Electronics product. RENESAS
ELECTRONICS DOES NOT WARRANT OR GUARANTEE THAT RENESAS ELECTRONICS PRODUCTS, OR ANY SYSTEMS CREATED USING
RENESAS ELECTRONICS PRODUCTS WILL BE INVULNERABLE OR FREE FROM CORRUPTION, ATTACK, VIRUSES, INTERFERENCE,
HACKING, DATA LOSS OR THEFT, OR OTHER SECURITY INTRUSION (“Vulnerability Issues”). RENESAS ELECTRONICS DISCLAIMS ANY AND
ALL RESPONSIBILITY OR LIABILITY ARISING FROM OR RELATED TO ANY VULNERABILITY ISSUES. FURTHERMORE, TO THE EXTENT
PERMITTED BY APPLICABLE LAW, RENESAS ELECTRONICS DISCLAIMS ANY AND ALL WARRANTIES, EXPRESS OR IMPLIED, WITH
RESPECT TO THIS DOCUMENT AND ANY RELATED OR ACCOMPANYING SOFTWARE OR HARDWARE, INCLUDING BUT NOT LIMITED TO
THE IMPLIED WARRANTIES OF MERCHANTABILITY, OR FITNESS FOR A PARTICULAR PURPOSE.
When using Renesas Electronics products, refer to the latest product information (data sheets, user's manuals, application notes, “General Notes for
Handling and Using Semiconductor Devices” in the reliability handbook, etc.), and ensure that usage conditions are within the ranges specified by
Renesas Electronics with respect to maximum ratings, operating power supply voltage range, heat dissipation characteristics, installation, etc. Renesas
Electronics disclaims any and all liability for any malfunctions, failure or accident arising out of the use of Renesas Electronics products outside of such
specified ranges.
Although Renesas Electronics endeavors to improve the quality and reliability of Renesas Electronics products, semiconductor products have specific
characteristics, such as the occurrence of failure at a certain rate and malfunctions under certain use conditions. Unless designated as a high reliability
product or a product for harsh environments in a Renesas Electronics data sheet or other Renesas Electronics document, Renesas Electronics
products are not subject to radiation resistance design. You are responsible for implementing safety measures to guard against the possibility of bodily
injury, injury or damage caused by fire, and/or danger to the public in the event of a failure or malfunction of Renesas Electronics products, such as
safety design for hardware and software, including but not limited to redundancy, fire control and malfunction prevention, appropriate treatment for
aging degradation or any other appropriate measures. Because the evaluation of microcomputer software alone is very difficult and impractical, you are
responsible for evaluating the safety of the final products or systems manufactured by you.
Please contact a Renesas Electronics sales office for details as to environmental matters such as the environmental compatibility of each Renesas
Electronics product. You are responsible for carefully and sufficiently investigating applicable laws and regulations that regulate the inclusion or use of
controlled substances, including without limitation, the EU RoHS Directive, and using Renesas Electronics products in compliance with all these
applicable laws and regulations. Renesas Electronics disclaims any and all liability for damages or losses occurring as a result of your noncompliance
with applicable laws and regulations.
Renesas Electronics products and technologies shall not be used for or incorporated into any products or systems whose manufacture, use, or sale is
prohibited under any applicable domestic or foreign laws or regulations. You shall comply with any applicable export control laws and regulations
promulgated and administered by the governments of any countries asserting jurisdiction over the parties or transactions.
It is the responsibility of the buyer or distributor of Renesas Electronics products, or any other party who distributes, disposes of, or otherwise sells or
transfers the product to a third party, to notify such third party in advance of the contents and conditions set forth in this document.
This document shall not be reprinted, reproduced or duplicated in any form, in whole or in part, without prior written consent of Renesas Electronics.
Please contact a Renesas Electronics sales office if you have any questions regarding the information contained in this document or Renesas
Electronics products.

“Renesas Electronics” as used in this document means Renesas Electronics Corporation and also includes its directly or indirectly controlled
subsidiaries.

(Note2)

Corporate Headquarters
TOYOSU FORESIA, 3-2-24 Toyosu,
Koto-ku, Tokyo 135-0061, Japan
www.renesas.com

Trademarks

Renesas and the Renesas logo are trademarks of Renesas Electronics
Corporation. All trademarks and registered trademarks are the property
of their respective owners.

“Renesas Electronics product(s)” means any product developed or manufactured by or for Renesas Electronics.

(Rev.5.0-1 October 2020)
Contact information

For further information on a product, technology, the most up-to-date
version of a document, or your nearest sales office, please visit:
www.renesas.com/contact/.
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