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SAFETY IS A MANDATORY REQUEST FOR SEMICONDUCTORS
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CHALLENGES IN APPLYING SEMICONDUCTOR TO SYSTEM

= |n order to adapt a semiconductor to the customer’s system, there are challenges during development. Below
are some examples of challenges to realize development that is in compliance with ISO 26262.

Most products are developed as SEooC*, so the
safety concept must be modified from assumptions to
customer’s “real”’ system.

Circuits are becoming more complex & larger.
Calculating the metrics values for all elements is very
laborious work.

As users make modifications during revisions of their
safety analysis and architecture, a record of changes
IS required. Managing the revision history is very
difficult.

*SEo00C: Safety Element Out-of-context
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RENESAS IN-HOUSE FMEDA (CAR) TOOL

CUSTOMIZABLE ANALYSIS REPORT
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AUTOMATIC CALCULATION SAVES TIME

= GUI CAR tool automatically re-calculates the metric values (SPFM, LFM e.g.) upon user input
data modifications (such as diagnostic coverage, Safety-relevance, etc.); the user can easily
confirm achievement of their implementation!
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ABLE TO SELECT/ADD SAFETY MECHANISMS
DEPENDING ON CUSTOMER'’S SYSTEM

= Very easy to add/modify parameters, and metric values are automatically re-calculated.
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Only 3 steps to modify the safety mechanism.
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AUTOMATICALLY RECORD A MODIFICATION HISTORY

= GUI CAR Tool automates revision control and change history generation, so users can easily

manage and track what has been changed.
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CAR TOOL IS NOT JUST A CALCULATION TOOL

= Reference documents (e.g. functional safety work products) can be embedded in the GUI CAR tool and they can
be accessed during safety analysis.
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RENESAS

Safety Application Note

RH850/F1KM Group SAN

L Rev. 1.0
Safety Application Note Nov. 30, 2017
Introduction
This application note explains th usage of safety mechanisms for the RHSS0/FIKM proup (hereafier

referred to as “RHS50/F1KM).

This application note is made based on the RHS50/F1KH. RH850/F1KM hardware user’s manual. Please refer to the
latest version user’s manual (R[1]) when using it.

This application note provides support for fulfilling the SEaoC assumptions in the preparation of the required work
products at the system level. Renesas Electronics does not take any responsibilify that the required ASIL level will be
reached on system level This is strictly on the 5 ion. Aim of this document is to provide
supplemental information for the assumed SW and system solutions to assist the compliance of ISO26262 (RIS]) in
system integration.

Each section describes a safety mechanism and contains the following sub-sections:
*  Recommended Usage
o Anypossible recommendations to bear in mind during the usage of the MCU to prevent possible
1015; it also gives ions to independent modules used in redundant confizur=+-
i 1 when not all module functio--

gasy
ceference

required
#  Failure Control
©  Definition of the assumed failure reaction and contr.
«  Software Test Description
o Explanation of the software test description including

procedures.
In relation to the proposed SW Safety Mechanisms, note that a proper tes
required fault detection time (application dependent). With a lower test fin .
d for the in the Di Coverage as mentioned in [S( \mp
In this d Renesas El i id by a jud; on suitab. f r y-

on and/or run-time iesh,b\ndoesmt]xrmude any suggestion in regards fot

S
acces
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LICENSE PERIOD

= Two types of licenses are prepared: Full function or “Read-only” license. Customer can choose which license type
to use. A Full function license is dynamic and allows for extensive customization.

Trial version of

GUI CAR Read only license

Standard for 1 months For target products. Read only license
FuSa > > e >
deliverables i . |

i use static i

! or !

! transition Full function CAR ! Full function CAR

_ v ( lyear license) : ( lyear license)

Special FuSa > >

Support Service

“Read-only” license is provided to ANY customer as a part of HW offer,

but the content cannot be modified: Full function license must be
purchased or customization.
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LICENSE OVERVIEW

» The difference between full function license and Read-only license is described below. A Read-only license can
only confirm the result of Renesas quantitative analysis; for analysis of system configuration, modification using
other tools is required.

/ Available to customize (modify) per customer’s system. \
* License period is 1 year.
» Available to confirm the result of quantitative analysis within Renesas SEooC.
4 _ ) * Functionality available to add/modify parameters for customer’s system
Tool evaluation \ configuration. /
-1month license period. . .
- Export functions are limited. Full function license
- J 4
i i View result of Renesas qualitative analysis (based on AoU¥)
Trial license
» License period is unlimited.
« Available to confirm the result of quantitative analysis within Renesas SEooC.
\- All parameters are locked; modifications are not possible. y

*AoU: Assumption of Use Read-Only license
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HOW TO GET GUI CAR TOOL?

» CAR tool is one of the work products in our safety support program.

For details, please contact the local sales team. _
Standard FuSa deliverables
(Free of charge)

B DIA template
SAFETY B Safety requirement specification
SU PPO RT PROG RAM B Safety application note (HW SW interfac
for AUTOMOTIVE & Static FMEDA /
atic
(o)
B Safety case summary
Hardware Software Work products B Funct | safet £ rt
Safety CPU Core self- | Safety analysis LNCHONS STty ASSeosnen TR0
mechanisms test tool, FuSa Support Options
MCU.-SoC Safety Software Report etC (Optional charged deliverables & services)
A&F! mm e s B Customizable Analysis Report (CAR) \‘\Oe(\se
B Functional safety technical sup \\ ‘\“\0\'\0“
B Safety Workshop W
m

FuSa SW products
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TRANSITION PLAN FROM EXCEL BASE TO GUI BASE

= Renesas will provide GUI base CAR tool from next generation of MCU (RH850) and 3" generation of
SoC (R-Car). Genl.0 & 1.5 MCU products are basically supported by Excel based CAR tool.
For long term, we’ll convert these data to GUI base CAR tool.

Bt Modaer Window Took Hel

%L‘J-r} Iﬁ»ﬂ;ﬁu Fﬂ;é? lﬁ]ﬁlfﬁi:?'l.’iﬁil@lﬁ' - @& IIBTAY e ﬁl!:ua:
GUI base CAR tool
i 2"d generation of MCU(x2x series)
Excel base CAR tool 3'd generation of SoC (x3x series)
Gen 1& Gen 1.5 products of MCU (x1x series) (TBD)
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NOTICE

1.Descriptions of circuits, software and other related information in this document are provided only to illustrate the operation of semiconductor products and application examples. You are fully responsible for the incorporation of these circuits, software, and information in the design of
your equipment. Renesas Electronics assumes no responsibility for any losses incurred by you or third parties arising from the use of these circuits, software, or information.

2.Renesas Electronics has used reasonable care in preparing the information included in this document, but Renesas Electronics does not warrant that such information is error free. Renesas Electronics assumes no liability whatsoever for any damages incurred by you resulting from
errors in or omissions from the information included herein.

3.Renesas Electronics does not assume any liability for infringement of patents, copyrights, or other intellectual property rights of third parties by or arising from the use of Renesas Electronics products or technical information described in this document. No license, express, implied or
otherwise, is granted hereby under any patents, copyrights or other intellectual property rights of Renesas Electronics or others.

4.You should not alter, modify, copy, or otherwise misappropriate any Renesas Electronics product, whether in whole or in part. Renesas Electronics assumes no responsibility for any losses incurred by you or third parties arising from such alteration, modification, copy or otherwise
misappropriation of Renesas Electronics product.

5.Renesas Electronics products are classified according to the following two quality grades: “Standard” and “High Quality”. The recommended applications for each Renesas Electronics product depends on the product’s quality grade, as indicated below.
“Standard”: Computers; office equipment; communications equipment; test and measurement equipment; audio and visual equipment; home electronic appliances;

machine tools; personal electronic equipment; and industrial robots etc.
“High Quiality”: Transportation equipment (automobiles, trains, ships, etc.); traffic control systems; anti-disaster systems; anti-crime systems; and safety equipment etc.
Renesas Electronics products are neither intended nor authorized for use in products or systems that may pose a direct threat to human life or bodily injury (artificial life support devices or systems, surgical implantations etc.), or may cause serious property damages (nuclear reactor
control systems, military equipment etc.). You must check the quality grade of each Renesas Electronics product before using it in a particular application. You may not use any Renesas Electronics product for any application for which it is not intended. Renesas Electronics shall not
be in any way liable for any damages or losses incurred by you or third parties arising from the use of any Renesas Electronics product for which the product is not intended by Renesas Electronics.

6.You should use the Renesas Electronics products described in this document within the range specified by Renesas Electronics, especially with respect to the maximum rating, operating supply voltage range, movement power voltage range, heat radiation characteristics, installation
and other product characteristics. Renesas Electronics shall have no liability for malfunctions or damages arising out of the use of Renesas Electronics products beyond such specified ranges.

7.Although Renesas Electronics endeavors to improve the quality and reliability of its products, semiconductor products have specific characteristics such as the occurrence of failure at a certain rate and malfunctions under certain use conditions. Further, Renesas Electronics products
are not subject to radiation resistance design. Please be sure to implement safety measures to guard them against the possibility of physical injury, and injury or damage caused by fire in the event of the failure of a Renesas Electronics product, such as safety design for hardware and
software including but not limited to redundancy, fire control and malfunction prevention, appropriate treatment for aging degradation or any other appropriate measures. Because the evaluation of microcomputer software alone is very difficult, please evaluate the safety of the final
products or systems manufactured by you.

8.Please contact a Renesas Electronics sales office for details as to environmental matters such as the environmental compatibility of each Renesas Electronics product. Please use Renesas Electronics products in compliance with all applicable laws and regulations that regulate the
inclusion or use of controlled substances, including without limitation, the EU RoHS Directive. Renesas Electronics assumes no liability for damages or losses occurring as a result of your noncompliance with applicable laws and regulations.

9.Renesas Electronics products and technology may not be used for or incorporated into any products or systems whose manufacture, use, or sale is prohibited under any applicable domestic or foreign laws or regulations. You should not use Renesas Electronics products or
technology described in this document for any purpose relating to military applications or use by the military, including but not limited to the development of weapons of mass destruction. When exporting the Renesas Electronics products or technology described in this document, you
should comply with the applicable export control laws and regulations and follow the procedures required by such laws and regulations.

10.1t is the responsibility of the buyer or distributor of Renesas Electronics products, who distributes, disposes of, or otherwise places the product with a third party, to notify such third party in advance of the contents and conditions set forth in this document, Renesas Electronics
assumes no responsibility for any losses incurred by you or third parties as a result of unauthorized use of Renesas Electronics products.

11.This document may not be reproduced or duplicated in any form, in whole or in part, without prior written consent of Renesas Electronics.
12.Please contact a Renesas Electronics sales office if you have any questions regarding the information contained in this document or Renesas Electronics products, or if you have any other inquiries.
(Note 1) “Renesas Electronics” as used in this document means Renesas Electronics Corporation and also includes its majority-owned subsidiaries.

(Note 2) “Renesas Electronics product(s)” means any product developed or manufactured by or for Renesas Electronics.
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SEOOC*: CUSTOMIZATION CHALLENGES

In-Context: Out-of-context
Intended for use in a specific item Intended for use in multiple and different items.
Safety goals are fixed Safety goal information only considered
Safety requirements are clearly defined Safety requirements are assumed
Safety HW is customized for use case Safety HW is implemented based on assumed use
“Top-down” approach is mainly used Combination of “top-down” plus “bottom-up”
approaches is used

*For this and all other slides, SEooC (Safety Element Out-of-Context) refers to a component.
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