LENESANS

-
0
9
q‘l
7
<
Q
S
c
O

Renesas FLASH Development Toolkit 4.09

(for Windows® 7, Windows® 8.1, Windows® 10)

User’s Manual

Renesas FLASH Microcomputer Programming System

All information contained in these materials, including products and product specifications,
represents information on the product at the time of publication and is subject to change by
Renesas Electronics Corp. without notice. Please review the latest information published
by Renesas Electronics Corp. through various means, including the Renesas Electronics
Corp. website (http://www.renesas.com).

erease g O Rev.13.00 Jan 2016



10.

11

12.

Notice

Descriptions of circuits, software and other related information in this document are provided only to illustrate the operation of
semiconductor products and application examples. You are fully responsible for the incorporation of these circuits, software,
and information in the design of your equipment. Renesas Electronics assumes no responsibility for any losses incurred by you
or third parties arising from the use of these circuits, software, or information.

Renesas Electronics has used reasonable care in preparing the information included in this document, but Renesas Electronics
does not warrant that such information is error free. Renesas Electronics assumes no liability whatsoever for any damages
incurred by you resulting from errors in or omissions from the information included herein.

Renesas Electronics does not assume any liability for infringement of patents, copyrights, or other intellectual property rights of
third parties by or arising from the use of Renesas Electronics products or technical information described in this document. No
license, express, implied or otherwise, is granted hereby under any patents, copyrights or other intellectual property rights of
Renesas Electronics or others.

You should not alter, modify, copy, or otherwise misappropriate any Renesas Electronics product, whether in whole or in part.
Renesas Electronics assumes no responsibility for any losses incurred by you or third parties arising from such alteration,
modification, copy or otherwise misappropriation of Renesas Electronics product.

Renesas Electronics products are classified according to the following two quality grades: “Standard” and “High Quality”. The
recommended applications for each Renesas Electronics product depends on the product’s quality grade, as indicated below.

“Standard”: Computers; office equipment; communications equipment; test and measurement equipment; audio and visual
equipment; home electronic appliances; machine tools; personal electronic equipment; and industrial robots etc.

“High Quality”: Transportation equipment (automobiles, trains, ships, etc.); traffic control systems; anti-disaster systems; anti-
crime systems; and safety equipment etc.

Renesas Electronics products are neither intended nor authorized for use in products or systems that may pose a direct threat to
human life or bodily injury (artificial life support devices or systems, surgical implantations etc.), or may cause serious property
damages (nuclear reactor control systems, military equipment etc.). You must check the quality grade of each Renesas
Electronics product before using it in a particular application. You may not use any Renesas Electronics product for any
application for which it is not intended. Renesas Electronics shall not be in any way liable for any damages or losses incurred
by you or third parties arising from the use of any Renesas Electronics product for which the product is not intended by Renesas
Electronics.

You should use the Renesas Electronics products described in this document within the range specified by Renesas Electronics,
especially with respect to the maximum rating, operating supply voltage range, movement power voltage range, heat radiation
characteristics, installation and other product characteristics. Renesas Electronics shall have no liability for malfunctions or
damages arising out of the use of Renesas Electronics products beyond such specified ranges.

Although Renesas Electronics endeavors to improve the quality and reliability of its products, semiconductor products have
specific characteristics such as the occurrence of failure at a certain rate and malfunctions under certain use conditions. Further,
Renesas Electronics products are not subject to radiation resistance design. Please be sure to implement safety measures to
guard them against the possibility of physical injury, and injury or damage caused by fire in the event of the failure of a Renesas
Electronics product, such as safety design for hardware and software including but not limited to redundancy, fire control and
malfunction prevention, appropriate treatment for aging degradation or any other appropriate measures. Because the evaluation
of microcomputer software alone is very difficult, please evaluate the safety of the final products or systems manufactured by
you.

Please contact a Renesas Electronics sales office for details as to environmental matters such as the environmental compatibility
of each Renesas Electronics product. Please use Renesas Electronics products in compliance with all applicable laws and
regulations that regulate the inclusion or use of controlled substances, including without limitation, the EU RoHS Directive.
Renesas Electronics assumes no liability for damages or losses occurring as a result of your noncompliance with applicable laws
and regulations.

Renesas Electronics products and technology may not be used for or incorporated into any products or systems whose
manufacture, use, or sale is prohibited under any applicable domestic or foreign laws or regulations. You should not use
Renesas Electronics products or technology described in this document for any purpose relating to military applications or use
by the military, including but not limited to the development of weapons of mass destruction. When exporting the Renesas
Electronics products or technology described in this document, you should comply with the applicable export control laws and
regulations and follow the procedures required by such laws and regulations.

It is the responsibility of the buyer or distributor of Renesas Electronics products, who distributes, disposes of, or otherwise
places the product with a third party, to notify such third party in advance of the contents and conditions set forth in this
document, Renesas Electronics assumes no responsibility for any losses incurred by you or third parties as a result of
unauthorized use of Renesas Electronics products.

This document may not be reproduced or duplicated in any form, in whole or in part, without prior written consent of Renesas
Electronics.

Please contact a Renesas Electronics sales office if you have any questions regarding the information contained in this document
or Renesas Electronics products, or if you have any other inquiries.

(Note 1) “Renesas Electronics” as used in this document means Renesas Electronics Corporation and also includes its majority-

owned subsidiaries.

(Note 2) “Renesas Electronics product(s)” means any product developed or manufactured by or for Renesas Electronics.

(2012.4)
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I. Cautions

Renesas neither warrants nor grants licenses of any rights of Renesas’ or any third party’s patent,
copyright, trademark, or other intellectual property rights for information contained in this
document. Renesas bears no responsibility for problems that may arise with third party’s rights,
including intellectual property rights, in connection with use of the information contained in this
document.

Products and product specifications may be subject to change without notice. Confirm that you
have received the latest product standards or specifications before final design, purchase or use.

Renesas makes every attempt to ensure that its products are of high quality and reliability.
However, contact Renesas’ sales office before using the product in an application that demands
especially high quality and reliability or where its failure or malfunction may directly threaten
human life or cause risk of bodily injury, such as aerospace, aeronautics, nuclear power,
combustion control, transportation, traffic, safety equipment or medical equipment for life support.

Design your application so that the product is used within the ranges guaranteed by Renesas
particularly for maximum rating, operating supply voltage range, heat radiation characteristics,
installation conditions and other characteristics. Renesas bears no responsibility for failure or
damage when used beyond the guaranteed ranges. Even within the guaranteed ranges, consider
normally foreseeable failure rates or failure modes in semiconductor devices and employ systemic
measures such as fail-safes, so that the equipment incorporating Renesas product does not cause
bodily injury, fire or other consequential damage due to operation of the Renesas product.

This product is not designed to be radiation resistant.

No one is permitted to reproduce or duplicate, in any form, the whole or part of this document
without written approval from Renesas.

Contact Renesas’ sales office for any questions regarding this document or Renesas semiconductor
products.
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il. Preface

About this guide

This guide explains the use of the Renesas Flash Development Toolkit (hereafter referred to as
FDT).

Chapter 1, Introduction, provides a brief explanation to the tool and lists its key features.

Chapter 2, System Overview, describes how the different facilities make up the FDT Graphical
User Interface.

Chapter 3, Using FDT, describes how FDT is activated and the FLASH ROM is written.
Chapter 4 , Wait For_Script
Chapter 5, Access Rights describes configuration of User Names and Passwords

Chapter 6 , Configuring the User Interface, provides a way to configure the FDT Graphical User
Interface.

Chapter 7, Menus, and Chapter 8 , Windows, give reference information about the operations and
facilities available through these respective areas.

Chapter 9, Simple Interface Mode, describes use of FDT with a cut-down Graphical User
Interface.

Chapter 10, Basic Simple Interface Mode, describes use of FDT with a cut-down Graphical User
Interface without the need to setup a workspace and project.

Chapter 11, Field Programming, describes use the Field Programming feature for publishing
projects for other FDT users, and use of published projects.

Chapter 12 , Updating the Adapter Software, describes how FDT updates the adapter software.
Chapter 13, Interface Boards describes the supported interface boards

Chapter 14 , QzROM Programming describes the programming of the new style of Renesas Flash
Chapter 15, Locking describes FDT operation with those devices that support erase block locking.

Chapter 16, Unique Code Programming describes how to implement serial numbering into an FDT
project
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Chapter 17, ROM Code Protection describes support for ROM protection with some Renesas
devices

Chapter 18, Windows® 7 or later describes the changes in FDT structure to support execution on
Windows® 7 or later.

Chapter 19, Intelligent Flash Security (IFS) describes support for setting the ID codes of certain
Renesas devices.

Chapter 20 describes notes about upgrading to FDT 4.09.

Assumptions

It is assumed that the reader is experienced in using Microsoft® Windows® applications on PC-
compatible computers.
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Target / Device

DLL
FDT
QzROM
HEW
PC

usSB
FCF

DDI
Kernel
Micro Kernel

Main Kernel

E8 /ESUSB

Field Programming -
Publishing

E8Direct

ili. Abbreviations

Refers to the programmable microcontroller or microcomputer that is connected
to the PC ready for programming.

Dynamic Linked Library

Flash Development Toolkit

One time programmable memory

Renesas High-performance Embedded Workshop
Personal Computer

Universal Serial Bus 1.1 or above

Flash Configuration File — Used to store information about the device and flash
characteristics

Device Data Image — a hybrid S-Record file format used for storing data for a
device with multiple flash areas.

Code which takes control of the device and allows reprogramming functions. This
code is often downloaded to the device.

The part of the kernel which gets executed first and allows initial configuration
and downloading of the main kernel.

The part of the kernel which gets downloaded by the micro kernel and handles
downloading of additional modules (if required) to perform the read / write /
blank check / erase functions etc.

This is a USB interface board. It supports programming over the single wire
interface and clock synchronous programming using the four wire interface.

The ability to package all kernel and data files into a single file for simplified
sending to another FDT user.

A UART mode for use with the E8.
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E8a The E8a is the Next-Generation E8 with additional functionality. It is an on-chip
debugging emulator and Flash Programmer.

E8aDirect A UART mode for use with the E8a, designed to be similar to the E8Direct.

El An on-chip debugging emulator and flash programmer. This successor to the E8a
and E10A-USB emulators provides significantly more powerful functionality and
performance.

E1Direct A UART mode for use with the E1.

E20 An on-chip debugging emulator and flash programmer. Along with the debugging
functions supported by the E1, the E20 provides a higher level of debugging
functionality, including large-capacity tracing and realtime RAM monitoring.

E20Direct A UART maode for use with the E20.
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Iv. Document Conventions

This manual uses the following typographic conventions:

CONVENTION MEANING

[Menu->Menu Option] Bold text with ‘>’ is used to indicate menu options (for example,
[File->Save As...]).

‘dialog name’ The “’ is used to indicate the name of a dialog box or menu.

“‘Filename.ext’ Bold Courier Font is used to indicate filenames.

“enter this string” Used to indicate text that must be entered (excluding the “” quotes).

Key+Key Used to indicate required key presses. For example. Ctrl+N means
press the Ctrl key and then, whilst holding the Ctrl key down, press
the N key.

=) When this symbol is used, it is always located in the left-hand

(The “how to” symbol) margin. It indicates that the text to its immediate right is describing

“how to” do something.

Table 1: Typographic Conventions

All trademarks and registered trademarks are the property of their respective owners.
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Chapter 1 Introduction

The Renesas Flash Development Toolkit (FDT) is an on-board FLASH programming tool for
Renesas Flash microcomputers that provides a high-performance and user-friendly Graphical User
Interface (GUI).

Embedded software development projects created using the Renesas High-performance Embedded
Workshop (HEW) may be programmed into Renesas Flash devices using FDT.

FDT may also be used as a general purpose S-Record or Hex editor.

11 Key Features

— Standard window operation based on the 32-bit Windows® GUI.

— Various online help functions.

— Selectable messaging levels.

— Simple programming environment; optionally controls an adapter board.
— Serial communication.

— USB communications supported via USB Interface Boards

— USB communications directly to selected target devices.

— Wait for Script File facility

— Multiple flash areas in a single image (DDI)

— Unique code programming for serial numbering etc.

— Programming and erasing of ID codes (key codes) for generic boot devices with intelligent
flash security (IFS)
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Chapter 2 System Overview

FDT provides a method of programming, erasing and reading from Renesas Flash devices.
Workspaces and Projects can be used in order to save the settings between sessions, for easy
switching between different settings, and to allow experienced users to configure the settings for
less experienced operators. FDT is designed to provide a common look and feel, independent of
the actual device to be programmed.

FDT employs a hierarchical structure so that work can be organised in a logical manner. The top
level of the structure is the workspace.

To be useful, the workspace must contain at least one project. In order to create a project, a
workspace must be created first.

Each project specifies its own target device configuration (specified when creating the project) and
set of target files (S-Record / Hex / Binary) that can be used to program the device.

The project settings for the target device connection need only be set once, as they can be stored
between sessions by saving the Project.

A single project within the workspace is active at any point in time. The active project is the
context to which all ‘Device’ Menu, ‘Project’ Menu and ‘Project” Toolbar commands will be
directed.

When a project has been created, target files can be added to it. These files may:

— Be used to program the device.

— Be used to build a Device Image.

— Be opened in the hex editor.

— Be marked as being destined for the User Boot Area (for devices which support this).
— Have their checksum calculated

— Have their data block usage displayed

— Be compared against the data already programmed to the device

When using a project it is possible to take advantage of the following FDT features:

— Advanced messaging levels.

— Device Image builder.

— Uploading data from the target device.

— Viewing uploaded data in big or little endian, or floating point representation.
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— Simple Interface Mode — for simplifying the user interface once the project is configured.
— Automatic masking of non-Flash areas in files upon opening project open
— Automatic masking of reserved sections within Flash areas

2.1 User Interface

The FDT Graphical User Interface is a Windows® application that presents a work environment,
which allows the user to program FLASH memory.

Werlspace Drevice Inage Title Bar

Memi Bar — e e v e

5] L A
Tool B = = Files open
Worlspace cwm—e—s = 1
E i . = in Hex
Ative Editor
Project
. Hex Editor
Address Column
Addibional
Project
o
Editer | ———] Digta File
window perties
Diialog
4 Outga
window

i w ) 'ﬂ

a =
O N e e T S o )
L oy = =l [

BT Ly EEo e oW e e )

o | 2] a

Eratiez Bar
Flash Proparties

window (Cracked)

Figure 2-1 FDT Graphical User Interface

2.11 Menu bar

Commands are grouped into related areas on the Menu bar as indicated by the menu titles. Using
the mouse the user can select a command operation, invoke a dialog box or a window to interact
with the system. Clicking the left mouse button on a menu title will pull down that menu, from
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which a selection can be made. If a menu item does not perform an action directly, but instead
displays a dialog box or window for further user interaction, then its name is appended with an
ellipsis (three dots, ...).

Projeck Tools ‘Window Device
Set Current Project r

Imsert Project. ..

Add Files. .,

Remove Files. .,

File Extensions. ..

Rebuild Image

Cownload Image

Field Programminig ¥

Figure 2-2 Menu Ellipsis

If a menu item can also be invoked by pressing a hot key (a combination of keys), then the hot key
is displayed to the right of the item. If a menu item toggles a feature ON or OFF then a check mark
will be displayed next to its text when it is ON:

| window Device Help
Cascade
Tile Horizontally
Tile Mertically

Arrange Icons

Close Al

1 2282Tesk.mok
Z uGenll.mok - [0x000002a7]
» 3 Industrial Controller, Fpr - [0x00000292]

Figure 2-3 Checked Menu Items

If a menu item has the symbol ( » ) next to it then a cascading or hierarchical menu is available.
Clicking on the menu item will reveal the cascading menu:
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Help Topics

Technical Support Create Bug Report...
Abouk FOT... heck website For updakes

Figure 2-4 Cascading Menus

Menus can also be selected directly from the keyboard by pressing the ALT key followed by the
corresponding key of the underlined letter or number for the menu item that the user wants to
select, e.g. press ALT+F, S in sequence to Save the active file ([File->Save]).

2.1.2 Toolbars

FDT has several toolbars located below the Menu bar. This provides quick access to FDT features
by clicking the respective button with the mouse.

¥ t|lonewszrme|F
e [1ga[me |G & |00 5 [ & |
Figure 2-5 FDT Toolbars

IEREE N | =-I%&%||oe e

J

The buttons on each toolbar are arranged in associated groups. To find out the function of the
button, move the mouse over the button and a hint will be displayed next to the button and in the
status bar. The toolbar buttons can be customised to provide a button for the majority of the
features available in FDT and can be arranged in an order that the user finds convenient. For more
details about changing the arrangement of the toolbar buttons and a detailed description of each
button's function, see Chapter 6.
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Edit toolbar

%
7

HAave File
Cut
Copy

Paste
Open & Data File

Figure 2-6 Edit Toolbar
Save File - saves the active file.
Cut - cuts data to the clipboard.
Copy - copies data to the clipboard.
Paste - pastes data from the clipboard.

Open a Data File - Opens an S-Record or other data file.

FDT toolbar

YA|SHEERI 2o

Cozmact w3
Disconnect
Erase Blocks

Blank Chaclk

Upload

Diomload Setive File
Checkaum

Cﬂ f'mnlﬁdﬂ.mss

Fun

Block Locking

Zet ID Code

Caneel

Coanfigure Flah Praject

Figure 2-7 FDT Toolbar
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Connect - connects the device to the interface.
Disconnect - disconnects the device from the interface.

Erase Blocks - launches the 'Erase Block' dialog box to erase all or individual blocks of the device
FLASH memory.

Blank Check - checks whether or not the FLASH section of the target device is blank.

Upload - launches the 'Upload Image' dialog box to allow data to be obtained from the target
device.

Download Active File - downloads the file which is active in the hex editor.
Checksum - returns a checksum of the data in the FLASH.
Go from Address - launches a dialog to select the address to execute from.

Run - places the device into user mode and if necessary supplies power so that programmed device
code can be tested

Block Locking - configure the block locking options (if the device supports block locking)
Set ID Code - sets an ID code (if the device supports this)
Cancel - cancels the current FLASH operation.

Configure Flash Project - launches the 'Project Properties' dialog box (or the Project Wizard if the
project is not yet configured).
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S Record / Data File toolbar

e i | % R 2 5 | %

Viewr as Bytes —

Viewr as Words

Viewr as D'Woaords
Endian

Alimn wienr to B byrte
Toggle ASCII
Find

Find and Replare
Create Selection
Fill selection
Properties

Figure 2-8 S Record / Data File Toolbar
View as Bytes - view the file data as 8 bit bytes.
View as Words - view the file data as 16 bit words.
View as DWords - view the file data as 32 bit double words.
Endian - toggles between little and big endian viewing.

Align view to 8 bytes - data is displayed on each line as 8 bytes. The number of bytes that can be
accommodated on each line is dependent upon the size of the window.

Toggle ASCII - turns ASCII data ON or OFF

Find - launches the 'Find' dialog box.

Find and Replace - launches the Replace dialog box.

Create Selection - selects a block of the specified size in the active file.
Fill selection - launches the 'Fill' dialog box.

Properties - launches a dialog with information about the active file.
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Protection toolbar

@ @7 @ |
Antomatic |
Proopt
Mone

Figure 2-9 Protection Toolbar

Automatic - Set protection automatically on disconnect (if more than one option is available a
dialog will appear to select which type to automatically apply)

Prompt - Ask the user whether to set protection on disconnect.
None - Never set protection on disconnect.

NB setting the protection may stop any further connections to that particular target device

Search toolbar

JJEaﬂnxnn BLN
Find in Files
Data
Find
Find Mext
Find Prevvious
Figure 2-10 Search Toolbar
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Find in Files - finds selected data in selected files.
Data - is used for the searches.

Find - locates data in active file.

Find Next - locates next occurrence of search criteria.

Find Previous - locates previous occurrence of search criteria.

2.1.3 Status Bar

The Status Bar is located at the bottom of the FDT application window. It provides the user with
information about what the application is doing. The left section of the Status Bar describes the
action of the Toolbar items as the mouse arrow is positioned over a button, as well as displaying
operation status information. When an action is being performed, a progress bar is displayed to
show the progress of the current operation. The last section of the bar indicates the state of the
toggling keyboard keys such as the Caps Lock, Insert and Number Lock keys.
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214 Pop-up menus

Many windows have local pop-up menus in order to make commonly used features easier to
access. These menus are invoked by clicking the right mouse button in the window (or pressing
SHIFT+F10) and then selecting the required menu option. An example pop-up menu is:

Cpen Uploadd,mMOT

add Files, .. INS
Remove Files. .,

IT Allows Docking
Hide:

Properties

Display Block Usage. ..
Exclude Uplaadd, MOT
Iser Boaok Flash

Dovenload File to [User Area)

File Checksurm

Compare File-=Device Checksum
Compare File-=Device (Complete Device)
Compare File- =Device (File Data Only)

Figure 2-11  Pop-up Menu

The contents and operation of specific pop-up menus are explained in detail in the description of
each FDT window, see the Chapter 8, Windows.

2.2 Help

FDT has a standard Windows® help system. This provides on-line information for using the
system.

Help can be invoked by pressing the F1 key or via the Help menu.
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2.3 Hot Keys

There are various hot keys for frequently used operations. These are as follows by category:-

Description Hot Key
Help

Help F1
File Commands

Close File Ctrl+F4

Open Data File Ctrl+R

Save All Ctrl+Shift+H

Save Ctrl+S

Exit Alt+F4
Edit Commands

Undo Ctrl+Z

Redo Ctri+Y

Cut Ctri+X

Copy Ctri+C

Paste Ctri+V

Select All Ctrl+A

FEind Ctri+F

Find In Files F4

Replace Ctrl+H
Tools Commands

Login Ctrl+Shift+U
Simple Interface Commands

Login Ctrl+Shift+U
View

Workspace Alt+K

Output Alt+U
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Description Hot Key
Window
View as ASCII Alt+A
View as Bytes Alt+1
View as Word Alt+2
View as Dword Alt+4
Align to 8 Bytes Alt+8
Device
Connect Ctrl+Alt+C
Erase Flash Blocks CtrI+Alt+E
Blank Check Ctrl+Alt+B
Upload Image Ctrl+Alt+U
Download Active File Ctri+Alt+P
Flash Checksum Ctrl+Alt+S
Go From Address CtrI+Alt+G
Run Ctrl+Alt+R
Block Locking... Ctri+Alt+L
Set ID Code... Ctrl+Alt+T
Cancel Operation Ctrl+Break
Configure Flash Project Alt+Shift+R
Data File
Suppress request to save changes to Hold Shift key when closing data file
a data file when closing it (do not
save changes)
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Chapter 3 Using FDT

3.1 Quickstart
The stages required in order to program a device are as follows:

1) Start FDT by selecting ‘Start’ —> ‘Programs’ -> ‘Renesas’ —> ‘Flash Development_Toolkit
4.09’, then the ‘Flash Development Toolkit 4.09” shortcut [see section 3.3]

2) Create a Workspace and Project [see section 3.4.1]

3) Configure the Project using the Flash Project Wizard (select device, kernel, port, mode etc)
[see sections 3.4.2 to 3.4.8 or section 3.5 for Generic Boot]

4) Add the file or files that you want to download to the project [see sections 8.1.2.1/8.2.2/3.7].
You can now download individual files by right clicking on them in the Workspace Window,
or merge multiple files into a device image (using the Project-> Rebuild Image menu item)
and download that (using the Project-> Download Image menu item).

Alternatively, to start in FDT Basic Simple Interface Mode:

1) Select *Start’->‘Programs’ -> ‘Renesas’ -> ‘Flash Development Toolkit 4.09’, then the ‘Flash
Development Toolkit 4.09 Basic’ shortcut [see section 3.3]

2) Configure the settings using the Wizard (select device, kernel, port, mode etc) [see sections
3.4.2 t0 3.4.8 or section 3.5 for Generic Boot]

3) Select the flash area that you want to program (User Area or User Boot Area).
4) Select the file to program for each enabled area

5) Select the Program Flash Button.

6) Disconnect when programming is completed
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3.2 Background Information
3.2.1 What are the User Area, User Boot Area and Data Areas?

The normal area of (internal) flash for Renesas devices, for user programs is known as the User
Area. This is where the code is stored which gets executed when the device is reset into User
Mode. The User area can normally be programmed from a Boot Mode or User Mode connection.

On some devices there is an additional area of flash known as the User Boot Area. This is where
the code is stored which gets executed when the device is reset into User Boot Mode. The User
Boot Area tends to be much smaller than the User Area and is typically used for storing an
alternative boot stub, for setting up communication via some other communications medium /
protocol. Normally, the User Area and the User Boot Area both start at the same address — this is
possible because only one is ever mapped into the memory map at one time. It is only possible to
program the User Boot Area from Boot Mode - not from User Mode.

On some devices there is an additional area of flash known as the Data Area. This area normally
resides at the other end of the memory map to the User Area, and unlike the case of the User Boot
Area, the Data Area is not contiguous with the User Area and always exists in the memory map.

3.2.2 What is the difference between Boot Mode and User Mode?

The Renesas Flash devices have different modes of operation which are controlled by the state of
the mode pins when the device is brought out of reset. Most devices have an asynchronous serial
Boot Mode and a User/User Program Mode.

Generally, (asynchronous serial) Boot Mode connections, start with an autobaud — sending
synchronisation data packets to setup initial communications at a given baud rate. Additionally, for
most devices, the entire flash will be erased as part of the connection process, thus preventing any
Intellectual Property held on the device from being read from Boot Mode.

For a User Mode connection, the device must already be programmed with some code which talks
to FDT and allows programming. Most kernels are supplied with a User Mode micro kernel and
test program (*usually called “uGenU.mot” and “xxxxtest.mot”). These files provide a
demonstration of User Mode programming and must be programmed into the device and be
executing before FDT tries to connect in User Mode. User Mode does not normally force an erase
of the flash during the connection process and does not autobaud to setup initial communications.
The demonstration User Mode test programs have the required Bit Rate Register value compiled
into them for setting up initial communications at 9600 baud; hence User Mode kernels need to be
rebuilt for different clock frequencies.
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Note: * Note that where the files are to be used as part of an embedded monitor, the User Mode
kernel files may be also output as binary files (.cde) without the reset vector populated.
Some kernels use only a single file for the User Mode test program (e.g. Protocol C
kernels).

3.2.3 What is the difference between User Mode and User Program Mode?

Some devices use an additional mode pin to protect the flash from being written or erased by
mistake; this pin is normally known as the “Flash Write Enable” pin (FWE) if it has to be logic
high to allow programming, or the “Flash Write Protect” pin (FWP) if it has to be logic low to
allow programming. For these devices, this pin distinguishes “User Mode” from “User Program
Mode”. An FDT User Mode connection expects the device to be in User Program Mode at the
point of programming and erasing, and if using the E8Direct, E8aDirect, E1Direct, or E20Direct,
can reset the device into User Mode to execute the programmed code on disconnection.

3.2.4 What are “Protocol B”, “Protocol C”, “Protocol D’ and “Protocol E” Kernels?
“Protocol B”” — For 0.35um devices.

Boot Mode - The kernel (made up of the Boot Mode Micro Kernel, Boot Mode Main Kernel, and
the Write and Erase modules) is held on the PC and downloaded as required. The Boot Mode
kernel does not need to be rebuilt for different crystal frequencies; this information is stored in the
FDT project and downloaded at runtime and initial communication is achieved by the autobaud
(where FDT sends 0x00 data until the device synchronises with it).

User Mode — The User Mode Test Program and User Mode Micro-Kernel need to be already
programmed and executing on the device. The initial Bit Rate Register value is held in the
‘gentest.h’ file and is compiled into the User Mode Test Program; this allows the kernel initialise
the serial communications interface to 9600 baud. If the clock frequency changes from the default
supplied value, the initial Bit Rate Register setting in ‘gentest.h’ [normally MA_BRR_SCI or
MA_BRR_SCI1] will need to be modified and the kernel recompiled. The User Mode Main
Kernel and the Write and Erase modules are held on the PC and downloaded as required.

“Protocol C” — For devices with embedded kernels (Currently 0.18um).

Boot Mode — A configuration file is stored on the PC which provides FDT with details about the
device, but the kernel (including the Write and Erase modules) resides internally on the device.
There is no need to rebuild anything for different clock frequencies in Boot Mode; this information
is stored in the FDT project and downloaded at runtime and initial communication is achieved by
the autobaud (where FDT sends 0x00 data until the device synchronises with it).
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User Mode — Some boards are supplied with a User Mode kernel. Similarly to the Protocol B User
Mode kernels, User Mode Kernel needs to be already programmed and executing on the device.
The initial Bit Rate Register value is held in the ‘gentest.h’ file and is compiled into the User
Mode Test Program; this allows the kernel initialise the serial communications interface to 9600
baud. If the clock frequency changes from the default supplied value, the initial Bit Rate Register
setting in ‘gentest.h’ [normally MA_BRR_SCI or MA_BRR_SCI1] will need to be modified and
the kernel recompiled. The main difference to the Protocol B User Mode Kernels is that the Write
and Erase modules are held internally on the device.

“Protocol D” — For R8C and former Mitsubishi family devices (eg. M16C, M32 etc).

The E8 and E8a boards can be used with some Protocol D devices. The kernels are internal to the
device, but FDT uses configuration files to store information about the device characteristics.

“Protocol E” — For some H8/Tiny and H8/SLP (Super Low Power) devices (please refer to
‘readme’ text file for details).

Although FDT can communicate to H8/Tiny and H8/SLP devices with COM or E8aDirect (as
“Protocol B”), FDT can also communicate to H8/Tiny and H8/SLP devices with E8a as “Protocol
E”. It is important to note though that key FDT functions are not available in “Protocol E”:

e FErasing Data from the FLASH ROM is unavailable (although all FLASH ROM data is still
erased during connection)

e Uploading the FLASH ROM Data is unavailable
o Performing a Blank Check is unavailable

o Readback Verify is unavailable (but FDT will automatically perform a checksum after
programming)

3.25 What is the fcf file, and can I edit it?

Stored alongside the other kernel files, the .fcf (Flash Configuration File) file holds details about
the device and kernel. The contents indicate the RAM size, flash-memory size, block
configuration, default baud rate, and default crystal frequency. This file is protected by a
checksum, so editing it will render this invalid, which the FDT will detect. Upon detecting an
invalid checksum for the file, the FDT will warn the user, but will not prevent use of the modified
files.
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3.2.6 Can | use FDT if I do not have Local Machine Administrator rights for my PC?

Yes, but only once it is installed and configured. To install FDT and for various configuration
tasks, you must have local administrator rights; this is because some settings are stored in the
HKEY_LOCAL_MACHINE registry area. Once FDT is installed and configured you will be able
to use it with certain limitations. Configuration tasks such as adding new kernel entries to the
registry so that they will be available in the Project Wizard in future requires Local Machine
Administrator rights. This includes adding the Prior Generic Device entry (an administrator must
first connect to the Generic Device to allow the Prior Generic Device entry to be created.

3.2.7 How do | recompile a kernel?

It is recommended that the original kernel is copied to another directory and that this copy is
edited, thus leaving the original kernel unmodified. When using the kernel for the first time, you
will need to browse to the alternate location to find the fcf file.

If the kernel has been written using Hew, there will be a Hew workspace file in the project
subdirectory of the kernel. This should be opened from Hew.

If the kernel has been written based upon compilation from the command line, you will need to run
the buildall.bat file from a Dos shell session after setting up the environment variables for the
compiler so that it can be run from the command line. Please refer to the compiler manual for full
details of how to do this. An example environment batch file used to set the environment settings
for the Renesas H8 compiler version 4.0a is shown below:

Setenv.bat:

SET CH38=C:\hew\tools\Renesas\h8\4_0_ A\INCLUDE
PATH=%PATH%; C:\hew\tools\Renesas\h8\4_0_A\bin
set DOS16M= @1M-31M

SET CH38TMP=c:\TEMP

Note:
The above batch file should be modified to reflect the path of your compiler.

Ensure that the specified temporary directory exists and is writeable.
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3.2.8 How do I use the supplied demonstration User Mode Kernels?

To use the demonstration User Mode kernels, you must first add the User Mode Micro Kernel and
User Mode Test Program from the kernel directory (““uGenU.mot” and “xxxxtest.mot”) to
a Boot Mode Project and build the User Area Device Image. Next, connect in Boot Mode and
program the image to the device, disconnect and reset the device into User Mode. Create another
project in the workspace, but this time set it as a User Mode Connection Type, and connect in User
Mode. FDT will start communications with the User Mode Test Program at 9600bps and then
change to the baud rate set in the project. Note that the device does not automatically erase during
connections in User Mode. It is not possible to reprogram the FLASH whilst the reprogramming
code is executing from the FLASH so all of the kernel modules needed to keep the connection to
FDT are copied into the RAM to leave the FLASH ROM available for reprogramming. Because of
this, it is possible to erase the entire flash and reprogram it in user mode, but note that if the device
is reset after erasure and before it is reprogrammed, it will not be possible to reconnect in User
Mode until the device has had the User Mode Micro Kernel and User Mode Test Program
reprogrammed into it Boot Mode.

3.29 Can | modify the User Mode kernels to work for a different clock frequency?

It is recommended that the original kernel is copied to another directory and that this copy is
edited, thus leaving the original kernel unmodified. When using the kernel for the first time, you
will need to browse to the alternate location to find the fcf file.

The User Mode kernels need to be rebuilt if a different clock frequency is going to be used. The
initial Bit Rate Register value is held in the ‘gentest.h’ file and is compiled into the User Mode
Test Program; this allows the kernel initialise the serial communications interface to 9600 baud. If
the clock frequency changes from the default supplied value, the initial Bit Rate Register setting in
‘gentest.h’ [normally MA_BRR_SCI or MA_BRR_SCI1] will need to be modified and the kernel
recompiled. Refer to the device hardware manual for details of how to calculate the Bit Rate
Register value.
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3.3 Starting FDT

3.3.1 Starting FDT without Security or Simple Interface Mode enabled

To start FDT, open the 'Start' menu of Windows® and select 'Programs’ -> 'Renesas' —> 'Flash
Development Toolkit 4.09', then the 'Flash Development Toolkit 4.09' shortcut. The 'Welcome'
dialog box will open by default.

Welcomel 2 x]
DK |

N o | y
* Lreate anew project workspace e |

% " Open a iecent project workspace:

I 7]

=
'E‘ " Browsa to another project work space
e Admiristation.. |

Figure 3-1 Welcome Dialog

To create a new workspace, select 'Create a new Project Workspace' and click the 'OK' button (see
section 3.4.1 for details). To open a recent workspace, select 'Open a recent project workspace' and
the workspace to be opened from the list box. To open an existing workspace which is not in the
list of recently used workspaces, select '‘Browse to another project Workspace'. Finally, click the
'OK' button.

3.3.2 Starting FDT in Basic Simple Interface Mode

To start FDT in Basic Simple Interface Mode, open the 'Start' menu of Windows® and select
'Programs' -> 'Renesas' -> 'FLASH Development Toolkit 4.09', then the 'Flash Development
Toolkit 4.09 Basic' shortcut. The previous FDT Basic settings will be restored, and new settings
can be entered by selecting the Options->New Settings& menu item.

3.3.3 Starting FDT by double clicking on a workspace file

FDT can be started by double clicking on a workspace file from Windows® Explorer. This will
cause FDT to load the selected workspace upon start up.
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3.34 Starting FDT by double clicking on a data file

FDT can be started by double clicking on a registered data file from Windows® Explorer (if this
default option was not unselected during installation). This will cause FDT to load the selected
data file upon start up.

3.35 Starting FDT by double clicking on a w4f script configuration file

FDT can be started by double clicking on a .w4f script configuration file from Windows®
Explorer. This will cause FDT to start in Wait For Script mode and load the selected configuration.

3.3.6 Starting FDT with Simple Interface Mode enabled

If FDT was exited from Simple Interface Mode (see section Chapter 9 ) FDT will return straight
back to that mode.

3.3.7 Starting FDT with Access Rights password security enabled

If the Access Rights password security has been enabled, FDT will display the login dialog before
allowing the workspace to be opened. See Chapter 5 for further details.

3.3.8 Starting FDT by double clicking on a .fpf4 packaged project file

FDT can be started by double clicking on a .fpf4 packaged project file from Windows® Explorer.
This will cause FDT to unpackage the project and start in Simple Interface Mode.

3.39 Starting FDT from the command line
3.3.9.1. Opening data files from the command line
"<FDT path>\FDT.exe" /DISCRETESTARTUP "osre \"< Filename >\""
eg:

"C:\Program Files\Renesas\FDT4.09\FDT.exe" /DISCRETESTARTUP "osre
\"D:\FDT\files\myfile.mot\""

This is the method used when an FDT data file is double clicked in Windows® Explorer
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3.3.9.2. Opening workspace files from the command line
"<FDT path>\FDT.exe" /DISCRETESTARTUP "ow \"<Long Path Workspacename>\""'
Y

"C:\Program Files\Renesas\FDT4.09\FDT.exe" /DISCRETESTARTUP "ow
\"C:\Users\<user>\AppData\Local\Renesas\FDT4.09\Workspaces\1234\1234. AWS\""

This is the method used when an FDT workspace is double clicked in Windows® Explorer

3.3.9.3. Opening data files from the command line with Access Rights password security
enabled

"<FDT path>\FDT.exe" "arl \"<Username>\" \"<Password>\"" /DISCRETESTARTUP "osre \'"<
Filename >\""

€g

"C:\Program Files\Renesas\FDT4.09\FDT.exe" "arl \" Administrator\" \" password\""
/DISCRETESTARTUP "osre \"D:\FDT\files\myfile.mot\""

3.3.9.4. Opening w4f Script Configuration files from the command line
"<FDT path>\FDT.exe" IDISCRETESTARTUP "w4fRun \"<filename>\""
€9

"C:\Program Files\Renesas\FDT4.09\FDT.exe" /DISCRETESTARTUP "w4fRun
\"D:\FDT/script\imyconfig.w4f\""

This is the method used when an FDT Script Configuration file is double clicked in Windows®
Explorer

3.3.9.5. Opening w4f Script Configuration files from the command line with Access Rights
password security enabled

"<FDT path>\FDT.exe" "arl \"<Username>\" \"<Password>\""" /DISCRETESTARTUP "w4fRun
\"<filename>\""

Y

"C:\Program Files\Renesas\FDT4.09\FDT.exe" "arl \"Administrator\" \"password\""
/DISCRETESTARTUP "w4fRun \"D:\FDT/script\imyconfig.w4f\""
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3.3.9.6. Starting FDT Basic Simple Interface Mode from the command line

"<FDT path>\FDT.exe" /DISCRETESTARTUP "SimplelnterfaceMode /u \"<User Area
Filename>\" /b \"<User Boot Area or Data Area Filename>\""

Y

"C:\Program Files\Renesas\FDT4.09\FDT.exe" /DISCRETESTARTUP "SimplelnterfaceMode /u
\"D:\FDT\files\upload1.mot\" /b \" D:\FDT\files\upload0.mot\""

Note that the /u <User Area Filename> and the /b <User Boot Area> are optional. Additionally,
adding /r causes the last settings to be restored and the configuration Wizard will not be displayed.
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3.4 Creating a New Workspace and Project

When FDT is started in full mode (not FDT Basic Simple Interface Mode), a workspace and
project must be opened or created. See Chapter 10 Basic Simple Interface Mode for details on
programming without setting up a workspace and project.

34.1 New Project Workspace

Mew Project Workspace i x|
Frojects |

Workspace Nams:
IIndustliaI Corrioler

Project Mame:

Ilm:lustnal Coerroler

Direchoy:

IE:'I.FDF Wokaspacesindustial Corfroder Browse... I

Tool chain:

||.|_,|.|_ 1|I'I

Properties... |

[ ok | conca |

Figure 3-2 New Workspace

Enter the workspace name (the project name is the same by default), then click the 'OK' button. If
you wish to change or create a directory, input a directory name or use 'Browse..." button.
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3.4.2 Choose Device and Kernel (not Generic Boot*)

Select the device/kernel you wish to use from the list. The list can be filtered by typing into the
Filter box, note that if the project name starts with three or more numbers then these will
automatically be entered into the Filter box. It is possible to have more than one kernel option
displayed for a given device, and double clicking on a kernel will open an optional "readme.txt"
file that has information about the kernel (such as the device, version number and the compilers it
was created with). If you have an alternative kernel elsewhere, which is not in the list, select
‘Other..." to specify the kernel Flash Configuration File (.fcf).

Note: Registering a new kernel requires ‘Administrator privileges. On Windows® 7 or later this
may require the user to provide extra confirmation or credentials.

* For connection to a Generic Boot Device see the "Configuring a Project for a Generic Boot
Device" section.

Choose Device And Kernel ] 5[

The FLASH Development Toolkit supportz a number of Fenezas FLASH devices.

Select the device wou wizh to use with thiz project from the list below.

Fiter: [ha/302

Type | Full Mame | F.emel Yerzion | Info
HE/300H HB/3022F 1_0.00
HE/300H HE/3024F 1_2.00
HE/300H HB/3026F 1200
HE/300H HE/3028F 1.1_00

Generc BOOT Device  Genenc BOOT Device  Mdah

1 | i

< Back I Hest » I Cancel |

Figure 3-3 Device and Kernel Selection
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Supplementary:

1. Type Names of Devices Intended for x-Line Connection Only

The suffix “_xLine” for type names indicates that the devices are intended for x-line
connection only.

2. Type Names of Devices That Vary According to Whether or Not ECC Data is Included

If you wish to program a device that has E2 data flash memory, select either of the following
type names according to whether or not the data to be written to the device includes ECC data.

(a) R32C/100 series

- When ECC data is included: R5F64xxx_ECC

- When ECC data is not included: R5F64xxx

(b) M16C/50 series

- When ECC data is included: R5F35Mxx_ECC_xLine
- When ECC data is not included: R5SF35Mxx_xLine
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3.4.3 Communications Port

Select the port (and interface if available) from the drop-down list, then click the 'Next' button.

Communications Port |
|Use this page to select your desired communications
portfinterfface. All settings may be changed after the project is
crested.

Select port: E8aDirect -
(1] Output D
(2] END
(3] Output
(4] Output & Select an Interface type to connect to the target device with.
E:} 'Dﬂpm E Mormally this will be "Direct Connection” or simply left blank.
(7] Output B
(8] U¥CC
(9] U¥CC2 Select Interface: j
(10) Output F
(11] Rxd
(12) EMD
(13] RESET
(14) UCONNECT [ Set Reset pin as low when disconnecting
< Back Mead = Cancel
Figure 3-4 Communications Port
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E8a Debug Interface with E8a

E8 Debug Interface with E8

E1l Debug Interface with E1

E20 Debug Interface with E20

E8aDirect UART with E8a

E8Direct UART with E8

E1Direct UART with E1 (include the FINE interface)
E20Direct UART with E20 (include the FINE interface)
COM RS-232C

USB Direct USB

Supplementary:

Setting to Place the Low Level on the Reset Pin at the Time of Disconnection

If “‘Set Reset pin as low when disconnecting’ is selected in the ‘Communications Port” dialog box,
a low-level signal will be output by the reset pin when the device is disconnected. This option is
only available when E8a, E8aDirect, E1, E1Direct, E20, or E20Direct has been selected for ‘Select
port’.
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344 Device Settings

Enter values for the device settings; enter the input clock, then select the main and peripheral clock
multipliers from the drop-down lists, and click the 'Next' button.

Device Settings ' x|
Fleaze enter the specific device ophions bazed on:
L 0] | [HA5/2282F] uzing [Protocaol B]
iﬂ W ke
5o R Ny o Select the extemnal clock or the |E:-cterna| Claick j
T & Display “1 intemal clack:
-__! Devica Insge
I Targe: Flige Enter the CPU crypstal frequency I 20 000d fhz
";J] LED. muok far the selected device:
(2 keyboard,m
S Comma, mok | Enter the clock mode for the IHEINE vI
selected device:
] Dévice Image
f)-fd Jarget files Select the rmultiplier f i I I
s plier for the kain 1 =
Fe by k
= [ er'"'Dr clock frequency [CEM]:
Y- Dakamok
=) Algorithm, ™
4 Select the multiplier for the I ,I
1 Peripheral clock frequency [CEP):
53~
< Back I Mext » I Cancel

Figure 3-5 Device Settings
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Supplementary:

1. Clock Setting
Select the clock source to be supplied to the CPU.
(@ When the device in use does not support switching of clock sources:
Clock oscillator or clock resonator: [External Clock or Resonator]
(b)  When the device in use supports switching of clock sources:
Clock oscillator: [External Clock]
Clock resonator: [External Resonator]
On-chip oscillator: [Internal Clock]
2. CPU Crystal Frequency
Enter the frequency of the CPU clock or the crystal generator. This can be specified up to 4
decimal places. The target device, the kernel and the Clock Mode determine the valid range.
3. Clock Mode
If enabled, select the required value from the drop-down list.
4. Multiplier for CKM
If enabled, select the input clock multiplier for the master (system) clock. The available options
depend upon the target device, the kernel and the Clock Mode.
5. Multiplier for CKP
If enabled, select the input clock multiplier for the peripheral clock. The available options
depend upon the target device, the kernel and the Clock Mode.

Note: To enter the clock mode, input clock, and multipliers, refer to the device hardware manual
and/or the target board manual to confirm the values required.
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345 Connection Type

Select whether the connection is for Boot Mode or User Mode in the ‘Connection Type' dialog.
Additionally, for a connection to a kernel that is still running on the device from a previous
session, select the 'Kernel already running' check box. Next, select the communication speed (bps)
if the default value is not correct or not present. Speeds where the target error rate is greater than
4%, or the E8Direct\E8aDirect\E1Direct\E20Direct error rate is greater than 0% are automatically
removed from the recommended list. When using the E8Direct\E8aDirect\E1Direct\E20Direct the
'User Specified' connection speed option is enabled; when selected, this allows the user to specify
a non-standard baud rate. The error rate will be displayed this takes into account the target
peripheral clock rate, the target Bit Rate Register calculation formula, and the
E8Direct\E8aDirect\E1Direct\E20Direct characteristics.

Click the 'Next' button to continue.

Connection Type _ x|

The FLASH Development Toolkit can connect to your device in a
number of different ways. &l the options on this page may be
W changed after the Project has been created.

B ot

i T
(87, Tl

. %.3] Dispiay Ielustyig o [ =elect Connection:
) 1 USER Program Maode
._'J Device Iimage
s | _'_farum Files [ Kernel already runming
ﬂ ::';I Ir'm""d In B2OT Program mode the device erases itz FLASH prior to
= o :'r:n':r_ ":' connection. The Toalklt dovenloads programming kernels tathe
) =T + 3 e
= ; device az required.
=45 -

=] Deyice Imags The Recommended Speed setting iz based on the currert device

frl -y Tar n_JF.I:.r'ilr-:. b and clock. The uzer may alza input their owen, if this is supported
(= l'”:”'n'" i by the kernel (and the optional FOM).
e} Drabagmak

= adgorithim ™ &R ' lﬁ Lz
: ecommended Speeds: I
= P 57600 G| T

el o lzer Specified: |

¢ Back I Mest » I Cancel

Figure 3-6 Connection Type

Note that 'Use Default' is designed for use with the Renesas Evaluation Board or Evaluation
Development Kits. Uncheck this to allow manual selection of the bit rate.
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3.4.6 Programming Options

Select the protection level for programming the FLASH ROM and the messaging level, then click
the 'Finish' button, or if the E8Direct\E8aDirect\E1Direct\E20Direct was selected, click 'Next' to

continue.

Programming Options

]|

L Rt

Soace
R Di;jd: Indse
I —_—! Dieyje I'nﬂljg.
. T*—'FUcr Filas
5] LD mot
@ Kaybaard, m
5'_-._1 Cafmms, mick
] Deévice Tmage
il o Target files
= Dwviye. ok
= Datamak
‘ﬂ P.Iu-:nrll.hm.ln

el

What level of device protection waould you like?

— Protection

{* Automatic " Interactive ™ None

written previoushy will automatically be erased.

What level of messaging would you like?

When programming the device, any blocks found to have been

— Messaging

" Standard f* Advanced

The Toolkit will display verbose messages whenever it is
communicating with the Tanget device. This mode is useful far
Imterface hardware development, and Kemel development.

Would you like to perform readback verfication after programming?

< Black I Finish I

Cancel

Figure 3-7 Programming Options

R20UTO0508EJ1300 Rev.13.00

Jan 15, 2016

RENESAS

Page 52 of 227



Renesas FLASH Development Toolkit 4.09 Chapter 3 Using FDT

3.4.7 E8Direct\E8aDirect\E1Direct\E20Direct Pin Settings

[Only if the E8Direct, E8aDirect, E1Direct, or E20Direct is selected] Select the 'Operating Mode'
and 'Clock Mode' and if 'User Defined', set the pin settings. [For 'Boot Mode' projects set the 'Boot
Mode Outputs' and the 'Boot Mode Setting' for the required mode, for 'User Mode' projects set the
'‘User Mode Outputs', 'User Mode Setting' and the 'User Program Mode Setting' for the required
mode.] Click the 'Next' button to continue. "*Mode Outputs" sets which pins are driven, "*Mode
Setting (High)" sets whether output pins are driven High (checked) or Low (Unchecked).

Notes: Setting the mode pins requires caution. Please confirm the pin settings with the hardware
manual even if a default setting is available. Note that in some devices, changing the mode pin
setting changes the maximum supply voltage.

Pin Settings |

Fleaze select the pin zettings
BOOT Mode  yzing Clock Mode INEINE "I
Operating tMode: TR A= Te|
WARMIMG: Incormect zettings may damage the hardware.
(1] Output D .
(2] END .
(3] Output
o Ouput C D B A
(€] END
(7} Dutput B EDDB Hizels | rr [T =0=00
{8) U¥CC I utputs
Eﬂ:]_mm EDDT M'.:"je r - [T =0=00
{11) Rxa Setting [High)
(12) EMD
(13] RESET
(14] UCONNECT

¢ Back I Hest = I Canicel

Figure 3-8 E8Direct Pin Settings
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Pin Settings

]|

(2] GND

(5] Txd

(8] U¥CC
(9) U¥CC2

(11) Rxd
(12) END

Fleasze select the pin settings

BOOT Mode  using Clock Mode IHDHE "’I

(1) Output O

(3) Dutput C

Operating Mode:  |[WERE g0 3T=] &

WARNING: Incomect settings may damage the hanrdware.

(4] Output A

(6) Output E
(7] Output B

(10] Outpart F

(13) RESET
(14] UCONNECT

Qutput:
BOOT Made
Qutputs
BOOT Made
Setting (High)

E

< Back

Cancel

Figure 3-9 EB8aDirect Pin Settings
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Pin Settings x|

Please select the pin settings

Jé;lﬂ BOOT Mode  using Clock Mode ICLISTDM vI

- Operating Mode: ILI: ser Defined j

Output: o5 iod o3 iod ol ol
BOOT Mad
BOOT Mode _
Setting (High) - r r r -
« Back Mext = Cancel

Figure 3-10 E1Direct Pin Settings
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Pin Settings x|

Please select the pin settings

BOOT Mode  using Clock Mode ICLISTDM "’I

-7 Operating Mode: ILI: ser Defined j

7~

Figure 3-11 E20Direct Pin Settings

Output: o5 iod o3 iod ol ol
BOOT Mad
owps ¥ T [ [ i Y

BOOT Mod -
Sefting {H?ghﬁ - r T V=0t

< Back Mext = Cancel
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3.4.8 Reset Pin Settings

[Only if the E8Direct or E8aDirect is selected] Select the '‘Operating Mode' and 'Clock Mode' and
if 'User Defined', set the Reset pin settings. Set the 'RESET Outputs' and the 'RESET Setting
(High)' for the mode required immediately after disconnection. Click the 'Finish' button. "RESET
Outputs" sets which pins are driven, "RESET Setting (High)" sets whether output pins are driven
High (checked) or Low (Unchecked).

Notes: Setting the mode pins requires caution. Please confirm the pin settings with the hardware
manual even if a default setting is available. Note that in some devices, changing the mode pin
setting changes the maximum supply voltage.

RESET Pin Settings

]|

(1) Output D
(2) END

(3) Output
(4) Dutput A
(5) Txd

(6) END

(7] Output B
(8) U¥CC
(9 —

(10] END
(11) Rxd
(12] END
(13) RESET
(14) UCONNECT

Select the pin zettings required after a Dizconnect RESET

RESET Mode  ysing Clock Mode  (JNlNTEHE ~

Dperating Mode: ILI: IJzer Defined j
WARMIMG: Incormect zettings may damage the hardware.

Cutput; C
RESET
Outputs r

RESET
Setting [High]

D B
rr [ =0x00
r r [~ =0x00

¢ Back I Finizh I

Cancel

Figure 3-12 E8Direct RESET Pin Settings
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RESET Pin Settings

]|

(2] GND

(5] Txd

(8] U¥CC
(9) U¥CC2

(11) Rxd
(12) END

Select the pin settings required after a Disconnect RESET

RESET Mode  using Clock Mode -

(1) Output O

(3) Dutput C

Operating Mode: II_I: |zer Diefined

WARNING: Incomect settings may damage the hanrdware.

=

(4] Output A

(6) Output E
(7] Output B

(10] Outpart F

(13) RESET
(14] UCONNECT

Qutput:
RESET
Qutputs
RESET
Setting (High)

E
=
-

D B F E
r
- r

T = el
I T =00

A

< Back I Finish I

Cancel

Figure 3-13 EB8aDirect RESET Pin Settings
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x
Select the pin settings required after a Disconnect RESET
‘*::v% RESET Mode  uging Clock Mode ICUSTDM "I
Operating Mode:
Output: o5 iod o3 iod ol ol
RESET
mpas I T T O C-oa
RESET -
Setting (High) r r r r r I =m0
« Back I Finizh I Cancel

Figure 3-14 E1Direct RESET Pin Settings
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RESET Pin Settings x|

Select the pin settings required after a Disconnect RESET

RESET Mede  using Clock Mode ICLISTDM "’I

-

> Operating Mode:

< Back I Finish I Cancel

Figure 3-15 E20Direct RESET Pin Settings

Ll: User Defined

Output: o5 iod o3 iod ol ol
RESET
. u u = [~ [T =000

RESET -
Setting (High) rr r r I Ir=od0
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3.5 Configuring a Project for a Generic Boot Device

It is also possible to connect to a Generic Boot Renesas Device - where you do not need a kernel
or configuration file installed, instead FDT extracts the required information from the device itself.
Because of this, the device must be connected and set into Boot Mode at the time you create the
project. If a Generic Boot device is selected, then a series of screens appear displaying the results
of the inquiry functions, you will be required to make selections about the device and clock mode
(one boot program may be shared for multiple devices).

3.5.1 New Project Workspace

Enter the workspace name, then click the 'OK' button. (Specify whether or not a directory is to be
created and a location.)

Mew Project Workspace ) x|
Frojecls |

Workspace Nane
Ilndustlial Cortroler

-

IiFl:l -T T:i' |:_||:E'-|: I: -l:i-EEI'EEﬂI:I i

Project Mame:

Ilndustnal Crerrodar

Directong

IE:'I.FDF Wokspace s\ ndustnal Cortrader Browize. .. I

Tool chain:

Il-l.ll. j

Properties... |

[ ok | conce |

Figure 3-16 New Workspace
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3.5.2 Generic Boot - Choose Device and Kernel
(1) When using a device that does not support FINE communications

Select 'Generic Boot Device' (or a device supported by Generic Boot) and click 'Next'.

Choose Device And Kernel x|

The FLASH Development Toolkit supports a number of Renezas FLASH devices.

Select the device you wizh to uze with thiz project from the list belov.

Filter:  |generic

Type | Full Mame | K.emel Yerzion | Info
Frior Generic Device REFE1ER4 Mt

Genenc BOOT Dewvice  Genenc BOOT Device  MAb

4 | &l

¢ Black I et = I Cancel |

Figure 3-17 Generic Boot Device Selection

Note: Some Protocol C devices which appear in the device list are supported by using Generic
Boot. This means that when one of these devices is selected in the Project Wizard, FDT
will behave as if "Generic BOOT Device" was selected, and will connect to the device to
obtain the device characteristics instead of using an existing fcf file for this information.
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Choose Device And Kernel ' ﬂ

The FLASH Development Toolkit supports a number of Renezas FLASH devices.

Select the device you wizh to uze with thiz project from the ligt belov,

Filter:  |generic

Type | Full Mame | K.emel Yerzion | Info

Has HB5/201%3F [Genenc] MAA Generic BOOT Dewvic
Ha3s5 H35/202:3F [Genenc] MAA Genenc BOOT Dewvic
5 SH/0E3F [Genenc] A0 Genenc BOOT Dewvic
SH SHAT034F [Generic) Mt Genenc BOOT Dewic
SH SH/T0E5F [Generic) Mt Generic BOOT Devic
SH SH/7086F [Generc) Mt Genenc BOOT Dewic
SH SHAT124F [Generic) Mt Generic BOOT Devic
SH SHAT125F [Generic) Mt Genenc BOOT Dewic
Frior Generic Device REFE1ER4 Mt

Genenc BOOT Device  Genenc BOOT Device  MaA

1] I A

¢ Black I et = I Cancel |

Figure 3-18 Device Support via Generic Boot
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(2) When using a device that supports FINE communications

Select 'xxxxxFINEx(Generic)' and click 'Next'.

Choose Device And Kernel x|

The FLASH Development Toolkit supports a number of Renesas FLASH devices.

Select the device you wish to use with this project from the list below.

Fitter:  |FINE Other...

T'_.rpe | FuII MName | Kemel Version | Infn

e | UF Ineli Gener ic)

Generlc EOCT Device Generic BOOT Device .I A

JRee Next > Cancel |

Figure 3-19 Generic Boot Device Selection (FINE)
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3.5.3 Generic Boot - Communications Port

Select the port (and interface if available) from the drop-down list, then click the 'Next' button.
x

Ilze thiz page to select your desired communications
portdinterface. Al zettings may be changed after the project is
created.

Select port: T

Select an Interface twpe to connect to the target device with,
Mormnally this will be “Direct Connection' or simply left blank.

Select Interface; Direct Connechion j

< Back I Mext = I Cancel

Figure 3-20 Communications Port
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354 Generic Boot - E8Direct Pin Settings [E8Direct connection only]

If E8Direct is selected the following two screens will be shown. The first allows optional power to
be supplied to the target board via the E8 (see also section 3.6.1)

Target Power Settings X|

[ Supply power from ES/E8a/E1 to uzer tareet board.

— Bawer supply from EBSERa/El
s [T

Cancel

— Information on the user—pawer sup@ly
I =

Be zure ta select this check bme if user
power supply at 118 YWis to be provided.

[T Memarize the settings in this dialog box until the workspace closed.

Figure 3-21 E8 Target Power Supply Selection

WARNING: Damage to the target device may occur if the incorrect voltage setting is chosen!

This will be followed by the mode pin settings dialog, required to place the device into Boot
Mode. Click 'OK' to continue.
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Pin settings £

Flease o the pin values o connecton

C D B A
BODT Mode <
S I n = [ = O
BOOT Mode %
Seilig [z B I =0400

WARMIMNG: Incormect zettings could damage pour hardwars
OE I Cancel

Figure 3-22 E8Direct Generic Device Pin Settings

Note: Setting the mode pins using the E8Direct requires caution. Please confirm the pin settings
with the hardware manual even if a default setting is available. Note that in some devices,
changing the mode pin setting changes the maximum supply voltage.

If the E8 has not yet been restarted as an E8Direct device then the following messages will appear
in the FDT output window:

Preparing for re-enumeration of E8 to E8Direct...
Sending re-enumeration command. ..
Request sent successfully, closing E8 Comms...

At the same time Windows® will re-enumerate the device (see also Chapter 13 - E8Direct).

When the 'Select USB Device' Dialog is displayed you must select which E8Direct unit is to be
used to set up the connection.
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x
| 1 USE device located o |

EBDIRELT - O [Closed) Cancel

Figure 3-23 Select USB Device
355 Generic Boot - E8aDirect Pin Settings [E8aDirect connection only]

If E8aDirect is selected the following two screens will be shown. The first allows optional power
to be supplied to the target board via the E8 (see also section 3.6.1)

Target Power Settings x|

[T Supply power from E3/E2a/E1 to user tareet board.

— Power supply fram EB/ESa/El
Chaa = 50

— Information on the user—power supmly
[T 18

Be zure ta select this check box if user
power supply at 178 YW iz to be provided.

[T Memorize the zettines in thiz dialog box until the workspace closed.

Figure 3-24 Select Target Power

WARNING: Damage to the target device may occur if the incorrect voltage setting is chosen!

This will be followed by the mode pin settings dialog, required to place the device into Boot
Mode. Click 'OK' to continue.
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Pin Settings

Pleasze zet the pin values for connection ;

C D B F B
Fin Outputs [T ol = Ox81
Fin Setting ] - 0w

WARMIMG: Incarect settings could damage your hardware

k. l [ Cancel

Figure 3-25 EB8aDirect Generic Device Pin Settings

Note: Setting the mode pins using the E8aDirect requires caution. Please confirm the pin settings
with the hardware manual even if a default setting is available. Note that in some devices,
changing the mode pin setting changes the maximum supply voltage.

When the 'Select USB Device' Dialog is displayed you must select which E8aDirect unit is to be
used to set up the connection.

Select USB Device %]

1 U5E device located

Cancel

=
e

Figure 3-26 Select USB Device
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3.5.6 Generic Boot - E1Direct Pin Settings [E1Direct connection only]

If E1Direct is selected, the following two screens will be shown. The first allows optional power to
be supplied to the target board via the E1 (see also section 3.6.1).

Target Power Settings x|

[~ Supply power from E3/ESa/E1 to user tareet board.

— Power supply fram EB/ESa/El
Chaa = 50

Cancel

— Information on the user—power supmly
[T 18

Be zure ta select this check box if user
power supply at 178 YW iz to be provided.

[T Memorize the zettings in thiz dialog box until the waorkspace closed.

Figure 3-27 Select Target Power

WARNING: Damage to the target device may occur if the incorrect voltage setting is chosen!

This will be followed by the mode pin settings dialog, required to place the device into Boot
Mode. Click 'OK' to continue.
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x

Pleaze =et the pin walues for connection :

Tala) ind o Tay il ol
Pin Outputzs [ m [ [ [ =0«00
nie m o N ) Y

WARMNING: Incorrect zettings could damaee wour hardware

Cancel |

Figure 3-28 E1Direct Generic Device Pin Settings

Note: Setting the mode pins using the E1Direct requires caution. Please confirm the pin settings
with the hardware manual even if a default setting is available. Note that in some devices,
changing the mode pin setting changes the maximum supply voltage.

When the 'Select USB Device' Dialog is displayed you must select which E1Direct unit is to be
used to set up the connection.

Select USB Device x|

| 1 USE device lozated

E1: GHMOT T

Figure 3-29 Select USB Device

3.5.7 Generic Boot — E20Direct Pin Settings [E20Direct connection only]

Selecting E20Direct opens the mode pin settings dialog box. Make the settings that are required to
place the device into Boot Mode. Click on 'OK' to continue.
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x

Pleaze =et the pin walues for connection :

Tala) ind o Tay il ol
Pin Outputzs [ m [ [ [ =0«00
nie m o N ) Y

WARMNING: Incorrect zettings could damaee wour hardware

Cancel |

Figure 3-30 E20Direct Generic Device Pin Settings

Note: Setting the mode pins using the E20Direct requires caution. Please confirm the pin settings
with the hardware manual even if a default setting is available. Note that in some devices,
changing the mode pin setting changes the maximum supply voltage.

When the 'Select USB Device' Dialog is displayed you must select which E20Direct unit is to be
used to set up the connection.

Select USB Device x|

| 1 USE device located

E20: QGmM091

Figure 3-31 Select USB Device
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3.5.8 Generic Boot - Confirmation

FDT then waits for you to confirm that the device is connected and powered. FDT will try to
connect to the device when you click 'OK".

FLASH Development Toolkit i x|

_."' FOT wall now 2ttempk ko conmect to vour genenc device.
!'- L

Please ensure the bosrd is connected, powered and in Bock mode,

j Cancel |

Figure 3-32 Generic Boot Confirmation

After this, FDT displays a dialog that displays the boot progress. At various points during the
Generic Boot process, the user is required to select or confirm details of the device; see below for
details.
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3.5.9 Generic Boot Select Device

Because some devices share a boot program, a list is provided of all those supported. The user
should select the correct device from the list then click 'OK".

i
% I The FLASH Development Toolkl suppors connection througk
il - i Divicas T i 32| fis pagto
[ R = may be
by Ty : i
= ERD v Booling Device
E _: +  Sending Supported Devices Inguiny.
Selecting Device
4 Eag & srcing Clock Made iy . e with.
L It blank.
T Selecting Clock Mode
Sending Dther Inquines
.I_ [k | Cancel |
B X
§ Carcel
Select a device . | HDEAF7058 =] 2

ok | Cancel |

Figure 3-33 Generic Boot Device
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3.5.10 Generic Boot Select Clock Mode

Because some devices have a number of Clock Modes, a list is provided of all possible Clock
Modes. The user should select the correct Clock Mode from the list then click 'OK'. Please check
with the hardware manual / target board manual to ensure that the correct mode is chosen.

Communications Port |
% I The FLASI-IDeb'emn'm ToolkR suppoms connection ot
=y x| fls pageto

o e e
3 &lo +  Booling Device
j L e v Sending Supported Devices Inguiry. _.
1
v Selecting Device HDE&FTISE
|= &% G e kW ke R ice with,
| - It blank,
= = Selecting Clock Mode
|
: Sending Dher Inquinies

Bler p s ] |  Cancel |

Select Clock Mode x|
Carcal
Select a clock mode © ||3 j
0k, I Cancel l
Figure 3-34 Clock Mode
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3.5.11 Generic Boot Setup Complete
Having selected the Clock Mode, the Generic wizard completes as below.

Query Generic Device L x|

+  Bootng Device

+  Sending Supported Devices Inquiny. ..

v Selecting Device HOE4F705
~"  Sending Clock Mode Inquiry...

+"  Selecting Clock Mode 1]

+  Sending Other Inquiries

0K Cancel

Figure 3-35 Generic Boot setup complete

Dependent on device support, FDT may also require ID code confirmation at this point. If this is
necessary then a dialog will be shown to allow the ID code to be input (in Hex bytes):

ID Check x|

ID Code
Hieh & Bytes: [0123456783abCDEF
Low B Bytes:  |1234ABCDEF000000

Cancel |

Figure 3-36 ID Check dialog

Clicking 'OK" will confirm the ID code and on success the Project Wizard will then continue
through the remaining pages. Clicking 'Cancel’ will abort the connection process.
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Notes: 1. For devices with an 8-byte ID code, enter OxFF in each byte of ‘High 8 Bytes’ or leave

it blank.

2. If the value entered has less than 8 bytes, the FDT will automatically pad the value with
OXFF from the left.

3. If the device has a control code, enter this value as the first of the valid bytes.
Example 1
When the number of valid bytes = 16, control code = H’45, and ID code = H’010203,
H’04050607, H’08090A0B, H’0CODOEOF:
‘High 8 Bytes’: 4501020304050607
‘Low 8 Bytes’: 08090A0BOCODOEOF
Example 2
When the number of valid bytes = 8, control code = H’45, and ID code = H’010203,
H’04050607:
‘High 8 Bytes’: FFFFFFFFFFFFFFFF
‘Low 8 Bytes’: 4501020304050607

3.5.12  Generic Boot Device Settings
Please Refer to Section 3.4.4
3.5.13  Generic Boot - Connection Type
Please Refer to Section 3.4.5
3.5.14  Generic Boot Programming Options
Please Refer to Section 3.4.6
3.5.15  Generic Boot Reset Pin Settings
Please Refer to Section 3.4.8
3.5.16  Generic Boot Reinterrogate on connect option

'Reinterrogate on Connect' on the 'Programmer’ tab of the 'Flash Properties' dialog allows the user
to configure whether FDT should reinterrogate the Generic device on each connection. The default
is set to 'No', so after a connection has been established once, FDT re-uses the data collected from
the initial inquiry functions. If this option is changed to 'Yes', FDT will interrogate the device for
the device details each time it connects in Boot Mode. This means that one Generic Boot project
will work with any Generic Boot Device.

R20UT0508EJ1300 Rev.13.00 leNESAS Page 77 of 227
Jan 15, 2016



Renesas FLASH Development Toolkit 4.09 Chapter 3 Using FDT

3.5.17  Prior Generic Device

Selection of the 'Prior Generic Device' device allows a connection to the last device configured
using 'Generic Boot Device'. It uses the .fcf file which was generated when first connecting using
'Generic Boot Device' (however, this facility is not usable under the Windows® 7 or later).
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3.6 Connecting to the device

This is achieved by selecting the Device—>Connect to Device menu item, using the Ctrl-Alt-C
hotkey, or clicking the Connect toolbar button. If a flash operation (Upload, Download, Blank
Check, Checksum etc) is selected before a connection is established, FDT will automatically
perform a connect operation first.

3.6.1 E8\E8a\E1 USB Connection

When connecting for the first time since opening the workspace, and using the ES\E8a\E1 USB
interface board, a dialog will be displayed to allow selection of whether the board should supply
power to the target, and at which voltage level. The selected power level will be supplied to the
target device when connecting and switched off when disconnecting. The power level selection
will be remembered until the workspace is closed. The setting in this dialog can also be modified
in the ‘Target Power’ section of the “Communications’ tabbed page of the 'Project Properties'
dialog box.

Target Power Settings x|

[T Supply power from E3/E2a/E1 to user tareet board.

— Power supply fram EB/ESa/El
Chaa = 50

Cancel

— Information on the user—power supmly
[T 18

Be zure ta select this check box if user
power supply at 178 YW iz to be provided.

[T Memorize the zettines in thiz dialog box until the workspace closed.

Figure 3-37 EB8\E8a\E1 Target Power Supply Selection
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e  Supply power from E8/E8a/E1 to user target board:
When this check box is selected, either 3.3 V or 5.0 V can be selected.

¢ Information on the user-power supply:
This check box can be checked when 1.8-V programming is supported and when ‘Supply
power from E8/E8a/E1 to the user target board’ is not selected. Also, for the user-power
supply voltage, refer to the additional document, ‘Precautions on Using Flash Development
Toolkit’.

e Memorize the settings in this dialog box until the workspace closed:

When this check box is selected, the selected setting is remembered until the workspace is
closed (or the FDT session is terminated).

Notes: 1. The target device may be damaged if an incorrect voltage setting is chosen or if the 1.8-
V user power supply is applied without selecting the ‘Information on the user-power
supply’ check box.

2. The E20 cannot supply power to the target device.
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3.6.2 ID Check Dialog

Devices that support the 1D checking function are capable of verifying data input to the ID check
dialog box against the 1D stored in the device. As well as input to the fields, the mot or ID file can
be selected by the "Browse..." button. This dialog box can also be set in the 'Auto Send ID' section
of the 'Communication’ tabbed page of the 'Project Properties' dialog box.

ID Check ]|

D - |11 I'E'E IEE |44 IEE Iﬁﬁ I_."_." Browes |
¥ Enable sutomatically verfying ICk OK I Cancel |

Figure 3-38 ID Check Dialog

e Enable automatically verifying 1D

When this check box is not selected, the dialog will be displayed every time the connection is
made (however, it will not be displayed if the ID code has already been checked.)

3.6.3 Locking

For devices which support locking of erase blocks FDT may also check with the user whether to
unlock the device. This is dependent on the current locking settings (see more on this in the
Locking Connection section).

Flash Development Toolkit ]

b I The device reports ane or more erase blocks are currently locked
-
i

Should FOT kermporarily disable this locking ko allow erase and programs

Yes Mo

Figure 3-39 Locking Query Dialog
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3.7 Programming the Data to the FLASH ROM

3.7.1 Programming an individual file to the User Area (nhormal flash area)

1. Select [Project->Add Files...] or press the INS key to add the file to be downloaded to the
project.

2. Click the right mouse button on the file displayed in the workspace window, and select
‘Download File’. Programming will be completed when ‘Image written to device’ is displayed
in the output window.

3.7.2 Programming multiple files to the User Area (normal flash area)

1. Add all the required target files to the project by selecting [Project—>Add Files...] or pressing
the INS key. Note that multiple files can be added at once from the ‘Add File(s)’ dialog.

2. Build the device image for the User Area (create a file which is the result of merging all of the
included target files) by selecting the menu item:

[Project->Rebuild Image]

3. Click the right mouse button on the Device Image file (<ProjectName>.ddi) displayed in the
workspace window, and select ‘Download Image’ (or select the menu item

[Project->Download Image])
4. Programming is complete when ‘Image written to device’ is displayed in the output window.

3.7.3 Programming an individual file to the User Boot Area

1. Select [Project -> Add Files...] or press the INS key to add the file to be downloaded to the
Project.

2. Click the right mouse button on the file displayed in the workspace window, and select ‘User
Boot Flash’ to mark this file as being for the User Boot Area.

3. Click the right mouse button on the file displayed in the workspace window, and select
‘Download File to [User Boot Flash]’. Programming will be completed when ‘Image written
to device’ is displayed in the output window.
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3.74 Programming multiple files to the User Boot Area

1. Add all the required target files to the project by selecting [Project—>Add Files...] or pressing
the INS key. Note that multiple files can be added at once from the ‘Add File(s)’ dialog.

2. Click the right mouse button on each file displayed in the workspace window which is destined
for the User Boot Area, and select ‘User Boot Flash’ to mark it as being for the User Boot
Avrea.

3. Build the device image for the User Boot Area (create a file which is the result of merging all
of the included target files) by selecting the menu item: [Project->Rebuild Image]

4. Click the right mouse button on the Device Image file (<ProjectName>.ddi) displayed in the
workspace window, and select ‘Download Image’ (or select the menu item [Project-
>Download Image] )

5. Programming is complete when ‘Image written to device’ is displayed in the output window.

3.75 Programming some files to the User Area and other files to the User Boot Area

1. Add all the required target files to the project by selecting [Project—>Add Files...] or pressing
the INS key. Note that multiple files can be added at once from the ‘Add File(s)’ dialog.

2. Click the right mouse button on each file displayed in the workspace window which is destined
for the User Boot Area, and select ‘User Boot Flash’ to mark it as being for the User Boot
Avrea.

3. Build the device image for the User Boot Area (create a file which is the result of merging all
of the included target files) by selecting the menu item: [Project->Rebuild Image]

4. Select the menu item [Project->Download Image] )

5. Programming is complete when ‘Image written to device’ is displayed in the output window
for both the User Area and the User Boot Area

3.7.6 Note on Programming Checksum

For those devices which support this feature, FDT will perform a CRC based checksum
immediately after a programming run. The CRC for the file will be compared to the CRC of the
programmed data and the result echoed to the Output Window. Any mis-match will be reported as
an error.

The CRC calculation is based on the CRC16-CCITT algorithm and covers the range of the
programmed area (assuming an initial value of OXFFFF and a final reverse of the result).
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3.8 Erasing Data from the FLASH ROM

Select [Device -> Erase FLASH blocks...] to display the 'Erase Blocks' dialog box.
Select the block(s) to be erased. (When the checkbox is ticked, the block is selected.)*
Click the 'Erase’ button to start erasure.

When 'Erase complete' is displayed in the output window, erasure is completed.

Erase x|

Tree |

AN

Fegion | Stark | End | Size | Wwirithen | Lacking | Frotection Selact All
(= [F] RSF21123 =
E| .Llser Flash 0x0000D000  Ox0000FFFF

- Ox00000000 Ox0000CFFF 4 K
0x0000EQDD  Ox=0000FFFF
E| . [#] Data Flash  0x00002000  0x00002ZFFF
i [¥] EBA 000002000  0x000027FF 2K Unknown

] EEE 0x00002500 Ox0000ZFFF 2K Unknown

Select Wiritten
Unknown

Unknown

i pload Erase Cancel

Figure 3-40 Erase Blocks

Note: * To erase all blocks, clicking the 'Select All' button will tick every available check box.
To erase all non-blank blocks, clicking the 'Select Written' button will tick every
associated check box. Ticking the box of a parent item will toggle the state of all child
items. A greyed check-box indicates that only some of the child items are ticked.
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3.9 Uploading the FLASH ROM Data

1. Display the 'Upload Image' dialog box from [Device -> Upload Image...].
either

2. Select the Address tab

3. Enter the start and end addresses, or the start address and length.

4. Click the 'Upload' button to start reading.
or

5. Select the Tree tab

6. Select the blocks to be uploaded (corresponding to the erase blocks and\or the device flash
areas).

7. Click the 'Upload' button to start reading.

Note: When FDT is started in boot mode, the flash memory data has normally already been
erased (depending on the kind of device).

x

Tiee  Address |

e Start Address:
LISEl Flasn
Uzer Boot Flazh Im
End Address:
fox7ecee
Length:
Start Address = Ox00000000 IUxSDUDD
End &ddress = 0x0007FFFF
Size=512K
¥ Absolute Image
Upload I Eraze Caricel
Figure 3-41 Upload Image Dialog - Address
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Upload ]|

| Address I

Region | Start | End | Size | Wrtten | Locking | Select Al

= T =
= [#] User Flash

-[#] EED

- [#] EB1

- [#] EBZ

- [#] EBZ

- [] EB4

- [#] EBS

- [#] EBE

- [#] EBY

- [#] EBE

- [#] EBS

- [#] EB10

- [#] EB11

- [#] EB12

[ T— Select Written

L
1
L
L
L
L
1
K Un
K Un
1K Un
K

K

W Absolute Image

AARARARSR SRR S

L

b= P

a

a

o T T T T T s

Upload I Erase | Cancel

Figure 3-42 Upload Image Dialog Tree

Note: The Upload via erase block has the same selection functionality as the Erase block dialog
itself, i.e." Select All' will check every block (a complete device upload) and 'Select
Written' will check the non-blank blocks (an upload of programmed areas).

When 'Upload operation complete' is displayed in the output window and the uploaded data is
displayed in the hex editor, reading is complete.

If the user specifies an Absolute image, the uploaded data will be placed in an image the size of
the FLASH memory at the same address it was uploaded from. Use an Absolute Image if the
uploaded data needs to be added to the project. It is not possible to upload a region outside of the
FLASH into an Absolute Image.

After a successful upload FDT will automatically display the checksum of the uploaded data into
the output window. This will be in the form of a raw checksum, i.e. a simple 32 bit addition of the
byte values within the upload. If more than one flash area is uploaded then separate checksum
results will be given for each area. (For other checksum options see the main FLASH Checksum
operation, the file checksum operations, or the Checksum Tab on the Data File Properties window)
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3.10  Performing a Blank Check

For kernels which support it, a blank check can be performed by selecting the ‘Device->Blank
Check’ menu item. This will perform a blank check on all available device areas (e.g. User and
User Boot).

3.11  Disconnecting from the device

This is achieved by selecting the ‘Device-> Disconnect’ menu item, or clicking the Disconnect
toolbar button.

3.12  Saving a Workspace

When the [File -> Save Workspace] menu option is selected, the FDT workspace can be saved.

3.13  Closing a Workspace

Select [File -> Close Workspace] to close the FDT workspace. If the workspace or its project has
changed, a dialog box asks if the user wishes to save the project. Select “Yes” if the workspace is
to be saved, “No” if the workspace is not to be saved, and “Cancel” to return to the workspace. If
you are prompted to save the session, then select “Yes”. These prompts can be switched on and off
by changing the setting in the Workspace tab of the [Tools -> Options] dialog.

3.14  Exiting FDT

To exit FDT, select [File -> EXxit], press the Alt + F4 key, or select the ‘Close’ option from the
system menu (the system menu can be opened by clicking the icon in the upper-left are of the title
bar).
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Chapter 4 Wait For Script

4.1 Wait For Script Overview

This mode allows FDT to be automated and controlled by a text file containing a script of
commands. Once in this mode FDT acts as a server which polls for the existence of a file in a
predetermined location. Once this file is found, FDT executes each command in order and can then
optionally delete or move the script file upon completion, so that FDT is ready to look for the next
script file. This allows FDT to connect, program, erase, blank check etc, under the control of an
external application, via the use of a simple text file.

The messages in the output window can optionally be echoed to a log file for later analysis and
traceability. Additionally, a status file can be created, which holds information about the state of
the current and previous script processes. This status file can be used by the external application to
determine whether the script has been processed successfully.

To set up FDT Wait For Script, a configuration file needs to be created to specify the search path
for the script file and other parameters such as the settings for the log and status files, and how to
handle errors.

Note: Only a single Workspace command can be defined within the script file that is controlled
via each configuration file. For details on the Workspace command, refer to section 4.5.1.

R20UT0508EJ1300 Rev.13.00 leNESAS Page 88 of 227
Jan 15, 2016



Renesas FLASH Development Toolkit 4.09 Chapter 4 Wait For Script

4.2 Wait For Script — New Configuration

This is invoked from the Tools, Wait For Script, New Configuration... menu.

4.2.1 Script File Page

VWait-For-Script Configuration 5[

Script File | Log FiIeI Status Filel Errar Handling

Description:

r'ou can type a description for thiz configuration here...

— Script file Settings
File... |
Script Path: I
Wwildzard... |
Pall for file even: I 1000 _lj millizeconds
WWhen found, wait: 100 _I milizeconds befare executing fils

Save I Caticel

Figure 4-1 Script File Page
This is the only essential page in the wait for script configuration.
4.2.1.1. Description

This is an optional text description that may be used to describe, e.g. who created the file, why it
was created, what it does, etc. It is not used in any way, other than for display.

4.2.1.2. Script Path

This is the only mandatory field. This edit box allows the user to set up where to find the script file
to run. This can either be a specific file (e.g. c:\Scripts\MyScript.fsf) or a directory and wildcard
combination (e.g. c:\Scripts\*.fsf).

The File... button to the right of the edit field invokes browse dialog to allow the user to navigate
to the file they want to use. The Wildcard... button to the right of the Wildcard edit field invokes a
standard Windows directory selection dialog. If a directory is chosen from this dialog then a
trailing \*.fsf (fsf is the default script extension) will also be appended to the path as a convenience
to the user. This field can also be edited manually.

4.2.1.3. Timings
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This allows user control over how often FDT polls for the script file and how long FDT should
wait before processing, after finding the script file and having access to it.

42.1.4. Save

This saves the FDT Script Configuration file (with the default extension .w4f). FDT will prompt to
ask if you want to execute the saved script immediately.

4.2.2 Log File Page

This is an optional page; leave the fields blank if no log file is required. It can either append to or
overwrite existing files

W ait-For-Script Configuration ﬂ

Script File  Log File I Status Filel Error Handlingl

Log File Directon: I Browse... |

Log File Marme: I
I File Exists: €% Append  ( Owenwiite
Walid Delimiters
#U = Uger Hame %D = Script Execution D ate %% =The X zign
#M = Machine Mame T = Script Execution Time

Save I Cancel

Figure 4-2 Log File Page
4.2.2.1. Log File Directory

Enter the directory that the optional log file should be created in. FDT can insert additional details
into the directory path such as the user name, machine name, date or time by using
the %U, %M, %D and %T delimiters.

4.2.2.2. Log File Name

Enter the name of the optional log file. FDT can insert additional details into the file name such as
the user name, machine name, date or time by using the %U, %M, %D and %T delimiters.
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42.2.3. Save

This saves the FDT Script Configuration file (with the default extension .w4f). FDT will prompt to
ask if you want to execute the saved script immediately.

4.2.3 Status File Page

This is an optional page; leave the Enable status output to file checkbox unchecked if no status file
is required. See section 4.7 for details of the contents of the status file.

W ait-For-Script Configuration ﬂ

Script File | Log File ~ Status File I Error Handlingl

Statusz File Directory: I Browse... |

Statuz File Marne: Istatus. £

Walid Delimiters
’7 U = User Mame %M = Machine Name

Save I Cancel

Figure 4-3 Status File Page
4.2.3.1. Status File Directory

Enter the directory that the optional status file should be created in. FDT can insert additional
details into the directory path such as the user name and machine name by using the %U and %M.

4.2.3.2. Status File Name

Enter the name of the optional status file. FDT can insert additional details into the file name such
as the user name and machine name date or time by using the %U and %M delimiters.

4.2.3.3. Save

This saves the FDT Script Configuration file (with the default extension .w4f). FDT will prompt to
ask if you want to execute the saved script immediately.
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4.2.4 Error Handling Page

This is an optional page.

W ait-For-Script Configuration ﬂ

Script File | LogFile | Status File  Emmar Handiing

On Script Fail: 1+ " Continue " Run Script

Brawsze, .. |

Save I Cancel

Figure 4-4 Error Handling Page
4.2.4.1. On Script Fail

Abort - leave the On Script Fail radio button set to the default Abort to cause FDT to abort
processing of further scripts upon encountering an error.

Continue - allows FDT to ignore the fact that the error occurred and continue processing further
scripts.

Run Script - forces FDT to process an error handling script upon encountering an error. The script
file to execute on script fail can be entered in the input box manually or by using the browse
button. Typically a fail script may contain the disconnect command, an alert command and the
abort command.

# Script processing failure handling script example 1

# Disconnect to allow reconnection
Disconnect

# Display a message to the user
Alert output]
Alert output]|*******x*x** THE CURRENT SCRIPT PROCESSING HAS FAILED *****kikkkkkk
Alert output]
Alert output]|** The script which was being processed will now be deleted. **
Alert output]|** Please reset the board and regenerate the script to retry **
Alert output]
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# Delete the script file which failed
# so that FDT will wait for it to be regenerated before retrying
delete $script

# Script processing failure handling script example 2

# Disconnect to allow reconnection
Disconnect

# Display a message to the user
Alert output]
Alert output]*******xx*x THE CURRENT SCRIPT PROCESSING HAS FAILED ¥tk
Alert output]

Alert output|** Wait For Script Processing will now be aborted *x
Alert output]|** To retry, use Tools, Wait for Script, **
Alert output]|** Run configuration... and select the configuration **

Alert output]

#Stop script processing
Abort

42.4.2. Save

This saves the FDT Script Configuration file (with the default extension .w4f). FDT will prompt to
ask if you want to execute the saved script immediately.
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4.3 Wait For Script — Edit Configuration...

This is invoked from the “Tools’, “Wait For Script’, ‘Edit Configuration...” menu and allows you to
edit the configuration settings for a given configuration file.

4.4 Wait For Script Run Configuration...

This is invoked from the Tools, Wait For Script, Run Configuration... menu and allows the user to

browse to select the desired Wait For Script Configuration file (\w4f). FDT then enters Wait For
Script mode:

¥ test - Flash Development Toolkit —|ol x|
File Edt Wiew Project Toals Window Device Help

drze@da  Fnas|Frilcrevziaels]

Default = |[vetanit @ = |H & & & ‘
- |z

S

E test

Wait For Script

Script Path |C:¥_FDT scriptsftest fsf

Status Path |E.¥7FDT scripts# abel bt

Corfiguration: [None
Description

Click to Cancel

N 3 Projects
E| Wiaiting. .
71| [File Opened: “C:¥_FDT scripts¥test.fsf* (Last Modified: 13-Apr-06 16:11:58)

-

[Defaultt desktop | == [ s [ oM g
Figure 4-5 Wait For Script execution

Ready
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4.5 Wait For Script — Script Commands

A script file is nothing more than a text file containing a series of commands that FDT will
recognise, one per line. Each command may also have a series of arguments associated with it, on
the same line. By default these script files will have a “.fsf” extension.

The syntax for a script line is the command, followed by a space, followed by required arguments
(separated by the ‘|” operator). Optional extra arguments follow these, and can be placed in any
order.

Normally a script file should end with the “delete $script” command. This causes FDT to delete the
script once processing is finished, thus preventing the same script file being processed more than
once. FDT will then start looking for the next script file. Alternatively the move command could
be used to move the script file to an alternative directory once completed

Each script command should be written on a separate line of the text file; FDT will cope with DOS
and UNIX style line breaks (CR or CR LF). File paths within the script file can include drive
letters or network paths (including IP addresses).

45.1 Workspace

Description = loads a specified workspace into FDT (Note: a valid workspace and configured
project must be opened to use any of the device-related commands)

Arguments:

<Workspace Path> Required The path to the workspace

Example:
Workspace C:\Workspaces\3069serial\3069serial. AWS

Notes: 1. FDT will use the active project from this workspace — there is currently no facility for
changing which is the active project from the script.
2. Only a single Workspace command can be defined within the script file that is
controlled via each configuration file.
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45.2 Connect
Description = connect to a device

Arguments:

<PORT>

Optional

If the port specified does not
match the project port
settings the command will
fail. For USB Direct, E8,
E8a, E1, E20, E8Direct,
E1Direct, and E20Direct
connections this must be set
to “USB”.
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When <PORT>is |“USB”|<USB PID>|<USB BID> Optional | When using USB Direct it is
“UsB” (One of) | possible to pre-empt the
Select Device connection
dialog normally seen with
these settings.
“USB”|’E8” If using E8, E8a, E1, E20,
<USB ID>| E8Direct, E8aDirect,
<CONNECT VOLTAGE>| E1Direct, or E20Direct the
<DISCONNECT VOLTAGE> unique ID of the device, the
“USB"|"E8a’ initial connection volt'age and
<USB ID>| the v_oltage tc_> be appllgd at
<CONNECT VOLTAGE>| %1 the tlme: (_Jf disconnection can
<DISCONNECT VOLTAGE> be specified. (NB — currently
supported voltage values are
“USB"["E1” “5.0”, “3.3” or “0.0”)
<USB ID>|
<CONNECT VOLTAGE>| *!
<DISCONNECT VOLTAGE>
“USB”|"E20”|
<USB ID>|
<CONNECT VOLTAGE> *!
<0.0>
“USB”|”E8Direct”|<USB ID>|
|[<CONNECT VOLTAGE>|
<DISCONNECT VOLTAGE>
“USB”|”’E8aDirect”|<USB ID>| Notes **:
<CONNECT VOLTAGE>| When the device supports
<DISCONNECT VOLTAGE> 1.8-V programming and 1.8
“USB”["E1Direct’|<USB ID>]| V is being supplied from the
<CONNECT VOLTAGE>| user _pO\{\‘/er-suppl,}/, be sure to
<DISCONNECT VOLTAGE> specify “UserL 8" as the
<CONNECT VOLTAGE>,
“USB”["E20Direct”|<USB ID>| otherwise, damage to the
<0.0>| target device may occur.
<0.0>
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Note that the connection will only be attempted with the project port setting and not to change the
port used to connect. Specification of the port in this command is only to force a failure if the
project does not match this setting, and to suppress the Select Device connection dialog for USB
devices by allowing it's unique identifier (e.g Serial number) to be preselected.

The unique identifier for the USB style device will vary depending on device type. For example,
an E8 will require it's instance number but an E8Direct will require a serial number (this can be
confirmed in the Select Device connection dialog box). An E8a, an E1, an E20, an E8aDirect, an
E1Direct, or an E20Direct also require a serial number (this can also be confirmed in the Select
Device connection dialog box).

(See also the 'ID' command for specifying the ID code of the device at connection)
Examples:

Connect

Connect COM1

Connect USB|0x000D|0

Connect USB|E8|0001/5.0/0.0

Connect USB|E8a|6JS999999|5.0]0.0

Connect USB|E8a|6JS999999|User1.8|0.0
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453 Download

Description = download the selected project image to the device

Arguments:

“image” Required (One of) | Download the device image

<filename> Download the named file

“user” Required (One of) | Download to the User/Data/E2Data area

“userboot” Download the user boot image\Download to the user boot
area. This can also be used to download to the User Area.

“both” Download the user and user boot image (only valid when
specifying “image”)

“norebuild” Optional Don’t rebuild the image(s) before downloading, even if they
are out of date (only valid when specifying “image”)

“verify” Optional Perform a readback verify when the download completes (not
available when using Protocol E)

Example:

Download image|user|norebuild|verify

Download C:\files\MySrecord.mot|userboot

454 Erase

Description = erase specified flash blocks on the device (not available when using Protocol E)

Arguments:
<block num(s)> Required (One of) A list of block numbers to erase

(block numbers are only

specifiable as decimal numbers)
<block name(s)> A list of block names to erase
“written” Erase all blocks currently marked

as written
“device” Erase the entire device
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Example:
Erase 0|1/4|7
Erase EBO|[EB1|EBA|EBB

Erase device

455 BlankCheck

Description = check if the device is blank (not available when using Protocol E)

Arguments:

“user” Optional Tells FDT to check the user area
(One of) of flash

“userboot” Tells FDT to check the user boot

Required when “stoponwritten” area of flash (if supported)

or “stoponblank” is specified
“data” Tells FDT to check the data area

of flash (if supported)

“stoponwritten” Optional Stop processing the script if the
device is not blank

“stoponblank” Optional Stop processing the script if the
device is blank

Example:
BlankCheck

BlankCheck userboot|stoponwritten
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4.5.6 Upload

Description = upload data from the device (not available when using Protocol E)

Arguments:

<filename> Required File to write the upload out to — will be created or overwritten if
necessary. If not needed, specify “none”

<start address> Required Start address in Hex to start the upload from

<length> Required Number of bytes (in Hex) to upload

“noabsolute” Optional Assign the start address of uploaded data to 0x00

“userboot” Optional Upload from the user boot area or the data area (if supported)

Example:

upload none|0|0x6000

upload c:\upload\uploadtest. mot|0x100|0x200|userboot|noabsolute

45.7 Checksum

Description = perform a checksum on a device (not available when using Protocol E)

Arguments:

“device” Required Checksum the device ‘
Example:

Checksum device
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458 Disconnect

Description = disconnect from a device. Note that issuing of a disconnect command even if FDT is
not connected is allowed. This can be useful for ensuring that FDT is disconnected before a
connect operation. (Note that this option is not valid for COM based connections).

Arguments:

“reset” Optional Tells FDT to perform a reset as
part of the disconnect

Example:

Disconnect

Disconnect reset

45.9 Rebuildimage

Description = rebuild the specified image from the project target files

Arguments:

NONE - -

Example:

Rebuildimage
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45.10 # Comment
Description = placed at the start of a line, this symbol comments out the rest of the line

Arguments:

NONE - -

Example:

# this is my commented line

4511 Alert

Description = indicate to the user that something has happened

Arguments:

“beep” Required (One of) |FDT will output a warning beep

“output” FDT will output a message on the active project tab
Example:

Alert output|Please make sure the board is connected

45.12 Pause

Description = this command will pause script file execution for the specified number of
milliseconds

Arguments:

<time> Required Number of milliseconds to pause for

Example:

Pause 2000
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4513 Delete

Description = deletes the script file. NB: FDT will process the script no further than this line
before deleting it

Arguments:

“$script” Required Delete the script file

Example:

Delete $script

45.14 Move \ Copy

Description = move or copy the script file. NB: FDT will process the script no further than this
line

Arguments:

“$script” Required Copy\move\rename this script file
<filename> Required The file\directory the source file is to be
<directory> copied\moved\renamed to

Example:

Move $script \server\networkfiles\done.txt

Copy $script|C:\backups\
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45.15 Abort

Description = stop processing the script and return failure. NB: This command is primarily
designed to be used in an error processing script

Arguments:

NONE - -

Example:

Abort

45.16 Lock

Description = lock specified flash blocks on the device or set the device master lock bit (not
available on devices which don't support erase block locking)

NB: The device master lock bit must be unlocked (with 'Unlock device') before individual blocks
can be locked (see "Unlock™ below).

Arguments:

<block num(s)> Required (One of) A list of block numbers to lock

“written” Lock all blocks currently marked as written

“device” Sets the master device lock bit

Example:

Lock 0]1/4|7

Lock device
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4517 Unlock

Description = unlock specified flash blocks on the device or disable the device master lock bit (not
available on devices which don't support erase block locking)

NB: The device master lock bit must be unlocked (with 'Unlock device') before individual blocks
can be unlocked.

Arguments:

<block num(s)> Required (One of) A list of block numbers to unlock

“written” Unlock all blocks currently marked as written
“device” Disables the master device lock bit
Example:

Unlock device

Unlock 0|1|4|7

4518 Exit

Description = stop processing the script and exit FDT

Arguments:

NONE - -

Example:

Exit
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4519 “‘ID’

Description = Specify an 1D code which will be compared with the 1D code of target device
(where supported). Note: This command must be executed before the 'Connect' command

Arguments:
<size> Required Specify the size of the 1D code.
R8C, M16C, M32C, R32C and 740 devices: 7
Generic Boot devices: 16
NB: If <size> is set other than 7 or 16, FDT will error
<ID code> Required ID code - must be in hexadecimal form and match the
supplied <size> parameter.
Example:
ID 7|12345678 ABCDEF

ID 16|FFFFFFFF11111111AAAAAAAA22222222

Note: In Generic Boot devices, the number of bytes in the ID code differs with the device in
use. When the actual number of bytes is less than 16, pad the higher-order bytes of the
ID code value with ‘H’FF’.
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4.6 Wait For Script — Example Script File

What follows is an example of how a script file for FDT may look. This highlights some of the
available commands and gives an idea of how they might be used:

# EXAMPLE SCRIPT FILE

# open this workspace and associated project

# (for which the flash project wizard must have completed successfully)
workspace C:\Workspaces\2215usbdirect\2215UsbDirect.AWS

# Ensure that comms is closed (in case previous attempt failed and didn’t
disconnect)
disconnect

# connect over the USB to the device with this Product ID + Bus ID
connect USB]0x000D]0

# do an initial blank check
blankcheck

# download the file "C:\2215uAuto.mot" and verify that programming was OK
# (script processing will stop if this verify fails)
download C:\2215uAuto.mot]user|verify

# upload data from address O to address 0x1000 and save to file “upload.mot”
upload c:\UPLOADS\upload.mot]0x0]0x1000

# erase all blocks
erase device

# do a blank check (and stop if the user area is dirty)
blankcheck stoponwritten

# rebuild the image
RebuildImage

# download the user image
download image|user

# get the checksum for the user area of the device
checksum device

# pause for 100 milliseconds
pause 100

# disconnect from the device
disconnect

# Display message in output window
alert output]This text will be displayed in the output window and the log file

# delete this script
# (will stop FDT from running through the file again)
delete $script
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4.7 Wait For Script — Status File Format

While FDT is in Wait For Script mode, a remote user may wish to find out what state the
application is currently in. This is achieved by having a status file that FDT writes to as it carries
out actions and which an external user can read. This has the following options:

By default, status file writing will be disabled. Ticking the Enable checkbox will open the
Directory and Name fields for editing; allowing the user to specify where the status file will be
created.

[FDTScript Status v1.0] < The configuration file version

CurrentScript= < The location of the current script being executed, or the
search path being used whilst waiting

UserlID= < The user name of the person running the copy of FDT
writing to this file

Machine= < The machine name the copy of FDT is executing on
LastUpdate= < The time and date this file was last changed
CurrentStatus= < The current state of FDT. This will be either *‘waiting’ (if

FDT is looking for a script), ‘processing’ (if FDT has found
a script and is using it), ‘error processing’ (if something has
gone wrong with the script) or ‘waiting for user input’ (if a
dialog is waiting for user intervention). If FDT exits wait
for file mode correctly this entry will be blanked

PreviousScript= < The location of the previously run script

PreviousState= < The outcome of the previously run script. This will either
be ‘COMPLETED?’ or ‘FAILED’

JobNo= < An incrementing number of successfully completed runs.
This number will wrap back to 0 when it reaches 32,768.

When FDT begins a Wait For File session, with status writing enabled, it will first check for the
existence of the specified file. If it is not found then it will be created and FDT will continue. If it
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is found the file will be opened and checked. If CurrentStatus is blank (implying that a previous
session exited correctly and that no-one else is using the file) FDT will continue. If an entry is
found in CurrentStatus, e.g. ‘Processing’ then FDT will alert the user, via a message box, that a
previous session may have crashed or that another copy is running and using this file also. The
option will then be given to continue and overwrite the values or abort.
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Chapter 5 Access Rights

51 Access Rights Overview

To prevent accidental changing of settings when using FDT to program devices (especially in a
multi-user environment), the Access Rights feature allows creation of usernames and passwords to
give different levels of access to different users. Typically, there would be three levels of access
rights:

Administrator level which allows the user to create and modify user accounts
Supervisor level which allows project creation and editing

SIM User level which allows a Simple Interface Mode user the right only to program the device
image from Simple Interface Mode. A supervisor would need to configure the project before a
SIM User could use FDT.

NOTE: Access Rights when running under the Windows® 7 or later O/S are currently disabled in
preference for the User Access Controls provided by Windows® 7 or later. See the FDT
Usage section for more information.

5.2 Enabling Access Rights

FDT is supplied by default with the user accounts specified above but without passwords set. You
will not need to log in to FDT until the Access Rights feature is enabled by setting the password
for the built in Administrator account. This is achieved by using the “Tools’, ‘Access Rights’,
‘Administration...” menu item. The first time this is run, you will be prompted to enter a password
for the Administrator account.
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5.3 Access Rights Administration

This is reached via the “Tools’, ‘Access Rights’, ‘Administration...” menu item.

useradmin x|

Dizable &ll
Lzer Account M ames
SIM Us_er M odify L2
Supervisor

Delete User

Fezet Pid

Claze

Figure 5-1 User Admin
531 Disable All

This button allows disables all user accounts and switches off Access Rights password security
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5.3.2 Modify User

This button allows modification of the settings for the selected user by invoking the Modify User
dialog.

Modity user x|

—Acoount Access Rights—————
SIM Uz ‘

[ NaccessRights: Admin
[ IFDT:Project Edit

[ 15 implel nterface: Exit :
[15 mpled nterface: Download File M
] 5 implelnterface Download Project Image
Set Default
Apply
Carcel

Figure 5-2 User Admin
The available access options are:
AccessRights: Admin — Allows administration of user accounts and passwords

FDT:Project Edit — Allows editing of FDT Projects; enables the ‘Back to Project’ button in
Simple Interface Mode

Simplelnterface:Exit — Allows exiting of FDT; enables the ‘Exit’ button in Simple Interface
Mode.

Simplelnterface:Download File — Allows user selection of the file to download; enables the
‘Download File” section of the Simple Interface Mode.

Simplelnterface:Download Project Image — Allows the user to download the project image(s);
enables the ‘Download Project Image’ section of the Simple Interface Mode.
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5.3.3 Add User

This button allows creation of new user accounts. FDT will prompt for a user name and password

then invokes the Modify User dialog.
5.3.4 Delete User
This button allows deletion of user accounts.

5.3.5 Reset Pwd

This button allows setting of the password for the selected user.

5.3.6 Close

This button closes the User Admin Dialog.
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Chapter 6 Configuring the User Interface

When the user interface for FDT was designed an attempt was made to make frequently used
operations quickly accessible and have related operations grouped in a logical order. However,
when the user is in the middle of a long session he may find it more useful to have a different
arrangement of the user interface items. FDT facilitates this user customisation. This chapter
describes how the user interface can be arranged and how various aspects of the display can be
customised.

6.1 Arranging Windows

6.1.1 Minimising windows

When an operation is finished on an open Editor window but it may be necessary to look at it in its
current state later, it can be reduced to an icon, this is called minimizing the window. To minimise
a window click on the ‘minimise’ button of the window.

The window is minimised to an icon at the bottom of the Editor window.
Note: The icon may not be visible if there is another window open over the bottom of the screen.

To restore the icon back to a window either double click on the icon, or click once to pop up the
icon menu and select [Restore], or select required window from the Menu bar [Window] drop-
down menu.

6.1.2 Tiling windows

After some time there may be many windows open on the screen. All the windows can be arranged
in a tile format with none of them overlapping each other using the "Tile Windows" option. To
invoke this select the [Window->Tile Horizontally] or [Window->Tile Vertically] menu option.

All currently open windows are arranged in a tile format. Windows that are minimised to icons are
not affected.

6.1.3 Cascading windows

The open windows can be arranged in a cascaded format by using the "Tile Windows" option. To
invoke this select the [Window->Cascade] menu option.
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6.2 Locating Currently Open Windows

When many windows are open in the FDT application window it is quite easy to lose one of them
behind the others.

6.2.1 Locating a specific window
There are two methods to find the lost window.

1. To select a specific window, invoke the [Window] menu. Click on the required window from
the list of open windows at the bottom of the menu. The currently selected window will have a
check mark next to it in the window list.

The window selected will be brought to the front of the display. If it is minimised the icon is
restored to a window.

2. A specific window can also be selected by clicking on the tab containing the file name at the
bottom of the Editor window. If the window is not minimised it will be brought to the front of
the display. If it is minimised, the minimised icon will be brought to the front of the display.

6.3 Enabling/disabling the Toolbar

The user has the option to enable or disable the Toolbar. By default, the Toolbar is displayed at the
top of the FDT application window. To disable the display of the Toolbar, select each of the
displayed toolbars, and disable their view.

To display or disable toolbars, use the [Tools->Customise] menu option or Right Click on the
Toolbar area..

6.4 Enabling/disabling the Workspace Window

The user has the option to enable or disable the Workspace. By default, the Workspace is
displayed. To disable display of the Workspace, select the [View->Workspace] menu option.

If the disable option is selected, the Workspace will be disabled and removed from the FDT
application window display. To re-enable the Workspace display, select the [View->Workspace]
menu option again. The Workspace will be enabled and added to the FDT application window
display and the menu option checked.
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6.5 Enabling/disabling the Output Window

The user has the option to enable or disable the Output Window. By default, the Output Window is
displayed. To disable display of the Output Window, select the [View->Output] menu option.

If the disable option is selected, the Output Window will be disabled and removed from the FDT
application window display. To re-enable the Output Window display, select the [View->Output]
menu option again. The Output Window will be enabled and added to the FDT application
window display and the menu option checked.

6.6 Customising the Toolbar

The selection and arrangement of buttons displayed on the Toolbar can be customised to suit a
users requirements. To change the display, invoke the [Tools->Customise...] menu option. The
defaults are to display the Editor, Search, FDT, QzROM and S-Record toolbars. Note that the S-
Record Toolbar option is only available when there is a data file open.

The 'Customise' dialog box will be displayed:

Toolbarz | Wenu |

Toolbars:

W Show Toaltips Mesw...

[w]Search

WIFDT Rezet
[w|QzFROM —I
[w]5-Record

|« 2
Toolbar narme:;
|Editar

Figure 6-1 Customise FDT
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The 'Customise’ dialog box has a number of tabs, which are further described in Chapter 8 -
Windows.

6.6.1 Toolbars Tab

The Toolbars tab allows the user to select which toolbars are displayed. The default is to display
only the Editor, Search, and FDT toolbars.

The New... button launches the 'Toolbar Name' dialog box which allows the user to name and
generate a new toolbar. After entering the new name and clicking on OK, the new name will be
added to the Toolbars list and an empty toolbar is displayed on the interface.

Selecting the Commands tab allows the user to select and add buttons to the new toolbar. The user
can place the new toolbar anywhere on the GUI by dragging it with the mouse.

When a user created toolbar is selected in the Toolbars list, the Reset button is renamed to Delete.
Clicking on this button will remove the new toolbar from the list and from the GUI.

The Reset button resets the selected toolbar to its default settings.
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Chapter 7 Menus
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Figure 7-1 FDT Menus
7.1 File Menu
The 'File' menu is used for aspects of the program that access data files.
7.11 Close
This will close the current active file in the editor window.
7.1.2 New Workspace...

Launches the ‘New Workspace’ dialog box allowing the user to specify the name and location of a
new workspace and creates a new workspace directory

7.1.3 Open Workspace...

Launches the ‘Open’ dialog box allowing the user to open an existing FDT Workspace file (.aws).
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7.14 Save Workspace

Saves the details of the currently active Workspace.
7.15 Close Workspace

Closes the currently active Workspace.
7.1.6 Open a Data File...

Launches the ‘Open a Data File” dialog box allowing the user to open an existing file. The file may
be an S-Record file (.rec, .mot, .a20, .a37, .s2), a Device Image file (.ddi), or a binary file
(.bin, .cde).

7.1.7 Save
Saves the current active file.
7.1.8 Save As...
Launches the ‘Save As’ dialog box allowing the user to save and name the currently open file.
7.19 Recent Workspaces
Show a list of recent workspaces opened in FDT. Select one to open.
7.1.10 Recent Data Files
Show a list of recent files opened in the Hex Editor. Select one to open.
7.1.11  Exit

Closes and exits the FDT _application.
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7.2 Edit Menu

The “Edit” menu is used for aspects of the program that access or alter data in the Editor window.
721 Undo

Allows the user to reverse the previous editing operation.
7.2.2 Redo

Allows the user to reverse the previous Undo operation.
7.2.3 Cut

This will remove the contents of the highlighted block from the window and place it on the
clipboard in the standard Windows manner. This option is only available if a block is highlighted.

724 Copy

This will copy the contents of the highlighted block to the clipboard in the standard Windows
manner. This option is only available if a block is highlighted.

7.2.5 Paste

This will copy the contents of the Windows clipboard into the child window at the current cursor
position.

7.2.6 Select All
Selects all the information in the active file in the editor window.
727 Find...

This will launch the ‘Find” dialog box allowing the user to enter either hexadecimal or ASCII data.
The scope of the search is bounded by the area selected, for the active file in the Editor window. If
a match is found, the Editor window is updated to display the found data.

7.2.8 Find In Files...

This launches a dialog to allow data to be located in files external to the active file.
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7.29 Replace...

This will launch the ‘Replace’ dialog box allowing the user to enter either the hexadecimal or
ASCII data to be found and the replacement data, in the same format. The scope of the search is
bounded by the area selected, for the active file in the Editor window. If a match is found, the
Editor window is updated to display the found data, click on the now enabled Replace button to
replace the data.

7.3 View Menu

The “View’ menu is used to display or remove FDT GUI features, such as the Workspace and
Output Windows.

7.3.1 Workspace
Displays the Workspace window.
7.3.2 Output

Displays the Output window.

7.4 Project Menu
The “Project” menu provides high level control and facilities for projects within the workspace.
7.4.1 Set Current Project

This option allows the user to select the active project where there are multiple projects in the
workspace.

7.4.2 Insert Project...
This option allows the user to create a new project, and add it to the workspace.
7.4.3 Add Files...

Launches the ‘Open’ dialog box allowing the user to add data files to the project.
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7.4.4 Remove Files...
Removes the selected file from the project.
7.4.5 File Extensions...

This option allows the user to select which file extensions are recognized by FDT and configure
how they are handled.

205
Estenzion | Group | | O |

5] " b Binarp Files

[E*cde  FOT Binay Fies Caricel
[E)"ddi  FOT DD Files

[Hipr FDT Image Fies Add..
[E*a20 4R 420 Files

[B1°237  1AR A7 Files
' REC Fies

E*met  SRecodFiles Hpen wit

Figure 7-2 File Extensions Dialog
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7.45.1. File Extensions Add...

Selecting “‘Add...” allows FDT to handle files of new extension types

~ Ele exflarson

~ Fil prouip:
™ Exlerion belonm: 10 2 exding gioup
| B P |
1% Exlergion belonds 10 8 e gioun
[ Mew HEC lype Files

- Aszociated spplcation: -
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Hees E cito =l

‘wtindaves defaul

21 %
Cancs

Figure 7-3 Add File Extensions Dialog
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7.4.5.2. File Extensions Modify...

Selecting “Modify...” allows selection of how FDT handles files of this extension type.

2
Group
[Feoarie

#zraciated application : ol

Dpan “5-Record Files" with:
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Figure 7-4 Modify File Extensions Dialog

7.4.6 Rebuild Image

Rebuilding the image merges all files in the project that are not excluded. The default ROM area is
the User Area, some devices also have a User Boot Area or a Data Area. FDT will warn if the
component files overlap. Building an image can be advantageous when the data you wish to
program is made up of separate component files — especially if data from different files will reside
in the same erase block area because downloading each component file separately could cause the
device to erase the block before the second download if automatic protection is used.

7.4.7 Download Image

Downloads the image built by a Rebuild Image. If the image is out of date (i.e. source files have
changed) then FDT will offer to rebuild before the download occurs.

7.4.8 Field Programming

Publish... Create a single .fpf4 file which contains all kernel and data files to send to another FDT
user.

Run Published File... Unpackage a .fpf4 file and use it in Simple Interface Mode.

See Chapter 11 Field Programming for more details
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75 Tools Menu

The “Tools” menu is used to launch additional FDT features, which are not related to either
projects or target devices.

75.1 Administration...
This displays a dialog with the tools available to the user under different categories.
75.2 Customise...

This allows the user to customise FDT, and is covered in more detail in section 8.9 Customise -
Toolbars.

7.5.3 Options...

Allows access to additional features, some of which are reserved for future enhancements. The
workspace tab is the most useful tab as it allows the user to specify options such as whether to
open the last workspace at start-up, whether to prompt before saving workspaces and sessions, and
the default directory for new workspaces.

7.5.4 Format Views...

This allows the user to change the appearance of different windows.
755 Simple Interface...

Simplifies the appearance of FDT. For more details see section Chapter 9
7.5.6 Wait For Script

This allows creation, editing or running of a Wait For Script configuration. See Chapter 4 for
further details.

7.5.7 Access Rights

7.5.7.1. Access Rights — Login...

This allows changing of which user is logged in to FDT. The hotkey Ctrl-Shift-U also invokes the
Login dialog. See Chapter 5 for further details
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7.5.7.2.  Access Rights — Change Password...
This allows the currently logged in user to change their password. See Chapter 5 for further details
7.5.7.3.  Access Rights — Administration...

This allows configuration of user names and passwords for restricting access to FDT. See Chapter
5 for further details

7.5.8 Unique Code Programming...

Allows setup and control of the Unique Code Programming feature within FDT. See Chapter 16
for further details.

7.6 Window Menu

The “Window’ menu is used to alter the display of currently open windows within the FDT GUI.
Files displayed in the Editor window are appended to the following list, these files are identified
by their filename and the currently active file is denoted by check mark.

7.6.1 Cascade

This option allows multiple windows to be staggered so that each file is visible.
7.6.2 Tile Horizontally

This option allows the windows to be displayed with maximum possible horizontal width.
7.6.3 Tile Vertically

This option allows the windows to be displayed with maximum possible vertical height.
7.6.4 Arrange Icons

This option arranges the file icons in rows at the bottom of the screen.
7.6.5 Close All

This option closes any files open in the editor window.
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7.6.6 “file name’

This option becomes active when a file name is selected and checked.

1.7 Device Menu
The “‘Device’ menu provides control facilities for interacting with the target device.
7.7.1 Connect to Device

This connects the GUI to the device if it is not connected. Progress messages will appear in the
Output window.

7.7.2 Disconnect

This disconnects the GUI from the device if it is connected. Progress messages will appear in the
output window.

7.7.3 Erase FLASH blocks
This launches the ‘Erase Blocks’ dialog box.

The “Erase Blocks’ dialog box allows the user to specify which blocks are to be erased. The
Written column indicates whether data is present in the block.

To start the operation, select the required block names in the list and then click the Erase button.
7.7.4 Blank check

This launches a blank check on the device FLASH and reports back to the Output window.
7.7.5 Upload Image

This launches the ‘Upload Image’ dialog box, which enables the uploading of a range of data from
the target device. This is intended for access with FLASH memory. The data is placed in the
Editor window.

7.7.6 Download Active File

This downloads the current active file into the target FLASH memory.
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177 FLASH Checksum

This launches a checksum calculation on the device FLASH and reports back to the Output
window. This is an EPROM Style checksum which is a 32 bit addition of the byte values within
the range of the flash, padded with OXFF’s to the next EPROM size (e.g. 64Kb, 128Kb etc).

7.7.8 Go From Address...

This launches a dialog that allows the user to select an address to execute code from. There is an
option to select an indirect address mode, so that the address referenced is itself an address of
where the code needs to run from.

7.7.9 Run

This inputs the reset signal to place the device into user mode and if necessary supplies power so
that programmed device code can be tested. No other FDT functions are available while in this
mode. Toggle to cancel. (Note it may be necessary for FDT to query for user mode pin settings
and power levels to complete this operation)

7.7.10 Block Locking...

This launches a dialog that allows the user to setup the locking settings for the project - should the
configured device support this feature.

7.7.11  SetID Code...

This launches a dialog box that allows the user to set an ID code for the project (only if the
configured device supports this feature).

7.7.12  Cancel Operation
Cancels the current FLASH operation.
7.7.13  Configure Flash Project

Displays the Flash Properties dialog or launches the Project Wizard if the device is not yet
configured.
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7.8 Help Menu

The “Help” menu is used to access additional information on how to use the functionality provided
by FDT.

7.8.1 Help Topics

Launches the Help system for FDT. The ‘Help Topics’ dialog box for FDT is displayed, enabling
help to be accessed on required FDT subjects through several methods.

7.8.2 Technical Support
This allows the user to report a problem with FDT, or to check the website for the latest updates.
7.8.3 About...

Launches the ‘About Flash Development Toolkit” dialog box, through which additional
information regarding FDT can be accessed:

e FDT version.
o Copyright information.
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Chapter 8 Windows

This chapter describes each child window type, the features each supports and the options
available through their associated pop-up menus.

There are three main windows - Workspace window, Editor window and Output window.

Most windows have local pop-up menus in order to make commonly used features easier to
access. These menus are invoked by clicking the right mouse button within the window (or
pressing SHIFT+F10) and then selecting the required menu option.

Windows may also be launched from a number of the main menu items.

8.1 Workspace window

The Workspace window contains details of the items in the workspace including the workspace
name, projects contained in the workspace and for each project their Device Image files and Target
files.

8.1.1 Workspace

The Workspace is the first item in the window, in the following example this is "Workspace
‘Industrial Controller™":

= Industrial Controller Insert Project...
= tﬂ Device Image - ;
----- [£] Industrial Contraller fpr ! v Allow Docking

------ tﬁ FOT Image Files Hide

I_'I tﬁ S-Record Files ;
- [8] 2282Test mot itz gl
e [H] uGenU. mot

[ IE Ilzer Mode Reprogramming
B- tﬂ Device Image
i ----- D Ilzer Mode Reprogramming. fpr
------ £3 FDT Image Files
I_'I tﬂ S-Record Files
e | ] 2282T est.mot
o[ H] uGenl.mot

Figure 8-1 Workspace Window
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Invoking certain menu items from a pop-up menu in the Workspace window will launch additional
windows.

The Workspace window pop-up menu has the following items:
8.1.1.1. Insert Project...

Invoking this option allows the user to add a project to the Workspace.
8.1.1.2. Allow Docking

Invoking this option allows the user to select if the window is docked, or if it can "float" around
the main window.

8.1.1.3. Hide
Invoking Hide conceals the Workspace window. It is restored by [View->Workspace].
8.1.1.4. Properties

This option displays information about the Workspace including the file path.

Yorkspace Properties

Hame: |[nl:ll.sstr:d Corfroler R
Locahon: FAFDT Workzpaces\indusinal Controlerilnduztrial Co
Lazt modified: 134838, Tuesday, March 11, 2003 Lo |

CFL famibe Al Flazh Devices
T chain:

Infoemation:
No woikspace infoimatian available =]

H
I~ Show workepace infoemation on workspace open
Figure 8-2 Workspace Properties
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8.1.2 Project

The Project is the next item in the hierarchy below the Workspace. In the following example, the
Workspace is called "Industrial Controller" and there are two projects: the first is also called
"Industrial Controller" and the second is called "User Mode Reprogramming".

Ixl

@ [ridustrial E-:untru:uller

BRG] niusuial Contol SRRSWREINS

=k 'a S-Record FI|ES
i 2282 ezt.mo

b ulenl.mat &dd Folder, ..
------ I@ IJzer Mode Reprograr

Remove Files, ..

IT Allowe Docking
Hide

Properties

Seb as Gurrent Praject
Femove Projeck
Unlzad Project

Add Files From kernel Dir...

Figure 8-3 Workspace Project

In addition to the 'Allow Docking' and 'Hide' menu items inherited from the workspace, the pop-up
menu for Projects has the following items:

8.1.2.1. Add Files...

Launches the 'Open' dialog box allowing the user to add data files to the project.
8.1.2.2. Remove Files...

Launches a dialog to select the files to remove.

8.1.2.3. Add Folder...

Adds a folder to the Project
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8.1.2.4. Allow Docking
See Section 8.1.1.2
8.1.2.5. Hide

See Section 8.1.1.3
8.1.2.6. Properties

Displays the project properties dialog. Note that this is not the same as the Flash Properties dialog
which can be reached by selecting Configure Flash Project from the FDT toolbar or device
menu.

8.1.2.7. Set as current Project

Sets the highlighted project as the current active project. This option is not available if the
highlighted project is already the active project.

8.1.2.8. Remove Project

Remove the highlighted project from the Workspace. This option is not available if the highlighted
project is the active project.

8.1.2.9. Unload Project

Unloads the highlighted project from the Workspace. This option is not available if the highlighted
project is the active project. Note that any changes to the project made since the last save, will be
lost when the project is unloaded (FDT will not prompt to save changes before unloading).

8.1.2.10. Add Files From Kernel Dir...

This allows the user to select files from the current kernel directory and add those files to the
current project.
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8.1.3 Device Image - Folder

This contains the Device Image file(s) for the project. The device image will be called the same as
the project but with a .ddi extension.

EI@ |ndustrial Contraller
EII@ Industrial Controller

El'fﬂ Device lmage Femowe Folder
Industrial Controller. ddi e Falder
{23 FOT DD Files
fﬂ FDT Image Files IT Allows Docking
=43 5-Record Files Hide

3 piMoT

s fp2 MOT

----- I@ Ilzer Mode Project

Figure 8-4 Device Image Folder

In addition to the 'Allow Docking' and 'Hide' menu items inherited from the workspace, 'Device
Image - Sub Folder' pop-up menu has the following items:

8.1.3.1. Remove Folder
Allows the user to delete folders.
8.1.3.2. Rename Folder

Allows the folder to be renamed.
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8.2 Device File

The Device File is the item containing the data to Flash into the device.

=3 3069
=~ 3069
=3 Device Image

Open Uploadd, MOT

add Files,.. INS
Remove Files. .,

IT Allowe Docking
Hide

Properties

Display Block Usage. ..
Exclude Uploadd.MOT
IT Ilser Book Flash

Diowenload File to [User Book Flash]

File: “hecksurn

Compare File-=Device Checksum
Compare File-=Device (Complete Device)

Compare File-=Device (File Daka Only)

Figure 8-5 Device File
The pop-up menu for Device File has the following items:
8.2.1 Open “filename’
This feature opens the selected file.
8.2.2 Add Files...

Allows additional files to be added to the project.
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8.2.3 Remove Files...

Removes files from the project.
8.2.4 Allow Docking

Allows the Workspace window to dock or be floating.
8.25 Hide

Hides the Workspace window.
8.2.6 Properties...

Launches the device file properties dialog box.
8.2.7 Display Block usage...

Launches the ‘Data File Properties’ dialog box and displays the Block usage tab.
8.2.8 Exclude “filename’

If a file is excluded, it will not be used to form the built image if Rebuild Image is selected. Once

selected as excluded, using the right mouse click, it is possible to “Include ‘filename’”.
8.2.9 User Boot Flash

User Boot Flash : When this option is selected (ticked), the selected file is tagged as being destined
for the User Boot Area. If not ticked, it will default to the User Area. This option is only available
if the target device supports a User Boot Area

8.2.10 Download File to [User Area] /[User Boot Flash]

Downloads the selected file to the device FLASH memory. Note that the Flash Area used is
determined by whether the file is tagged as a 'User Boot Flash' file.
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8.2.11 File Checksum

The file checksum returns the checksum for the file using the algorithm in the kernel (EPROM
style) and also a raw checksum. The raw checksum is a simple 32 bit addition of the byte values
within the range of the flash. The EPROM style checksum pads the data with OXFF’s to the next
EPROM size (eg 64 Kb, 128 Kb etc) before calculating the checksum. The result is shown in the
output window. An example is shown below:-

File Checksum: Ox07F5A651 (EPROM style),
Raw Checksum: O0x07F5A651 (over address range 0x00000000 - OxO0007FFFF)

8.2.12  Compare File->Device Checksum

This command allows the user to compare the selected file checksum to the device checksum. The
output window will show the sum check for both the file and the device. The user may then
confirm that they are the same.

An example is shown below:-

Calculating device checksum
Flash Checksum: Ox07F5A651 (User Area)

File Checksum: O0Ox07F5A651 (EPROM style),
Raw Checksum: O0x07F5A651 (over address range 0x00000000 - Ox0007FFFF)

8.2.13  Compare File->Device (Complete Device)

This mode would compare the data in the device flash (starting at the device start address) to the
corresponding data in the file. The process would only stop once the entire device had been
checked, or differences were found. Areas that are not covered by the file would be assumed to be
OxFF and would therefore require a corresponding blank area on the device to be verified
correctly.

8.2.14  Compare File->Device (File Data Only)

This mode would compare the data in the file to the corresponding data on the device. This is
identical in behaviour to the after-write readback verify process. Areas not covered by the file
would not be checked. Typically this will be a faster operation, as the entire flash does not have to
be uploaded, however, it is therefore a less thorough process.
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8.3 Workspace Properties

Invoked from the Workspace pop-up menu item Properties.... See also section 8.1.1.4.

The “Workspace Properties’ dialog box shows details of:

e The Workspace Name
e The filename and path
e The time and date when the workspace was last saved

Workspace Properties

M ame: IIndustriaI Controller :
Location: FAFDT Swhorkspacesindustial Controller ndustrial Co S
Last modified: 12:48:38, Tuesday, March 17, 2003 —l
CPU Farnily: all Flazh Devices

Tool chair:

Irfarmatior:

Mo workspace information awvailable

[T Show workspace information on workspace open

Figure 8-6 Workspace Properties
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8.4 Project Properties
Invoked from the Project pop-up menu item Properties....
The “Properties’ dialog box shows details of:

e The name of the project
e The location and the filename of the project file
o The last modification date and time

Mame: Induztrial Controlle 0g
Lacatian: C:¥Program Files¥R enesa=¢FD T 3. 2 ark spaces¥ ndustrial Contrall
Cancel
Lazt modified: 171:03:10, Monday, August 01, 2005
CPU Farnily: Al Flazh Devices
T ool chair:
Wersion:
[™ Project relative file path
Figure 8-7 Project Properties
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8.5 Configure Flash Project (Flash Properties)

The “Configure Flash Project’ dialog box can be invoked from the ‘Configure Flash Project’
toolbar button or Device Menu item. It defaults to being docked at the bottom of the FDT window
but can be dragged to dock in other locations or to float. To prevent unintentional docking, hold
the Ctrl key whilst dragging.

8.5.1 Kernel Tab

This shows the kernel path, frequency, protocol, clock multipliers, and clock mode. Double
clicking on these entries when disconnected will invoke the Project Wizard at the appropriate
screen.

Flash Properties - Industrial Controller i £l
Property I Yalue |

kKernel Path Z:¥Program Files¥Renesas¥F0T3, 0S¥k ernels¥Pr ot C¥3009%¥ R enesas¥1_0...
Frequency (Exkernal) 25,0000 MHz

Prokocol C

KM 1

CKP M4

Clock Mode n

MKernel .f{. Cammunications h Device h Programmer h Modules ;"

Figure 8-8 Kernel Properties

Kernel Path
This shows the kernel path.
Frequency

This shows the input clock and whether that clock is external or internal to the target
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Protocol

This shows the type of communication protocols. See also section 3.2.4
Protocol B: 0.35-um devices

Protocol C: 0.18-um devices

Protocol D: R8C, M16C, M16C/Tiny, M32C or 740 devices

Protocol E: H8/Tiny or H8/SLP devices (via E8a)

CKM

This shows the multiplier of the system clock (master clock) for the input clock.

CKP
This shows the multiplier of the peripheral clock for the input clock.
Clock Mode

This shows the clock mode.
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8.5.2 Communications Tab

This shows the default and current baud rates and the current port. It also allows the user to change

the Port and Baud Rate when disconnected.

Hash Properties - Industrial Controller

| x|

i

Property I Value
Fort Efalirect
Baud Rate 115200 bps
Diefault Baud Fate MR
Ilse Default Baud MR
Target Power E8/E8a/E1 Supply_ 5.0V
Auta Send 1D MR
Pins: Boot Direction & State:
C Input {0
D Input {0
B Input (0]
F Input (0
E Input {0
A Input {0
Pins: Reset Direction & State:
C Input {0
D Input {0
B Input (0]
F Input (0
E Input {0
A Input {0
4
4 }r\. Kern=l }-..Cummunic.atinns lr'-r.. D=vics }-.. Programmer }-.. Modules {r

Figure 8-9 Communications Properties

Port

This drop-down list provides the user with a list of supported COM ports available for connection

to the device. This list includes the USB port options.

Baud Rate

Display the currently selected Baud Rate. Double clicking invokes the Project Wizard to allow

editing of this item.
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Default Baud Rate
Display the Default Baud Rate.
Use Default Baud

If this is checked, the default Baud Rate will be used. (This option should be set only when the
Renesas Evaluation Board or Evaluation Development Kit is used.)

Target Power

Double-clicking on this item launches the "Target power settings' dialog box, where the setting can
be changed.

Auto Send ID
Double-clicking on this item launches the 'ID check' dialog box, where the setting can be changed.
Pins

This section displays the direction and state of the controlled mode pins for the Connect and
Disconnect with Reset operations.

8.5.3 Device Tab

This shows the device information. It also allows the user to select BOOT Mode or USER
Program Mode and the ‘Direct Connection’ interface. In addition, it can specify whether or not
the kernel is in the target device.
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Flash Properties - Industrial Controller |
Property I Yalue I
Device Ha/3069F
RAM Size 16K
FLASH Size 512 K (User Flash) 8 K {Jser Boot Flash)

FLASH Start 00000000 {User Flash)  Ox00000000 (User Book Flash)
Connection Boot

Intetface Direct Connection

Kernel Resident Mo

Awailable RAM T A

Free RAM S

Buffer Size M

Device ID A

4 I B I'-. Kermel ,}\. Cormrunications ,}\. Device A Programimer ,}\. Iadules f

Figure 8-10 Device Properties
Device

Displays the name of the active device. Double clicking invokes the Project Wizard to allow
editing of this item.
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RAM Size, FLASH Size, Flash Start
These are for display only and are not editable.
Connection

Boot Mode: This connection type specifies that the on-board programming BOOT mode sequence
is to be initiated. This will cause the entire FLASH memory to be erased and a kernel loaded.

USER (Program) Mode: This connection type specifies that the on-board programming USER
Program mode sequence is to be initiated by a previously loaded user program that is used to
reprogram the FLASH memory.

Interface

If the target is connected directly to the host computer, the connection interface should be selected
to “‘Direct Connection’.

Double clicking invokes the Project Wizard to allow editing of this item.
Kernel Resident

This specifies that a main kernel is already resident and running on the target device before
connection by FDT. Double clicking invokes the Project Wizard to allow editing of this item.

Available RAM and Free RAM

These are for display only and are not editable.
Buffer Size

This shows a size of programming the flash memory.
Device ID

This is not used in communication protocol B, C or D.
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8.5.4 Programmer Tab

This shows the state of the Function Map and allows the user to select the Device Protection
Option of Automatic, Interactive, or None and the message level option of Advanced or Standard.

«
Froperty I Yalue
Device Pratection Automatic
Mezzage Level High
RFeadback erification Mo
Feset on Disconnect Mo
Connection Reset R
Reinterrogate on Connect [FE
Security Protection Prompt
File Cwer Warning Yes

Erasure of Uzer Boot Area Mo

Function Map :

Wik ite SR
Fead R
Eraze M
Blank Check, R
Data Buffer [k o
Bytes Available [k o

I 2

Pr\. Kermel }1. Communications }1. Drevice }-..Prngrammer ;{. Modules j‘

s

Figure 8-11 Programmer Properties
Device Protection

This allows the user to select either automatic protection (Automatic) or interactive protection
(Interactive) to protect the FLASH device from accidental over-erasure and over-programming.
Automatic protection will erase blocks from the device prior to programming, as necessary.
Interactive protection will ask the user before an erase occurs. In addition, None can be selected to
disable device protection. Double click to edit the setting.

Whilst connected to a device FDT keeps track of the state of the FLASH blocks and is able to
determine when a programming operation will over-program a region of FLASH memory.

Note: If device protection is disabled the user is responsible for erasing the device prior to
programming.
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Message level

The user can select either Standard or Advanced message levels. A Standard message level
generates general FDT/target device status messages regarding high-level communications details.
An Advanced message level generates more detailed information regarding lower level
communications details. Double click to edit the setting.

Readback Verification

After programming, FDT can verify the data was programmed successfully by performing a read-
back verification. Use this option to specify whether you would like to perform read-back
verification, always, after confirmation, or never. Double click to edit the setting.

Reset on Disconnect

Executing the "Disconnect” item while the E8, E8Direct, E8a, E8aDirect, E1, E1Direct, E20, or
E20Direct is connected resets the target hardware. Use this option to specify whether you would
like to reset the device, always, after confirmation, or never. Double click to edit the setting.

Note — Please be sure to supply power from the user system when you use this option.
Connection Reset

Not used.

Reinterrogate on Disconnect

This option forces FDT to reinterrogate Generic Boot devices on connection. With this option set
to "No" (default), the device settings are saved in an automatically generated fcf file and re-used.
With this option set to "Yes", FDT will always reinterrogate the device for its details upon
connection; this allows one project to work with many Generic Boot devices. If this option is set to
"Query", FDT will ask you to select whether to reinterrogate the device. You can edit the setting
after double-clicking on this row.

Security Protection

This option controls whether FDT should security protect (some QzROM devices) or parallel
mode protect (some R32C devices) as it disconnects. It echoes the setting on the Protection toolbar
(see 2.1.2). Select “Automatic” to always protect the device at disconnection. Select “Prompt” to
query the user what to do and select “None” to never protect the device at disconnect. NB — It
might not be possible to reconnect to a protected device.
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File Over Warning

With this option set to "Yes" (default), the FDT opens a dialog box to confirm whether
downloading should continue or be aborted when the file being downloaded is larger than the size
of the ROM. You can edit the setting after double-clicking on this row.

Erasure of User Boot Area

With this option set to "Yes", erasure of the User Boot Area is enabled. With this option set to
"No", erasure of the User Boot Area is disabled. You can edit the setting after double-clicking on
this row. This option is only available for devices that support erasure of the User Boot Area.

Function Map
This is not used in communication protocol B, C, D, or E.
8.5.5 Modules Tab

This shows each Kernel file name. Some entries may be blank because most kernels do not use all
of the modules.

Flash Properties E bt
Praperty [ Value |
Boot Mode Micra Kerme
Boot Moos Kerne

ksar Minde Kennel

4 [0 Kemel A Commnumicatons } Device b Progammer b Modules f
Figure 8-12 Module Properties
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8.6 Data File Properties Window

Once a file is open and selected in the Hex Editor window the dialog can be invoked by clicking
the Properties button on the S-Record/Data File toolbar, from the Right-Click Properties Menu
entry or using the Alt+Shift+P hot key.

8.6.1 Block Usage Tab

This tab shows the starting, finishing address and sizes of the data blocks contained in the active
file tab. If the file is open in the editor window, double clicking on a range highlights the selected
data.

Data File Properties “2282Test.mot’ ) E[

Block Uzage | Curzar ‘v’aluei Checkaum 1

Address I Length I

H'OO0000o00 - H'OoOoooooz  H'oooooood
H'OOD00l000 - H'O0OO111lDr H'OOOOO11E

Figure 8-13 Data File Properties Block Usage
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8.6.2 Cursor Value

This tab shows various representations of the data at the cursor position. The display depends upon
whether the display unit is set to Byte, Word or DWord. Note that it assumes data alignment of the
display unit size so for example, the same value is displayed wherever the cursor is positioned
within a DWord.

Data File Properties '2282Test. mot' ) =]

Block Usage  CursorVake | Checksum |

| Big Endian | Little Endian |
Cursor Position Cx00000ooo -
Value 000001000 0x00L00000
Decinal value (signed) ooooz096 01048576
Dacinal valus (unsigned) Qo004096 01048576
Float walue E_T7397185e=042 1. 469267 9e~035

Figure 8-14 Data File Properties Cursor Value

8.6.3 Selection Value

This tab shows various representations of the data that is currently selected. The display depends
upon whether the selection is a Byte, Word or DWord.

Data File Properties "2282Test.mot’ x|

Block Usage  Selection Vaiue | Checksum |

| Big Endian | Litcle Endian |
Zelection size DHORD DUORD
Value OxO000L000 Ox00L00000
Decimal valus (signed) BO00409E 01048576
Decimal value (unsigned) 00004058 01048576
Float valus £.7337185e-042  1,4693675s-039

Figure 8-15 Data File Properties Selection Value
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8.6.4 Checksum Tab

This tab shows the Raw style checksum for the selected data range.

Data File Properties "2282Test.mot’ x|

Block Usage  SelectionValue l'.‘l-mcksu-nl

Selaction | FHaw |

Ox000300300 = Ox0007FFFE Ox07FERSEL

Figure 8-16 Data File Properties Checksum Tab

8.7 Output Window

The Output window is one of the main windows contained in the FDT GUI.

:

(150 o) a0sa [ Frdirie |

Figure 8-17 Output Window
The window has available pop-up menu that contains the following items:
8.7.1 Copy
Copies any selected text to the clipboard
8.7.2 Clear Window

This will clear the Output window.
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8.7.3 Save

Allows the contents of the window to be saved to a text file. A Save Dialog will appear to specify
the intended file location.

8.74 Allow Docking

With this option checked the Output window is capable of being docked within the FDT
application window. With the option unchecked the Output window is a floating window.

8.7.5 Hide

Invoking Hide conceals the output window. It is restored by [View->Output].

Note — the output window will not log messages indefinitely. The current default is 500 lines of
text, after which older messages will be purged.
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8.8 Hex Editor Window

The Hex Editor window is one of the main windows contained in the FDT GUI. It is used to
display file contents or target uploads within FDT. There are several ways of opening a file within
the editor:

o double-click on a project file from the Workspace view

e double-click on an FDT file type from Windows® Explorer

e drag and drop a file from Windows® Explorer onto the editor space
e choose' Open a Data File...' from the File menu or toolbar icon

e upload data from a target device

«# IndustrialController.DDI - [0x0000C182] (Little Endian) D i ] 4

oooocooo 00 01 02 03 04 05 0A 07 08 09 10 11 12 13 14 15
gooocolo 00 01 02 03 04 05 06 07 FF FF FF FEF FF FF FF FF
gooocoz20  FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF yyyyyyyyyyyyyyyy
goooco3o 55 B GBE R BB BR BR GE GG EE GL ER GE GG EE GG TIIOUTUUOOUTTOOUDT
goooco4o0 55 55 &5 55 G55 B5 EB5 G5 55 G5 B5 E5 G5 55 GG BL  OUUUDUUTUUTUUIUUTT
0000C0S0 55 55 55 55 55 55 55 55 55 55 5% 55 55 55 55 55 UOUUUUUUUUUOUOUDU

0000COE0 S5 55 55 55 55 55 55 55 55 55 55 55 55 55 56 55  (UUUUUDUUDUUUUON
0000CO70 G5 55 55 55 55 55 & e mUnTOITDTITT
D0DOCOB0 55 55 55 55 55 55 il = UTIUTTUI T
0000C090 55 55 55 55 5& 5§ Copy cr+c  fpnuonuoTIITIUoT
0000COAD S5 55 55 55 55 55 ke ey BUTUOUDOUOUTOUOD
000DCOBO S5 55 55 55 55 &5 = FITIITIT I
0000COCO G5 55 55 55 56 B " I
0000CODD 55 55 55 55 5& 5§ = " T OO
DO0DCOED S5 55 55 55 56 55§ Reds Col+r UUTOUTIUDUUTUID
000DCOFD S5 S5 55 55 5§ &5 ITIIIUT I
0000C100 G5 55 55 55 55 B Display Urit O
0000C110 55 55 55 55 55 55 - ; i
0000C120 5 ES 55 55 SE £g | Little Endlian

ooooc1i30 55 55 55 55 56 65
goooci40 FF FF FF FF FF FE

lign ko § Bywtes Alk+5 Big Endian

0000cic] FF FF FF FF FF EBF be Toggle ASCIT column ale+a
0000C160 FF FF FF FF FF FF :

0000C170 FF FF FF FF FF FF F b Creats gelection... Alt+H
0000C180 FF FF FF FF FF FF F £&0Fl AL
0000C130 FF FF FF FF FF FF :

0000CIAD FE FF FF FF FF FE F AENS. e
0000CLE] FF FF EF FF FF FF F 551 Replace... CerlH

ol e R o o s e R B W B, R W B R R R T

0000C1C0  FF FF FF FF FF FF
goo0ocibld FF FF FF FF FF FF F %Eroperties... Alt+Shift+P
0000CIED FF FF FF FF EF FF FiSSEC S S
0000C1F0 FF FF FF FF FF FF F G 21 il
0000C200 FF FF FF FF FF FF FF EFF FF FF FF FE FF FF FF FE  y9yissvivvvvvisy -l

MUser Flash f{ Diata Flash f

Figure 8-18 Hex Editor Window

The window will have one or more tabs along the bottom of the view, each of which will
correspond to a flash area on the target device for the project. Each tab will be set to the address
range of that flash area and will show the data that corresponds to that area. DDI files and uploads
via blocks are capable of adding into multiple tabs simultaneously. Normal S-record and binary
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files (and uploads via address) will only have data for one flash area at a time, which will leave the
other tabs empty (although they can still be edited manually).

Across the top of the window the current filename will be displayed (or upload name), along with
the current cursor location (or selected area) and the endian of the view. FDT will default to 'Big
Endian'. (Note that swapping the endian view of a file will not affect the data that is saved to that
file)

Additionally, should a project device support the concept of ID codes (check the device hardware
manual for more information) then FDT will highlight the byte locations affected:

0000FFCO FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
0000FFDO  FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
0000FFED FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
0000FFFO0 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF

IIII\User Flash A Data Flash ,"
Figure 8-19 Example ID code highlighting

To close an open file, click the cross in the top right corner of that file. If the file is unsaved, FDT
will prompt to ask if you want to save the open file unless the shift key is held down whilst the
cross is clicked. After closing and saving, FDT will ask if you wish to add the file to the current
project if it is not included already.

When saving a .ddi file as a different file type, e.g. S-Record, then FDT is not able to output the
data from each of the DDI tabs into a single file. In this case it will issue a warning that only the
data from the active tab will be saved into the file. The active tab is the currently viewable tab.
NOTE - This may result in data loss when compared to the original DDI file.

Also note that FDT will default to saving text based file formats (e.g. S-Record or DDI) as
uppercase, even if the original file was lowercase. This is to improve compatibility with other
Renesas tools. This behaviour is new from 3.06 and can be modified by adding an entry into the
FDT.ini file:

[ECXSRecordView]
LowerCaseSRecordSave=1

This will make FDT case aware and ensure it saves lowercase files in their original format.

The above window has a right-click pop-up menu that contains the following items:
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8.8.1 Cut

This will remove the contents of the highlighted block from the window and place it on the
clipboard in the standard Windows® manner. This is only available if a block is highlighted.

8.8.2 Copy

This will copy the contents of the highlighted block to the clipboard in the standard Windows®

manner. This is only available if a block is highlighted.

8.8.3 Paste

This will copy the contents of the Windows® clipboard into the child window at the current cursor

position.
8.8.4 Undo

Reverses the last editing operation on the selected data.
8.8.5 Redo

Reverses the last undo operation.
8.8.6 Display Unit

Invokes the cascaded menu as follows:

Byte - view the data as 8-bit bytes.

Word - view the data as 16-bit words.

DWord - view the data as 32-bit double words.
8.8.7 Endian

Invokes the cascaded menu as follows:

Little Endian - view the data in little endian format.

Big Endian - view the data in big endian format.
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8.8.8 Align to 8 Bytes

Data is displayed on each line as 8 bytes. The number of bytes that can be accommodated on each
line is dependent upon the size of the window. The default for this setting is ‘on'.

8.8.9 Toggle ASCII Column
Allows the ASCII column to be removed or displayed.
8.8.10  Create Selection...

Launches the 'Create Selection' dialog box allowing the user to create a selection area by entering
its start address, end address and length. The selected area can be used in conjunction with the
Clipboard, Fill or Search and Replace.

8.8.11 Fill...

Launches the 'Fill' dialog box for the current active file to write the specified data to the selected
area. When the 'ASCII Fill' check box is selected, the data to be written can be specified with
ASCII characters.

8.8.12 Find...

This will launch the 'Find' dialog box allowing the user to enter either hexadecimal or ASCII data.
The scope of the search is limited to the data within the active file in the Editor window. If a match
is found, the Editor window is updated to display the found data.

8.8.13  Replace...

This will launch the 'Replace’ dialog box allowing the user to enter either the hexadecimal or
ASCII data to be found and the replacement data, in the same format. The scope of the search is
limited to the data within the active file in the Editor window. If a match is found, the Editor
window is updated to display the found data, click on the now enabled Replace button to replace
the data.
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8.8.14 Properties...
Launches the 'Data File Properties' dialog box.
8.8.15  Add to Active Project

Adds the file to the active project. This menu item will be disabled if the file is already added to
the project.

8.8.16  Data Entry Note

When entering data in the 'Find', 'Replace’ or 'Fill' dialog boxes only hexadecimal or ASCII values
can be used, based on the ASCII Search check box. When entering hexadecimal values a
preceding '0x' is fixed in the entry text box, so hexadecimal values are appended.

8.8.17 Goto Address

Double clicking on the address column displays the '‘Goto Address' dialog. This allows entry of a
hex address to set the hex editor cursor position to. Note that this is entirely different to the
similarly named kernel command "Go From Address".
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8.9 Customise - Toolbars

Invoked by [Tools->Customise...] in the ‘Customise’ dialog box.

20

Toolbars I Meru |

Taalbars:

f# Show Toolbps M.

Reset

wi5-Record

<] H
Toalbar name:

Figure 8-20 Customise Toolbars Dialog

8.9.1 Show Tooltips

A check mark in the Show Tooltips box indicates that the action of the button will be displayed
when the mouse arrow is pointing to the button. If the box is unchecked, no action is displayed.

8.9.2 New...

The New... button launches the “Toolbar Name’ dialog box which allows the user to name and
generate a new toolbar. After entering the new name and clicking on OK, the new name will be
added to the Toolbars list and an empty toolbar is displayed on the interface.

Selecting the Commands tab allows the user to select and add buttons to the new toolbar. The user
can place the new toolbar anywhere on the GUI by dragging it with the mouse.
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8.9.3 Reset

The Reset button resets the toolbar to the default.
8.9.4 Toolbar name

Reflects the toolbar selected in the list.
8.9.5 OK

Clicking on OK, in the ‘“Toolbar Name’ dialog box adds the new name to the Toolbars list on the
Toolbars window and invokes a blank toolbar on the GUI.

Clicking on OK in the ‘Customise’ dialog box saves any changes made and closes the dialog box.
8.9.6 Delete

If a new toolbar has been added to the Toolbars list and it is selected, the Reset button is renamed
to Delete. Clicking on this button will remove the new toolbar from the list and from the GUI.
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8.10  Customise — Menu

Invoked by [Tools->Customise...] and then select the Menu tab in the ‘Customise’ dialog box.

customise i xl]
Tu::lll:lars] Metw ]
Applicabon wide bools:

Mame | Wersion |

Wolkspace vade tools:

Mame | Wersion ] Add .

Figure 8-21 Customise Menu Dialog
< To add a new menu option:

1. Select [Tools->Customise...]. The dialog shown above will be displayed. Select the “Menu”
tab. The first thing for you to decide is whether you are adding a global application wide tool
(“Application wide tools:”), which will be available to all of your workspaces. Or whether you
wish to add a workspace wide tool (“Workspace wide tools:”), which is only valid for the
current workspace. Once you have made the choice choose the relevant section of the dialog.

2. Click the “Add...” button. If you would like to add an existing system tool to the menu then
select the “Select from existing system tools” radio button, choose the tool from the drop-down
list and then click “OK”. Alternatively, if you would like to add a tool of your own then follow
the remaining steps.

3. Enter the name of the tool into the “Name” field.

4. Enter the command, excluding arguments, into the “Command” field.

5. Enter any arguments that you would like to pass to the command into the “Arguments” field.
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6. Enter an initial directory in which you would like the tool to run, into the “Initial directory”
field.
7. Click “OK?” to add the menu option to the “Tools” menu.

Add Tool EHE

' Defire new user oo (i[4

Tool details:

g [ Goent |
|ERpI:-!er

Command .

|$P\'¢"iND*-F|]"-.:=n|:II|:I|ﬁ.ml: .LI _Ernme...l

Arguments ;

| 2

Iriitial directom

|$|TEr-'IF'L‘IIFI! |L| Browsa.., |

1 Select fom existing svstem tools:

|:-!-4. hi Mapyisw [versian 1.01 -|

Figure 8-22 Add Tool Dialog

New menu options are added to the bottom of the list (i.e. bottom of the tools menu) by default.
The order of menu options in the [Tools] menu can also be modified.
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> To modify a menu option:

1. Select [Tools->Customise...]. The dialog shown below will be displayed. Select the “Menu

tab.

2. Select the menu option that you would like to modify and then click the “Modify...” button.
3. Make the desired changes on the “Modify Tool” dialog and then click “OK”.

ModifyTool

Mame:

[Esploce

Command :

|$I'W'I MDIA fexploner.exe

Angumsits

¥ e |

i3

|mtial direckony :

|$ITEHFEJIFI]

LI Browss..

< To remove a menu option:

Figure 8-23 Modify Tool Dialog

1. Select [Tools->Customise...]. The dialog shown in Figure 6-19 will be displayed. Select the

“Menu” tab.

2. Select the menu option that you would like to remove and then click the “Remove” button.
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Chapter 9 Simple Interface Mode

Invoked by [Tools->Simple Interface...]. This is used to simplify the look and feel of FDT once a
project is configured. See Chapter 5 Access Rights for details about using this in conjunction with
user names and passwords. This chapter describes the full Simple Interface Mode; see Chapter 10
for details of Basic Simple Interface Mode.

FDT Simple Interface

Opkions

Project : | Industiial Corrolier

Dravice : | Ha/3028F Pt : COM1

i~ File#Image Selection
= Dowrlosd Project Image |-Jslrial Contralleflndustial Conticlleélndustial Cortraler.dd

™ Doverioad File

¥ Usar Dats fies ]

™| LlzerBootdnea J

Frogram Flash |

Figure 9-1 FDT Simple Interface
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9.1 Options Menu

9.11 Login...

This allows changing of which user is logged in to FDT. The hotkey Ctrl+Shift+U also invokes the
Login dialog.

9.1.2 Batch Erase Mode...

This will change the dialog box so that the operation is erasure rather than programming. The
‘Program Flash’ button will change to ‘Erase’, the file\image selection buttons will be disabled and
the programming options will also be disabled. Clicking ‘Erase’ will erase the whole device (it is
not possible to specify the area to erase).

9.1.3 Compare Mode

This will change the dialog box so that the operation is comparison rather than programming. The
‘Program Flash’ button will be replaced by a button labeled ‘Compare’. Clicking on ‘Compare’
will start comparison of data in the file with data in the flash memory.

9.14 AutoDisconnect

This forces FDT to automatically disconnect after programming (or erase if in Batch Erase Mode),
so that the user does not need to press the Disconnect button.

9.15 Readback Verify

This option controls whether FDT automatically performs a read and compare operation after
programming. The default setting is taken from the project setting (“Readback Verification” on the
Programmer tab of the Project Properties window), but the user can override the default by
selecting this menu item.

9.1.6 Request Checksum

This option controls whether FDT automatically performs a checksum request operation after
programming. The setting is remembered between sessions.

9.1.7 Erase Device Before Program

This option controls whether FDT automatically performs an erase operation before programming
the device. This will erase all blocks in all memory areas prior to programming. The setting is
remembered between sessions.
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9.1.8 File Over Warning

The FDT opens a dialog box to confirm whether downloading should continue or be aborted when
the file being downloaded is larger than the size of the ROM.

9.1.9 Erasure of User Boot Area

Select the checkbox to enable erasure of the User Boot Area. Otherwise deselect the checkbox.
This option is only available for devices that support erasure of the User Boot Area.

9.1.10 Security Protection

This option controls whether FDT should security protect (some QzROM devices) or parallel
mode protect (some R32C devices) as it disconnects. Select “Automatic” to always protect the
device at disconnection. Select “Prompt” to query the user what to do and select “None” to never
protect the device at disconnect. NB — a QzROM protected device cannot be reconnected to.

9.1.11 Set ID Code...

This option allows programming and erasing of 1D codes (key codes) for generic boot devices with
intelligent flash security (IFS). For details, refer to section 19, Intelligent Flash Security (IFS).

9.1.12 Block Locking...

This option allows the user to lock or unlock blocks (for some M16C-family and generic boot
devices).

9.1.13 Other Properties Settings

Target Power...:  The “Target Power Settings’ dialog box, where the setting can be changed, is
launched.

Auto Send ID...:  The ‘ID check’ dialog box, where the setting can be changed, is launched.

9.1.14 Field Programming->Run Published File...

Unpackage an .fpf4 file and use it in Simple Interface Mode.
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9.1.15 Unigque Code Programming...

Allows setup and control of the Unique Code Programming feature within FDT. See Chapter 16
for further details.

9.1.16 About...

Shows the About box.

9.2 Dialog Controls

9.21 Back to Project

This returns to the full FDT view. This will be disabled if the user currently logged in to FDT does
not have the ‘FDT:Project Edit’ access. [see Chapter 5 for details]

9.2.2 Exit

Clicking this will exit FDT and FDT will start up in the Simple Interface Mode next time it is
loaded. This will be disabled if the user currently logged in to FDT does not have the
‘Simplelnterface:Exit” access. [see Chapter 5 for details]

9.2.3 Download Project Image / Download File radio buttons

These are mutually exclusive and will be disabled if the user currently logged in to the FDT does
not have permission for access to ‘Simplelnterface:Download File’ or ‘Simplelnterface:Download
Project Image’. [see Chapter 5 for details]

‘Download Project Image’:
When this button is selected, the FDT shows the names of image files for downloading.

‘Download File’:
When this button is selected, the user can select downloading to the User/Data Area or the User
Boot Area*.

*Not selectable if the device in use does not have a User Boot Area.

9.24 Compare File -> Device (Compare Device) / Compare File -> Device (File Data
Only) radio buttons

These radio buttons are mutually exclusive and only usable in the comparison mode.
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‘Compare File -> Device (Compare Device)’:

This mode would compare the data in the device flash (starting at the device start address) to the
corresponding data in the file. The process would only stop once the entire device had been
checked, or differences were found. Areas that are not covered by the file would be assumed to be
OxFF and would therefore require a corresponding blank area on the device to be verified
correctly.

‘Compare File -> Device (File Data Only)’:

This mode would compare the data in the file to the corresponding data on the device. This is
identical in behaviour to the after-write readback verify process. Areas not covered by the file
would not be checked. Typically this will be a faster operation, as the entire flash does not have to
be uploaded, however, it is therefore a less thorough process.

9.25 Program Flash \ Erase \ Compare

Clicking on Program Flash allows FDT to download the specified file or image to the FLASH
memory. If in Batch Erase mode this button will switch to ‘Erase’ and will perform an entire
device erase. In the comparison mode, the label on this button will be replaced by ‘Compare’, and
pressing the button will initiate comparison of data in the file and data in the flash memory.

9.2.6 Disconnect
Clicking on Disconnect forces FDT to disconnect.
9.2.7 File Selection

The filename can be specified in the File Selection section by typing directly into the field or
clicking on the arrowed button and then either browsing or selecting from the recently-used list
(which can hold up to four entries).
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Chapter 10 Basic Simple Interface Mode

Invoked from the start menu "Flash Development Toolkit 4.09 Basic". This is used to simplify the
look and feel of FDT and does not need a Workspace and Project. See Chapter 5 Access Rights for
details about using this in conjunction with user names and passwords. This chapter describes the
Basic Simple Interface Mode; see Chapter 9 for details of the full Simple Interface Mode.

Basic Simple Interface Mode will restore any previous settings on start up. To change the device,
kernel or port settings, the Options—>New Settings& menu will invoke the Wizard to collect the
new details.

Cpticns
| BASICFILE PROGRAMMING Esit

Device : | HES/2218UF Pegt - LISE Direct

—File Selection

1% Dowricad File

[ User / Data frea |

i
I UzenBoctdnea | _.!J

Figure 10-1 FDT Basic File Programming
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10.1  Options Menu

10.1.1  Login...

This allows changing of which user is logged in to FDT. The hotkey Ctrl+Shift+U also invokes the
Login dialog.

10.1.2 Batch Erase Mode...

This will change the dialog box so that the operation is erasure rather than programming. The
‘Program Flash’ button will change to ‘Erase’, the file\image selection buttons will be disabled and
the programming options will also be disabled. Clicking ‘Erase’ will erase the whole device (it is
not possible to specify the area to erase).

10.1.3 Compare Mode

This will change the dialog box so that the operation is comparison rather than programming. The
‘Program Flash’ button will be replaced by a button labeled ‘Compare’. Clicking on ‘Compare’
will start comparison of data in the file with data in the flash memory.

10.1.4  AutoDisconnect

This forces FDT to automatically disconnect after programming (or erase if in Batch Erase Mode),
so that the user does not need to press the Disconnect button.

10.15 Readback Verify

This option controls whether FDT automatically performs a read and compare operation after
programming. The setting is remembered between sessions.

10.1.6  Request Checksum

This option controls whether FDT automatically performs a checksum request operation after
programming. The setting is remembered between sessions.

10.1.7  Erase Device Before Program

This option controls whether FDT automatically performs an erase operation before programming
the device. This will erase all blocks in all memory areas prior to programming. The setting is
remembered between sessions.
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10.1.8  File Over Warning

The FDT opens a dialog box to confirm whether downloading should continue or be aborted when
the file being downloaded is larger than the size of the ROM.

10.1.9 Erasure of User Boot Area

Select the checkbox to enable erasure of the User Boot Area. Otherwise deselect the checkbox.
This option is only available for devices that support erasure of the User Boot Area.

10.1.10 Security Protection

This option controls whether FDT should security protect (some QzROM devices) or parallel
mode protect (some R32C devices) as it disconnects. Select “Automatic” to always protect the
device at disconnection. Select “Prompt” to query the user what to do and select “None” to never
protect the device at disconnect. NB — a QzROM protected device cannot be reconnected to.

10.1.11 Set ID Code...

This option allows programming and erasing of 1D codes (key codes) for generic boot devices with
intelligent flash security (IFS). For details, refer to section 19, Intelligent Flash Security (IFS).

10.1.12 Block Locking...

This option allows the user to lock or unlock blocks (for some M16C-family and generic boot
devices).

10.1.13 Other Properties Settings

Target Power...:  The ‘Target Power Settings’ dialog box, where the setting can be changed, is
launched.
Auto Send ID...:  The ‘ID check’ dialog box, where the setting can be changed, is launched.

10.1.14 New Settings...
Run the Wizard to allow entry of the new settings.
10.1.15 About...

Shows the About box.

R20UT0508EJ1300 Rev.13.00 leNESAS Page 171 of 227
Jan 15, 2016



Renesas FLASH Development Toolkit 4.09 Chapter 10 Basic Simple Interface Mode

10.2  Dialog Controls
10.2.1  Exit

Clicking this will exit FDT and FDT will start up in the Simple Interface Mode next time it is
loaded. This will be disabled if the user currently logged in to FDT does not have the
‘Simplelnterface:Exit’ access. [see Chapter 5 for details]

10.2.2 Download File radio button

This will be disabled if the user currently logged in to FDT does not have permission for access to
‘Simplelnterface:Download File’. [see Chapter 5 for details]

‘Download File’:
When this button is selected, the user can select downloading to the User/Data Area or the User
Boot Area*.

*Not selectable if the device in use does not have a User Boot Area.

10.2.3  Compare File -> Device (Compare Device) / Compare File -> Device (File Data
Only) radio buttons

These radio buttons are mutually exclusive and only usable in the comparison mode.

‘Compare File -> Device (Compare Device)’:

This mode would compare the data in the device flash (starting at the device start address) to the
corresponding data in the file. The process would only stop once the entire device had been
checked, or differences were found. Areas that are not covered by the file would be assumed to be
OxFF and would therefore require a corresponding blank area on the device to be verified
correctly.

‘Compare File -> Device (File Data Only)’:

This mode would compare the data in the file to the corresponding data on the device. This is
identical in behaviour to the after-write readback verify process. Areas not covered by the file
would not be checked. Typically this will be a faster operation, as the entire flash does not have to
be uploaded, however, it is therefore a less thorough process.

10.2.4  Program Flash \ Erase \ Compare

Clicking on Program Flash allows FDT to download the specified file or image to the FLASH
memory. If in Batch Erase mode this button will switch to “‘Erase’ and will perform an entire
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device erase. In the comparison mode, the label on this button will be replaced by ‘Compare’ and
pressing this will initiate comparison of data in the file and data in the flash memory.

10.2.5  Disconnect
Clicking on Disconnect forces FDT to disconnect.
10.2.6  File Selection

The filename can be specified in the File Selection section by typing directly into the field or
clicking on the arrowed button and then either browsing or selecting from the recently-used list
(which can hold up to four entries).
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Chapter 11 Field Programming

This is a feature designed to assist FDT users to send their FDT projects to other FDT users. Once
a project is configured correctly and the project images are built, FDT can package all required
files (Kernel and data files) into a single file (with an ".fpf4" extension). This can be sent to
another FDT user (using the same version of FDT), who can simply double click on the package
file to start FDT and unpack the project files. FDT will unpack the files and update the references
to the file paths for the new location, and allow programming of the Project Images using FDT
Simple Interface Mode (subject to the user having the correct access rights).

To publish (create) a package file, select the Project->Field Programming...->Publish... menu
item when in the full FDT Workspace view. Because a project image is a prerequisite for
publishing a project, if the project does not have a Project Image built already, FDT will ask you if
you want to build one now. FDT will then prompt you to select an output directory for the
published package file.

To run a published file, select the Project->Field Programming...->Run Published File...
menu item from the full FDT Workspace view, or the Options-> Field Programming->Run
Published File... menu item from the Simple Interface Mode screen. Also, double clicking on a
" fpf4" file from Windows® will start FDT in Simple Interface Mode using the selected package
file.

On open, FDT checks the creating version of the package file and will warn the user if the file
cannot be unpacked and run by the currently installed version. A message box will highlight the
required version to run the package.

FDT will unpack the .fpf4 files into the Published Projects subdirectory of FDT.

R20UT0508EJ1300 Rev.13.00 leNESAS Page 174 of 227
Jan 15, 2016



Renesas FLASH Development Toolkit 4.09 Chapter 11 Field Programming

FDT Simple Interface

Options
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Figure 11-1 FDT Field Programming Interface
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11.1  Options Menu

11.1.1  Login...

This allows changing of which user is logged in to FDT. The hotkey Ctrl+Shift+U also invokes the
Login dialog.

11.1.2 Batch Erase Mode...

This will change the dialog to be erase based, rather than programming based. The ‘Program
Flash’ button will change to ‘Erase’, the file\image selection buttons will be disabled and the
programming options will also be disabled. Clicking ‘Erase” will erase the whole device (it is not
possible to specify the area to erase).

11.1.3  AutoDisconnect

This forces FDT to automatically disconnect after programming (or erase if in Batch Erase Mode),
so that the user does not need to press the Disconnect button.

11.1.4 Readback Verify

This option controls whether FDT automatically performs a read and compare operation after
programming. The setting is remembered between sessions.

11.15 Request Checksum

This option controls whether FDT automatically performs a checksum request operation after
programming. The setting is remembered between sessions.

11.1.6  Erase Device Before Program

This option controls whether FDT automatically performs an erase operation before programming
the device. This will erase all blocks in all memory areas prior to programming. The setting is
remembered between sessions.

11.1.7  File Over Warning

The FDT opens a dialog box to confirm whether downloading should continue or be aborted when
the file being downloaded is larger than the size of the ROM.
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11.1.8 Erasure of User Boot Area

Select the checkbox to enable erasure of the User Boot Area. Otherwise deselect the checkbox.
This option is only available for devices that support erasure of the User Boot Area.

11.1.9  Security Protection

This option controls whether FDT should security protect (some QzROM devices) or parallel
mode protect (some R32C devices) as it disconnects. Select “Automatic” to always protect the
device at disconnection. Select “Prompt” to query the user what to do and select “None” to never
protect the device at disconnect. NB — a QzROM protected device cannot be reconnected to.

11.1.10 Set ID Code...

This option allows programming and erasing of 1D codes (key codes) for generic boot devices with
intelligent flash security (IFS). For details, refer to section 19, Intelligent Flash Security (IFS).

11.1.11 Block Locking...

This option allows the user to lock or unlock blocks (for some M16C-family and generic boot
devices).

11.1.12 Other Properties Settings

Target Power....  The “Target Power Settings’ dialog box, where the setting can be changed, is
launched.

Auto Send ID...:  The ‘ID check’ dialog box, where the setting can be changed, is launched.
11.1.13 Field Programming->Run Published File...

Unpackage another .fpf4 file and use it in Simple Interface Mode.
11.1.14  Unique Code Programming...

Allows setup and control of the Unique Code Programming feature within FDT. See Chapter 16
for further details.

11.1.15 About...

Shows the About box.
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11.2  Dialog Controls

11.2.1  Back to Project

This returns to the full FDT Workspace view. This will be disabled if the user currently logged in
to FDT does not have the ‘FDT:Project Edit’ access. [see Chapter 5 for details]

11.2.2  Exit

Clicking this will exit FDT and FDT will start up in the Simple Interface Mode next time it is
loaded. This will be disabled if the user currently logged in to FDT does not have the
‘Simplelnterface:Exit’ access. [see Chapter 5 for details]

11.2.3 Download Project Image radio button

This will be disabled if the user currently logged in to FDT does not have the
'Simplelnterface:Download Project Image' access. [see Chapter 5 for details]

11.2.4  Program Flash \ Erase

Clicking on Program Flash allows FDT to download the specified file or image to the FLASH
memory. Additionally, if Readback Verify is switched off, the Checksum will also be calculated
and output to the screen. If in Batch Erase mode this button will switch to ‘Erase’ and will perform
an entire device erase.

11.2.5 Disconnect

Clicking on Disconnect forces FDT to disconnect.
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Chapter 12 Updating the Adapter Software

When connecting to an E8, E8a, E1, or E20 interface adapter board, FDT will check that the
firmware (adapter software) is the correct version and correct type for supporting the connection to
the selected device. If there is a mismatch then FDT will offer to update the firmware in order that
the connection can be continued. Also if the firmware checksum is incorrect, an update will be
required. Note that in some cases, an update to an earlier version number may be required if the
current version does not support the selected device. It is very important that the interface board is
not unplugged during the update process because this could result in the interface board being left
in an erased state.

12.1 E8 and E8a

The E8 and E8a have two firmware areas, a 'Level 0' and a 'Level 1' (the Bootstub and Adaptor
Software respectively). Typically FDT will only update the Level 1 area but in some cases a Level
0 update is also required. This is usually seen when connecting with an E8 in E8Direct mode (see
Chapter 13 - Interface Boards) for the first time and will result in a slightly different update
process, shown below for comparison (note that the process is similar for an E8a):

Level 0 and Level 1 update:

E8 target power has been set to ON at 5.0V

Connecting to device "R5F21174" on "E8"

Configuration:

"BOOT Mode® connection - using emulated interface
Opening port "E8"

Checking for E8 update...

Adaptor checksum OK

Processing Data file :"c:\FDT\ADPFiles\E8-Rel-Img.mot*

Mismatched Bootstub (Level 0) version number found (current E8 version
= 0.00.00.018, FDT holds version 2.00.00.000, FDT requires version
2.00.XX.XXX)

R20UT0508EJ1300 Rev.13.00 leNESAS Page 179 of 227
Jan 15, 2016



Renesas FLASH Development Toolkit 4.09 Chapter 12 Updating the Adapter Software

FLASH Development Toolkit x|

9P FOT will now update the E&/ESa firmware to a newer version to allow connection ta this device
\g\'/ (current Bootstub (Level 0 version = 0,00,00,018, new version = 2,00,00,000)

Click. OF ko conkinue

Cancel |

Figure 12-1 Update Confirmation Message

Update selected

Adaptor update started (do not unplug)...

Processing Data file :"c:\FDT\ADPFiles\MonpMain._.mot*
Adaptor update program downloaded. ..

Processing Data file :"c:\FDT\ADPFiles\AdpErase0O.mot"
Adaptor erased. ..

Processing Data file :"c:\FDT\ADPFiles\AdpWriteO.mot"

Updating...

Adaptor updated successfully

<Connection continues...>
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Level 1 only update:

E8 target power has been set to ON at 5.0V

Connecting to device "R5F21174" on "E8"

Configuration:

"BOOT Mode® connection - using emulated interface
Opening port "E8" ...

Checking for E8 update...

Adaptor checksum OK

Processing Data file :"c:\FDT\ADPFiles\E8-Rel-Img.mot*”
Adaptor version number OK

(current E8 Bootstub (Level 0) version = 2.00.00.000, FDT holds version
2.00.00.000, FDT requires version 2.00.XX._XXX)

Adaptor version type OK
(current type = E8S8EMULATOR)
Processing Data file :"c:\FDT\ADPFiles\E8-Rel-Img.mot*

Mismatched Adaptor Software (Level 1) version number found (current ES8
version = 0.02.00.000, FDT holds version 2.00.00.000, FDT requires
version 2.00.XX.XXX)

FLASH Development Toolkit x|

FOT will noww update the EG/ESa firmware to a newer version ko allow connection ta this device
\,_*/ rcurrent ddaptar Software (Level 1) version = 0,02,00,000, new version = 2,00,00,000)

Click. OF ko conkinue

Cancel |

Figure 12-2 Update Confirmation Message
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Update selected

Adaptor update started (do not unplug)...

Processing Data file :"c:\FDT\ADPFiles\MonpMain._.mot*
Adaptor update program downloaded. ..

Processing Data file :"c:\FDT\ADPFiles\AdpErase.mot"
Adaptor erased. ..

Processing Data file :"c:\FDT\ADPFiles\AdpWrite.mot"
Updating. - .

Adaptor updated successfully

<Connection continues...>

12.2 El and E20

The E1 and E20 have firmware in two areas: a common emulator area (‘Level 0') and an FDT area
(‘'Level 1". Typically FDT will only update the Level 1 area but in some cases a Level 0 update is
also required. The dialog box shown below appears when the Level 0 area has successfully been
updated. Follow the instruction given in the dialog box.

FLASH Development Toolkit x|

IUpdating of the firmware has been completed.

If you are using the E1, re-connect the USE interface cable
and dick on the 'OK' button,

If you are using the E20, turn off the power for the emulator,
Then turn on the power again and didk on the 'OK' button,

Figure 12-3 Updated Message
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Chapter 13 Interface Boards

FDT supports a number of interface boards for allowing FDT to communicate with, and control
the mode pins of target devices.

13.1  E8 (incorporating E8Direct)

The E8 is a USB debugging and flash programming interface board. It converts the data from USB
to serial, and allows control of up to four I/O pins and the reset signal. It can supply 3.3 or 5.0
volts to the target but the 1/O and serial voltage levels must be the same. The E8 has two modes of
operation:

E8 Mode: This is the default mode when the E8 is plugged in. In this mode, the pin settings for
controlling the 1/0 pins are predefined.

E8Direct Mode: This is a general purpose mode of operation where the user specifies the pin
settings for controlling the target I/O pins. To enter this mode, FDT sends a special command
which causes the E8 to re-enumerate as E8Direct. Once in E8Direct mode, to return to E8 mode
the E8 must be unplugged and replugged.

WARNING: Since E8Direct is intended for use with Renesas Starter Kits (RSK), use of
E8Direct with other boards is not supported. E8aDirect also supports use with Renesas
Starter Kits (RSK), Generic Boot devices and some 0.35um devices. Damage may occur to
the hardware if incorrect settings are used. It is important to always ensure that the target
board power is switched off when plugging the connector into the target board.
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13.2  E8a (incorporating E8aDirect)

Similar to the E8, the E8a is a USB debugging and flash programming interface board. It converts
the data from USB to serial, and allows control of up to six 1/0 pins and the reset signal. It can
supply 3.3 or 5.0 volts to the target but the 1/0 and serial voltage levels must be the same. The E8a
board utilises a clock synthesiser to allow higher baud rates and improved baud rate matching
between the interface board and the target board. The E8a has two modes of operation, but
switching between them is automatic:

E8a Mode: This is the default mode when the E8a is plugged in. In this mode, the pin settings for
controlling the mode pins are predefined.

E8aDirect Mode: This is a general purpose mode of operation where the user specifies the pin
settings for controlling the target 1/O pins in a similar manner to the E8Direct.

Note that when actively connected to an E8a, FDT will display details of the active E8a serial
number in the status bar.
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13.3  E1 (incorporating E1Direct)

The E1 is a USB debugging and flash programming interface board. It converts the data from USB
to serial, and allows control of up to six 1/O pins and the reset signal. It can supply 3.3 or 5.0 volts
to the target but the 1/0 and serial voltage levels must be the same. The E1 board utilises a clock
synthesiser to allow higher baud rates and improved baud rate matching between the interface
board and the target board. The E1 has two modes of operation, but switching between them is
automatic:

E1 Mode: This is the default mode when the E1 is plugged in. In this mode, the pin settings for
controlling the mode pins are predefined (but the FDT does not support this).

E1Direct Mode: This is a general purpose mode of operation where the user specifies the pin
settings for controlling the target 1/O pins.

Note that when actively connected to an E1, FDT will display details of the active E1 serial
number in the status bar.
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13.4  EZ20 (incorporating E20Direct)

The E20 is a USB debugging and flash programming interface board. It converts the data from
USB to serial, and allows control of up to six 1/0 pins and the reset signal (when the 38-pin to 14-
pin conversion adapter is in use). The E20 board utilises a clock synthesiser to allow higher baud
rates and improved baud rate matching between the interface board and the target board. The E20
has two modes of operation, but switching between them is automatic:

E20 Mode: This is the default mode when the E20 is plugged in. In this mode, the pin settings for
controlling the mode pins are predefined (but the FDT does not support this).

E20Direct Mode: This is a general purpose mode of operation where the user specifies the pin
settings for controlling the target 1/O pins.

Note that when actively connected to an E20, FDT will display details of the active E20 serial
number in the status bar.
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13.5 E8 Firmware and Device ID

When plugged in initially the E8 will report itself as a Renesas E-Series Device.
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% Universal Setial Bus controflers
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Figure 13-1 Initial E8 enumeration

To use the E8Direct functionality the E8 must be restarted, a task done automatically by FDT
during a connection operation (which may involve a firmware upgrade, see Chapter 12 — Updating
the Adapter Software). The Output window will contain the following messages

Preparing for re-enumeration of E8 to E8Direct...
Sending re-enumeration command. ..
Request sent successfully, closing E8 Comms. ..

At this point the E8 will re-identify itself to Windows as an E8Direct device.

NOTE: It will remain as an E8Direct device until next unplugged or the machine is powered down.
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E8Direct enumeration
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13.6  Pins
Pin No. E8 Direct Pin Name E8a Direct Pin Name
1 Output D Output D
2 GND GND
3 Output C Output C
4 Output A Output A
5 Target Txd (Input from Txd of | Target Txd (Input from Txd of Target
Target device to Rxd0 of device to Rxd0 of 2215RUF on E8a)
2215UF on EB8)
6 GND (Connected to GND on E8) Output E
7 Output B Output B
8 UVCC (can supply 3.3 or 5V or | UVCC (can supply 3.3 or 5V or detect if
detect if target is powered) target is powered)
9 BUSY (Not used for E8Direct) BUSY\UVCC2 Serial voltage input (for

CLK,Data, Tx & Rx - can supply 3.3 or 5V
or detect if target is powered)

10 GND (Connected to GND on E8)

Output F

11 Target Rxd (Output to Rxd of
Target device from TxdO of
2215UF on E8)

Target Rxd (Output to Rxd of Target
device from Txd of 2215RUF on E8a)

12 GND (Connected to GND on E8)

GND (Connected to GND on E8)

13 RESET

RESET

14 UCONNECT (Connect to GND on
Target board)

UCONNECT (Connect to GND on Target
board)
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El E20
PinNo. | pin Name Pin Name (14 Pins of the Conversion | Pin Name (38 Pins)
Adapter)
1 iod io4 iol
2 GND GND io2
3 i05 105 100
4 io0 100 -
5 SEND SEND UCONNECT
(connected to
GND on the
target board)
6 iol iol -
7 io3 io3 -
8 UVCC (can supply 3.3 or 5 uvce io3
V or detect if target is
powered)
9 UVCC2 (can supply 3.3 or 5 | UVCC2 RESET
V or detect if target is
powered)
10 i02 io2 -
11 RECEIVE RECEIVE SEND
12 GND GND -
13 RESET RESET -
14 UCONNECT (connected to GND | UCONNECT (connected to GND | UVCC
on the target board) on the target board)
15 io4
16 -
17 uvCCc2
18 -
19 RECEIVE
20 -
21 io5
22 -
23 -
24 -
25 -
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26 -

27 -

28 -

29 -

30 -

31 -

32 -

33 -

34 -

35 -

36 -

37 -

38 -

“-: The pin which FDT does not use
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Chapter 14 QzROM Programming

QzROM is a new type of programmable flash memory, found in some 4 and 8 bit MCUs. It is
based most closely around the Protocol D style device but has several important differences:

e One time programming - each byte of QzZROM can only be written once.
e QzROM cannot be erased - there is no erase command.

e Security Protection - QzROM has security protection. After protection, attempts to start the
target MCU for connection can result in an error status, i.e. further reads from (or writes to) the
device are not possible.

e Blank check - QzZROM has a Blank check command whereas other Protocol D devices don’t. If
Device Protection is set to “Automatic” or “Interactive” FDT will use this to check the device
write state before programming.

FDT is aware of QzZROM based on the device that is configured for the project.
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14.1 Reserved Areas

QzROM introduces the concept of ‘reserved areas’ into FDT, for example the M37545G4 has an
8-byte reserved area within the ROM. A reserved area is a defined area of Flash that FDT will not
read, write or blank check. Within the Hex Editor these reserved areas are shown as a series of
“*** characters.

< userarea,MOT - [0x0000f0d] ] =101 =]

ODDOfEDd 75 7?5 75 75 75 5075 VS VS 75 VH vuuuauumuvuug _:j
ODDOfE1Id P5 PS5 75 FH 75 PH 75 P55 V5 7L auuuuuuuaauu
ONDOffE23 75 75 75 7H Y5 ?H O7H 7R VL Y5 VL vuuunmuumiuuu
0DD0ff2e 75 75 75 75 75 75 75 75 75 75 75 vuuunuumuuy
ODDOfE39 75 75 75 75 75 75 75 75 75 75 75 auuuumuuiuuau
0DDOffE44 75 75 75 75 Y5 5 75 7L TS 75 75 uuuumuumauuy
ODDOfE4f 75 75 75 75 75 F5 75 75 75 75 7L quuuauuiuuy
0NDOfESa 75 75 75 75 7% 75 75 75 V% 75 75 auuunuuuaugu
QODDOffEeS 75 75 75 75 75 5 75 7S V5 75 V75 vuuuumuuuuuu
DDDOEEZD: 75 25 75 75 75 25 75 75 75 75 75  aduuunuuaauu
0NDOfE7D 75 75 75 75 YD ?L 75 7L 7S Y5 VD uuuuuuuauuy
ODDOffEs 75 75 T FH 75 PS5 -75 TS OIS 75 V5 vuuunuuauuu
ODDOfES]L 75 ?5 75 75 75 75 75 75 75 75 75 quuuuuuuuuu
ODDOEE9e 75 75 75 75 75 P95 075 75 7S 75 75 vuuumumiuuug
DDDOfEa? 75 75 75 75 75 F5 75 7L 7S V5 L quuuauuiuuy
ONDOfERZ2 75 75 75 7% 7% 95 75 FL OVL YR 7L uuuumuauauuawg
0n00f£bd T ] 3 P T L
0N0offch VR RV EFIRA RN TR
0NoofEaE H
onooffdes = (FITATRTTHIRATRITEAT
onDoffes 7 E FETFTRL TR TRF RV ERAN
DDODOEEE4 75 75 75 75 75 PLo7LH FH D 75 [FTFIVAVRFFIRAVRIEF :Ej
1' :ll.uur Flash

Figure 14-1 Hex Editor view of Reserved Area

Any attempt to type or copy data, etc. into these areas will be ignored, as will attempts to copy
data out. Files saved from this view will have no data for these areas (internally FDT treats this
data as OxFF despite what may be read in).

14.2  Security Protection

QzROM also introduces the concept of Security Protection into FDT, which is optionally set as
FDT disconnects (Note — once set, this cannot be undone).

For more information, please see the section on ROM Code Protection.
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Chapter 15 Locking

15.1  Locking Overview

Locking of erase blocks against writing or erasing is a feature supported by some of the M16C
family devices and some of the Generic Boot devices.

FDT offers control over these locking settings at connection, disconnection and during normal
operations. The options are available from a toolbar button and a menu entry:

Ao > e s A e
P o\ GHEEF WIS v
Figure 15-1 Toolbar Button

%° Connect to Device Chrl4-AlE+C

‘@: sconmect

7 Erase FLASH Blocks Chrl4+-Al+E

$¥ Blank Check Gt +Al+E

ﬁﬁ pload Image Chrl+AlE+L

$ Dovinload Sctive File bt AP

¥ FLA&SH Checksum Chrl+AlE+S

cje)

< %ﬁ Block Locking. .. Chrl+Al+L >

. Cancel Operation Er|+Ereak:

}lﬁ Zonfigure Flash Project Alt+Shift+R,

Figure 15-2 Menu Entry

Each erase block that supports the feature can be locked and unlocked individually (Note: an
unlock can only be performed by erasing the block). However, the setting will have no effect until
disconnecting to the device. The lock status of each erase block can be set automatically at
disconnect by FDT.
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15.2  Connection

If FDT is connecting to a device that supports the locking feature it will check the current locked

state of each erase block that has a corresponding lock bit (as defined in the project configuration
file). Then, depending on the current connection setting (selectable from the Locking Dialog - see
section 15.3), FDT will do one of three things:

1. Automatically Disable Locks

FDT will automatically disable the locking of device on connection. This will allow all blocks
on the device to be written or erased - whether they are currently locked or not.

2. Query User
FDT will ask the user what to do about the locking of the device on connection:

Flash Development Toolkit ]

P The device reports one or more erase blocks are currently locked

2

Should FOT kermporarily disable this locking ko allow erase and programs

Yes Mo |

Figure 15-3 Query on Connection Message

If "Yes" is clicked, then the locking will be disabled, as in (1). If "No" is selected then the
locking settings will be left alone, as below.

3. Do Nothing

FDT will not change any of the current lock settings on the device. Subsequently, FDT will
abort the operation if an attempt is made to write or erase to a locked block.
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15.3  Locking Dialog

The Locking Dialog, accessible from either the toolbar or the 'Device->Block Locking..." menu,
controls how FDT behaves with those devices that support protected erase blocks. The dialog, with
example device is shown below:

Block Locking x|
—On Gonnect ——————0On Disconnect
What should FDT da by Lock Bit State | State At Dizconnect | What should FOT do by default
default when connecting to BB ooocoocn when disconnecting from a
a device with lockine =% Lzer Flash device with locking ability®?
ability? lacked
p [DieetEllz Laelis Pnlocked " Set Lockz/Unlocks
(Bllow write & eraze) Lacked
et gy e e Unlacked
finery User T Locked: Query User To Set
9 Blocks Found Locked o Locks/Unlocks
....................................................... Unlocked
" Do Mothing Unlocked "~ Do Mothine
Unlocked
Unlocked
_____ ™| Enatile Editing
0K I Cancel

Figure 15-4 Block Lock Configuration Dialog

1. On Connect

The left hand side of the dialog controls how FDT behaves as it connects to a device with
locking ability. See more on this in the Connection section.

2. On Disconnect
The right hand side of the dialog controls how FDT behaves as it disconnects from a device
with locking ability. See more on this in the Disconnection section.
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3. Lock Bit State Tree View

The central part of the dialog shows the lock bit status of the device as a tree view, similar to
the Erase Blocks Dialog. The view highlights several important pieces of information:

Lock Bit State | State At Disconnect
E% MyDevice
=18, User Flash Locked at
Locked -8, EB8 Locked disconnect
- VEB7 Inlocked
Bl EBE Locked
Tnlocked i 1EBS Urlacked
%, EBe Locked Unlocked at
i1 EB3 Lnlocker  ee—
i EEZ Inlocked disconnect
P EB1 Unlocked
FERQ Unlocked

=- Data Flash Does not support
locking

Figure 15-5 Lock Bit State Tree View Settings

Lock Bit State

The 'Lock Bit State' column shows the lock bit state of each erase block. There are two symbols to
show this state:

% the erase block was found to be locked
ii- the erase block was found to be unlocked

The erase block may have no symbol at all and be greyed. This is a sign that the block does not
have locking support. This is automatically detected by FDT from the project configuration file.
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State at Disconnect

The 'State at Disconnect' column shows what the lock bit state of each erase block will be set to
when FDT disconnects from the device (assuming that the user does not select the 'Do Nothing'
radio option). There are two possible values:

Locked - the erase block will be protected at disconnect.

Unlocked - the erase block will be unprotected at disconnect. NB - if the block was locked at
connection FDT will have to erase the block to unlock it. This action will be confirmed as
necessary (see the Disconnection section).

If the erase block does not support locking this entry will read "N/A". By default the disconnect
state will mirror the lock bit state found at connection. To change this default, check the 'Enable
Editing' box next to the tree view. This will enable the view and allow the disconnect settings to be
changed. Double-clicking the setting will toggle its current state.

Note - if FDT is not yet connected to the device then this tree will be blank. In addition the 'Enable
Editing' checkbox will be unavailable.
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15.4 Disconnection

Depending on the current disconnection setting (selectable from the Locking Dialog - see section
15.3), FDT will do one of three things when a user chooses 'Disconnect’ from the toolbar or menu:

1. Set

As part of the disconnection process FDT will automatically lock and unlock those blocks
specified in the locking dialog. NB - should locked blocks need unlocking FDT will prompt to
confirm the action as it would require those blocks to be erased.

FLASH Development Toolkit |

FOT will unlock the Following blocks, but this will require them to be erased:

-

EE4 (0:000FS000 - 0:x000F3FFF)

Conkinue?

Figure 15-6 Erase Confirmation Message

If the user selects "Yes" FDT will lock and unlock as appropriate. If the user selects "No" then
no erase will occur and no locks will be set - however, the disconnection operation will
continue.
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2. Query User
If the Query user option is selected then FDT will display a limited view of the Locking
Dialog. This shows the lock bit state of the device, and the lock bit state of the device as it will
be set at disconnection. This state can still be edited at this point by checking the 'Enable
Editing' checkbox. Two other options are given, set the locks or do nothing (the default):

Block Locking |

—0n Digconnect

Lock Bit State | State At Dizconnect | What should FOT do with the
E--% R ——. « | block locking zettings now?
=%, Uszer Flagh —
-5 EBS Locked
i1 EBT Unlocked
L;cizde " Set Locks/Unlocks
Unlocked
Cuery zer To Set
Locked & Locke/Mnlocks
Unlocked
Unlacked ' Do Mathing
Unlocked
Unlocked

(0] 4 I Cancel

Figure 15-7 Query on Disconnect Dialog

Selecting to set the locks will cause FDT to lock and unlock the blocks as appropriate - as in
(1) above. Selecting to do nothing will cause FDT to ignore any locking settings and skip
straight to the disconnection process - as in (3) below. Clicking 'Cancel’ at this point will
cancel both the dialog and the disconnect operation as a whole.

3. Do Nothing

FDT will issue no lock or unlock commands and the device will be left in its current locking
state. The disconnection process will happen as normal.
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Chapter 16 Unique Code Programming

Unique Code Programming is a feature to allow FDT to program an automatically incremented
code into an area of flash. The typical application of this feature would be for serial numbering.
The numbering process is controlled from a user specified external file.

When in normal FDT project mode, Unique Code Programming is enabled, disabled and
configured from the Tools menu by [Iools—>Unique Code Programming...].

When in Simple Interface Mode, then the same dialog can be found via the [Options—>Unique
Code Programming...] menu. Unique Code Programming is not available when in Basic Mode.

Once enabled, for every programming action, FDT will add in a specified serial number and
automatically iterate to the next number on the following programming run. This serial number
inclusion will be accounted for in any read verification or checksum operation. Additionally, the
whole process can also be incorporated into the scripting language for automated control.

When the end of the external file is reached (or the specified end value within the file) FDT will
halt programming operations until the project is closed and reopened (if in "Restart on Session"
mode) or the index is manually reset (if in "User Specified" mode).

The current status of the Unique Code Programming feature can be found in the status bar:

g\rﬁﬁ"'ﬁﬁﬁﬁﬁﬁé"ﬂtxmnm )

Figure 16-1 Unique Code Status Indicator

When the feature is enabled, the status shows the previously programmed unique code and the
value of the next to be used. When the feature is disabled this status will be blank.
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16.1  Configuration Dialog

Ilﬁ

0k
¥ Enabled i~ Dizabled o
— File Location
Code File : | c:work hoodefile. bt Browse. . |
—File Start Point
" Restart on Session £+ Continue From Previous % User Specified
Mext Index ; [blank, for file start) End Index : [blank for file end)
|'| nan |
<Sample Senal Waluer <Sample Seral Value:
— Drata Ovenvrite
¥ Continue  Abort

Figure 16-2 Unique Code Configuration Dialog
16.1.1 Enable\ Disable

These radio buttons control whether FDT will use the Unique Code feature. The remainder of the
settings will be inactive until this feature is enabled.

16.1.2  File Location

The unique codes are read from a list within the file specified in this edit field. The "Browse..."
button can be used to manually look for the file or the file can be directly dropped onto the dialog.
FDT does not assume any file extension, but the file must be text based. See section 16.2 for more
details on the file structure.
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16.1.3  File Start Point
These options determine how FDT reads the data out of the specified code file:
16.1.3.1 Restart on Session

FDT will start at the beginning of the list (in the code file) and continue iterating through each
value in the list until it reaches the end. Every time FDT is restarted it will begin again at the start
of the list.

16.1.3.2 Continue From Previous \ User Specified
This allows a subset of values from the code file list to be used.

Next Index: this is the (inclusive) value of the index that FDT should use as the next point for the
unigue code programming. FDT will attempt to look up the value associated with this index and
display the result below the edit field. To automatically start at the start of the code file list, leave
this value blank ("Start-Of-File" will be displayed below the edit field). After a successful
programming run this number will be iterated to the next index in the code file list. This updated
starting point will be saved between FDT sessions.

End Index: this is the (inclusive) value of the index that FDT should use as the finishing point for
the list iteration. FDT will attempt to look up the value associated with this index and display the
result below the edit field. To automatically read through to the end of the code file list, leave this
value blank ("End-Of-File" will be displayed below the edit field).

16.1.4 Data Overwrite

FDT will insert the unique code at the memory location specified in the code file. If data is already
found at this location, in the data file to be programmed, there are two options to control how FDT
will react:

Continue: the unigue code will be written into the specified location in the programming data and
any existing entries at this location will be overwritten.

Abort: if a conflict is detected the programming will be aborted
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16.2 File Format

FDT expects the unique code file list to be text based; have a header section detailing where and
how to write the unique codes and finally a paired list of index and unique code values. The data
can be tab, space or comma delimited. Any line beginning // will be treated as a comment line and
ignored. Additionally, any line containing wholly whitespace will also be ignored.

16.2.1  Header section

format Describes how FDT should interpret the unique code values stored in the list. Valid
values are:

ASCII (codes 0x20 to OX7E)

Hex

area Indicates which 'Memory Area' FDT should add the unique code into. Valid values
depend on selected device, but include:

User Flash

User Flash 1

User Flash 2

Data Flash

User Boot Flash

address The address within the specified Memory Area that FDT should write the unique
code into. The value is assumed to be hexadecimal based and can have a leading 0x
or H'

size The value is the decimal number of bytes that will be written at the specified
address (i.e. for ASCII format "one file character = one byte" but for HEX values
"one file character = one nibble")

The header section should be found at the start of the file. Each specifier should be on a separate
line and FDT expects all fields to be detailed (although it will assume "User Flash" for the area).
The values should be tab(s), space(s) or comma delimited.
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16.2.2 Code Section

The list of unique codes is denoted using the heading pair of Index and Data. The following pairs
are the index of the code and the code itself, e.g.

index data

000001 ACD24000001
000002 ABD24000002
000003

The code section is assumed to be everything after the "index" and "data" pair - with each new
code on a separate line. The index does not have to start at 0, but is assumed to be decimal and
increment contiguously. The separation between the index value and the data value should be
tab(s), space(s) or a comma.

16.2.3  Example File

// conftig iInfo ...comment line, for information only

format HEX ...specify formatting for the data section of the file

area User Flash ...data will be written into the "User Flash” area

address 0xFO0O ...data will be written at address OxFOOO In "User Flash”

size 6 ...data will be read In as 6 byte blocks from the data section below

...empty line (ignored)

// code list ...comment line, for information only

1ndex data ...header pair for data (denotes start ot list)

000001 ABCD24000001 ...first Index and data - 6 bytes as specified by 'size’ above
000002 ABCD24000002 ..second index on new line

000003 ABCD24000003 ...third Index

000004 ABCD24000004 ...fourth index

000005 ABCD24000005 ..final index for this set

R20UTOS08EJ1300 Rev13.00  RENESAS Page 205 of 227

Jan 15, 2016



Renesas FLASH Development Toolkit 4.09 Chapter 17 ROM Code Protection

Chapter 17 ROM Code Protection

17.1  QzROM Devices

QzROM introduces the concept of Security Protection into FDT, which is optionally set as FDT
disconnects (Note once set, this cannot be undone).

The majority of devices have two levels of protection, Full (which prevents any later reconnection
to the device) or None (which allows reconnection normally). Newer devices have more levels -
allowing a partial protection of the device and yet still allowing a later connection (but with the
protected data region masked).

There are three options for the setting of security protection:

1. Automatic FDT will protect the device as it disconnects. The level of protection will be
determined when Automatic is initially selected, typically Full. If the device offers multiple
levels of protection then a dialog will appear to allow the user to select the level that should
automatically be applied:

Protection Type

' Pratect on Disconnect

Cancel |

" Do Mathing

Figure 17-1 Automatic Protect choice
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2. Prompt FDT will ask what to do during the disconnect, i.e. whether to protect or not. The
choice is between full protection (or other levels if supported by the device) or no protection at
all. The default is No.

Protection Type

" Protect on Disconnect

I j Cancel |

' Do Mathing

Figure 17-2 Disconnect Protect choice
3. None FDT will not protect the device on disconnect.

As the disconnect actually happens the result of the operation will be echoed to the Output
window. There are several ways of changing this setting depending on the current mode of
operation;

17.1.1  Toolbar

In full FDT mode and with a QzZROM based project the Protection toolbar will be enabled. This
shows the currently chosen option, which can be changed by simply clicking on an adjoining icon.

& & &
Figure 17-3 Automatic
& e & o
Figure 17-4 Prompt
& &g &

Figure 17-5 None
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Note clicking on the icons will not immediately protect the device. This is still merely the current

disconnect setting.

17.1.2  Project

It is also possible to change this option from the project properties dialog, as well as viewing the

current setting. This is done from the Programmer tab:

Flash Properties — Industrial Gontroller ]|
Property I Walue

Device Protection
Meszage Level

Feadback ‘erification
Reszet on Disconnect
Connection Reset
Reinterrogate on Connect
=ecyUr ity Protection

File Cwver Warning
Erazure of Uzer Boot Area

Function Map :
it ite
Read
Eraze
Blank, Check,
Data Buffer
Bwvtes Awvailable

Butomatic
High

Mo
Mo
M
N;" &

Yes
Mo

M
M
M
M
[nk:riowvr
ko

e |

| 2
}r\l Kerrel .h Cormrunications .h Drevice }H.Prngrammer Madules

Figure 17-6 Security Protect property

Double clicking on the Security Protection field will bring up a new dialog allowing the entry to be

changed.

Protection Type

" Protect on Disconnect

I 022000 - OxFFFF [Ful]

£+ Prompt on Disconnect

" Do Mathing

2

Cancel |

Figure 17-7 Security Protect dialog change
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17.1.3  Simple Interface \ Basic Mode

Should the user be in a mode where only the Simple Interface dialog is accessible, this setting can
instead be changed via a menu option.

FDT Simple Interface (Supported Yersion)
Ciptions

Lagim.. MIBDEE0E

Eatch Erase Mode Exit |
 Part: | E8z: [Disconnected)

Compare Mode

AutoDizconnect

Feadback Werify

Fequest Checksum

Eraze Device Betore Program
File Cver Warning

resas¥ FOT40e¥Waorkspaces¥tz ROMEMIZDEEDE¥MIB0EE0E ddi

o
Erasure of [User Baat Atea
Security Protection Automatic b |
et [ Code.. « Prompt
Elock Lockine.. Mone m Flash | Discarmect |
COither Properties Settings 3
Field Programming 4

Unigue Code Programming ..

About...

Figure 17-8 Security Protect Simple Interface

The check mark shows the currently selected option. Note these menu options will be disabled if
the project is not QzROM based.
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17.2 R32C Devices

The operation of this command is very similar to QzZROM Security Protection in that the same
toolbar and dialog options are used. However, the important difference is that, even when Parallel
protection mode is set, FDT's ability to connect, read, erase, program, etc. the device is unaffected.
The protection will only disable ROM reads when connected via a parallel interface.

There are three options for the setting of security protection (which are set as FDT disconnects):

1. Automatic — FDT will protect the device as it disconnects:

2. Prompt — FDT will ask what to do during the disconnect, i.e. whether to protect or not. The
choice is between full protection or no protection at all. The default is ‘No’.

Protection Type

£ Protect on Dizconnect

I .ﬂ Cancel |

' Do Mothing

Figure 17-9 Disconnect Protect choice
3. None - FDT will not protect the device on disconnect.

As the disconnect actually happens the result of the operation will be echoed to the Output
window. There are several ways of changing this setting depending on the current mode of
operation:

R20UT0508EJ1300 Rev.13.00 leNESAS Page 210 of 227
Jan 15, 2016



Renesas FLASH Development Toolkit 4.09 Chapter 17 ROM Code Protection

17.2.1 Toolbar

In full FDT mode the Protection toolbar will be enabled. This shows the currently chosen option,
which can be changed by simply clicking on an adjoining icon.

& & &
Figure 17-10 Automatic
& e & &
Figure 17-11 Prompt
& & & o

Figure 17-12 None

Note: clicking on the icons will not immediately protect the device. This is still merely the
current disconnect setting.
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17.2.2 Project

It is also possible to change this option from the project properties dialog, as well as viewing the
current setting. This is done from the Programmer tab:

Flash Properties — Industrial Gontroller ]|
Property I Walue

Device Protection Butomatic
Meszage Level High
Feadback ‘erification Mo

Reszet on Disconnect Mo
Connection Reset M
Reinterrogate on Connect NJ-'rF'.

=ecurity Protection

File Cwver Warning Yes
Erazure of Uzer Boot Area Mo

Function Map :

i ite M
Fead M
Eraze M
Blank Check M
Data Buffer [nk:riowvr
Bwvtes Awvailable Inknown

| 2
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Figure 17-13 Security Protect property

e |

Double clicking on the “Security Protection” field will bring up a new dialog allowing the entry to
be changed.

Protection Type )

" Protect on Disconnect

IEI:-:EEIEIEI = OuFFFF [Full] j Cancel |

£+ Prompt on Disconnect

" Do Mathing

Figure 17-14 Security Protect dialog change
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17.2.3 Simple Interface \ Basic Mode

Should the user be in a mode where only the Simple Interface dialog is accessible, this setting can
instead be changed via a menu option.

FDT Simple Interface (Supported Yersion)
Ciptions

Lagim.. FEFE4T10

Batch Erase Mode Exit |
 Part: | E8z: [Disconnected)

Compare Mode

AutoDizconnect

Feadback Werify

Fequest Checksum

Eraze Device Betore Program
File Cver Warning

|F{enesas¥FDT4D8¥W0rkspaces¥R3'20¥R5 FE4110¥FREFE4110ddi

b |
Erasure of ser Bagk ftes
Security Protection Automatic b |
et [ Code.. « Prompt
Block Lockine.. Mone m Flash | Discarmect |
COither Properties Settings 3
Field Programming 4

Unigue Code Programming ..

About...

Figure 17-15 Security Protect Simple Interface

The check mark shows the currently selected option. Note — these menu options will be disabled if
the device does not support protection.
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Chapter 18 Windows® 7 or later

Changes made to FDT to support the Windows® 7 or later operating system have affected both the
installation of FDT and the subsequent layout of files. In summary, to install or maintain FDT, a
user should be running in Administrative mode. However, for daily use, FDT now supports being
run by the "Limited User" type.

18.1 Installation

Installation requires an Administrator level user to complete properly. This is primarily because of
the installation of USB drivers and of the requirement to write to the protected "Program Files"
area (assuming the default path is chosen). As well as installing the main application, support files
will also automatically be installed to the following default locations:

C:\ProgramData\Renesas\FDT4.09

NB - depending on system setup, the user may also be warned that the drivers installed by FDT are
unsigned.

18.2  FDT usage
On execution, FDT will also create support files in the users own home directory:
C:\Users\<user>\AppData\Local\Renesas\FDT4.09

The key benefit to this user-based approach is that many more FDT settings will now be specific to
the currently logged on user, e.g. recently used workspaces and files. Additionally, the default
Workspaces directory will now no longer be found in the protected "Program Files" area.

18.2.1  Access Rights

The Access Rights feature is no longer available when running under Windows® 7 or later. The
feature was removed in preference to the User Access Control built into the O/S. If control is
needed over who has access to files or workspaces then these should now be located in the
protected or shared areas provided by default in the O/S.
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Chapter 19 Intelligent Flash Security (IFS)

19.1  Outline

Some generic boot devices include the intelligent flash security (IFS) facility for protecting the
flash ROM from programming or erasure. The FDT provides the ‘Set ID Code’ option for writing
and erasing ID codes (key codes). This is controllable while the FDT is in normal operation or not
connected to the device. When the settings for this option are altered, however, the new settings
only become active when the FDT is disconnected from the device. This option is available as a
toolbar button and a menu item (these are not effective for devices that do not have the IFS
facility).

GH I 2 e e |

Figure 19-1 Toolbar Button

k“ Connect to Device Cirl+ A+
% Disconnect

‘g"% Erase FLASH Blocks Citr [+ 4 t+E
557 Blank Check Crl+Alt+E
ﬁﬁ Upload Image Citr [+ A4+
‘f-f? Pavnload) dctive File U (e | R
¥ FLASH Checksum Cirl+Blt+5
EE Go From Address... Etrl+ A+
= Eun Cirl+Alt+ R
ELF Block Lockine.. Cirl+ A 1+L
10" Set ID Code.. Cir[+A 4+ T
. Cancel Operation Cir[+Break
}'ﬁ Configure Flash Project Alt+shift+FR,

Figure 19-2 Menu Option
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19.2  ID Code Settings Dialog Box

To open the ‘ID Code Settings’ dialog box, click on the ‘Configure ID Code’ toolbar button and
select [Device -> Set ID Code...], or select the corresponding menu options in Simple Interface
Mode or Basic Simple Interface Mode. This dialog box allows you to make detailed settings for
programming or erasing of the 1D code.

ID Gode Settings x|

—0n Dizconnect

{* Write ID Gode {" Erase ID Code What should FOT do by default
when digconnecting from a
~10 Code device with I Code?

Security Level: | T

High 8 Bytes:  [012345B788abCDEF |
e Cuery Uszer Ta Set ID
Low B Bytes:  |12344BCDEF000000 Code

" Do MNothing

Save D Gode |  Load ID Gode |

(0] 4 I Cancel

Figure 19-3 ID Code Settings Dialog Box
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Item Description

Write ID Code Select this item to write an ID code. This button activates the ‘ID
Code’ group box in which the ID code can be entered (default:
selected).

Erase ID Code Select this item to erase the 1D code (default: non-selected).

Security Level Specify the security level (default: 1). This value must be a 1-digit
decimal number (0-9).

High 8 Bytes Enter the higher-order 8 bytes of the ID code (default: all digits

‘F’). This value is in hexadecimal notation.

Note: If the value entered takes up less than 8 bytes, the FDT will
automatically pad the value with OxFF from the left.

Low 8 Bytes Enter the lower-order 8 bytes of the ID code (default: all digits
‘F’). This value is in hexadecimal notation.

Note: If the value entered takes up less than 8 bytes, the FDT will
automatically pad the value with OXFF from the left.

Save ID Code Selecting this item opens the ‘Save ID Code’ dialog box. The ID
code will be saved in the specified *.fid file.

Load ID Code Selecting this item opens the ‘Load ID Code’ dialog box. The ID
code will be loaded from the specified *.fid file.

Set ID Code The ID code is automatically written or erased in accord with the
settings when the FDT is disconnected from the device.

Query User To Set ID Code The ‘ID Code Settings’ dialog box appears again when the FDT is
disconnected from the device.

Do Nothing The ID code is not written or erased when the FDT is disconnected
from the device.

Note: The FDT erases the ID code currently stored in the device before writing a new ID code.
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19.3  Action in Case of an Error

The dialog box shown below appears when writing or erasing of the 1D code has failed. Clicking
on “Yes’ disconnects the FDT from the device. Clicking on “No’ cancels disconnection of the FDT
so that you can start the process of setting an ID code again.

FLASH Development Toolkit x|

"'-., ID Code setking Failed
[ ]

Do wou wish to disconnect From the device?

Figure 19-4 Error Message
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Chapter 20 Upgrading to FDT 4.09

Installing FDT 4.09 should not adversely affect your other FDT version installations. The USB
drivers may be upgraded by installing FDT 4.09, and the Access Rights usernames and passwords
will be common, but these are the only shared components. Each version of FDT installs its own
set of kernels and keeps its own settings. Installing FDT 4.09 will also update the support email
addresses for some previous versions of FDT. The most recently installed version of FDT will be
the application registered for use with the FDT file extensions. This is so that the most recently
installed version will be used when a file is double clicked from Windows® Explorer.

If you are an existing user of FDT, and your existing project needs to be migrated to FDT 4.09, the
recommendations are as follows:

If the project specifically requires the kernels distributed with an earlier version of FDT (or a
customised kernel based upon an older version), it is possible to choose the “Other” option to
select the “User Defined” kernel. It is recommended however, that wherever possible, the latest
kernels be used. Using kernels from previous versions of FDT may lead to a decrease in
functionality (e.g. FDT 3.1 and above kernels include the information that FDT requires to
calculate the asynchronous serial error rates; use of kernels distributed prior to FDT 3.1 will result
in this feature being disabled).

For projects using FDT versions prior to FDT 3.0, a new workspace and project should be created
using the wizard. This will ensure that the new settings are generated as required by FDT and is a
very quick process using the Project Wizard. The workspace files used by FDT versions prior to
version 3.2 are not compatible with FDT 4.09 due to the enhancements since then.

Workspaces from previous versions of FDT (from version 3.2) can be opened with FDT 4.09 but
should not be opened with the original version again after they have been upgraded. Any errors
related to “SyntaxHighlightingFile.dbs” can be ignored in this case. Toolbar positions and states
may also be affected by opening old format workspaces. File associations may need setting up
once the project has been upgraded to allow double clicking to open the selected file and
downloading.
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Appendix Error Messages

Error No.

Error Message

Description

15005

Error No. 15005:
'COMX' read time out

* “COMX” is a selected COM port
such as COM1 or COM4.

A problem has arisen during communications between
the device and the FDT (host computer) for some
reason and the timeout period has elapsed.
Communications are not possible if the baud rate set
for the FDT does not match that for the actual device
on the target board. Check the following points.

e Baud rate

- Check the operating frequency of the device and
make sure that it is within the allowed range for the
transfer rate and that the baud rate is appropriate.

o Clock frequency

- Check that the operating frequency of the device
selected for the FDT matches the clock frequency of
the actual device on the target board.

e Connection between the device on the target board
and host computer

- Communications may fail if a USB-RS232C
converter, self-produced cable, or self-produced
extension cable for connection to the E8a*, etc. is in
use.

This error may appear along with error 15019
(“Download() failed™), 15024 (“Boot failed™), or
16162 (“The connection timed out”).

*Note: Correct operation of the E8a is only guaranteed
with the cable included in the E8a package.

15016

Error No. 15016:
Changing baud rate to xxxxx bps

* “xxxxx bps” is the baud-rate
value that has been set, and might
for example be “38400 bps” or
“57600 bps”.

There are no problems with the FDT settings but
settings (including clock settings) for the actual device
on the target board are incorrect. Check the settings
for the actual device on the target board.

This error may appear along with error 16148/16149
(“Kernel Error Response”).

15019

Error No. 15019:
Download() failed

A problem has arisen during communications between
the device and the FDT (host computer) for some
reason and thus programming is not possible (i.e.
downloading has failed).

This error may appear along with error 15005
(“"COMX' read time out™). For how to deal with the
error, refer to the entry for error 15005.
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Error No. Error Message Description

15024 Error No. 15024: Boot failed The FDT has encountered a timeout error because the
device was not in boot mode or communications
between the device and host computer failed. Check
the following points.

« Connection between the device on the target board
and host computer

- Communications may fail if a USB-RS232C
converter, self-produced cable, self-produced
extension cable for connection to the E8a*, etc. is in
use.

¢ Device on the target board

- Check the voltage of the power supply for the device
on the target board.

- Make sure that the boot-mode and pin-handling
settings for the device are correct.

- Make sure that the device selection is correct.

*Note: Correct operation of the E8a is only guaranteed
with the cable included in the E8a package.

15025 Error No. 15025: Erase failed Erasing data in the flash memory in the device has
failed. The following reasons for this error are
possible.

(a) A correct power-supply voltage was not being
supplied to the device (from the E8a or target board).
(b) The device was not operating correctly due to pin
settings.

(c) The device has been damaged.

(d) Commands were not executed because of failed
communications between the device and host
computer*.

Be sure to check for conditions (a) to (d).

*Communications may fail when a USB-RS232C
converter, self-produced cable, self-produced
extension cable for connection to the E8a, etc. is in
use.
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Error No.

Error Message

Description

15031

Error No. 15031: Erase failed

When the device is activated in boot mode, the FDT
erases the data in the flash memory. This error
indicates that erasure has failed.

(a) A correct power-supply voltage was not being
supplied to the device (from the E8a or target board).
(b) The device was not operating correctly due to pin
settings.

(c) The device has been damaged.

Be sure to check for conditions (a) to (c).

15026
15060
15061

Error No. 15026:
Unable to open comms

Error No. 15060:
Error while opening the port

Error No. 15061:
Error while closing the port

The FDT was unable to recognize the communications
port. Check the port settings for the host computer you
are using.

When we get inquiries regarding this error, in many
cases it is because the host computer is not compatible
with RS232C, leading to (a) a USB-RS232C converter
being in use or (b) a serial-USB conversion IC and a
self-produced conversion circuit (board) being in use.

Unlike the RS-232C interface of a host computer,
ports are controlled via the USB in cases (a) and (b),
so the communications timing is slightly delayed. This
may hamper the adjustment of timing between the
FDT and device on the target board. To avoid this
problem, use a host computer that is compatible with
RS232C or an E8a that is connectable to the host
computer via USB.

16129

Error No. 16129:

Unable to download main kernel -
Invalid End of Setting Data
Response Received

An illegal command was received in the state of
waiting for a data-setting completion command. Check
the model name and pin settings of the device on the
target board.

16148

Error No. 16148:

Kernel Error Response: Oxbf 0x24
Baud Rate change failed - check
clock and baud rate compatibility

The newly specified baud rate is illegal (the size of the
error in the bit rate for serial communications is too
big). Make appropriate settings for the input clock
frequency, multiplier for the main clock frequency,
and multiplier for the peripheral clock frequency in the
[Device Settings] dialog box.

When we get inquiries regarding this error, in many
cases it is due to the selection of an inappropriate
multiplier for the peripheral clock frequency. For
details on clock supply, refer to the hardware manual
for the device in use. Also check the clock settings for
the device on the target board.
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Error No.

Error Message

Description

16149

Error No. 16149:
Kernel Error Response: Oxbf 0x25
Input clock error

The input clock frequency is beyond the range where
the device can operate. Make appropriate settings for
the input clock frequency, multiplier for the main
clock frequency, and multiplier for the peripheral
clock frequency in the [Device Settings] dialog box.

When we get inquiries regarding this error, in many
cases it is due to the selection of an inappropriate
multiplier for the peripheral clock frequency. For
details on clock supply, refer to the hardware manual
for the device in use. Also check the clock settings for
the device on the target board.

16151

Error No. 16151:
Kernel Error Response: Oxbf 0x27
Operating frequency error

The clock frequency does not match the operating
frequency specifications of the device characteristics.
The FDT checks the allowed range of operating
frequencies for the device (only by calculation) against
the conditions input through the FDT (input clock
frequency and multiplier). Make sure that the
conditions input through the FDT are correct.

16162

Error No. 16162:
The connection timed out

A problem has occurred during communications
between the device and FDT (host computer) for some
reason and communications are thus not possible.

This error may appear along with error 15005
(“"COMX' read time out”). For how to deal with the
error, refer to the entry for error 15005.

16164

Error No. 16164:
Checksum Read Error

An incorrect checksum value was given in response to
a checksum command.

In some protocols adopted for devices, an additional
byte as a sum code is used to guarantee the command
data. The checksum is correct when the lowest-order
byte of the result of command data + sum code is 0.
This error thus indicates that the sum of data
(including the sum code) sent from the device in
response to a checksum command was not 0.

Possible reasons for this error include unstable serial
communications between the FDT and device, and if
this is the case it is probably because device-pin
handling is incorrect (pins TxD and RxD are not
pulled up or Vcl-pin handling is incorrect) or the
communications cable connecting the host computer
and device on the target board is too long.
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Error No. Error Message Description

16172 Error No. 16172: Writing to the device is not possible for some reason.
Kernel Error Response: 0xd0 0x53 Possible reasons for this error include an attempt to
Operation failed write to the device without erasing it, incorrect pin

settings, or failure of the normal supply of power to
the device.

16194 Error No. 16194: The input ID code does not match the code set in the
ID code check failure device being programmed.

Make sure that the ID code is correct. If you do not
remember the ID code, you cannot use a serial
programmer to read, write, or erase data in the device.
Use a parallel programmer instead.

17145 Error No. 17145: The QzROM device that you attempted to write to was
The programming attempt has been | not blank or was partly protected. Check the state of
aborted because there is conflicting | the device.
data at 0xXXXX in the device. The | \when an attempt to write to a protected address is
Project is set to Automatic Device made, error 17159 is returned.

Protection (no data was written).

17159 Error No. 17159: Programming of the flash memory has failed for some

Unable to download file reason. Check the conditions in which programming
was attempted (such as the power voltage for the
device).

17502 Error No. 17502: The FDT was incapable of correctly controlling the

Received error response from
E8/E8a

device through the E8/E8a. Check the connections of
the FDT to the device and the E8/E8a.

If the problem you have encountered cannot be solved despite the information given above, save
the log information and attach it to the e-mail to be sent for inquiry.

To save the log information

1. Select [Help -> Technical Support -> Create Bug Report...].

2. Select [Save to disk...] from the pull-down menu for [How would you like to submit the report].
3. Click on the [Submit] button.
4. Select the location where the file should be saved and click on the [Save] button.
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