ENESAS Application Note

Renesas RA Family
Secure Bootloader using MCUboot with Post-Quantum
Cryptography

Introduction

MCUboot is an open-source secure bootloader for 32-bit MCUs that provides a standardized framework for
secure boot, firmware authentication, and fail-safe firmware update. It defines a common flash layout, image
format, and verification flow, enabling portable and scalable secure boot implementations across different
platforms. MCUboot is hardware-agnostic and can operate either using software-based cryptographic
libraries or by leveraging hardware-accelerated cryptographic engines through platform-specific integrations.

On Renesas RA MCUs, the Flexible Software Package (FSP) integrates MCUboot as a module starting from
FSP v3.0.0. This integration allows MCUboot to utilize the on-chip Security Engine (the Secure Crypto
Engine, SCE, or Renesas Secure IP, RSIP) for hardware-accelerated cryptographic operations, such as
signature verification, improving both performance and security. Depending on the system design,
developers can choose between software-based cryptography (e.g., MbedTLS) or hardware-accelerated
cryptography using the Security Engine.

As quantum computing technology continues to advance, traditional public-key cryptographic algorithms
such as RSA and Elliptic Curve Cryptography (ECC) are expected to become vulnerable to future quantum-
computing attacks. To address this emerging threat, the cybersecurity industry is transitioning toward Post-
Quantum Cryptography (PQC), a new generation of cryptographic algorithms designed to provide security
against both classical and quantum computers. The National Institute of Standards and Technology (NIST)
has standardized several PQC algorithms, including ML-KEM for key establishment and ML-DSA for digital
signatures, enabling organizations to begin preparing for long-term cryptographic resilience.

The Renesas Flexible Software Package (FSP) provides integrated support for Post-Quantum Cryptography
on RA Family MCUs through its cryptographic framework and PSA Crypto integration. Current FSP releases
support the NIST-standardized ML-DSA digital signature algorithm and provide support for ML-DSA-44, ML-
DSA-65, and ML-DSA-87 parameter sets. This enables developers to evaluate and deploy quantum-resistant
firmware authentication solutions on supported RA devices without requiring external cryptographic libraries
or custom toolchains.

This application note demonstrates how to configure and use MCUboot with Post-Quantum Cryptography on
Renesas RA Family MCUs. Example projects are provided for RA8, RA6, RA4, and RA2 devices, illustrating
the use of ML-DSA-based firmware authentication together with various MCUboot update strategies,
including Swap and Direct XIP modes. The objective is to help developers evaluate quantum-resistant
secure boot implementations and prepare embedded products for future security requirements.

This application note does not cover ML-KEM, secure communications, TLS migration, or production key-
management infrastructure.

Target devices

e RAS8 Series
o RAG Series
o RA4 Series
e RAZ2 Series

Note: The example projects require at least 32 KB of RAM. Devices with less than 32 KB of RAM, such as
RA2L2, RA2E1/E2/E3, and RA2T1, are not supported.
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Required Resources

Development tools and software

e e? studio IDE v2026-07.0 or later.

¢ RA Family Flexible Software Package (FSP) v6.6.0 or later.
e SEGGER J-link® V9.42 or later.

e Renesas Flash Programmer (RFP) V3.23.00 or later.

e LLVM for Arm v22.1.0.

e Python v3.13.7.

The above software components: the FSP, J-Link USB drivers, and e2 studio are bundled in a downloadable
platform installer available on the FSP webpage at renesas.com/ra/fsp

Hardware

¢ EK-RA8BM2
¢ EK-RA8M1
¢ EK-RA6M5
¢ EK-RA6M3
¢ EK-RA4C1
¢ EK-RA2A2

e USB Micro-B cables (USB Type-A male to USB Micro-B male) for EK-RA8M1, EK-RA6M5, EK-RA6M3,
and EK-RA2A2

e USB Type-C cables for EK-RA8M2 and EK-RA4C1

e Host PC running Windows® 11 OS

Prerequisites and Intended Audience

This application note assumes you have some experience with the Renesas e? studio IDE and RA Family
Flexible Software Package (FSP). Before you perform the procedures in this application note, follow the
procedure in the FSP User Manual to build and run the Blinky project. Doing so enables you to become
familiar with the e2 studio and the FSP and validates that the debug connection to your board functions
properly. In addition, the application note assumes that you have some knowledge of MCUboot and
cryptography. Prior knowledge of Python usage is also helpful. Prerequisite reading RA Flexible Software
Package Documentation: MCUboot Port (rm_mcuboot port). The goal of reading is to understand MCUboot
in FSP.

The intended audience is developers who want to build a secure bootloader that uses Post-Quantum
Cryptography in bare-metal environments using Renesas RA Family MCUs.
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Renesas RA Family

MCUboot with Post-Quantum Cryptography

For information on other MCUboot topics, refer to the following application notes:

Topic RA2 series RA4 series RAG series RAS8 series RA8 dual core
Secure boot R11AN0516 - R11AN0869 - R11AN0497 - R11AN0909 - R11AN1099 -
(Internal code Secure RA4 Secure RAG6 Basic RAS8 Basic Using .
flash) Bootloader for | Bootloader Secure Secure MCUboot with
RA2 MCU Using MCUboot | Bootloader Bootloader Dual core RA8
Series and Internal Using Using MCUs
Code Flash MCUboot and MCUboot and
Internal Code Internal Code
Flash Flash
R11AN1065 - R11AN1048 - R11ANO0570 - RO1AN7556 -
Secure Secure RA6 MCU RA8 MCU
Bootloader Bootloader Advanced Advanced
using MCUboot | Using MCUboot | Secure Secure
with the with SCE9 Bootloader Bootloader
Ocrypto Protected mode | Design using Design using
Cryptographic | and Internal MCUboot and MCUboot and
Library Code Flash Code Flash Code Flash
Dualbank Dualbank
Mode Mode
RO1AN7766 - R11AN1048 -
RA2 MCU Secure
Advanced Bootloader
Secure Using
Bootloader MCUboot with
Design using SCE9
MCUboot Protected
Internal Code mode and
Flash and Internal Code
Memory Mirror Flash
Function
Image R11AN0868 - R11AN0567 -
encryption Booting RA6 Booting
(External flash) Encrypted Encrypted
Image on RA4 Image using
using MCUboot | MCUboot and
and QSPI QSPI
Firmware R11AN1088 -
update RAO/RA2
MCUboot and
USB-Based
Firmware
Updates
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1. Overview of MCUboot
1.1 History of MCUboot

MCUboot evolved out of the Apache Mynewt bootloader, which was created by runtime.io. MCUboot was
then acquired by JuulLabs in November 2018. The MCUboot GitHub repository was later migrated from
JuulLabs to the mcu-tools github project. In 2020, MCUboot was moved under the Linaro Community Project
umbrella as an open-source project, and it now resides under Trusted Firmware
(https://www.trustedfirmware.org/projects/mcuboot).

1.2 MCUboot Functionality Overview

MCUboot handles the firmware integrity and authenticity check after startup and the firmware switch part of
the firmware update process. The operation of switching the firmware from the original image to a new image
depends on the image upgrade method. The image upgrade methods are described in section 1.4.
Downloading a new firmware version is out of scope for MCUboot. This functionality is provided by the
application project or tools described in this document.

1.3 Overview of Application Booting Process

For applications using MCUboot, the MCU memory is partitioned into the following regions: MCUboot,
Primary Application, Secondary Application, and Scratch Area. Below is an example of the single-image
MCUboot memory map. For additional details on the MCUboot memory layout, refer to the Flash Map
section on the MCUboot website.

Scratch Area

Secondary App

Primary App

MCUboot

Figure 1. Single Image MCUboot Memory Flash Map

MCUboot functionality during the boot and update phases adheres to the following process:

1. The bootloader starts when the MCU exits from reset state.

2. Ifimages in the Secondary App memory are marked for update, the bootloader performs the following
actions:
A. The bootloader verifies the integrity and authenticity of the Secondary image.
B. Upon successful authentication, the bootloader switches to the new image based on the selected

update method.

C. The bootloader boots the new image.

3. If there is no new image in the Secondary App memory region, the bootloader authenticates the Primary
applications and boots the Primary image.

Application authentication is configurable in terms of the authentication methods and whether the
authentication is performed by MCUboot. The firmware image can be authenticated by hash (SHA-256) and
digital signature validation.

There is a signing tool included with MCUboot: imgtool.py. This tool provides services for creating Root keys,
key management, and signing and packaging an image with version controls. Read the MCUboot
documentation to understand and use these operations.

1.4 Application Update Strategies

The following update strategies are supported by MCUboot. The Renesas FSP MCUboot Module supports
one or more of the following strategies depending on the FSP version. The analysis of any advantages or
disadvantages is based on the MCUboot functionality, not the FSP MCUboot Module functionality. In
addition, this application note is not intended to provide all details on the MCUboot application update
strategies. For more details on these update strategies, refer to the MCUboot design page:

https://github.com/mcu-tools/mcuboot/blob/master/docs/design.md
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e Overwrite
In the Overwrite update mode, the active firmware image is always executed from the Primary slot, and
the Secondary slot is a staging area for new images. Before the new firmware image is executed, the
entire contents of the Primary slot are overwritten with the contents of the Secondary slot (the new
firmware image).
e Advantages:
e Fail-safe and resistant to power-cut failures.
e Less memory overhead, with a smaller MCUboot trailer and no Scratch Area.
o Encrypted image support is available when using external flash.
o Disadvantages:
e Does not support pre-testing of the new image prior to overwrite.
e Does not support automatic application fallback mechanism.
Overwrite upgrade mode is supported by Renesas RA FSP v3.0.0 or later.

e Swap

In the Swap image upgrade mode, the active image is also stored in the Primary slot and is always
started by the bootloader. If the bootloader finds a valid image in the Secondary slot that is marked for
upgrade, then contents of the Primary slot and the Secondary slot are swapped. The new image then
starts from the Primary slot.
e Advantages:

e The bootloader can revert the swapping as a fallback mechanism to recover the previous

working firmware version after a faulty update.

e The application can perform a self-test to mark itself permanently.

o Fail-safe and resistant to power-cut failures.

e Encrypted image support is available when using external flash.
o Disadvantages:

e Need to allocate a Scratch Area.

e Larger memory overhead, due to a larger image trailer and additional Scratch Area.

e Larger number of write cycles in the Scratch Area, wearing the Scratch sectors out faster.
Swap upgrade mode is supported by Renesas RA FSP v3.0.0 or later.

o Direct execute-in-place (XIP)
In the direct execute-in-place mode, the active image slot alternates with each firmware update. If this
update method is used, then two firmware update images must be generated: one of them is linked to be
executed from the Primary slot memory region, and the other is linked to be executed from the
Secondary slot.
e Advantages:
e Faster boot time, as there is no overwrite or swap of application images needed.
e Fail-safe and resistant to power-cut failures.
e Disadvantages:
e Added application-level complexity to determine which firmware image needs to be downloaded.
e Encrypted image support is not available.
Direct execute-in-place is supported by Renesas FSP v3.4.0 or later.
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2. Overview of Post-Quantum Cryptography

Post-Quantum Cryptography (PQC) refers to a new generation of cryptographic algorithms designed to
remain secure against attacks from both classical computers and future large-scale quantum computers.
PQC aims to protect digital communications, software authenticity, data integrity, and secure transactions
against future quantum-computing attacks that may compromise current public-key cryptographic systems.

2.1 Quantum Computing and the Cryptographic Threat
2.1.1 What is Quantum Computing?

Quantum computing is an emerging computing paradigm that uses quantum-mechanical principles such
as superposition and entanglement to perform certain calculations much more efficiently than classical
computers.
e Classical computers store and process information using bits. A bit is either 0 or 1, and a computer
is built from billions of these simple 0/1 bits.
¢ Quantum computers use qubits (quantum bits). Instead of being strictly 0 or 1, a qubit can be 0, 1,
or both at the same time (a property called superposition).
Superposition allows multiple qubits to represent many possible states at the same time, enabling quantum

computers to solve certain problems more efficiently than classical computers.
e Two classical bits can represent only one of four possible values at a time:
00 (0) or
01 (1) or
10 (2) or
11 (3)
e Two qubits can represent a superposition of all four combinations at the same time:
o w=a00+b01+c10+d11
The coefficients a, b, ¢, and d represent the contribution of each state. The probability of each state
is the square of its coefficient, and the total probability is always 1.
o a?+b?+c?+d2=1
For example, when calculating 72, a classical computer evaluates the expression and returns 49. In contrast,

before measurement, a quantum computer can represent multiple possible states, such as 79, 71, 72, and 783,
at the same time.

O O O O

Table 1 Comparison between Classical and Quantum computing

Feature Classical Computing Quantum Computing
Basic unit Bit Qubit
(always definitely 0 or 1) (a superposition of 0 and 1, yielding one

definite value only when measured)

Processing style | Deterministic operations; many cores Superposition and interference across

and GPUs run in parallel. many qubits.
Key quantum None (states are independent) Entanglement (correlations between qubits
feature with no classical analog)
Physical basis Transistors (electrical states) Photons, trapped ions, superconducting
circuits, etc.
Reliability Bits are extremely stable; errors are Qubits are fragile, decohere quickly, and
rare need heavy error correction
Best suited for General-purpose, everyday computing | Specific tasks: factoring (Shor),

unstructured search (Grover), simulating
quantum systems
Maturity Mature, ubiquitous Early-stage, experimental (NISQ era)
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While quantum computers have the potential to accelerate scientific research, optimization, and simulation,
they also pose a significant long-term threat to modern cryptography.

21.2 The Cryptographic Threat

Most current public-key cryptographic systems, including Rivest—-Shamir—Adleman (RSA) and Elliptic Curve
Cryptography (ECC), rely on mathematical problems that are computationally infeasible for classical
computers to solve. However, quantum algorithms such as Shor's algorithm could efficiently solve these
problems, allowing a sufficiently powerful, fault-tolerant quantum computer to:

o Derive private keys from their corresponding public keys

o Decrypt protected communications

o Forge digital signatures

e Bypass authentication mechanisms
As a result, many security mechanisms used today, including TLS, secure boot, firmware signing,
certificates, and authentication systems, would become vulnerable once such a quantum computer
exists.
Importantly, this threat does not require waiting for quantum computers to arrive to start causing harm:
adversaries can employ a "harvest now, decrypt later" strategy, recording encrypted data today for
decryption once capable quantum hardware becomes available. This makes migration urgent for any
data requiring long-term confidentiality.
Symmetric-key cryptography (e.g., AES) and cryptographic hash functions are comparatively less impacted,
since Grover's algorithm provides only a quadratic speedup against them, a risk that can be mitigated by
using larger key sizes.

2.2 What Is Post-Quantum Cryptography (PQC) and Why PQC Is Important Today?

Embedded systems frequently remain deployed for 10-20 years. A device deployed today may still be
operational when practical quantum computers become available. Therefore, firmware authentication
schemes must begin transitioning to quantum-resistant algorithms now.

2.2.1 What Is Post-Quantum Cryptography (PQC)?

Post-quantum cryptography is a class of cryptographic algorithms designed to remain secure against
attacks from both classical and quantum computers. It replaces today's quantum-vulnerable public-
key algorithms (such as RSA and ECC) with new algorithms based on mathematical problems
believed to resist both classical and quantum attacks. Unlike quantum cryptography, PQC does not
require specialized quantum hardware and can run on conventional processors and embedded systems.

The transition focuses on public-key cryptography because that is where the quantum threat is acute.
Symmetric algorithms (e.g., AES) and hash functions are affected only modestly (a quantum attack
effectively halves their security, which can be countered by using larger key or output sizes) so they do not
require replacement in the way public-key algorithms do.

Common PQC algorithm families under NIST consideration include (among others):
e Lattice-based cryptography
e Hash-based cryptography
e Code-based cryptography

The first NIST-standardized algorithms:
e ML-KEM (formerly CRYSTALS-Kyber): lattice-based, for key establishment
e ML-DSA (formerly CRYSTALS-Dilithium): lattice-based, for digital signatures
e SLH-DSA (formerly SPHINCS+): a hash-based digital signature alternative

Code-based cryptography (e.g., Classic McEliece) remains under NIST evaluation for future standardization.
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2.2.2 Why PQC Is Important Today

Although large-scale quantum computers capable of breaking RSA and ECC are not yet available,
organizations are already preparing for the transition to PQC. Several factors drive this urgency:
e Long product lifetimes: Embedded, industrial, automotive, and loT systems often remain deployed
for 10-20 years or longer.
e Harvest Now, Decrypt Later (HNDL): Adversaries may collect encrypted data today and decrypt it
in the future once quantum computers become available.
e Migration complexity: Replacing cryptographic infrastructure requires significant updates to
software, hardware, protocols, and operational processes.

To prepare for the post-quantum era, the National Institute of Standards and Technology (NIST) published its
first three PQC standards in August 2024:

e FIPS 203: ML-KEM (Module-Lattice-Based Key Encapsulation Mechanism)

o FIPS 204: ML-DSA (Module-Lattice-Based Digital Signature Algorithm)

e FIPS 205: SLH-DSA (Stateless Hash-Based Digital Signature Algorithm)

Organizations are encouraged to begin migrating to these finalized standards now rather than waiting for
additional algorithms to be finalized.

For embedded systems and secure firmware applications, PQC is particularly important because secure
boot, firmware authentication, and secure communications often rely on digital signatures and key
exchange mechanisms. Early adoption and evaluation of PQC algorithms can help ensure long-term
security for future products and deployed devices.

2.2.3 Key and Signature Differences Among ECDSA, RSA, and ML-DSA

o RSA (Rivest—Shamir—Adleman) is based on Integer factorization.

o ECDSA (Elliptic Curve Digital Signature Algorithm) is based on Geometric structure of elliptic curves
over finite fields.

e ML-DSA uses Module Learning With Errors (MLWE) and Short Integer Solution (SIS) which is based
on Algebraic lattice problems.

Table 2 Size comparison between RSA-2048, ECDSA P-256 and ML-DSA-44

Features RSA-2048 ECDSA P-256 ML-DSA-44
Private key ~512 bytes 32 bytes 2,528 bytes
Public key ~256 bytes 64 bytes 1,312 bytes
Signature 256 bytes 64 bytes 2,420 bytes

RSA was introduced in 1977. It is based on large-integer arithmetic and uses relatively large keys, but it is

conceptually simple. ECDSA was introduced in 1992. It is more efficient than RSA and uses points (x,y) on
an elliptic curve, resulting in smaller keys. It is mostly used in MCUboot today. However, these algorithms

are vulnerable to Shor’s algorithm on a sufficiently powerful quantum computer.

ML-DSA was standardized in 2024. It uses polynomial vectors and matrices, including 256-coefficient
polynomials and NTT-based polynomial multiplication. It is considered quantum resistant.

2.3 Post-Quantum Cryptography Support in the Renesas Flexible Software Package (FSP)

As part of its ongoing security roadmap, Renesas has added native support for Post-Quantum Cryptography
(PQC) within FSP, enabling embedded developers to evaluate and adopt quantum-resistant algorithms
directly on supported RA MCU hardware.

This integration allows PQC to be used for the same use cases where classical public-key cryptography is
applied today in embedded systems (most notably secure boot, firmware signing/verification, and secure
communications) without requiring a separate cryptographic toolchain or external library integration.
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FSP includes support for ML-DSA (Module-Lattice-Based Digital Signature Algorithm), the NIST-
standardized digital signature scheme (FIPS 204), based on the CRYSTALS-Dilithium submission. Current
FSP releases support all three NIST parameter sets:

e ML-DSA-44 - key generation, signing, and verification

e ML-DSA-65 - key generation, signing, and verification

e ML-DSA-87 - key generation, signing, and verification
A subsequent FSP release updated the underlying PQC-Lib to v2.00, which added ML-DSA-87 support.

Table 3 Comparison of ML-DSA Algorithms

Algorithm Security Level Typical Use

ML-DSA-44 Lowest Resource-constrained devices
ML-DSA-65 Medium General-purpose

ML-DSA-87 Highest High-security systems

Secure boot integration: Post-quantum signature verification is not currently supported in upstream
MCUboot, and existing implementations are provided by vendor-specific ports. From FSP v6.4.0 onward,
MCUboot support in FSP has been extended to accept ML-DSA-44, ML-DSA-65, and ML-DSA-87 as
signature verification options for firmware images. MCUboot requires digital signatures to authenticate
firmware images. Therefore, this application note focuses on ML-DSA. ML-KEM is a key-establishment
algorithm and is not used for firmware signature verification.

A few implementation notes worth carrying into the document:
e The current ML-DSA implementation is too large for devices with less than 32 KB of RAM, which
is a real constraint for smaller RA MCUs.
PQC support is exposed through both a standalone PQC module and via PSA Crypto (rm_psa_crypto),
though the PSA implementation is based on a release candidate of PQC-Lib v2.00 and may see backward-
incompatible changes before MbedTLS officially supports ML-DSA/ML-KEM upstream. PQC is currently
supported in Compatibility Mode only and is not supported in Protected Mode.

FSP Configuration > = B  properties x
i i 0o MCUb:
oot
Stacks Configuration Generate Project Content
) Settings  Proverty Value
HAL/Common Stacks %] New Stack > == Extend Stack > % Remove e ~ Common
" N General
-+ MCUboot ~ Signing and Encryption Options
TrustZone
Signature Type ML-DSA 87
o Boot Record None
Custom ECDSA P-256
Python ECDSA P-384
# MCUboot Port for RA (rm_mcuboot_port) Eneryption Scheme :ii igfi
- . 7
Flash Lun.f\guratlon YT
o Data Sharing ML-DSA 65
W

£ MbedTLS (Crypto Only)

1 — FSP Visualization

B ‘ ( vpto) —
# MbedTLS Crypto Port (rm_psa_crypto) The active editor element does not use this view

A

£ RSIP Compatibility Mode £ Post Quantum
Cryptography (PQC)

Iy
T

% Add Key Injection for PSA
Crypto (Optional)

Figure 2. PQC support in the FSP
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3. Running the Example project

This section provides a walk-through of running the included example projects. To recreate the bootloader
example projects demonstrated in this section, refer to Section 4.

Primary and secondary applications used in these example projects are Blinky Bare-Metal samples. To
recreate the primary applications included memory map definitions used in this section, refer to Section 5.

Extract MCUboot_with_PQC.zip. The package contains six example project archives. Each package
contains example projects for the specific MCU which include bootloader project and example application
projects.

MCUboot_with_PQC >
For Single core projects

= ra2a2_mcuboot_PQC.zip
_bootloader
= radc1_mcuboot_PQC.zip
_primary_app
#= rabm3_mcuboot_PQC.zip
_secondary_app
#= rabm5_mcuboot_PQC.zip
_solution
= ra8m1_mcuboot_PQC.zip

= ra8m2 boot PQCzip —
fasme_meuboot 2P ra8m2_bootloader

ra8m2_primary_app_cpu0
. ra8m2_primary_app_cpul
For Dual core project
raBm2_secondary_app_cpu0

ra8m2_secondary_app_cpul

ra8m?2_solution

Figure 3. Example Projects with Bootloader Support

Set up the Python development environment by following section 3.2. Note that this step only needs to be
performed once. Set up the hardware for RA8BM2, RA8M1, RA6M5 and RA4C1 by following section 3.1.1.
Set up the hardware for RA6M3 and RA2A2 by following section 3.1.2.

Table 4 Overview MCUboot information on Example package

Project name Core MCU Board Upgrade method Signature type

ra2a2_mcuboot_PQC | CM23 RA2A2 | EK-RA2A2 | Direct XIP ML-DSA 44

(Dual bank mode -
Instant Bank Swap)

ra4c1_mcuboot_PQC | CM33 RA4C1 | EK-RA4C1 | Swap ML-DSA 44
rabm3_mcuboot_ PQC | CM4 RA6M3 | EK-RA6M3 | Swap ML-DSA 87
ra6m5_mcuboot_PQC | CM33 RA6MS5 | EK-RA6M5 | Swap ML-DSA 87
ra8m1_mcuboot_PQC | CM85 RA8M1 | EK-RA8M1 | Swap ML-DSA 87
ra8m2_mcuboot_PQC | CM85 & CM33 | RA8M2 | EK-RA8M2 | Swap ML-DSA 87

(Multi-image update)
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3.1 Set Up the Hardware

3.1.1 Set up EK-RA8M2, EK-RA8M1, EK-RA6M5 and EK-RA4C1
o Jumper settings: Follow settings in Default Jumper Configurations of User Manuals:
EK-RA8M2: EK-RA8M2 v1 User's Manual
EK-RA8M1: EK-RA8M1 v1 User's Manual
EK-RAG6M5: EK-RAG6MS5 v1 - User's Manual
EK-RA4C1: EK-RA4C1 v1 User's Manual
e Connect J10 using a USB micro to B cable from EK board (RA8M1/RA6MS5) to the development PC to
provide power and debug connection using the on-board debugger.

e Connect J10 using a USB Type-C cable from EK board (RA8M2/RA4C1) to the development PC to
provide power and debug connection using the on-board debugger.

Once the device is powered up, initialize the MCU prior to exercising the bootloader project.

This can be achieved using the Renesas Device Partition Manager.
1. Power cycle the board, launch e? studio, and open the Renesas Device Partition Manager.

Run Renesas Al Window Help

Renesas Debug Tools > Renesas Device Partition Manager
@, Run Ctri+F11 TraceX >
*{- Debug F11 @I Tracealyzer b

r

Figure 4. Open Renesas Device Partition Manager

2. Select Read current device information.
For RA8M2 and RA8M1, if the DLM state is OEM (PL2, PL1 or PLO), proceed to step 3. Otherwise, you
must switch to a different kit to continue the rest of the operation. Below is an example of the readout
from the MCU that is in the OEM state.

Reading the current Protection Level (PL) and Authentication Level (AL) of the device..SUCCESSFUL!  ~
Reading the current secure/non-secure partition size of the device..SUCCESSFUL!

Current status of the device

DLM state : Original Equipment Manufacturer (OEM)
Protection level (PL) :PL2

Authentication level (AL) : AL2

Secure/NSC memory partition size :

- Code Flash Secure  (kB) :32

- Data Flash Secure (kB) :0

END of current status of the device.

Disconnecting...
DISCONMECTED.

Connection : SUCCESSFUL!
Status display : SUCCESSFUL!
————————————— END SUMMARY-------------

Show Command Line Run

@ g Close

Figure 5. Read the Device Lifecycle States on RASM2/RA8M1
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For RA6M5 and RA4C1, if the DLM state is SSD, NSECSD, or DPL, proceed to step 3. Otherwise, you
must switch to a different kit to continue the rest of the operation. Below is an example of the readout

from the MCU that is in the SSD state.

Reading the current secure/non-secure partition size of the device..SUCCESSFUL!
Current status of the device
| DLM state : Secure Software Development (SSD) |
Debug level :DBG2
Secure/NSC memory partition size :
Code Flash Secure (kB) :16383
Code Flash NSC kB 0
Data Flash Secure (kB) :63
SRAM Secure (kB) 2047
SRAM NSC kB 0
END of current status of the device.

Disconnecting...
DISCOMNECTED.

Connection : SUCCESSFUL!
Status display : SUCCESSFUL!

------------- END SUMMARY-------------

@ a4

Show Command Line Run

Close

Figure 6. Read the Device Lifecycle States on RA6M5/RA4C1
3. Select Initialize device, choose J-Link as the connection method, and click Run.

9 Renesas Device Partit

@ Enter a value for Action and Emulator type

Device Family: Renesas RA

Action
Read current device information Change debug state
Set TrustZone secure / non-secure boundaries Initialize device
Target MCU connection: J-Link v
Connection Type: SWD v
Emulator Connection: Serial No v

Serial No/IP Address:
Debugger supply voltage (V): 0
Connection Speed (bps for SCI, Hz for SWD): 9600

Debug state to change to: Secure Software Development
Memory partition sizes

(1) Use Renesas Partition Data file

@ paeh

Device Family: RenesasRA v

Action
Read current device information Change debug state
Set TrustZone secure / non-secure boundarieq @ Initialize device
Target MCU connection: J-Link ~
Connection Type: scl v
Emulator Connection: Serial No v

Serial No/IP Address:

Debugger supply voltage (V) Y

Connection Speed (bps for SCI, Hz for SWD): 9600

Debug state to change to; Secure Software Development

Memory partition sizes

(] Use Renesas Partition Data file

Show Command Line Run

@ g i Close

Figure 7. Initialize device using Renesas Device Partition Manager

The entire flash will be erased if there are not permanently locked down sections. In addition, if the RA8
device is in the PL1 or PLO state, the device will be initialized to the PL2 state. If the RA6 and RA4 devices
are in the NSECSD or DPL state, the devices will be initialized to the SSD state. In most cases, the
connection type is SWD. However, for the EK-RA8M1, SCI should be selected as the connection type when

initializing the device using RDPM.
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3.1.2 Set up EK-RA6M3 and EK-RA2A2

e Jumper settings: Follow settings in Default Jumper Configurations of User Manuals:
EK-RA6M3: EK-RA6M3 v1 — User's Manual
EK-RA2A2: EK-RA2A2 v2 — User’s Manual

e Connect J10 using a USB micro to B cable from EK board to the development PC to provide power and
debug connection using the on-board debugger.

Once the device is powered up, erase the entire MCU flash prior to exercising the bootloader project. This
can be achieved using the Renesas Flash Programmer (RFP) or J-Flash Lite.

3.1.2.1 Use the Renesas Flash Programmer (RFP)
Launch RFP and create a new RFP project. Click File > New Project.

Target Device  Help

Project...
New Project Settings Connect Settings Unique Code

Open Project...

Save Project

Figure 8. Create a New RFP Project
Configure the Microcontroller selection as well as the Tool used for communication. Then, click Connect.

B« Create New Project — X

Project Information

Microcontroller: v

Project Name: Ilfp_DrOJect ] |

Project Folder: |C:".Users'.user'\ | Browse
Communication
Tool: inteace:
Tool Details... Num: AutoSelect
Connect Cancel

Figure 9. Configure a New Project
On successful connection, open the Block Settings tab to check the Code Flash configurations.

File  Target Device Help

Operation Operation Settings Block Settings Connect Settings  Unique Code

Region Start End Size  Select

& Code Fash 1 (x00000000 G<DO1FFFFF 20M a
] Data Fash 1 (x40100000 (0x4010FFFF 64K (]
G Conrfig Area 1 0x0100A100 (x0100A17F 128 -]

Figure 10. Code Flash configurations on RA6M3

File Target Device Help

Operation Operation Settings Block Settings Connect Settings Unique Code

Region Start End Size  Select
& Code Flash 1 0x00000000 Ox0007FFFF 512K ]
& Data Flash 1 0x40100000 0x401D1FFF 8K a
& Config Area 1 001010010 x01010033 36 a

Figure 11. Code Flash configurations on RA2A2
Navigate to the Operation Settings tab and choose the Erase command.
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File TargetDevice Help

Operation Block Settings Connect Settings  Unique Code

Command Erase Options
[] Erase Erase Selected Blocks v
[ Program Program & Verify Options
[ Verify [J Erase Before Program

Verify by reading the device

Fill with OcFF
[ Code Area / User Boot Area Eror Settings
[ Data Area Enable address check of program file

Figure 12. Choose the Erase Command

Choose the Operation tab and select Start.

File  TargetDevice Help

Operation Settings Block Settings Connect Settings  Unique Code

Project Information
Curment Project: fp_project rpj
Microcontroller: RA

Program Files

Add/Remove Files

Command

Start

Figure 13. Start Erase Chip
When the chip is erased, Operation completed will be displayed.

Connecting to the target device
Connecting o the target device
Communication speed : 6.0 MHz
Sienature:

Device: RA

Device Code: 00590447

Frasing the selected blocks

[Code Flash 1] 0:00000000 - 0x0007FFFF  size: 512 K
| [Data Flash 1] 040100000 - 0x40101FFF  size : 8 K
etting the target device RA2A2

Jisconnecting the tool
Dperation completed.

Clear status and message

[Connecting 1o the tareet device
(Connecting to the target device
Communication speed : 6.0 MHz
Sienature

Device:

Device Code: 00100447

[Frasine the selected blacks

[Code Flash 1] 0x00000000 - 0x0DIFFFFF  size: 20 M
[Data Flash 1] 0x40100000 - 0x4010FFFF  size: 64 K
[Setting the target device RAEM3

Disconnecting the tool
iOperation completed.

Clear status and message

Figure 14. Erase Chip Succeeded
3.1.2.2 Use the J-Flash Lite

Launch J-Flash Lite. Select the Device, debug Interface, and communication speed.
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Target device

| R7 I

Target interface Speed

[swo -] 4000 - | Kz

Flash banks
BaseAddr  Name Loader
0x00000000 Internal program flash Default -
0x40100000 Internal data flash Default ~

0x01010008 Internal option - setting memor Default ~

[ o 1

Figure 15. Launch J-Flash Lite

Click OK. In the next screen, select Erase Chip.

Target
Device Interface Speed
R7 SWD 4000 kHz

Data File (bin / hex / mot / srec/ ...)

Erase Chip

Program Device

Log

Connecting to J-Link...

Bank selection: BankAddr=0x00000080 Enabled

Bank selection: BankAddr=8x40108060 Enabled

Bank selection: BankAddr=8x81018068 Enabled

Loader selection: BankAddr=0x00000000 Loader=Default
Loader selection: BankAddr=0x48100000 Loader=Default
Loader selection: BankAddr=0x081010008 Loader=Default
Connecting to target...

Erasing. ..

Done.

Ready

Figure 16. Erase MCU Succeeded
3.2 Configure the Python Signing Environment
If this is NOT the first time you have used the Python script signing tool on your computer, you can skip this
section.
Download and Install Python v3.13.7 or later from https://www.python.org/downloads/.

If this is the first time you are using the Python script signing tool on your system, you will need to install the
dependencies required for the script to work:

o From the example project sets (refer to Figure 3 ) choose the set of projects you would like to do first.

e Import that set of projects into a workspace. In this example, we assume you have chosen to import the
projects ra8m2_mcuboot_PQC and build the ra8m2_solution to ensure all project contents were
generated.

e Navigate to the folder \MCUDboot in the bootloader project included, for example,
ra8m2_mcuboot_PQC\ra8m2_bootloader\raimcu-tools\MCUboot, right click, and select Command
Prompt. Depending on your PC policy, administrator privileges may be required when running
Command Prompt. This opens a command window with the path set to the \mcu-tools\MCUboot folder.
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8 ragm2 meuboot_POC - 1m hectasdaricnnficicstion wml - of chucin

File Fdit Souce FRefac e ’

> = ra8m2_bootloader }—» =

> > ra8m2_primary_app_cpul

Go Inte

Open in New Windew

Shaw In Alt+Shiftiw >

Capy =V

3= ra8m2_primary_app_cpu e B
= ra8m2_secondary_app_cpu0 Move

Renams...

> B ra8m2_secondary_app_cpu1l

e
> l=F ra8m2_solution ) Export
Build Project Ty
Refresh £5
Index

Build Targets

Resource Configurations

roctecp  Source
roatrsai
© Restore from Local History..
roatrsal
B e+ Projoct Settings CutsAltp
& renesas
Renesas CAC+# Project Settings >
¥ Run C/C++ Cade Andlysis
Tearn B

Carmpare With »

W Sstem taplorer

- [ Command Prompt
£ inkloglog

£hrachabd

¥ Validate

= CAWINDOWS\system32\cmd. X o[

Microsoft Windows [Version 10.8.22631.7219]
(c) Microsoft Corporation. All rights reserved.

c:\users\ NG -2 22_ncuboot_PQC\ra8m2_bootloader\ra\mcu-tools\MCUboot>

Figure 17. Open the Command Prompt

e We recommend upgrading pip prior to installing the dependencies. Enter the following command to
update pip:

python -m pip install --upgrade pip

Note that if you have multiple Python versions installed, make sure to check that the Python version is
version 3.13.7 or later.

e Next, in the command window, enter the following command line to install all the MCUboot
dependencies:

pip3 install --user -r scripts/requirements.txt

This will verify and install any dependencies that are required. Make sure this step runs successfully prior to
moving to the following sections. If your project path contains special characters or spaces, an error may
occur when executing the python script.
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3.3 Running the EK-RA8M2 Swap Update Mode Example

3.3.1 Import the Projects

Import the Projects ra8m2_mcuboot_PQC.zip to a Workspace

The following example projects are included in this folder and the memory Flash map overview used in the
project:

0x020F0000

Scratch Area
,,,,,,,,,, 0x020D8000

Secondary Image CPU1
Secondary Slot 0x020A8000

Secondary Image CPUQ
,,,,,,,,,, 0x02078000

> Je= ra8m?2_bootloader Primary Image CPU1

> Ie% ra8m2_primary_app_cpu0 Primary Slot 0x02048000
> I=% raBm2_primary_app_cpul Primary Image CPUO

g = ra8m2_secondary_app_cpu0 0x02018000
> Ie% ra8m2_secondary_app_cpu’l MCUboot

> = raBm?2_solution 0x02000000

Figure 18. Example Projects for RA8M2 Swap Update Mode

e Project ra8m2_bootloader is the bootloader project.

o Project ra8m2_primary_app_cpuO is the initial Primary application project on CPUQ. This project blinks
the LED1 on the EK-RA8MZ2 kit.

o Project ra8m2_primary_app_cpu1 is the initial Primary application project on CPU1. This project blinks
the LED2 on the EK-RA8MZ2 kit.

o Project ra8m2_secondary_app_cpu0 is the Secondary application project on CPUO. This project blinks
the blue LED3 on the EK-RA8M2 Kkit.

e Project ra8m2_secondary_app_cpu1 is the Secondary application project on CPU1. This project blinks
the blue LED1 on the EK-RA8M2 kit with slower frequency.

e Project ra8m2_solution is the solution project. This project configures memory areas.

Follow section 3.2 to set up the Python signing environment if this is the first time you are signing the
application image.

3.3.2 Compile the Projects

The solution project includes the bootloader and primary application projects. Right click on solution project
and select Build Project (Ctrl+B) to build the bootloader and primary application projects. The bootloader
image is located under the \Debug folder and is named <project_name>.elf. For the application projects, the
post-build command will also sign the corresponding images. The signed image is located under the \Debug
folder and is named <project_name>.bin.signed (for example,
/ra8m2_primary_app_cpu0/Debug/ra8m2_primary_app_cpu0.bin.signed)
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V|'bc ra8m2 bootloader [Debug]‘ M riBmE_primary_app_cpuO ~ [ ra8m2_primary_app_cpu'
> _1;-? Binaries > % Binaries > 1,*,.} Binaries
> il Includes i é:cludes > \%p Includes
G > 2 ra_gen >._L2ra
> B ra_gen > 8 src Z ; :;gen
> 2 src v [ Debug v EL Debug
~ [ Debug > Era > Era
> =ra > [ ra_gen > (= ra_gen
> [==ra_gen > & src > & sic
> = src > B raBm2_primary_app_cpu0.elf - [arm/le] > %% ra8m2_primary_app_cpul.elf - [arm/le]
[ > % ra8m2_bootloader.elf - farmyle] g] bsp_linker_info.h €] bsp_linker_info.h
@ bsp_linker_info.h |{3 compile_commands.json | {3 compile_commands.json
|{} compile_commands.json | fsp_genlid (L] fsp_genlid
L] fsp_gen.lid @ makefile L{) gdbemds.txt
. =| makefile.init © makefile
@ makefile = L
makefile init memory_regions.lld = makefile.init

— @ objects.mk |L| memory_regions.lld

L memory_regions.lld @ objects.mk

ra8m2_primary_app_cpu0.bin.signed

@ objects.mk a8m2_primary_app_cpul.bin.signed

raBm?2_primary_app_cpu0.cref

ra8m2_bootloader.cref a8m2_primary_app_cpul.cref

=| ra8m2_primary_app_cpu0.elf.in

=| ra8m2_bootloader.elfin ra8m2_primary_app_cpud.map =l ra8m2_primary_app_cpu1.elf.in

ra8m2_bootloader.map = ra8m2_primary_app_cpu0.rpd
|=| ra8m2_bootloader.rpd 4 raBm2_primary_app_cpu0.sbd
£ ra8m2_bootloader.sbd

|=| ra8m2_bootloader.srec

ra8m2_primary_app_cpul.map
|5/ ra8m2_primary_app_cpul.rpd
# ra8m2_primary_app_cpu1.shd

ra8m2_primary_app_cpu0.srec

a8m2_primary_app_cpu’l.srec

ra8m2_primary_app_cpu0.temp.bin

il

aBm2_primary_app_cpul.temp.bin
@ sources.mk @ sources.mk % sources.mk

> [ ra_cfg > Zracfg > Bracfg

Figure 19. Successfully built images on RA8M2

3.3.3 Debug the Applications and Boot the Primary Application
Right-click on project ra8m2_primary_app_cpu1 and select Debug As > Debug Configurations.
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8 Debug Configurations

Create, manage, and debug configurations

2 [F 23 iy

=X 57 -
type filter text

[€]¢/C++ Application
[E] €/C++ Remote Application
EASE Script
[] GDB Hardware Debugging
[£7] GDB Simulator Debugging (RH850)
~ @ Launch Group
L raBm2_primary_app_cpul Debug_Multicore Launch Group
L raBm2_secondary_app_cpul Debug_Multicore Launch Group
~ [£7] Renesas GDB Hardware Debugging
[£7 raBm2_bootloader Debug_Flat
[€7] raBm2_primary_app_cpu0 Debug_Flat
[€7] raBm2 primary app cpul Debug Attach

E raBm2_primary_app_cpul1 Debug_Multicore

f_} raBm2_secondary_app_cpu0 Debug_Flat
= raBm2_secondary_app_cpul1 Debug_Attach
?_} raBm2_secondary_app_cpu1 Debug_Multicore

[£7] Renesas Simulator Debugging (RX, RL78)

18 Debug Configurations

Create, manage, and debug configurations

Launch several other configurations sequentially

® Ao B

Pl &l g i

x

type filter text

[©]c/Cr+ Application
[€] C/C++ Remote Application
EASE Script
Le | GDB Hardware Debugging
£ GDB Simulator Debugging (RHE50)
~ & Launch Group
Iﬁ, raBm2_primary_app_cpu! Debug_Multicore Launch GrDupll
& ra@m2_secondary_app_cpul Debug_Multicore Taunch Group
~ [£7] Renesas GDB Hardware Debugging
[£7 ra8m2_beotloader Debug Flat
= ra8m2_primary_app_cpu0 Debug_Flat
“ ra@m2_primary_app_cpul Debug_Attach

Name: raBm2_primary app_cpul Debug_Multicore
[0 Main %% Debugger [ common &
Initialization Commands
[[J Reset and Delay (seconds): 3
(] Halt

Source

Load image and symbols

Filename Load type Offset (hex)  On connect Add
B8 ra8m2_bootloader.elf [C:\Users\a5068517\e2stu... Image and Symbols 0 Yes =
8 Program Binary [ra8m2_primary_app_cpul.elfl  Symbols only 0 Yes Edit
] raBm2_primary_app_cpul.elf [C\Users\a506851... Symbols only 0 Yes
8 ra8m2_primary_app_cpu0.bin signed [C:\Users\a.. Raw Binary 2018000 Yes
B ra8m2 _primary app_cpu.bin.signed [C\Users\a... Raw Binary 2048000 Yes
M
[m] X
L
: §‘-«
Name!l raBm2_primary_app_cpul Debug_Multicore Launch Group
& Launches | = Cemmon
Name Mode Action
B T Renesas GDB Hardware Debugging:ra8m2_primary_app_cpu’ Debug_Multicore | Inherit
8 £ Renesas GDB Hardware Debugging:ra8m2_primary_app_cpul Debug_Attach Inherit Dawn
Add...

Figure 20. Debug Configuration RASM2

Drop down Launch Group and select
Click Debug.

ra8m2_primary_app_cpu1 Debug_Multicore Launch Group.

The debugger should be at the reset handler in the bootloader. Note the address is in the bootloader image.

Debug S %|i+(6 § =8 B
~ @ ra8m2_primary_app_cpul Debug_Multicore Launch %%
pi] arm-none-eabi-gdb (16.2) %%
s Renesas GDB server (Host) E ]
s arm-none-eabi-gdb (16.2) %g
55 Renesas GDB server (Host) @g
v [£7] raBm2_primary_app_cpul Debug_Multicore [Renes. gg
v T ra8m2_bootloader.elf [1] [cores: 0] gg
v o Thread #1 1 (single core) [core: 0] (Suspende: §§
= Reset_Handler() at startup.c:50 0x20060a8
»al arm-none-eabi-gdb (16.2)
pe| Renesas GDB server (Host)

v [£7] ra8m2_primary_app_cpul Debug_Attach [Renesas (
~ & raBm2_primary_app_cpul.elf [1] [cores: 0]
»® Thread #1 1 (single core) [core: 0] (Running)
p) arm-none-eabi-gdb (16.2)
s Renesas GDB server (Host)

Console X

=

startup.c X i}

50
51
52
53
54
55 =
56
57
58 }

59 }

60

62 ® * Default exception handler.[]
64 = void Default_Handler (void)

85 {

SystemInit();

*

/* Call user application. */
main();

while (1)
{

¥}

/* Infinite Loop.

Registers Problems Debugger Console Smart Browser Memory Exec

raBm2_primary_app_cpul Debug_Multicore [Renesas GDB Hardware Debugging] [pid: 10]

Figure 21. Start the RA8M2 Application Execution on CPU0

Click Resume twice “® and boot the Primary image CPUO. LED1 should be blinking.

The debugger now should be at the reset handler in the primary image CPU1. The address is in the primary
image CPU1.

RO1AN8452EU0100 Rev.1.00
Oct.10.26

Page 21 of 90
RENESAS



Renesas RA Family

MCUboot with Post-Quantum Cryptography

Debug S #|i+(€a § = B
v @ raBm2_primary_app_cpul Debug_Multicore Launch
po arm-none-eabi-gdb (16.2)
g Renesas GDB server (Host)
w arm-none-eabi-gdb (16.2)
s Renesas GDB server {Host)
~ [£7 raBm2_primary_app_cpul Debug_Multicore [Renes.
v @ rafm2_bootloader.elf [1] [cores: 0]
o2 Thread #1 1 (single core) [core: 0] (Running)
s arm-none-eabi-gdb (16.2)
p Renesas GDB server (Host)
w ? raBm2_primary_app_cpul Debug_Attach [Renesas ¢
~ ¥ raBm2_primary_app_cpul.elf [1] [cores: 0]
~ f® Thread #1 1 (single core) [core: 0] (Suspende:
= Reset_Handler{) at startup.c:50 0x2048e38
s arm-none-eabi-gdb (16.2)
w Renesas GDB server (Host)

.t startup.c L€ main.c L] startup.c = g
SystemInit();
/* Call user application. */
main();
while (1) I
{
/* Infinite Loop. */
i 58 }
# 59 }
68
62 # * Default exception handler.
64 -~ void Default_Handler (void)
65 {
]
Consale > Registers Problems Debugger Console Smart Browser Memaory Exec

ram2 primary app cpul Debug Multicore [Renesas GDB Hardware Debugging] [pid: 10]

Figure 22. Start the RA8M2 Application Execution on CPU1

Click Resume " and boot the Primary image CPU1. LED2 should be blinking.
3.3.4 Downloading and Running the Secondary Applications

During development, you can use the Ancillary loading capability & "to load the new Secure image to the

intended location. Follow the steps below to perform an application upgrade.

Note:

Ensure compiling ra8m2_secondary_app_cpu0 and ra8m2_secondary_app_cpu1 before starting. The
signed image is located under the \Debug folder and is named <project_name>.bin.signed (for example,
/ra8m2_secondary_app_cpu0/Debug/ra8m2_secondary_app_cpu0.bin.signed).

1. Press to pause the program which now is primary application on CPU1.
<]
F gait Source Refactor Mavigate Project Renesas Yiew 2535 365 lar 15 A 10w
B-&-ie|n{d]e s Rl Q-ik-He-m- @Y 9SO Q
Debug = G 1+ % E S 0 [g aanupe L€l rain.c LE] startupe X = A
~ # ram2_primary_app_cpul Debug_Multicore Launch i se SystemInit();
s arme-none-eabi-gdb (16.2) % 51 . .
- * Call user application. */
- Renesas GDB server [Haost) main();
g arm-none-eabi-gdb (16.2)
st Renesas GDB server [Host) = while (1) I
~ & raBm2_primary app_cpu1 Debug_ Multicore [Renes { e s L
~ &® raBm?2_bootloader.elf [1] [cores: 0] - } Infinite Loop. %/
@ Thread #1 1 (single core) [cora: 0] (Running) % 5% }
s arm-none-eabi-gdb (16.2) 6@
o Renesas GDB sarver (Host) EP. H '_BefaJlt exception handler.
w [£7 ra8m2_primary_app_cpu1 Debug_Attach [Renesas | z: = void Default Handler (void)
v &8 raBm2_primary_app_cpu.elf [1] [cores: 0]
2 Thread #1 1 (single core) [core: 0] (Running)
g arm-none-eabi-gdb (16.2) Console X Registers Problems Debugger Console Smart Browser Memary Exe
po Renesas GDB server (Host)

Figure 23. Pause primary application on CPU1
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2. Load the new CPU1 application images to the Secondary slot region using the Ancillary loading

capability & from the top of the e? studio toolbar. Select Load as raw binary image and
configure the Address to 0x020A8000.
]

Load Ancillary File

Select an ancillary file for loading

File: | ${workspace_loc:\raem2_secondary_app_cpu1\DebuglraBm2_secondary_app_cpu1.bin.signed} |v ‘ Workspace...  File System...

|. Load as raw binary image
[Address: 002048000

Figure 24. Load the Secondary Application Image CPU1

3. Select CPUO Debugging section. Press to pause the program on CPUO.
]

®- &~ w | mDe

R4 Qo il i 0w
Debug X S %+ 3 =0

~ @ ra8m2_primary_app_cpu? Debug_Multicore Launch Group [Launch Group]

5 arm-none-eabi-gdb (16.2)
i Renesas GDB server (Host)
& arm-none-eabi-gdb (16.2)
| Renesas GDB server (Host)
v [£7] raBm2_primary_app_cpu1 Debug_Multicore [Renesas GDB Hardware Debugging]
& ra8m?2_bootloader.elf [1] [cores: 0]
»# Thread #1 1 (single core) [core: 0] (Running)
p=| arm-none-eabi-gdb (16.2)
= Renesas GDB server (Host)

~ [£7] raBm2_primary_app_cpu1 Debug_Attach [Renesas GDB Hardware Debugging)
v (i raBm2_primary_app_cpu.elf [1] [cores: 0]
~ of® Thread #1 1 (single core) [care: 0] (Suspended : Signal : 0:Signal 0)
= bsp_prv_software_delay_loop() at bsp_delay.c:184 0x2048d0a
= hal_entry{) at hal_entry.c 104 0x204899¢
po arm-none-eabi-gdb (16.2)
p| Renesas GDB server (Host)

Figure 25. Pause primary application on CPU0Q

4. Load the new CPUOQ application images to the Secondary slot region using Ancillary loading. Select
Load as raw binary image and configure the Address to 0x02078000.

e X

Load Ancillary File

Select an ancillary file for loading

File: | E{;[workspaceiloc:\rasmzisecondaryiappicpu(]\Debug‘\raSm2isecondary7appicpuO.bin.signed}| v | Workspace... File System...

B Load as raw binary image
ry iImag
| Address:  0x02078000 |

Figure 26. Load the Secondary Application Image CPUO

5. Click Resume all * i . The swap occurs and the new images are executed. Now the LED3 should
be blinking and the LED1 should be blinking with slower frequency.

3.4 Running the EK-RA8M1 Swap Update Mode Example
Follow the steps below to run the example projects for EK-RA8M1 using the MCUboot Swap Update mode.
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3.4.1 Import the Projects

Import the project ra8m1_mcuboot_PQC.zip to a Workspace.

The following example projects are included in this folder and the memory Flash map overview used in the
project:

——————————— 0x021F0000
Scratch Area
77777 0x021D8000
Secondary Slot Secondary Image
T — 0x020F8000
> lr= ra8m1_bootloader .
- Primary Slot Primary Image
> | 8m1_pri
71— racm’_primary_app 0x02018000
> 1;:5 ra8m1_secondary_app MCUboot '
> = raBm1_solution 0x02000000

Figure 27. Example Projects for RA8M1 Swap Update Mode

e Project ra8m1_bootloader is the bootloader project.

e Project ra8m1_primary_app is the initial Primary application project. This project blinks the three LEDs
on the EK-RA8M1 kit.

e Project ra8m1_secondary_app is the Secondary application project. This project blinks the LED1 on the
EK-RA8M1 Kkit.

e Project ra8m1_solution is the solution project. This project configures memory areas.

Follow section 3.2 to set up the Python signing environment if this is the first time you are signing the
application image.

3.4.2 Compile the Projects

The solution project includes the bootloader and primary application projects. Right click on solution project
and select Build Project (Ctrl+B) to build the bootloader and primary application projects. The bootloader
image is located under the \Debug folder and is named <project_name>.elf. For the application project, the
post-build command will also sign the corresponding images. The signed image is located under the \Debug
folder and is named <project_name>.bin.signed (for example,
/ra8m1_primary_app/Debug/ra8m1_primary_app.bin.signed)

V|T,;c; ra8m1_bootloader [Dehug]‘ ~ l% ra8m1_primary_app [Debug]
> ﬁ;b Binaries > ﬁb Binaries
> [ Indudes > it Includes
> Bra > Bra
> -Lﬂ ra_gen > & ragen
> (B src > 5% stc
v = Debug v (= Debug
> [(=ra > &ra
> [=»ra_gen 7 (Eragen
= > = src
2 b sic > %% ra8m1_primary_app.elf - [arm/le]
| > ¥ ra8m1_bootloader.elf - [arm/le] [8) bsp_linker info.h
€| bsp_linker_info.h {} compile_commands.json
{} compile_commands.json L] fsp_gen.lid
L fsp_gen.lld © makefile
@ makefile = makefile.init
= makefile.init |L| memory regions.lld
|L| memory_regions.lid @ objects.mk
% objects.mk = ra8m‘1_primary_app.bin.signed

=| ra8m1_bootloader.cref =| ra8m1_primary_app.cref

= ra8m1_bootloader.elf.in = ra8m1_primary_app.elf.in
ra8m’_primary_app.ma

ra8m1_bootloader.map _primary_app.map

= ra8m1_primary_app.rpd

=| raBm1_bootloader.rpd

# ra8m1_bootloader.shd

= ra8m1_bootloader.srec

£ ra8m1_primary_app.sbd
= ra8m1_primary_app.srec
=/ ra8m1_primary_app.temp.bin
@ sources.mk % sources.mk

> = racfg > [=racfg

Figure 28. Successfully built images on RASM1
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3.4.3 Debug the Applications and Boot the Primary Application
Right-click on project ra8m1_primary_app and select Debug As > Debug Configurations.

# Debug Configurations ] X

<
Create, manage, and debug configurations ﬁ |
|

<& /o g [ -
[ [Pl e 29 5 x‘ B Y Name: ra8m1_primary_app Debug_Flat

type filter text [5 Main ## Debugger| ¥ Startup |E€:/ Source| [-] Common

[€] ¢/C++ Application Initialization Commands
C/C++ R te Applicati
Elcicss .erno € Applcation [ ] Reset and Delay (seconds): 3
. EASE Script
[€] GDB Hardware Debugging D Halt

[c*] GDB Simulator Debugging (RH850)
@ Launch Group
v [t Renesas GDB Hardware Debugging
[c"] ra8m1 bootloader Debug Flat
| [c*| ra8m1_primary_app Debug Flat Load image and symbols
[c*ra8m1_secondary_app Debug_Flat

X K Filename Load type Offset (hex)  On connect
[£7] Renesas Simulator Debugging (RX, RL78) Add...
@ Program Binary [raBm1_primary_app.elf] Symbols only Yes
B r28m1_bootloader elf [C\Users\a506851... Image and Symbols 0 Yes Edit...
B ra8m1_primary_app.bin.signed [C:\Users\... Raw Binary 2018000 Yes Remove
Move up
Move down
Revert Apply

Filter matched 11 of 13 items

@

Figure 29. Debug Configuration RA8M1 Overwrite Update
Select ra8m1_primary_app Debug_Flat then click Debug.

The debugger should be at the reset handler in the bootloader. Note the address is in the bootloader image.

Debug ¥ |1 (% § = O [gstartupec X ==
« [t raBm1_primary_app Debug_Flat [Renesas GDB Hardw i‘é% 58 SystemInit();
- E1
~ ¥ ra8m1_pri elf [1 : 0 Sy i ;
t" r;EJJ:r:ary_aPple [ ][w'es_{lj . At %% 52 /* Call user application. */
of -rea #1 1 (single core) [core: 0] (Suspended : L B main();
= Reset_Handler() at startup.c50 0200590 == c4
= <signal handler called>() at Oxffffffff i ss = while (1)
s/ arm-none-eabi-gdb (16.2 £ 56 {
i geb (159 2 57 /* Infinite Loop. */
g Renesas GDB server (Host) -
. I 3
& 59 }
68
2 # * Default exception handler.
64 void Default_Handler (void)
65 {
1] * /** A error has occurred. The user will need to investigat
78 | BSP_CFG_HANDLE_UNRECOVERABLE_ERROR(®);
71 }
72
73 /* Main stack */
74 uint8_t g_main_stack[BSP_CFG_STACK_MAIN_BYTES + BSP_TZ_STACK S
75
76 /* Heap */
77 BSP_DONT_REMOVE uint8_t g_heap[BSP_CFG_HEAP_BYTES] BSP_ALIGN_V
78
79 = /* All system exceptions in the vector table are weak referenc
80 * these exceptions in their code they should define their own
81 x
82 = #if defined(__ICCARM__
o3 #AnLima LIEAV BEEC ATTDTOIITEC

Figure 30. Start the RA8M1 Application Execution

Click Resume twice ¥ and boot the Primary image. All three LEDs should be blinking.
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3.4.4 Downloading and Running the Secondary Applications

During development, you can use the Ancillary loading capability %  to load the new Secure image to the
intended location. Follow the steps below to perform an application upgrade.

Note:

Ensure compiling ra8m1_secondary_app before starting. The signed image is located under the \Debug
folder and is named <project_name>.bin.signed (for example, /ra8m1_secondary_app
/Debug/ra8m1_secondary_app.bin.signed).

1. Press to pause the program.
2. Load the new application images to the Secondary slot region using the Ancillary loading capability &

from the top of the e? studio toolbar. Select Load as raw binary image and configure the Address to
0x020F8000.

Load Ancillary File

Select an ancillary file for loading

File: | ${workspace_|oc:\ra8m1_secondary_app\Debug*raSm1_secondary_app.bin.signed} v | Workspace...  File System...

|. Load as raw binary image
[Address: 0x020F8000

Figure 31. Load the Secondary Application Image on RASM1

3. Click Resume “» A swap occurs and the new image is executed. Now only the LED1 should be
blinking.
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3.5 Running the EK-RA6M5 Swap Update Mode Example
Follow the steps below to run the example projects for EK-RA6M5 using the MCUboot Swap Update mode.

3.5.1 Import the Projects

Import the project rabm5_mcuboot_PQC.zip to a Workspace.

The following example projects are included in this folder and the memory Flash map overview used in the
project:

——————————— 0x00200000

Scratch Area
0x001F8000
Secondary Slot Secondary Image
N S — — 0x00108000
» f= rabm5_bootloader ) .
c ] Primary Slot Primary Image
#» iz rabm5_primary_app e 0X00018000
> I5 rabm5_secondary_app MCUboot
? = rabmb_solution L 0x00000000

Figure 32. Example Projects for RA6M5 Swap Update Mode

e Project rabm5_bootloader is the bootloader project.

e Project ra6m5_primary_app is the initial Primary application project. This project blinks the three LEDs
on the EK-RA6MS5 kit.

e Project rabm5_secondary_app is the Secondary application project. This project blinks the LED1 on the
EK-RABMS5 Kkit.

e Project rabm5_solution is the solution project. This project configures memory areas.

Follow section 3.2 to set up the Python signing environment if this is the first time you are signing the
application image.

3.5.2 Compile the Projects

The solution project includes the bootloader and primary application projects. Right click on solution project
and select Build Project (Ctrl+B) to build the bootloader and primary application projects. The bootloader
image is located under the \Debug folder and is named <project_name>.elf. For the application project, the
post-build command will also sign the corresponding images. The signed image is located under the \Debug
folder and is named <project_name>.bin.signed (for example,
/rabm5_primary_app/Debug/rabm5_primary_app.bin.signed)
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v ";5 rabm5_bootloader [Debug]

v [i5 rabm5_primary_app

> 4% Binaries > 4 Binaries
> [ Includes > %i Includes
- > 2 ra
> (B
p i > (2 ra_gen
> (2 ra_gen e Sr;
N =
> B &
% o v (= Debug
v [ Debug > @ ra
> & ra > [Z>ra_gen
> [Z=ra_gen 5 @ sic
> @ sic > %5 rabm5_primary_app.elf - [arm/le]

| > 7:5 rabm5_bootloader.elf - [arm/le]

.¢| bsp_linker_info.h

[g bsp_linker_info.h

|{} compile_commands. json

|{} compile_commands.json IL| fsp_gen.lid
L fsp_gen.lid @ makefile
& makefile \=| makefile.init
'_; makefile.init Ll memory regionslid
L. memory_regions.lld plobjectsink
biects.mk abm5_primary_app.bin.signed
@ objects.m

rabm5_bootloader.cref

rabm5_bootloader.elf.in

[t

rabm5_bootloader.map
= rabm5_bootloader.rpd
+ rabm5_bootloader.sbd

rabm5_bootloader.srec

@ sources.mk

abm5_primary_app.cref

rabm5_primary_app.elf.in

[

rabm5_primary_app.map
|=! rabm5_primary_app.rpd

£ ra6m5_primary_app.shd

rabm5_primary_app.srec

rabm5_primary_app.temp.bin

@ sources.mk

> [=ra cfg > (= ra_cfg

Figure 33. Successfully builtimages on RA6M5

3.5.3 Debug the Applications and Boot the Primary Application
Right-click on project rabm5_primary_app and select Debug As > Debug Configurations.
®

Create, manage, and debug configurations

Name: rabm5_primary_app Debug_Flat

type filter text Main ¥ Debugger| & Startup

] Common| &7 Source

[€] ¢/C++ Application Initialization Commands

[€]C/C++ Remote Application TR ST
EASE Script

[€] GDB Hardware Debugging _J Halt

[7] GDB Simulator Debugging (RH850)

# Launch Group

~ [£7] Renesas GDB Hardware Debugging

€7 rabm5 bootloader Debug Flat
© ] rabm5_primary app Debug Flat

Load image and symbols
©'| rabm5,_secondary_app Debug_Flat

- - Filename Load type Offset (hex)  On connect
[c7] Renesas Simulator Debugging (RX RL78) B Add...
8 Program Binary [ra6m5 _primary_appeelfl  Symbols only Yes
8 ra6m5_bootloader.elf [C\Users\a506851... Image and Symbols 0 Yes
rabm5_primary_app.bin.signed [C:\Users... Raw Binar 18000 Yes
a y_appbin signed ¥

Runtime Options

] Set program counter at (hex):

Filter matched 11 of 13 items

®

Figure 34. Debug Configuration RA6M5 Swap Update
Select rabm5_primary_app Debug_Flat then click Debug.

The debugger should be at the reset handler in the bootloader. Note the address is in the bootloader image.
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Debug X | % || § = B [g startupc = 8
v [£7] raBm5_primary_app Debug_Flat [Renesas GDB Hardw se | SystemInit();
v iR l;&ms_prin.\ar\,n_ar:)p.elf [1] [cores: 0] ;‘; * Call user application. *
~ @ Thread #1 1 (single core) [core: 0] (Suspended : wain():
= Reset_Handler() at startup.c50 0xSdcd
= <signal handler called >() at Oxffffffff while (1)

sl arm-none-eabi-gdb (16.2) { o

. Infinite Loop. */

g BRenesas GDB server (Host) }

}
68
652 # * Default exception handler.
64 - void Default_Handler (void)
65 {
66 ® * A error has occurred. The user will need to investigat
7€ SSP CFG_HANDLE_UNRECOVERABLE_ERROR(®);
73 Main stack */
74 uint8_t g_main_: Stack[ESP CFG_STACK_MAIN_BYTES + BSP_TZ_STACK_S
75
76 * Heap
BSP_DONT_REMOVE uint8_t g_heap[BSP_CFG_HEAP_BYTES] BSP_ALIGN_V
79 = /* All system exceptions in the vector table are weak referenc
8e * these exceptions in their code they should define their own
81 -
82 #if defined(__ICCARM_ )
R #elafina LIEAVY DEE ATTOTRIITE
<« I »

Figure 35. Start the RA6M5 Application Execution
Click Resume twice “* and boot the Primary image. All three LEDs should be blinking.

3.5.4 Downloading and Running the Secondary Applications

During development, you can use the Ancillary loading capability % 'to load the new Secure image to the
intended location. Follow the steps below to perform an application upgrade.

Note:

Ensure compiling rabm5_secondary_app before starting. The signed image is located under the \Debug
folder and is named <project_name>.bin.signed (for example, /rabm5_secondary_app
/Debug/rabm5_secondary_app.bin.signed).

1. Press to pause the program.
2. Load the new application images to the Secondary slot region using the Ancillary loading capability L 1

from the top of the e2 studio toolbar. Select Load as raw binary image and configure the Address to
0x00108000.

o] X

Load Ancillary File

Select an ancillary file for loading

File: ‘$[workspaceiloc:\raGmSisecondaryiapp\DebugI\raGm57secondary7app.bin.signed} ~| Workspace... File System...

I! Load as raw binary image |
|Address: 0xo0108000 |

Figure 36. Load the Secondary Application Image on RA6M5

3. Click Resume “» . A swap occurs and the new image is executed. Now only the LED1 should be
blinking.
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3.6 Running the EK-RA6M3 Swap Update Mode Example
Follow the steps below to run the example projects for EK-RA6M3 using the MCUboot Swap Update mode.

3.6.1 Import the Projects

Import the project rabm3_mcuboot_PQC.zip to a Workspace.

The following example projects are included in this folder and the memory Flash map overview used in the
project:

——————————— 0x00200000

Scratch Area
0x001F8000
Secondary Slot Secondary Image
----------- 0x00108000
> =% rabm3_bootloader Primary Slot Primary Image
> =5 raém3_primary_app —- 0x00018000
> o rabm3_secondary_app MCUboot
> =& rabm3_soluton . 0x00000000

Figure 37. Example Projects for RA6M3 Swap Update Mode

e Project rabm3_bootloader is the bootloader project.

e Project ra6m3_primary_app is the initial Primary application project. This project blinks the three LEDs
on the EK-RA6M3 kit.

o Project rabm3_secondary_app is the Secondary application project. This project blinks the LED1 on the
EK-RABM3 Kkit.

e Project rabm3_solution is the solution project. This project configures memory areas.

Follow section 3.2 to set up the Python signing environment if this is the first time you are signing the
application image.

3.6.2 Compile the Projects

The solution project includes the bootloader and primary application projects.Right click on solution project
and select Build Project (Ctrl+B) to build the bootloader and primary application projects. The bootloader
image is located under the \Debug folder and is named <project_name>.elf. For the application project, the
post-build command will also sign the corresponding images. The signed image is located under the \Debug
folder and is named <project_name>.bin.signed (for example,
/rabm3_primary_app/Debug/rabm3_primary_app.bin.signed)
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v 1-5 rabm3_bootloader
> a‘»,‘.sb Binaries
> [ Includes
> B ra
> (22 ra_gen
> B src
~ = Debug
> =ra
> = ra_gen
> = src

| > %% rabm3_bootloader.elf - [arm/le]

K] bsp_linker_info.h
{3 compile_commands.json
|L| fsp_gen.lid

@ makefile

makefile.init

memory_regions.lld

) objects.mk

abm3_bootloader.cref

rabm3_bootloader.elf.in
rabm3_bootloader.map
4 rabm3_bootloader.sbd

|= rabm3_bootloader.srec

@ sources.mk

> [ ra_cfg

v 1% rabm3_primary_app
> ‘;ff Binaries

! Includes

> Bra

(2 ra_gen

52 src

~ (= Debug
> B=ra

v

AV

=~ ra_gen

& src

% rabm3_primary_app.elf - [arm/le]
l£] bsp_linker_info.h

{3 compile_commands.json

vovowv

fsp_gen.lld

o makefile

makefile.init

memory_regions.lld

@ objects.mk

rabm3_primary_app.bin.signed

=| rabm3_primary_app.cref

=| rabm3_primary_app.elf.in

rabm3_primary_app.map
& rabm3_primary_app.sbd
= rabm3_primary_app.srec

= rabm3_primary_app.temp.bin

@ sources.mk
> = racfg

Figure 38. Successfully built images on RA6M3

3.6.3 Debug the Applications and Boot the Primary Application
Right-click on project rabm3_primary_app and select Debug As > Debug Configurations.

Create, manage, and debug configurations

? [F o i RXIET~
type filter text

€/C++ Application
C/C++ Remote Application
EASE Script
GDB Hardware Debugging
GDB Simulator Debugging (RH850)
& Launch Group
v [£7] Renesas GDB Hardware Debugging
[ rabm3 bootloader Debug Flat
T_ rabm3_primary_app Debug_Flat
[ ram3_secondary_app Debug_Flat
[£7] Renesas Simulator Debugging (RX, RL78)

@] (=]

Filter matched 11 of 13 items

Name: rabm3_primary_app Debug_Flat

] Main ﬁ? Debugger| B Startup L Source | [Z] Common

Initialization Commands
[ Reset and Delay (seconds): 3

[ Halt

Load image and symbols

Filename Load type Offset (hex)
B Program Binary [rabm3_primary_app.elf]
B ra6m3_bootloader.elf [C\Users\

a rabm3_primary_app.bin.signed [C\Users... Raw Binary 18000

Symbols only
.. Image and Symbols 0

On connect
Yes
Yes
Yes

Add...

Figure 39. Debug Configuration RA6M3 Swap Update

Select rabm3_primary_app Debug_Flat then click Debug.

The debugger should be at the reset handler in the bootloader. Note the address is in the bootloader image.
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~ [£7] rabm3_primary_app Debug_Flat [Renesas GDB Hardw 5e
v J,f? rabm3_primary_app.elf [1] [cores: 0]
v o Thread #1 1 (single core) [core: 0] (Suspended :
= Reset_Handler() at startup.c:50 Ox4eb8
= <signal handler called>() at Oxffffffff
p. arm-none-eabi-gdb (16.2)

s Renesas GDB server (Host)

7@
71
72
73
74
75
76
77
78
79
80
81

82
K2

Debug X = &‘iﬁ'“;#’ § = A rgstartup.c x = B8

©00804ebs SystemInit();

/* Call user application. */
00004ebc main();
ooeedece © while (1)

{

/* Infinite Loop. */
}
}

® * Default exception handler.[]
=void Default_Handler (void)

@ /** A error has occurred. The user will need to investigat
00004ec2 BSP_CFG_HANDLE_UNRECOVERABLE_ERROR(®);
eoeedecs

/* Main stack */
uint8_t g_main_stack[BSP_CFG_STACK_MAIN_BYTES + BSP_TZ_STACK_S

/* Heap */
BSP_DONT_REMOVE uint8_t g_heap[BSP_CFG_HEAP_BYTES] BSP_ALIGN_V

©/* All system exceptions in the vector table are weak referenc
* these exceptions in their code they should define their own
*/

- #if defined(_ ICCARM__

#Aafina WEAY DEE ATTDTRIITE

Figure 40. Start the RA6M3 Application Execution

Click Resume twice ™ and boot the Primary image. All three LEDs should be blinking.

3.6.4 Downloading and Running the Secondary Applications

During development, you can use the Ancillary loading capability 3 "to load the new Secure image to the
intended location. Follow the steps below to perform an application upgrade.

Note:

Ensure compiling rabm3_secondary_app before starting. The signed image is located under the \Debug
folder and is named <project_name>.bin.signed (for example, /rabm3_secondary_app

/Debug/rabm3_secondary_app.bin.signed).
1. Press to pause the program.

2. Load the new application images to the Secondary slot region using the Ancillary loading capability %
from the top of the e2 studio toolbar. Select Load as raw binary image and configure the Address to

0x00108000.

Load Ancillary File

Select an andillary file for loading

File: ‘${workspaceiloc:\raﬁm3isecondaryjpp\Debuglraﬁm37secondaryiapp.bin.signed} VI Workspace...  File System...

|. Load as raw binary image |
Address: 0x00108000

Figure 41. Load the Secondary Application Image on RA6M3

3. Click Resume “» A swap occurs and the new image is executed. Now only the LED1 should be

blinking.
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3.7 Running the EK-RA4C1 Swap Update Mode Example
Follow the steps below to run the example projects for EK-RA4C1 using the MCUboot Swap Update mode.

3.7.1 Import the Projects

Import the project ra4c1_mcuboot_PQC.zip to a Workspace.

The following example projects are included in this folder and the memory Flash map overview used in the
project:

rrrrrrrrrrr 0x00080000

Scratch Area
0x0007C000
Secondary Slot Secondary Image
------- 0x00046000
> 125 radc1_bootloader Primary Slot Primary Image
> Ie% radcl_primary_app ~------- 000010000
> radcl_secondary_app MCUboot
> = radcl_solution 0x00000000
- 0Ox

Figure 42. Example Projects for RA4C1 Swap Update Mode

e Project radc1_bootloader is the bootloader project.

o Project radc1_primary_app is the initial Primary application project. This project blinks the three LEDs on
the EK-RA4C1 kit.

o Project ra4c1_secondary_app is the Secondary application project. This project blinks the LED1 on the
EK-RA4C1 kit.

e Project ra4c1_solution is the solution project. This project configures memory areas.

Follow section 3.2 to set up the Python signing environment if this is the first time you are signing the
application image.

3.7.2 Compile the Projects

The solution project includes the bootloader and primary application projects. Right click on solution project
and select Build Project (Ctrl+B) to build the bootloader and primary application projects. The bootloader
image is located under the \Debug folder and is named <project_name>.elf. For the application project, the
post-build command will also sign the corresponding images. The signed image is located under the \Debug
folder and is named <project_name>.bin.signed (for example,
/radc1_primary_app/Debug/ra4dc1_primary_app.bin.signed)
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v I radcl_bootloader v 15 radc_primary_app
> ?;—,b Binaries > #L} Binaries
> [ Includes > [l Includes
> Bra >Bra
> 2 ra_gen > 2 ra_gen
> @ src ’ 'lj‘n s1c
v (= Debug e Lff‘ij:’:g
’ [,:i e > (= ra_gen
> (= ra_gen > G src
> & st > %‘} radc1_primary_app.elf - [arm/le]
| > ¥ ra4c1_bootloader.elf - [arm/le] €] bsp_linker_info.h
Le] bsp linker infa.h {} compile_commandsjson
|{3 compile_commands.json 1Ll fsp_gen.id
L fsp_gen.lid @ makefile
_& makefile =] makefile.init
=| makefile.init IL| memory_regions.lid

\L| memory_regions.lld @ objects.mk

% objects.mk \=| ra4c1_primary_app.binsigned

= radc1_bootloader.cref &l radcl_primary_app.cref
= = radc_pri elfi
'=| ra4c1_bootloader.elf.in b ra4c1,prfmary,appe n
radc]_primary_app.ma

radc1_bootloader.map — _p_ G
|=| ra4ec1_primary_app.rpd

radc1_bootloader.rpd

& ra4c1_bootloader.sbd

= ra4c1_bootloader.srec

4 radc1_primary_app.sbd

|=! radc1_primary_app.srec

|=| radc1_primary_app.temp.bin
L@ sources.mk @ sources.mk

> (= ra_cfg > 2 ra_cfg

Figure 43. Successfully built images on RA4C1

3.7.3 Debug the Applications and Boot the Primary Application
Right-click on project radc1_primary_app and select Debug As > Debug Configurations.

Q Debug Configurations (m] X
Create, manage, and debug configurations P >
El
& =
Fdia (B X | = Name: radc1_primary_app Debug_Flat
type filter text [} Main | %5 Debugger & Source| ] Common
[€] C/C++ Application Initialization Commands
[E]¢/c++ Remote Application [ Reset and Delay (seconds): 3
EASE Script
[t | GDB Hardware Debugging O Halt

(7] GDB Simulator Debugging (RH850)
2 Launch Group
v [£7] Renesas GDB Hardware Debugging
€ ra4c1_bootloader Debug_Flat
E radcl_primary_app Debug_FIall Load image and symbols

| radc1_secondary_app Debug_Flat

= R <imul Deb _ /¥ RLTS Filename Load type Offset (hex)  On connect G
€ Renesas Simulator Debugging ( ) Program Binary [radc1_primary_app.elf] Symbols only Yes
radc1_bootloader.elf [C:\Users\ . Image and Symbols 0 Yes Edit...
ra4c1_primary_app.bin.signed [C:\Users{ .. Raw Binary 10000 Yes Remove
Remo
Move up
Move down
Runtime Options
Revert Apply

Filter matched 11 of 13 items

Figure 44. Debug Configuration RA4C1 Swap Update
Select radc1_primary_app Debug_Flat then click Debug.

The debugger should be at the reset handler in the bootloader. Note the address is in the bootloader image.
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Debug - i+ | € = 0 [4 startupc X — (=]
v [E radc1_primary_app Debug_Flat [Renesas GDB Hardware Debugging] = i SystemInit();
w (% radci_primary_app.elf [1] [cores: 0] .

v of® Thread #1 1 (single core) [core: 0] (Suspended : Signal : SIGTRAP a a1l user applicatior
= Reset_Handler() at startup.c:50 Ox5ad8 main(}; I
= <signal handler called>() at Oufffffff L - while (1)

m arm-none-eabi-gdb (16.2)

o Renesas GDB server (Host) 7 * Infinite Loo

}

o s }

Figure 45. Start the RA4C1 Application Execution
Click Resume twice “* and boot the Primary image. All three LEDs should be blinking.

3.7.4 Downloading and Running the Secondary Applications

During development, you can use the Ancillary loading capability 3 "to load the new Secure image to the
intended location. Follow the steps below to perform an application upgrade.

Note:

Ensure compiling ra4c1_secondary_app before starting. The signed image is located under the \Debug
folder and is named <project_name>.bin.signed (for example, /ra4c1_secondary_app
/Debug/radc1_secondary_app.bin.signed).

1. Press to pause the program.
2. Load the new application images to the Secondary slot region using the Ancillary loading capability L 1

from the top of the e2 studio toolbar. Select Load as raw binary image and configure the Address to
0x00046000.

Load Ancillary File

Select an ancillary file for loading

File: | ${workspace_loc:\ra4c1_secondary_app\Debugira4c1_secondary_app.bin.signed} ~ | Workspace...  File System...

ﬁ Load as raw binary image
|Address: 0x00046000

Figure 46. Load the Secondary Application Image on RA6M3

3. Click Resume “» A swap occurs and the new image is executed. Now only the LED1 should be
blinking.
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3.8 Running the EK-RA2A2 Direct XIP Update Mode and Dual Bank Mode Example

Follow the steps below to run the example projects for EK-RA2A2 using the MCUboot Direct XIP Update
mode and Dual Bank mode.

3.8.1 Import the Projects

Import the project ra2a2_mcuboot_PQC.zip to a Workspace.
The following example projects are included in this folder and the memory Flash map overview used in the
project:

0x00080000 -

Secondary Slot Secondary Image
0x00050000 L Bank1
MCUboot
> 125 ra2a2_bootloader 0x00040000 =
c . Primary Slot Primary Image
’ [D ra2a2_prlmary_app 0x00010000 ~ Banko
= razaZ_secondary_app MCUboot
> = ra2a2_solution 0x00000000 -

Figure 47. Example Projects for RA2A2 Direct XIP Update Mode

e Project ra2a2_bootloader is the bootloader project.

e Project ra2a2_primary_app is the initial Primary application project. This project blinks the three LEDs on
the EK-RA2A2 kit.

e Project ra2a2_secondary_app is the Secondary application project. This project blinks the LED1 on the
EK-RA2A2 kit.

e Project ra2a2_solution is the solution project. This project configures memory areas.

Follow section 3.2 to set up the Python signing environment if this is the first time you are signing the
application image.

3.8.2 Compile the Projects

The solution project includes the bootloader and primary application projects. Right click on solution project
and select Build Project (Ctrl+B) to build the bootloader and primary application projects. The bootloader
image is located under the \Debug folder and is named <project_name>.elf. For the application project, the
post-build command will also sign the corresponding images. The signed image is located under the \Debug
folder and is named <project_name>.bin.signed (for example,
/ra2a2_primary_app/Debug/ra2a2_primary_app.bin.signed)
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R l% ra2a2_bootloader

> d;;P Binaries ~ % ra2a2_primary_app
> [l Includes > & Binaries
> Bra > ¥ Includes
> (3 ra_gen YEra
> B8 src > 2 ra_gen
> |8 src
¥ & Debug 4 é Debug
> > (=ra
2 = ra_gen > (= ra_gen
> [= s1C > & sic

> "ﬁ‘} ra2a2_primary_app.elf - [arm/le]
] bsp_linker_info.h
{3 compile_commands.json

| > ?} ra2a2_bootloader.elf - [arm/le]
le| bsp_linker_info.h
{} compile_commands.json

L fsp_genlid
fsp_gen.lid
L p,kgﬂ @ makefile
@ maketile =l makefile.init
=| makefile.init

\L| memory_regions.lld

L, memory_regions.lid & objects.mk

& objects.mk

= ra2a2_primary_app.bin.signed

=| ra2a2_bootloader.cref ] ra2a2_primary_app.cref

| ra2a2_bootloader.elfin =| ra2a2_primary_app.elf.in

2a2_pri .
- ra2a2_bootloader.map IR S
£ ra2a2_bootloader.sbd

=l ra2a2_bootloader.srec

4 ra2a2_primary_app.sbd
|=| ra2a2_primary_app.srec
|=| ra2a2_primary_app.temp.bin
@ sources.mk

> [= ra_cfg

@ sources.mk
> (= ra_cfg

Figure 48. Successfully built images on RA2A2

3.8.3 Debug the Applications and Boot the Primary Application
Right-click on project ra2a2_primary_app and select Debug As > Debug Configurations.

' Q Debug Configurations

a X
H
| Create, ge, and debug configurati A -
| ), \
T EX|B Y ~ Mame: ra2a2_primary_app Debug_Flat
type filter text [E Main | %5 Debugger & Source| [C] Common |
[E] C/C++ Application Initialization Commands
[ C/Ces R_emoteApphcatlun [ Reset and Delay (seconds): 3
- EASE Script —
[€] GDB Hardware Debugging [ Halt
[£7] GDB Simulator Debugging (RHE50)
@' IronPython Run
@ IronPython unittest
.’“ Jython run
@ ython unittest Load image and symbols
@ Launch Group
[0 PyDev Disngo Filename Load type Offset (hex)  On connect R
28 PyDev Google App Run @ Program Binary [ra2a2_primary... Symbols only Yes
& Python Run @ r2222_bootloader.eff [ Image and Symbols 0 Yes HLk
!f Python unittest @ r2222_primary_app.bin.signed [... Raw Binary 10000 Yes S
~ [c7 Renesas GDB Hardware Debugging © 2222 bootloader.elf | Image only 40000 Yes
E ra2a2_bootloader Debug_Flat eu
|| ra2a2_primary_app Debug_Flat|
[c¥ ra2a2_secondary_app Debug_Fla ed
[7] Renesas Simulator Debugging (RX,
Runtime Options
[ Set program counter at (hex):
18 Set breakpoint at: main
[ Resume
Run Commands
. Revert I
Filter matched 19 of 21 items

Figure 49. Debug Configuration RA2A2 Direct XIP Update with Dual bank
Select ra2a2_primary_app Debug_Flat then click Debug.
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The debugger should be at the reset handler in the bootloader. Note the address is in the bootloader image.

Debug > Skl § =0 i5¢ [ra2a?_bootloader] FSP Configuration ¢ [raZa?_solution] Solution Configuration g startup.c % L€ mainc
v [£7 ra2a2_primary_app Debug_Flat [Renesas GDB Hardwai ?;i 58 SystemInit();
i ra2a2_primary_app.elf [1] [cores: 0] :

i * Call user application. */
. N y . .
~ ® Thread #1 1 (single core) [core: 0] (Suspended : ! | main();

[= Reset_Handler( at startup.c50 098]

= pac_buf() at 0x200041fc = while (1)
w arm-none-eabi-gdb (16.2) { /% Infinit o s
w Renesas GDB server (Host) } thrinite Loop.
}
62 #® * Default exception handler.

void Default_Handler (void)

Figure 50. Start the RA2A2 Application Execution
Click Resume twice “* and boot the Primary image. All three LEDs should be blinking.

3.8.4 Downloading and Running the Secondary Applications

During development, you can use the Ancillary loading capability ™ ' to load the new Secure image to the
intended location. Follow the steps below to perform an application upgrade.

Note:

Ensure compiling ra2a2_secondary_app before starting. The signed image is located under the \Debug
folder and is named <project_name>.bin.signed (for example, /ra2a2_secondary_app
/Debug/ra2a2_secondary_app.bin.signed).

1. Press to pause the program.
2. Load the new application images to the Secondary slot region using the Ancillary loading capability %

from the top of the e2 studio toolbar. Select Load as raw binary image and configure the Address to
0x00050000.

e’ X

Load Ancillary File

Select an ancillary file for loading

File: ‘S{workspace_loc:‘-raEaZ_secondary_app‘\Debud\raEaE_secondary_app.bin.signed} | v | Workspace.. File System...

E Load as raw binary imagel

Address:  0x00050000

Lok ] conce
Figure 51. Load the Secondary Application Image on RA2A2

3. Click Resume "% . The bank swap occurs and the highest version slot is selected. The new image is
executed. Now only the LED1 should be blinking.
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4. Creating the Bootloader Project

This section provides a walk-through of the bootloader creation of the example projects as well as how to link
the standalone application with the bootloader.

4.1 Start Bootloader Project Creation with e2 studio

Follow the steps below to create the initial bootloader project. The procedure is the same for the RA8, RAG,

RA4, and RA2 families when using Swap mode and Direct XIP mode as the upgrade mode. Note the

following family-specific settings in this application note:
e RA8 (RA8M2, RA8M1) and RA6 (RA6M5, RA6M3): Set Signature Type to ML-DSA 87, upgrade

method: Swap mode.

e RA4 (RA4C1): Set Signature Type to ML-DSA 44, upgrade method: Swap mode

e RA2 (RA2A2): Set Signature Type to ML-DSA 44, upgrade method: Direct XIP and enable Dual

Bank mode

1. Launch e? studio and start to create a new C/C++ Project.
Click File > New > Renesas C/C++ Project > Renesas RA.

&) ws_creation - & studio

Open File...

Recent Files
Close Editor
Close All Editors
Save

Save As...

Save A

Revert

Mave...
Rename..
Refresh

2%

Convert Line Delimiters To
Print...

Import...

G E

Export...
Properties

Switch Workspace
Restart
Exit

Edit Source Refactor Navigate

[} Open Projects from File System...

Alt+Shift+N > I

>
Cirl+W
Ctrl+Shift+W

Ctrl+S

Ctrl+Shift+5

Alt+Enter

b3

Search Project Renesas Views Run Renesas Al Window Help

Renesas C/C++ Project I

DR

2]

o
& s

4 = [o

0 e

Makefile Project with Existing Code

C/C++ Project

Project...

Convert to a C/C++ Project (Adds C/C++ Nature)
Source Folder

Folder

Source File

Header File

File from Template

Class

Example...

Other...

Ctrl+N

>

Renesas Debug
Renesas RA

Figure 52. Start a New Project
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2. Choose Renesas RA C/C++ Project. Click Next.

Q New C/C++ Project O X

Templates for Renesas RA Project

Renesas RA C/C++ Project
C/C++ == Cregte an executable or static library C/C++ project
for Renesas RA.

Renesas RA FSP Solution
==~ Create an FSP Solution for Renesas RA comprising a
Solution Project and C/C++ projects for each processor ¢

® < Back Next > Finish Cancel

Figure 53. Choose Renesas RA C/C++ Project

3. Provide the Project name and click Next.
Project name based on MCU series and the names will persist in the instructions used in this application

note.
MCU Series Bootloader Project name
RA8M2 ra8m2_bootloader
RA8M1 ra8m1_bootloader
RA6M5 raém5_bootloader
RA6M3 raém3_bootloader
RA4CA1 ra4c1_bootloader
RA2A2 ra2a2_bootloader

Renesas RA C/C++ Project e

Project Name and Location

Project name

[ bootloader

B Use default location

iy
LR,' < Back Next » r Cancel |

Figure 54. Name the Bootloader Project

If a different name for the bootloader is chosen, then adapt the corresponding instructions in this
application note accordingly.
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4. Select FSP Version, Board and Toolchains LLVM. Click Next.

MCU RA8SM?2 RA8SM1 RAG6M5 RAG6M3 RA4C1 RA2A2
Series

FSP 6.6.0

Version:

Board: EK-RA8M2 EK-RA8M1 EK-RABM5 EK-RA6M3 EK-RA4C1 EK-RA2A2
Device: R7KA8M2JFLCAC | R7TFASM1AHECBD | R7FA6M5BH3CFC | R7FA6M3AH3CFC | R7FA4C1BD3CFP | R7FA2A2AD3CFP
Core: CPUO CM85 CM33 CM4 CM33 CM23

Toolchains LLVM Embedded Toolchain for Arm

I8 Renesas RA C/C++ Project o

Renesas RA C/C++ Project

Device and Tools Selection

Device Selection

FSP Version: Board Description

Evaluation kit for MCU Group
- :

Visit hitps://renesas.com/ek | to get kit user's manual, quick start
Device: R7

quide, errata, design package, example projects, etc.
Core:

Device Details
Language: @ C (DIC++

TrustZone Yes
Pins 289
Processor Cortex-M
IDE Project Type Debugger
e studio managed build JeLink ARM

Toolchains

LLVM Embedded Toolchain for Arm

GNU ARM Embedded

2111 Manage Toolchains.

Figure 55. Select the FSP, Board & Toolchain
5. (Optional) Select Flat (Non-TrustZone) for Project Type Selection. Click Next.

Renesas RA C/C++ Project

Project Type Selection

Project Type Selection

O Flat (Non-TrustZone) Project
® Renesas RA device project without TrustZone separation
+ Al code, data and peripheral settings will be configured in this
project
# Renesas RA device will remain in secure mode
* EDMAC RAM buffers will automatically be placed in non-secure RAM

TrustZone Secure Project

* Renesas RA device project for TrustZane secure execution

+ All code, data and peripherals placed in this project wil be initalized
as secure

* Secure project settings such as TrustZone partitions, inker maps and
alist of secure peripherals will be passed to a selected non-secure
project

* After initialization, a call o the nan-secure startup handler will be
made

TrustZone Non-secure Project
* Renesas RA device project for TrustZan non-secure exccution

+ All code, data and peripherals placed in this project wil be initalized
as non-secure

® Must be associated with a secure project or smart bundle
* Non-secure startup handler will be called after secure code
initiafization

Figure 56. Select Project Type (available only for devices that support TrustZone)
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6. Select None for Preceding Project or Smart Bundle Selection screen. Click Next.

@ Renesas ra /e

Renesas RA C/C++ Project

Preceding Project or Smart Bundle Selection

0 None

Choose this option when creating a project for the primary processor core (no preceding project or Smart Bundle).

[ Preceding Project:

() Smart Sundle:

Praceding Project/Smart Pundle Details
FSP varsion
loalchain
Toalchain version
Board
Device
Core

fones

@

Figure 57. Select the None option for Preceding Project or Smart Bundle Selection screen
7. Choose Executable for Build Artifact Selection and No RTOS. Click Next.

Q Renesas RA C/C++ Project

Renesas RA C/C++ Project

Build Artifact and RTOS Selection

Build Artifact Selection

RTOS Selection

@ Executable
® Project builds to an executable file

() static Library
® Project builds to a static library file

® Project builds to an executable file

project

@

() Executable Using an RA Static Library

® Project uses an existing RA static library

INO RTOS | ~

Figure 58. Choose to Build Executable and No RTOS
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8. Choose Bare Metal — Minimal for the Project Template in the next screen. Click Finish to establish the
initial project.

® (3' Bare Metal - Minimal

L Bare metal FSP project that includes BSP. This project will initialize clocks, pins, stacks, and the C runtime
environment.

Figure 59. Choose the Project Template
9. If prompted, click Open Perspective.

Q Open Associated Perspective? K

Open the FSP Configuration perspective?

[ ]Remember my decision

Open Perspective No

Figure 60. Choose Open the FSP Configuration Perspective
The project is now created, and the bootloader project configuration is displayed.

10. Click the Stacks tab on the RA configurator.
Add New Stack > Bootloader > MCUboot.

HAL/Common Stacks

Al >

47 g_ioport I/O Port Analog >
(rioport) Audio > m

] oy
® CapTouch > 4 MCUboot Image Utilities
Connectivity > I = Tr-
Figure 61. Add the MCUboot Stack
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11. Configure the General properties of MCUboot.
Set Upgrade Mode to Swap, as shown in Figure 62

MCUboot
Settings Property Value
v Common
API Info
v General
Custom mcuboot_config.h
Upgrade Mode Swap
Validate Primary Image Enabled
Downgrade Prevention (Overwrite Only) Disabled
Watchdog Feed
Measured Boot Disabled
Data Sharing Disabled

> Signing and Encryption Options
> Flash Configuration
> Data Sharing

Figure 62. General Properties for MCUboot with Swap Upgrade Mode

Set Upgrade Mode to Direct XIP for RA2A2, as shown below figure

Property Value
v Common

v General
Custom mecuboot_config.h
Upgrade Mode Direct XIP
Validate Primary Image Enabled
Downgrade Prevention (Overwrite Only) Disabled
Watchdog Feed
Measured Boot Disabled
Data Sharing Disabled

> Signing and Encryption Options
> Flash Configuration
> Data Sharing

Figure 63. General Properties for MCUboot with Direct XIP Mode (RA2A2 only)
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Figure 64. General Configuration for MCUboot Module shows a more detailed application image format
that can be referenced to understand the various MCUboot property definitions.

The header magic number is used for image validation sanity check (refer to the description of
Validate Primary Image).

The image_ok byte is a flag used by the bootloader for swap test mode confirmation.

The trailer magic number is written after the image upgrade is finished.

Scratch Area (swap
upgrade mode only)

Trailer

Slecondary Type Length Value (TLV)
slot P

«— Trailer Magic number
*—— image_ok

Primary (pad)

slot Type Length Value (TLV)

. '
Bootloader Bootloader Header magic number

Figure 64. General Configuration for MCUboot Module

The MCUboot General properties are:

Custom mcuboot_config.h: The default mcuboot_config.h file contains the MCUboot Module
configuration that you select from the RA configurator. You can create a custom version of this file to
achieve additional bootloader functionalities available in MCUboot.
Upgrade Mode: This property configures the application image upgrade method. The available
options are Overwrite Only, Overwrite Only Fast, Swap, and Direct XIP.
Validate Primary Image:
When Enabled
e The bootloader performs:
o Hash or signature verification (depending on the selected verification method).
o MCUboot sanity check (based on the image header magic number).
e The header magic number is always checked as part of the sanity checking prior to the integrity
checking and the signature verification.
When Disabled
e Only sanity check is performed based on the MCUboot header magic numbers.
Note
o ltis strongly recommended to enable this property, as it adds critical security handling to the
bootloader while requiring less than 32 bytes of additional code.
e The image magic number is not part of the image validation.
o ltis a reference value, useful for sanity checks during the application upgrade debugging
process.
o The image magic number is written to flash only after a successful image upgrade.
Downgrade Prevention (Overwrite Only): This property applies to Overwrite upgrade mode only.
When this property is Enabled, a new firmware with a lower version number will not overwrite the
existing application.

RO1AN8452EU0100 Rev.1.00 Page 45 of 90
Oct.10.26 RENESAS



Renesas RA Family MCUboot with Post-Quantum Cryptography

12. Configure the Signing and Encryption Options.
Set the Signature Type to ML-DSA 87 for the RA8M2, RA8M1, RA6M5, and RA6M3 series

MCUboot

Settings Property Value
v Common
API Info

> General
~ Signing and Encryption Options
> TrustZone

Signature Type ML-DSA 87

Boot Record

Custom --confirm

Python python

Encryption Scheme Encryption Disabled

> Flash Configuration
» Data Sharing

Figure 65. Signature Type is ML-DSA 87 (RA8M2, RA8M1, RA6M5 and RA6M3)

Set the Signature Type to ML-DSA 44 for the RA4C1 and RA2A2 series

MCUboot

Settings Property Value
AP Inf v Common
e > General

| V Signing and Encryption Options
> TrustZone

| Signature Type ML-DSA 44 |
Boot Record
Custom —confirm
Python python
Encryption Scheme Encryption Disabled

> Flash Configuration
> Data Sharing

Figure 66. Signature Type is ML-DSA 44 (RA4C1 and RA2A2)

The MCUboot Signing and Encryption properties are:

For both single-image and two-image configurations, the following properties need to be defined:

¢ Signature Type is the signing algorithm selection. Application images using MCUboot must be
signed to work with MCUboot. At a minimum, this involves adding a hash and an MCUboot-specific
constant value in the image trailer.

¢ When using PQC as the cryptographic support for MCUboot, only ML-DSA signature verification is
supported. The choices are:

NONE: This option is selected for the bootloaders that do not support signature verification. With
this choice, the bootloader size will be decreased.

ML-DSA 44/65/87: This option is selected for the example bootloaders that support signature
verification included in this application project. ML-DSA-87 provides the highest security level but
requires larger keys and longer verification times. ML-DSA-44 offers the best performance with a
lower security level.

e Custom: This property allows you to input any specific arguments for the signing command. By
default --confirm is set for this property, which has the following influence on the Secondary image:

For Overwrite upgrade mode, the new image will always overwrite the original application image
upon successful verification.

For Swap upgrade mode, the Primary image slot will be marked as Confirmed after the swap
update. No swap happens upon the next reset after the swap update.

If the Custom property is set to --pad, the system behavior is:
For Overwrite upgrade mode, the system behavior is same as when --confirm is set.
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e For Swap upgrade mode, the system behavior depends on whether the application has routines
to mark the Primary image slot as Confirmed.

Primary image boot behavior is not influenced by the choice between --confirm or --pad.

Note that the Encryption haven’t supported when using PQC, therefore, the Encryption Scheme is set
to Disabled.

13. If creating a bootloader with signature verification support, then the MCUboot Example Keys stack is
required.
Click on the Add [Optional] Add Example Keys stack and choose New to add MCUboot Example
Keys (NOT FOR PRODUCTION).

& MCUboot
@
A
T T I T
@ MCUboot Port for RA 4 MCUboot logging . Add [Optional] Add %7 Add ASN.1 parser if using
(rm_mcuboot_port) Example Keys TinyCrypt, Ocrypto or
Custom Crypto (Protected
Mode)
® ® -
L] ! New > @ MCUboot Example Keys (NOT FOR PRODUCTION) I

Figure 67. Add the MCUboot Example Keys
14. Add the crypto module under MCUboot Port for RA.

HAL/Commen Stacks

% | New Stack >

@ MCUboot

®

A

©)

g;f‘ MCUboot Port for RA (rm_mcuboot_port)

@ MCUboot logging

®

A

]
i Add Requires a crypto

T
%7 Add Requires Flash

%7 Add External Memory

stack

New >

4 MCUboot TinyCrypt (S/W Only)

Implementation

| @
E |—| £ MbedTLS (Crypto Only)

—

Figure 68. Select MbedTLS (Crypto Only)

15. Under MbedTLS Crypto Port (rm_psa_crypto), add Post Quantum Cryptography (PQC) stack

@ MbedTLS (Crypto Only)

@

% Add Requires Flash

4 MbedTLS Crypto Port (rm_psa_crypto)

@

% Add Persistent Storage on
LittleFS (Optional)

A

4% RSIP-E50D Compatibility
Mode
(Optional)

©)

" Add Post Quantum !
Cryptography (PQC]
I New

@ Post Quantum Cryptography (PQC)

A

%7 Add Key Injection for PSA
Crypto (Optional)

Figure 69. Add Post Quantum Cryptography (PQC) stack
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16. (For RA2A2 only) Configure the Flash Configuration properties of MCUboot to enable Dual Bank

Mode.
MCUboot
Settings Property Value
¢ ~ Commeon
SElinig > General
> Signing and Encryption Options
v Flash Configuration
Dual Bank Mode Enabled
Memory Mirror Function (MMF) support Disabled

> Data Sharing

Figure 70. Enable Dual Bank Mode (RA2A2)
4.2 Resolve the Configurator Dependencies

After the MCUboot module and PQC module are brought into the configurator, follow the steps in this section

to resolve the dependencies:

1. Resolve dependencies of MCUboot as shown in the figures below

HAL/Common Stacks

% | New Sta...

@ MCUboot

A stack element with a bar of this color indicates 'MCUboot' is a Module instance.
This instance may be referenced by one other module instance only.

@

Error-related properties:
MCUboot
4 MCUboot > Signing and Encryption Options > Signature Type

MbedTLS (Crypto Only) = Post Quantum Cryptography (PQC) = MBEDTLS ML DSA C

@

Error: MBEDTLS_ML_DSA_C must be defined under MbedTLS (Crypto Only)|Common|Post Quantum Cryptography (PQC)|MBEDTLS_ML DSA C.

Figure 71. MCUboot dependencies

The Signature Type is ML-DSA, MBEDTLS_ML_DSA_C must be defined. In MbedTLS (Crypto
Only), Post Quantum Cryptography (PQC) property, set MBEDTLS_ML_DSA_C to Define

MbedTLS (Crypto Only)

Property
» Cipher
Public Key Cryptography (PKC)
Hash
Message Authentication Code (MAC)
Storage
RNG
Key Configuration
~ Post Quantum Cryptography (PQC)
MBEDTLS_MLKEM_C

Settings
APl Info

WO W W W

Value

Undefine

I MBEDTLS_ML_DSA _C

Define I

» HMAC

Figure 72. Set MBEDTLS_ML_DSA_C to Define to resolve MCUboot dependencies
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2. Resolve dependency of MCUboot Port for RA as shown in the figures below

T
g’.— MCUboot Port for RA (rm_mcuboot_port) ‘ ‘ 4 MCUboot logging

A stack element with a bar of this color indicates 'MCUboot Port for RA (rm_mcuboot_port)® is a Module instance.
This instance may be referenced by one other module instance only.
Error: Requires Flash Driver ol
Error: MBEDTLS_MEMORY_BUFFER_ALLOC_C in MbedTLS (Crypto Only) must be defined under MbedTLS (Crypto Only)|Common|General|MBEDTLS_MEMORY_BUFFER_ALLOC_C
Error-related property:
MbedTLS (Crypto Only) > General > MBEDTLS MEMORY BUFFER ALLOC C

i
[

Figure 73. MCUboot Port for RA dependency

In MbedTLS (Crypto Only), under the General properties, set
MBEDTLS_MEMORY_BUFFER_ALLOC_C to Define to resolve the MCUboot Port for RA
dependencies. This setting is required for the bare-metal MCUboot project because MbedTLS needs
to use its own memory allocator in this environment.

MbedTLS (Crypto Only)
Settings Property Value
~ General

APl Info MBEDTLS_PSA_CRYPTO_DRIVERS Undefine
MBEDTLS_DEPRECATED_WARNING Undefine
MBEDTLS_DEPRECATED_REMOVED Define
MBEDTLS_CHECK_RETURN_WARNING Undefine
MBEDTLS_ERROR_STRERROR_DUMMY Define
MBEDTLS_MEMORY_DEBUG Undefine
MBEDTLS_MEMORY_BACKTRACE Undefine
MBEDTLS_PSA_CRYPTO_CLIENT Undefine
MBEDTLS_PSA_CRYPTO_SPM Undefine
MBEDTLS_PSA_KEY_STORE_DYNAMIC Undefine
MBEDTLS_PSA_ASSUME_EXCLUSIVE_BUFFERS Undefine
MBEDTLS_SELF_TEST Undefine
MBEDTLS_THREADING_ALT Define
MBEDTLS_THREADING_PTHREAD Undefine
MBEDTLS_USE_PSA_CRYPTO Undefine
MBEDTLS_VERSION_FEATURES Define
MBEDTLS ERROR C Define

| MBEDTLS MEMORY BUFFER_ALLOC_C Define |

MBEDTLS_PSA_CRYPTO_C Define
MBEDTLS_PSA_CRYPTO_SE_C Undefine

Figure 74. Resolve dependency for MCUboot Port for RA

Add the Flash driver to resolve the remaining dependency for “MCUboot Port for RA”. For the
RA8M2 series, use MRAM (r_mram) as the Flash driver. For the RA8M1, RA6M5, RA6M3, and
RAA4C1 series, use r_flash_hp. For the RA2A2 series, use r_flash_lIp.

gi? MCUboot Port for RA (rm_mcuboot_port)
@
A

[ I I

gﬁ? MbedTLS (Crypto Only) . Add Requires Flash %7 Add External Memory
Implementation

@ I New > @ MRAM (r_mram)

ry §L I

Figure 75. Add MRAM (r_mram) as the Flash driver for RASM2.
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®

@ MCUboot Port for RA (rm_mcuboot_port)

A

@ MbedTLS (Crypto Only)

®

" Add Requires Flash

% Add External Memory
Implementation

New >

(Dptional)

4 Flash (r_flash_h p)

£

RAA4C1

Figure 76. Add Flash HP (r_flash_hp) as the Flash driver for RA8M1, RA6M5, RA6M3 and

4 MCUboot

®

A

@

gﬁ‘l‘ MCUboot Port for RA (rm_mcuboot_port)

4 MCUboot logging

®

¥ MbedTLS (Crypto Only)

®

i“. Add Requires Flash

New >

4 Flash (r_flash_Ip)

v

;

Figure 77. Add Flash LP (r_flash_lp) as the Flash driver for RA2A2

Resolve dependency of MBedTLS (Crypto Only) as shown in the figures below

4 MCUboot Port for RA (rm_mcuboot_port)

@

4 MCUboot logging

@

@ MCUboot Examnple Keys
(NOT FOR
PRODUCTION)

@

a

&

4 MbedTLS (Crypto Only)

@

4 MbedTLS Crypto Port (1

@

A stack element with a bar of this color indicates 'MbedTLS (Crypto Only)' is a common module instance.
This instance may be referenced by multiple other module instances across multiple stacks.
Error: MBEDTLS_THREADING_C must be undefined under Common|General MBEDTLS_THREADING_C or MbedTLS (Crypto Only) must be added under AWS Transport interface for FreeRTOS Application.
Error-related property:
MbedTLS (Crypto Only) > M S THREADING C
Error: MBEDTLS_THREADING_ALT must be undefined under Common|General[MBEDTLS_THREADING_ALT or MbedTLS (Crypto Only) must be added under AWS Transport interface for FreeRTOS Application.
Error-related property:
MbedTLS (Cry,

rypte Only) > G

Crypto Only) > General > MBEDTLS THREADING ALT

Figure 78. MBedTLS (Crypto Only) dependency

In MbedTLS (Crypto Only), under General properties, set MBEDTLS_THREADING _C and
MBEDTLS_THREADING_ALT to Undefine to resolve the dependency requirements for a

BareMetal MCUboot project.
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MbedTLS (Crypto Only)

Settings  Froperty Value

APl Info w (General
MBEDTLS_PSA_CRYPTO_DRIVERS Undefine
MBEDTLS_DEPRECATED_WARNING Undefine
MBEDTLS_DEPRECATED REMOVED Define
MBEDTLS_CHECK_RETURN_WARNING Undefine
MBEDTLS_ERROR_STRERROR_DUMMY Define
MBEDTLS_MEMORY_DEBUG Undefine
MBEDTLS_MEMORY_BACKTRACE Undefine
MBEDTLS_PSA_CRYPTO_CLIENT Undefine
MBEDTLS_PSA_CRYPTO_SPM Undefine
MBEDTLS_PSA_KEV_STORE_DYMAMIC Undefine
MBEDTLS_PSA_ASSUME_EXCLUSIVE_BUFFERS Undefine
MBEDTLS SELF TEST Undefine

| MBEDTLS THREADING_ALT Undefine |
MBEDTLS_THREADING_PTHREAD Undefine
MBEDTLS_USE_PSA_CRYPTQ Undefine
MBEDTLS_VERSION_FEATURES Define
MBEDTLS_ERROR_C Define
MBEDTLS_MEMORY_BUFFER_ALLOC_C Define
MBEDTLS_PSA_CRYPTO_C Define
MBEDTLS_PSA_CRYPTO SE_C Undefine
| MBEDTLS_THREADING_C Undefine |

TMBEDTLS_TIMING._C Undefine
MBEDTLS_VERSION_C Define

Figure 79. Resolve dependencies for MbedTLS (Crypto Only)

4. In BSP tab, under RA Common Property, set the BSP Main Stack size (bytes) to 0x2000 and set
Heap size (bytes) to 0x1800.

Surmmary Clocks | Pins | Interrupts | Event Links | Linker Sections | Stacks | Components

Properties X Prablems Smart Browser

EK-

Settings  Property Value

~ RA Common

Main stack size (bytes) (ac2000
Heap size (bytes) 0x1800
Bootloader Secondary XIP Disabled
MCU Vo (mV) 3300

Figure 80. Update the BSP Main Stack Size

Note: It is recommended to set the Main Stack size to 0x2000 and the Heap size to 0x1800. If the
allocated sizes are insufficient, for example, a Main Stack size of 0x1500 and a Heap size of
0x1800—the following issue may be encountered during MCU debugging:

v [ _primary_app Debug_Flat [Renesas GDB Hardware Debugging]

v _primary_app.elf [1] [cores: 0]

~ o Thread #1 1 (single core) [core: 0] (Suspended : Signal : SIGTRAP:Trace/t

Default_Handler() at startup.c:70 0x4c16
<signal handler called>() at Oxfffffff9
mbedtls_aes_setkey enc() at ctr_drbg_alt.c:1,447 0x1654
ctr_drbg_update_internal() at ctr_drbg_alt.c:409 0x1590
mbedtls_ctr_drbg_random_with_add() at ctr_drbg_alt.c:705 0x18a6
mbedtls_ctr_drbg_random() at ctr_drbg_alt.c:728 0x1¢cf8
mbedtls_mldsa_get_random() at mldsa.h:91 Oxa12
p| arm-none-eabi-gdb (16.2)

s Renesas GDB server (Host)

Figure 81. Debug issue due to insufficient stack and heap allocation

RO1AN8452EU0100 Rev.1.00 Page 51 of 90
Oct.10.26 RENESAS



Renesas RA Family MCUboot with Post-Quantum Cryptography

5. Disabling RSA to save BSP Heap size for other possible user requirements. Under Public Key
Cryptography (PKC), navigate to the RSA, set MBEDTLS_RSA_C to Undefine

MbedTLS (Crypto Only)
Settings Property Value
~ Common
agtinfo > Hardware Acceleration
> Platform
> General
> Cipher
~ Public Key Cryptography (PKC)
> DHM
> ECC
v RSA
MBEDTLS_PK_RSA_ALT_SUPPORT Undefine
MBEDTLS RSA NO CRT Define
MBEDTLS_RSA C Undefine |
MBEDTLS_RSA_GEN_KEY_MIN_BITS Undefine
MBEDTLS_RSA_GEN_KEY_MIN_BITS value 1024
MBEDTLS_GENPRIME Define

Figure 82. Set MBEDTLS_RSA_C to undefine

6. Resolve dependency of Flash (r_flash_hp) and Flash (r_flash_Ip)
Set the Code Flash Programming to Enabled. As Data Flash Programming, Data Flash Background
Operation Support, and Data Flash Background Operation are not used in the bootloader, select
Disabled for these two properties to reduce the bootloader memory footprint.

g_flashO Flash (r_flash_hp)
Settings Property Value
v Common
e Parameter Checking Default (BSP)
Code Flash Programming Enable Enabled
Data Flash Programming Enable Disabled
~ Module g_flashO Flash (r_flash_hp)
Name q_flash0
| Data Flash Background Operation Disabled
Callback NULL
Flash Ready Interrupt Priority Disabled
Flash Error Interrupt Priority Disabled

Figure 83. Resolve dependency for Flash HP

g_flashO Flash (r_flash_Ip)
Settings Property Value
‘ v Common
R Parameter Checking Default (BSP)
Code Flash Programming Enabled
Code Flash Background Operation Support With Bank Programming Disabled
Data Flash Programming Disabled
Data Flash Background Operation Support Disabled
Instant Bank Swap (No Reset Required) After Reset
~ Module g_flash0 Flash (r_flash_lp)
Name g_flash0
| Data Flash Background Operation Disabled |
Callback NULL
Flash Ready Interrupt Priority Disabled

Figure 84. Resolved dependency for Flash LP

For more details, refer to RA2 Secure Firmware update using MCUboot and Flash Dual Bank
(R11AN1069) application note.
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4.3 Using MCUboot Quick Setup

After resolving the configurator dependencies, follow the steps below to implement the bootloader project

using MCUboot Quick Setup in Developer Assistance:

1. Save configuration.xml and click Generate Project Content.
Expand the Developer Assistance > HAL/Common > MCUboot > Quick Setup and drag Call Quick
Setup to the top of the hal_entry.c of the bootloader project.

Project Explorer < =R
v s _ bootloader [Debug]

[n! Includes
L a ra

2 ra_gen

v @B sre {
[£ hal_entry.c

L€ hal_warmstart.c

v (@) Developer Assistance
v m HAL/Common
4 g ioport I/0 Port (r_ioport]
~ & MCUboot

~ @ Quick Setup
1) Call Quick Setup
@ MCUboot Port for RA (rm_mcuboo
# MCUboot logging
# MCUboot Example Keys (NOT FOR

_bootloader] FSP Configuration
#include "hal_data.h”

@ #if (1 == BSP_MULTICORE_PROJECT) && BSP_TZ_SECURE_BUILD
|

*main() is generated by the RA Configuration editor and is used to generate threads if
void hal_entry(void)

dd your own code here */

. Deb /* Wake up 2nd core if this is first core and we are inside a multicore project. *
& Debug «#if (0 == RA_CORE) 8& (1 == BSP_MULTICORE_PROJECT) && !BSP_TZ_NONSECURE_BUILD]
Eraclg
& script ##if (1 == _RA_CORE) 8& (1 == BSP_MULTICORE_PROJECT) && BSP_TZ_SECURE_BUILD
L SETE T % #1f BSP_TZ_SECURE_BUILD(|
{y ra_clg.txt }

X bootloader Debug_Flat law

+ #1f BSP_TZ_SECURE_BUILD

¢ hal entry.c X

Figure 85. Add mcuboot_quick_setup() using Developer Assistance
Call mcuboot_quick_setup() function on the top of the hal_entry() function:

@® /* Quick setup for MCUboot.[]
@void mcuboot_quick_setup()[]

= void hal_entry(void)

{

® * main() is generated by the RA Configuration editor and is used to generate threads if

/* : add your own code here */
mcuboot_quick_setup();

@ #if BSP_TZ SECURE_BUILD[]
b

/* Wake up 2nd core if this is first core and we are inside a multicore project. */
®#if (0 == _RA_CORE) &% (1 == BSP_MULTICORE_PROJECT) && !BSP_TZ_NONSECURE_BUILD]]

@#if (1 == _RA_CORE) && (1 == BSP_MULTICORE_PROJECT) && BSP_TZ_ SECURE_BUILD|]

Figure 86. Add function call to hal_entry()
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2. By default, the I/O Port Driver is brought into the project when the project is created. As the 1/0 Port
Driver is not used in the bootloader project, this stack can be removed to reduce the bootloader
project size. Right click on the I/O Port stack and choose Delete.

> g_ioport IO Port
(r_ioport)

Team >

Resource Configurations >

Validate

Cut Cirl+X

Copy Ctrl+C

Paste Cirl+V

| & Delete Delete
Non-secure Callable

i & K

Import...

Export...

e L

Module Resources...

Compare With >
Replace With >

Figure 87. Remove the /O Port Stack

After the I/O Port is deleted, remove all sections of code referencing the 1/0 Port API. For example,
in hal_warmstart.c file, remove configure pins source code.

(g hal_warmstart.c X

@* Copyright (c) 2028 - 2026 Renesas Electronics Corporation and/or its affiliates[]
#include "hal_data.h™

FSP_CPP_HEADER
void R_BSP_WarmStart(bsp_warm_start_event_t event);

FSP_CPP_FOOTER

@ * This function is called at various points during the startup process. This implementation uses the event tl
= void R_BSP_WarmStart (bsp_warm_start_event_t event)

{
® if (BSP_WARM_START_RESET == event)[]
@ #if BSP_CFG_OSPI_B_STARTUP_ENABLED &8 defined(BSP_CFG_OSPI_B_STARTUP_FN)[]
2 if (BSP_WARM_START_POST_C == event)

/* C runtime environment and system clocks are setup. */

/* Configure pins. */ Remove this redundant code as the
R_IOPORT_Open(&IOPORT_CFG_CTRL, &IOPORT_CFG_NAME); 1/0 port has been removed.

@ #if BSP_CFG_SDRAM_ENABLED[]

}
}

Figure 88. Remove I/O Port redundant code in hal_warmstart.c
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4.4 Compiling the Bootloader Project

Depending on the upgrade mode selected, the size may differ slightly. In addition, migrating projects to a
later FSP version may result in minor size variations.

llvm-size --format=berkeley "ra8m2_bootloader.elf"

text data bss dec hex filename

43742 20 19896 63658 f8aa ra8m2_bootloader.elf
llvm-objcopy "ra8m2_bootloader.elf" -0 srec "ra8m2_bootloader.srec"

18:38:21 Build Finished. @ errors, @ warnings. (took 1s.666ms)

Figure 89. Compilation Result in RA8M2

1lvm-size ;:format=Eerke1ey "ra8ml_bootloader.elf" -
text data bss dec hex filename
41658 © 28348 62006 236 ra8ml_bootloader.elf

16:59:32 Build Finished. @ errors, 8 warnings. (took 2s.1lms)

Figure 90. Compilation Result in RASM1

llvm-size --format=berkeley "raém5_bootloader.elf"

text data bss dec hex filename

42430 @ 20380 62818 f55a raém5_bootloader.elf
1lvm-objcopy "raém5_bootloader.elf" -0 srec "raém5_bootloader.srec"

20:08:58 Build Finished. @ errors, 38 warnings. (took 16s.251ms)

Figure 91. Compilation Result in RA6M5

llvm-size --format=berkeley "raém3_bootloader.elf"
text data bss dec hex filename
37434 @ 20364 57798 elc6é raém3_bootloader.elf

10:23:40 Build Finished. @ errors, © warnings. (took 83@ms)

Figure 92. Compilation Result in RA6M3

llvm-size --format=berkeley "radcl_bootloader.elf"

text data bss dec hex filename

40294 e 20560 60854 edb6 radcl_bootloader.elf
llvm-objcopy "rad4cl_bootloader.elf" -0 srec "ra4cl_bootloader.srec"

19:32:17 Build Finished. @ errors, @ warnings. (took 5s.758ms)

Figure 93. Compilation Result in RA4C1

llvm-size --format=berkeley "ra2a2 bootloader.elf"
text data bss dec hex filename
27366 ® 18344 45718 b28e ra2a2_bootloader.elf

16:34:52 Build Finished. © errors, © warnings. (took 463ms)
Figure 94. Compilation Result in RA2A2
4.5 Configuring the Python Signing Environment

Signing the application image can be done using a post-build step in e? studio using the image signing tool
imgtool.py, which is included with MCUboot. This tool is integrated as a post-build tool in e? studio to sign the
application image.

If this is the first time you are using the Python script signing tool on your system, you will need to install the
dependencies required for the script to work. Navigate to the <bootloader_project>\ra\mcu-tools\MCUboot
folder in the Project Explorer, right click and select Command Prompt. This will open a command window
with the path set to the \mcu-tools\MCUboot folder.
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viE mcuboot_overwrite_with_signature_ek_ra2l2 [Debug]

dc;" Binaries
s Includes
v (Bra
i
5 arm
= board
= fsp
b é mcu-tools
= MCUboot]
= New
(=} ra_gen
o Go Into
~ (B src
[¢ hal_entry.c Open in New Window
€] hal_warmstar Show In
(== Debug ] Copy
(= ra_cfg Paste
(= script ¥ Delete
i\:‘r’ configuration.xr Source
X mcuboot_overw Move...
=| ra_cfg.et Rename...
& .
v (2) ?eveluparAsmsm Import...
= HAL/Commc 4 Export.

Build Project
Refresh

Index

Build Targets

Resource Configurations
Source

Team

Compare With

Restore from Local History...

PyDev

# C/C++ Project Settings

Renesas C/C++ Project Settings
Run C/C++ Code Analysis

System Explorer

Command Prompt I

|

Validate
Source

Properties

Alt+Shift+W >
Ctrl+C
Ctrl+V
Delete

>

Curl+B
F5

>

Ctrl +Alt+P
>

>

Alt+Enter

Figure 95. Open the Command Prompt
It is recommended to upgrade pip prior to installing the dependencies. Enter the following command to

update pip:
python -m pip install --upgrade pip

In the command window, enter the following command line to install all the MCUboot dependencies:

pip3 install --user -r scripts/requirements.txt

This will verify and install any dependencies that are required.
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5. Using the Bootloader with Application

Developing a user application to use MCUboot typically starts with developing and testing the application
and the bootloader independently. For use with the bootloader, the user application must consider the
following common steps:

e Adjust the memory map of the bootloader to allow the user application and bootloader to fit the available
MCU memory area.

e Configure the application to use the bootloader.

e Signing the user application image.

This section shows how to use the MCUboot bootloader with the LED blinky. After the initial blinky project is
created, the project is configured to use the MCUboot bootloader project, generated in the previous section,
and is also signed using the signing command from the bootloader project.

The sample code uses SEGGER RTT for log output. Because this feature is used only for testing, it is not
covered in this chapter.

5.1 Generate the Primary User Application Project

Follow the steps below to create a blinky application project as the Primary User Application Project. The
steps in section 0 are identical when generating a blinky project. Launch e? studio and open a Workspace
then:

1. Click File > New > Renesas C/C++ Project > Renesas RA and choose Renesas RA C/C++
Project. Click Next.

2. Assign the project name based on Table 5.

Table 5 Name the Initial Application Project

Bootloader project name User application project name
ra8mz2_bootloader ra8m2_primary_app_cpu0
ra8m2_primary_app_cpu1l (¥)

ra8m1_bootloader ra8m1_primary_app
raém5_bootloader raém5_primary_app
raém3_bootloader rabma3_primary_app
radc1_bootloader ra4c1_primary_app
ra2a2_bootloader ra2a2_primary_app

(*1) Create and build the ra8m2_primary_app_cpu0 project before creating the ra8m2_primary_app_cpu1
project. For details, refer to step (8).

8 Renesas RA C/C++ Project [m] X

Renesas RA C/C++ Project —

Project Name and Location

Project name

_primary_app.

B Use default location

@ < Back Next > Cancel

Figure 96. Set Primary application Project name

3. Click Next, choose RA board as the Board from the drop-down menu, and choose the LLVM
Embedded Toolchain. Click Next.

4. Choose Project Type is Flat (Non-Trustzone) Project and click Next.

5. Choose Preceding Project with Bootloader Project (xxxx_bootloader) from the drop-down menu:
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Renesas RA C/C++ Project

Preceding Project or Smart Bundle Selection

None
(] Preceding Project: _bootloader
Choose this option if you have access to the project source code of the bootloader, preceding processor core or
security context.
) Smiart Bundle:

Preceding Project/Smart Bundle Details

FSP version
Toolchain
Toolchain version
Board

Device

Core

Zones

LLVM Embedded Toolchain for Arm
21.1.1

EK-

R7

'\:/I

< Back Next >

Figure 97. Selecting the Preceding Project

6. Inthe next screen, select Executable as the Build Artifact and No RTOS for the RTOS Selection.

Click Next.

7. Select the Bare Metal - Blinky as the Project Template for the board and click Finish. The initial
application project is now created. Before proceeding to Step (8) or Section 5.3, ensure that the
project has been built successfully with zero errors. Otherwise, the subsequent project cannot be

linked to it as the Preceding Project.

Q Renesas RA C/C++ Project

Renesas RA C/C++ Project

Project Template Selection

Project Template Selection

® (")I Bare Metal - Blinky

Bare metal FSP project that includes BSP and will blink LEDs if available. This project will initialize clocks, pins,
stacks, and the C runtime environment.

Figure 98. Choose Bare Metal — Blinky as Project Template

8. (Only applies for MCUs that support dual core, e.g. RA8M2) Create the primary project for CPU1:
a. Build primary project of CPUO, mention in this application note: ra8m2_primary_app_cpuO.

b. Repeat creating project from step 1 & 2 as above to create and assign project name as in

Table 5.

c. InDevice & Tools selection step, choose Core: CPU1 as below picture.
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B Renesas RA C/C+ + Project m] X
Renesas RA C/C++ Project B
Device and Tools Selection
Device Selection
FSP Version: Board Description
Evaluation kit for RABM2 MCU Group
Board EK-RABMZ
Visit hitps://renesas.com/ek-raBm2 to get kit user's manual, quick start
Device: R7KABM2JFLCAC guide, errata, design package, example projects, etc,
|core cput |
Device Details
Language: Oc Lt TrustZone Yes
Pins 289
[Processor Cortex-M33 |
IDE Project Type Debugger
& studio managed build J-Link ARM
Toolchains
LLVM Embedded Toolchain for Arm
GNU ARM Embedded
2114 Manage Toolchains...
@ < Back Next > I Cancel

Figure 99. Device and tools selection for CPU1

d. Choose Project Type is Flat (Non-TrustZone) Project and click Next.
e. Choose Preceding Project with Primary application project for CPUO
(ra8m2_primary_app_cpu0) from the drop-down menu:

Renesas RA C/C++ Project

Preceding Project or Smart Bundle Selection

O Preceding Project:  raém2_primary_app_cpu0

Choose this option if you have access to the project source code of the bootloader, preceding processer core or
security context.

() Smart Bundle:

Preceding Project/Smart Bundle Details

FSP version

Toolchain LLVM Embedded Toolchain for Arm

Toolchain version 21.11

Board EK-RABMZ

Device R7KABM2IFLCAC

Core CPUOD

Zones CPUD S

@ < Back ‘ Mext > . Fir Cancel

Figure 100. Choose preceding project for RA8M2 primary application CPU1

f. Repeat step 6 & 7 as above to complete creating Executable, No RTOS and Bare Metal —
Blinky project.
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5.2 Signing the User Application Image

Note: If the bootloader project is re-built after changing any of the signing and signature Properties of the
MCUboot module, the developer must repeat Generate Project Content to update the .sbd file, because the

application project is linked to the bootloader project through this file.

|§P\o:e"\e£ fo

| primary_app| |

type filter text Build Variables P~ v 8
> Resource

Builders
~ C/C++ Build Configuration: Debug [ Active ] ~ Manage Configurations...

Build Variables

Environment
JSON Compilation Datab

. Nam Tyn Valu, Add...
Logging
Settings SmartBundle File $fworkspace_loc:/ _bootloader}/${Con... =
Tool Chain Editor
> C/C++ General a Edit Existing Build Variable Delete
Project Natures Variable name:l SmartBundle |
Project References
Renesas QE Type: File >
Run/Debug Settings Value: | _bootloader}/${ConfigName}/ _bootloader.sbd | Browse
Task Tags
> Validation
{
B ng external builder configuration, such as
el may use them directly.
Restore Defaults Apply
® Apply and Close Cancel

Figure 101. Access the .shd file in the Application Project

Each application can have a defined version number. This version number can be used in upgrade mode.
This is achieved by defining an Environment Variable: MCUBOOT_IMAGE_VERSION.

8 Properties for primary_app o X
type filter text Environment e v
Resource
Builders
v C/C++ Build Configuration: Debug [ Active | Manage Configurations.
Build Variables
Environment
JSON Compilation Datab .
Environment variables to set Add..
Logging
Settings Variable Value Origin Select..
Tool Chain Editor CWD C\.. BUILD SYSTEM
C/C++ General PATH CA\.. BUILD SYSTEM
Project Natures PWD C\.. BUILD SYSTEM
Project References TCINSTALL C\.. BUILD SYSTEM
Renesas QF TC_VERSION 21... BUILD SYSTEM
Run/Debug Settings
Task Tags
Validation
1O Append variables to native environment
() Replace native environment with specified one
Restore Defaults Apply
—
@ | Apply and Close Cancel

Figure 102. Adding New Environment Variable
Add the Environment Variable: MCUBOOT_IMAGE_VERSION for the application image version.

8 New variable

[Name: MCUBOOT_IMAGE_VERSION |

|Va|ue: 1.0.0 | Variables

|’ Add to all configurations |

Cancel

Figure 103. Add MCUBOOT_IMAGE_VERSION Variable
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Set the Environment Variable: MCUBOOT_IMAGE_SIGNING_KEY
Value: ${workspace_loc:<...>_bootloader}/ra/mcu-tools/MCUboot/root-mldsa-87.pem

ML-DSA MCUboot Example Keys can be generated and be available at bootloader project
“<ra2a2/rad4c1/rabm3/rabm5/ra8m1/ra8m2>_bootloader}/ra/mcu-tools/MCUboot/root-<key>.pem”

&) New variable *

Mame:§ MCUBOOT_IMAGE_SIGNING_KEY

Value: [der}_a’ra_a’m cu-tools/MCUboot/root-mldsa-87.pemn ] Variables

pﬁ'u:ld to all configurations

Figure 104. Add MCUBOOT_IMAGE_SIGNING_KEY Variable (MLDSA-87)

When using the LLVM Embedded Toolchain, add the Environment Variable:
MCUBOOT_APP_BIN_CONVERTER to sign the application image.

8} New variable X
Name: | MCUBOOT_APP_BIN_CONVERTER |
Value: | ${TCINSTALL}bin\Ilvm-objcopy.exe | | Variables

Add to all configurations

Figure 105. Add MCUBOOT_APP_BIN_CONVERTER Variable

Note:

e The value of the MCUBOOT_APP_BIN_CONVERTER variable corresponds to the installation path
of the LLVM toolchain - specifically, ${TCINSTALL}bin\llvm-objcopy.exe.

Q Properties for raBm2_primary_app_cpul O
type filter text Envir - - 8
> Resource
Builders
w CfC++ Build Configuration: Debug [ Active] | Manage Configurations...

Build Variables
Environment

JSON Compilation Datak Envirenment variables to set

Logging dhld
Settings Variable Value Qrigin R
Tool Chain Editor BUILD SYSTEM
5 CfC++ General MCUBOOT_APP_BIN_CONVERTER  ${TCINSTALL}bin\Ilvm-objcopy.exe USER: CONFIG Edit...
Project Matures MCUBOOT_IMAGE_SIGNING_KEY  ${workspace_loc:raBm2_bootloader)/ra/mcu-tools/MCUboot/root-mldsa-87.pem USER: CONFIG Delet
elete
Project References MCUBOOT_IMAGE_VERSION 1.0.0 USER: CONFIG
Renesas QF BUILD SYSTEM Undefine
Run/Debug Settings BUILD SYSTEM
> Smart Configurator BUILD SYSTEM
Task Tags . BUILD SYSTEM
> Validation
© Append variables to native environment
() Replace native environment with specified one
Restore Defaults Apply
'C?)' Apply and Close Cancel
Figure 106. Configuration result
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To ensure that the project is re-built when the Environment Variables or the linker script is modified, it is
recommended to add a Pre-build step that will delete the .elf file, as shown in Figure 107.

a Properties fo _primary_app O X
type filter text Settings (s - 8
> Resource

Builders
~ C/C++ Build Configuration: Debug [ Active ] ~  Manage Configurations...

Build Variables
Environment

JSON Compilation Datab &) Tool Settings | ® Toolchain| #* Build Steps Build Artifact Binary Parsers| & Error Parsers

Logging
Pre-build steps
Tool Chain Editor Command(s):
7 C/C+ General I rm -f ${ProjName).elf | = ‘
Project Natures —
Project References Descibtions
Renesas QE ‘ = ‘
Run/Debug Settings Post-build steps
Task Tags
> Validation Command(s):

‘ e ‘

Description:

‘ v ‘

@ Apply and Close Cancel

Figure 107. Configuration of the Pre-build Command
Note: For MCU support dual core, e.g. RA8M2, repeat these signing steps for application on CPU1.

Build primary application project. When building the application project, an error will appear in the Console
tab, as shown in Figure 108

= B 1 . = F
Problems Properties Smart Browser Smart Manual Search x® = A xH =0~ = L

CDT Build Console | primary_app

21:3@:31 **** Bpot Image Build of configuration Debug for project EEE
thon "
ERROR: Could not find HEADER_SIZE macro in bsp_linker_info.h.

Captured Defines:

_bootloader/ra/fsp/src/rm_mcuboot_port/rm_mcuboot_port_sign.py” sign

|21:30:32 Build finished

Figure 108. Error message when building the application project
To resolve this issue, users should refer to next section for the detailed procedure.

RO1AN8452EU0100 Rev.1.00 Page 62 of 90
Oct.10.26 RENESAS




Renesas RA Family MCUboot with Post-Quantum Cryptography

5.3 MCUboot Memory Configuration with Renesas FSP Solution Project

Starting from FSP v6.0.0 with e2studio v2025-04.1, when creating a Bootloader Project, developers must use
the Renesas FSP Solution Project (Advanced) project template to merge the MCUboot and Application
projects together. This provides a more effective and intuitive bootloader memory management process by
allowing users to edit the “solution.xml” file within the Solution Project.

The FSP Solution Project (Advanced) is a chain of projects, specifically consisting of the MCUboot
bootloader and the application project that have been created in the previous steps.

5.3.1 How to Set Up the Renesas FSP Solution Project

1. Click File > New > C/C++ Project and select Renesas FSP Solution Project (Advanced), as
shown in Figure 1099.

8 New C/C++ Project O X
Templates for New C/C++ Project
Renesas Debug Only Project ~
CMake tenesas Renesas Debug Only Project
Make
Renesas Debug " -
Renesas RA Renesas FSP Solution Project (Advanced)
enesas Upgrade an existing chain of FSP C/C++ projects to include an FSP Solution
project for solution-level resource planning and configuration.
Renesas RA C/C++ Project
== Create an executable or static (ibrary C/C++ project for Renesas RA
Renesas RA FSP Solution
E== Create an FSP Solution for Renesas RA comprising a Solution Project and C/C++
projects for each processor core (FSP 6.0.0 and (ater).
v
®@ Back Next > Finish Cancel

Figure 109. Renesas FSP Solution Project (Advanced)

2. Assign the project name based on Table 6 and click Next.

Table 6 Renesas Solution Project names

Bootloader project Primary application project |[Renesas Solution Project name
name name

ra8mz2_bootloader ra8m2_primary_app_cpu0 ra8mz2_solution

ra8m2_primary_app_cpu1

ra8m1_bootloader ra8m1_primary_app ra8m1_solution
raém5_bootloader raém5_primary_app raém5_solution
ra6m3_bootloader raém3_primary_app raéma3_solution

ra4dc1_bootloader ra4c1_primary_app ra4c1_solution

ra2a2_bootloader ra2a2_primary_app ra2a2_solution

e

FSP Solution Project —

Enter a name for the FSP solution project

Project name: _solution

B Use default location

@ < Back Finish Cancel

Figure 110. Set Solution Project name
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3. Select the final project in a chain of projects from drop-down menu.
For example, with RA8M2, in the Project option, select the ra8m2_primary_app_cpu1, which is

created in section 5.1. Click Finish.

FSP Solution Project

Provide an existing FSP C/C++ executable project chain

Select the final project in a chain of projects that constitute a complete FSP application.

Project: ra8m?2_primary_app_cpu1l

Project chain:

=5 ra8m2_bootloader
(=% ra8m?2_primary_app_cpu0
=5 ra8m?2_primary_app_cpul

Project ‘raBm2_bootloader will be configured to reference the new solution project.

® < Back Next > Cancel

Figure 111. Project chain in RA8M2 FSP solution project

With others, in the Project option, select the xxxx_primary_app, which is created in section 5.1.

Click Finish.
(]

FSP Solution Project

Provide an existing FSP C/C++ executable project chain

Select the final project in a chain of projects that constitute a complete FSP application.

Project: _primary_app
Project chain:
[=3 _bootloader
= _primary_app

Project _bootloader’ will be configured to reference the new solution project.

® < Back Next > Cancel

Figure 112. Select the application project in chain of projects (single-core)
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5.3.2 Memory Configurations

In the Solution Project, double-click solution.xml to open the configuration. The Memories tab provides the
capability to manage Flash partitions, including adding, removing, and sorting memory regions. Following
figure is Memories tab in RASM2.

w‘, [ra8m2_solution] Solution Configuration < =
Memories
Name Start Size Core Security Add Partition
[J RAM_NS 0x32000000 0x1D4000 Non-secure
> [ RAM 0x22000000 0x1D4000 Secure I Remove Partition
[j FLASH_NS 0x12000000 0x100000 Non-secure Clear Partitions
~ [J FLASH 0x02000000 0x100000 Secure S
= FLASH_CPUO_B 0x02000000 0xA000 CPUO Secure
= FLASH_CPUO_S 0x0200A000 0x1200 CPUD Secure Sort Partitions
= FLASH_CPUO_C 0x0200B200 0x0 CPUO Non-secure Callable
= FLASH_CPU1_S 0x0200B200 0xA00 CPU1 Secure
= FLASH_CPU1_C 0x0200BC0O0 0x0 CPU1 Non-secure Callable
[j DATA_FLASH_NS 0x37000000 0x0 Non-secure
> [J DATA_FLASH 0x27000000 0x0 Secure
> [J SDRAM 0x68000000 0x8000000
> [ ospPio Cs0 0x80000000 0x10000000

Summary | BSP | Clocks PinsAdjustments

Figure 113. Default Memory Partitions in Solution Project on RA8M2 (Dual core)

To add a Flash partition, select FLASH and click Add Partition button. In the New Partition window,
specify the required fields, including Name, Start address, Size, Core, and Security level. For naming
conventions, refer to the RA Flexible Software Package Documentation: MCUboot Port (rm_mcuboot port)
or use the reference definitions provided in this application note. Other configurations should be adjusted
based on the target MCU and specific use case.

& *[ra8m2_solution] Solution Configuration X =
Memories
Name Start Size Core Security Add Partition
J RAM_NS 0x32000000 0x1D4000 Non-secure
> [J RAM 0x22000000 0x1D4000 Secure Remove Partition
[J FLASH NS 0x12000000 0x100000 Non-secure Clear Partitions
|v [J FLASH 0x02000000 0x100000 Secure | o
= FLASH_CPUO_B 0x02000000 0x10000 CPUQ Secure
= FLASH_CPUO_S 0x02010000 0x1200 CPUO Secure Sort Partitions
ﬁ New Partition o CPUO Non-secure Callable
CPU1 Secure
Memory resource CPU1 Non-secure Callable
Name: FLASH Non-secure
’| Start  0x02000000 Secure
i Size:  0x100000
> | Memory partition
” | Name:  _BLOPH
>
5 || Start: 0x02010000 Secure
> | Size: 0x200 Secure
> Secure
3 Core: CPUO e
. Security: Secure M |- -
Sun
RAR )

Figure 114. Add additional Flash partition

To remove a Flash partition, select the desired partition (for example, __BL_0_P_H) and click the Remove
Partition button. A Confirmation dialog appears, click OK to confirm the removal.
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& *[ram2_solution] Solution Configuration
Memories

Name
0 RAM_NS
0 rRaM
[0 FLASH_NS
~ [ FLASH
= FLASH CPUO B
= FLASH_CPUOS
= FLASH_CPUO_C

. ﬁ Confirmation

Start

0x32000000
0x22000000
0x12000000
0x02000000
0x02000000
0x02010000
0x02010200
0x02048000

Size Core
0x1D4000

0x1D4000

0x100000

0x100000

0x10000 CPUO
0x200 CPUD
0x37EQ0 CPUD
0x0 CPUD

Partition *_BL_0_P_H" will be removed. Continue?

= F

Security

Non-secure

Hon-Seoie Clear Partitions
Secure

Secure

Secure

Secure

Non-secure Callable

X

Cancel

Figure 115. Remove Flash partition

During configuration, if a conflict occurs, select Flash and click Sort Partitions to resolve the issue by
automatically reordering the partitions.

& *[raBm2_solution] Solution Configuration X =&
Memories
Name Start Size Core Security Add Partition
0 RAM_NS 0x32000000 0x1D4000 Non-secure
0 rRam 0x22000000 0x1D4000 Secure
] FLASH NS 0x12000000 0x100000 Non-secure
Clear Partitions
v @ FLASH 0x02000000 0x100000 Secure
= FLASH_CPUO_B 0x02000000 0x10000 Cpuo Secure
@ _BLOPH 0x02030000 0x200 Cpuo Secure
@ FLASH_CPUOD S 0x02010200 0x17E00 CcpPuo Secure
= FLASH_CPUO_C 0x02048000 0x0 CPUO Non-secure Callable

Figure 116. Using Sort Partitions to Resolve Configuration Errors

Table 7 and Table 8 define the required labels for creating memory partitions in dual-core and single-core

projects.

Table 7 Memory Partition Labels for the MCUboot Flash Map (Single-Core)

FLASH_CMS85 or

FLASH_CM33 or
FLASH_CM4 or

primary_app.bin

Memory Partition Name Flash Map Definition of Memory Partition
_BL_S Scratch Area Scratch area (for swap mode only)
_BLOST Trailer Image 0 Secondary Trailer

TLV
_BL_0_S_I ) Image 0 Secondary Image
secondary_app.bin
_BLO0OSH Header Image 0 Secondary Header
_BLOPT Trailer Image 0 Primary Trailer
TLV

Image 0 Primary Image

FLASH CM4 B or
FLASH_CM23_B

FLASH_CM23

_BL OPH Header Image 0 Primary Header
FLASH_CM85 B or

FLASH_CM33_B or MCUboot

Bootloader area

RO1AN8452EU0100 Rev.1.00
Oct.10.26

RENESAS

Page 66 of 90



Renesas RA Family

MCUboot with Post-Quantum Cryptography

Table 8 Memory Partition Labels for the MCUboot Flash Map (Dual-Core)

| Memory Partition Name |

_BLS

Flash Map

Scratch Area

| Definition of Memory Partition |

Scratch area

_BL1ST Trailer Image 1 Secondary Trailer
TLV
_BL_1_S_1 secondary_app_cpur.bin Image 1 Secondary Image
_BL 1. S H Header Image 1 Secondary Header
_BLO0ST
Trailer Image 0 Secondary Trailer
TLV
_BL 0 _S_I secondary_app._cpu0.bin Image 0 Secondary Image
_BLOSH Header Image 0 Secondary Header
_BL1PT Trailer Image 1 Primary Trailer
TLV

FLASH_CPU1_S

primary_app_cpu1.bin

Image 1 Primary Image

_BL 1 PH Header Image 1 Primary Header
_BLOPT Trailer Image 0 Primary Trailer
TLV

FLASH_CPUO_S

primary_app_cpu0.bin

Image 0 Primary Image

_BL O PH

FLASH_CPUO_B

Sequentially copy the name from Table 8 Memory Partition Labels for the MCUboot Flash Map (Dual-Core)
and Table 7 Memory Partition Labels for the MCUboot Flash Map (Single-Core) into the Memory Partition of

Header

MCUboot

the Solution Project and then use Ctrl + S to save the settings.

Note:

e |tis recommended to adjust the Start address and Size for FLASH_xxxx (application image) before

adding other memory partitions to avoid conflicts.
o If a configuration conflict occurs, use Sort Partitions to resolve the issue.

e For dual-core devices, ensure the correct CPU is selected. For example, partitions with the prefix

__ BL_1_xxx should be assigned to CPU1.

Image 0 Primary Header

Bootloader area
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5.3.2.1 Memory configurations on RASM2

43-:_." [ra8m2_solution] Solution Configuration ¢

Memories
MName Start Size Core Security
~ [] FLASH 0x02000000 0x100000 Secure
= FLASH_CPUD_B Or02000000 On 18000 CPUD Secure
= _BLOPH 0x02018000 0x200 CPUD Secure
= FLASH_CPUD_S 0x02018200 0x2FDO0 CPUD Secure
= _BLOPT 0x02047F00 0x100 CPUD Secure
= _BL1PH 0x02048000 0x200 CcPU1 Secure
= FLASH_CPU1_S 0x02048200 0x2FDO0 CPU1 Secure
= _BL1PT 0x02077F00 0x100 CPUD Secure
= FLASH_CPUO_C 0x02072000 00 CPUD Mon-secure Callable
= _BLOSH 0x02072000 0x200 CPUD Secure
=, _BLOS) 0%02078200 0x2FDO0 CPUO Secure
= _BLOST 0x020A7F00 0x100 CPUD Secure
= _BL1SH 0x020A8000 0x200 CPU1 Secure
= _BL15) 0x020A8200 0x2FDO0 CPU1 Secure
= _BLI1ST 0x020D7F00 0x100 CPUD Secure
=, _BLS On0200:3000 On 18000 CPUD Secure
= FLASH_CPU1_C 0x02100000 00 CPU1 Mon-secure Callable
) DATA_FLASH_NS Une3 7ODD0O0 Uneld Mon-secure

. P naTa mach nATAnnnnn

o

= g

Add Partition

emove Partition

Clear Partitions

Table 9. Reference memory configuration on RA8M2

Figure 117. The MCUboot Memory Partition in RA8M2 project

RA8M2 — Memory partition name Reference flash layout on MRAM 1MB product
Start Size
FLASH_CPUO_B 0x02000000 0x18000
_BL OPH 0x02018000 0x200
FLASH_CPUO_S 0x02018200 0x2FEOQO0
_BLOPT 0x02047F00 0x100
_BL_ 1 PH 0x02048000 0x200
FLASH_CPU1_S 0x02048200 0x2FEOQO0
_BL1PT 0x02077F00 0x100
FLASH_CPUO_C 0x02078000 0x0
_BL. O SH 0x02078000 0x200
_BL 0_S_I 0x02078200 0x2FDO00
_BLOST 0x020A7F00 0x100
_BL.1. S H 0x020A8000 0x200
_BL 1_S_1 0x020A8200 0x2FDO00
_BL1ST 0x020D7F00 0x100
_BL_S 0x020D8000 0x18000

Bootloader size: 0x18000 (3 x 32 KB), as RA MCUboot port treat the internal block size is 32 KB (0x8000).
Slot area (primary & secondary): (flash size — bootloader — scratch) / 2 and round down to a whole number of

32KB.
Scratch (__BL_S): 0x18000 (3 x 32 KB).
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5.3.2.2 Memory configurations on RASM1

i:fz_-" [raBm 1_solution] Solution Configuration

Memories
Mame Start Size Core Security
| [0 RAM_NS 0x32000000 0xE00D0 Non-secure
» & RAM (x22000000 (OxEOODD Secure
[1 FLASH_NS (12000000 Cx1F2000 MNon-secure
~ [] FLASH (02000000 = 1FB000 Secure
= FLASH_CM25_B (02000000 (%18000 CMas Secure
=, _BLOPH 002018000 (%200 CMmas Secure
= FLASH_CMB85_5 (02018200 (xDFDO0 CMmas Secure
=, _BLOPT 0x020F7FO0 (=100 CMmes Secure
=, _BLOSH 0x020F2000 (%200 CMmes Secure
=, _BLODS (x020F8200 (xDFDO0 CMmes Secure
=, _BLOST 0x021D7FO0 (=100 CMmes Secure
=, _BLS 002108000 (18000 CMmas Secure
= FLASH_CMB83_C (0:021F2000 (0 CMEs MNon-secure Callable

Figure 118. The MCUboot Memory Partition in RA8M1 project for 2MB product

Table 10. Reference memory configuration on RA8M1 in Linear

RA8M1 — Memory partition name Reference flash layout on Flash_HP

2MB product

Start Size
FLASH_CM85_B 0x02000000 0x18000
_BL OPH 0x02018000 0x200
FLASH_CM85_S 0x020180200 0xDFDOO
_BLOPT 0x020F7F00 0x100
_BL. O SH 0x020F8000 0x200
_BL 0_S_I 0x020F8200 0xDFDOO
_BLOST 0x021D7F00 0x100
_BL_S 0x021D8000 0x18000

Bootloader size: 0x18000 = region0 (8 x 8 KB block) + region1(1x32 KB block).

Slot area (primary & secondary): (flash size — bootloader — scratch) / 2 and round down to a whole number of

32KB sector.

Scratch (__BL_S): 0x18000 (3 x 32 KB sector). Choose 3 sectors to improve copy cycles
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5.3.2.3 Memory configurations on RA6M5

%ﬁh [rabm 5_solution] Solution Configuration

Memories
Mame Start Size Core Security
L RN (20000000 [a0000

~ [J FLASH (0000000 (200000
= FLASH_CM33.B (00000000 (18000 CM33 Secure
= _BLOPH (00018000 (200 CM33 Secure
= FLASH_CM33.5 (00018200 (xEFDO0 Ch33 Secure
= _BLOPT (0010700 (100 CM33 Secure
=, _BLOSH (00108000 (200 CM33 Secure
= _BLOS (00108200 (xEFDO0 CM33 Secure
=, _BLOST (aD01FTFOO (100 CM33 Secure
= _BLS (001 FS000 (8000 CM33 Secure
= FLASH_CM33_C (00200000 (e CM33 Mon-secure Callable

LN T

Figure 119. The MCUboot Memory Partition in RA6MS5 project 2MB Flash product
Table 11. Reference memory configuration on RA6M5

RA6M5 — Memory partition name Reference flash layout on Flash_HP

2MB product

Start Size
FLASH_CM33 B 0x00000000 0x18000
_BLOPH 0x00018000 0x200
FLASH_CM33_S 0x00018200 OxEFDO00
_BLOPT 0x00107F00 0x100
_BLOSH 0x00108000 0x200
_BL 0 S 0x00108200 OxEFDO00
_BLOST 0x001F7FO00 0x100
_BL S 0x001F8000 0x8000

Bootloader size: 0x18000 = region0 (8 x 8 KB block) + region1(1x32 KB block)

Slot area (primary & secondary): (flash size — bootloader — scratch) / 2 and round down to a whole number of

32 KB sector.

Scratch (__BL_S): 1 x 32 KB block (one sector-aligned).
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5.3.2.4 Memory configurations on RA6M3

5% [raém3_solution] Solution Configuration

ot

Memories
MName Start Size Core
~ & RAM Ox1FFEODDD OscA00D0
& RAM_CM4_B Ox1FFEODDD 0x10000 Chid
' RAM Chid (1 FFEODDO 80000 Chid
~ [ FLASH Osc000D000D0 0200000
= FLASH_CM4_E Osc000D000D0 Ox18000 Chid
=, _BLOPH OscD001 8000 0200 Chad
= FLASH CM4 OscD0018200 OxEFDO0 Chid
=, _BLOPT OscD0107FD0 Ox100 Chad
=, _BLOSH OscD0108000 0200 Chad
=, _BLOS OscD0108200 OxEFDOD Chad
=, _BLOST OscDOTF7FDD Ox100 Chad
= _BLS OscD0TFB000 0xB000 Chid
> ) DATA_FLASH U OTDODD0 Usc TODDO
s [ QSPI_FLASH Ox20000000 x4 000000
s [ SDRAM Ox30000000 OxB000000

Figure 120. The MCUboot Memory Partition in RA6M3 project 2MB Flash product
Table 12. Reference memory configuration on RA6M3

RA6M3 — Memory partition name | Reference flash layout on Flash_HP

2MB product

Start Size
FLASH_CM4_B 0x00000000 0x18000
_BLOPH 0x00018000 0x200
FLASH_CM4 0x00018200 OxEFDOO
_BLOPT 0x00107F00 0x100
_BLOSH 0x00108000 0x200
_BL OS] 0x00108200 OxEFDOO
_BLOST 0x001F7F00 0x100
_BLS 0x001F8000 0x8000

Bootloader size: 0x18000 = region0 (8 x 8 KB block) + region 1(1x32 KB block)

Slot area (primary & secondary): (flash size — bootloader — scratch) / 2 and round down to a whole number of
32 KB sector.

Scratch (__BL_S): 1 x 32 KB block (one sector-aligned).
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5.3.2.5 Memory configurations on RA4C1

S:CE_P [radc1_solution] Solution Configuration

Memories
Marme Start Size Core Security
& RAM (20000000 0x 18000
v [J FLASH OxD0000000 020000
= FLASH_CM33_E OxD0000000 Ox10000 CM33 Secure
=, _BLOPH 0x00010000 0x200 CM33 Secure
= FLASH_CM33_5 000010200 0x33000 CM33 Secure
= _BLOPT Dx00045F00 0x100 CM33 Secure
=, _BLOSH Dx00046000 0x200 CM33 Secure
=, _BLOS| 000046200 0x35000 CM33 Secure
=, _BLOST 0x0007BFOD 0x100 CM33 Secure
=, _BLS 0x0007COD0 Ox4000 CM33 Secure
= FLASH_CM33_C 000020000 Ox0 CM33 Non-secure Callable
E UATA_TLAITT m m
> [ QSPI_FLASH DxB0000000 Dx&000000

Figure 121. The MCUboot Memory Partition in RA4C1 project 512KB flash product
Table 13. Reference memory configuration on RA4C1

RA4C1 — Memory partition name Reference flash layout on Flash_HP

512KB product

Start Size
FLASH_CM33_B 0x00000000 0x10000
_BLOPH 0x00010000 0x200
FLASH_CM33_S 0x00010200 0x35D00
_BLOPT 0x00045F00 0x100
_BLOSH 0x00046000 0x200
_BL OS] 0x00046200 0x35D00
_BLOST 0x0007BF00 0x100
_BL_S 0x0007C000 0x4000

Bootloader size: 0x1000 (64KB)

Slot area (primary & secondary): (flash size — bootloader — scratch) / 2 and round down to a whole number of
2KB sector.

Scratch (__BL_S): 0x4000 (8 x 2KB sector). Choose 8 sectors to improve copy .
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5.3.2.6 Memory configurations on RA2A2

RA2A2 will enable Dual bank mode and using upgrade mode is Direct XIP.
(*) Dual bank mode only supports Direct XIP.

ﬁh [raZa2_solution] Solution Configuration ¢

Memoaries
Mame Start Size Core
'>_D RAM Oxe2 0000000 O CODD
~ || FLASH CrDOOOD000 eBOD00
= FLASH_CMZ3 B Cac0000DD00 (nc1 0000 Ch23
=, _BLOPH o007 0000 a2 00 ChA23
= FLASH_CM23 Ox00010200 (Osc2 FDOO Ch23
=, _BLOPT OucD003FFD0 Ohe100 Ch23
=, _BLOSH CacD0050000 Ooc200 ChA23
=, _BLOS Ca00050200 (a2 FDOD Ch23
% _BLOST CaeD00TFFO0 Os 100 ChA23
. 1 mAaTA CI ACL M AT ANNNN N TN

Figure 122. The MCUboot Memory Partition in RA2A2 project
Table 14. Reference memory configuration on RA2A2

RA2A2 - Memory partition name Reference flash layout on Flash_LP

512 KB product

Start Size
FLASH_CM23_B 0x00000000 0x10000
_BL OPH 0x00010000 0x200
FLASH_CM23 0x00010200 0x2FDO00
_BLOPT 0x0003FFO00 0x100
_BLOSH 0x00050000 0x200
_BL 0 S 0x00050200 0x2FDO00
_BLOST 0x0007FFO00 0x100

Note: With Flash LP in Dual Bank mode, bank 0O will start from 0x0 to Ox3FFFF, bank 1 will start from
0x40000 - 0x7FFFF, the flash layout is shown as following figure:

- 0x00080000

Secondary Image
Bank1 - 0x00050000

MCUboot
L 0x00040000

Primary Image
Bank0 0x00010000

MCUboot
L -~ 0x00000000

Figure 123. Flash LP layout in Dual bank mode

The start address of Secondary image will start from start address of bank 1 plus size of bootloader size. In
this case, _ BL_0_S_H = 0x40000 + 10000 = 0x50000.
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5.3.3 Build the Solution Project

Right-click on the Solution Project and select Build Project.

This command will build all projects within the Solution Project.

New >

Show In Alt+Shift+ W >

lE) Copy Ctrl+C

% Delcte Delete

Build Project B |

Refresh F5

Figure 124. Build all projects within the Solution Project

This will generate the files as following table:

Table 15. Signed primary application images:

Primary application project name

Location and name of signed primary application image

ra8m2_primary_app_cpu0
ra8m2_primary_app_cpul

Debug\ra8m2_primary_app_cpu0.bin.signed
Debug\ra8m2_primary_app_cpu1.bin.signed

ra8m1_primary_app

Debug\ra8m1_primary_app.bin.signed

raém5_primary_app

Debug\rabm5_primary_app.bin.signed

raém3_primary_app

Debug\rabm3_primary_app.bin.signed

radc1_primary_app

Debug\rad4c1_primary_app.bin.signed

ra2a2_primary_app

Debug\ra2a2_primary_app.bin.signed

Note: If an error related to RAM region overflow appears in the Console tab, the RAM region in the Memory
Partition settings of the Solution Project will have to be adjusted.

e For the Bootloader Project, adjust the RAM_<CPU>_B size (corresponding with MCU, the CPU is

CPUO/CPU1, CM33, CM4 or CM23).

o Recommended RAM size for Overwrite and Direct XIP modes are 0x5600 (~22KB)
o Recommended RAM size for Swap mode is 0x6000 (24KB)
e For the Application Project, adjust the RAM_<CPU> size (corresponding with MCU, the CPU is

CPUO/CPU1, CM33, CM4 or CM23).
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5.3.4 Optimizing SRAM Allocation

The Renesas FSP Solution Project (Advanced) project template is also used when developing
applications for Renesas Dual Core MCU. These applications have a unified SRAM that is used by both
cores, but these are typically separate. As such, any RAM areas are defined as separate areas. Ina
MCUboot application, the RAM areas can overlap as the bootloader and application are never running at the

same time and both applications can access the full RAM area.
Example of maximize the MCU SRAM by the following steps:

1. Navigate to the Solution Project: xxxx_solution

2. In the RAM Memory Partition, configure the Start address and maximum RAM size for the

application project:

ﬁh [raBm2_sclution] Solution Configuration

Memaories
MName Start Size Core
w [ RAM Ox2 2000000 01 04000
& RAM_CPUD B Ox2 2000000 010000 CPUD
& RAM_CPUD S Ox2 2000000 OxEAQOD CPUD
= RAM_CPUOC (n220EA000 00 CPUD
= RAM_CPU1S (2 20EA000 OxEADOD CPUN
= RAM_CPU1_C (22104000 o) CPUN
[1 FLASH NS (nc1 2000000 0100000
Figure 125. Adjust the maximum SRAM for the application in RASM2
{9‘} [raBm 1_solution] Solution Configuration
Memories
Mame Start Size Core Security
v & RAM e 2000000 DxEOODD Secure
& RAM_CMB5_B 0x22000000 0x10000 ChEs Secure
& RAM_CMB5_S (he22000000 OxDO000 CMas Secure
= RAM_CM85_C (2 20E0000 L] CMas Mon-secure Callable
[ FLASH_NS (12000000 O TFE000 Mon-secure
> [ FLASH Dx02000000 Ox1F2000 Secure

Figure 126. Adjust the maximum SRAM for the application in RASM1
The warning that appears is a Partition Overlapping warning, but this can be ignored.

Memories

Mame Start Size

v & RAM 000000 OxEQDOD
& RAM_CME5_B 2000000 010000
& RAM_CMSE5_S — X 000000 0xD0000
= RAM CMS5 C Partitions overlapping 30E0000 D

Figure 127. Partition Overlapping Warning

3. Press Ctrl + S to save the configuration
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5.4 Erase the MCU

To create a clean environment for starting the initial application project, it is recommended that the MCU be
returned to a clean state. The following methods can be used:

1. Initialize Device using Renesas Device Partition Manager (RDPM) integrated into e2studio or the
Renesas Flash Programmer (RFP).

2. Erase the MCU using Renesas Flash Programmer (RFP) or a third-party tool such as SEGGER J-
Flash Lite.

Note: Depending on the MCU family, memory architecture, and device lifecycle state, the Initialize Device
operation may be required instead of the Erase operation to completely clear the device.

5.4.1 Initialize Device using Renesas Device Partition Manager (RDPM)

The Initialize Device operation is commonly used with RA4, RA6, and RA8 devices that implement Device
Lifecycle Management (DLM) or TrustZone security features. It erases device memory and restores the
device to its default development state.

1. In e2studio, go to Run -> Renesas Debug Tools -> Renesas Device Partition Manager.
2. Click Initialize device and start Run

]

@ Enter a value for Action and Emulator type

Device Family: Renesas RA

Action

Read current device information Change debug state

Set TrustZone secure / non-secure boundaries | (@ Initialize device
Target MCU connection: J-Link 7
Connection Type: SWD v
Emulator Connection: Serial No 4

Serial No/IP Address:

Debugger supply voltage (V):

Connection Speed (bps for SCI, Hz for SWD): 9600

Debug state to change to: Secure Software Development
Memory partition sizes

[ Use Renesas Partition Data file

® @ [éi Close

Figure 128. Initialize Device using connection type is SWD
Note: for the EK-RA8M1, SCI should be selected as the connection type.

5.4.2 |Initialize Device or Erase the MCU using the Renesas Flash Programmer (RFP)
1. Connect the EK board to the PC through J10 USB Debug.

2. Launch RFP and create a new RFP project. Click File > New Project.

Target Device  Help
New Project... |

k Settings Connect Settings Unique Code

Open Project...

Save Project

Figure 129. Create a New RFP Project
3. Select the target Microcontroller and Communication Tool. Then, click Connect.
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&« Create Mew Project

Project Information

Microcontroller:

X

Project Name:

Iﬁp _project

Project Folder:

[c:

\Users'user\ | Browse...

Communication

Tool Details...

Toal Interface:

Num: AutoSelect

Cancel

Figure 130.

Configure a New Project

On successful connection, open the Block Settings tab to check the Code Flash configurations.

File  Target Device Help

Operation Operation Settings | Block Settings |Connec1 Settings  Unique Code

Region

Code Flash 1
Data Flash 1
Config Area 1

#o#

Start End Size  Select

Figure 131.

Example of Block Settings on successful connection
To Initialize device (for supported MCUSs), select Target Device > Initialize Device

T

File

Operati

| s Renesas Flash Programmer V

Target Device

Help

Read Device Information
Read Memory...
Read Flash Options

Initialize Device
DLM Transition...

Figure 132.

Initialize Device using RFP

If the Initialize Device operation completes successfully, the device is ready for use. Proceed to

the next section.

To Erase the MCU, open the Operation Settings tab and select the Erase command.

File Target Device Help

Command
] Erase
[] Program
O Verfy

Fill with OxFF

Operation Block Settings Connect Settings  Unique Code

[ Code Area / User Boot Area

Erase Options
Erase Selected Blocks
Program & Verify Options
[ Erase Before Program
Verify by reading the device

Error Settings
[ Data Area Enable address check of program file
Figure 133. Choose the Erase Command
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7. Choose the Operation tab and select Start.

File Target Device Help

Operation Settings Block Settings Connect Settings Unique Code

Project Information

Cument Project: ffp_project.mpj
Microcontroller: RA

Program Files

Add/Remove Files..

Command

Start

Figure 134. Start Erase Chip
8. When the chip is erased, Operation completed will be displayed.

Connecting to the target device
Connecting to the target device
Communication speed : 6.0 MHz
Signature:

Device: RA

Device Code: [

Erasing the selected blocks
[Code Flash 1] - size K
[Data Flash 1] - size:| K
Setting the target device

Disconnecting the tool
Operation completed.

Clear status and message

Figure 135. Succeeded Operation in RFP

5.4.3 Use the J-Flash Lite

To use the J-Flash Lite, connect the USB Debug Port J10 to the PC and Launch J-Flash Lite. Select the
Device, debug Interface, and communication speed.

Target device

LR7 |

Target interface Speed

[swo -] [4000 v | kiz

Flash banks
BaseAddr  Name Loader
000000000 Internal program flash Default ~
0x40100000 Internal data flash Default ~

0x01010008 Internal option - setting memor Default ~

[ 1

Figure 136. Launch J-Flash Lite

Click OK. In the next screen, select Erase Chip.
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Target
Device Interface Speed
R7 SWD 4000 kHz

Data File (bin / hex / mot / srec/ ...)

Erase Chip

Program Device

Log

Connecting to J-Link...

Bank selection: BankAddr=0x00000080 Enabled

Bank selection: BankAddr=6x40100660 Enabled

Bank selection: BankAddr=0x21010008 Enabled

Loader selection: BankAddr=0x06008000 Loader=Default
Loader selection: BankAddr=0x48160000 Loader=Default
Loader selection: BankAddr=0x01010008 Loader=Default
Connecting to target...

Erasing. ..

Done .

Ready

Figure 137. Erase MCU Succeeded
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5.5 Configure the Debugger

5.5.1 Single core projects
Navigate to the Debugger > Debug Tool Settings and Set Allow caching of flash contents to No, as
shown in below figure.

If set to yes, when debugging the bootloader applications, the memory window information may show the
wrong information.

Create, manage, and debug configurations ,;ﬁ
J 1

GuEXIBY - Name: primary_app Debug_Flat

pe filter text Main| %% Debugger | # Startup 5§ Source| [ Common

] €/C++ Application
€/C++ Remote Application Debug hardware: J-Link ARM Target Device

EASE Script

| GDB Hardware Debugging GDB Settings Connection Settingg Debug Tool Settings

| GDB Simulator Debugging (RH850) « RTOS

3 Launch Group RTOS Integration in Debug View No v
£ Renesas GDB Hardware Debugging RTOS Debugging - Large Number of Threads. No v
bootloader Debug Flat  System
sy B R ﬁw caching of flash contents o v
_secondary_app Debug_Flat « Time Measurement
7] Renesas Simulator Debugging (RX, RL78) Run Break Time Measarement s .

Count Every Core Cycle Yes v

=l

5]

[
c
c

Operating Frequency [MHz]

~ Reset Behavior
Behavior of reset command Reset v
PC value after reset
CPSR value after reseat

Filter matched 11 of 13 items Revert Apply

€) [ pebug Close

Figure 138. Disable Flash Content Caching
Move to Startup tab,
¢ Change Load type of xxxx_primary_app.elf to Symbols Only.

e Click Add... -> choose Workspace... then navigate to the
xxxx_bootloader/Debug/xxxx_bootloader.elf. Ensure Load type is Image and Symbols, set
Offset (hex) is 0

e Continue add for xxxx_primary_app/Debug/xxxx_primary_app.bin.signed. Change Load type to
Raw Binary, set Offset (hex) is value of __ BL_0_P_H (for example, 2010000).
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&

| Create, manage, and debug configurations :ﬁ
"
J
<

XB=2Y~ Name:

¥ o i
| type filter text Main| % Debugger] B Startup| ' Source| = Common

[E] C/C++ Application

primary_app Debug_Flat

Initialization Commands

€] C/C++ Remote Application Rast and Delay (seconds):
EASE Script

[€] GDB Hardware Debugging —

[E7 6DB simulator Debugging (RH850)

3 Launch Group

G

£ Renesas GDB Hardware Debugging
E bootloader Debug_Flat
= primary_app Debug_Flat

_secondary_spp Debug_flat

Load image and symbals

_ il ffset (I ]
[£7 Renesas Simulator Debugging (RX. RLT8) fename Load type Offset sy | On-oonnect Add..
@ Program Binary [ _primary_app.elfl  Symbols only Yes
a bootloader.alf [C:\Users\ Image and Symbals 0 Yes
a _primary_app.binssigned [CA\Users... Raw Binary 02010000
Fiter matched 11 of 13 items e Apply

Figure 139. Configure the Primary Project Debug Startup

Table 16: Reference offsets for primary images

MCU Reference offsets for primary images (__ BL_0_P_H)
RA8M1 0x02010000
RABM5 0x00018000
RABM3 0x00018000
RA4C1 0x00010000
RA2A2 0x00010000

For RA2A2 which uses Dual Bank mode, the bootloader image must be set 2 times. The first one has
offset is 0 and Load type is Image and Symbols. The second one has offset is start address of bank 1
(0x40000) and Load type is Image only. For details about dual bank, please refer to application note
R11AN1069 - RA2 Secure Firmware update using MCUboot and Flash Dual Bank.

Load image and symbols
Filename Load type Offset (hex) On connect Add
ﬂ Program Binary [ralaZ_primary.. Symbaols only Yes
@ raZa2_bootloader.elf [C\Works... Image and Symbols 0 Yes 2l
B ra2a2_primary_app.bin.signed [... Raw Binary 10000 Yes e
B r32a2_bootloader.elf [C\Works...  Image only 40000 Yes
iove
ove do

Figure 140. Configure the Primary Project Debug Startup for RA2A2 use Dual bank mode

For RAS8 series, it recommends going to Debugger -> Connection Settings -> TrustZone, changing Set
Trustzone secure/non-secure boundaries to No to avoid impacts of TrustZone settings on MCUboot Flash
configurations.
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Name: ra8_primary_app Debug_Flat

|=] Main Debugger | B Startup| % Source| [] Common

Debug hardware: J-Link ARM

v Target Device: R7FA8

GDB Seﬁings Debug Tool Settings

v SWV
Core clock (MHz)
v Security
OCD ID (HEX)
Customer D (HEX)
Flash Password (HEX)
Product Spedific ID (HEX)

0

[0

[0

Use authentication DLL No
Authentication DLL
v TrustZone
|Set TrustZone secure/non-secure boundaries No I

Authenticate device to Authentication Level (AL) None

Authentication key

Figure 141. Set TrustZone boundaries for RA8 series
Click Debug. The debugger should hit the Reset_Handler() in the bootloader project.

Tt startup.c X

| #@ * MCU starts executing here out of reset. Main stack pointer is set up already.
¢ void Reset_Handler (void)
B A3 {
4 * Initialize system using BSP. */
SystemInit();

* Call user application.
main();

while (1)
I

1
Infinite Loop. */
}

Figure 142. Start the Application Execution

Click Resume "™ twice to run the project. The bootloader and the primary application project will be

programmed and then the primary application project will be booted.
Check LEDs status on the board.

5.5.2 Dual core RA8 MCU projects

Following are brief steps to configure the debugger in case dual core with MCUboot project. For detail, refer
to R11AN1099 application note which introduce for using MCUboot with dual core RA8 MCU. This is

example for RASM2:

1. Right-click on the ra8m2_primary_app_cpu1 project, and open Debug As -> Debug

Configurations...

2. In Debug Configurations window, under Renesas GDB Hardware Debugging, select

ra8m2_primary_app_cpu1 Debug_Multicore.
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@ Debug Configurations a X
<
Create, manage, and debug configurations ,;ﬁ
J [
- . X = - i
B Name: ra8m2_primary_app_cpul Debug Multicore

| Main %% Debugger B Startup 57 Source [ Common

| C/C++ Application

= Project:
%] C/C++ Remate Application il
EASE Script raBm2_primary_app_cpu0 Browse...
GDB Hardware Debugging €/C++ Application:

] GDB Simulator Debugging (RH850)
~ @ Launch Group
% raBm2_primary_app_cpul Debug_Multicore Launch Group Variables... Search Project... Browse...

Debug/ra8m2_primary_app_cpu0.elf

8 ra8m2_secondary_app_cpul Debug_Multicore Launch Group

- Build (if required) before launching
~ [£7] Renesas GDB Hardware Debugging

raBm2_bootloader Debug_Flat Build Configuration: Use Active
reffm2_primary_app_cpu Debug_Flat
1 Sl S % Enable auto build Disable auto build
raBma_primary_app_cpuT Debug_Attad

10 Use workspace settings Configure Workspace Settings.

raBm2_primary_app_cpu1 Debug_Multicore
raBm2_secondary_app_cpu0 Debug_Flat
ra8m2_secondary_app_cpul Debug_Attach
raBm2_secondary_app_cpul Debug_Multicore
[£7] Renesas Simulator Debugging (RX, RL78)

=1 151 51 51 1 51 51

Filter matched 17 of 19 items

@ Debug | Close

Figure 143. Select ra8m2_primary_app_cpu1 Debug_multicore
3. On Startup tab (" T (T ~ETe L ), under “Load image and symbols” section, use Add..->

Workspace... to add for signed images and change load types as following figure:

Load image and symbols

Filename Load type Offset (hex)  On connect

B ra8m2_bootloader.elf [C:\Users\ \e2.. Image and Symbols 0 Yes Add..
B Program Binary [ra8m2_primary_app_cpuQ.elfl  Symbols only 0 Yes Edit...
B ra8m2_primary_app_cpu.elf [C:\Users\ . Symbols only 0 Yes Remove
2 ra8m2_primary_app_cpu0.bin.signed [C:\User... Raw Binary 2010000 Yes

2 ra8m2_primary_app_cpul.bin.signed [C:\User... Raw Binary 2048000 Yes Move up

Figure 144. Load image and symbols for RASM2

4. Switch to Debugger tab, under Debug Tool Settings -> System, set Allow caching of flash contents to
No and click Apply. If set to yes, when debugging the bootloader applications, the memory window
information may show the wrong information.

5. Under Connection Settings -> TrustZone, change Set Trustzone secure/non-secure
boundaries to No to avoid impacts of TrustZone settings on MCUboot Flash configurations.
6. Then, under “Launch Group”, select ra8m2_primary_app_cpu1 Debug_Multicore Launch, ensure

inheritance as below picture then click Debug.

Name: ra8m2_primary_app_cpu1 Debug_Multicore Launch Group

8 Launches | [L] Common

Name Mode Action
B 7| Renesas GDB Hardware Debuggingzra8m?2_primary_app_cpu1 Debug_Multicore Inherit
B 7| Renesas GDB Hardware Debuggingzra8m2_primary_app_cpul Debug_Attach Inherit

Figure 145. Information on Debug_Multicore Launch

7. Under Confirmation Perspective Switch window, click Switch button.

8. Click Resume (F8) two times to start primary application project on CPUOQ, continue with Resume
(F8) to start primary application project on CPU1.
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5.6 Mastering and Delivering a New Application
This section explains how to prepare the Secondary Application from the Primary Application and how to
download the Secondary Application to the target board.

5.6.1 Prepare a Secondary Image

The secondary application can be created by repeat steps in Section 5.1 or use import the initial project to
the same workspace and rename the new project.

Following steps are guide for using import the import the initial project and rename the new project. It is
applied for Single core project. As the complicated of Dual core project, recommend repeating steps in
Section 5.1.

Initial project to the same workspace and rename the new project:

1. Click File > Import... and select General > Rename & Import Existing C/C++ Project into

Workspace.
dit Source Refactor Navigate Search Project
New Alt+Shift+N > & import O X
Open File...

[} Open Projects from File System... Select \“
REeentEles 5 Rename and Import and Existing C/C++ Project into the workspace H
Close Editor Ctrl+W

~ B Select an import wizard:
Close All Editors Ctrl+Shift+W
‘ type filter text ‘

S ik ~ = General ~
Save As... I Archive File
Save A Ctrl+Shift+S 4 CMsIS Pack
. (=% Existing Projects into Workspace
Revert -

() File System
Move... [T Preferences
Rename... 2 () Projects from Folder or Archive
- - |i= Rename & Import Existing C/C++ Project into Workspace |
Refresh = 1@ Renesas C5+ Project for CA78KOR/CA78KO
Convert Line Delimiters To > =% Renesas CS+ Project for CC-RX, CC-RL and CC-RH

&) Sample Projects on Renesas Website
Print... Ctrl+P _Oemp !
& C/C++

@ Import.. (& Install
e [ Oomph o

2y Export..

L
Properties Alt+Enter
Switch Waorkspace >
Restart 5

2 < Back Finish Cancel
Exit @ - :

Figure 146. Select Rename and Import the Primary Application

2. Click Next. When the Import window opens, name the project and click Browse for Select root
directory to import. Then select imported project in Project: box and click Finish.

&) import a X
Rename & Import Project |
Project name must be specified
e
Project name: | |

B Use default location Rename the project
C:\Workspace\n_bootloader\migrate_mcuboot_p«
{ Create Directory for Project

default

| Import from:

© Select root directory:

v Browse...

() Select archive file:

| Projects: Browse to Project want to import

Figure 147. Rename the Project
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3. Update the MCUBOOT_IMAGE_VERSION to 1.1.0, click OK and Apply and Close

type filter text

Resource
Builders
v C/C++ Build
Build Variables
Environment
JSON Compilation Datak:
Logging
Settings
Toel Chain Editor
C/C++ General
Project Natures
Project References
Renesas QF
Run/Debug Settings
Task Tags
Validation

Environment

Configuration: Debug [ Active |

Environment variables to set

Manage Configurations...

Add.
Variable Value Origin Select
WD . BUILD SYSTEM
MCUBOOT APP_BIN_C... ${TCINSTALLbim\llvm-ob... USER: CONFIG
MCUBOOT IMAGE SIG... $iworkspace locra8m2_. USER: CONFIG Delete
I MCUBOOT IMAGE VER... 10.0 USER: CONFIG ]
AT Al leme A EAEOEATUNE b BLMLR CVETEAL Undefine
8 edit variable x
Name: MCUBOOT_IMAGE_VERSION
Value: 1.1.0 Variables
IR,
Restore Defaults Apply
Apply and Close Cancel

Figure 148. Update MCUBOOT_IMAGE_VERSION

4. Modify the behavior of LEDs to verify for secondary application execution. This step can apply to
create secondary application on single-core and dual-core CPUO projects.

In case of dual-core CPU1 project, it is required to modify the SmartBundle file to correct preceding

project.

Follow following steps to modify for the SmartBundle:
¢ Build secondary application on CPUO, ensure Debug/xxxx_secondary_app_cpu0.sbd file is

created.

o Navigate to the Properties of secondary project on CPU1 (for example,
ra8m2_secondary_app_cpu1) project, under C/C++ Build, select Build Variables.
¢ Select SmartBundle and click Edit... button. Modify to secondary application CPUO project.

For example,
Old:

${workspace_loc:/ra8m2_primary_app_cpu0}/${ConfigName}/ra8m2_primary_app_cpu0.sbd

New:

${workspace_loc:/ra8m2_secondary_app_cpu0}/${ConfigName}/ra8m2_secondary_app_cpu0.sbd

type filter text

Resource
Builders
~ C/C++ Build
Environment
JSON Compilation Datab
Logging
Settings
Tool Chain Editor
C/C++ General
Project Natures
Project References
Renesas QF
Run/Debug Settings
Task Tags
Validation

Build Variables

Configuration: Debug [ Active ]

~  Manage Configurations...

Name Type Value Add...

| SmartBundle  File ${workspace loc;/ra8m2_primary_app_cpu0}...
& Delete
Variable name: | SmartBundle
Type: File

|Va\ue‘ 3_cpul}/${ConfigNamel}/raBm2_secondary_app_cpu0.sbd Browse

L] ing external builder

HVAR), internal builder

Its

[ Apply and Close

Apply

Cancel

Figure 149. Modify SmartBundle for Secondary project on CPU1
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5. Click OK and navigate to the Environment to update MCUBOOT_IMAGE_VERSION to 1.1.0
6. Click OK and Apply and Close to apply the setting.
7. Modify the behavior of LEDs to verify for secondary application execution.
8. Build the secondary application project.

Table 17 shown the name of the secondary projects:

Table 17 Secondary Project Naming

Bootloader project name

Primary application project name

Secondary Application Project Name

ra8m2_bootloader

ra8m2_primary_app_cpu0
ra8m2_primary_app_cpu1

ra8m2_secondary_app_cpuQ™"
ra8m2_secondary_app_cpu1 "

ra8m1_bootloader

ra8m1_primary_app

ra8m1_secondary_app

raém5_bootloader

ra6m5_primary_app

rabm5_secondary_app

raém3_bootloader

raéma3_primary_app

rabm3_secondary_app

ra4c1_bootloader

radc1_primary_app

ra4dc1_secondary_app

ra2a2_bootloader

ra2a2_primary_app

ra2a2_secondary_app

(*1) Recommended to repeat steps in section 5.1 to create secondary applications for Dual Core projects.
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5.6.2 Downloading and Booting the Secondary Application

g

This section will detail for downloading the new application using the Load Ancillary File tool , available

in e2studio.

ﬁ_v%v L].rrv'%%v hd RE_JQ}B‘ :j

 B-Q{ i PIBNIDREY

Figure 150. Load Ancillary File tool
Using the Load Ancillary File tool with Single Core RA MCU project

1. Click Pause and use the Ancillary Download € button (which is available under the e2studio
Debug view) to load the compiled Secondary Application xxxx_secondary_app.bin.signed.

2. Select the new application image and set the download address. The download address depends on
the bootloader flash memory allocation.

o X

Load Ancillary File

Select an ancillary file for loading

File: |${workspaceiloc:\ 7secondary7app\Debugi _secondary app.bin.signed} - | Workspace... File System...

I! Load as raw binary image |
|Address: 0Ox |

oK Cancel

Figure 151. Download the Secondary Application Image

Table 18 Reference address for secondary images
MCU Address:

(_BL_0 S H_BL_1_S H)
RA8M2_CPUO 0x02078000

RA8M2_CPU1 0x020A8000

RA8M1 0x020F8000
RAG6M5 0x00108000
RAG6M3 0x00108000
RA4CA1 0x00046000
RA2A2 0x00047000

3. Click OK, and then click Resume " to allow the system to perform image swap / bank swap and
the new image will be booted. The LED1 on board is blinking.

Note that for user-created customized applications, the download address needs to be adjusted by
referencing the specific flash layout.
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6. Production Support Considerations

Mastering and delivering a new application involves similar steps to those described in Sections 5.6.

Typically, the following aspects must be considered when designing the process for delivering new

applications:

1. Create and sign the new applications.
Refer to Section 5.1, 5.2 and 5.3 for instructions on how to configure the new application to work with the
bootloader and how to sign it.

2. Download the new application to the Secondary slots.
This step may vary depending on the download method chosen by the user. In this example project, the
Ancillary File Download feature in €? studio is used for demonstration purposes. This method can serve
as a useful testing tool during the development of a custom image downloader. Alternatively, you can
use the Renesas Flash Programmer tool to program the bootloader and application in a single
operation. For other references, application projects RO1AN7766 and R11AN0567 provide examples of
image downloaders using XMODEM protocol and the USB PCDC interface.
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7. Website and Support

Visit the following URLSs to learn about the RA family of microcontrollers, download tools and documentation,
and get support.

RA Product Information renesas.com/ra
Flexible Software Package (FSP) renesas.com/ra/fsp
Renesas Flash Programmer (RFP) renesas.com/en/software-tool/renesas-flash-programmer
RA Product Support Forum renesas.com/ra/forum
Renesas Support renesas.com/support
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General Precautions in the Handling of Microprocessing Unit and Microcontroller
Unit Products

The following usage notes are applicable to all Microprocessing unit and Microcontroller unit products from Renesas. For detailed usage notes on the
products covered by this document, refer to the relevant sections of the document as well as any technical updates that have been issued for the products.

1.

Precaution against Electrostatic Discharge (ESD)
A strong electrical field, when exposed to a CMOS device, can cause destruction of the gate oxide and ultimately degrade the device operation. Steps
must be taken to stop the generation of static electricity as much as possible, and quickly dissipate it when it occurs. Environmental control must be
adequate. When it is dry, a humidifier should be used. This is recommended to avoid using insulators that can easily build up static electricity.
Semiconductor devices must be stored and transported in an anti-static container, static shielding bag or conductive material. All test and
measurement tools including work benches and floors must be grounded. The operator must also be grounded using a wrist strap. Semiconductor

devices must not be touched with bare hands. Similar precautions must be taken for printed circuit boards with mounted semiconductor devices.
Processing at power-on

The state of the product is undefined at the time when power is supplied. The states of internal circuits in the LSI are indeterminate and the states of
register settings and pins are undefined at the time when power is supplied. In a finished product where the reset signal is applied to the external
reset pin, the states of pins are not guaranteed from the time when power is supplied until the reset process is completed. In a similar way, the states
of pins in a product that is reset by an on-chip power-on reset function are not guaranteed from the time when power is supplied until the power

reaches the level at which resetting is specified.
Input of signal during power-off state

Do not input signals or an 1/0 pull-up power supply while the device is powered off. The current injection that results from input of such a signal or I/O
pull-up power supply may cause malfunction and the abnormal current that passes in the device at this time may cause degradation of internal

elements. Follow the guideline for input signal during power-off state as described in your product documentation.
Handling of unused pins

Handle unused pins in accordance with the directions given under handling of unused pins in the manual. The input pins of CMOS products are
generally in the high-impedance state. In operation with an unused pin in the open-circuit state, extra electromagnetic noise is induced in the vicinity
of the LSI, an associated shoot-through current flows internally, and malfunctions occur due to the false recognition of the pin state as an input signal

become possible.
Clock signals

After applying a reset, only release the reset line after the operating clock signal becomes stable. When switching the clock signal during program
execution, wait until the target clock signal is stabilized. When the clock signal is generated with an external resonator or from an external oscillator
during a reset, ensure that the reset line is only released after full stabilization of the clock signal. Additionally, when switching to a clock signal

produced with an external resonator or by an external oscillator while program execution is in progress, wait until the target clock signal is stable.
Voltage application waveform at input pin

Waveform distortion due to input noise or a reflected wave may cause malfunction. If the input of the CMOS device stays in the area between V.
(Max.) and Vi1 (Min.) due to noise, for example, the device may malfunction. Take care to prevent chattering noise from entering the device when the

input level is fixed, and also in the transition period when the input level passes through the area between V. (Max.) and Viu (Min.).
Prohibition of access to reserved addresses

Access to reserved addresses is prohibited. The reserved addresses are provided for possible future expansion of functions. Do not access these

addresses as the correct operation of the LS| is not guaranteed.
Differences between products

Before changing from one product to another, for example to a product with a different part number, confirm that the change will not lead to problems.
The characteristics of a microprocessing unit or microcontroller unit products in the same group but having a different part number might differ in
terms of internal memory capacity, layout pattern, and other factors, which can affect the ranges of electrical characteristics, such as characteristic
values, operating margins, immunity to noise, and amount of radiated noise. When changing to a product with a different part number, implement a

system-evaluation test for the given product.



Notice

1.

10.

11.

12.

13.
14.

(Note1)

Descriptions of circuits, software and other related information in this document are provided only to illustrate the operation of semiconductor products
and application examples. You are fully responsible for the incorporation or any other use of the circuits, software, and information in the design of your
product or system. Renesas Electronics disclaims any and all liability for any losses and damages incurred by you or third parties arising from the use
of these circuits, software, or information.
Renesas Electronics hereby expressly disclaims any warranties against and liability for infringement or any other claims involving patents, copyrights,
or other intellectual property rights of third parties, by or arising from the use of Renesas Electronics products or technical information described in this
document, including but not limited to, the product data, drawings, charts, programs, algorithms, and application examples.
No license, express, implied or otherwise, is granted hereby under any patents, copyrights or other intellectual property rights of Renesas Electronics
or others.
You shall be responsible for determining what licenses are required from any third parties, and obtaining such licenses for the lawful import, export,
manufacture, sales, utilization, distribution or other disposal of any products incorporating Renesas Electronics products, if required.
You shall not alter, modify, copy, or reverse engineer any Renesas Electronics product, whether in whole or in part. Renesas Electronics disclaims any
and all liability for any losses or damages incurred by you or third parties arising from such alteration, modification, copying or reverse engineering.
Renesas Electronics products are classified according to the following two quality grades: “Standard” and “High Quality”. The intended applications for
each Renesas Electronics product depends on the product’s quality grade, as indicated below.

"Standard": Computers; office equipment; communications equipment; test and measurement equipment; audio and visual equipment; home

electronic appliances; machine tools; personal electronic equipment; industrial robots; etc.
"High Quality": Transportation equipment (automobiles, trains, ships, etc.); traffic control (traffic lights); large-scale communication equipment; key
financial terminal systems; safety control equipment; etc.

Unless expressly designated as a high reliability product or a product for harsh environments in a Renesas Electronics data sheet or other Renesas
Electronics document, Renesas Electronics products are not intended or authorized for use in products or systems that may pose a direct threat to
human life or bodily injury (artificial life support devices or systems; surgical implantations; etc.), or may cause serious property damage (space
system; undersea repeaters; nuclear power control systems; aircraft control systems; key plant systems; military equipment; etc.). Renesas Electronics
disclaims any and all liability for any damages or losses incurred by you or any third parties arising from the use of any Renesas Electronics product
that is inconsistent with any Renesas Electronics data sheet, user's manual or other Renesas Electronics document.
No semiconductor product is absolutely secure. Notwithstanding any security measures or features that may be implemented in Renesas Electronics
hardware or software products, Renesas Electronics shall have absolutely no liability arising out of any vulnerability or security breach, including but
not limited to any unauthorized access to or use of a Renesas Electronics product or a system that uses a Renesas Electronics product. RENESAS
ELECTRONICS DOES NOT WARRANT OR GUARANTEE THAT RENESAS ELECTRONICS PRODUCTS, OR ANY SYSTEMS CREATED USING
RENESAS ELECTRONICS PRODUCTS WILL BE INVULNERABLE OR FREE FROM CORRUPTION, ATTACK, VIRUSES, INTERFERENCE,
HACKING, DATA LOSS OR THEFT, OR OTHER SECURITY INTRUSION (*Vulnerability Issues”). RENESAS ELECTRONICS DISCLAIMS ANY AND
ALL RESPONSIBILITY OR LIABILITY ARISING FROM OR RELATED TO ANY VULNERABILITY ISSUES. FURTHERMORE, TO THE EXTENT
PERMITTED BY APPLICABLE LAW, RENESAS ELECTRONICS DISCLAIMS ANY AND ALL WARRANTIES, EXPRESS OR IMPLIED, WITH
RESPECT TO THIS DOCUMENT AND ANY RELATED OR ACCOMPANYING SOFTWARE OR HARDWARE, INCLUDING BUT NOT LIMITED TO
THE IMPLIED WARRANTIES OF MERCHANTABILITY, OR FITNESS FOR A PARTICULAR PURPOSE.
When using Renesas Electronics products, refer to the latest product information (data sheets, user's manuals, application notes, “General Notes for
Handling and Using Semiconductor Devices” in the reliability handbook, etc.), and ensure that usage conditions are within the ranges specified by
Renesas Electronics with respect to maximum ratings, operating power supply voltage range, heat dissipation characteristics, installation, etc. Renesas
Electronics disclaims any and all liability for any malfunctions, failure or accident arising out of the use of Renesas Electronics products outside of such
specified ranges.
Although Renesas Electronics endeavors to improve the quality and reliability of Renesas Electronics products, semiconductor products have specific
characteristics, such as the occurrence of failure at a certain rate and malfunctions under certain use conditions. Unless designated as a high reliability
product or a product for harsh environments in a Renesas Electronics data sheet or other Renesas Electronics document, Renesas Electronics
products are not subject to radiation resistance design. You are responsible for implementing safety measures to guard against the possibility of bodily
injury, injury or damage caused by fire, and/or danger to the public in the event of a failure or malfunction of Renesas Electronics products, such as
safety design for hardware and software, including but not limited to redundancy, fire control and malfunction prevention, appropriate treatment for
aging degradation or any other appropriate measures. Because the evaluation of microcomputer software alone is very difficult and impractical, you are
responsible for evaluating the safety of the final products or systems manufactured by you.
Please contact a Renesas Electronics sales office for details as to environmental matters such as the environmental compatibility of each Renesas
Electronics product. You are responsible for carefully and sufficiently investigating applicable laws and regulations that regulate the inclusion or use of
controlled substances, including without limitation, the EU RoHS Directive, and using Renesas Electronics products in compliance with all these
applicable laws and regulations. Renesas Electronics disclaims any and all liability for damages or losses occurring as a result of your noncompliance
with applicable laws and regulations.
Renesas Electronics products and technologies shall not be used for or incorporated into any products or systems whose manufacture, use, or sale is
prohibited under any applicable domestic or foreign laws or regulations. You shall comply with any applicable export control laws and regulations
promulgated and administered by the governments of any countries asserting jurisdiction over the parties or transactions.
It is the responsibility of the buyer or distributor of Renesas Electronics products, or any other party who distributes, disposes of, or otherwise sells or
transfers the product to a third party, to notify such third party in advance of the contents and conditions set forth in this document.
This document shall not be reprinted, reproduced or duplicated in any form, in whole or in part, without prior written consent of Renesas Electronics.
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