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BACnet Controller Sample Software

Introduction

This document describes sample software for executing BACnet Controller profile (B-BC) of BACnet
communication protocol for building automation (BA) on RZ/N2L.

Target Device
RZ/N2L Group
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List of Abbreviations and Acronyms

In this document, the terms below are defined as follows:

Terms Description

FSP Flexible Software Package

RSK Renesas Starter Kit

BA Building Automation

BACnet Building Automation and Control Networking
B-SS BACnet Smart Sensor

B-BC BACnet Building Controller

B-RTR BACnet Router

B-OWS BACnet Operator Workstation

Pmod Peripheral module interface defined by Digilent Inc.
ASHRAE American Society of Heating, Refrigerating and Air-Conditioning Engineers
ANSI American National Standards Institute

BIBB BACnet Interoperability Building Blocks

API Application Program Interface

APDU Application Layer Protocol Data Unit

SNTP Simple Network Time Protocol

BTL BACnet Testing Laboratories

MS/TP Master Slave / Token Passing

BIP BACnet/IP

BVLCI BACnet virtual link control information

NPCI network protocol control information

Related documents

Document Type [Document Title Document No.

Data Sheet RZ/N2L Group Datasheet RO1DS0397EJ****
User’'s Manual RZ/N2L Group User's Manual: Hardware RO1UHQ955EJ****
User's Manual Renesas Starter Kit+ for RZ/N2L User’'s Manual R20UT4984EG****
Application Note RZ/N2L Group TCP/IP IwIP Sample Program Package RO1ANG588EJ****
Application Note RZ/N2L Group BACnet Sample Software RO1ANG789EJ****
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https://www.renesas.com/document/apn/rzn2l-group-tcpip-lwip-sample-program-package-release-note
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RZ/N2L Group BACnet Controller Sample Software

1. Overview

1.1 Abstract

BACnet is the major communication protocol for building automation (BA). This document describes the
configuration and usage of the sample software of BACnet controller (B-BC) with BACnet router function (B-
RTR) that enables interoperation between BIP (BACnet/IP) device and MS/TP device in RZ/N2L, RZ
processor for industrial network.

Fig. 1-1 RSK+ for RZ/N2L

Note that some figures in this document are reused from other BACnet application notes as long as it is not
inconvenient for the reader to refer to them.
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Since the sample software described in this document is BACnet Router, which is an interface connecting
BACnet devices, the verification in this document uses an application on a PC as a BACnet Client and
RZ/N2L BACnet Sample Software (ROTAN6789xJ****) as an MS/TP slave at the other end, as shown in Fig.
1-2.

For the convenience of explanation, the BACnet Router described in this document is referred to as B-BC
and the corresponding BACnet Slave is referred to as B-SS.

BACnet/IP

MS/TP (RS-485)

]
|
Subject of this document /;

u- o [ L
1 RZIN2L RSK
RZ/N2L BACnet Sample Software RZ/N2L BACnet Sample Software

(B-BC) (ROTANB789xJ*)

Fig. 1-2 Subject of this document and test setup

RO1AN7237EJ0100 Rev.1.00 Page 7 of 156
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RZ/N2L Group

BACnet Controller Sample Software

1.2 Operating Environment

1.21

Software Environment

The operating environment of this sample software is shown in Table 1-1

Table 1-1 Operating Environment

Category Name Version Link e

RZ/N2L BACnet Sample

sample software Package

IDE e2studio 23.7.0 https://github.com/renesas/rzn- Included with e2studio
fsp/releases/download/v1.3.0/setup rz installer

Flexible FSP 13.0 nfsp vi 3 0 e2s v2023-07.exe. Included with e2studio

Software installer

Package

GNU Arm GCC Toolchain Vv9.3.1.202004 Included with e2studio

Embedded 08 installer

Toolchain

BACnet/IP VTS 3.6.7.0 Visual Test Shell for BACnet download

Client Tool SourceForge.net

BACnet/MSTP Yabe 1.3.0.0 Yet Another Bacnet Explorer download

Master Tool SourceForge.net

Packet analyzer Wireshark 4.0.3 Wireshark - Download

MS/TP Capture mstpcap.exe Capturing MS/TP packets — Optigo Integration with

tool Networks (zendesk.com) Wireshark.

Terminal TeraTerm 4.108 Releases - TeraTermProject/teraterm

Software (github.com)

(*1). The recommended version of GCC Toolchain for FSP v1.3.0 is v12.2.1.arm-12-24, but this sample software is tested with

v9.3.1.20200408.

1.2.2 Hardware Environment

This sample software is tested under the hardware environment of Table 1-2.

Table 1-2 Hardware Environment

Name Type Name Maker Link Note
Renesas Starter RTK9RZN2L0S00 Renesas Electronics www.renesas.com/rskrzn2| RSK Board
Kit+ for RZ/N2L 000BE
Air Velocity Sensor uS082- Renesas Electronics US082-FS3000EVZ - Air Renesas Quick
Pmod™ Board FS3000EVZ Velocity Sensor Pmod™ Board Connect loT
(Renesas Quick-Connect loT) |
Renesas
USB/RS485 BOB-09822 SparkFun SparkFun USB to RS-485 2pcs (one for
Convertor Converter - BOB-09822 - Yabe and one
SparkFun Electronics for Wireshark)
RO1AN7237EJ0100 Rev.1.00 Page 8 of 156
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https://sourceforge.net/projects/vts/
https://sourceforge.net/projects/vts/
https://sourceforge.net/projects/yetanotherbacnetexplorer/
https://sourceforge.net/projects/yetanotherbacnetexplorer/
https://www.wireshark.org/download.html
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RZ/N2L Group BACnet Controller Sample Software

2. Hardware configuration

This section describes the hardware configuration of executing the sample software.

2.1 RSK Board Settings
When executing the sample software, configure the RSK board settings in Fig. 2-1

. The boot mode is xSPI0 boot mode.
. RS-485 half-duplex mode for BACnet MS/TP
J10 : USB-Micro CN16 : USB-mini CN22 CN21 CN20
(J-Link OB) (Serial I/F) e
CN24 i
J9 \ _ EITH2I |ETHP IIETHI1
Open : J-Link OB h i h i h ‘ v

Short : else

g
[+]

HCNS

' . wtgch T N . SW11
V.:;I 5 N ] ; ' ".: p 10
ol ; : | L
CN12 e ‘ = ‘ m— 8
RS-485 e ol ! ‘ .
< (=] __ 5
;< | = = == 4
CN32 -l T oy R J
CN31 -Gl . Bamm oo ' !
I uil [0 ; ON OFF

SW4

8

CN29 CN27 7
CElf CHl :
CEEP 4
CN25 3
2

1

J26 = ON OFF

PMOD-2A/6A 2 : :

% : A 10

= : 0 0 9

i : 8

CN17 -CHEl : ;
66000006 000000355555 5

©000,0000000000,0¢ e 4

. oo 3

. 2

g 1

ON OFF

CN5 : USB Type-C
5V DC-IN
Fig. 2-1 Board Configuration
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Table 2-1 DIPSW Settings

DIPSW Setting Default Description
SW11 1 ON ON Enable LED_RED2 signal
2 OFF OFF
3 OFF OFF
4 OFF OFF Enable RS485_RX signal
5 ON OFF
6 OFF OFF Disable P21_5, M2_VP, CAN_RX. ADTRG. P01_7
7 OFF OFF
8 OFF OFF
9 OFF OFF
10 OFF OFF
Sw4 1 ON ON xSPI0 boot mode (x1 boot Serial flash)
2 ON ON
3 ON ON
4 ON ON JTAG Authentication by Hash is disabled
5 OFF OFF -
6 OFF OFF Enables signals other the trace. (Motor, RS485, etc.)
(TRACE_OPTION_SEL=H)
7 ON ON Enables signals other than the external bus. (CAN, Emulator, 12C, etc.)
(BSC_OPTION_SW-=L)
8 OFF OFF Enable SW3 (general purpose DIPSW)
Sws8 1 OFF OFF Enable LED_GREEN
2 ON ON
3 OFF OFF
4 ON ON Enable LED5
5 OFF OFF
6 OFF OFF Enable RS485_DE
7 ON OFF
8 OFF ON Disable P02_2, IRQ4, CAN_TX
9 OFF OFF
10 OFF OFF

Table 2-2 Jumper Settings

Jumper Setting Default Description
J9 open open When using the J-Link® OB
short When using the external emulator or not using the emulator
CN31 2-3short 1-2short RS485 Half Duplex
CN32 2-3short 1-2short RS485 Half Duplex
CN20 1-2short 1-2short When using 3 ports in the same PHY mode
CN21 1-2short 1-2short When using 3 ports in the same PHY mode
CN22 1-2short 1-2short When using 3 ports in the same PHY mode
CN24 2-3short 2-3short Connect 1.8V Power rail to VCC1833_3. (Using XSPI0)
CN8 2-3short 2-3short Select QSPI Serial Flash (QSPI_CS)
CN29 1-2short 1-2short USB Serial (UART_USB_RX)
RO1AN7237EJ0100 Rev.1.00 Page 10 of 156
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CN27 1-2short 1-2short HyperRAM (IC41)
CN25 1-2short 1-2short Other than the SHOST interface(Trace, SPI, external bus)
CN17 2-3short 2-3short Select 1.8V for VCC1833_2

RO1AN7237EJ0100 Rev.1.00

Mar.25.2024
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3. Sample Software

This chapter describes the structure and usage of the sample software.

Please note that FSP v1.1.0 in the following figures should be read as v1.3.0.

3.1 Folder structure

The folder structure of the sample software is shown below. The bolded text aim for indicating folders
containing files that users will customize with this sample software.

RZN2L_BACnet_BBC_V1.0.0

|
—BACNETOSS

| —bacnet
F—rzn

| F—arm

| | ——CwMmsIs_5
| b—aws

| | L—amazon-freertos
| F—board

| | LY—rzn2l_rsk
| L—fsp
F—rzn_cfg

|  F—aws

| F—driver

| L—fsp_cfg

| —bsp
F—rzn_gen
—script

—src
—user
—oss
|  F—amazon-freertos
| L—lwip
—renesas
—application
F—module

—oss_deps

BACnet Open Source Software

BACnet Protocol Stack
Rz

ARM

CMSIS

AWS

FreeRTOS

Board

RZ/N2L Renesas Starter Kit
Flexible Software Package
Configuration

AWS

r_xspi_gspi_cfg.h

FSP

Board Support Package
Generated files

Linker Script

User Thread Entry
User files

Other OSS

AWS_0OSS

IwlP_OSS

Renesas common files

User IwlIP application, RTC module, Flash access for configurable data
User module
IwlP OSS dependencies

Fig.3-1 Folder Structure

RO1AN7237EJ0100 Rev.1.00
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3.2 Boot Sequence

Describes the boot procedure and memory allocation.

The boot mode of the sample software is xSPI0 x1 boot. The figure below shows the BSP tag in the Smart

Configurator.

Generate Project Content

[ Restore Defaults

BB ws FSP13_BA131_OSPIconfigurable_55_V110 - RZNZL_BACnet_BSS_V1.1.0/configurationxml - e studio
File Edit Source Refactor MNavigate Search Project RenesasViews Run  Window Help
e i TR R T Q
i Project Explorer < = 0O || [ startup.c 15] main.c 42 [RZNZL_BACHet BSS V1.1.0) FSP Configuration
= v 0§ Board Support Package Config
~ 5 RZN2L_BACnet BSS V1.1.0
Device Selection
I ]
FSP version: | 1.3.0 = Board Details
Renesas Starter Kit+ for RZ/N2L CPU Board (xSPI0 x1
Board: RSK+RZNZL (x5PI0 x1 boot mode) ~| [i=s boot mode)
Device: RSAOTGOBMMOIGEG IZ'
Core: CRsz.0
RTOS: FreeRTOS
[= g Summary | BSP | Clocks | Pins [ Interrupts | Event Links | Stacks | Components
48 configuration.cmi —_———
JinkLog.lsg [£] Problems | & Console * | [Tl Properties | @ A7=F-759%- | L} A7-F- 7227 | & Disassembly | [ Memory % bH (%
rzn_cfg.txt RZ/N FSP
¥ RZNZL_BAChet_BSS V1.1.01
[ ren2t_xspio_x1_boot.cfg
< >

- o x

£ | |[EC/C++ | % Debug
=g |[» ="

There iz no

~ || active editor
that provides
an sutline.

Fig.3-2 Boot mode

After downloading the program to the flash memory, the board operates independently by pressing the
RESET button on the RSK board or turning the power ON without a debugger connection. You can still
connect the debugger for evaluation. However, if jumper 9 (J9) of the RSK board is shorted, the debugger (J-

Link OB) cannot be connected.

J9
Open: J-Link OB
Short : else

J10: USB-Micro
(J-Lirk OB

Fig.3-3 J9
RO1AN7237EJ0100 Rev.1.00 Page 13 of 156
Mar.25.2024 RENESAS




RZ/N2L Group BACnet Controller Sample Software

This is the Smart Configurator screen showing the terminal settings (Pins tag) of the serial flash memory
device. No changes are required because they have already been configured.

Pin Configuration

Select Pin Configuration 44 Export to CSV file ] Config
Generate data: | g_bsp_pin_cig

~1 Cycle Pin Group

in Driver Warnings

RSK=RZN2|

Lock  Link -

p Selection

n Mode

~ Input/Qutput
XSPI0_CKN
XSPlo_CKP
XSP10_CS0#

XSPlo_CS1#
XSPlo_DS
XSPlo_ECS0#

|
RUTRERTEY

Debug:TRACE
Delta sigmalF:DSMIF ~
>

XSPlo_ECS1#
XSPIO_INTO#
XSPIO_INT1#
| BSP [Clocks | Pins [ Interrupts| Eve XsPlo_lGo
XsPloIa1
XsPlo_ioz
XsPlo_lo3

i
Good

XSPI0_RESETO# - P16_1
XSPIO_RESET1# None
XSPlo_RSTOD# None
XSPIO_RSTO1# None
XSPIO_WPO# None
XSPIO_WP1# None

i
2

Fig.3-4 XSPIO0 Pin Configuration

The order of memory writing in the boot sequence is shown in column "writing order" in the memory layout
table below, and the memory is written in the order from (1) to (4). However, (5) is a storage area for data
to be retained after the device is rebooted, regardless of the boot sequence. Therefore, they are written
during running the system. See Chapter 5.3 for details.

Address Memory Content Length writing order remarks
000000000 intvec(64B) Internal
000000040 ATCM Unused 000020000 | 128KB (3) tightly coupled memory
0x00000100 hal_entry, ROMdata
000020000 Reserved area - -

000100000 Unused Internal
000102000 BTCM Loader program({24KB) 000020000 | 128KB (2) tightly coupled memory
000108000 stack(60KB)
000120000 Reserved area - -
0x10000000 SYSTEM_RAM Unused 0x00180000 [ 1.5MB
010180000 Reserved area - -
0x30000000| SYSTEM_RAM_MIRROR Body of program and data | 0x00180000] 1.5MB (4) Non-cached system RAM
030180000 Reserved area - -
040000000 [xSPI0_CS0_SPACE_MIRROR Unused 0x04000000 | B4MB
044000000 [xSPI0_CS1_SPACE_MIRROR Unused 0x04000000 | B4MB
0x48000000 |xSPI1_CS0_SPACE_MIRROR Unused 0x04000000 | B4MB
0x4C000000 | ¥xSPI1_CS1_SPACE_MIRROR Unused 0x04000000 | B4MB
050000000 CS0_SPACE_MIRROR Unused 0x04000000 | B4MB
054000000 CS2_SPACE_MIRROR Unused 0x04000000 | B4MB
058000000 CS3_SPACE_MIRROR Unused 0x04000000 | B4MB
0x5C000000 CS5_SPACE_MIRROR Unused 0x04000000 | B4MB
0x60000000 Parameters for the loader(768)
0x6000004C Loader program(24KB) 1)
0x6000604C Body of program and data
0x60FFFEQD *SPI0_CS0_SPACE Reserved area 004000000 | 64MB 512M bits Serial Flash
0x63FF8000 Unused
0x63FFCO00 Configurable properties (5)
0x63FFC092 Unused
064000000 XSPI0_CS1_SPACE Unused 0x04000000 | B4MB
068000000 XSPI1_CS0_SPACE Unused 0x04000000 | B4MB
0x6C000000 XSPI1_CS1_SPACE Unused 0x04000000 | B4MB
070000000 CS0_SPACE Unused 0x04000000 | B4MB
074000000 CS2_SPACE Unused 0x04000000 | B4MB
0x78000000 CS3_SPACE Unused 0x04000000 | B4MB
0x7C000000 CS5 SPACE Unused 0x04000000 | B4MB
Fig.3-5 Memory layout
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(1) Writing to a Serial Flash Memory Device

e2studio writes the download data to a serial flash ROM with an extended serial peripheral interface (xSPI)
assigned to xSPI0_CS0_SPACE memory. The download data includes the loader parameters, the loader
program and its data, the user program itself and its data.

The memory allocations are specified in the linker script file (fsp_xspi0_boot.Id), which is in the script folder.
RZN2L _BACnet BBC_V***\script\fsp_xspiO_boot.Id

(2) Deploy the loader program to BTCM

The CPU automatically extracts the loader program included in the download data to the BTCM. After
extraction, break in system_init() at the beginning of the initialization on the loader program.

(3) Deploy to ATCM

The initial setup of the loader program deploys the user program allocated in ATCM from flash memory to
ATCM memory.

(4) Deploy to SYSTEM_RAM_MIRROR

The initial setup of the loader program deploys the user program allocated in the SYSTEM_RAM_MIRROR
from the flash memory to the SYSTEM_RAM_MIRROR memory.
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3.3 BACnhet Stack

BACnet (Building Automation and Control Network) is the major communication protocol for Building
Automation (BA) standardized in ASHRAE/ANSI Standard 135. Air conditioning, lighting, disaster prevention,
access control, etc. can be integrated to control and monitor buildings.

BACnet devices are classified into different profiles according to their function and application, such as
operator or controller. Major profiles include the central monitoring profile B-OWS (BACnet Operator
Workstation), the controller profile B-BC (BACnet Building Controller), and the profile for various sensors B-
SS (BACnet Smart Sensor).

The BACnet standard also defines standardized functional blocks (BIBBs) that should be supported for each
profile, but it is permissible to support BIBBs that are not included there.

In this document, the sample software (RZN2L_BACnet_BBC_V1.0.0) is called B-BC, but it supports both B-
RTR and B-BC profiles.

The function of B-RTR profile is to allow BACnet clients connected to BACnet/IP networks to access B-SS
connected to MS/TP networks via B-BC (B-RTR profile). In this case, B-BC (B-RTR profile) works as a
MS/TP master for B-SS.

B-BC Profile allows BACnet clients to instruct B-BC (B-BC Profile) to log sensor input values from B-SS or
schedule B-SS LEDs to turn on or off at any given day and time. B-BC (B-BC Profile) also functions as a
BACnet server for BACnet clients in the upper network layer such as B-OWS.

3.3.1 BACnet Protocol Stack

BACnet Protocol Stack (bacnet-stack) is an open-source stack for the BACnet communication protocol. This
sample software is a port of BACnet Protocol Stack to RZ/N2L.

Base Version : bacnet-stack-1.3.1

Tags - bacnet-stack/bacnet-stack - GitHub

3.3.2 License

The license terms for the BACnet Protocol Stack are GPL with exception license. The original text is
transcribed below for reference. Please refer BACnet Protocol Stack download | SourceForge.net for more
information and comply with the license terms and conditions.

This BACnet protocol stack implementation is specifically designed for the embedded BACnet appliance,
using a GPL with exception license (like eCos), which means that any changes to the core code that are
distributed are shared, but the BACnet library can be linked to proprietary code without the proprietary code
becoming GPL. Note that some of the source files are designed as skeleton or example or template files, and
are not copyrighted as GPL.

The text of the GPL exception included in each source file is as follows:

"As a special exception, if other files instantiate templates or use macros or inline functions from this file, or
you compile this file and link it with other works to produce a work based on this file, this file does not by
itself cause the resulting work to be covered by the GNU General Public License. However the source code for
this file must still be made available in accordance with section (3) of the GNU General Public License."
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3.3.3 Specifications

3.3.3.1 BACnet Revision

The protocol version and revision of the BACnet stack used in this sample software are as follows

- BACnet standard Protocol Version : 1

+ BACnet standard Protocol Revision : 23

3.3.3.2 Service

The sequence of BACnet stack implemented in the sample software is service driven. Interoperability of
BACnet devices is provided by the connection between users and providers via services (Whols, I-Am,

ReadProperty, etc.).

There are two types of services: Unconfirmed and Confirmed. In the unconfirmed type, the provider does not
return an Ack for the service requested by the user. On the other hand, confirmed type will return an Ack.

Users of the sample software mean the following.

In the case of BACnet devices that interconnect over BACnet/IP, it corresponds to the client.

For BACnet MS/TP, it corresponds to the master.

Providers mean the following.

In the case of BACnet devices that interconnect over BACnet/IP, it corresponds to the server.
For BACnet MS/TP, it corresponds to the slave.

The B-BC in this sample software is a server (provider) for BACnet client and a master (user) for B-SS slave.

Table 3-1 shows the services implemented in the sample software.( v : Applicable, blank : Not applicable)

Table 3-1 Implemented Services

BACnet service

Initiate'

Execute?

Who-Is

v (Request)

v

I-Am

v (Notification)

v

Who-Has

I-Have

v (Notification)

ReadProperty

v (Request)®

WriteProperty

v (Request)®

DeviceCommunicationControl

ReinitializeDevice

AtomicReadFile

AtomicWriteFile

TimeSynchronization

UTCTimeSynchronization

SubscribeCOV

D N N I N N O N I N B N N
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BACnet service Initiate' Execute?
ConfirmedCOVNotification v (Notification)
UnconfirmedCOVNotification v (Notification)
ReadPropertyMultiple v (Request)® v
ReadPropertyConditional

ReadRange v
WritePropertyMultiple v (Request)® v
GetAlarmSummary v
GetEventinformation 4

GetEnrollmentSummary

AcknowledgeAlarm v
ConfirmedEventNotification v (Notification)
UnconfirmedEventNotification v (Notification)

UnconfirmedTextMessage

ConfirmedTextMessage

AddListElement

RemovelListElement

CreateObject

DeleteObject

UnconfirmedPrivateTransfer

ConfirmedPrivateTransfer

VTOpen

VTData

VTClose

v is applicable, blank is not applicable

1. Sends a BACnet service request or notification.

2. Execute the BACnet service and send a response (if a confirmed service is requested).

3. Service request to B-SS, but ReadPropertyMultiple and WritePropertyMultiple are unused.
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The following is an overview of the implemented services

Table 3-2 Implemented service overview

BACnet service

Description

Who-Is

Who-lIs service is used by BACnet users to know which other BACnet devices are sharing
the network. Who-Is service is a broadcasted, unconfirmed (does not require an Ack)
service.

I-Am

I-Am service is intended to respond to Who-Is service requests. However, I-Am service
requests are broadcast transmissions that can be sent anytime. Receipt of Who-Is service
request need not be preceded.

Who-Has

Who-Has service is used by BACnet users to identify BACnet devices with specific objects.
Who-Has service is a broadcasted, unconfirmed type of service.

I-Have

I-Have service is available to respond to Who-Has service requests. However, I-Have
service requests can be issued at any time. Receipt of Who-Has service requests need not
be preceded; I-Have service is sent broadcast and is an unconfirmed type of service.

ReadProperty

ReadProperty service is used by BACnet users to request the value of one property of one
BACnet object; the BACnet provider responds with Ack and returns the result.

WriteProperty

WriteProperty service is used by BACnet users to change the value of a specified property
of one of the BACnet objects. BACnet provider responds with an Ack. If you want to restrict
the write access to a specified property, an error with "Error Class" PROPERTY and "Error
Code" WRITE_ACCESS_DENIED is returned.

WritePropertyMultiple

The WritePropertyMultiple service is used by BACnet users to set the value of one or more
specified properties of one or more BACnet objects. BACnet provider responds with Ack.
BACnet users can write any number of properties of any number of objects.

DeviceCommunicationControl

DeviceCommunicationControl service is used by BACnet users to instruct other BACnet
devices to stop starting the BACnet service for a specified period of time. The period can
be set to "indefinite". BACnet provider responds Ack. If the period is set to "indefinite”, the
communication must be activated again by DeviceCommunicationControl or
ReinitializeDevice service.

ReinitializeDevice

ReinitializeDevice service is used by BACnet users to instruct other BACnet devices to
reboot; the BACnet provider responds with Ack.

TimeSynchronization

TimeSynchronization service is used by BACnet users to broadcast or unicast the current
time to other BACnet devices so that the devices' clocks can be synchronized with each
other. The BACnet provider will not respond with Ack because this service is unconfirmed.

UTCTimeSynchronization

UTCTimeSynchronization service is used by BACnet users to broadcast or unicast the
UTC current time relative to the meridian to other BACnet devices so that they can
synchronize their clocks with each other. This service is unconfirmed, so the BACnet
provider does not respond Ack. The BACnet provider receiving this service subtracts the
UTC_Offset property value from the received UTC time to obtain the local time.

SubscribeCOV

SubscribeCOV service is used by BACnet users to receive notification of changes in
property values for a particular object; the BACnet provider responds with Ack.
ConfirmedCOVNotification and UnconfirmedCOVNotification services are used by BACnet
providers to transmit change notifications. The choice of confirmed or unconfirmed type is
specified by SubscribeCOV service from the BACnet user. If BACnet providers that receive
SubscribeCOV service issue COV notifications, they always send unicast to the BACnet
user.

ConfirmedCOVNotification

ConfirmedCOVNotification service is used by BACnet providers to notify subscribers
(BACnet users) of changes in the property values of a particular object; the BACnet user
responds with Ack.

UnconfirmedCOVNotification

UnconfirmedCOVNotification service is used by BACnet providers to unicast notifications to
subscribers of changes in certain object property values or to broadcast notifications of
certain object properties (such as outdoor temperature) to many devices.
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BACnet service

Description

ReadPropertyMultiple service is used by BACnet users to request the value of one or more
specified properties of one or more BACnet objects. BACnet users can read any number of

ReadP rtyMultipl . . . . e
cadrropertyhultiple properties of any number of objects. In particular, the property identifier ALL can be used to
retrieve all the properties of the object and its values at once.
ReadRange ReadRange service is used by BACnet users; the BACnet provider reads a specific range
9 of data items in the LogBuffer property of the TrendLog object and responds with Ack.
GetAlarmsummary service is used by BACnet users to obtain a summary of "active
GetAlarmSummary alarms". The BACnet provider responds Ack with an EventState property whose object

value does not equal NORMAL and a Notify Type property whose value is ALARM.

GetEventinformation

GetEventinformation service is used by BACnet users to get an overview of all "active
event states". BACnet providers will respond Ack with information about the object that
notified them of the event.

AcknowledgeAlarm

AcknowledgeAlarm service is used by the BACnet user to tell the BACnet provider that the
BACnet user has acknowledged the confirmedEventNotification service or
UnconfirmedEventNotification service notified by the BACnet provider. The BACnet
provider responds with Ack.

AtomicReadFile

AtomicReadFile service is used by BACnet users to read the BACnet provider's
configuration data file to keep a backup of the file. The BACnet provider responds Ack.

AtomicWriteFile

The AtomicWriteFile service is used by BACnet users. The backup file of the configuration
data is transferred to the BACnet provider, who restores the configuration data; the
BACnet provider responds with Ack.
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3.3.3.3 Restrictions
The released version V1.0.0 of this sample software has the following restrictions.

v" This sample software does not implement all the functions required for a B-BC device, and BTL
testing has not been carried out.

v" This sample software is intended to connect to upper devices of B-BC with BACnet/IP protocol and
lower devices with BACnet MS/TP protocol ( Fig.3-6). As shown in Table 3-3, the B-BC in this
sample software does not work as a BACnet/IP client device and cannot connect to subordinate
devices of BACnet server. It also cannot be a MS/TP slave device.

BACnet/IP,
Client |D| “ BACnet

BACnet/IP
server
Master g 11T

BACnet Router
B-BC

BACnet g

MS/TP RZ/N2L RSK

Slave

B-58

Q

sensor RZ/N2L RSK

Fig.3-6 BACnet devices that can be connected to B-BC

Table 3-3 Connectable device configuration

The Sample Software BACnet/IP BACnet MS/TP
Connect to
Client Server Master Slave
VTS v
BACnet/IP Client
Upper layer device v
Yabe
BACnet MS/TP Master v (*1)
BACnet/IP Server
Lower layer device B-SS
BACnet MS/TP Slave v

v/ is applicable, blank is not applicable
(*1) B-BC can transfer TOKEN between other MS/TP master devices, but does not support the execution of services such as
ReadProperty and WriteProperty.
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3.3.3.4 BIBBs

BIBBs (BACnet Interoperability Building Blocks) defines a set of services that apply to interoperating BACnet
devices. "A" and "B" devices are defined, with the "A" device representing the BACnet user and the "B"
device representing the BACnet provider.

BACnet Controller Sample Software

BACnet standard (Annex L) defines various device profiles that describe the characteristics of each device,
such as B-OWS (BACnet Operator WorkStation) and B-SS (BACnet Smart Sensor).

B-BC (BACnet Building Controller) in this sample software have both "A" and "B" characteristics.

The implemented BIBBs of the sample software is as follows. ( v : Applicable, blank : Not applicable)

Table 3-4 Implemented BIBBs (B-BC Profile)

BIBB Class BIBB BACnet Service Initiate’ Execute? B-BC
Standardized®
DataSharing DS-RP-A,B ReadProperty v v v
DS-WP-A,B WriteProperty v v 4
DS-RPM-A,B ReadPropertyMultiple V4 v 4
DS-WPM-A,B WritePropertyMultiple /4 v v
DS-COV-B SubscribeCOV v
ConfirmedCOVNotification v
UnconfirmedCOVNotification v
Device & DM-DDB-A,B Who-Is v v v
Network
Management I-Am v v v
DM-DOB-B Who-Has v v
|I-Have v v
DM-DCC-B DeviceCommunicationControl v
DM-TS-B TimeSynchronization / v v
UTCTimeSynchronization
DM-RD-B ReinitializeDevice v v
DM-BR-B AtomicReadFile v v
AtomicWriteFile v v
ReinitializeDevice v v
Alarm & Event AE-N-I-B ConfirmedEventNotification v v
Management UnconfirmedEventNotification v v
AE-ACK-B AcknowledgeAlarm v v
AE-INFO-B GetEventinformation v v
Scheduling SCHED-I-B ReadProperty v v
WriteProperty v v
TimeSynchronization / v v
UTCTimeSynchronization
SCHED-E-B ReadProperty v v
WriteProperty v v v
TimeSynchronization / v v/
UTCTimeSynchronization
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Trending T-VMT-I-B ReadRange v v
T-ATR-B® ConfirmedEventNotification v v
UnconfirmedEventNotification v v
ReadRange v v
v is applicable, blank is not applicable
1. Sends a BACnet service request or notification.
2. Execute the BACnet service and send a response (if a confirmed service is requested).
3. BIBBs which is defined as normalized for B-BC in ANNEX L.4 of BACnet standards.
4. Itis used to request service to B-SS, but ReadPropertyMultiple and WritePropertyMultiple are not used.
5. BACnet service used by T-ATR-B is implemented but BUFFER_READY event algorithm is not yet supported.
Table 3-5 Implemented BIBBs (B-RTR Profile)
BIBB Class BIBB BACnet Service Initiate’ Execute? B-RTR
Standardized®
DataSharing DS-RP-B ReadProperty v v
DS-WP- B WriteProperty v v
Device & Network DM-DDB- B Who-Is v v
Management
I-Am v v
DM-DOB-B Who-Has v v
I-Have v v
BIBB Class BIBB BACnet Network Layer Message Initiate’ Execute? B-RTR
y 9 Standardized®
Device & Network NM-RC-B Who-Is-Router-To-Network v v v
Management I-Am-Router-To-Network v v v
Reject-Message-To-Network v v v
Router-Busy-To-Network v v v
Router-Available-To-Network v v v
Network-Number-Is v v v
What-Is-Network-Number v v
v is applicable, blank is not applicable
1. Sends a BACnet service request or notification.
2. Execute BACnet service and respond (if confirmed type service is requested) or accept messages.
3. which is defined as normalized for B-RTR in ANNEX L.7 of BACnet standards.
Outlines of the implemented BIBBs in the B-SS sample software is as follows.
Table 3-6 Outlines of the implemented BIBB
BIBBs Description
DS-RP-A Device A is one property user from device B.
DS-RP-B Device B returns one property value to device A.
DS-WP-A Device A sets one property of Device B.
DS-WP-B Device B writes value from device A to one property.
DS-RPM-A Device A is a data user from Device B and requests multiple properties at once.
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BIBBs Description
DS-RPM-B Device B returns multiple property values at once to device A.
DS-WPM-A Device A sets multiple properties on Device B at once.
DS-WPM-B Device B writes multiple values from device A to multiple properties at once.
DS-COV-B Device B accepts COV notification subscription from Device A and sends COV noatification to Device A.
DM-DDB-A Device A makes an identification request to another device and interprets the device's announcement.
DM-DDB-B Device B responds to the identification request from Device A.
DM-DOB-B Device B responds to an identification request from Device A with the specified object.
DM-DCC-B Device B responds to a request from Device A to stop communication.
DM-TS-B Device B accepts time synchronization from Device A.
DM-RD-B Device B responds to the reinitialization request from Device A.
Device B provides the setting file to Device A, which in turn writes the file to Device B so that its settings
DM-BR-B . ; .
can be recovered in case of a failure of Device B.
AE-N-I-B Device B generates notifications of alarms and other events.
AE-ACK-B Device B responds to an acknowledgement from Device A for an alarm/event notification that has been
AE-INFO-B Device B provides event information to Device A.
SCHED-I-B B devices provide a date and time schedule of the value of specified properties of certain objects in the
Device B provides a date and time schedule of the values of specified properties of certain objects on
SCHED-E-B h
other devices.
T-VMT-I-B Device B collects trend log data records in the internal buffer.
T-ATR-B Device B uses the BUFFER_READY event algorithm in the trend log object to notify Device A that the
trend log buffer has acquired a given number of data samples.
B devices need to respond to router management commands and meet the BACnet router requirements in
NM-RC-B
the Standards.

RO1AN7237EJ0100 Rev.1.00

Mar.25.2024

RENESAS

Page 24 of 156



RZ/N2L Group BACnet Controller Sample Software

3.3.3.5 Implemented service as A-Device

The B-BC in this sample software has device A functions as defined in BIBBs. This sample software
supports the following BIBBs, service request destinations, and Ack senders as B-BC A devices.

Refer to the links in the " Reference" column for details.

Table 3-7 Support services for B-BC as “A” device

BIBBs Service Send to Receive from Reference
ReadProperty MS/TP slave
DS-RP-A 4.6.2.1 Trending & ReadRange
Complex-Ack MS/TP slave
WriteProperty MS/TP slave
DS-WP-A 4.6.2.2 Scheduling
Simple-Ack MS/TP slave
ReadPropertyMultiple MS/TP slave
DS-RPM-A
Complex-Ack MS/TP slave
Unused(*1)
WritePropertyMultiple MS/TP slave
DS-WPM-A
Simple-Ack MS/TP slave
Who-Is BIP client 453;?&’32;:::(‘::;2::8: /l AcknowledgeAlarm
DM-DDB-A 9
I-AM All

(*1) ReadPropertyMultiple and WritePropertyMultiple are not used when making service requests to B-SS.

3.3.3.6 Object

A BACnet device consists of a set of objects. An object is represented by an object type and an instance
number from 0 to 4194303, which is called an object ID. However, the number 4194303 means invalid and is
not used.

The device itself is also an object and is defined in Device object; the object ID of the device is called the
device ID. Each BACnet device is required to have a Device object.

Furthermore, objects consist of a set of properties of various data types, and the B-SS accesses hardware to
read and write these properties.

The implemented Objects of the sample software is as follows. ( v : Applicable, blank : Not applicable)

Table 3-8 Implemented Objects in the B-SS sample software

BACnet Object Type Object ID Implementation
Accumulator
Analog Input Analog Input, 0 v
Analog Input, 1 v
Analog Value Analog Value, 0 v
Analog Value, 1 v
Averaging
Binary Output Binary Output, 0 v
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BACnet Object Type

Object ID

Implementation

Binary Output, 1

v

Binary Value

Binary Value, 0

v

Binary Value, 1

Calendar

Command

Device

Device, 10

Event Enroliment

File

File,0

Group

Life Safety Point

Life Safety Zone

Loop

Multi state Input

Multi state Output

Multi state Value

Multi state Value, 0 v

Multi state Value, 1 v

Notification Class

Notification Class,0 v

Program

Pulse Converter

Schedule

Schedule,0

Trend Log

Trend Log,0

Access Door

Event Log

Load Control

Structured View

Trend Log Multiple

Access Point

Access Zone

Access User

Access Rights

Access Credential

Credential Data Input

CharacterString Value

DateTime Value

Large Analog Value

BitString Value
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BACnet Object Type

Object ID Implementation

OctetString Value

Time Value

Integer Value

Positive Integer Value

Positive Integer Value, 0

Positive Integer Value, 1

Date Value

DateTime Pattern Value

Time Pattern Value

Date Pattern Value

Network Security

Global Group

Notification Forwarder

Alert Enrollment

Channel

Lighting Output

Network Port

Network Port, 1

Network Port, 2

Binary Lighting Output

v/ is applicable, blank is not applicable

Outlines of the implemented object types are as follows.

Table 3-9 Outlines of the implemented object types

BACnet Object Type

Description

Analog Input

Analog Input object has properties that represent analog inputs from hardware.

Analog Output

Analog Output object has properties that represent analog output to hardware.

Analog Value

Analog Value object has properties representing analog values that reside in the memory of the
BACnet device.

Binary Input

Binary Input object is input from hardware and has property representing two states: ACTIVE or
INACTIVE.

Binary Output

Binary Output object is the output to the hardware and has properties representing two states:
ACTIVE or INACTIVE.

Binary Value

Binary Value object has properties that represent two states, ACTIVE or INACTIVE, resident in
the memory of the BACnet device.

Device

BACnet device must have one Device object for sure: it has Object_Identifier property that is
unique to the BACnet device. This is also unique to the entire network.

Multi state Value

Multi state Value object has properties that represent one or more states resident in the memory
of the BACnet device.

Positive Integer Value

Positive Integer Value object has properties that allow the BACnet device to access any kind of
unsigned data value.

Network Port

Network Port object has properties that represent the network configuration of the BACnet device
and must contain at least one network port object.

File

File object has properties of a data file that can be accessed using the file service.
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BACnet Object Type

Description

Notification Class

Notification Class objects have properties necessary for event naotification within the BACnet
system.

Schedule objects have properties to link the writing of specified values to specified properties of

Schedule a particular object with a recurring schedule that repeats within a specified date range, at any
given time on any given date.
The Trend Log object monitors the properties of the referenced object and saves the property
Trend Log value and timestamp to an internal buffer represented in the LogBuffer property when the defined
conditions are met. Reading the LogBuffer property requires the ReadRange service.
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3.3.3.7 Property

BACnet objects have various data elements called "Property," and each property is accessed through
services. Properties defined as Required (R) in the Conformance Code are properties that must be
supported when an object is supported. Supporting of optional properties (O) is arbitrary, but depending on
the conditions, several properties have to be supported (or unsupported).

Table 3-10 to Table 3-22 show the supporting objects and its properties included in this sample software.
The legends in the tables are shown below.

1. CC : Conformance Code
R: Required, O: Optional, W: Writable
2. Configurable
x(*1) Configurable by both Initial Configuration Command and WriteProperty Service

Once Configurable property values are written to Flash memory by using Initial Configuration Command in section 5.3,
they will be reflected as initial values in the properties when the board is reset. When WriteProperty or
WritePropertyMultiple services are executed, the values are also written to Flash memory.

x(*2) Configurable by Initial Configuration Command

Once Configurable property values are written to Flash memory by using Initial Configuration Command in section 5.3,
they will be reflected as initial values in the properties when the board is reset.

x(*3) Configurable by WriteProperty Service

When WriteProperty or WritePropertyMultiple services are executed, the property values are also written to Flash
memory. They will be reflected as initial values in the properties when the board is reset.

3. Access
R: Readable using ReadProperty or ReadPropertyMultiple services
W: Writeable using WriteProperty or WritePropertyMultiple services

Table 3-10 Analog Input Object Type

Property Identifier ccC’ Configurable? Access®
Object_ldentifier R R
Object_Name R R/W
Object_Type R R
Present Value R R/W
Description 0] R
Status_Flags R R
Event_State R R
Reliability 0] R
Out_Of_Service R v (*1) R/W
Units R R/W
COV_Increment 0] R/W
Time_Delay 0] R/W
Notification_Class 0] R/W
High_Limit O R/W
Low_Limit 0] R/W
Deadband 0] R/W
Limit_Enable 0] R/W
Event_Enable 0] R/W
Acked_Transitions 0] R
Notify Type 0] R/W
Event_Time_Stamps 0] R
Property_List R R
RO1AN7237EJ0100 Rev.1.00 Page 29 of 156

Mar.25.2024 RENESAS



RZ/N2L Group

BACnet Controller Sample Software

Table 3-11 Analog Value Object Type
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Property Identifier ccC’ Configurable? Access®
Object_Identifier R R
Object_Name R R/W
Object_Type R R
Present Value R R/W
Description 0] R
Status_Flags R R
Event_State R R
Out_Of Service R v (*1) R/W
Units R R/W
COV_Increment 0 R/W
Time_Delay 0] R/W
Notification_Class 0] R/W
High_Limit 0] R/W
Low_Limit 0] R/W
Deadband 0] R/W
Limit_Enable 0] R/W
Event_Enable 0] R/W
Acked_Transitions 0] R
Notify Type 0] R/W
Event_Time_Stamps 0] R
Property_List R R
Table 3-12 Binary Output Object Type
Property Identifier cc’ Configurable? Access®
Object_ldentifier R R
Object_Name R R/W
Object_Type R R
Present_Value w R/W
Description O R
Status_Flags R R
Event_State R R
Reliability (0] R
Out_Of_Service R v (*1) R/W
Polarity R R/W
Inactive_Text (0] R
Active_Text (0] R
Priority_Array R R
Relinquish_Default R R
Current_Command_Priority R R
Property_List R R
Table 3-13 Binary Value Object Type
Property Identifier CcC’ Configurable? Access®
Object_Identifier R R
Object_Name R R/W
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Object_Type R R
Present_Value R R/W
Description 0] R
Status_Flags R R
Event_State R R
Reliability 0] R
Out_Of_Service R v (*1) R/W
Priority_Array @) R
Relinquish_Default 0] R
Current_Command_Priority 0] R
Property_List R R
Table 3-14 File Object Type
Property Identifier CcC’ Configurable? Access®
Object_Identifier R R
Object_Name R R/W
Object_Type R R
File_Type R R
File_Size R R/W
Modification_Date R R
Archive w R/W
Read_Only R R
File_Access_Method R R
Description 0] R
Status_Flags R R
Table 3-15 Notification Class Object Type
Property Identifier ccC’ Configurable? Access®
Object_Identifier R R
Object_Name R R/W
Object_Type R R
Notification_Class R R
Priority R R/W
Ack_Required R R/W
Recipient_List R R/W
Description 0] R
Table 3-16 Schedule Object Type
Property Identifier (o{0% Configurable? Access®
Object_ldentifier R R
Object_Name R R/W
Object_Type R R
Present_Value R R/W
Effective_Period R R/W
Schedule_Default R R/W
List_ Of Object Property References R R/W
Priority_For_Writing R R
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Status_Flags R R
Reliability R R
Out_Of_Service R v (*1) R/W
Weekly Schedule R R/W
Description (0] R
Table 3-17 Multi-state Value Object Type
Property Identifier cc’ Configurable Access®
Object_ldentifier R R
Object_Name R R/W
Object_Type R R
Present_Value R R/W
Description 0] R
Status_Flags R R
Event_State R R
Out_Of_Service R v (*1) R/W
Number_Of States R R
State_Text 0] R
Property_List R R
Table 3-18 Trend Log Object Type
Property Identifier (o{0% Configurable? Access®
Object_Identifier R R
Object_Name R R/W
Object_Type R R
Enable w R/W
Start_Time 0] R/W
Stop_Time 0] R/W
Log_DeviceObjectProperty 0] R/W
Log_Interval 0] R/W
Stop_When_Full R R/W
Buffer_Size R R
Log_Buffer R R
Record_Count W R/W
Total _Record Count R R
Logging_Type R R/W
Align_Intervals 0] R/W
Interval_Offset 0] R/W
Trigger 0] R/W
Status_Flags R R
Event_State R R
Description 0] R
Property_List R R
Table 3-19 Positive Integer Value Object Type
Property Identifier ccC’ Configurable? Access?
Object_ldentifier R R
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Object_Name R R/W
Object_Type R R
Present Value R R/W
Status_Flags R R
Out_Of Service ) v (*1) R/W
Units R R
Event_State 0] R
Description 0] R
Property_List R R
Table 3-20 Network Port Object Type(for BIP)
Property Identifier cc’ Configurable? Access?®
Object_Identifier R R
Object_Name R R/W
Object_Type R R
Status_Flags R R
Reliability R R
Out_Of_Service R R
Network_Type R R
Protocol_Level R R
Changes_Pending R R
Description 0] R
MAC_Address 0 v (*2) R
BACnet_IP_Mode o v (*3) R/W
IP_Address O v (*2) R
BACnet_IP_UDP_Port O v (*2) R
IP_Subnet_Mask 0] R
IP_Default_Gateway o v (*2) R
IP_DNS_Server O R
FD_BBMD_Address 0] v (*3) R/W
FD_Subscription_Lifetime ) v (*3) R/W
Property_List R R
Table 3-21 Network Port Object Type(for MSTP)
Property Identifier ccC’ Configurable? Access®
Object_ldentifier R R
Object_Name R R/W
Object_Type R R
Status_Flags R R
Reliability R R
Out_Of_Service R R
Network_Type R R
Protocol_Level R R
Network_Number O v (*3) R/W
Network_Number_Quality (0] R
Changes_Pending R R
Apdu_Length (0] R
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Link_Speed R R
Description (0] R
MAC_Address 0 v (*2) R
Max_Master (0] R/W
Max_Info_Frames (0] R/W
Property_List R R
Table 3-22 Device Object Type
Property Identifier CccC’ Configurable? Access®
Object_Identifier R v/ (*2) R
Object_Name R v (*1) R/W
Object_Type R R
System_Status R R
Vendor_Name R R
Vendor_ldentifier R R
Model_Name R R
Firmware_Revision R R
Application_Software_Version R R
Location 0] R/W
Description (0] R/W
Protocol_Version R R
Protocol_Revision R R
Protocol_Services Supported R R
Protocol_Object_Types_Supported R R
Object_List R R
Max_APDU_Length_Accepted R R
Segmentation_Supported R R
Local_Time 0] R
Local_Date 0] R
UTC_Offset (0] v (*2) R/W
Daylight_Savings_Status 0] R
APDU_Timeout R R/W
Number_Of APDU_Retries R R/W
Device_Address_Binding R R
Database Revision R R
Active_COV_Subscriptions 0] R
Max_Master 0] R/W
Max_Info_Frames 0] R/W
Property_List R R
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3.4 Installation of Development Environment

3.4.1 e2studio
3.4.1.1 Install

Download the version listed in Table 1-1 and install it on your PC. The latest version has a downloadable
installer that includes FSP, e2studio, and the GCC toolchain as a single package.

+ Double-click the downloaded “setup_rznfsp_v1 3 0 _e2s v2023-07.exe”.

&) 26% Extracting ot

Fig.3-7 e2studio Install (1)

- Select Users

Renesas Installer

{;‘ Select which users to install for

—» All Users
nstall for all users on this computer

Requires Administrator permissions

—> Current user
nstall for only

Parts may require Administrator permissions

— Cancel installation

Fig.3-8 e2studio Install (2)
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+ Select “Install”

[ER Renesas RZ/N Flexible Software Package (FSP) v1.3.0 with e? studio 2023-07 Setup

Renesas RZ/N Flexible Software Package (FSP) v1.3.0 with e® studio 2023-07 Setup

AELEWTTN?

L PYIIL-E
| Q | version 1.3.0[C7Py L -FLET .
— i8FF ! C:¥Renesas¥rzn¥e?studio v2023-04 fsp v1.2.0

b

Renesas RZ/N Flexible Software Package (FSP) w1.2.0 with & studio 2023-04 version 1.2.0@33 TIoA YAR-LlZh TET.

v202309260048 User: All Users < Back A YA

Cancel

Fig.3-9 e2studio Install (3)

- Select Install Type

[N Renesas RZ/N Flexible Software Package (FSP) v1.1.0 with e* studio 2022-10 Setup

Renesas RZ/N Flexible Software Package (FSP) v1.1.0 with e® studio 2022-10 Setup

O

=

b

1A= 517

Select Install Type:

(] |'—;|\-| Quick Install
\.~ ./ Default installation of e? studio, FSP & GCC ARM Embedded

I |;|\-I Custom Install
\ X/ Custom installation of e? studio, FSP & GCC ARM Embedded

v202212160219 User: All Users < Back Next > AIAR=)

Cancel

Fig.3-10 e2studio Install (4)
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- Select Install folder

M Renesas RZ/N Flexible Software Package (F5P) v1.1.0 with e* studie 2022-10 Setup O

Renesas RZ/N Flexible Software Package (FSP) v1.1.0 with e’ studio 2022-10 Setup

=

s

VA= FAL I N OB TERLE.

TR B - C ¥Renesas¥rzn¥e2studio_v2022-10_fsp_v1.1.0

FE...

WBEGYINITITE. TTIA VA=IEh TWET.

1 yF-Fy MESIRIRR &

(i} EEEE..

A DA IDEE

A A= NFRYTIIT
» Renesas e2 studio v22,10.0.R20221013-1357
» Java Runtime v11.0.0
» Renesas FSP Smart Configurator Core v8.10.0.v20220926-0845

» GCC for Renesas RZ Build Support v22.10.0.v20220916-0746

= Ranacac BT Cammann 37 1000370151947

202212160219

User: All Users

< Back 12N Cancel

- Check and

Click “Next”

Fig.3-11 e2studio Install (5)

BN Renesas RZ/N Flexible Software Package (FSP) v1.1.0 with e* studio 2022-10 Setup O *

Renesas RZ/N Flexible Software Package (FSP) v1.1.0 with e studio 2022-10 Setup

=

£32%

() 51292

ROVIFIITEHERATRBL TSN,

Renesas e2 studic

OpenlDK License Agreerms
ARM D5-5 Toolchain Intec
Renesas FSP for RZ/N v1.1
GNU ARM Embedded 9.2
GMNU ARM Embedded 9.3
GCCARM A-Profile (Adrcl

Renesas Common Library

License Terms and Conditions for RENESAS e2 studio ~

This Renesas e studio license agreement ("Agreement") is between
the entity on whose behalf you are entering into this Agreement
("Client") and Renesas Electronics Corporation, a Japanese company
with its registered office at 3-2-24, Toyosu, Koto-ku, Tokyo 135-
0061, Japan ("Renesas"). YOU SHOULD READ THIS AGREEMENT
CAREFULLY, AS IT CONSTITUTES A BINDING CONTRACT BETWEEN
CLIENT AND REMESAS.

The Renesas IDE Software (defined below) is intended for
commercial use by a company or corporation only and is not
designed, developed or produced for any private use or purpose, If
you are an individual, or you intend to install the Renesas IDE
Software on behalf of an individual, or the Renesas IDE Software is
expected to be used for a private purpose directly or indirectly, you
should click "Ne" on the installer.

Otherwise, by clicking the "l accept” button or other button or
mechanism designed to acknowledge agreement to the terms of an

S ? | |electronic copy of this Agreement, or by installing, accessing.or ¥
YIFITFERNEHIRELST . Print all...
V202212160219 User: All Users < Back AIAR-I Cancel
Fig.3-12 e2studio Install (6)
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+ Click “Install”

£32%
S{EUR

() va-rnuk

[Z4 Renesas RZ/M Flexible Software Package (FSP) v1.1.0 with & studic 2022-10 Setup O *

Renesas RZ/N Flexible Software Package (FSP) v1.1.0 with e® studio 2022-10 Setup

==

EERTOTFLESVTFANADYI- My NI, ROBFAICIERENET ¢

M5 -hAZ1-TI-T |Renesas RZ¥N v1.1.0 |

& FIANEIETLR)

V202212160219 User: All Users < Back Mex AWA =) Cancel
Fig.3-13 e2studio Install (7)
A Renesas RZ/N Flexible Software Package (FSP) w1.1.0 with & studio 2022-10 Setup O x
Renesas RZ/N Flexible Software Package (FSP) v1.1.0 with e® studio 2022-10 Setup \
RZ
k572 Renesas RZ/N Flexible Software Package (FSP) v1.1.0 with & studio 2022104 VA= LN 3ETHEES
CZE.
FMEUA
Ya-kivk | = |
- [
@ varns. | =
v202212160219 User: All Users < Back Next > ARl

Fig.3-14 e2studio Install (8)
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+ Click “OK”

Renesas RZ/N Flexible Software Package (FSP) v1.1.0 with e® studio 2022-10 Setup

£37%
SR
Sa-khyk
A A=)V

O

v202212160213

O

o=

Renesas RZ/N Flexible Software Package (FSP) v1.1.0 with &® studio 2022-100 ¥ A+l A" TLELE.

OKEZUYILTRALTLEEL.

[ Launch ez studia?

[ View Release Notes?

[ View What's New?

[ View Renesas FSP User Manual?

frearie U/
Renesas FSP: C:¥Renesas¥rzn¥e2studio v2022-10 fsp v1.1.0

Renesas FSP User Manual: G¥Renesas¥rzn¥e?studic v2022-10 fsp wi.1.

0

GCC ARM Embedded: C:¥Renesas¥rzn¥e2studio v2022-10 fsp v1.1.0¥toclchains¥gee arm¥

9 2019g4

GCC ARM Embedded: C:¥Renesas¥rzn¥e?studio v2022-10 fsp v1.1.0¥toolchains¥goe arm¥

9 2020g2

User: All Users < Back Mext >

ancel

(]

Fig.3-15 e2studio Install (9)
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3.4.1.2 Project start-up
(1) Unzip package

First, unzip the archived package of this sample software (RZN2L_BACnet BBC_V***.zip) and store it in
arbitrary folder. Because e2studio cannot recognize project properly if file path is too long in the folder
hierarchy, place it in shorter path. Also, do not use multi-byte character, such as Japanese, in the folder path.

(2) Execute e2studio

Execute "e2studio.exe" to start e2studio in the following folder (default case) installed:

\Renesas\rzn\e2studio_v2023-07 _fsp_v1.3.0\eclipse¥e2studio.exe

A Renesas
v rzn
e2studio_v2022-07_fsp_v1.0.0
e2studio_v2022-10_fsp_v1.1.0
e2studio_v2023-04_fsp_v1.2.0

~ e2studio_v2023-07_fsp_v1.3.0

eclipse [

fsp_documentation
internal
toolchains

uninstall

> configuration

dropins
features
p2
plugins
readme
runtimes

|| .eclipseproduct

Q e2studic.exe

1| e2studiciini
[ e2studioc.exe
& notice.html

Fig.3-16 Launch project (1)

(3) Import Project

Enter any workspace directory and click “Launch”.

&8 ¢ studio Launcher

Select a directory as workspace

k? studio uses the workspace directory to store its preferences and development artifacts.

Workspace: | C:¥Users¥xxxxxxx¥e2_studio¥ws_FSP13_BA131_QSPI_configurable_RTR_V100 +

[J Use this as the default and do not ask again

» Recent Workspaces

Browse...

Cancel

Fig.3-17 Launch project (2)
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+ Select “Import existing projects”

Bl @ Welcome

Welcome to e? studio

RENESAS

Create a new e studio C/C++ project

& workspace_FSP110_sample_B-55 airspeed - €7 studio. — ] X
Fle Edit Source Refactor Navigate Search Project RenesasViews Run Window Help
@ ~ | | No Launch Configurations ~ [nd | &~ ~i g
@rea-E-@-i®ms- B @R[ H-QU-i-R-DE R Brfl-voro-o-|m
Q m (@
4] A=

Import existing e studio projects from the filesystem
or archive

Download and import sample projects from Renesas
website

Review the IDE's most fiercely contested preferences

Open a file from the filesystem

Get an overview of the features

Go through tutorials

Try out the samples

Find out what is new

Quickly getting familiar with the tool [pr) | oo «

810 Y=lb- P HiBUET.
DA L0 93 ma-a 1%

ZEIUY LT

= 5
Smart Browser Notific...n Startup: (66%) I =)

Fig.3-18 Launch project (3)
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Click "Browse” at “Select root directory” and enter the project folder to be imported.

Check the “Copy projects into workspace” checkbox to copy the import project.

& import O X
Import Projects —
Select a directory to search for existing Eclipse projects. / A.-"J
I @ Select root directory: | C¥Users¥XXX0NK0X ¥e2_studio¥workspace_FS | Browse...
() Select archive file: Browse...
Projects:
[ RZM2L FreeRTOS IwlP (C:HUsers¥XXMXX0X ¥e2 studio¥workspace FJ Select All
Deselect All
Refresh
< >
Options
[]Search for nested projects
I [~ Copy projects into workspace I
[ ] Close newly imported projects upon completion
[JHide projects that already exist in the workspace
Working sets
[JAdd project to working sets Mew...
Select...
@ || S
Fig.3-19 Launch project (4)
Click “Finish” in Fig.3-19 to display the following and click “Yes To All”.
& Question
% Overwrite "settings' in folder 'RZNZL_FreeRTOS_lwlP'?
Yes Yes To All No No To All Cancel

Fig.3-20 Launch project (5)
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B mport o X
Import Projects 0
Select a directory to search for existing Eclipse projects. / /
A
Select root directory: | C¥Users¥ XX ¥e2_studio¥workspace_ FS Browse...
Browse..,

Select archive file:

REN2L_FreeRTOS_jwiP (C:¥Users¥XXXKXX¥e2 studio¥workspace F | Gelact All
Deselect All
Refresh
< 2
Options
Search for nested
Cop e
Close newly cts upon completion
Hide projects that already exist in the workspace
Working sefs
Add project to working sets New...
Select..,

C¥Users¥T1768836%2_studio¥workspace_FSP110_sample_B-SS¥RZN2L_FreeRTOS wIP¥Debug¥
| (]

3\
? Finish Cancel

Fig.3-21 Launch project (6)

+ When the project import is complete, the following will be displayed. The subsequent sections will be

explained in chapter 4.

{8 workspace FSP110_sample_B-SS_airspesd - 7 studio — O »
File Edit Source Refactor Navigate Search Project RenesasViews Run Window Help
4 Debug ~ | | E5] RZM2L_FreeRTOS LwlIP Debug_Flat s~ | B-R-@ F EE @~
e iR Q- = = § - - ' = -| = Q B ||Eocs
Bl Project Explorer = B8 = B |g= Outline x = B8
BE%S Y ¢ There is no active editor that
5 RZN2L_FreeRTOS iwiP| provides an outline.
|21 Problems > | & Console [C] Properties @ Z¥—h-F59%- [} AV-h-TZa7W ¥ § =8B
0 errors, 3 warnings, 0 others.
Description Resource Path Location Type
AT-b AT IEA SRR b x
HLNAT- R VIaFMAA VAR LENTIOET. |
0 items selected v

Fig.3-22 Launch project (7)
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3.42 VTS

Visual Test Shell (VTS) is an application for testing BACnet functionality in systems that use the BACnet/IP
protocol. Download the relevant version listed in Table 1-1 from the website and install it on your PC.

For the installation procedure, unzip the downloaded file, open QuickStart.html in the \Docs folder, and refer
to the Quick Start Guide.

> G O hups//sourcetorgenet/projects/its/ A @ k1= €D)
SOURCEFORGE

Open Source Software: Business Software

/Visual Test Shell for BACnet

Visual Test Shell for BACnet

BACnet Tester
Brought to youby: b 3 5 ,and

2.0.2.0.0.¢ Downloads: Last Update:

Download Get Updates. Share This

Files Reviews Support ickets * News Discussion

Visual Test Shell (VTS) is an application for testing the BACnet functionality of devices used in building automation systems.

Fig.3-23 VTS

3.4.3 Yabe

Yet Another Bacnet Explorer (YABE) is a graphical window program for exploring and navigating BACnet
devices. It does not have a single service output interface like VTS, but it can test systems running on the
BACnet MS/TP and BACnet/IP protocols with ease.

Download the relevant version listed in Table 1-1 from the website and install it on your PC.

(@] ) https://sourceforge.net/projects/yetanotherbacnetexplorer/

SOURCEFORGE

‘Open Source Software Business Software

/et Another Bacnet Explorer

Yet Another Bacnet Explorer

‘Graphical explorer for BACnet - Free BACnet library in Ci#
Brought to you by:

2. 0.0.0.9.1 Downloads: Last Update:

Download GetUpdates Share This

Linux ‘Windows Android

Summary Files Reviews Support Code Discussion

Graphical explorer program written in C#, for browsing BACnet devices (run on Windows & Linux).

Fig.3-24 Yabe
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Wireshark is a free network protocol analyzer. Download and install Wireshark from the link in Table 1-1.

BACnet Controller Sample Software

We're now a non-profit! Support open source packet analysis b

WIRESHARK News  SharkFest —GetAcquaintedv — GetHelp~  Dev

Download Wireshark

The current stable release of Wireshark is 4.0.4. It supersedes all previous releases.

v Stable Release: 4.0.4

=R Windows PortableApps® (64-bit)
& macOS Arm 64-bit.dmg

@& macOS Intel 64-bit.dmg

</> Source Code
» Old Stable Release: 3.6.12

» Documentation

Fig.3-25 download Wireshark

3.4.5 Terminal software

Download and install free terminal software such as TeraTerm.

The terminal software is used to execute initial configuration commands to store configurable property
values (configurable properties) in Flash memory. See chapter 5.3 for details.
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4. Operation Verification

4.1 Connection

Fig.4-1 shows a connection diagram for this sample software. Connect the Ethernet cable, J-Link OB
debugger, 5V DC cables to the RZ/N2L RSK board. When connecting the board for B-SS , connect the air
velocity sensor to the J26 on it. In the board settings in chapter 2.1, it is possible to connect an Ethernet
cable to any of the Ethernet connectors of ETHO, ETH1, and ETH2. When using the on-board debugger J-
Link OB on the RSK board, leave J9 open and connect the USB Micro cable to J10.

RS-485 is a 2-wire half-duplex communication, connecting the positive line of CN12-6 pin (RS485_A) and
the negative line of CN12-3 pin (RS485_B) between the B-BC and B-SS boards. Sends service requests
from the PC tool to the B-SS via the B-BC as the master device and sends B-SS responses to the PC tool.

To monitor packets of BACnet MS/TP communication with Wireshark, it is necessary to separate the USB
port of the PC from that for MS/TP communication, so prepare an RS485/USB converter and connect it by
splitting RS485_A /B signals. (Fig.4-1 1 dotted line)

Wireshark

BACnet Tool = Eth ¢ Cabl
Yab - ernet Cable
_( awe ) e2studio Bty
: [
r = Rs485/USB |
L =} Convertorfor bemmmm = , | BACnet/P server
I MS/TP - 1 IP : 192.168.10.10
L : (J-Link OB) : device, 10 device, 100
BACnet Tool USB-Micro : l MS/TP Master MS/TP Slave
(VTS) = 5 J10 I MAC : 5 (0x05) MAC : 129 (0x81)
—— J9 1 Open o & RV vy igh i x gl

BACnet /IP Client
IP : 192.168.10.20 CN12

device, 0 3 :RS485 B
6 : RS485_A

- -

T o 54 ' s DM o

USB Type-C CN5 RZ/N2L RSK RZ/N2L RSK

5V DC-IN

Fig.4-1 BACnet/IP-MS/TP Hardware Diagram
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4.2 |IP Address Setting for BACnet Client
Configure the Ethernet IP address settings for the PC.

Click on settings in Windows StartE.. Configure the IP address as follows.

Settings > Network and Internet > Change adapter options > Ethernet

>Properties > Internet Protocol Version 4 (TCP/IPv4) > Properties

6items 1 item selected

Fig.4-2 network connection

Internet Protocol Version 4 (TCP/IPv4) Properties
General

‘You can get IP settings assigned automatically if your netwark supports
this capability. Otherwise, you need to ask your network administrator
For the appropriate IP settings.

(0 Obtain an IP address automatically
(@) Use the Following IP address:

IP address: EEEEEE
Subnet mask: EEEEEEE

ok gt T
,

Obtain DNS server address auton

(®) Use the following DS server addresses:

Preferred DNS server:

validate settings upon exit Advanced...

Fig.4-3 TCP/IPv4 properties

The IP address of the RSK board set in the B-BC sample software is 192.168.10.10. The IP address of the

PC needs to be set to 192.168.10.XXX. In this document, 192.168.10.20 is used.

RO1AN7237EJ0100 Rev.1.00
Mar.25.2024 RENESAS

Page 47 of 156




RZ/N2L Group BACnet Controller Sample Software

4.3 Setup Wireshark
It is possible to capture BACnet/IP communication packets between a PC and B-BC with Wireshark.

Also, to capture the MS/TP protocol packet with Wireshark, download mstpcap.exe from the link in Table 1-1.

() https//optigo.zendesk.com/hc/en-us/articles/115001062771-Capturing-MS-TP-packets

:’ oPTiIGO

Capturing MS/TP packets
N Optigo Networks
You will need:

1. A USB to RS-485 converter.

2. The mstpcap.exe download frororr Steve Karg's BACnet tools version 0.8.6)
See this page for an integration with Wireshark

Fig.4-4 Download mstpcap.exe

Paste mstpcap.exe under /Program Files/Wireshark/extcap folder.

> .- » PC 5 Windows(C) » ProgramFiles > Wireshark 3 extcap
~ | Wireshark ~ oz . = = $r7
audio .‘ etwdump.exe
bearer -
diameter 5] USBPcapCMD.exe TN 56
dids
extcap

nnnnnnnnnnn

Fig.4-5 Paste mstpcap.exe into extcap folder

Launch Wireshark and click COM Port Settings ®
Select Baud Rate 115200 in the pop-up dialog and Save. Click Start Packet Capture. M
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| M The Wireshark Network Analyzer _ m|
Am g ® B ] =7 sEEaaan
N | fpply a display filter - <Girl-/> =3 v] +
‘elcom
M Wireshark - Interface Options: BACnet MS/TP on COM10 X
Open
C¥lsers g
Baud Rate i <
C:¥lsers
C¥Users
Save parameter on capture start 2
—
Ca piy Festore Defaults ‘D Close Help
' —_——— W
rusing -

BACnet MS/TP on COM10 A

Learn

User's Guide : Wiki + Questions and Answers - Mailing Lists * SharkFest

+ Wireshark Discord : Donate
‘You are running Wireshark 4.0.4 (v4.04-0-geal4dd463d9ca). You receive automatic updates

# PReady to load or capture Mo Packets Profile: Default

Fig.4-6 Baud rate selection
MS/TP capture screen of Wireshark appears.

£ Capturing from BACnet MS/TP on COM10 - O X
File Edit WView Go Capture Analyze Statistics Telephony Wireless Tools Help
mae RE Qec=FTiEEaaan
rl |P|pply a dizplay filter === <Ctrl-/> b | '] +
Mo. Time Source Destination Protocal Length  Info
< >
O 7 BAChet MS/TP on COMID: <live capture in progress Mo Packets Profile: Default
Fig.4-7 MS/TP protocol packet capture screen
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4.4 Start Project

First, import the project as described in section 3.4.1.2.

4.4.1 Build Configuration Notes
Various Symbol definitions are referenced for building. See chapters 5.2.45.1.4 and 5.2.6 for details.

4411 Change Prohibited Symbols
Changing values of some symbols will result in building errors.

Select the project name in the Project Explorer window, then open Properties in the Project menu.

{8 ws FSP13_BA131_QSPI_configurable RTR V100 - RZN2L_BACnet BRTR V1.0.0/rzn/fsp/src/bsp/s /i /" e /s p.c - &% studio — [m] 3
File Edit Source Refactor Mavigate Search | Project RenesasViews Run Window Help
| B~ &R ~i®:w| Open Project Q i ||@Egcs+ | 45 Debug
[55 Project Explorer X = B8 |[[4: Cle=SiEecy = 8 |[5= outline X | ko) Docurments =8
Open FSP Cenfiguration C5I Staris ExeCuling AErEL] =
h_init (void) -~ SHLE IR
5 Build All Cirl+Alt+B +  _Vectors(void) : voic ~
Build Configurations > . ; L ++  IRQ_Handlertvoid) - voic
[e only needed when debugging ++  Default_Handler(void) : voic
Build Project Cirl+B - -
o \n* @  Default_Handler(void) : voic
Build Working Set > |iocrore i # WEAK_REF_ATTRIBUTI
Clean... #oxafa \n" # WEAK_REF_ATTRIBUTE
Build Automatically p: An” ++  Reset_Handler(void) : voic
‘:i :: ++  Undefined_Handler(void) : voic
Build Target: > 8 i) voic
uild Targets fuare 100p - £+ SVC_ Handler(uoid) : voic
C/CH+ Index N +o+  Prefetch Handlervoid) : void
: e ++  Abert_Handler(void) : voic
FRIDEFEREER Alt=D ++ Reserved_Handler(void) : void
Change Device - £+ FIQ_Handler(void) : voic
n 5 g fi
Change Toolchain Version Lo hactle bit 11 A" /% Set walue of HACTLIY # 9 gfiq_stack
> & S g_irq_stack : uinta_t[] ~
t Settings Ctrl+Alt+P
il Properties -J597- | B A9-+-22a7)| O Memory| 3 Debug | 9" Expressions 7 § = 8
o 22 o i3
Description Resou
i Warnings (8 items)
< >
I=5 RZN2L_BACnet BRTR V1.0.0 B

Fig.4-8 Open project properties
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Select GNU C in Languages from the #Symbols tag in C/C++General > Paths and Symbols.

Do not change #BACDL_ALL, #BACDL_BIP, or #BACDL_MSTP in Symbol. If changed, B-BC sample
software will not be able to be built.

| type filter text

Resource

Builders

C/C++ Build

w~ C/C++ General

Code Analysis
Documentation
File Types
Formatter
Indexer
Language Mappings

MISRACTT (5 -F 17
Paths and Symbols
Preprocessor Include Pat

MCL

Project Matures
Project References
Renesas QF
Run/Debug Settings
Task Tags

Validation

a Properties for RZN2L_FreeRTOS_lwiP

Paths and Symbols

Configuration:

Debug [ Active ]

is) Includes Library Paths | (2 Source Location | 5| References

L

Manage Configurations...

Languages

Symbol

# _RZN_CORE

# BACAPP_PRINT_ENABLE

# BACDL_ALL

# BACDL_BIP

# BACDL_MSTP

# BACFILE

# BACNET_NETWORK_PORTS_MAX
# BBMD_ENABLED

# BIP_DNS_MAX

# BIP_PORT

# DEVICE_INSTANCE

# INTRINSIC_REPORTING

# IPADR1

# IPADR2

# IPADR3

# IPADR4

# LWIP_TCP

# LWIP_UDP

# MAX_ANALOG_INPUTS

# MAX_ANALOG_VALUES

# MAX_BINARY_OUTPUTS

# MAX_BINARY_VALUES

# MAX_COV_SUBSCRIPTIOMNS

# MAX_FILES

# MAX_MULTISTATE_VALUES

# MAX_NOTIFICATION_CLASSES
# MAX_POSITIVEINTEGER_VALUES
# MAX_SCHEDULES

# MAX_TREND_LOGS

# MAX_TSM_TRANSACTIONS

# MSTP_MAC_ADDRESS

# MULTISTATE_MUMBER_OF_STATES
# METWORK_PORT_IPV4_INSTANCE
# METWORK_PORT_MSTP_INSTANCE
# PRINT_EMNABLED

# USR_DEBUG_PRINT

Malue
CR52_0

T ST VIR CI VI VI VI

-
=}

= o pgo=Wown

Add...

Delete

Export

€3] "Preprocessor Include Paths, Macros etc." property page may define additional entries

Show built-in values

&% Import Settings...

U5 Export Settings...

Restore Defaults

Apply and Close

Apply

Cancel

Fig.4-9 Change BACDL_MSTP to 0 and BACDL_BIP to 1
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4.4.1.2 Settings for NTP Server

NTP client functionality is implemented in the B-BC sample software to get the current time automatically
from NTP (Network Time Protocol) server with "SNTP" (Simple Network Time Protocol) from an open-source

IwlP.

However, it is assumed that the connecting PC is the NTP server, and B-BC identifies the NTP server by the
IP address; identification by the NTP server name is not supported. If the connecting PC does not have NTP
server function, the B-BC can get the current time from VTS (or Yabe), see chapter 4.5.3 and 4.6.1 for Time
Synchronization Service.

Change the following code if the PC connecting to B-BC via BACnet/IP has NTP server. This IP address

must be the same as the one configured in chapter 4.2. 192.168.10.20 is the default value.

user\renesas\application\lwip_port_main.c

1400 | <
1401 | * @hrief SNTP initial settings<

1402 e
1403 |/ ©
1404 [+ Function Name: user_sntp_init+

1405 |« Description : §.3a and &.3c walid function (&.3a REGUIRED) <

1406 [¢ Arzuments Covolde

1407 [ Return Yalue @ None<

1408 /
1408 [void user_sntp_init (void)s«

1410 |«

1411 |void user_sntp_init (void)«=

1412 |{«

1413 ip_addr_t sntpIPADDR; <

1414 |«

1415 sntp_setoperat ingmode (SNTP_OPMODE_POLL) : +

1416 [Hif SNTP_SERWER_ONS<

1417 sntp_setservername (0, “pool.ntp.org™)s A% DNS not supported =/«

1418 [Helse«

1419 IP_ADDRA(&sanIPADDR,;e

1420 sntp_setserwer(0, &sntRIPADUR]: <

1421 [Hendif <

1422 sntp_init (e

1423 |} <

The following Wireshark capture shows NTP protocol packets (filtered by "ntp").

Fig.4-10 Setting NTP server address

from B-BC to the NTP server is one hour.

The time request cycle

& 1-%5sbn - b X
file Edit View Go Copture Analyze Statistics Telephony Wireless Tools Help
m i@ RE _Qaea=2=2F s3I |Eaaqu
[ [bacnet or bvic or ntp ] -]+
No. Time Source Destination Protocol Length  Info
15 ©8:41:12.932599 192.168.10.1@ 192.168.12.255 BACnet-NPDU 6@ I-Am-Router-To-Network
16 88:41:12.934881 192.168.10.1@ 192.168.18.255 BACnet-APDU 67 Unconfirmed-REQ i-Am device,10
18 88:41:14.878287 192.168.18.18 192.168.18.255 BACnet-APDU 71 Unconfirmed-REQ i-Am device,188
40 88:41:42.782473 192.168.10.18 192.168.18.20 NTP 98 NTP Version 4, client
41 88:41:42.7082748 192.168.18.28 192.168.18.18 NTP 9@ NTP Version 3, server
2017 ©9:41:42.955496 192.168.10.10 192.168.10.20 NTP 9@ NTP Version 4, client
2918 ©9:41:42.955798 192.168.10.20 192.168.10.10 NTP 9@ NTP Version 3, server
3994 18:41:43.21@8153 192.168.10.1@ 192.168.18.20 NTP 98 NTP Version 4, client
3995 18:41:43.218561 192.168.10.28 192.168.10.10 NTP 9@ NTP version 3, server
5972 11:41:43.465863 192.168.10.18 192.168.18.20 NTP 98 NTP Version 4, client
5973 11:41:43.456388 192.168.18.28 192.168.18.10 NTP 98 NTP Version 3, server
7955 12:41:43.721921 192.168.10.1@ 192.168.10.20 NTP 9@ NTP Version 4, client
7956 12:41:43.722640 192.168.10.20 192.168.10.10 NTP 9@ NTP Version 3, server
< >

v

<

74 98 5@ 18 f9 ed 7c c2

Frame 41: 9@ bytes on wire (726 bits), 98 bytes captured (720 bit
Ethernet IT, Src: TPLink_lc:9a:fe (7cic2:cB:lc:9a:fe), Dst: Renes,
Internet Protocol Version 4, Src: 192.168.18.28, Dst: 192.168.18
User Datagram Protocol, Src Port: 123, Dst Port: 63482
Network Time Protocol (NTP Version 3, server)

Flags: @xlc, Leap Indicator: no warning, Version number: NTP V.

[Request Tn: 48]

[Delta Time: ©.888275000 seconds]

Peer Clock Stratum: secondary reference (6)

Peer Polling Interval: B (1 seconds)

Peer Clock Precision: -23 (8.8888€119 seconds)

Root Delay: @.841382 seconds

Root Dispersion: 7.849289 seconds

Reference ID: 158.214.34.37

Reference Timestamp: Jan 28, 2024 23:28:54.852582699 UTC

Origin Timestamp: NULL

Receive Timestamp: Jan 28, 2024 23:41:42.702497199 UTC

Transmit Timestamp: Jan 28, 2824 23:41:42.762504599 UTC

@0 4c eb 51 92 @0 80 11
@a @a @@ 7b 7 fa 0@ 38
@a 98 B8 87 d9 6b 9e df
2d 4c 92 02 00 90 00 00
db 43 &3 61 64 b6 b3 d7

cb 1c 9a fe @8 88 45 08
90 02 c@ 28 @a 14 c@ a8
95 b8 1c B6 @@ eI 8@ 20
22 25 e9 61 61 bs 18 2@
90 0@ 9 61 64 b6 b3 d6
5c 72

>

O 7 wireshark_{—4 %y 118PB4HZ pcapng

Packets: 8069 - Displayed: 13 (0.2%)

Profile: Default

Fig.4-11 Capture image of NTP protocol packet
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4.4.2 Build

Select the project name in the Project Explorer window and click Clean... in the Project menu.

a ws_FSP13_BA131_QSPI_configurable_RTR_V100 - RZN2L_BACnet BRTR_V1.0.0/rzn/fsp/src/bsp/cmsis/Device/RENESAS/Source/startup.c - e studio

— [m] ped

Mar.25.2024

RENESAS

File Edit Source Refactor Mavigate Searcenesas\l’iews Run  Window Help
| B~ R~ %w | 4 Open Project Q % | Eoce+ % Debug
I Project Explorer X = 0 s Clo=slhoject = B ||B= outli.. ¥ |dDoc.. | = B
o £ Open FSP Configuration [LS1 Stdris EXELULLIg nere, - o
R& Y 8 ¢ " ? _init (void) 8 Bl R e % §
C bf RZM2L_BACnet BRTR_\1.0.0 [Debu§ > Build All Cirl+Alt+B ++ _Vectors(void) : void ~
Build Configurations > ) £+ IRQ_Handler{void) :
e only needed when debuggi £+ Default Handler{void) :
Build Project Cirl+B - N .
_ ) 0 @ Default_Handler(void) :
Build Working Set > oxFaIE ;‘( WE TTRIBUTE
sox2Fs # \WEAK REF_ATTRIBUTE
Build Automatically : ++ Reset_Handler(void) : vai
"1 £ Undefined_Handler(void)
; r :
Build Targets ? ware_loop H SWC_Handler(void) : void
C/C++ Index 5 H Prefetch_Handler{void)
A o ++ Abort_Handler(void) : voi
FNTORERREEH Al ++ Reserved_Handler{void) :
Change Device N £+ FIQ_Handler{void) : void
Change Toolchain Version p hactlr bit 11 Y 0? g_fig_stack : uir v
> £ >
¥ C/C++ Project Settings Cirl+Alt+P  F
[2f e Properties _jf":‘--- [ 2¥9-k¥Z2..| 0 Memory| %5 Debug | 57 Expressions| = O
7 g
0items
Description
< >
=5 RZN2L_BACnet_BRTR_V1.0.0 —
Fig.4-12 Open project Clean...
Enable the following in the pop-up dialog and click Clean to start all builds.
& Qean m] >
Clean discards all build results and states. The next time a build occurs the selected
projectzw g rebuilt from scratch.
[E5 RZN2ZL_BACnet BSS V1.0.0
e
Start a build immediately
(®) Build the entire workspace,
() Build only The selected projects
C o= 1D ane
Fig.4-13 clean and rebuild
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4.4.3 Debug Configurations

After confirming that the build result is O errors, select the project name in the Project Explorer window and
click Debug Configurations... in the Run menu. Ignore the warning message generated for OSS code.

) ws FSP1z_BA131_OSPl_configurable BEC_RTR_V100 - RZN2L_BACnet BBC_V1.0.0/rzn/fsp/src/bsp/cmsis/Device/RENESAS/Source/startup.c - €7 studio - O x
File Edit Source Refactor Navigate Search Project RenesasViemedcw Help
| ® - R - % T Renesas Debug Tools > Q [ || e+ | 3 Debug
[t Project Explorer = 8 |[}d startup.c X = B|&o x|&p| = O
P 3 @ * Aft here.|]
Bt D || § = R ere-lJ ~Erew e %
I=% RZNZL_BACnet BBC V1.0.0 [Debug] . 8
. Disconnect L £+ Default Handler &
S#if L - bugging */ ® Default_Handler
Into Selection \n’ #WEAKREF A
\n" # WEAK_REF_ATTE
\n" £+ Reset_Handler(v
\n" £+ Undefined_Han
Run to Line o £ SVC Handlertvo
n :
I Use Step Filters Shift+Fs n” o+ Prefetch_Handle
++  Abert_Handler(s
#endif @, Run Crl+F11 ++  Reserved_Handl
4, Debug F11 ++ FIQ_Handler(voi
—A \ # ° g fig_stack: uin
Run History > \:.. /o set ®5 g irg_stack : uin
© FRunis > \n" M ° g_abt_stack: uir
o s 5 .
Run Configurations... An™ /* wWrd #° gund_stack: ui
T_L) i "memor 5 g_sys_stack: uir
] Debug History > ® 5 g_svc_stack: uir
— 45 Debughs N 5 g_heap: uints t
e v
Debug Configurations... An" /* Rea w 5‘:, g_bsp_dummy: ,
< > < >
— Breakpoint Types >
[21 Problems | & Console % |[ 0 Memory| 35 Debug | %" Expressiens| = B
@ Toggle Breakpoint Cirl+Shife+B B -
. T Bl B BB x5 #8285
CDT Build Console [RZN2L_BACH: 09gie Hine Breskpoin
104 | int npdu_decc Toggle Watchpoint ~
| A © Toggle Methed Breakpoint
Building target: RZN2L_BF N
arm-none-eabi-objcopy -0 & Skip All Breakpoints 2L_BACnet_BBC_V1.6.6.hex"
arm-none-eabi-size --forn Remove All Breakpoints "
text  data bss
388538 387@@ 751356 10, External Tocls > f1f
16:44:55 Build F:‘mished‘ 583 warnings. (toock 1m:2@s.953ms)
v
< >
Writable Smart Insert 299:1:15143 <

Fig.4-14 Open Debug Configurations...

Operations when starting the debugger for the first time after importing a project

Only when importing a project and launching the debugger for the first time, the following operations should

be performed.

Select Target Device
Debut Tool Settings

Macro Registration

o T o

See the following explanation of the above.

Create RZN2L_BACnet_BBC_V*** Debug][local]
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a. Create RZN2L_BACnet BBC_ V*** Debugllocal]

Double click on Renesas GDB Hardware Debugging to generate RZN2L_BACnet BBC_V*** Debug]local]

E Debug Configurations

Create, manage, and run configurations

¥ < =R Configure launch settings from this dialog:

type filter text

- Press the 'New Configuration’ button to create a configuration of the selected type.

[E] ©/C++ Application

[ Java Applet

[7] Java Application
@ Launch Group
Z

Remote

<
Filter matched 12 of 15 items

@

- Press the 'New Prototype’ button to create ...configuration prototype of the selected type.

[E] /C++ Remote Application

- Press the ‘Export’ butten to export the selected configurations.

5 EASE Script

[&] GDB Hardware Debugging | - Press the 'Duplicate’ button to copy the selected configuration.

% gg: gpewctm[?e:ugg.mgm%m_ 3L - Press the 'Delete’ button to remove the selected configuration.
imulator Debugging )

|7 - Press the ‘Filter' button to configure filtering options.
- Select launch configuration(s) and then sel...ink Prototype’ menu item to link a prototype.
- Select launch configuration(s) and then sel...k Prototype’ menu item to unlink a prototype.

F=,, || - Selectlaunch configuration(s) and then sel..es' menu tem to reset with prototype values.
"RL78)
Edit or view an existing configuration by selecting it.

Configure launch perspective settings from the 'Perspectives' preference page.

Debug Close

b. Select Target Device

Fig.4-15 Debug Configurations(1)

Click on the Debugger tag in the displayed dialog and select Target Device.

e Debug Configurations

Create, manage, and run configurations

FoRX DY~

|type filter text

[E] C/C++ Application
[€] C/C++ Remote Application
=" EASE Script
[E] GDB Hardware Debugging
[©] GDB OpenQCD Debugging
[E GDB Simulator Debugging (RH850)
1 Java Applet
@ Java Application
& Launch Group
Z Remote Java Application
~ [ Renesas GDB

[£ Renesas Simulator DEDUGGING (R

Filter matched 13 of 16 items

@

] X
Name: |RZN2L BACnet BSS_V1.0.0 Debug |
| E Mal Startup| & Common & Source
Debug hardware: |J-Link ARM | Target Devic R9ADTGD&4MD4
GDB Settings Connection Settings Debug Tool Settings
GDB Connection Settings
® Autostart local GDB server Host name or IP address: localhost
(O Connect to remote GDB server GDB port number: 61234
Connection timeout (s): 30 ~
GDB
GDB Command: |arm-none-eabi-gdb
[]step Mode
Revert Apply

Fig.4-16 Debug Configurations(2)
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Select R9A07G084M04 and click OK.

e} o x

Device Selection

You can filter devices by regular
EXpression

Search Device

Device

w RZ
RZ/A1
RZ/T1
RZ/MT1-M
RZ/A2
RZ/G1M
RZ/G1E

« RZ/RZ
ROAOTGOBAMO4
READTGOBAVIOE

EC-1

@' Cancel

Fig.4-17 Debug Configurations(3)

c. Debug Tool Settings
Click the Debut Tool Settings tag and write 400 at Operating Frequency [MHz]

8 Debug Configurations ] X

Create, and run confi i ﬁ

BReERX[BTV~

IName: [RZN2L_BACnet BSS V1.0.0 Debug ]

[type fiter text ||| & Main S > Startup| = Common] & Source
C/C++ Application
C/C++ Remote Application Debug hardware: |J-Link ARM ~  Target Device
7 EASE Script
GDB Hardware Debugging GDB Settings Connection Semng
GDB OpenOCD Debugging ~ Semihosting ~
7 GDB Simulator Debugging (RH850) Semihosting breakpoint address
1 Java Applet v RTOS
[ Java Application RTOS Integration in Debug View Ves v
& Launch Group RTOS Debugging - Large Number of Threads. No v
T, Remote Java Application v System
~ [ Renesas GDB Hardware Debugging Allow caching of flash contents Yes v
fE% * RZN2L_BACnet BSS_V1.0.0 Debug [local] v Time Measurement
[ Renesas Simulator Debugging (RX, RL78) Run Break Time Measurement Yes v

Count Every Core Cycle
Operating Frequency [MHz]

Filter matched 13 of 16 items Revert Apply

Fig.4-18 Debug Configurations(4)
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d. Macro Registration

Click on the Startup tag, input “source rzn2l_xspiO_x1_boot.cfg” in Run Commands, and click Apply.

Click on "Debug" to start downloading. Continue with the procedure in Fig.4-21

a Debug Configurations

Create, manage, and run configurations

FeaRX BT~

Name: |RZN2L_EACnet BSS_V1.0.0 Debug

‘ type filter text

[ Main | % Debug

[2] C/C++ Application
C/C++ Remote Application
=" EASE Script
[5] GDB Hardware Debugging
[E] GDB OpenOCD Debugging
[ GDB Simulator Debugging (RH850)
F1 Java Applet
[T Java Application
& Launch Group
Z, Remote Java Application
~ [E7 Renesas GDB Hardware Debugging
{E * RZN2L BACnet BSS V1.0.0 Debug [local]
[£] Renesas Simulator Debugging (RX, RL78)

Filter matched 13 of 16 items

)
@

L)Common| &~ Source

EQIT.. =
Remove
Move up
Move down
Runtime Options
[[] set program counter at (hex):
Set breakpoint at:
[JResume
L —
Lsource rzn2|_xspi0_x1_boot.cfg >
v

Revert

Close

g —

Comn )
et _

Fig.4-19 Debug Configurations(5)

4.4.4 Debug

The download procedure after completing the build is shown below.
At the second and subsequent debugger launches, click the Run menu with the project name selected in the

C/C++ view.

[ PN — =

‘ile Edit Source Refactor Navigate Search Project Renesasvielnduw Help
enesas Debug Tools

B~ [~ wiH-Q-

(3 Project Explorer X

= & 5 3432
3433
5

RZN2L_BACnet BBC V1.0.0 [Debug] 3434
™, B 3435
[t Includes 3436
(2 BACNETOSS 3437
2 0 3438
&= 3439
(2 rzn_cfg/aws 3440
2 rzn_gen 3441
2 src 3442
- e 3443

<) - -
& user/oss/amazon-freertos/libraries/: 3442
(5 user/oss/lwip 3445
(2 user/renesas 3446
& Debug 3447
= 0 cf 3448
= rendg 3449
(= script 3450
= user 3451
,W configurationxml 3452
o> - 3453
=| JLinkLog.log 3452
= rzn_cfg.xt 3455
=/ RZN2L BACnet BBC V1.0.0 Debua.ili 3456

= 0 || RzN2L_BACnet BBC V1@ Run

te‘f, Debug
Run History
O Run As
Run Configurations...

Debug History

™ Debug As
Debug Configurations...

Breakpoint Types

Toggle Breakpoint

Toggle Line Breakpoint

Toggle Watchpoint

Toggle Method Breakpoint
@ Skip All Breakpoints

Remove All Breakpoints

cﬁ External Tools

- O x
2 Q | | [¢] C/C++) % Debug
Ctrl+F11 [g] tasksc x| = O ||B= Outl.. X &g Doc..| = O
F11|( &( pxReadyTas ~ S LR W e ¥ B
> OQutline is disabled due to
5 scalability mode (options).

Y

> [67 1GDB OpenOCD Hardware Debugging (DSF)
£ 2 GDB Simulator Debugging (RH850)

> [€] 3 Local C/C++ Application

C | 4 Renesas GDB Hardware Debugging

T SR T T %, RL78)
OOK( veid );

Ctrl+Shift+B

ction from wit

ner to add bac

parate task.

D MUST NOT, UND
, BLOCK. */

¥
#endif /* configUSE_IDLE_HOOK */

/* This conditional

75

compilation should use ine

Fig.4-20 Run menu Debug As
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Downloading the program to serial flash ROM.

B oriepa . T fopls: <is/Device A 5 N - o
File Edit Source Refactor Navigate Search Project RencsasViews Run Window Help
I[]] 4 Debug || 5 RZN2L_FreeRTOS_LwlP Debug_Flat v [n g | -R-Bi%ia|rnmy e o p]|S 08
PR 45~ Qi A Db~ SV A B -GS SR S e, r
B%S Y § = 8 [2wppotmain |[gstartupc X | [§ rscivartc [&] Iwip_port_insta > =08 |&
IS RZN2L FreeRTOS IwiP [Debug] ~|[ 287 1 =
& Binaries B o
) Includes
{22 BACNETOSS a l
£ @% Prepaiing launch delegate..
v (2 common L 1 ] i
i oss -
& renesas I
@ Configuring GDB
% am
e aws I
(& board [N SEGGER J-Link V7.800 - Flash download (192 KB)
& fp
3 i o s T R ¥
8 s 306 @ bsp_mpu_in
€8 user/user config | Proseam o v [ 0% o | oo v
Juser f:
g “D:U:“L s3000.2 [£2 Problems| Programming ranss 060005000 - 0>G0005FFF (4 KE) 15uss f Debug =8
& rn_chg L [ mErREE ra-5-
v & script RZN2l. FreeRTOS LwlP Debug_Flat [Renesas GDB Hardware Debugging] [pid: 7]
(] fsp_xspi0_bootld 70— KRS n
& user . .
< - >
125 RZN2L_FreeRTOS lwlP IUTERR-ANTER-USF: (55%) L)
a Confirm Perspective Switch >

This kind of launch is configured to open the Debug perspective when it suspends.

This Debug perspective supports application debugging by providing views for
displaying the debug stack, variables and breakpoints.

Switch to this perspective?

[]Remember my decision
e

=)D w

Fig.4-22 Perspective Switch

The CPU automatically extracts the loader program included in the download data to the BTCM. After
extraction, it breaks in system_init() at the beginning of the initialization on the loader program.

+ In case of operating the RSK board alone without using the debugger, turn off the board power supply,
disconnect the debugger cable, and then turn on the board power supply again.
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When using the debugger, click
screen.

the "reset“% icon and then "resume" Ik after switching to the Debug

Q e2s - RZN2L_BACnet_BBC_V1.0.0/rzn/fsp/src/bsp/cmsis/Device/RENESAS/Source/startup.c - === = == 0 == == ¢’ studio a x
File Edit Source Refactor ate Search Project RenesasViews Run Window Help
| ®~-&-i%iw P L] i Mv-‘%-*@ © g Q 85| Ec/ce+ [ Debug
45 Debug X ) | i% = O ||{& [RZN2L_BACnet BBC_V1.0.0] FSP Configur. 16 startup.e X | [€) mainc [€) tasks.c =0 |[e=v X | 7% = 0
w (7] RZN2L_BACnet_BBC_V1.0.0 Debug (1} [I ~ o 8
:_"b RZI‘]ZL BACi IB}BC V100, |fg1( . ® * After boot processing, LSI starts executing here.[] L | L
1 --BACnet BBC_V1.0.0.lf [1] [c<| g = BSP_TARGET_ARM void system_init (void) Name  Type
v i Thread #1 1 (single core) [core: 0 1
= system_init() at startup.c:299 0 |-
p arm-none-eabi-gdb (12.1) S #if 1 /* Software loops are only needed when debugging */
. Renesas GDB server (Host} 00162060 _asm volatile (
" mov  ro, #0 \n"
" movw rl, #0xfo7f \n"
" movt ril, #9x2fa \n"
"software_loop: \n"
" adds r@, #1 \n"
" cmp  re, rl \n"
2E20n " hna  coftware laon Y
< > < >
) Console X Registers| (1] Debug Shell | [£] Problems | G Debugger Console| @ Smart Browser | [] Memory = g8
PR
RZN2L_BACnet BBC V/1.0.0 Debug (1) [Renesas GDB Hardware Debugging] [pid: 9]
Starting target connection ~
Finished target connection
GDB: 65462
Target connection status - OK v
< > )
Writable Smart Insert 299:1:15143

After completing initialization, the

Fig.4-23 Break at system_init()

loader program jumps and stops at the beginning of main(), Then, click

[ .
"resume” to return to the running state.

Eile Edit Source Refactor
R L T
45 Debug X

~ [£7 RZN2L_BACnet_BBC_V1.0.0 Debug (1} [I
v i1 RZN2L_BACnet BBC_V1.0.0.lf [1] [cc
~ of® Thread #1 1 (single core) [core: O
= main() at main.c:81 0x30012c2

s arm-none-eabi-gdb (12.1)

4| Renesas GDB server (Host)

= 0

0x30012c24

{8 e2s - RZN2L_BACnet BBC_V1.0.0/rzn_gen/main - =

s N aEE—eee— o7 studio - O X
avigate Search Project RenesasViews Run Window Help
3% %] 46~ Quvily v 45 00 ~ | 4 Q @ | @c/cH+ |45 Debug
45 [RZN2L_BACnet BBC_V1.0.0] FSP Configur.. A¢) startup.c 1€ maine X | [€] tasks.c = 0=V X |7 = O
79 ~ "y
main(void)
3001 Name Type
3001
30012c32 g _fsp_common_initialized = false;
5 /* Create semaphore to make sure common init is done be-|
6 30012c3c g_fsp_common_initialized_semaphore =
7 = #if configSUPPORT_STATIC_ALLOCATION
i ss xSemaphoreCreateCountingStatic(
i ss e #else
| KUY xSemaphoreCreateCounting (
#endif ~
< o > < >
& Console X Registers| [J] Debug Shell [2] Problems G Debugger Console| @& Smart Browser| [J Memory = 4
B E8E ~D-r9-
RZN2L_BACnet BBC V1.0.0 Debug (1) [Renesas GDB Hardware Debugging] [pid: 9]
Starting target connmection ~
Finished target connection
GDB: 65462
Target connection status - OK v
@ 71219938 us @ PMmu <3 284879755
Writable Smart Insert 81:1:3478

Fig.4-24 Break at main()
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4.5 BACnet Communication with VTS
The following description assumes that Wireshark(Ethernet) is running before starting VTS.

B-BC broadcasts I-Am-Router-To-Network and I-Am service frames to the BACnet/IP network to which it
belongs after initial configuration. The following shows these packets captured with Wireshark.

192.168.10.10 in Source is the B-BC server address.

192.168.10.255 in Destination means a broadcast address.

BACnet/IP uses UDP packets for communication and the default port is 47808 (0xBACO). You can filter
"bacnet" with Wireshark.(Filtered by "bacnet or bvic or ntp" below)

A Capturing from 4 =3k 11 - O X
Eile Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help
ma® RERe=F IS5 |=Eaaqr
|.|| |bacnet or bvic or ntp |ﬂ 'l +
No. Time Source Destination Protocol Length Info
6 11:38:59.472922 192.163.18.18@ 192.168.1@.255 BACnet-NPDU 68 I-Am-Router-To-Network
[ 7 11:38:59.475852 192.168.16.18 192.168.18.255 BACnet-APDU 67 Unconfirmed-REQ i-Am device,16
25 11:31:29.239394 192.168.18.186 192.168.18.28 NTP 98 NTP Version &4, client
26 11:31:29.239596 192.168.18.28 192.168.18.1@ NTP 99 NTP Version 3, server
< >
Frame 7: 67 bytes on wire (536 bits), &7 bytes captured (536 bit ff £ff £F £Ff £F £Ff 74 9@ 58 12 9 =d @3 @8 45 @8
Ethernet II, Src: RenesasElect_1@:f9:ed (74:90:58:18:F9:ed), Dst 2@ 35 6@ @1 @6 @8 f£f 11 25 5d c8 a8 Ba Ba cB ad
Internet Protocol Version 4, Src: 192.168.18.18, Dst: 192.168.18 22 i: 'B’: :2 E; ;g 92 g; ;; gg 31 gg g? 1: Si gg
User Datagram Protocol, Src Port: 47888, Dst Port: 47388 33 27 B € a &

BACnet Virtual Link Control
Building Automation and Control Metwork MPDU
v Building Automation and Control Network APDU

8881 .... = APDU Type: Unconfirmed-REQ (1)
Unconfirmed Service Choice: i-aAm (@)
ObjectIdentifier: device, 1@
Maximum ADPU Length Accepted: (Unsigned) 488
Segmentation Supported: no-segmentation (3)
Vendor ID: Unknown Vendor (9999)

< >« >
O & f—#%yk 11 <live capture in progress> Packets: 215 - Displayed: 4 (1.9%) Profile: Default
Fig.4-25 Capture I-Am service packet multicast from B-BC
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- Launch VTS

Double-click VTS.exe in the folder where VTS was installed.

L] vis3.wpk

m vits3.cfg

|| backupi23.backupindex

m temp2.txt
/IS _EPCS file

[ Predil

@ veredist_x86.exe

& WinPcap_4_1_3.exe

|%] nb_link_settings.dll
Docs

scripts

Fig.4-26 Launch VTS

The following descriptions are the settings used in the evaluation of the B-SS sample software. Please
modify them according to your operating environment.

Click on Devices... in the Edit menu.

&R VTS - [vts3.cfg)
File | Edit View Send EPICS Tools Help

0 Delete All Packets Ctrl+D =]
5] Refresh
Mo. Devices... L
Ports...
Mames...

Change Logfile...
Capture Filter...
Display Filter..

Preferences...

Fig.4-27 Edit menu Devices(1)
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Device Configuration
5B V5,0 Device | options |
; % analog-input, 0
% analog-input, 0 Name: ’ﬁ
% analag-output, 0 Instance: o
% analog-value, 0 S - Segmentation
] egment Size: 1024
% binany-input, 0 {" Both
4 binan-output, 0 Max Segments: ° ¢ Transmit
% binary-value, 0 Window Size: 1  Receive
-8 calendar. 0 Next Invoke 1D: 0 * Mone
Vendor ID: 260
Max APDU Size: 1024 r
APDU Timeout: 5000 l-Am
APDU Seg Timeout: 1000
APDU Retries: 3
Fig.4-28 Edit menu Devices(2)
Click Ports... in the Edit menu.
& Vs - [visacig]
File | Edit View Send EPICS Tools Help
O Delete All Packets Ctrl+D Ee E
E Refresh
Mo. Devices... L
Ports...
Names...
Change Logfile...
Capture Filter...
Display Filter...
Preferences...
Fig.4-29 Edit menu Ports(1)
Port Configuration x
New
Delete
Cancel
Mame:  [BACnetpart [+ Enable
Metwork: |1 wTS hd
Nul P | Ethemet | ARCNET| MsTR | PTE |

Interface ‘ASIXAKB& 79 USB 3.0 to Gigabit Ethernet Adapter #8 (192.168.10.2|

UDP Port: | OxBACD Usually 0xBACO (47808)

0 = dynamically assigned

o L EtRpees, |
£ [ BMDpetrs . |

* B/IP (Annex-J)

" Foreign Device (Annex-J)

Host: Time-to-live:

Fig.4-30 Edit menu Ports(2)

RO1AN7237EJ0100 Rev.1.00
Mar.25.2024 RENESAS

Page 62 of 156




RZ/N2L Group BACnet Controller Sample Software

Click Names... in the Edit menu.

& VTS - [vis3.cfg)
File | Edit View Send EPICS Tools Help

O Delete All Packets Ctrl+D [
El Refresh
No. Devices... L
Ports...
Names...

Change Logfile...
Capture Filter..
Display Filter..

Preferences...

Fig.4-31 Edit menu Names(1)

Names X
Mame Part Metwark Address MNew
S BAChetp... £ f
Global Broadeast  BAChetp... Delete
Local Broadcast  BAChetp...
1 BAChetp... 132.168.10.20:47308
addicsllbn Name  |CLENT_ VTS Cancel
= Nul
(" Local Broadcast Part BAChetport :"
(* Local Station ,—
" Remote Broadoast Ry
" Remate Station Address |192.168.10.20: 47808
© Global Broadeast Hex (CO-46-00-01-BA-CO)
or |P:poit [192.168.0.1:47308)

Fig.4-32 Edit menu Names(2)

451 Who-Is / I-Am
(1) Discover Devices

Click Discover Devices... in the Tools menu of the VTS.

&R VTS - [vts3.cig]
File Edit View Send EPICS Tools Help

= "= Backup/Restore...
E 5y B Inconsistent Parameters...
Na. | TimeStamp | Source Discaver Devices... DAL

Generate EPICS from Device...

Fig.4-33 Tools menu Discover Devices(1)
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Select Device: as Global Broadcast in the displayed dialog then click OK.

Discover Devices

<

Global Broadcast -

- Cancel

Fig.4-34 Tools menu Discover Devices(2)

The following Wireshark capture shows that the B-BC server returned I-Am device,10 and I-Am-Router-To-
Network responses to the Who-Is service request and Who-Is-Router-To-Network network layer messages
from the VTS client. The first Who-Is from the VTS is sent to all device IDs (0-4194303), and three devices
respond |I-Am. |I-Am device,0 indicates the VTS itself, and I-Am device,100 is the B-SS connected to the

MS/TP network; the source IP address of I-Am device,100 was routed through the IP address of the B-BC.

The VTS client is requesting four different property values to B-BC and B-SS with ReadProperty service; B-
BC and B-SS respond with a Complex-Ack containing the results.

£ Capturing from 1=4 &5k 11 m] x
file Edit View Go Capture Analyze Statistics Telephony Wireless Iools Help
mge RE ] &= TS =8q8H
[bacnet or bulc or ntp B -]+
Ho. Time Source Destination Protocol Length  Info 2
| 503 11:45:32.640991 192.168.16.26  255.255.255.255 BACnet-APDU 68 lriconfirmed-REQ who-is. @ 4104383
504 11:45:32.641229 192.168.10.20  192.168.10.255 BACnet-APDU &7 Unconfirmed-REQ i-Am device,@
| 585 11:45:32.646837 192.168.19.18  192.168.18.255 BACnet-APDU 67 Unconfirmed-REQ i-Am device,18
! 587 11:45:32.861875 192.168.18.18 192.168.18.255 BACnet-APDU 71 Unconfirmed-REQ i-Am device, 160
509 11:45:36.036916 192.168.10.28  255.255.255.255 BACnet-APDU 58 Unconfirmed-REQ who-Is 1 9
512 11:45:39.111333 192.168.10.28  255.255.255.255 BACnet-APDU 58 Unconfirmed-REQ who-Is 11 99
514 11:45:42.254935 192.168.10.28  255.255.255.255 BACnet-APDU 68 Unconfirmed-REQ who-Is 101 4134383
528 11:45:45.415968 192.168.18.28 192.168.18.18 BACnet-APDU 59 Confirmed-REQ readProperty[ 5] device,18 object-name
523 11:45:45.441231 192.168.18.18 192.168.18.28 BACnet-APDU 93 Complex-ACK readProperty[ 5] device,18 object-name
524 11:45:45.446398 192.168.10.26  192.168.10.18  BACnet-APDU 59 Confirmed-REQ readProperty[ 6] device,18 model-name
526 11:45:45.499821 192.168.10.18  192.168.19.20  BACnet-APDU 77 Complex-ACK readProperty[ 6] device,16 model-name
527 11:45:45.498381 192.168.18.28 192.168.18.18 BACnet-APDU 59 Confirmed-REQ readProperty[ 7] device,1@ application-software-version
528 11:45:45.548827 192.168.18.18 192.168.18.28 BACnet-APDU 658 Complex-ACK readProperty[ 7] device,18 application-software-version
529 11:45:45.548664 192.168.10.26  192.168.10.18  BACnet-APDU 59 Confirmed-REQ  readProperty[ 8] device,18 protocol-revision
539 11:45:45.590622 192.168.10.18  192.168.19.20  BACnet-APDU 62 Complex-ACK readProperty[ 8] device,18 protocol-revision
531 11:45:45.601864 192.168.10.20 192.168.18.255 BACnet-NPDU 51 Who-Is-Router-To-Network
532 11:45:45.548819 192.168.18.18 192.168.18.255 BACnet-NPDU 68 I-Am-Router-To-Network
533 11:45:45.642499 192.168.10.26  192.168.10.18  BACnet-APDU 64 Confirmed-REQ readProperty[ 9] device,18® object-name
534 11:45:45.910651 192.168.10.18  192.168.10.20  BACnet-APDU 88 Complex-ACK readProperty[ 9] device,180 object-name
535 11:45:45.922861 192.168.10.20 192.168.108.10 BACnet-APDU 64 Confirmed-REQ readProperty[ 1@] device,10@ model-name
536 11:45:46.125586 192.168.18.18 192.168.18.28 BACnet-APDU 77 Complex-ACK readProperty[ 18] device,188 model-name
537 11:45:46.130357 192.168.10.28  192.168.18.18  BACnet-APDU 64 Confirmed-REQ readProperty[ 11] device,18@ application-software-version
538 11:45:46.340744 192.168.10.10  192.168.10.20  BACnet-APDU 72 Complex-ACK readProperty[ 11] device,180 application-software-version
539 11:45:46.3500842 192.168.10.20 192.168.108.10 BACnet-APDU 64 Confirmed-REQ readProperty[ 12] device,10@ protocol-revision
548 11:45:46.555736 192.168.18.18 192.168.18.28 BACnet-APDU 66 Complex-ACK readProperty[ 12] device,188 protocol-revision
v
< >
Frame 583: 60 bytes on wire (488 bits), 68 bytes captured (480 bits) on interface | FF £f FF f Ff 7f 7c c2 €6 1c 9a fe 8 00 45 00
Ethernet II, Src: TPLink 1c:9a:fe (7c:c2:c6:1c:9a:fe), Dst: Broadcast (ff:ff:ffiff: @2 2e 2a B1 @2 €0 8@ 11 @@ 89 cd a8 @a 14 Ff 77 -
Internet Protocol Version 4, Src: 192.168.18.2@, Dst: 255.255.255.255 Ff f ba c@ ba c@ 80 1a @7 ¥9 81 @b @@ 12 @l 20 N
User Datagram Protocol, Src Port: 47868, Dst Port: 47888 FFFF 90 FF 10 08 02 @0 1b 3F £F £F :
BACnet Virtual Link Control
Building Automation and Control Network NPDU
v Building Automation and Control Network APDU
8001 .... = APDU Type: Unconfirmed-REQ (1)
Unconfirmed Service Choice: who-Is (8)
Device Instance Range Low Limit: @
Device Instance Range High Limit: 41943@3
< > < >
O #  f-#&yk11: <live capture in progress> Packets: 624 - Displayed: 38 (5.1%) Profile: Default

Fig.4-35 Tools menu Discover Devices(2)
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VTS displays transmitted and received frames as follows. The contents of the display are not much different
from those of Wireshark.

&8 vTs - prsactgl - ] X
File Edit View Send EPICS Tools Help
D@ﬂéxo«-»mgﬁm?| -
B & B
No. | TimeStamp | Source [ Destination | DADDR [ Service Type A Detail View x
=57 114545413 CLIENT VTS 192,168.10.10:47808 ReadProperty, ID=5 device 10, object-name "T"“ES‘F’)“P | 1145146.554
66 114545439  192.168.10.10:47808 CLIENT_VTS ReadProperty-ACK, ID=5, device_10, object-name, "RZN2L_BACnet_Solution_BBC_BRTR" - Source/Destination = 192.168.10.10:0<BACO
S50 114545444 CLENT VTS 192.168.10.10:47808 ReadProperty, ID=6 device_10, model-name - BACnet Virtual Link Layer Detail -----
=70 114545489  192.168.10.10:47806 CLIENT VTS ReadProperty-ACK, ID=6, device_10, model-name, "RZN2L_BBC_BRTR" - BACnet Network Layer Detail -
=71 114545496  CLIENT_VTS 192.168.10.10:47808 ReadProperty, ID=7 device_10, application-software-version (- ----- BACnet Application Layer Detail -----
- 72 11:45:45.539  192.168.10.10:47808 CLIENT VTS REadperErt'J"ACK ID=7, device_10, appﬁEat\cwsoftwar?—vers\cn "1.00" First Header Octet =X'30
=73 1145:45.546  CLIENT VTS 192.168.10.10:47808 ReadProperty, ID=8 device_10, protocol-revision Invoke ID =12
- 74 11:45:45.589  192.168.10.10:47808 CLIENT_VTS ReadProperty-ACK, ID=8, device_10, protocol-revision, 23 Read Property ACK =12
75 114545599 VTS Message Device 100 at 129.0.0.0:0 on network 2. Vendor: Reserved-9999, maxAPDL:480. no-segmentation [0] Object Identifier: device, 100

=76 114545599  CLIENTVTS 192,166.10.255:47806 Who-ls-Router-Ta-Netwark [1] Property Identifier: protocol-revision (139)
77 114545599 CLEENTVTS Local Broadcast Whe-Is-Router-To-Netwerk 512 ProperyValue: Paired tag
+~ 78 11:45:45.638  192.168.10.10:47808 Local Broadcast broadcast |-Am-Router-To-Network - Opening Context Tag = X3E
=79 1145:45.638  CLIENT VTS 192.168.10.10:47808 &1 ReadProperty, ID=9 device_100, object-name - Unsigned: 23
480 114545908 (2, 61) via 192.168,10,10:47808 CLIENT_VTS ReadProperty-ACK, ID=, device_100, object-name, "RZM2L_BACnet_Solution” B

. Closing Context Tag = X'3F
-+ 81 11:45:45.921 CLIENT VTS 192.168.10.10:47808 8 REadperErty ID=10 device_100, medel-name
4= 82 1145:46.123 (2, 81) via 192.168,10.10:47806 CLIENT_VTS ReadProperty-ACK, ID=10, device_100, model-name, "RZN2L_BASC"
-+53 11:45:46.128  CLIENT_VTS 192.168.10.10:47808 &1 ReadProperty, ID=11 device_100, applicaticn-software-version
- 84 11:45:46.338 (2, 81) via 192.168.10.10:47808 CLIENT VTS REadperErt'J"ACK ID=11, device_100, app\\(atiDH'SDFtwarE'vErsiDH "1.1.0"
= 85 11:45:46.347  CLIENT VTS 192.168.10.10:47808 &1 ReadProperty, ID=12 device_100, protocol-revision
486 114546554 (2 &1) via 192.168.10.10:47808 CLIENT_VTS ReadProperty-ACK, ID=12, device_100, protecol-revision, 23

87 114546571 VTS Message Operation completed successfully
v

< >
; 0000 CO AS OA OR BA CO S1 OR 00 18 01 08 00 02 01 81
T 0010 30 0C OC OC 02 00 00 &4 19 8B 3E 21 17 3F 0..
£
Ready

(2) Remote Device Management

Fig.4-36 VTS log screen

Who-Is can also be sent from the Send menu in addition to sending it from the Tools menu. Normal service
requests can be sent from the Send menu. Click Remote Device Management > Who-Is.

&8 VTS - [vis3.cigl
File Edit Vie PICS Tools Help
D@ & New Packet...
E 5y B Send Again

No. | TimeStamp | 0 BACnetport (IP) on | DADDR Service Type
1  213%17.30 badcast broadcast  'Who-ls, 0-4124303
=2 21331730 I ? 10.255:47808  broadcast I-Am, device 0
4=3 2139173 BVLL » padcast broadcast  |-Am, device 12
=4 21:32:17.31 Metwork 5 padcast broadcast |-Am, device_0
=5  21:39:20.64 255.255:47808  broadcast Wheo-Is, 1-11
4= 5  21:39:20.64 Alarm and Event 4 oadcast broadcast  Who-Is, 1-11
=7 21:39:23.69 File Access » PS5.255:47808  broadcast Who-ls, 13-4194303
4=5 21:39:23.69 Object Access » [padcast broadcast  Who-ls, 13-4194303

g 21:38:26.74 . . - B68.10.20047!
>0 21392674 Remote Device Management DeviceCommunicationControl 1 device.
4= 11 21:39:26.74 Virtual Terminal » ConfirmedTextMessage =1 device_(
=+ 17 21397675 Simple/Segment ACK > I-Am CK, ID=1, de
+ 13 21:39:26.75 CK, ID=1, de

Errors > I-Have
=+ 14 21:38:26.75 o . =2 device_|
415 213226755  CLIENT VTS CLENT ~ Reinitializ=Device 2 device |
=16 21:38:26.755 CLIENT VTS CLIENT UnconfirmedTextMessage CK, ID=2, de
4= 17 21:39:26.755  CLIENT_VTS CLIENT TimeSynchronization CK, D=2, de
=18 213326778 CLIENT_VTS CLIENT CEreld =3 device !
419 213326778 CLIENT_VTS CLIENT 2= =3 device.|
38 1 Who-is D, D=3, d

=20 213226778 CLIENT VTS CLIE L ID=3, de
4= 21 213926779 CLIENT_VTS CLIENT UTCTimeSynchronization CK, ID=3, de
=22 213926793  CLIENT VTS CLIENT-. preveperd=1 device |
dm 23 713096 702 C1IERT AT F1IERT AT RaadDranarh: IN-4 daica |

Fig.4-37 Send menu Who-Is
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Click on the IP tag in the Who-Is dialog and select Global Broadcast or Local Broadcast then the address is
automatically filled in.

Global Broadcast:255.255.255.255:47808
Local Broadcast:192.168.10.255:47808

You can also enter the address directly.

Who-ls — 'Y
P |Bwc | Nea | who-is| [BACnetport |
e
(Z3 BvLL
123 Metwork
—
Destination || v ([255.255.255.255:47808 (63 Alarm and Event

T —— [ File Access

e e r—— .

Global Broadcast [ Object Access

Local Broadcast =9 Remote Device Management

L — eviceCommunicationControl

onfirmedTextMessage

nconfirmedTextMessage
meSynchronization
ho-Has
‘Who-Is

J UTCTimeSynchronization
(23 Virtual Terminal
(23 Simple/Segment ACK
|1 Errors

FFFFFFFF BACOB10B 000CO100 10080%00 19464 - Send

Close ‘ Send & Close ‘

Fig.4-38 Who-Is parameters(1)

Click on the BVLCI tag in the Who-Is dialog and make sure that either Original Uncast or Original Broadcast
is selected.

Who-ls — boe
P EBWa |Nea | Whos] [BACnetport -]
caw
" No BVLCI (Annex H) & BviL
[0 Network
[C3 Alarm and Event
" Distribute-Broadcast-To-Network [Z3 File Access

Ea Object Access
‘=3 Remote Device Management
DeviceCommunicationControl

Original Unicast
<" Original Broadcast

" Forwarded-NPDU

ConfirmedTextMessage
I-Am
I-Have

ReinitializeDevice

Originating Device Address | J | UnconfirmedTextMessage

TimeSynchronization
‘Who-Has

Who-ls
UTCTimeSynchronization
(2 Virtual Terminal

(23 Simple/Segment ACK

[ Errors

FFFFFFFF BACDB105 D0OCO100 10080900 1964 o] Send |

Close ‘ Send & Close ‘

Fig.4-39 Who-Is parameters(2)
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Click on the NPCI tag in the Who-Is dialog and make sure “DNET/DLEN/DADR Present” is selected.

Whe-ls

- x
P BVLC NPC | Whools | [MyPart -
=
version |f] 23 BvLL
£ Metwork
|23 Alarm and Event
[¥ DNET/DLEN/DADR Present |22 File Access
DNET 65535 Hex [0 Object Access
DADR ‘ ﬂ | =Y Remote Device Management

eviceCommunicationControl

Hop Count 255 onfirmedTextMessage

[ SMET/SLEN/SADR Present einitializeDevice

nconfirmedTextMessage
SNET Hex ;
meSynchranization
SADR \ EN ho-Has
Who-ls

I Data Expecting Reply TCTimeSynchronization

22 Virtual Terminal

(23 Simple/Segment ACK
Priority | 23 Errors
FFFFFFFF B4COG10A 000CO120 FFFFOOFF 1008 ‘ j Send
Close | Send & Close |

Fig.4-40 Who-Is parameters(3)

Click on the Who-Is tag in the Who-Is dialog and enter the ID range of the device to be searched. If blank,
the range will be 0 to 4194303, which is the full range. Lastly, click on Send.

Who-ls

- poe
P BvLal | MPCI Who'\s] [EACnetport |
cwr
C3 BviLL
E3 Network

(C3 Alarm and Event

(21 File Access
Low Limit [C3 Object Access
‘23 Remote Device Management
High Limit DeviceCommunicationCentrel
A ConfirmedTextMessage

einitializeDevice
nconfirmedTextMessage
3 TimeSynchronization

B UTCTimeSynchronization
£ Virtual Terminal
C3 Simple/Segment ACK

(3 Errors

FFFFFFFF BACO810B 000CO700 10080%00 1964 [ ~| ! Send 2
Close ‘ Sen lose |

Fig.4-41 Who-Is parameters(4)
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The following is a capture of I-Am responses from B-BC and B-SS to a Who-Is service request.

o 1-HFyk - o X
File Edit View Go (Capture Analyze Statistics Telephony Wireless Tools Help

ma® RE Re==F L= aaqai
] |hacnet or ntp [X] v] +
Mo. Time Source Destination Protocol Lereth  Info ~

L 924 10:43:11.8591893 192.168.18.28  255.255.255.255 BACnet-APDU 54 Unconfirmed-REQ who-Is 8 188
925 10:43:11.8591523 192.168.10.160 192.168.16.255 BACnet-APDU 67 Unconfirmed-REQ i-Am device,12
926 10:43:11.986258 192.168.10.280 192.168.18.255 BACnet-APDU 67 Unconfirmed-REQ i-Am device,®

W
< >
Frame 924: 54 bytes on wire (432 bits), 54 bytes capt ff £f £f £f ff £f 7c ¢2 cb 1c 9a fe B8 00 45 @0
Ethernet II, Src: TP-Link 1c:9a:fe (7c:c2:c6:1c:9a:fe 00 28 do b7 @2 @@ 80 11 00 @0 c@ ad Ba 14 ff ff
Internet Protocol Version 4, Src: 192.168.10.28, Dst: ff ff ba c@ ba c@ 6@ 14 ©6b @5 81 6b @0 Bc @1 00
User Datagram Protocol, Src Port: 478083, Dst Port: 47 16 @5 @9 60 19 64
BACnet Virtual Link Control
Building Automation and Control Network NPDU
v Building Automation and Control Network APDU
@e@l .... = APDU Type: Unconfirmed-REQ (1)
Unconfirmed Service Choice: who-Is (8)
Device Instance Range Low Limit: @
Device Instance Range High Limit: 18@
< >||< >

O 7 wireshark_{ —H3ak 11NIME01 poapne Packetz: 945 - Displaved: 46 (4.9%) Profile: Default

Fig.4-42 Capture Who-Is and I-Am

4.5.2 ReadProperty
Click Send menu > Object Access > ReadProperty.

& VTS - [vts3.cig]
File Edit View Send EPICS Tools Help

D=sES New Packet...

B g5y 2 Send Again

No. | TimeStamp '3 BAChetport (IP) on | DADDR | Service Type
4+ 93 10:17:55.06 badcast Who-ls, 0-100
=94 1%17:55.06 L ? 1025547808  broadcast  |-Am, device 0
4= 95 1:17:55.06 BVLL > padcast broadcast  |-Am, device_0
4+ 96 10:17:55.08 Network , Ppadcast broadcast  -Am, device_12
=07 10:18:27.41 [10.255:47808 Who-ls, 0-100
98 1m1E2T.41 Alarm and Event ? badeast Whe-Is, 0-100
=099 10:18:27.41 File Access > [10.255:47808 broadcast  |-Am, device O
bl Sl Object Access > AdadlistElement 2
= 1. 1XI82T.44

Remote Device Management > ChangelList-Error

= 1. 10:18:35.88

1. 10:18&35.88 Virtual Terminal > CreateObject
= 1. 1183588 Simple/Segment ACK > CreateObject-ACK
= 1. 10183589 Errors > CreateObject-Error =

4+ 1. 10:1835.90

= 1. 10:20:20.369  CLIENT VTS 255.25¢ DeleteObiject
1. 1020:20370  CLIENTVTS CLIEN ReadProperty >
= 1. 10:20:20370  CLIENT VTS 192.16¢ ReadPropery”

4= 1. 10:20:20.385 192.168.10.100:47808 Local E . 2
ReadPropertyMultiple

4= 1. 10:20:20.385 CLIENT_VTS Local E
= 1. 10:20:39.601  CLIENT VTS 255.25¢ ReadPropertyMultiple-ACK
4+ 1. 10:20:39.601  CLIENT_VTS Local E ReadRange
= 1. 10:20:39.601 CLIENT_VTS 192,168 -

RemovelistElement
4= 1. 1020039515 192.168.10.100:47506 Local E ) z
4+ 1. 10:20:39.628  CLIENT. VTS Local E WriteProperty
= 1. 14040753  CLIENT_VTS 255.25¢ WritePropertyMultiple ice
4= 1.. 10:40:40.753  CLIENT_VTS Local E WritePropertyMultiple-Error ice
= 1. 10:40:40.753  CLIENT_VTS 192.16¢ -
1 AP AN AN TRR 147 1RR 10 1NFATROR I rral Renadeact hrnadract  LAm devire 127

Fig.4-43 Send menu ReadProperty
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Click on the IP tag in the ReadProperty dialog and fill in the B-BC server address directly.

192.168.10.10:47808

‘Wheo-ls

P |evia |nNPa | Who-is|

N

5 192.168.10.10:47808 >

Destination

[MyPort -

awe

(C3 BVLL

23 Network

[C3 Alarm and Event
(21 File Access

[C] Object Access
E=

mote Device Management

DeviceCommunicationControl
ConfirmedTextMessage
I-Am

I-Have

ReinitializeDevice
UnconfirmedTextMessage
TimeSynchronization
‘Who-Has

Who-Is
UTCTimeSynchronization
3 Virtual Terminal

(£ Simple/Segment ACK

(21 Errors

C0ABDADA BACOA10A 000CO120 FFFFOOFF 1008|

l—;| Send

Close ‘ Send & Close |

Fig.4-44 IP tag parameters

Click on the NPCI tag in the ReadProperty dialog and select B-BC or B-SS in this dialog.

The case of selecting B-BC is shown in Fig.4-45.
Verify that Data Expecting Reply is marked v'.

ReadProperty

P BvLCI  MPCI lCanlrmed-Request ReadPererty]
Version ﬂ

[ DMET/DLEN/DADR Present

DNET Hex
DADR [ =1
——

[~ SMET/SLEM/SADR Present

SMET Hex
SADR

¥ Data Expecting Reply
Pricrity |0

Hop Count

— >
|BACnetport |
[ -~
(Z3 BVLL
23 Metwork
23 Alarm and Event
23 File Access

'3 Object Access

3 AddListElement
ChangelList-Error
CreateObject
CreateCbject-ACK
CreateObject-Error
DeleteObject
ReadProperty
ReadProperty-ACK
ReadPropertyMultiple
ReadPropertyMultiple-ACK
ReadRange

RemovelistElement
WriteProperty
WritePropertyMultiple
WritePropertyMultiple-Error
(21 Remote Device Management
(£ Virtual Terminal

Object ID required

(1 Simple/Segment ACK v
Close | |

Fig.4-45 NPCI tag parameters to B-BC
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The case of selecting B-BC is shown in Fig.4-46

Enter 2 of the Network_Number property value for B-SS in DNET. Enter (81) as Hex of 129 of the B-SS's
MAC address in DADR. Enter 255 for Hop Count.
The settings in the NPCI dialog are the same when requesting each service other than ReadProperty to B-

SS.

ReadProperty

IP ] BVLCI Confirmed-Request] ReadProperty]

Mersion ﬂ

[v DNET/DLEN/DADR Present
DMET

DADR

I~ SMET/SLEN/SADR Present

SNET Hex

SADR | =] |

[¥ Data Expecting Reply

Priority |

— >
|MyPort -
(L] Metwork -
21 Alarm and Event
= File Access

[ AtomicReadFile
..[#8] AtomicReadFile-ACK
AtomicWriteFile
- [E) AtomicWriteFile-ACK
=3 Object Access
.[E AddListElement
[ ChangelList-Error

B CreateObject
[ CreateObject-ACK
..[@] CreateObject-Error

) DeleteObject
ReadProperty
ReadProperty-ACK
[ ReadPropertyMultiple

[ ReadPropertyMultiple-ACK
-.[i8] ReadRange
.[@) RemovelistElement

) WriteProperty
-[E] WritePropertyMultiple
.[E WritePropertyMultiple-Error

< >
COARBDADA BACORIDA 00170124 00020181 FFOOO34D - Send
DCOC0Z00 00441401 73
Close | Send & Close |

Fig.4-46 NPCI tag parameters to B-SS

Click on the Confirmed-Request tag in the ReadProperty dialog and select 480 for Max APDU length

accepted.

ReadProperty

P |Bvicl | NPQI  Confirmed-Request | ReadProperty |

|

Auto segment size

[~ Segmented message
r

Sequence Mumber

e
P

Proposed Window Size

[~ Segmented response accepted

Max Segments Accepted [ |

Max APDU length accepted

<20 (MS/TP, PTP, ARCNET)
7

Invoke ID

_=P

— >
[MyPart |
(L Metwork ~
(£ Alarm and Event
=3 File Access

-.[E8 AtomicReadFile
AtomicReadFile-ACK
AtomicWriteFile
(B AtomicWriteFile-ACK
24 Object Access

[E AddListElement
--[E) ChangeList-Error
[#] CreateObject
2 CreateObject-ACK
CreateObject-Error
DeleteObject
ReadProperty
[ ReadProperty-ACK
ReadPropertyMultiple
ReadPropertyMultiple-ACK

[E) ReadRange
-.[E8 RemovelistElement
& WriteProperty
WritePropertyMultiple
El] WritePropertyMultiple-Error o,

< >

COARDADA BACORINA 00170124 00020181 FFOONS4AD - Sand
0COC0200 D0ad1A01 73
Close ‘ Send & Close ‘

Fig.4-47 Confirmed Request tag parameters
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Click on the ReadProperty tag in the ReadProperty dialog, select ID... > Object Type and enter that

Instance.

In the example below, device,100 is input for B-SS, but if B-BC is selected, device,10 should be input.

P | 8vLa | NPQl | Confimmed-Request ReadProperty
Object ID Idevice, 100

[MyPort ]
(] Network "
(1 Alarm and Event

= File Access

B8 AtomicReadFile
[ AtomicReadFile-ACK
L..[2) AtomicWriteFile

Property |prop|:(tyvh51 LI i...[ Bl AtomicWriteFile-ACK
Object ID X bJe(l Af(ess
Array Index I AddListElement
An object identifier is made of two components: an object type and B ChangeList-Error
an instance number. B CreateObject
- B CreateObject-ACK
Object T [device] -
Dt Trpe = B CreateObject-Error
Reserved Type |8 Reserved types range 0.127 DeleteObject
ReadProperty

Wendor Type Wendor Types range 128.1023

B ReadProperty-ACK

@ 00 Instance range 0.4194 i

8] ReadPropertyMultiple
ReadPropertyMultiple-ACK

Here is how the value can be entered directly:

device, 100

8l ReadRange

B RemovelistElement

B WriteProperty

Bl WritePropertyMultiple
Bl WritePropertyMultiple-Error o, | |
>

CDABDADA BACOB10A 00170124 00020181 FFODD34D

0C0OCO0200 D0641A01 73

[ - Send ||

Close | Send & Close ||
Fig.4-48 ReadProperty parameters
Then select Property. In the example, property-list is selected. Lastly, click Send.
ReadProperty - x
P | BvLCH | NPCI | Confirmed-Request ReadProperty [MyPorf j
(23 Network ~
L Alarm and Event
23 File Access
) AtomicReadFile
Object ID device, 100 ID... #) AtomicReadFile-ACK
- AtomicWriteFile
Property |pmperty—list j -.[E) AtomicWriteFile-ACK
object-type ' Object Access
Array Index profile. -[E) AddListElement

protocol-revision
protocol-services-supported
protocol-version
restart-notification-recipients
restore-completion-time
restore-preparation-time
segmentation-supported

serial-number

slave-address-binding
slave-proxy-enable
structured-object-list

system-status W

= Changelist-Ermor
) CreateObject
) CreateObject-ACK
) CreateObject-Error
E) DeleteObject
EN ReadProperty
) ReadProperty-ACK
[E) ReadPropertyMultiple
() ReadPropertyMultiple-ACK
-[#) ReadRange
-.[#) RemovelistElement
[E) WriteProperty
-.[#) WritePropertyMultiple
@WntepmpertyMult\plerError ~

COABDADA BACOB10A 00170124 00020181 FFOOD34E
0COCO0200 00641401 73

[ s D

Close | Send & Close |

Fig.4-49 ReadProperty parameters(2)
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B-SS responds with Complex-Ack for the property-list property of the devive,100 object.

£ Capturing from 4/ —FFyk 11 = O X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help
mJ® RE ] @==F =QaQqaKH
|ﬂ |bacr|et or bvlc or ntp |m '] +
No. Time Source Destination Protocol Length Info ~
L 3628 13:19:06.277648 192.168.18.28 192.168.18.18 BACnet-APDU 65 Confirmed-REQ readProperty[ 77] device,18@ property-list
3631 13:19:86.572567 192.168.18.18 192.168.18.28 BACnet-APDU 113 Complex-ACK readProperty[ 77] device,188 property-list
£ >
Frame 3631: 113 bytes on wire (984 bits), 113 bytes captured (984 bits) on inte 7c c2 cb 1c 9a fe 74 98 58 18 9 ed 88 88 45 88
Ethernet II, Src: RenesasElect_18:¥9:ed (74:98:58:18:¥9:ed), Dst: TPLink_lc:%9a: @@ 63 @@ 15 @@ @@ £F 11 26 @3 c@ ad 9a @a c@ ad
Internet Protocol Version 4, Src: 192.168.18.18, Dst: 192.168.18.20 @a 14 ba c@ ba c@ 8@ 4f c5 fb 81 @a 8@ 47 o1 @3
User Datagram Protocol, Src Port: 47888, Dst Port: 47388 SE gg Si ?é 3? ‘;g gi 2; Sf 22 SE gi ;2 g% ;i gg
ENEvSE VErEel (Lt GmErel 91 61 91 68 91 4c 91 3e 91 6b 91 8b 91 49 91 1le
Building Automation and Control Network NPDU 91 9b 91 1c 91 39 91 77 91 38 91 18 91 33 91 98
v Building Automation and Control Network APDU 3f
8811 = APDU Type: Complex-ACK (3)
aaee = PDU Flags: @@
Invoke ID: 77
Service Choice: readProperty (12)
ObjectIdentifier: device, 188
Property Identifier: property-list (371}
{031
property-list: system-status (112)
property-list: vendor-name (121)
property-list: vendor-identifier (128)
property-list: model-name (78)
property-list: Ffirmware-revision (44)
property-list: application-software-version (12)
property-list: protocol-version (98)
property-list: protocol-revision (139)
property-list: protocol-services-supported (97)
property-list: protocol-object-types-supported (98)
property-list: object-list (76)
property-list: max-apdu-length-accepted (62)
property-list: segmentation-supported (187)
property-list: apdu-timeout {11}
property-list: number-of-APDU-retries (73)
property-list: device-address-binding (38)
property-list: database-revision (155)
property-list: description (28)
property-list: local-time (57)
property-list: utc-offset (119)
property-list: local-date (56)
property-list: daylights-savings-status (24)
property-list: location (58)
property-list: active-cov-subscriptions (152)
¥[3]
£ >« >
O 7 f1—4xybn <live capture in progress> Packets: 4024 . Displayed: 56 (1.43) Profile: Default
Fig.4-50 Capture ReadProperty device,100 property-list
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4.5.3 TimeSynchronization / UTCTimeSynchronization
Double-click Remote Device Management from the service tree displayed in the previously used dialog.

ReadProperty - x

P | BYLCI | NPCI | Confirmed-Request ReadProperty |BACnetport |

CreateObject-ACK "
CreateObject-Error

eleteObject

d| ReadProperty

Object D device, 12 ID... .5l ReadProperty-ACK
ReadPropertyMultiple
Property | property-list | @ ReadPropertyMultiple-ACK

i] ReadRange
emovelistElement

Array Index

riteProperty

i WritePropertyMultiple

... [E8] WritePropertyMultiple-Error

@] Remote Device Management [l
--[@ DeviceCommunicationContro.

onfirmedTextMessage

ReinitializeDevice
-.[E] UnconfirmedTextMessage

v

< >
COABDASA BACOB10A 00120104 0005510C DCD20000 - Send
0C140173
Cloge | Jend & Cloge ‘

Fig.4-51 TimeSynchronization parameters(1)

Click on TimeSynchronization or UTCTimeSynchronization in the expanded Remote Device Management.
Mark v at Synchronize with VTS in the TimeSynchronization tag and click Send. If you want to enter a time
other than the current time, remove the v from Synchronize with VTS and enter the Date and Time directly.

For the destination IP address, the previous value is applied. To change the destination IP address, enter the
IP address from the IP tag. The same applies hereafter.

TimeSynchronization — x

P | BvLcl | npal TimeSynchronization ] |BACne‘rpor‘r j

eadPropertyMultiple
eadPropertyMultiple-ACK
- eadRange

28] RemovelistElement
WriteProperty
ritePropertyMultiple
2] WritePropertyMultiple-Error
‘23 Remote Device Management

14:08:56.00

eviceCommunicationContro

onfirmedTextMessage

cinitializeDevice
edlcxtMessage
ation

TCTimeSynchronization
(23 Virtual Terminal

(23 Simple/Segment ACK

3 Errors o
< >

COABDAGA BACDBI0A 0120104 1006A47E 03000164 =
OED83800 e
Close | Send & Close ‘

Fig.4-52 TimeSynchronization parameters(2)
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TimeSynchronization is an unconfirmed service. However, the destination IP address can be unicast. The

following captured screen shows a unicast from a VTS client to a B-BC server.

£ Capturing from 4 —# %y R 11 -
Eile Edit Miew Go (Capture Analyze Statistics Telephony Wireless Tools Help

ma® RE Qes=f iS5 EQQaH

|ﬂ|bacnelorbvlc or ntp |ﬂ

No. Time Source Destination Protocol Length  Info
L 4315 13:39:19.781779 192.168.1@.28 192.168.1@.1@ BACnet-APDU 68 Unconfirmed-REQ timeSynchronization
<

Frame 4315: 68 bytes on wire (488 bits), 6@ bytes captured (488 bits) on interf 74 9@ 58 18 9 ed 7c c2 c6 lc 9a fe @3

Ethernet II, Src: TPLink_1c:9a:fe (7c:c2:c6:lc:9a:fe), Dst: RenesasElect_18:F9: 8@ 2e ef b2l 0@ 9@ 50 11 €0 @@ c@ ad fa

Internet Protocol Version 4, Src: 192.168.10.28, Dst: 192.168.10.10 ?S g: :Z ;2 gi ;g gg ;: :: 2? g; SS e

User Datagram Protocol, Src Port: 47888, Dst Port: 47388

BACnet Virtual Link Control

Building Automation and Control Network NPDU

~ Building Automation and Control Network APDU

@8gl .... = APDU Type: Unconfirmed-REQ (1)
Unconfirmed Service Choice: timeSynchronization (8)
Date: January 22, 2824, (Day of Week = Monday)
Time: 1:39:18.8 P.M. = 13:39:15.8

£ > €

2@ 45 ea
14 c@ ad
12 el a4

QO 7 {-#3yb 11: <live capture in progress> Packets: 4355 - Displayed: 60 (1.4%) Profile: Default

Fig.4-53 Capture TimeSynchronization

The same applies for sending the UTCTimeSynchronization service instead of the TimeSynchronization

service.
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4.5.4 Who-Has / I-Have

Click Remote Device Management > Who-Has in the Service Tree displayed in the previously used dialog.
Enter the Low Limit and High Limit for the search ID ranges. Select the object type from the Object ID pull-
down menu, enter the instance number, then click OK.

In the example, the analog-input,0 object is selected; either Object ID or Object Name can be selected.

P |Bvicl |NPO Who-Has MyPort -l

R CreateObject-Error

S DeleteQbject

g ReadProperty

] ReadProperty-ACK
-[E8] ReadPropertyMultiple

o ) B ReadPropertyMultiple-ACK
An object identifier is made of two campanents: an object type and ) ReadRange
an instance humber. i
Object ID - RemoveListElement

= —
Obiject Typed ‘ - A | WriteProperty
Object Name g WritePropertyMultiple
Feserved Type |0 Reserved types range 0127 &8 WritePropertyMultiple-Error

>

Low Limit

High Limit

| Remote Device Management
“Wendor Type ‘Yendor Types range 128..1023 &) DeviceCommunicationContro

R ConfirmedTextMessage
Instancel Instance range 014134303 B -Am

B8 |-Have

Here is how the value can be entered directly: &) ReinitializeDevice

W o 5 UnconfirmedTextMessage

B TimeSynchronization

-
0-Is

L UTCTimeSynchronization

2 Virtual Terminal v
< >

Cbject 1D or name required -

Close ‘ |

Fig.4-54 Who-Has parameters(1)

The following is an example of entering an Object Name.

Who-Has — x

P |Bvia | NPCI | Who-Has | [MyPort |

CreateObject-Error ~
-[Ef] DeleteObject

() ReadProperty
Low Limit o ReadProperty-ACK
-[Ef] ReadPropertyMultiple
High Limit 100 [E ReadPropertyMultiple-ACK
ReadRange
Object ID @ RemovelistElement

ID...
[ER WriteProperty
Object Name C_ANALOG INPUT 0 WritePropertyMultiple
- [EH WritePropertyMultiple-Error
=3 Remote Device Management

DeviceCommunicationContro
[E] ConfirmedTexthMessage

ReinitializeDevice
E UnconfirmedTextMessage
TimeSynchronization

Wheo-Has
Who-ls
B UTCTimeSynchronization
[C3 Virtual Terminal -
< >
COABODADA BACOE10A 00700100 10070900 19643D0F ‘ [ ~] Send
00414841 AC4FA720 494E5055 5420350
Close | Send & Close ‘

Fig.4-55 Who-Has parameters(2)
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Next click on the IP tag and select Global Broadcast or Local Broadcast, then click Send.

Who-Has - x

P |ewa | NPOl | Who-Has]| [BACRetport -

ReadPropertyMultiple

DestinatioC (I IerrlE] ~1>|255.255.255.255:47808 ReadProperyMultiple-ACK
- ReadRange
CLIENT VTS

Global Broadcast RemovelistElement

Local Broadcast
1D

WritePropertyMultiple
‘WritePropertyMultiple-Error
ote Device Management
DeviceCommunicationContro
ConfirmedTextMessage

ReinitializeDevice
UnconfirmedTextMessage
TimeSynchronization
‘Who-Has

Who-ls
UTCTimeSynchronization
(23 Virtual Terminal

L3 Simple/Segment ACK

(23 Errors v
< >
FFFFFFFF BACDB10A 00110104 10070900 19142C00 hd
nooaao
Cloge | Send & Close ‘

Fig.4-56 Who-Has parameters(3)

In the following example, the B-BC server locally broadcasts an |I-Have response to a device search
broadcast with an analog-input,0 object by a Who-Has service request.

£ Capturing from £ = Fy - 11 - O X

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help

m e RE R &= T BEEaaan
|ﬂ |bacnet or bvic or ntp |m '] +
No. Time Source Destination Protocol Length  Info ~
1 5386 14:89:84.271818 192.168.18.28 255.255.255.255 BACnet-APDU 59 Unconfirmed-REQ who-Has analog-input,®

5387 14:89:84.311887 192.168.18.18 192.168.18.255 BACnet-APDU 81 Unconfirmed-REQ i-Have device,1@ analog-input,® w
£ >

Frame 5387: 81 bytes on wire (648 bits), 81 bytes captured (648 bits) on interf ff £ff £f £Ff £f £f 74 98 58 18 9 ed 88 88 45 @8

Ethernet II, Src: RenesasElect_18:f3:ed (74:98:50:1@:¥9:ed), Dst: Broadcast (FF 60 43 @0 1d 00 @0 ff 11 25 33 O ad @a Ba @ ad

Internet Protocol Version 4, Src: 192.168.18.18, Dst: 192.168.18.255 @a ff ba c@ ba c@ @@ 2f 1c d6 81 @b @@ 27 el 2@
FF FF 98 FF 10 @1 c4 B2 00 @9 @a c4 00 @2 08 00

User Datagram Protocol, Src Port: 47888, Dst Port: 478838 75 8F 90 41 4e 41 4c 4F 47 20 49 4e 58 55 54 28
BACnet Virtual Link Control £
Building Automation and Control Network NPDU
“ Building Automation and Control Network APDU
8881 .... = APDU Type: Unconfirmed-REQ (1)
Unconfirmed Service Choice: i-Hawve (1)
ObjectIdentifier: device, 18
ObjectIdentifier: analog-input, @
w Object Name
Object Name: ANALOG INPUT @
Application Tag: Character String, Length/Value/Type: 15
String Character Set: ANSI X3.4 / UTF-8 (since 2818) (@)

< > € >

O 7 1-¥zybix <live capture in progress> Packets: 5347 - Displayed: 68 (1.3%) Profile: Default

Fig.4-57 Capture Who-Has and I-Have
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4.5.5 ReadPropertyMultiple
Click Object Access > ReadPropertyMultiple from the service tree displayed in the previously used dialog.

ReadPropertyMultiple

- *
P | BvLO | NPQ | Confirmed-Request ReadPropertyMultiple | |BACnetport -]
Object ID [ Add (3 File Access ~

= Object Access
AddListElement
Changelist-Error
CreateObject
CreateObject-ACK
CreateObject-Error

Remowve

¥

¥

Object ID

Property Index |

ReadPropertyMultiple-ACK
ReadRange
RemovelistElement
WriteProperty
WritePropertyMultiple
WritePropertyMultiple-Error
=3 Remote Device Management
DeviceCommunicationContro
ConfirmedTextMessage
-Am

-Have

/¥
¥

]y

Property | J
Index

ReinitializeDevice

< >
COABDAFF BACDB10A 00040704 0005510E - Send
Cloge | Send & Close |

Fig.4-58 ReadPropertyMultiple parameters(1)

Click Add at the upper part of the ReadPropertyMultiple dialog displayed. Click ID..., select an Object ID, and
then click OK. In the example, the device,10 object is selected.

| w® | Bvici | NPQ | Confirmed-Request  ReadPropertyMuttiple | [MyPort |

Object ID [ AtomicWriteFile-ACK ~

analog-input, 0 ‘23 Object Access

ddlListElement

| Remove _ | hangelist-Error
| Object ID =
CK
#n object identifier is made of hwo components: an object type and
an instance number. -
—
ObjectiD  |analog-input, 0 Co.)| obectTweleme D
ACK
Property [ index | Reserved Type |8 Reserved types range 0127 ultiple
ultiple-ACK

“endor Tupe “endor Types range 128.1023

—
it
\nslanca Instance range 04194303 E"

ultiple
Here is how the value can be entered directly

ultiple-Error

device, 10 nagement
ok D picationContro
Message
Property | =1 AT
- Have
Index einitializeDevice v
| > |
COABOADA BACOB104 00110104 00034E0E DCO00OO0 lﬁ Send
| [O01ETF |
| Close | Send & Close | |

Fig.4-59 ReadPropertyMultiple parameters(2)
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Click Add in the center of the dialog; select a property from the Property pull-down menu. In the example "all"
property is selected; then click on Send.

ReadPropertyMultiple - X

P |BVLO | NPO | Confirmed-Request ReadPropertyMult\DIE} |MyPorf j

. AtomicWriteFile-ACK. "
3 Object Access
AddListElement
Changelist-Error
CreateObject
CreateObject-ACK
CreateObject-Error
DeleteObject
ReadProperty
ReadProperty-ACK
ReadPropertyMultiple
ReadPropertyMultiple-ACK
ReadRange
RemovelistElement
WriteProperty
WritePropertyMultiple

. WritePropertyMultiple-Error
23 Remote Device Management
DeviceCommunicationCentro

Object ID [ Add
device, 10

Remove

#

Object ID device, 10 ID...

Property ‘ Index |
all

Remove

¥

Lgte gpt

ConfirmedTextMessage
I-Am
I-Have

Property  |all A

adjust-value 3 .
Index  |alarm-value ReinitializeDevice v

¥
COABDADA aTwmer S4E0F 0C020000 ] Csend )

0A1EOP0F 1/|allow-group-delay-inhibit

archive ] Close | Send & Close |
assianed-access-riahts

Fig.4-60 ReadPropertyMultiple parameters(3)

The following example shows a "all" property request of a device,10 object by the ReadPropertyMultiple
service from a VTS client and a Complex-Ack response with results from the B-BC server.

£ Capturing from £ =4 Fwk 11 - ] x
Eile Edit Miew Go (Capture Analyze Statistics Telephony Wireless Tools Help
WG RE ] @= SIEl & 8 &
|n|bacnalurbvlcurﬂtp ‘tﬂ '|+
No. Time Source Destination Protocol Length  Info &
L 5736 14:22:83.712459 192.168.10.20 192.168.18.18 BACnet-APDU 61 Confirmed-REQ readPropertyMultiple[ 78]
5739 14:22:83.716233 192.168.18.10 192.168.18.28 BACnet-APDU 586 Complex-ACK readPropertyMultiple[ 78] W
< >
v listOfResults ~ Fc c2 c6 1c 9a fe 74 98 5@ 18 9 =d 88 @8 45 oe
{111 Bl ec ee le @@ 8@ ff 11 24 74 c@ ad Ba @a c@ a8

@a 14 ba c@ ba c@ 81 d3 a7 ed 81 @a 81 do @l @@

Property Identifier: object-identifier (75) 20 e Be Oc 02 OO BB Ba 1e 20 4b 4e c4 B2 @0 BO

L] . ) @a 4F 29 4d 4e 75 1f B2 52 5a 4e 32 4c 5F 42 41
Objectldentifier: device, 18 43 e 65 74 5F 53 6F 6C 75 74 69 6F Ge 5F 42 42
141 43 5f 42 52 54 52 4F 29 AF 4e 91 88 4F 29 78 4e
Property Identifier: object-name (77) 91 8@ 4F 29 79 48 75 2@ 8@ 52 65 Ge 65 73 6L 73
{081 28 45 6c 65 63 74 72 6F 6Ge 6O 83 73 28 43 6F 72
v Object Name 78 6f 72 61 74 59 6F 62 4F 20 78 4 22 27 BF 4F

29 46 42 75 @Ff @8 52 Sa 4e 32 4c 5F 42 42 43 5F
42 52 54 52 4F 29 2Zc 4e 75 @6 @@ 31 2e 39 Ze 30
4 29 @c 4e 75 @6 BB 31 2e 3@ 2e 3@ 4F 29 B2 4e

Object Name: RZIN2L_BACnet_Solution_BBC_BRTR
Application Tag: Character String, Length/Value/Type: 31

String Character Set: ANSI X3.4 / UTF-8 (since 2818) (8) 21 81 4F 29 8b 4e 21 17 A4F 29 61 de 85 88 87 97
141 @b c8 28 £9 8@ 8@ 4F 29 6@ 4e B5 89 81 ac al 58
Property Identifier: cbject-type (79) 82 00 90 3@ 3@ 4F 29 4c 4c c4 B2 00 0@ @a c4 @e
{I4] 80 B2 @1 c4 9e B2 B2 B2 4 0D GO B8 B2 c4 D6 2O
object-type: device (8) 86 61 c4 BB B9 B8 BB c4 BB B9 68 A1 c4 Bl BB BO
4] 8@ c4 @1 8 22 81 c4 81 40 92 8 c4 8l 48 88 8l

c4 B3 c@ B8 99 c4 84 @ BB B8 c4 B84 B 99 8L cd

Property Identifier: system-status (112) @5 B8 B8 B8 c4 @2 5@ @@ ©8 c4 Oc 0@ @8 B0 c4 BC

{41 @0 B2 @1 c4 D4 40 B0 @@ 4F 29 3e 4e 22 01 e@ 4F
system-status: operational (@) 29 6b d4e 91 83 4F 29 8b de 22 @b b8 4F 29 49 de
4] 21 @3 4F 29 le 4 c4 82 90 9@ 9@ 21 @8 65 85 ce
Property Identifier: vendor-name (121) ad 8a 14 ba <@ c4 82 98 8@ 64 21 8@ 61 81 4F 29
(141 9b 4e 21 83 4F 29 4B 4e 21 7 4F 29 3F 4e 21 61

' 4f 29 1c 4e 75 le BB 52 65 Be 65 73 61 73 28 52

wvendor-name: UTF-8 'Renesas Electronics Corporation
Sa 4e 31 4c 5F 42 41 43 Be 65 74 5F 53 6Ff 6c 75

4] . o 74 69 6F be 4F 29 39 4= b4 Be 16 Bl 6@ 4F 29 77
Property Identifier: vendor-identifier (128) 4e 32 Fd =4 4F 29 38 42 34 Tc 81 16 @1 4F 29 18
{41 4e 18 4 20 3a 4e 75 @c 0@ 54 6F 6b 79 6F 2c 4a
vendor-identifier: (Unsigned) 9999 v 61 78 B1 e 4F 29 98 4e 4F 1f
< > < >
O 7 {-%39b 11 <live capture in progress> Packets: 5859 - Displayed: 70 (1.2%) Profile: Default

Fig.4-61 Capture ReadPropertyMultiple device,10 all
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4.5.6 WriteProperty

Click Object Access > WriteProperty from the service tree displayed in the previously used dialog. Select the
Object ID then click OK. In the example, the multi-state-value,0 object is selected.

P | BULCl | NPCI | Confirmed-Request WriteProperty

Object ID

Property

Array Index

Value

Priority

[BACnstport

B

3 BULL

(£ Network

(£ Alarm and Event
03 File Access

=4 Object Access

|
—

Al

Object ID

An object identifier is made of two components: an object type and
an instance number.

Obiject Type

Feserved Tppe |19 Fieserved types range 0127

Wendar Type “endor Types range 1281023

\nstance@ Instance range 0.41943032

Here iz how the value can be entered directly:

mlti-state-value, 0

X

ddListElement
hangelist-Error

eadProperty-ACK

eadPropertyMultiple
eadPropertyMultiple-ACK

‘WritePrope:

VT opertyl

ritePropertyMultiple-Error
I Remote Device Management

Virtual Terminal

[

0Object 1D required

(21 Simple/Segment ACK

Close ‘

Fig.4-62 WriteProperty parameters(1)

Next, select present-value from Property pull-down list.

object-ty|

out-of_
S >
Pricrity Pty ==y

profile-name
property-list

reliability
reliability:

status-fla

relinquish-default
state-text

time-delay b

WriteProperty
P | Bva | NPCl | Confirmed-Request WriteProperty
ObjectID  [multi-state-value 0 ID..
—

Property |prEsEnt—vaIuE ‘ -
notify-type ~

Array Index number-of-states

object-identifier

- object-name

pe

-evaluation-inhibit

gs

X

[BACRetport

[

(23 BVLL

[0 Metwork

[C Alarm and Event
[C File Access

2 Object Access
ddListElement

eadPropertyMultiple
eadPropertyMultiple-ACK
eadRange
emovelistElement
WriteProperty
WritePropertyMultiple
WritePropertyMultiple-Error
[C3 Remote Device Management
(3 Virtual Terminal

(I3 Simple/Segment ACK

>

0019553E 3F

COAG0A04 BACOET10A 00130104 D005430F ODCOACOOO

l—;| Send

Send & Close |

Close |

Fig.4-63 WriteProperty parameters(2)
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Next click Any....By clicking Add in the pop-up dialog, Null is displayed. With this Null selected, choose the
data type from the Type pull-down menu. In the example, Unsigned, which is a multi-state-value data type, is

selected.

Object ID
Property

Array Index

Priority

P | BVl | NPCI | Confirmed-Request WriteProperty

0019553E 3F

COABOAS4 BACOG10A 00130104 0005630F OCOATTOT

|BACnetport =
= -
E3 BVLL
ABSTRACT-SYNTAX. &Type X
t
multi-state-value, 0 | Contexl‘ Data
present-value pent
Remove i
it
t-ACK
——— < > i
fy
Type [l - fty-ACK
Hull A EyMultiple
Context
Walue 1gre
Real Element
Double
Octet Sting fty
Character Shing riyMultiple
E:E:"’:g' g riyMultiple-Error
Date g Remote Device Management
EIE'_'E ¢ e 0 Virtual Terminal
Dpfgng $’;;'e' [ Simple/Segment ACK ©
Closing Tag hd
[ - Send
Close Send & Close |

Fig.4-64 WriteProperty parameters(3)

Input the Value of the popup dialog. For this sample software, the setting range of multi-state-value is 1 to 3.
Also, multi-state-value must be greater than 0 at all times. Furthermore, the data type of each property is
strictly defined one by one in the standard, so the data type displayed in the Type pull-down menu must be
appropriately selected according to the standard. Refer to [12 MODELING CONTROL DEVICES AS A

COLLECTION OF OBJECTS] in the standard.

Remove

ABSTRACT-SYNTAX. BType
Type | Context| Data
Unszigned 2102
< >
Type |Unsigned ﬂ
Context
Walue @
Cx D o |

Add

e |

Fig.4-65 WriteProperty parameters(4)
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Then click Send.

WriteProperty - x
P |Bvicl | NPCI | Confirmed-Request WriteProperty |BACnetport -
(= ~
(0 BvLL
L1 Network
(£ Alarm and Event
Object ID multi-state-value, 0 ID... (L File Access
= Object Access
Property |present-va|ue j
Array Index |
Value Any...
Priority ’7
WritePropertyMultiple
WritePropertyMultiple-Error
L Remote Device Management
(£ Virtual Terminal
(L1 Simple/Segment ACK ¥
CDABDAS4 BACOB10A 00150104 0005630F OC04C000 =
0019333E 21023F —
Close | Send & Close |

Fig.4-66 WriteProperty parameters(5)

The following example shows a request from a VTS client to change the present-value property of a multi-
state-value,0 object by the WriteProperty service and the Simple-Ack response from the B-SS server.

£ Capturing from £ ~H3%yh 11 _ _ i

Eile Edit VWiew Go Capture Analyze Statistics  Telephony  Wireless  Jools  Help

md e RE R &= s Eaqanm
|ﬂ |bacnatur bvlc or ntp |ﬂ '] +
Mo, Time Source Destination Protocol Length  Info ~
6832 14:38:55.912744 192.168.10.28 192.168.18.1@ BACnet-APDU 63 Confirmed-REQ writeProperty[ 79] multi-state-value,® present-value
6835 14:38:55.928961 192.168.16.16 192.168.18.28 BACnet-APDU 68 Simple-ACK writeProperty[ 79] w
< >
Frame 8832: 63 bytes on wire (584 bits), 63 bytes captured (584 bits) on interface \Di 74 98 58 18 f9 ed Jc c2 cB 1lc Y9a fe B3 @8 45 @8 t. A
Ethernet II, Srec: TPLink_1c:9a:fe (7c:c2:c6:1c:9a:fe), Dst: RenesasElect_18:f9:ed (74 68 31 e3 b7 00 00 86 11 00 00 cO a8 Ga 14 c@ aB 1
Internet Protocol Version 4, Src: 192.168.10.28, Dst: 192.168.18.18 g: g; 2: ;2 ga ;g ag ég gg 23 gé ga 2? ég gi 24 j
User Datagram Protocol, Src Port: 47888, Dst Port: 47888 c c &

BACnet Virtual Link Control
Building Automation and Control Network NPDU
~ Building Automation and Control Network APDLU

8888 .... = APDU Type: Confirmed-REQ (@)
. 8888 = PDU Flags: 8x@
. B8 = Max Response Segments accepted: Unspecified (@)

. B811 = Size of Maximum ADPU accepted: Up to 488 octets (Fits in an ARCNET fra
Invoke ID: 79
Service Choice: writeProperty (15)
ObjectIdentifier: multi-state-value, @
Property Identifier: present-value (85)

i3]

Present Value (uint): 2

HED|
< > € >
QO 7 i-Hzubi: <live capture in progress> Packets: 6077 - Displayed: 74 (1.2%) Profile: Default

Fig.4-67 Capture WriteProperty multi-state-value,0 present-value
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4.5.7 WritePropertyMultiple
Click Object Access > WritePropertyMultiple from the service tree displayed in the previously used dialog.
Select an object by clicking Add, ID... in Object ID, and then click OK.

In the example, the procedure for verifying the operation of ConfirmedEventNotification from B-BC to VTS
clients by using the WritePropertyMultiple service is provided. The notification-class,0 object is selected in
Fig.4-68.

P | BViCI | NPCI | Confirmed-Request WritePropertyMultiple | [MyPort |
Object ID [ ~E AddListElement -
analog-input, 0 - [E Changelist-Error
@ CreateObject
_Remoe ||| @ Cromcomet ack

| CreateObject-Error

Object ID X

| _ An objsct identifisr is made of two components: an object type and ACK
Object D |analeg-input, 0 ) =ninstance number ultiple

ultiple-ACK

Object Type CUETEE TR

Property [ index [ value [ Prior.
Feserved Type |15 Feserved types range 0,127 ment
Vendor Type Vendor Types range 128..1023 Multiple
Multiple-Error
Instance ( f ) Instance rangs 04184303 anogement
| nicationContro
| Here is how the value can be entered directly: fMessage

notification-class, 0

Property Indel .
extMessage
Value Priority | |
(= >
COABOADA BACO310A 00110104 00035010 0C000000 Histary:0 = Send

DO1ETF
Close | Send & Close |

imeSynchrenization e

Fig.4-68 WritePropertyMultiple parameters(1)

Click Add on Property and select ack-required. Clicking on "Any..." will display a dialog box for selecting
the data type. Click Add and select a data type from Type. Click "Set..." to display the corresponding dialog
and select a value. Click OK to close the respective dialog.

In the example, the data type EventTransitionBits is selected, and all three event notification conditions are

selected.

WritePropertyMultiple - X
P |BVO | NPQ | Confimed-Request WiitePropertyMultiple | [MyPort -
Object 1D ‘ Add -8 AddListElement A
-[#| Changelist-Error

notification-class, 0

- [l CreateObject
smave [l CreateObject-ACK

R CreateObject-Error
¥ R DeleteObject
¥/ [E8] ReadProperty
eadProperty-ACK

Object ID notification-class, 0 ID...
eadPropertyMultiple-ACK
Property ‘ Index ‘ Value ‘ Prior... | ) ReadRange

ack-required 8205E0 - RemovelistElement
Remove --[E] WriteProperty

‘WritePropertyMultiple
ﬂ [E8] WritePropertyMultiple-Error

=3 Remote Device Management
ﬂ -8 DeviceCommunicationContro
onfirmedTextMessage
Am

—— [ -Have
Property ‘ o| M= () ReinitializeDevice
= — B UncenfirmedTextMessage
Value ‘ Priority B TimeSynchrenization w

< >

COARDADA BACOAT0A 00160104 00035210 0CO3COOD istory:0 <] Send

O01E0R01 2ERZNSED 2F1F
Close | Send & Close |

eadPropertyMultiple

Fig.4-69 WritePropertyMultiple parameters(2)
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P | BVLG | NPQ | Confirmed-Request WritePropertyMultiple | [MyPort -
L —
Object ID | Hlement "
notification-class, 0 "_St'E"D'
Tupe [ Context | Data "“J_ECt
EventTiansiion... 820560 pject-ACK
= bject-Error
Femave pect
perty
- perty-ACK
Object ID notification-class, 0 pertyMultiple
Y
< > pertyMultiple- ACK
Property ‘ Index | Value P — ige
ack-required B205ED Type CEventTransitionBits ~D listElement
\perty
Context
ories ipertyMultiple
Value | Set. ipertyMultiple-Error
ica bManagement
BACnet EventTransitionBits X leationContro
Ok essage
[ to-offrormal 1'
Property |Eck-requwred j Index W tofault Cancel | E
v to-narmal tMessage
Value Any... Priority tion v
>
COABDAOA BACOATDA 00180104 00035010 0CO3CO00 Hitory0 ] Send

001EA%01 ZEB205E0 2F1F

Close | Send & Close |

Fig.4-70 WritePropertyMultiple parameters(3)

As well, click on Add in Property and select recipient-list.

In the example, the data type Destination is selected, the event recipient is VTS(device,0), Ack from VTS is
available, all three event notification conditions are selected, and the start and end of the validity period are
set.

P | Bvic | NPCI | Confirmed-Request WitePropertyMultiple | MyPort -

-[E AddListElement Al
[ Changelist-Error
-.[E CreateObject

Object ID | Add

notification-class, 0
Remove

ABSTRACT-SYNTAX.&Type X

Type | Eontextl Data

: Pr— Destination S20MFEB40EZ... »
Object ID |nc>t| ication-class, 0 ID... A)
ACK

Property | Index | Value | Prior... | Femove

ack-required 8205E0
recipient-list
L4 >
P -Error
Type ( [Diestination ) j Ent
Contro
Context e
Walue ‘ Set... ’

Property recipient-list - > Index r .

0K | Cancel | lage |

e C_Ame priry [ |
~

||( >

COABOADA BACOE10A 001C0104 00035010 DCOSCOO0 History:0 - Send '

DO01E0901 2EB205E0 2F09442E 2F1F |
Close | Send & Close | |

Fig.4-71 WritePropertyMultiple parameters(4)
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BACnet Destination

* device

device, 0

" address

Metwoark, Humber |

AL Address |

v izzueConfirmedM otifications

V¥ TOFAULT

V¥ TO-MNORMAL

walidD ays and time

Cancel

Fig.4-72 WritePropertyMultiple parameters(5)

Furthermore, click on Add in Property and select priority. Finally, click Send.
In the example, the data type PriorityArray is selected and the priorities (255: lowest) corresponding to the

three notification conditions are set.

WritePropertyMultiple

13 | BvLcl | NPCI | Confirmed-Request WritePropertyMultiple ]

Object ID [

notification-class, 0

Object ID |notr’icatuon-class o ID...
Property | Index | Value | Prior...
ack-required 8205E0
recipient-list 8201FEB40EZD1000B410...
priority 21FF21FF21FF

— x
[MyPort -
B8 AddListElement ~

Add
.. Changelist-Error

[l CreateObject
-.[E] CreateObject-ACK
-..[E) CreateObject-Error
¥ .[El DeleteObject
¥ -..[E] ReadProperty

& ReadProperty-ACK
[l ReadPropertyMultiple

[E ReadPropertyMultiple-ACK
Add -.[#] ReadRange

[E8 RemovelistElement
[ WriteProperty

B WritePropertyMultiple

f¥ ..[ 8 WritePropertyMultiple-Error
=3 Remote Device Management
..[#8] DeviceCommunicationContro
-.[E ConfirmedTextMessage
[ 1-Am
-[E I-Have
..[E] ReinitializeDevice
-[E UnconfirmedTextMessage

Remaowve

Remove

il

¥

Value «P Priority & TimeSynchronization o
< B >
COABOADA BACOB10A DO3E0104 00035210 OCO3CO00 [History:0 <]
D01E0901 2EB205ED 2F09662E 8201FEBA DEZD 1000 Istary =
Close | Send & Close |

Fig.4-73 WritePropertyMultiple parameters(6)
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ABSTRACT-SYNTAK.&Type X

Type ‘ Eontexll [Diata

Prioripbnay ZAFFZIFFZIFE
Femove

BACnet PriorityArray X
{ >
P —— Priorityt/alue 0 < add >

Tupe ( Fricritwdray ) ﬂ F’r!ont}l\f’alueT

Pricrity/alue 2
Contexst Delete
Walue | Set.. '

BACnet PriorityValue b4 Modify

( Ok ) Cancel |
il

" real
)
" binany -
alue
" constructedyalue

Fig.4-74 WritePropertyMultiple parameters(7)

Next, select the old value (notification-class,0) once set for the Object ID and click Remove to delete the old
setting. Select the object by clicking on the new Object ID Add, ID..., in that order, and click OK.

In the example, the analog-input,0 object is selected (Fig.4-82). Click Add in Property and set out-of-
service=true and present-value=-0.1 (Fig.4-76) With this setting, you can confirm that the event notification
occurs just below the LowLimit property value (0.0) of the OutOfRange event algorithm. Incidentally, an
event notification will also occur if the HighLimit property value (100.0) is exceeded. Finally, click Send.

WritePropertyMultiple - *
P |80 | NPQ | Confirmed-Request WritePropertyMultiple | [MyPort -
Object ID | Add :Q AddLile!Ement A
Tl il ChangeList-Error
= ) CreateObject
emove {#) CreateObject-ACK
&) CreateObject-Error
ﬂ ) DeleteObject
ﬂ ﬁ ReadProperty
[ ReadProperty-ACK
Object D |analog-input, 0 o | &) ReadPropertyMultiple
) ReadPropertyMultiple-ACK
Property ‘ Index | Value ‘ Prior... I Add B ReadRange
out-of-service 1" 2 .
R ListEl it
present-value 44BDCCCCCD re— g Winebroperty
= WritePropertyMultiple
ﬂ = WritePropertyMultiple-Eror
=3 Remote Device Management
ﬂ &) DeviceCommunicationContro
&) ConfirmedTextMessage
& -Am
& I-Have
Property [present-value || Slindex @ ReinitializeDevice
&) UnconfirmedTextMessage
Value Any... Priority | ) TimeSynchronization v
<l >
COABODAOA BACDB10A 001F0104 D0035A10 0CO0000D \His’rory:ﬂ j | Send l
001E09S1 2E112F09 S52E44BD CCCCCDZF 1F
Close | Send & Close |

Fig.4-75 WritePropertyMultiple parameters(8)
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ABSTRACT-SYNTAX.&Type x ABSTRACT-SYNTAX.&Type X
Type | Context | Data T, | Contest | Data
Boolean n 44BDCCCCCD
Add Add
Remove Remove
< < >
Type EBnnIun j Type [Real LI
Contest Contest
Value [Ilud ! Value [-[I.1 00000 I
k| Concel | ok | Concel |

Fig.4-76 WritePropertyMultiple parameters(9)

Below is the packet capture for this. The notification-class,0 object and analog-input,0 object are set by the
WritePropertyMultiple service from the VTS client. Then, ConfirmedEventNotification service is requested
from the B-BC server and the VTS client returns an Ack.

& Capturing from 1% 33k 11 - [m} x
File Edit View Go Copture Analyze Statistics Telephony Wireless TIocls Help
md® RERe=2ZF L5
[ [bacnet or bulc orntp = -]+
No. Time Source Destination Protocol Length  Info &
13876 18:16:37.417531 192.168.18.20 192.168.10.1@ BACnet-APDU 67 Confirmed-REQ writeProperty[ 4] notification-class,® priority
13877 18:16:37.456525 192.168.10.10 192.168.10.20 BACnet-APDU 6@ Simple-ACK writeProperty[ 4]
13878 18:1 459917 192.168.10.20 192.168.10.1@ BACnet-APDU 85 Confirmed-REQ writeProperty[ 5] notification-class,® recipient-list device,®@
13879 18 .586583 192.168.10.1@ 192.168.10.20 BACnet-APDU 6@ Simple-ACK writeProperty[ 5]
13880 18 .512881 192.168.19.2@ 192.168.10.10 BACnet-APDU 63 Confirmed-REQ readPropertyMultiple[ 6]
13881 18: .356538 192.168.10.1@ 192.168.10.20 BACnet-APDU 96 Complex-ACK readPropertyMultiple[ 6]
13884 18 818347 192.168.10.20 192.168.10.10 BACnet-APDU 61 Confirmed-REQ readPropertyMultiple[ 7]
13885 18: .842195 192.168.10.1@ 192.168.10.20 BACnet-APDU 269 Complex-ACK readPropertyMultiple[ 7]
13897 18 3.632625 192.168.10.20 192.168.10.18 BACnet-APDU 68 Confirmed-REQ writeProperty[ 8] analog-input,® present-value
13898 18 3.673395 192.168.10.10 192.168.10.20 BACnet-APDU 68 Simple-ACK writeProperty[ 8]
13899 18 3.68@801 192.168.10.20 192.168.10.10 BACnet-APDU 61 Confirmed-REQ readPropertyMultiple[ 9]
13909 18:17:83.723645 192.168.10.10 192.168.10.20 BACnet-APDU 269 Complex-ACK readPropertyMultiple[ 9]
13901 18:1 4.853937 192.168.10.10 192.168.10.255 BACnet-APDU 68 Unconfirmed-REQ who-Is @ @
13982 18:1 4.e54682 192.168.10.20 192.168.10.255 BACnet-APDU 67 Unconfirmed-REQ i-Am device,®
13983 18:17:84.063367 192.168.1@.1@ 192.168.10.28 BACnet-APDU 134 Confirmed-REQ confirmedEventNotification[ 1] device,1@ analog-input,@
L 13904 18:17:04.115347 192.168.10.20 192.168.10.10 BACnet-APDU 51 Simple-ACK confirmedEventNotification[ 1] "
< >
~ Building Automation and Control Network APDU ~ Fc c2 c6 1c 9a fe 74 08 50 18 f9 e=d 08 00 45 88 | t
8009 .... = APDU Type: Confirmed-REQ (@) 80 73 G0 14 0@ 80 FF 11 25 2 c@ a8 @a 83 c@ a8  x
. @20@ - PDU Flags: @x@ ©a 14 ba c@ ba c@ 80 64 2a a7 81 @a 8@ 5c @l 4
_ . fes 9@ 83 @1 92 29 @2 lc @2 00 9@ 93 Ic 90 @0 @0 ee
.@89 .... = Max Response Segments accepted: Unspecified (8) e 26 a4 7c 81 16 81 b4 12 11 @3 @8 2F 3F 49 89 .
. @ell Size of Maximum ADPU accepted: Up to 488 octets (fits in an ARCNET frame) 59 £ 59 @5 7d 12 B8 47 &F 65 73 20 74 6F 28 6c  Y-i-}
Invoke ID: 1 6f 77 2@ 6c 69 6d 69 74 B89 B@ 99 @1 a9 @8 b3 B4  ow limi
Service Choice: confirmedEventNotification (2) ce Se @c bd cc cc cd la @4 9@ 2c @@ 8@ @8 @0 3c ~
ProcessIdentifier: @ 82 @8 8@ B8 S5F cf —
ObjectIdentifier: device, 1@
ObjectIdentifier: analog-imput, @
{[3]
{r21
date time:
rz]
&)
Notification Class: (Unsigned) 8
priority: (Unsigned) 255
Event Type: out-of-range (5)
message Text: UTF-8 'Goes to low limit'
Notify Type: alarm (@)
ack Required: TRUE
From State: normal (@)
To State: low-limit (4)
{[12]
~ notification parameters (5) out-of-range
{[51
exceeding-value: -2.180808 (Real)
status-flags: (Bit String) (TFFT)
deadband: @.808800 (Real)
exceeded-limit: ©.000008 (Real)
51
ra2]
v
< > < >
O & {-HFyb 1% <live capture in progress> Packets: 14006 - Displayed: 409 (2.9%) Profile: Default

Fig.4-77 Capture WritePropertyMultiple and ConfirmedEventNotification
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4.5.8 SubscribeCOV

Click Alarm and Event > SubscribeCOV from the service tree displayed in the previously used dialog.
The Subscribe Process ID is used to identify the COV client, i.e., the process in the VTS. This ID is used
by the B-SS server to identify which COV client it is when the COV notification is made or when the
subscribe is canceled. The value 0 is reserved and is used for the COV notification to be made when
there is no subscriber. The COV server uses it to broadcast the outdoor air temperature etc.

The Monitored Object ID is used to specify the object that holds the property to detect changes in value.
Issue Confirmed Notifications are specified as True/False. If True, the COV client specify a
ConfirmedCOVNotification to the COV server. When the COV client receives a COV naotification, it
returns Ack response to the COV server. The COV server does not send the next COV notification
before receiving the Ack. If False, UnconfirmedCOVNotification is specified.

Lifetime is the subscribe period and the unit is minutes. The COV server will not notify the COV client
corresponding to the Subscribe Process ID after the Lifetime has elapsed. If this parameter is left blank,
it indicates an indefinite period of time. If the COV client cancels the subscribe, both Issue Confirmed
Notifications and Lifetime should be left blank.

Click Send to send a SubscribeCQOV service request. then click Send.

In the example, an analog-input,0 object is selected that is assigned the input value of the air velocity sensor,
and an unconfirmed COV natification is specified for an indefinite period of time. Fig.4-78 selects B-SS as
the destination for the SubscribeCOV service request, the same as in Fig.4-46.

SubscribeCOV - *
P BULCI NPCl | Confirmed-Request | SubscribeCOV |MyPort -
(C Metwork -
Version ﬂ =3 Alarm and Event

----- Bl Acknowledgedlarm
----- [ ConfirmedCOVNotification

v DMET/DLEN/DADR Present B UnconfirmedCOVNotification
DNET 2 Hex B GetAlarmSummary
----- B GetAlarmSummary-ACK
DADR | j |81 ----- [ ConfirmedEventNotification
Hop Count 255 e B UnconfirmedEventMotificatiol

----- [E GetEnrollmentSummary
----- B GetEnrollmentSummary-ACK

[~ SMET/SLEN/SADR Present | [E GetEventinformation

----- B GetEventinformation-ACK
SNET Hex ... SubscribeCOV
SADR l—_l ’— ----- B SubscribeCOVProperty
=3 File Access

----- [ AtomicReadFile

----- [E8) AtomicReadFile-ACK

----- B8 AtomicWriteFile

Priority ’07 ----- B AtomicWriteFile-ACK

=3 Object Access

----- [E8) AddListElement

----- [E Changelist-Error w
<N >

C0ABDADA BACDR10A DD180124 DODZ0181 FFOOOSSC > Send
050%011C 00000000 2900
Close | Send & Close |

[+ Data Expecting Reply

Fig.4-78 Select SubscribeCOV destination (B-SS)
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SubscribeCOV - X

P | Bucl | NPCI | Confirmed-Request SubscribeCOV [MyPort |

>

AcknowledgeAlarm
ConfirmedCOVMotification
UnconfirmedCOVNetification
GetAlarmSummary
GetAlarmSummary-ACK
ConfirmedEventNotification
UnconfirmedEventMotificatiol
GetEnrollmentSummary
GetEnrolimentSummary-ACK
GetEventinformation
antlpformation-ACK

Subscriber Process ID @

g
Monitored Object ID Clanalog-input, 0 ID..
———
Issue Confirmed Notifications
Lifetime @

UDsCNBeC U VProperty
4 File Access
AtomicReadFile
AtomicReadFile-ACK
AtomicWriteFile
AtomicWriteFile-ACK
=3 Object Access

AddListElement
Changelist-Error w
>
COABIAQA BACOBI0A 00160124 00020161 FFODO3SC 3
05090711C: 0000000 2900 —
Close | Send & Close |

Fig.4-79 SubscribeCOV parameters

The following shows a request from a VTS client to detect changes in the property value of an analog-
input,0 object by the SubscribeCOV service and a Simple-Ack response from the B-SS slave. The present-
value and status-flags property values are notified by the UnconfirmedCOVNotification service from the B-
SS slave that detected the air speed change. Time remaining indicates the remaining time of the subscribe
period, but it returns 0.00.00 because an indefinite period is requested.

£ Capturing from =#Fubk 11 - [} *
File Edit View Go GCapture Analyze Statistics Telephony Wireless Tools Help
A @ RE | as=ZF &5 Qe
[ |ba(netnrbv\cnrntp ‘[3 '}+
No. Time Source Destination Protocol Length  Info ~
14819 18:43:24.286306 192.168.1@.28 192.168.10.18 BACnet-APDU 66 Confirmed-REQ subscribeCOV[ 91] analog-input,@
14821 18:43:24.478281 192.168.18.18 192.168.18.28 BACnet-APDU 6@ Simple-ACK subscribeCOV[ 91]
14822 18:43:24.868387 192.168.18.18 192.168.16.28 BACnet-APDU 86 Unconfirmed-REQ unconfirmedCOWNotification device,18@ analog-input,® present-value status-flags
14841 18:43:48.892086 192.168.18.10 192.168.18.20 BACnet-APDU 86 Unconfirmed-REQ unconfirmedCOVNotification device,18® analog-input,® present-value status-flags
14843 18:43:50.872153 192.168.10.189 192.168.10.28 BACnet-APDU 86 Unconfirmed-REQ unconfirmedCOWMotification device,18@ analog-input,® present-value status-flags
14845 18:43:52.852435 192.168.18.18 192.168.10.28 BACnet-APDU 86 Unconfirmed-REQ unconfirmedCOWMotification device,188 analog-input,® present-value status-flags
14847 18:43:54.832468 192.168.1@.18 192.168.10.28 BACnet-APDU 86 Unconfirmed-REQ unconfirmedCOWMotification device,18@ analog-input,® present-value status-flags
14849 18:43:56.812668 192.168.18.18 192.163.16.28 BACnet-APDU 86 Unconfirmed-REQ unconfirmedCOVNotification device,18@ analog-input,® present-value status-flags w
< >
Frame 14849: 86 bytes on wire (688 bits), 86 bytes captured (688 bits) on interface \Dewice\NPF_{1B57 7c c2 ch lc 9a fe 74 92 5@ 1@ 9 ed @8 @0 45 @@ | t P
Ethernet II, Src: RenesasElect_1@:F9:ed (74:90:5@:1@:¥9:ed), Dst: TPLink 1c:9a:fe (Fc:c2:c6:lc:fa:fe) 86 43 @@ 2d 8@ 8@ fFf 11 26 89 c@ a8 #a Ba cB ad H-- &
Internet Protocol Version 4, Src: 192.168.19.18, Dst: 192.168.10.20 g; ég ;i ;2 ';; ;g gg S‘; zi gg gé g; gg gz gé gg 4 qu ]
User Datégram Pr'?tocol, Src Port: 47888, Dst Port: 47888 90 BB 30 OGP 42 B9 55 Je 44 e 22 67 38 2f 00 6F 9.N.U. D> .2g
BACnet Virtual Link Centrol 2e 82 @4 98 2f AF . 70
Building Automation and Control Metwork NPDU
v Building Automation and Control Network APDU
@@81 .... = APDU Type: Unconfirmed-REQ (1)
Unconfirmed Service Choice: unconfirmedCOVMotification (2)
ProcessIdentifier: 1
Deviceldentifier: device, 188
ObjectIdentifier: analog-input, @
Time remaining: (hh.mm.ss): 8.88.88 (indefinite)
v list of Values:
1041
Property Identifier: present-walue (85)
121
v Present Value (real): 8.317193746566772
Application Tag: Real (ANSI/IEE-754 floating point), Length/Value/Type: 4
121
Property Identifier: status-flags (111)
121
status-flags: (Bit String) (FFFF)
121
141
< bIES >
O 7 {-%Fyk 11 <live capture in progress> Packets: 15393 - Displayed: 456 (3.0%) Profile: Default

Fig.4-80 Capture SubscribeCOV and UnconfirmedCOVNotification
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The following shows a SubscribeCQOV service request from a VTS client with Issue Confirmed Notifications
set to True and a Simple-Ack response from the B-SS slave. ConfirmedCOVNortification service notification
is sent from the B-SS slave that detected the air velocity change, and the COV client responds with a
Simple-Ack.

A Capturing from A —#Fu b 11 - ] x

Eile Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

md® RE ] &= T L= SRS RE ]
[A [bacnet or bvic or ntp BE -+
No. Time Source Destination Protocol Length Info )
15558 19:85:48.359952 192.168.18.28 192.168.18.18 BACnet-APDU 66 Confirmed-REQ subscribeCOV[ 92] analog-input,®
15562 19:85:48.565384 192.168.1@.10 192.168.10.20 BACnet-APDU 68 Simple-ACK subscribeCOV[ 92]
15563 19:85:48.738181 192.168.1@.18 192.168.10.20 BACnet-APDU 88 Confirmed-REQ confirmedCOVNotification[ 1] device,18@ analog-input,® present-value status-flags
| 15564 19:85:48.731267 192.168.18.28 192.168.18.255 BACnet-APDU 56 Simple-ACK confirmedCOVNotification[ 1]
‘ 15575 19:85:48.865791 192.168.1@.10 192.168.10.20 BACnet-APDU 88 Confirmed-REQ  confirmedCOVNotification[ 2] device,1@@ analog-input,® present-value status-flags
| 15576 19:85:48.866748 192.168.18.28 192.168.18.255 BACnet-APDU 56 Simple-ACK confirmedCOVNotification[ 2]
‘ 15578 19:85:5@.785714 192.168.18@.18 192.168.18.28 BACnet-APDU 88 Confirmed-REQ confirmedCOVNotification[ 3] device,18@ analog-input,@ present-value status-flags
1 15579 19:85:58.786548 192.168.19.20 192.168.10.255 BACnet-APDU 56 Simple-ACK confirmedCOVNotification[ 3]
‘ 15581 19:85:52.761853 192.168.10.18 192.168.18.28 BACnet-APDU 88 Confirmed-REQ confirmedCOVNotification[ 4] device,18@ analog-input,® present-value status-flags
. 15582 19:85:52.761524 192.168.19.28 192.168.10.255 BACnet-APDU 56 Simple-ACK confirmedCOVNotification[ 4] t
< >
Frame 15581: 8B bytes on wire (784 bits), 88 bytes captured (784 bits) on interface \Device\NPF_{1B57B4 7c c2 c6 1c 9a fe 74 90 S0 10 F9 ed 08 6@ 45 @0 | t. P
Ethernet II, Src: RenesasElect_19:f9:ed (74:98:5@:18:¥9:ed), Dst: TPLink_lc:9a:fe (7c:c2:c6:1c:9a:fe) 86 4a 80 32 0@ @0 ff 11 26 @2 c@ a3 @a @a cb ad 3.2 &
Internet Protocol Version 4, Src: 192.168.10.18, Dst: 192.168.19.28 8a 14 ba c@ ba cB 88 36 28 7f 81 Ba 60 2e @1 B3 6
User Datagran protocol, Src Port: 47868, Dt Port: 47808 90 62 015106 63 02 01 09 01 1c G280 08 64 2c -
BACnet Virtual Link Control 99 6F 2e B2 84 8O If AT 0. /0
Building Automation and Control Network NPDU
+~ Building Automation and Control Network APDU
9090 .... = APDU Type: Confirmed-REQ (@)
. BBea = PDU Flags: Bx@
888 .... = Max Response Segments accepted: Unspecified (@)
. 8811 = Size of Maximum ADPU accepted: Up to 48@ octets (fits in an ARCNET frame) (3)
Invoke ID: 4
Service Choice: confirmedCOVNotification (1)
ProcessIdentifier: 1
DeviceIdentifier: device, 1@@
ObjectIdentifier: analog-input, @
Time remaining: (hh.mm.ss): ©.88.88 (indefinite)
v list of Values:
i[4]
Property Identifier: present-value (85)
i[2]
v Present Value (real): ©.8486363768577576
Application Tag: Real (ANSI/IEE-754 floating point), Length/Value/Type: 4
12}
Property Identifier: status-flags (111)
{21
status-flags: (Bit String) (FFFF)
2]
14l
< >||¢ >
O {-#%yk 1% <live capture in progress> Packets: 15680 - Displayed: 468 (3.0%) Profile: Default

Fig.4-81 Capture SubscribeCOV and ConfirmedCOVNortification
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4.5.9 ReinitializeDevice

Note) The ReinitializeDevice service resets the target device. When the debugger is connected, push the S3
RESET switch (red) on the RSK board to disconnect the debugger connection. If this service is executed
while the debugger is still connected, Ethernet communication will not be established after the B-SS reboots.

Restrictions) The following State parameters of ReinitializeDevice are not yet supported by the B-BC sample
software.

STARTBACKUP
ENDBACKUP
STARTRESTORE
ENDRESTORE
ABORTRESTORE

Click Remote Device Management > ReinitializeDevice from the service tree displayed in the previously
used dialog. Select Cold Start or Warm Start for State. Other options are selectable, but with the exception

of Activate Changes, the BACnet stack is not yet supported. (However, Activate Changes cannot be
selected from the VTS.)

Enter “filister” in Password and click Send.

ReinitializeDevice - X
P | BVLC | NPCI | Confirmed-Request ReinitializeDevice BACnetport M
ReadProperty Py
ReadProperty-ACK
ReadPropertyMultiple
[E8) ReadPropertyMulti
—————
onization
Who-Has
Whe-Is
UTCTimeSynchronization
< >
C0AB0ASA BACOBT0A 00170104 00056C14 09001009 -7 Send >
0086696C 69737465 72 -
Close ‘ Send & Close ‘

Fig.4-82 ReinitializeDevice parameters
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The following shows a VTS client requesting the ReinitializeDevice service and a Simple-Ack response
from the B-BC or B-SS. The B-BC or B-SS locally broadcasts I-Am services when it reboots.

& Capturing from 4 —#3y - 11 - O X

Eile Edit View Go Capiure Analyze Statistics Telephony Wireless Tools Help

Nae RE| ] & a aeemd
|ﬂ|bacnelnrlw\c or ntp |m 'l +
No. Time Source Destination Protocol Length Info ~
16167 19:23:27.392863 192.168.18.28 192.168.18.18 BACnet-APDU 65 Confirmed-REQ reinitializeDevice[ 93]
161768 19:23:27.393924 192.168.18.18@ 192.168.18.28 BACnet-APDU 68 Simple-ACK reinitializeDevice[ 93]
¢+ 16174 19:23:32.249457 192.168.10.18 192.168.18.255 BACnet-NPDU 68 I-Am-Router-To-Network
! 16175 19:23:32.252838 192.168.18.1@ 192.168.18.255 BACnet-APDU 67 Unconfirmed-REQ i-Am device,10 v
< >
Frame 16167: 65 bytes on wire (52@ bits), 65 bytes captured (528 bits) on interface \Dewvice\M 74 9@ 5@ 18 9 ed 7c c2 cB 1lc 9a fe @8 @8 45 @@ t-P |
Ethernet II, Src: TPLink_lc:9a:fe (7c:c2:c6:lc:9a:fe), Dst: RenesasElect_18:f9:ed (74:98:58:1 88 33 =3 44 00 @0 88 11 00 08 cd ad 8a 14 c@ ad 3D
Internet Protocol Version 4, Src: 192.1568.18.28, Dst: 1392.168.18.18 @z @a ba c@ ba c@ @@ 1f 95 9F 51 @a @@ 17 el o4
User Datagram Protocol, Src Port: 47888, Dst Port: 47888 32 23 5d 14 89 @2 1d 09 @@ 66 69 6c 69 73 74 63 ~ 1
BACnet Virtual Link Control
Building Automation and Control Network NPDU
~ Building Automation and Control Network APDU
@eee .... = APDU Type: Confirmed-REQ (@)
. 9282 = PDU Flags: @xe
.888 ... = Max Response Segments accepted: Unspecified (@)
. BB11 = Size of Maximum ADPU accepted: Up to 488 octets (fits in an ARCNET frame) (3)
Invoke ID: 93
Service Choice: reinitializeDevice (28)
reinitialized State Of Device: coldstart (8)
Password: UTF-8 'filister’
< > < >
O 7 {—#Fybk 11 <live capture in progress> Packets: 16288 - Displayed: 478 (2.5%) Profile: Default

Fig.4-83 Capturing ReinitializeDevice (to B-BC)

£ Capturing from £ -y 11 - ] >
Eile Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
made RE R &= ® a & i
|ﬂ|bacne'lmbv\c or ntp |B 'I +
Nao. Time Source Destination Protocol Length Info ~
16218 19:24:36.817357 192.163.18.28 192.168.18.18 BACnet-APDU 78 Confirmed-REQ reinitializeDevice[ 94]
16219 19:24:36.182315 192.168.10.1@ 192.168.19.28 BACnet-APDU 68 Simple-ACK reinitializeDevice[ 94]
16221 19:24:37.942649 192.168.10.10 192.168.10.255 BACnet-APDU 71 Unconfirmed-REQ i-Am device,le@ W
< >
Frame 16218: 78 bytes on wire (56@ bits), 78 bytes captured (568 bits) on interface \Dewvice\N| 74 98 58 18 9 ed 7c c2 cb lc 9a fe @88 8@ 45 6@ t-P |
Ethernet II, Src: TPLink_lc:9a:fe (7c:c2:c6:1c:9a:fe), Dst: RenesasElect_106:f9:ed (74:98:58:1 06 38 =0 46 60 06 80 11 06 @0 c@ a8 8a 14 cB a3 8-F
Internet Protocol Version 4, Src: 192.168.10.20, Dst: 192.168.18.10 g; g; ;T ;g ';: ;S gg ;4 22 ;‘g‘ Sé g: gg é; gé é‘; $
e
User Datégram Pm?tucul, Src Port: 47888, Dst Port: 47888 Gc 69 73 74 65 72 lister
BACnet Virtual Link Control
Building Automation and Control Network NPDU
+ Building Automation and Control Network APDU
2eee .... = APDU Type: Confirmed-REQ (@)
. 8888 = PDU Flags: @x@
.888 .... = Max Response Segments accepted: Unspecified (8)
. 8811 = Sizre of Maximum ADPU accepted: Up to 488 octets (fits in an ARCNET frame) (3)
Invoke ID: 94
Service Choice: reinitializeDevice (28)
reinitialized State OF Device: coldstart (@)
Password: UTF-8 'filister’
< > < >
Q 7 A-txybn <live capture in progress> Packets: 16321 - Displayed: 479 (2.9%) Profile: Default

Fig.4-84 Capturing Rei

itializeDevice (to B-SS)
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4.5.10 DeviceCommunicationControl

Click Remote Device Management > DeviceCommunicationControl from the service tree displayed in the

previously used dialog.

In Time duration, enter the communication halt period in minutes.

Note: If Disable is selected, it requests to stop communication, but does not accept BACnet Protocol
Revision 20 or later. The server ignores the Disable request and sends an error PDU with ErrorClass
= SERVICES and ErrorCode = SERVICE_REQUEST_DENIED.

Selecting Enable requests the release of communication halt. Time duration is ignored.

Selecting Disable Initiation will stop notifications from the server, except for I-Am service. Ack

responses for service requests from clients are not stopped.

Enter “filister” in Password and click Send. In the example, Disable Initiation for an infinite period is selected.

DeviceCommunicationControl

P ‘ BVLCI | NPCI |Conf|rmed.aeque;1 DeviceCommunicationControl

Enable/Disable
" Enable

" Disable

@ Disable Initiation

Passwvla< filister >

COABOAFF BACOBT0A 00170104 00034611 19022D09

0066696C 69737465 72

MyPort -

=]

0 BVLL

3 Network

(3 Alarm and Event
1 File Access
1 Object Access
‘3 Remote Deyice Management

& I-Am
&l I-Have
&) ReinitializeDevice
& UnconfirmedTextMessage
& TimeSynchronization
& Who-Has
& Who-Is
= UTCTimeSynchronization
(1 Virtual Terminal
3 Simple/Segment ACK
L Errors

< >

Close | 3end & Clos

Fig. 4-85 DeviceCommunicationControl parameters(Disable Initiation)
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The following shows a request from a VTS client for the DeviceCommunicationControl service and
notification service from B-SS slave is stopped

(N0.565) notify the UnconfirmedCOVNotification service.

(N0.566) request Disable initiation.

(No.574) After Simple-Ack response, UnconfirmedCOVNotification service notification has stopped.
(No.623) request Who-Has service but not returned any I-Have service response.

(No.650) request Who-Is service

(No.653) returned I-Am service response.

(No.683) request Enable

(N0.685) resume UnconfirmedCOVNotification service notification.

L 43y n - u] X

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help

L REI] &= 1z Eacas

| |bacr|e¢arbvlc or ntp 1X] ']+

Ne. Time Source Destination Protocol Length Info )
561 @8:49:28.593827 192.168.18.1@ 192.168.18.28 BACnet-APDU 86 Unconfirmed-REQ unconfirmedCOVNotification device,18@ analog-input,@ present-value status-flags
563 ©3:49:30.574829 192.168.10.1@ 192.168.18.20 BACnet-APDU 86 Unconfirmed-REQ unconfirmedCOVNotification device,18@ analog-input,® present-value status-flags
565 ©8:49:32.55438@ 192.168.10.1@ 192.168.18.28 BACnet-APDU 86 Unconfirmed-REQ unconfirmedCOVNotification device,18@ analog-input,® present-value status-flags
566 @8:49:33.225748 192.168.18.28 192.168.18.18 BACnet-APDU 78 Confirmed-REQ deviceCommunicationControl[1@1]
568 @8:49:34.529367 192.168.18.1@ 192.168.18.28 BACnet-APDU 86 Unconfirmed-REQ unconfirmedCOVNotification device,18@ analog-input,@ present-value status-flags

578 ©3:49:36.509728 192.168.10.1@ 192.168.18.20 BACnet-APDU 86 Unconfirmed-REQ unconfirmedCOVNotification device,18@ analog-input,® present-value status-flags
574 88:49:38.544752 192.168.10.1@ 192.168.18.28 BACnet-APDU 68 Simple-ACK deviceCommunicationControl[1@1]

623 @8:51:84.465679 192.1638.18.28 192.168.18.1@ BACnet-APDU 68 Unconfirmed-REQ who-Has analog-input,@

658 @3:51:52.913895 192.168.108.20@ 192.168.18.255 BACnet-APDU 54 Unconfirmed-REQ who-Is

B51 88:51:52.935969 192.168.10.28 1592.168.18.255 BACnet-APDU 67 Unconfirmed-REQ i-Am device,®

652 88:51:52.964472 192.168.18.18@ 192.168.18.255 BACnet-APDU 67 Unconfirmed-REQ i-Am device,1@

653 @8:51:53.17919@ 192.1638.18.18 192.168.18.255 BACnet-APDU 71 Unconfirmed-REQ i-Am device,18@

683 ©8:52:42.410138 192.168.18.20 192.168.18.1@ BACnet-APDU 7@ Confirmed-REQ dewiceCommunicationControl[182]

684 28:52:42.622928 192.168.10.1@ 192.168.18.28 BACnet-APDU 68 Simple-ACK deviceCommunicationControl[1@2]

685 88:52:42.842786 192.168.18.18@ 192.168.18.28 BACnet-APDU 86 Unconfirmed-REQ unconfirmedCOVNotification device,18@ analog-input,@ present-value status-flags
687 @8:52:44.822954 192.1638.18.18@ 192.168.16.28 BACnet-APDU 86 Unconfirmed-REQ unconfirmedCOVNotification device,18@ analog-input,® present-value status-flags

689 ©8:52:46.803122 192.168.10.1@ 192.168.16.20 BACnet-APDU 8

o

Unconfirmed-REQ unconfirmedCOVNotification device,18@ analog-input,® present-value status-flags ¥

Frame 566: 7@ bytes on wire (560 bits), 7@ bytes captured (568 bits) on interface “Device\NPF_{1B57B4 74 90 5@ 18 F9 ed 7c c2 <6 lc 93 fe B8 88 45 @@ t.P |
Ethernet II, Src: TPLink_1lc:9a:fe (7c:c2:c6:1c:9a:fe), Dst: RenesasElect_18:F9:ed (74:98:58:18:F9:ed) 80 38 e9 57 00 60 80 11 ©0 00 cé aB @a 14 c@ ad 8-W
Internet Protocol Version 4, Src: 192.168.18.28, Dst: 192.168.18.18 S: S: zz ;? :: ;S Sg é‘; ﬁ i‘; Sé 2: SS é; gé é‘g‘ :
User Dat?gram Prgtocol, Src Port: 47888, Dst Port: 473888 Gc 69 73 74 85 72 lister
BACnet Virtual Link Control
Building Automation and Control Network NPDU
v Building Automation and Control Network APDU
8888 .... = APDU Type: Confirmed-REQ (8)
. 2288 = PDU Flags: @x@
.888 .... = Max Response Segments accepted: Unspecified (8)
.. @811 = Size of Mawximum ADPU accepted: Up to 438@ octets (fits in an ARCNET frame) (3)
Invoke ID: 181
Service Choice: deviceCommunicationControl (17)
enable-disable: disable-initiation (2}
Password: UTF-8 'filister'

< ||« >

O 7 wireshark_{—#3y} 1INQUH2 peapng Packets: 768 - Displayed: 88 (11.5%) Profile: Default

Fig.4-86 Capture DeviceCommunicationControl

RO1AN7237EJ0100 Rev.1.00 Page 93 of 156
Mar.25.2024 RENESAS




RZ/N2L Group BACnet Controller Sample Software

4.5.11 AtomicReadFile

Many BACnet devices contain configuration data set by vendor-specific configuration tools.

The AtomicReadFile service reads configuration data inside B-BC. The client saves the read data as a

backup file. Also, the saved backup file is transferred to B-BC by the AtomicWriteFile service, and B-BC
restores the received file data as internal configuration data. File contents and format are vendor-specific.

In the B-BC sample software, the configuration data (variable name: FlashData) is defined by the following

structure (FLASH_DATA_STRUCT) aligned with 4 bytes.

203 [pragma pack(4) <

204 typedef struct«

208 |{«

206 uint32_t CheckSum;+

207 FLASH_DATAE _ETHER _MAC emac; <

208 FLASH_DATA _BEMD_MAC bmac; <

204 FLASH_DATAE FD_LIFETIME fdsubscriptions
210 FLASH_DATA _BIP_WCODE mode; <

mn FLASH_DATA _BIP_WAC mac_bip;+

nz FLASH_DATA _MSTP_WAC mac_mstp;«
213 FLASH_DATA _NW_NUMBER mstp; <

214 FLASH_DATAE _NAME devn; <

215 FLASH_DATA_TNSTANCE devi;«<

216 FLASH_DATA _UTC utc;«

an FLASH_DATA _COS ohj [0BJ_MAX_008];+«
218 [JFLASH_DATA _STRUCT; «

219 [pragna pack ()«

Fig.4-87 FLASH_DATA_STRUCT FlashData

FlashData is allocated on the System RAM but is updated during operation and stored in the QSPI flash
memory by the xSPIO0 driver. Upon reset, the configuration data is read from the QSPI flash memory and

extracted into FlashData on the system RAM; see below for details on FlashData.

Fig.3-5 Memory layout
5.3 Initial Configuration Command
user\renesas\application\configurable property.c

user\renesas\application\configurable_property.h

From the service tree in VTS, click File Access > AtomicReadFile.
o File ID is the File object type and instance number.
Stream Access
e Start Position is the number of octets to start reading from the beginning of the file.
0 means the beginning of the file.
e Octet Count is the number of octets to be read from the file, starting from Start Position.
As shown in the example below, if a larger value is set, the actual file size is read.

Record Access
e Record-oriented file access is not supported.

RO1AN7237EJ0100 Rev.1.00 Page 94 of 156
Mar.25.2024 RENESAS




RZ/N2L Group BACnet Controller Sample Software

AtomicReadFile - X

P | BVLCI | NPCI | Confirmed-Request AtomicReadFile | [MyPort -]

ConfirmedEventNotification A
UnconfirmedEventMNotificatiol
GetEnrollmentSummary
GetEnrollmentSummary-ACK
GetEventinformation
GetEventinformation-ACK
SubscribeCOV
SubscribeCOVProperty

File ID

i~ Stream Acce:

Start Position < : s
Octet Count ‘m

rRecord Acc

Start Record ‘

AtomicWriteFile
AtomicWriteFile- ACK

3 Object Access

23 Remote Device Ma nagement
DeviceCommunicationContra.

Record Count

ConfirmedTextMessage

I-Am

I-Have

ReinitializeDevice
UnconfirmedTextMessage
TimeSynchronization

‘Who-Has “

COABDADA BACDB10A 00150104 00036B04 C4028000 | -
N00E3100 2201Ca0F

Close | Send&CIosel

Fig.4-88 AtomicReadFile parameters

The following capture shows a VTS client requesting AtomicReadFile service from B-BC and B-BC
responding with an Ack containing file data.

Length: 148 octets, End Of File: TRUE is indicated.

- i SIRE - o x
Eile Edit Yiew Go Capture Analyze GStatistics Telephony Wireless Tools Help
e REQRs=2=F LZF FaqaH
[.lbacnelnrbvlc or ntp |m ‘l+
No. Time Source Destination Protocol Length  Info ~
6458 11:46:89.988364 192.168.10.28 192.168.10.10 BACnet-APDU 64 Confirmed-REQ atomicReadFile[187] file,@®
6451 11:46:89.997982 192.168.10.180 192.168.10.20 BACnet-APDU 286 Complex-ACK atomicReadFile[187] v
< >
Frame 6451: 286 bytes on wire (1648 bits), 286 bytes captured (164 7c c2 c6 1c 9a fe 74 98 58 1@ f9 ed 83 @@ 45 @@
Ethernet II, Src: RenesasElect_18:F9:ed (74:90:58:18:F9:ed), Dst: @6 co 90 @4 6@ @0 fF 11 25 ba c@ aB @a @a c@ ad
Internet Protocol Version 4, Src: 192.165.10.1e, Dst: 192.168.10.| -7 é‘; ba c@ ba 21 08
User Datagram Protocol, Src Port: 47888, Dst Port: 47383 2840
BACnet Virtual Link Control 2058
Building Automation and Control Network NPDU Pree)
~ Building Automation and Control Network APDU ea7e
8811 .... = APDU Type: Complex-ACK (3) (alall
. BBBO = PDU Flags: @x@ 66906
Invoke ID: 167 gg:g
Service Choice: atomicReadFile (6) P
End OFf File: TRUE
“ stream access
irel
File Start Position: (Signed) @
v File Data: 14348888cd74985818f9edffcdcBadBaldffbacBodfTledd
Application Tag: Octet String, Length/Value/Type: 148
el
< >« >
O @ Text item (text), 148 bytes || Packets: 5367 - Displayed: 129 (1.9%) || Profile: Default

Fig.4-89 Capturing AtomicReadFile
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4.5.12 AtomicWriteFile

The AtomicWriteFile service overwrites configuration data stored in B-BC. The client transfers the previously
read backup file to B-BC by AtomicWriteFile service, and B-BC restores the received file data by overwriting
it with the internal configuration data. File contents and format are vendor-specific. Refer to section 4.5.11

From the service tree in VTS, click File Access > AtomicWriteFile.
o File ID is the File object type and instance number.
Stream Access
e Start Position is the number of octets to start reading from the beginning of the file.
0 means the beginning of the file.
If Start Position is set to -1, it indicates an operation to be added from the end of the current file.
e Data consists of OCTET STRINGs that are written to a file.
Set up a Hex data stream such as 14340000cd74....
Record Access
e Record-oriented file access is not supported.

The following shows how to make Data for the parameters above.

Select the Complex-ACK line from B-BC for the AtomicReadFile service (No. 7902 below) in Wireshark. In
the lower left window, place the cursor on > File Data: and right-click, then click Copy>...as a Hex Stream in
the menu that appears. Paste to "Data” in the AtomicWriteFile parameter dialog of VTS and click Send.

L xRk 1 - O hed
File Edit View Go (Capture Analyze Statistics Telephony Wireless Tools  Help
B ® X & Expand Subtrees
| |l'-'«'*‘1|'“5‘t or bvlc or ntp Collapse Subtrees |m '] +
Source Destinati Expand All [
[1328 192.168.10.20 192.168 Collapse All rver
9es7 192.168.1@.1@ 192.168 ient
9655 192.168.10.28 192.168 Apply as Column Ctrl+Shift+| rver
8364 192.168.1@.28 192.168 ftomicReadFile[187] file,®
7982 192.168.18.18 192.168 Apply as Filter 4 ttomicREadFilE[lG?]
417 192.168.16.28 192.168 p - ftomicWriteFile[188] file,®
repare as Filter 4 . . .
486 192.168.10.18 192.168 ) ) fomickWriteFile[188]
7252 192.168.16.180  192.16% Conversation Filter b Hent
7984  192.168.10.28 192.168 Colorize with Filter » rver v
£ >
Follow 4
Frame 6451: 286 bytes on w Jc c2 cb 1c 93 fe 74 9@ 5@ 18 9 ed @8 @@ 45 @@
Ethernet II, Src: RenesasE! » All Visible fems
Internet Protocol Version .
User Datagram Protocol, Sri Show Packet Bytes.. Ctrl+Shift+0 All Visible Selected Tree ltems
BACnet Virtual Link Contro! . Description
Buitding Automation o C Export Packet Bytes... Cirl+Shift=X i
Bu:!.ld:!.ng Automatzlmn and cm Field Name
v Building Automation and Coi -
Wiki Protocol P
B@11 .... = APDU Type: ( a2 Value
. 8888 = PDU Flags: ¢ Filter Field Reference )
Invoke ID: 187 Protocol Preferences 4 As Flter
Service Choice: atomicRe
End OF File: TRUE Decode As.. Ctrl=Shift=Ll Copy Bytes as Hex + ASCI Dump
v stream access ...as Hex Dump

Go to Linked Packet

' a5 a Hex St
Show Linked Packet in New Window

{rel

Eile_siact Position: S -
File Data: ) 14348008cd74905010FIedFFcdcPa80a AT FOacHCOTFIE0] ~.as a Basef4 String
e ..as MIME Data
..as C String
< > £ >
O 7 Textitem (text), 148 bytes Packets: 9928 - Displayed: 141 (1.43) Profile: Default

Fig.4-90 AtomicWriteFile parameters

RO1AN7237EJ0100 Rev.1.00 Page 96 of 156
Mar.25.2024 RENESAS



RZ/N2L Group

BACnet Controller Sample Software

AtomicWriteFile

P |Bvia | NPl | Confirmed-Request

AtomicWriteFile
File D ([file, 0 ) D...
Stream Access

Start Position ( i )

- 4
|MyPort -

ConfirmedEventNotification  »

UnconfirmedEventMotificatiol
GetEnrcllmentSummary
GetEnrollmentSummany-ACK

e
Data

o ———
43400000 d74905010F9edfcdc 0a80a 145fbacOcdFF 1 W

GetEventinformation
GetEventinformation-ACK

Record Access

Start Record

——

Record Data |

Add
Remove

SubscribeCOV
SubscribeCOVProperty
=3 File Access

QRN b
(L1 Object Access
=3 Remote Device Management
DeviceCommunicationContro
ConfirmedTextMessage

ReinitializeDevice

Record Data

UnconfirmedTextMessage

Who-Has w

C0AB0ADA BACDE10A 00AP0104 0003aC07 CA0Z25000
DODES100 85941434 0000CD?4 905010F9 EDFFCDCO

Send
Send & Close |

Close |

Fig.4-91 AtomicWriteFile parameters

The following capture shows a VTS client requesting AtomicWriteFile service from B-BC and receiving an

Ack from B-BC.

g (-gFyb 1 - O X
Eile Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
mg® RE Qes=F 4 = ® e @ iF
|ﬂ |bacr|etur bvlc or ntp |m '] +
Source Destination Protocol Length Info )
8417 192.168.16.28 192.168.18.10 BACnet-APDU 211 Confirmed-REQ atomickriteFile[188] file,®
p486 192.163.10.1@ 152.168.18.28 BACnet-APDU 68 Complex-ACK atomicWriteFile[168] W
£ >
Frame 8238: 211 bytes on wire (1688 bits), 211 bytes captured (16 74 98 5@ 1@ 9 ed Fc c2 cb lc 9a fe 88 80 45 @@
Ethernet II, Src: TPLink_1c:9a:fe (7c:c2:c6:lc:9a:fe), Dst: Renes @@ c5 3 67 @@ @2 82 11 @@ @@ c@ ad @a 14 c@ a8
Internet Protocol Version 4, Src: 192.168.18.28, Dst: 192.168.18. g: g: Ea g? b: gg gg gé gg 31 gi g: gg :3 ﬂ gj
c c e
User DatElagr'am Pr"?‘t:ocolJ Src Port: 47888, Dst Port: 47888 88 B8 cd 74 99 5@ 18 9 ed £ cd c@ a8 Ba 14 FF
e VaraEl Lenlz Erniaral ba c@ cd ff 1= @@ cd @@ cd 86 c@ a8 Ba @a ba c@
Building Automation and Control Network MPDU 88 cd 85 FF cd FF 82 8@ cod 52 5a 4e 32 4c 5F 42
v Building Automation and Control Network APDU 41 43 6e 65 74 5Ff 53 6f 6c 75 74 69 6F Ge S5 42
e8ea .... = APDU Type: Confirmed-REQ (@) 42 43 5F 42 52 54 52 8@ 00 02 8@ BB 90 88 90 B8
@ee@ - PDU Flags: @x@ @0 B0 00 02 GO 0B OO 0B O OB DO D 0O 00 00 &P
.8@@ .... = Max Response Segments accepted: Unspecified (@) gg gg 83 ?__?: 83 E_g 83 gg BS ;; cg ;; 'F; ;; B: gg
. . c e c c c c c
8911._ Size of Maximum ADPU accepted: Up to 488 octets (F cd B8 cd @8 cd 8@ cd B8 cod BB cd B8 cd BB cd 88
Invoke ID: 188 Ff FF ef
Service Choice: atomicWriteFile (7)
ObjectIdentifier: file, @
v stream access
{rel
File 5tart Position: (Signed) @
w File Data: 14348888cd74985818F%edffcdcBadBaldffbaclcdffledd
Application Tag: Octet String, Length/Value/Type: 148
rel
£ > < >
(O R wireshark_1—# =y} 1INQIH2 pcapng Packets: 10601 - Displayed: 143 (1.3%) Profile: Default

Fig.4-92 Capturing AtomicWriteFile
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4.6 BACnet Communication with Yabe

The following operation can be verified from VTS, but will be explained using Yabe, which is easier to
operate. Open Windows Start and click on Yabe to launch Yabe.

- Yabe

.‘ Bacnet.Room.Simulator
I:I DemaServer

{‘ Full source code

‘E_.)‘ Mstp.BacnetCapture
H Readme

w RoomSimulatorReadme
‘ Wheather2_to_Bacnet
H Wheather2Readme
. Yabe Directory

~ Yabe Website

& Yabe EPAVAF-NTD

Fig.4-93 Launch Yabe

This section describes BACnet/IP communication with Yabe. After starting up Yabe, add devices.

Devices

Q

« Yet Another Bacnet Explorer - Yabe

File Functions Options Help

@ X

X

4

o

Address |\

Subscriptions. Periodic Polling, Events/Alarms ?DT‘ES
Add device__7 ow Dev. Obj Name Volus  Time | | B
Remeve device
Send Whols F2
Drop a cav file o bjects from the
il Export device DB Address Space here to subscribe ..
Time synchronize  Ctrl+T
Device control Cti+D L
Alsrm Summary Ctri+A ro | | Pau | @ cov O poamg [100 2] | Clear
Get Properties name  Ctrl+N
Create Object Cul+0

Log

Loaded plugin * CheckStatusFlags”
Loaded plugin * ListOwtOfService”
[ g O

>

Fig.4-94 Yabe Add device(1)

Enter BACO (47808) for Port in the dialog displayed and select the IP address of the PC client. Click Start to

initiate communication.
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« BACnet Communication Channel x
Gieneral
Retries 3 =] Timeout[3oon |2 Yhols limit \uvi:l high |:|
BAGRet/IP V4 & V] BAGRet/MSTP over serial
Port EACH = C sttt D Port Start
Local endpain ‘192_153 10.20 / \,‘ Baud 116200 |3
Source Address [1 =
BAGrst /Bacirs Gornect ovsr Wahsockst Mac Mastsr 127 |2

Confieuration parameters File : Start Max Frames |1

|BACHetSCCantie confie

Select Edit

BACnet/PTF over serial
EAGRet/Ethernet Port Start
Interface Start Baud 116200 |=

Fig.4-95 Yabe Add device(2)

Device 10 in the Devices window is B-BC, Device 100 is B-SS, and Device 2 is Yabe. Here, the
YabeDevicelD is set to 2 from Yabe's Options > Settings window. (see chapter 4.6.1)

Click on Device 10.

« Yet Another Bacnet Explorer - Yabe

File Functions Options Help
@ X

Devices
gﬁ Devices
5o Udp:47808
B Device 2 - 192.168.10.20:60599
|- Device 10 - 192.168.10.10:47808
B Device 100 - 129

Address Space

Fig.4-96 Yabe Add device(3)

Object list for Device 10 appears in the Address Space window.

« Yet Another Bacnet Explorer - Yabe

File  Functions Options Help

o X
Devices
,gﬂ Devices
<5 Udpd 7803
: B Device 2 - 192.168.10.20:60699
RZM2L_BAGret Solution_BBG_BRTR [10]
LBl RZNIL BACnet Solution [100]

Address Space : 10 objects
B RZH2L_BACnet Solution BBG_BRTR (Device: 10)
|2 ANALOGINPUT:0

|2 ANALOG INPUT:1

|2 ANALOG WALUED

€y ANALOG WALUE]

g BINARY OUTPUT:0

g BINARY OUTPUT:1
(@ BINARY VALUED
& EINARY VALUE

] FILE:O

4 NOTIFICATION GLASS

[] SGHEDULE:D

-] MULTLSTATE VALUED

-] MULTLSTATE VALUE

~{illy TRENDLOG:

-] POSITIVE INTEGER_VALUED
[] POSITIVE_INTEGER_WALLUE:1
[] NETWORK_PORT:1
[] NETWORK_PORT:2

Fig.4-97 Yabe Add device(4)
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Click on Device 100 in the Devices window. The Address Space window switches to a display of the object

list for Device 100.

« Yet Another Bacnet Explorer - Yabe

File  Functions Options Help

@ X

Devices

120 Devices
o2 Udped 7608
B Device 2 - 192.168.10.20:60599
£ RZN2L_BACnet Sokution_BEG_BRTR [10]
B RZM2L BAChet Solution [100]

#ddress Space : 20 objects

- B RZN2L_BACnet_Solution (Device: 1003
2 ANALOG_INPUTO
-2 ANALOG_INPUT:
& ANALOG_OUTPUT:0
- ANALOG OUTPUT
& ANALOG VALUED
e ANALOG WALUE
@ BINARY INPUT:0
(@ BINARY INPUT:1
(@ BINARY OUTPUT
(# BINARY OUTPUTA
(g BINARY OUTPUT:2
i BINARY OUTFUT:S
(g BINARY VALUED
i BINARY WALUE:1
--[] MULTLSTATE WALUEQ
-[] MULTLSTATE WALUE
[=] POSITIVE INTEGER VALUED
-[] POSITIVE INTEGER_WaLLUE:1

[Z] NETWORK_PORT:100

Fig.4-98 Yabe Add device(5)
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4.6.1 TimeSynchronization / UTCTimeSynchronization

This section describes the procedure for setting up TimeSynchronization / UTCTimeSynchronization from

Yabe, as described in section 4.5.3 from VTS.

For time synchronization service, select TimeSynchronization or UTCTimeSynchronization through Options.

« Yet Another Bacnet Explorer - Yabe

File  Functions | Options | Help

@ X |,:_| I SEtlingsI |
Devices a%  Plugins 4
= Dewvices

;---u;-. Udp:47808
Device 2 - 192.168.10.20:51031
on_B

= Device 100 - 129

BRTR [10]

Fig.4-99 Selecting a time synchronization service(1)

Setting TimeSynchronize_UTC to False in the Settings screen bel
setting it to True selects UTCTimeSynchronization.

ow selects TimeSynchronization, while

Settings

3=41

GUL SubzeriptionCalumns 0:39;1;60:2:60;3;55:4:9

IPvE_Support False
MSTFP_DisplayFreeAddresses False
MSTP_LogStateMachine False

Flugins

Segments_Max 55
Seements_ProposedWindowSize 20
SettingzUperade Required False
ShowDescriptiontihenUsefull False
Subgecriptions_lzzueContirmedMatifies | False
Subgcriptions_Lifetime 120

Subscriptions_Replacement PollingPerio] 100

|TimeSynchanize_UTC False |
p_DontFragment rue

Udp_Exclusive UseOfSocket False
Udp_Max Payload 480

UsePolling By Default False
‘ertical Object_Splitter Orientation | False

“abeDeviceld

Address_Space_Structured View

Some settings may require a restart of the program

6:5:60:6:60:7:60:{ ~

GCheckReliability, CheckStatusFlags,

Fig.4-100 Selecting a time synchronization service(2)
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Select B-BC in the Devices window and right-click to select Time_synchronize from the list that appears.

Click OK on the pop-up window.

File  Functions

@ X

Devices

Opticns

« Vet Another Bacnet Explorer - Yabe

Help

Subscrip Properties

84| Devices
= e

Gl== lzl

|2 ANALOG_WALUED

& ANALOG VALUE:
i BINARY OUTPUT:0
g BINARY OUTPUT:
i g BINARY VALUED
g BINARY VALUE
] FILED

Add device

Remove device

<h = |
" v Bacnet Property
» Object Identifier

S Ve

[E5)
&0

Send Whols F2

1| Export device DB
|\_~y I Time synchronize I Cirl+T
Device control Ctrl+D
Alarm Summary Crl+A
Get Properties name  Cirl+N
Create Object Ctrl+O

Linpe
=X

Coef

J NOTIFICATION GLASS:0
SGHEDLLED

-[] MULTLSTATE_ VALUED
-[] MULTLETATE_ VALUE

~filly TRENDLOG0

-[] POSITIVE_ INTEGER_VALUED
(5] POSITIVE_ INTEGER_VALLUE:1

egmentation Supportec
Apdu Timeout
Mumber Of Apdu Retrie:

% | Device Address Bindine

Database Revision
Max Master
Max Info Frames
Deszcription

-[] NETWORK_PORT:1
-[F] NETWORK_PORT:2

Local Time
Lt Offzet

Time Synchronize <

0-

Fig.4-101 Selecting a time synchronization service(2)

Similarly, Time_synchronize should be performed for B-SS.
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4.6.2 Controlling B-SS from B-BC

B-BC devices support DS-RP-A and DS-WP-A profiles and can Initiate the ReadProperty and WriteProperty
services on their own. This chapter describes controlling an external B-SS device from B-BC with DS-RP-A

BACnet Controller Sample Software

and DS-WP-A.

The TrendLog and Schedule objects handled in this chapter use timestamps. Please execute
TimeSynchronization or UTCTimeSynchronization service request to B-BC and B-SS in advance.(Chapter

4.6.1)

4.6.2.1 Trending & ReadRange

B-BC requests ReadProperty service (DS-RP-A) to B-SS to collect the PresentValue property of the
Analoglnput,0 object of B-SS input from the sensor as a log record in the LogBuffer property of the

TrendLog,0 object of B-BC.

Click RZN2L_BACnet_Solution_BBC_BRTR [10] in the Devices window.

Click TREND LOG 0 (Trendlog:0) in the Address Space window.

Change the following properties in the Properties window

e Set today's date in “Start Time”.

e Set tomorrow's date in “Stop Time”.

e Change the Instance under DevicelD to (100), which is the instance number of the B-SS device.

If the instance number is 10, the PresentValue of B-BC's own Analoglnput,0 object is the logging
target. Note that it is necessary to set OutOfService=True for the Analoglnput,0 object before
changing the PresentValue of the B-BC's own Analoglnput,0 object.

e Log Interval is displayed in units of 10[ms], but the actual setting unit is in seconds.
If 1~99 is input, it will be rounded to 100 (100 x 10[ms]=1000[ms]).
When setting 1 second, set 100 (100 x 10[ms]=1000[ms]=1]s]).
The default is 90000 (90000 x 10[ms] = 900000[ms] = 900[s] = 15[min]).

« Yet Another Bacnet Explorer - Yabe

File  Functions Options Help
Q@ X

Devices

12 Devices
Taan Udp:d7808
© B Doyice 2 - 192.168.1000:51031
[ FoN:. aCrer sl tin 0L GRTFT1T]

LB RZN2L_BAChet Salution [100]

Address Space : 19 objects

Bl RZN2L_BACnst Solution BEC_BRTR (Device: 10}
2 ANALOGINPUTO

& AMALOGINPUT
& ANALOG WALUED
2 ANALOGWALUE

# BINARY OUTPUTO
(g BINARY OUTPUT:

(@ BINARY_ WALUED
(g BINARY WALUE1
-] FILE 0 (File0)

<4 MOTIFIZATION GLASS 0
--[uf] SCHEDULE:0

[] MULTLSTATEVALUED

[ ] MULTISTATE WALUE |
A M TREND LOG 0 (Trendloe:0) il

POSITIVE INTEGER wALUED

(] POSITIVE_INTEGER WaLUE:1
[ ] NETWORK_PORT:1

[] NETWORK_PORT:2

Subserip Properties

S=121) |

Show ~ iBacnetProperty i
¥ Object Identifier OBJECT_TRENDLOG:D
Type OBJECT_TRENDLOG
Thstance 1]
Object Mame TREMD LOG 0
Object Type 20 : Object Trendlog
Enable True
Stop When Full Falze
Buffer Size 1000
Log Buffer ERROR_CGLASS PROPERTY: ERROR GODE_READ_AGCESS DEMIED
Record Count 1
Total Record Gount 3
Event State 0: Mormal
Logeing Type i
Status Flags ooon
Expo Cescription TREMD LOG 0
Start Time 2024701729
|StuE Time 2024701730
~  Log Device Object Property Feference to OBJECT_AMALOG_INPUT:0
~  Ohjectld OBJECT_ANALOG_INPUT:0
Type OBJECT_ANALOG_INPUT
Ihstance o
dirrawIndesx -1
~ Deviceld OBJECT_DEVIGE:100
Type OBJECT DEVIGE
| Instance 100 1
Propertyld PROP_PRESENT VALUE
J Loz Interval 100 |
Align Intervals True
Interval Offzet 0
Trigeer False

Fig.4-102 Trend Log object(1)
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To refresh TREND LOG 0 (Trendlog:0) in the Address Space window, click on another object and then click
on TREND LOG 0 (Trendlog:0) again. Confirm that the “Record Count” property value has increased
enough.

« Yet Another Bacnet Explorer - Yabe
File Functions Options Help
e X
Devices Subscrip Properties
=4 Devices B2l |
Draia Udp:a7608 Show| pomE .
Bl Device 2 — 192 16810 20:61081 L TCTTAE
=Bl RZN2L_BAGnet Solution_BEG_BRTR [10] e ggj:g: Hentifier SEEOTTRENDLOGD
"B RZN2L_BAGCnet_Salution [100] Objont Toms 300 : Object Trendiog
Address Space : 19 objects g:‘ah‘\‘f\m — I"‘IE
- Bl RZN2ZL_BACnhet Solution BBG_BRTR {Device: 10} op Men o 2=
[ ANALGOPUTO Buifer Size 1000
A LOa NI 1 Loz Buffer ERFOR CLASS PROPERTY. ERROR CODE READ_AGGESS DENIED
% . [Fecerd Count ] 1
2 ANALOGLVALUED Total Fecord Gount [
2 ANALOG VALLET Event State 0: Normal
b BINARY OUTPUT:0 Loseine Tvpe ]
(4 BINARY OUTPUT:1 Status Flags [}
b BINARY WALUED Description TREMD LOG 0
& BINARY_WALUE1 Start Time 2024,01/20
- FILE 0 (File:0} Expo Stop Time 2024701730
OTIFIC ATION_GL ASS:0 5 | Log Device Object Property Reference to OBJEGT ANALOG INPUT:D
] SGHEDULE:D Log Interval 100
~{] MULTLSTATE WVALUED Align Intervals True
7] MULTLSTATE WALUE:1 Interval Oftset 0
=N TREND (Trendlos:0) Trieser False
(] POSITIVEINTEGER VALUE 0 {FPositive_Integer_Valt
-] POSITIVE INTEGER WALUE: 1
7] NETWORK_PORT:1
(] NETWORK_PORT:2

Fig.4-103 Trend Log object(2)

Right click on TREND LOG 0 (Trendlog:0) and select “Show TrendLog”. Then Yabe makes a ReadRange
service request to B-BC.

| MULTLSTATE WaLUE 1

B % Subscribe
] POSITIVEINTEGER,| 0

=] POSITIVE INTEGER 4~ | Show Trendlog
| NETWORK PORT:T | 2 DeleteObject
— NETWORKPORTZ | o o o

Fig.4-104 Trend Log object(3)

Logs with time stamps and graphs of B-SS sensor input values are displayed. Make sure that the sensor
detects wind while logging is in progress.

\ Yabe TrendLog Display - u] X
Se. Time Type  Value Status A
TREND LOG 0 238 2024/01/23 175658 Real 03087383 O
16 T T T ) 239 2024/01/23 175659 Real 007612646 O
] 240 2024/01/23 175700 Real  08EG93E2 O
14 1 1 241 2024/01/2% 176701 Real 02262848 0
242 2024/01/28 176702 Real 0 0
1 243 2024/01/28 176703 Real 0 0
1.2 - 44 2024701723 175704 Real 0 0
1 245 2024/01/28 176708 Real 0 0
10 246 2024/01/23 175708 Resl 0 0
T ] 247 2024/01/23 175707 Resl 0 0
e 1 248 2024/01/23 175708 Real 008938735 O
S o081 ] 249 2024/01/23 175709 Real 008092885 O
g 1 250 2024/01/23 175710 Resl 0 0
1 251 2024/01/23 178711 Real 05350001 0
06 1 262 2024/01/2% 176712 Real 03823717 0
i l 268 2024/01/2% 176713 Real 03806324 0
04 1 1 264 2024/01/2% 176714 Real 003594863 0O
266 2024/01/2% 176716 Real 03129644 0
1 266 2024/01/28 176716 Real 0 0
02 4 \ I\ 4 257 2024/01/23 175717 Real 008938735 0
1 l l 1 258 2024/01/23 175718 Resl 0 0
00 , “ A Jv‘ W\ | | sl 1 258 2024/01/23 175719 Real 04483005 O
T T - J 260 2024/01/23 175720 Real 04548443 0
52:00 53:00 54:00 55:00 56:00 57:00 5800 | 261 2024/01/23 175721 Real 00803557 D
Date/Ti 262 2024/01/23 176722 Real 008247038 0
ate/Time 263 2024/01/23 176723 Real 0 0

Fig.4-105 Show TrendLog
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To stop logging, set the “Enable” property value to False.

~ Yet Another Bacnet Explorer - Yabe

File Functions

@ x

Devices

Options  Help

'8 Devices
D-afa Udp47808
B Device 2 - 192.168.10.20:5103 1
-8l RZNIL_BAGnet Salution BEC_BRTR [10]
Bl RZNIL_BAGChst Salution [100]

Address Space - 19 objects

B RZN2L_BAGnet_Solution_ BBG_BRTR (Device: 10}

= AMALOG INPUTO

= AMaLOG INPUT

= AMaALOG wALUED

= AMALOG_WALUE!

& BINARY OUTPUT:0

@ BINARY_ OUTPUT:|

# BINARY_VALUEQ

 BINARY_VALUE:

| FILE 0 (File:0)

[ NOTIFICATION_ GLASS:0

SCHEDULE:D

[ ] MULTLSTATE VALUED

[ ] MULTLSTATE VALUE1
=

] POSITIVEINTEGER WALUE 0 (Positive_Intsger_al,
[C] POSITIVE INTEGER_VALUE 1

] NETWORK_PORT:1

] NETWORK_PORT:2

Subscrip Properties
A

Show

Expo

EEp
~ BacnetFroperty.
% Object Identifier OBJECT TRENDLOGO
Ohject Hame TREMD LOG 0
Chiect Type 20 : Ohject Trendiog
Enable False |
Stop When Fall False
Buifer Size 1000
Log Buffer ERFOR CLASS PROPERTY: ERROR CODE READ AGCESS DEMIED
Fecard Gount [EH
Total Record Count 697
Event State 0 Normal
Logeine Type
Status Flags 0000
Description TREND LOG 0
Start Time 202401729
Stop Time 202401720
% |Log Device Object Property Reference 1o OBJEGT_ANALOG INPUTD
Log Interval 100
Alien Intervals True
Interval Offset i
Trieeer False

Fig.4-106 Trend Log object(4)

The following MS/TP network capture shows a ReadProperty service request (DS-RP-A) from B-BC to B-SS
and its response being executed in one second cycles. The MAC address 0x05 displayed in Source and
Destination indicates a B-BC master, and 0x81 indicates a B-SS slave.

£ BACnet MS/TP on COM10

BE ] e

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Qe e

Building Automation and Control Network NPDU

+ Building Automation and Control Metwork APDU
8811 .... = APDU Type: Complex-ACK (3)

Be88 = PDU Flags: B8x@
Invoke ID: 9
Service Choice: readProperty (12)
ObjectIdentifier: analog-input, @
Property Identifier: present-wvalue (85)

BACnet MS/TP, Src (129), Dst (5), BACnet Data Not Expecting Reply

L] =

| |tp.5rc == x05) or (mstp.src == Ox&1 and (mstp.dst == OxFF or mstp.dst == 0x05)) or (mstp.src == 0x05 and mstp.dst == 0xFF) or (mstp.src == 0x02 and mstp.dst == CMFF)‘[:‘ '} +

Mo, Time Source Destination Protocol Length  Info 2
38@9.. 17:91:18.378279 axes @x81 BACnet-APDU 23 Confirmed-REQ readProperty[ 11] analog-input,® present-value
3889.. 17:81:18.386322 @x81 Bxa85 BACnet-APDU 29 Complex-ACK readProperty[ 11] analog-input,® present-value
38@9.. 17:81:19.424888 axes @x81 BACnet-APDU 23 Confirmed-REQ readProperty[ 12] analog-input,® present-value
3889.. 17:21:19.441527 @xB1 Bx85 BACnet-APDU 29 Complex-ACK readProperty[ 12] analog-input,® present-value
38@0.. 17:81:28.399486  @uAS Bx81 BACnet-APDU 23 Confirmed-REQ readProperty[ 13] analog-input,® present-value
3889.. 17:21:22.415932 @xB1 axas BACnet-APDU 29 Complex-ACK readProperty[ 13] analog-input,® present-value
3818.. 17:81:21.455837 @x85 8x81 BACnet-APDU 23 Confirmed-REQ readProperty[ 14] analog-input,® present-value
3818.. 17:21:21.471173 @xBl axas BACnet-APDU 29 Complex-ACK readProperty[ 14] analog-input,® present-value
3818.. 17:81:22.445682 @x85 8x381 BACnet-APDU 23 Confirmed-REQ readProperty[ 15] analog-input,® present-value
381€.. 17:981:22.461761 8x81 2x8s BACnet-APDU 29 Complex-ACK readProperty[ 15] analog-input,® present-value
3818.. 17:81:23.4193861 @x85 8x31 BACnet-APDU 23 Confirmed-REQ readProperty[ 16] analog-input,® present-value
3816.. 17:81:23.435930 @x81 2xes BACnet-APDU 29 Complex-ACK readProperty[ 16] analog-input,® present-value
3818.. 17:81:24.354471  @x85 @x31 BACnet-APDU 23 Confirmed-REQ readProperty[ 17] analog-input,® present-value
3818.. 17:91:24.411479 @xBl Bxas BACnet-APDU 29 Complex-ACK readProperty[ 17] analog-input,® present-value
3818.. 17:21:25.45@8833 @xes @x31l BACnet-APDU 23 Confirmed-REQ readProperty[ 18] analog-input,® present-value
3818.. 17:81:25.466284 @xB1 8xas5 BACnet-APDU 29 Complex-ACK readProperty[ 18] analog-input,® present-value
3818.. 17:91:26.448996 axes @x81 BACnet-APDU 23 Confirmed-REQ readProperty[ 19] analog-input,® present-value
3818.. 17:81:26.457111 @x81 Bxa85 BACnet-APDU 29 Complex-ACK readProperty[ 19] analog-input,® present-value
3816.. 17:81:27.415884 axes @x81 BACnet-APDU 23 Confirmed-REQ readProperty[ 28] analog-input,® present-value w

£ >
Frame 388947: 29 bytes on wire (232 bits), 29 bytes captured (232 bits) on 55 £F @6 @5 81 @@ 13 fc @1 @@ 3@ @0 Oc 6c @0 @e U

2@ 8@ 19 55 3e 44 3c 47 e@ 48 3T dc ef UxD<

1031

Present Value (real): 8.8126877427181135

131
< > >
@ 7 wireshark TP on COM10XV7Z8H2.pcapng Packets: 390348 - Displayed: 1460 (0.4%) Profile: Default

Fig.4-107 ReadProperty service request to B-SS (DS-RP-A) capture

RO1AN7237EJ0100 Rev.1.00
Mar.25.2024

RENESAS

Page 105 of 156




RZ/N2L Group

BACnet Controller Sample Software

The following capture of the BIP network shows a ReadRange service request from Yabe to B-BC and its

response.

A g9k 1 — m] 4
File Edit Miew Go Capture Analyze Statistics Telephony Wireless Tools Help
m g e RE ] &= = ] QM
|l|bacnetur bvlc or ntp |m '] +
No. Time Source Destination Protocol Length  Info ol
16926 17:86:05.221282 192.168.10.18  192.168.18.28  BACnet-APDU 527 Complex-ACK readRange[ 69] trend-log,® log-buffer
16927 17:06:08.233876 192.168.10.20  192.168.18.18  BACnet-APDU 66 Confirmed-REQ readRange[ 78] trend-log,® log-buffer
16928 17:06:08.2722860 192.168.10.180  192.168.10.20  BACnet-APDU 527 Complex-ACK readRange[ 78] trend-log,® log-buffer
16929 17:06:08.285532 192.168.10.20  192.168.10.18  BACnet-APDU 66 Confirmed-REQ readRange[ 71] trend-log,® log-buffer
16938 17:86:85.323488 192.168.18.18  192.168.18.28  BACnet-APDU 527 Complex-ACK readRange[ 71] trend-log,® log-buffer
16931 17:86:085.336926 192.168.10.28  192.168.18.18  BACnet-APDU 66 Confirmed-REQ readRange[ 72] trend-log,® log-buffer
16932 17:06:08.374385 192.168.10.18  192.168.10.20  BACnet-APDU 527 Complex-ACK readRange[ 72] trend-log,® log-buffer
16933 17:06:08.387527 192.168.10.20  192.168.10.18  BACnet-APDU 66 Confirmed-REQ readRange[ 73] trend-log,® log-buffer
16934 17:86:05.425495 192.168.10.18  192.168.18.28  BACnet-APDU 527 Complex-ACK readRange[ 73] trend-log,® log-buffer
16935 17:86:05.441992 192.168.10.280  192.168.18.18  BACnet-APDU 66 Confirmed-REQ readRange[ 74] trend-log,@ log-buffer
< - o - - B >
~ itemData A 7c c2 cB 1c 9a fe 74 98 5@ 18 9 ed B8 88 45 88 | A
(5] B2 81 @@ 47 @0 @8 ff 11 24 35 cP a8 Ba Pa c@ ad
1181 Ba 14 ba c@ c7 57 81 ed 1e 46 81 8a 81 =5 @1 80
38 4b la @c @5 @8 @8 8@ 19 83 3a 85 28 49 15 Se @
, . i
Date: January 29, 2024, (Day of Wesk = Monday) Be ad 7c 81 1d @1 b4 11 84 87 88 8F le 2c 3e £7
Time: 5:84:67.@ P.M. = 17:04:87.8 ef 7c 1f 2a @4 1@ @e a4 7c @1 1d @1 bs 11 @4 08
el @@ Bf le 2c 3f 67 bl ¥8 1f 2a 84 18 @e a4 7c @1
{11 1d 81 b4 11 84 @9 8@ BF 1le 2c 3F 89 3 7b 1 2a
real value: @.484249 (Real) @4 18 8e a4 7c @1 1d @1 b4 11 84 8a @@ ef le 2c
1] B0 80 0@ 08 1f 2a 84 18 ©e ad 7c ©1 1d 81 b4 11
Status Flags: (Bit String) (FFFT) B4 Bb 08 @Ff le 2c @0 B0 0@ 00 1f 2a B4 10 Be ad
1] 7c @1 1d @1 b4 11 84 Bc 88 @F le 2c 3f 88 4c 6b |
) 1f 2a @4 18 @e a4 7c 81 1d @1 b4 11 84 8d @@ 8f
Date: January 29, 2824, (Day of Week = Menday) le 2c @@ @8 @@ 88 1f 2a @84 16 Be =4 7c @1 1d @1
Time: 5:84:88.@ P.M. = 17:04:08.0 b4 11 @4 @e @@ @Ff le 2c 3d dc de 48 1f 2a @4 1@
el Be a4 7c @1 1d @1 b4 11 84 @F 88 OF le 2c 3F 73
{[1] 9a d2 1f 2a 84 18 @e a4 7c @1 1d @1 b4 11 @4 1@
real value: 8.985859 (Real) @@ @f le 2c 3e bd 78 6c  1f 23 84 18 @e a4 7c 81
1] 1d 81 b4 11 84 11 88 @F 1le 2c 3e 2f 65 38 1 2a
. , B4 18 @e a4 7c @1 1d 81 b4 11 84 12 88 BF le 2c
Status Flags: (Bit String) (FFFT) 3f 36 £9 68 1f 2a @4 18 @e ad 7c 1 1d @1 b4 11 2
ire] 84 13 @@ @7 le 2c 3e e3 5d 4c 1 2a 24 18 @e ad
Date: January 29, 2824, (Day of Week = Monday) 7¢ @1 1d 81 b4 11 84 14 88 8F le 2c 3Ff @F 74 c6 |
Time: 5:84:89.8 P.M. = 17:84:89.8 o 1f 2a 84 18 @2 a4 7c 81 1d @1 bd 11 84 15 98 ef v
1rm Ta - GO0 G0 GG GG 1£ T2 8A 18 Ga A Tr 81 14 QA1
< > < >
@ & wireshark_{—# =y 11BPB4H2.pcapng Packets: 17291 - Displayed: 259 (1.5%) Profile: Default

Fig.4-108 ReadRange service request capture to B-BC
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4.6.2.2 Scheduling

The B-BC requests the WriteProperty service to the B-SS (DS-WP-A) for changing the PresentValue
property of the BinaryOutput,0~3 objects of the B-SS assigned to the LEDs to be turned on and off according
to the weekly schedule set in the Schedule,0 object of the B-BC.

Click on RZN2L_BACnet_Solution_BBC_BRTR [10] that appears in the “Devices” window of Yabe.

Right-click “SCHEDULE 0 (Schedule:0)” in the “Address Space” window and select “Show Schedule”. The
“List Of Object Property References” property in the center of the “Properties” window is assigned to
Device,100 BinaryOutput,0 PresentValue as the Schedule target, so there is no need to change it.

If the device instance number of the B-SS is changed to other than 100, for example, the List Of Object
Property References property should be changed. Not only BinaryOutput objects, but also other output
objects can be changed to Schedule target.

The following output objects of B-SS have been verified as schedule targets.

AnalogOutput, AnalogValue, BinaryOutput, BinaryValue, MultiStateValue, PositivelntegerValue

In addition, if the device instance number is changed to 10, B-BC's own Output object can be scheduled.

The following output objects of B-BC have been verified as schedule targets.

AnalogValue, BinaryOutput, BinaryValue, MultiStateValue, PositivelntegerValue

« Yet Another Bacnet Explorer - Yabe

ﬂ; TREMD LOG 0 (Treng ¢ DeleteObject

Search

] MULTLSTATE waLU| [ | Show Schedule

File  Functions Opticns Help
@ X
De_wces Subscrip Properties
1| Devices G A
gy Udpd 7808 Show =
----- B Device 2 - 192.168.10. 2052856 Vv BacnetProperty
R R »  Ohject Identifier
B RZM2L_BAChet Solution BBC BRTR [10] Type
L[E) RZN2L_BAGhet Solution [100] iy
Address Space @ 19 objects 8‘;]:2: ?an;e
Bl FZN2L_BACnet Salution BEC_BRTR (Device:10) = ejsent G‘:Iue
2 ANALOG INPUTO ~ Effective Period
2 ANALOGINPUT: 0]
2 ANALOG VALUED K]
g ANALOG VALLIE:T Schedule Default
. ~ List Of Object Property References
~ Dhjectld
<> Type
p— hztance
Expor ArrayIndesx
— ~ Deviceld
7 B L o = Tvpe
| MULTLSTATE vaLu| = Subscribe . hstalgce
roperty!

Priority For Witing
Status Flags
Peliability

Out Of Service
De=zcription
» Weekly Schedule
0]
{1
6]
(2]
(4]
[5]
(]

OBJECT SCHEDULE:D
OBJEGT_SGHEDULE
I}

SCHEDULE 0

17 : Object Schedule

1

Object Array
21850101 0:00:00
2166/12/31 0:00:00

1]

Feterence to OBJECT BINARY OUTPUT:O

OBJECGT_BINARY_OUTPUT:0
OBJEGT_BINARY_OUTPUT
]

-1

OBJECT_DEVICE:100
OBJEGT_DEVIGE

100
PROP_PRESENT_VALUE

16

noon

0: Mo Fault Detected

Falze

SCHEDULE 0

Objectl Array
SystemI0 BAChet BachetWalue 0
SystemI0 BACnet BacnetWalue[
SyztemI0 BAChet BachetWalue[
SystemI0 BAGhet BachetWalued
SygtemI0 BAChet BachetWalue[
SygtemI0 BAChet BachetWalue 0
System IO BACnet BacnetWalue[d

Fig.4-109 Schedule object

Select “Show Schedule” to open the “Simple Schedule Editor” and change the properties.
o Set today's date in “Validity Start Date”.

e Set tomorrow's date to “Validity End Date”.

Set the general-purpose LEDO on the B-SS board to turn on and then off.
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¢ Right-click on today's day in “Weekly Schedules”, select “Modify” and set hh:mm:ss = 1.
¢ Right-click on today's day in “Weekly Schedules” and select “Add” and set hh:mm:ss = 0.
Finally, click Update & Read back to close the Simple Schedule Editor.

« Simple Schedule Editor — m} > « Simple Schedule Editor - ] =

“falidity Start Date “alidity End Date alidity Start Date Validity End Date
20247017238 (| 2024501524 || 202450123 ]} 2024501724 |Tm)

Schedule Default value Data Type Schedule Default value Data Tvpe
Erumerated ~ Enumerated ~
ieek ly Schedules eekly Schedules
=-4gs [0]: Monday g [0] + Monday
P 0:00:00 =0 R 0:00:00 = 0
B [1 Jezda E| (s 0110 Tuesday
B [ Wednesday | Modi | : 19:00:45 = 0
: :00:00 = 0 Delete g [2] T Wedresday
=g [8]: Thursday “id P 00000 =10
: - 00000 =0 E-igh [3] : Thursday
E-igh [4]: Friday Copy w0000 = 0
b 00000 =0 Paste E| =) [4] : Friday
4 [6] : Saturday [ 0000 =10
00000 =0 F-ig [8] : Saturday
[6] : Sunday [ 0000 =10
0000 =0 E-ig [6] ¢ Sunday
o 0-00:00 =10
Objects properties references Objects properties references
(4 BINARY_OUTPUT:0 - PRESENT_VALUE o DEVICE: 100 (4 BINARY OUTPUT:0 - PRESENT_wALUE on DEVIGE: 100
Update & Fead back Update & Read back
(Optional Exception Schedule not implemented Optional Exception Schedule not implemented

Fig.4-110 Simple Schedule Editor

The following MS/TP network capture screen shot shows a WriteProperty service request (DS-WP-A) to B-
SS and its response at 18:59:15 and 19:00:45 of the Schedule time. At the same time, LEDO on the B-SS
board turns on and off.

& "BACnet MS/TP on COM10 - m} X
File Edit Miew Go (Capture Analyze Statistics Telephony Wireless Tools Help
m @ RE Re=s=2F L3 EQaaaHE
|ﬂ ‘d mstp.src == (x05) or (mstp.src == 0x81 and (mstp.dst == OxFF or mstp.dst == 0x05)) or (mstp.src == 0x05 and mstp.dst == OxFF) or (mstp.src == 0x02 and mstp.dst ==0:<FFJ|[3 '] +
Mo. Time Source Destination Protacol Length Info (
94483 18:59:15.334284 B8x85 ax3l BACnet-APDU 29 Confirmed-REQ writeProperty[1639] binary-output,® present-value
94484 18:59:15.849821 @x&81 exes BACnet-APDU 15 Simple-ACK writeProperty[189]
95558 19:808:45.895764  BuES 8x381 BACnet-APDU 29 Confirmed-REQ writeProperty[118] binary-output,® present-value
95559 19:@@:45.9131680 @xB81 axas BACnet-APDU 15 Simple-ACK writeProperty[118] v
< >
Frame 94483: 29 bytes on wire (232 bits), 29 bytes captured (232 bits) on interface 55 ff @85 81 85 @8 13 a9 @1 84 @8 83 6d 8F B8c al u
BACnet MS/TP, Src (5), Dst (129), BACnet Data Expecting Reply 2@ 289 @2 19 55 3e 91 @1 3F 49 1@ @b a2
Building Automation and Control Network NPDU
~ Building Automation and Control Network APDU
@@8s .... = APDU Type: Confirmed-REQ (@)
. B2B8 = PDU Flags: @x8
.888 .... = Max Response Segments asccepted: Unspecified (@)
.. @811 = Size of Maximum ADPU accepted: Up to 488 octets (fits in an ARCNET fr
Invoke ID: 189
Service Choice: writeProperty (15)
ObjectIdentifier: binary-output, @
Property Identifier: present-walue (85)
{31
~ Present Value (enum index): 1
Application Tag: Enumerated, Length/Value/Type: 1
¥3]
Priority: (Unsigned) 16
< ||« 3
@ 7 wireshark_TP on COM10CWAMH2.pcapng Packets: 97217 - Displayed: 11963 (12.3%) Profile: Default

Fig.4-111 WriteProperty service request to B-SS (DS-WP-A) capture
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4.6.3 EventNotification / GetEventinformation / AcknowledgeAlarm

B-BC's Analoglnput object supports the Out Of Range event algorithm. If the PresentValue property value
deviates from the range specified for the Low_Limit and High_Limit properties, the
ConfirmedEventNotification service or the UnconfirmedEventNotification service will be notified to the BIP

client.

The BIP client requests the GetEventinformation service to retrieve all "active event states".

The BIP client also requests an AcknowledgeAlarm service request to confirm that the BIP client has

acknowledged the event notification from the B-BC and returned an Ack.

Right-click “NOTIFICATION CLASS 0 (Notification_Class:0)” in the “Address Space” window and select
“Show Notification”.

« Yet Another Bacnet Explorer - Yabe

File  Functions Options Help
@ X
De_vic:es Subscrip Properties
8 Devies g2 |
Udp:d 7808 Show v B P a
Device 2 - 19216810 20:56557 e
RZN2L_BAChet_Salution_BEC_BRTR [10] ! Type
[ = i -
B Device 100 - 129 Thstance
Address Space : 19 objects SEJ.EC: ?ame
----- Bl RZN2L_BAChet Salution_BEC_BRTR (Device: 10) Mo
----- per ANALOG INPUTD v Friority
----- & ANALOG INPUT:1 To Off Normal
----- |2 ANALOG VALUED To Fault
To Mormal
Ack Required
%  Recipient Lizt
]
(1
Expo [2]
) [ — [3
2 Subscribe
4 | Show Naotification
~filly TRENDLOG:0 &6 DeleteObject pion
----- [Z] POSITIVE INTEGER, WALUE:D B Search
----- [ POSTTIVE INTEGER WALUE:
----- [] METWORK_PORT:1

----- [] NETWORK_PORT:2

OBJECT NOTIFICATION CLASS:0
OBJECT_NOTIFICATION_CLASS
0

MNOTIFICCATION CLASS 0

15 : Object Motification Glass

0

Object[] Array

285

285

285

111

Object[] Array

111111

000101401 0:00:00

0001/01/01 235959

OBJECT DEVIGE:4194303

0

True

111

MNOTIFICATION CLASS 0

Fig.4-112 Notification Class object
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Select Show Notification to open the Notification Editor and change the properties.
o Ack Required selects whether ConfirmedEventNotification is notified to the recipient (BIP client)
(with v) or UnconfirmedEventNotification is notified (without v').
e Process Id is a process handle in the recipient that receives event notifications.

EventType
e To_OffNormal notifies an event when a transition occurs to a state of neither normal nor fault.
e To_Fault notifies an event when a transition occurs to the fault state.
¢ To_Normal notifies an event when a transition occurs to the normal state.
Validity
e The days of the week and times when Event notifications are activated.
Receiver
o Set either the instance number or IP address of the device that receives Event notifications.
However, IP address cannot be selected because this B-BC sample software does not support it.
Priority
e Priority of each Event Notification. The range is 0 to 255.

The above properties are already initialized, so at least only the “Receiver” needs to be changed. The
number set in the following example is the device instance number of Yabe. It is configurable from the
Options menu bar in Yabe.

Finally, click “Write & Read back” to close the Notification Editor.

« Motification Editor — Y

Recipient List : NOTIFICATION CLASS:O
1

fck Required Process Id El
EventTvpe
To_OffMormal To_Fault To_Mormal
alidity

Monday Tuesday Wedesnday Thursday
Friday Saturday Sunday

fromTime toTime

Receiver : deviceld or IP:Port {like 4000 or 192.168.0.1:47808)

B |

Priority

To_OffMormal To_Fault To_Marmal

Wite & Read back

Fig.4-113 Notification Editor
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Next click on ANALOG INPUT 0 (Analog_Input:0) from the Address Space tree and select True for Out Of
Service in the Properties window. Setting Out Of Service to True allows the Present Value to be changed.

Then, set the Present Value to 100.1 so that it exceeds the High Limit (100).

« Yet Another Bacnet Explorer - Yabe

File  Functions Options Help

@ X
Dg\-’ices Subscrip Properties
Sgon Udped7808 ~ Bz A
Device 0 - 192.168.10.20:47808 Showe
g;‘;q';‘f éAo'rf'jt"Sﬁfl'lfif:'gﬁgg“mm - 0110 |5 Object Identitier OB.JEGT_ANALOG INPLIT:0
= De\:ice IDD_— 129 - - Obj:ect MName F\NHLQG INPUT
= w I%Lect Twpe 0l : Object Analog Input
Address Space : 19 objects Present Value 100.1
----- S/ RZN2L BAGnet Solution BEC BRTR (Device: 10) Status Flass bao
Event State 0 : Mormal
= [ Ot OF Service True |
""" {2 ANALOG VALUED gzlstcsription ANALGG NPUT |
""" {2 ANALOG VALLE Reliability 0: Mo Fault Detected
‘4 BINARY QUTPUT:0 Cov Increment 1
§ EINARY OUTPUT:H Time Delay i
$§ BINARY WALUED < > Motification Class 0
$ BINARY VALUET High Limit 100
..... ] FILE:D Low Limit 0
| NOTIFIGGATION GLASS 0 (Notification Glass:0) Deadband 0
2| SCHEDULE:D Limit Enable 11
..... [] MULTLSTATE VALLED Event Enable_ i 111
----- [ MULTLSTATE WALUE:1 Fked Tansitons e
X otify Type : Alarm
EE]II IEE%EENQI'EGER_VHLUE:U » Event Time Stamps Object[] Array
----- l_] POSITIVE_INTEGER_WALLEA
----- l_] METWOREK_PORT:1
----- ‘_] METWORE_PORT:2

Fig.4-114 Analoglinput,0 object(1)

Next, set the Present Value to 99.9, which is less than the High Limit (100), to transit to the normal state.

« Yet Ancther Bacnet Explorer - Yabe

File  Functions Options Help

@ X
Dn?vic;es Subscrip Properties
Segon Udprd 7608 ~ =Y |
BT Device 0 - 192.160.10.20:47608 Show
=, i - .
_ Deviee - 19210810 2056834 D110 |5 [ Object Ientifier OBJECT_ANALOG INPUT:
3 FZM2L_BACHet Solution_ BBC_BRTR [10] Object Mame AMNALOG INPUT 0
& Device 100 - 129 v Ohject Tvpe 0 : Object Analoe Thput
Address 5 10 obi | Present Walue 999
pace : 19 abjests Status F1. 1007
----- B RZN2L_BACnet Salution BEG_BRTR (Device:10) Evz:tSSt:‘tiS 3+ High Limit
""" il NPUT | Ot Of Service True
----- 2 ANALOG INPUT 1 (Analog_nput: 1) nits 95 : o Uinits
""" [ ANALOG WALUED Description ANALOG INFUT 0
[ ANALOG VALUE! Reeliability 0: No Fault Detected
Cov Increment 1
Time Delay 1]
FEEN Motification Clazs ]
High Limit 100
Love Limit 0
HOTIFISGATION GLASS 0 {Notification Glass:0) Deadband 0
SCGHEDULED Limit Enable 11
[] MULTLSTATE WALUED Event Enabls _ 111
ET]E MULTLSTATE VALLE: 1 Sg't‘:)‘f I;;ZS"'D”S g‘“marm
il TREMDLOG:0 : -
_____ ‘_] POSITIVE_INTEGER WALLE:D 2> Event Time Stampz Ohject[ Areay
----- [] POSITIVE_INTEGER WALUE:1
----- [5] METWORK_PORT:1
----- [Z] METWORK_PORT:2

Fig.4-115 Analoginput,0 object(2)
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Then, right-click B-BC in the Devices window and select Alarm Summary.

~ Yet Another Bacnet Explorer - Yabe

File  Functions Options Help

@ X
Devices Subscrip
=) Devices

gy Udped 7808 Show

e 2 - 192.168.10.20:67071 110
' Dievice 1 @ Adddevice
# Remove device

Address Space : 19 obje

B REM2L_BACnet ] L Send Whols F2

e Export device DB
]2 AMALOG INPUT| - PoTREEvIeR

2 ANALOG WALLE WY Time synchronize Cirl+T
2 ANALOG WALLE 2 Device control Crl+D
(4 BINARY_ OUTPU

(& BINARY OLUTFU
& BINARY VALUE [ GetProperties name Ctrl+N
@ BINARYWVALUE! 2 Create Object Cl+0
-l FILE:D
g MOTIFISCATION CLASS 0 (Motification_Class:0)
-[28] SGHEDULE 0 {Schedule:0)

=] MULTLSTATE WALUED

-] MULTLSTATE WALUE1

{illly TREMDLOG:N

--[=] POSTTIVE_INTEGER_WALUE:D

=] POSTTIVEINTEGER. WALUE 1 {Positive_Intezer_Wal
=] BACnet/IP Port {Metwork_Port 1)

-] METWORK_PORT:2

| -, | Alarm Summary | Crl+A

Fig.4-116 Select Alarm Summary(1)

The dialog box on the left side of Fig.4-117 is displayed so that you can confirm that the time stamps of the
Event occurrence and return correspond to the Event Time Stamps of the Analoginput,0 object on the right
side.

Click “Ack selected alarm(s)” to close the dialog.

~ Active Alarms on Device Id 10 = « Vet Anather Bacnct Explorer - Yabe
Key F4 to refresh File Functions Options  Help
Blg ANALOG INPUT 0 (OBJECT_ANALOG INPUT:O) i o X g
) evices Subsorip roperties
= Alarm sta?e : Hormal <2 UapATATE " o) ‘
ck_Pequired : T B Device 0 - 182.168.1020:47808 Shon| 1 e
f| To Offnormal zince 2024701726 15:41:41 = - RCYY.
| o Normal since 202401426 154204 B revin e oo pEo e i | |01 |9 ot e OBJELT SHALCE INPLT
B To Marmal gince = B De; GEU-_ ”Iz“'g'”"- & Ohject Name ANALOG INPUT 0
= Device v Ohbject Tvpe 0 Object Analog Iput
Address Space : 19 objects g(E?E"‘F}fﬁm ggng]
"B RZN2L_BACnet. Solution BEG_BRTR (Device: 10) e 0 Norm
129 ANALOG INPUT 0 (Analog nput.0) Vol oo e
Out Of Servics T
2 ANALOG INPUT 1 (Analog_Input 1} Tnits < o s
{2 ANALOG VALUED Description ANALOG INPLT 0
|2 ANALOGVALUE Reliabilty 0 No Fault Detected
@ BINARY QUTPUT:D Cow Torament i
(& EINARY OUTPUT Time Delay ]
& BINARY VALUED <3 Natification Class 0
& BINARY VALUE:] High Limit 10
-] FILED Expo Law Limit 0
4 NOTIFIGOATION GLASS 0 (Notification Olass) | — Deadband 1
= Limit Enahie Il
[ SGHEDULED
| Event Enable il
[ ] MULTLSTATE WALLED
] MULTLSTATE WALLE | :“':Td I’ﬂ"s'“”"s ;”m
il TRENDLOG:) o e =
:J POSITIVE INTEGER_VALUES ~ JEvent Time Stamps omeﬁu Array
; Ta Off armal 224401726 158141
j ng;(—”:g;iﬁa\m”m To Fault 000111701 10000
#ck selected alarm(s: 1 - To Normal 2024/11/25 154208
(=) Ack by Yabe ] NETWORK FORT2 o Norma

Fig.4-117 Select Alarm Summary(2)

RO1AN7237EJ0100 Rev.1.00 Page 112 of 156
Mar.25.2024 RENESAS




RZ/N2L Group

BACnet Controller Sample Software

The following Wireshark capture shows the service request and Ack when the described sequence of steps

is performed.
No.14074

Notification Editor. (DM-DDB-A)

No.14075 :

No.14076 :
No.14077
No0.14096 :
No.14114 :

Alarm Summary described in the procedure is selected.

No.14145

: Result response Ack from B-BC.

: B-BC requests Who-Is service to obtain the IP address of the Recipient configured in the

Recipient (Yabe) responds I-Am. B-BC binds the IP address of the Recipient of device instance
number (2) from the I-Am. (DM-DDB-A)

ConfirmedEventNatification from B-BC when transitioning to OffNormal.
: Ack from Recipient.
ConfirmedEventNoatification from B-BC when transitioning to Normal.
GetEventinformation service request from Recipient. This service request is triggered when the

No0.14140 and 14142 : AcknowledgeAlarm service request from Recipient. This is a service request that is
triggered when clicking on the “Ack selected alarm(s)” in the dialog described in the procedure.
This is an AcknowledgeAlarm service request for two Event notifications of Offnormal and

Normal transitions notified by the B-BC.

No.14144 : ConfirmedEventNotification to notify that the timestamp of the latest event passed in the
AcknowledgeAlarm service request matches that of the B-BC end.

A —#rokn - O X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
ma® RE f @as=EF =@aqaqed
| ‘ba(nelnrbvlcnrntp ‘gz '1+
MNo. Time Source Destination Protocol Length  Info &
14840 15:41:01.679354 192.168.10.20 192.168.10.18 BACnet-APDU 67 Confirmed-REQ writeProperty[ 5] notification-class,® priority
14641 15:41:01.122285 192.168.10.10 192.168.10.20 BACnet-APDU 6@ Simple-ACK writeProperty[ 5]
14842 15:41:91.124945 192.168.10.28 192.168.18.18 BACnet-APDU 85 Confirmed-REQ writeProperty[ 6] notification-class,® recipient-list device,2
14843 15:41:81.172281 192.168.18.18@ 192.168.18.28 BACnet-APDU 68 Simple-ACK writeProperty[ 6]
14844 15:41:81.175894 192.168.10.20 192.168.10.10 BACnet-APDU 63 Confirmed-REQ readPropertyMultiple[ 71
14845 15:41:81.222272 192.168.10.18 192.168.18.28 BACnet-APDU 96 Complex-ACK readPropertyMultiple[ 7]
14855 15:41:14.785@41 192.168.10.20 192.168.10.10 BACnet-APDU 61 Confirmed-REQ readPropertyMultiple[ 3]
14856 15:41:14.883486 192.168.10.1@ 192.168.10.20 BACnet-APDU 269 Complex-ACK readPropertyMultiple[ 8]
14870 15:41:41.4180882 192.168.1@.20 192.168.1@.1@ BACnet-APDU 68 Confirmed-REQ writeProperty[ 9] analog-input,® present-value
14871 15:41:41.428395 192.168.10.10 192.168.10.20 BACnet-APDU 68 Simple-ACK writeProperty[ 9]
14872 15:41:41.427883 192.168.18.28 192.168.18.18 BACnet-APDU 61 Confirmed-REQ readPropertyMultiple[ 18]
14673 15:41:41.478378 192.168.10.10 192.168.10.20 BACnet-APDU 269 Complex-ACK readPropertyMultiple[ 18]
14874 15:41:41.965644 192.168.10.18 192.168.18.255 BACnet-APDU 68 Unconfirmed-REQ who-Is 2 2
14675 15:41:41.967143 192.168.10.20 192.168.10.255 BACnet-APDU 67 Unconfirmed-REQ i-Am device,2
14876 15:41:41.975244 192.168.10.10 192.168.10.28 BACnet-APDU 135 Confirmed-REQ confirmedEventNotification[ 1] dewice,18 analog-input,®
14677 15:41:42.005927 192.168.10.20 192.168.10.10 BACnet-APDU 51 Simple-ACK confirmedEventNotification[ 1]
14892 15:42:04.893371 192.168.10.20 192.1658.10.10 BACnet-APDU 68 Confirmed-REQ writeProperty[ 11] analog-input,® present-value
14893 15:42:84.896816 192.168.18.18 192.168.18.28 BACnet-APDU 68 Simple-ACK writeProperty[ 11]
14894 15:42:84.968854 192.168.10.20 192.168.10.10 BACnet-APDU 61 Confirmed-REQ readPropertyMultiple[ 12]
14895 15:42:84.946959 192.168.10.18 192.168.18.28 BACnet-APDU 269 Complex-ACK readPropertyMultiple[ 12]
14896 15:42:84.956818 192.168.10.10 192.168.10.20 BACnet-APDU 153 Confirmed-REQ confirmedEventNotification[ 2] dewice,l@ analog-input,®@
14897 15:42:04.988255 192.168.10.20 192.168.10.18 BACnet-APDU 51 Simple-ACK confirmedEventNotification[ 2]
14114 15:42:29.115625 192.168.10.20 192.168.10.10 BACnet-APDU 52 Confirmed-REQ  getEventInformation[ 13]
14115 15:42:29.148581 192.168.10.10 192.1658.10.28 BACnet-APDU 116 Complex-ACK getEventInformation[ 13] analog-input,®
14140 15:43:13.254837 192.168.1@.20 192.168.1@.18 BACnet-APDU 183 Confirmed-REQ acknowledgeAlarm[ 14] analog-input,®
14141 15:43:13.256672 192.168.10.10 192.168.10.20 BACnet-APDU 68 Simple-ACK acknowledgeAlarm[ 14]
14142 15:43:13.257696 192.168.18.28 192.168.10.18 BACnet-APDU 183 Confirmed-REQ acknowledgeAlarm[ 15] analog-input,®
14143 15:43:13.306732 192.168.10.10 192.168.10.20 BACnet-APDU 6@ Simple-ACK acknowledgeAlarm[ 15]
14144 15:43:13.976788 192.168.10.10 192.168.10.28 BACnet-APDU 106 Confirmed-REQ confirmedEventNotification[ 3] dewice,1® analog-input,®
L 14145 15:43:13.98116@ 192.168.10.20 192.163.10.1@ BACnet-APDU 51 Simple-ACK confirmedEventNotification[ 3] v
< >
Internet Protocol Version 4, Src: 192.168.18.20, Dst: 192.168.18.10 " 74 9@ 58 1@ f9 ed 7c c2 <6 lc 9a fe @8 @@ 45 @@ t-P | E
User Datagram Protocol, Src Port: 56884, Dst Port: 47808 @8 25 eb 32 4@ 20 30 11 @0 20 co ad @a 14 cb a8 %-2@
BACnet Virtual Link Control @a @a de 34 ba cé @@ 11 95 91 81 @a @0 @9 el ee 4
Building Automation and Control Network NPDU 28 @3 ez
w Building Automation and Control Metwork APDU
8818 .... = APDU Type: Simple-ACK (2)
Invoke ID: 3
Service Choice: confirmedEventNotification (2)
v
< > < >
O 7 wireshark_{—#%y} 110UTGI2.pcapng Packets: 14211 Displayed: 509 (3.6%) Profile: Default

Fig.4-118 EventNotification capture image
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4.6.4 AtomicReadFile

See also chapter 4.5.11, which describes the AtomicReadFile service from VTS. This chapter describes the
procedure from Yabe. Yabe allows you to save files read from B-BC on your PC.

Open the “Settings” screen from Yabe's Options and set UdpMaxPayload to 480.
If changed, restart Yabe and start from Add Device.

Settings n

o= |21
GUI_SubscriptionGolumns 0:39:1:60:2:60:3:147.4:60:5:60:6:60:7-36 ~
IPv6_Support False
MSTP DisplayFreeAddresses True
MSTP_LogState Machine False
Plugins GCheckReliability. CheckStatusFlags,
Sezments_Max 65
Segments_ProposedWindowSize 20
Settings Uperade Required False
ShowDescriptionhenllsefull False
Subscriptions_IssueConfirmedNotifies | False
Subgcriptions_Lifetime 120
Subscriptions_ReplacementPollingFPerio 1000
TimeSynchronize_UTC False
Udp_DontFragment False
Udp_ExclusiveUseOfSocket False
Udp_MaxPayload 20
UsePolling By Default
Vertical Object_Splitter Orientation False
YabeDeviceld

Udp_MaxPayload

Some settings may require a restart of the program

Fig.4-119 Udp_MaxPayload setting of Yabe

Select “FILE 0 (File:0)” in the “Address Space” window and right-click to select “Download File”.

« Yet Another Bacnet Explorer - Yabe

File Functions  Options Help
@ X

Devices
_Eﬂ Devices
Flwin Udped 7808
Diewice 2 — 192 168 10 20:61031
=B RZMIL BAGCnet Solution EEG BRTR [10]
LB Device 100 - 129

Address Space : 19 ohjects

Bl RZMNIL_BACnet Solution BEC_EBRTR. {Device: 10}

AMALOG_INPUT:O

AMNALOG_INPUT:

AMALOG_ WALUED

AMALOG_WVALUE

& BINARY OUTPUT:O0

BIMARY_OUTPUT:

& BINARY_WVALUED

BIMARY WALLIE:]

FILE 0 {File:0}

..... - ¥ Subscribe
- g

B oo ST

----- [ ] MULTLSTATE Y = UploadFile
flls TRENDLOG:0 | o5 DeleteObject

----- [ POSITIVE INTE! an

----- [] POSITIVE INTE!
] NETWORK_PORT:1

----- [ METWORK_PORT:2

Search

Fig.4-120 Select Download File

RO1AN7237EJ0100 Rev.1.00 Page 114 of 156
Mar.25.2024 RENESAS




RZ/N2L Group

BACnet Controller Sample Software
In the next dialog, name and save the file; click OK on the Done pop-up screen.

« BEERTTRE *
T ‘ C:¥Users¥71768836¥BACNet¥20240129%F v | & FilesDiES »
EE > HLLTANS- = @
~ zm " ESEE =5
# D497 TIER
FlashData.bi 2024/01/29 14:40 BIN ]
B F20kT | | FlashData.bin 4/01/29 144
& dovn-F
@ Done x
EREET v < >
J74)b&(N): [FlashData.bin | V]
T4 L OER(T): o o Done
A JANS-MFEFRT RE©S) el
Fig.4-121 Save file with file name
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4.6.5 AtomicWriteFile

See also chapter 4.5.12, which describes the AtomicWriteFile service from VTS. This chapter describes the

procedure from Yabe.

By using Yabe, you can select files from your PC without any awareness of the Hex data stream (content) as

with VTS. The selecting file is the file saved with AtomicReadFile service.

Select “FILE 0 (File:0)” in the “Address Space” window and right-click to select “Upload File”.

« Yet Another Bacnet Explorer - Yabe
File  Functions

° X

Devices

Options  Help

‘B Devices
Jaan Udped 7808
Bl Device 2 - 192.168.10.20:51031
=B RZM2L_BACnet_Salution BBC_BRTR [10]
B Device 100 - 129

Address Space : 19 objects

----- B RZNIL_EACnet Salution BEG_BRTR {Device:10)
----- & ANALOGINFUTD

----- & ANALOGINPUT

2 aNALOG VALUED

2 ANALOGVALUE

(@ EINARY OUTPUT0

(# BINARY OUTPUT:

( BINARY WBLUED

------ [ EINARY WALUE1

& Subscribe

=
----- [ SCHEDULE:D
----- [] MULTLSTATE_]
----- [] MULTLSTATE_]

| Download File

| | Upload File

illy TRENDLOG:0
----- [] POSITIVE_INTH

----- [] POSTTTVE_INT

s DeleteObject
&8  Search

[] NETWORK_PORT:1

----- [-] NETWORK_PORT:2

Fig.4-122 Select Upload File

Select and open the file in the following dialog; click OK on the Done pop-up screen.

« B¢ x
U <« BACnet » 20240129 » Files w 0 Files#&E3= yel
BB~ HLLIAS- - @ @
A Em " =58 =
. 2024/01/29 15:09 Bl
B kT | | FlashData.bin 4, 9 15:09
¥ Fovo-F
B R - -
Sidsad
A v £ >
Done
74 ls&(N): | FlashData.bin v| o
B40) Sa ol

Fig.4-123 Open file
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4.6.6 ReinitializeDevice

Note) The ReinitializeDevice service resets the target device. When the debugger is connected, push S3
RESET button (red) on the RSK board to disconnect the debugger connection. If this service is executed
while the debugger is connecting, Ethernet communication will not be established after rebooting the B-BC.

ReinitializeDevice from VTS was explained in Chapter 4.5.9, and this section describes the procedure of it
from Yabe.

Restrictions) The following State parameter of ReinitializeDevice is not yet supported by the B-BC sample
software.

STARTBACKUP, ENDBACKUP, STARTRESTORE, ENDRESTORE, ABORTRESTORE

Yabe allows selection of the service parameter ACTIVATE _CHANGES, which could not be selected from
VTS. Enter "filister" in Password and click OK.

+ Yet Another Bacnet Explorer - Yabe

File Functions Options Help

@ X
Devices Subserip Properties
B Devices g—“ 4] |
“ioa Udped 7808 —
° “....EID - Shew ~ BacnetProperty
af= > Obiect Hentifier
Dewice 1010 - 129 ©  Add device

#  Remove device

Address Space : 19 objects
Bl RZNIL_BACnet Solution BEC_BRTR (Device:1 ), Send Whols F2
2 BNALOG_INPUTO

Exportd DB

2 BNALOGINPUT o] Epontdence

& ANALOG WALUED ) Time synchronize Ctrl+T
)2 ANALOG WALLE [ o |oevice control | ct+D
- BINARY OUTPUT0 A S CirieA

@ BINARY DUTPUT: L, Alarmsummary i
- g BINARY VALUEQ et Properties name  Ctrl+

v 1 Get Prop: Ctrl+N
i BINARY VALUE: &6 Create Object Ctrl+O

SR FILE 0 (File0}
3 .g_f NOTIFIGATION GLASSO
2] SGHEDULE:D

] MULTLSTATE VALUED
-] MULTLSTATE WALUE
- filly TRENDLOG:D

[] POSITIVE INTEGER_WALUE:D
-] POSITIVEINTEGER_WALUE:1
- ] NETWORK_PORT1

[] NETWORK_PORT:2

Fig.4-124 Select Device control
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5. Initial Settings

This chapter describes each parameter setting in this sample software, including initial property values for
each object.

5.1 |Initial Values

Initial values of property for each object or parameters in this sample software are shown below. Please refer
to the links shown in the Reference column of the table for how to change the initial values of each property.

5.1.1 Ethernet MAC address(IP)
In principle, Ethernet MAC address is uniquely assigned to all network devices, therefore, please set it
individually for each RSK board with reference to chapter 5.2.1.

Especially when multiple RSK boards are connected on the same BACnet/IP network, be sure to change
it.

Table 5-1 Ethernet MAC address

No. Ethernet MAC address(IP) Initial value Reference
MAC address printed on CN14 | uint8_t g_ether0_mac_address[6] = { 0x00, 0x11, 0x22,
1 of RSK board 0x33, 0x44, Ox55 J; 5.2.1 Ethernet MAC address(IP)
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5.1.2 Device

Initial values of device object properties are shown.

Table 5-2 Device,10 object properties

4
o

Object

Property

Initial value

Reference

© [O(N[O|O|R|WIN|—

=
2o

12

13

14

15

16

17

18

19

device,10

object-identifier

device, 10

5.2.2 Device instance

object-name

RZN2L_BACnet_Solution BBC BRTR

5.2.3 Device name

object-type

device (8)

system-status

operational (0)

vendor-name

UTF-8 'Renesas Electronics Corporation'

vendor-identifier

(Unsigned) 9999

model-name

UTF-8 'RZN2L_BBC_BRTR'

firmware-revision

UTF-8'1.0.0"

application-software-
version

UTF-8'1.0.0"

protocol-version

(Unsigned) 1

protocol-revision

(Unsigned) 23

protocol-service-supported

acknowledgeAlarm = TRUE
getAlarmSummary = TRUE
subscribeCOV = TRUE
atomicReadFile = TRUE
atomicWriteFile = TRUE
readProperty = TRUE
readPropertyMultiple = TRUE
writeProperty = TRUE
writePropertyMultiple = TRUE
deviceCommunicationControl = TRUE
reinitializeDevice = TRUE

i-Am = TRUE
timeSynchronization = TRUE
who-Has = TRUE

who-Is = TRUE

readRange = TRUE
utcTimeSynchronization = TRUE
getEventinformation = TRUE

protocol-object-type-
supported

analog-input = TRUE
analog-value = TRUE
binary-output = TRUE
binary-value = TRUE
device = TRUE

file = TRUE
notification-class = TRUE
schedule = TRUE
multi-state-value = TRUE
trend-log = TRUE
positive-integer-value = TRUE
network-port = TRUE

object-list

device, 10
network-port, 1
network-port, 2
analog-input, 0
analog-input, 1
analog-value, 0
analog-value, 1
binary-output, 0
binary-output, 1
binary-value, 0
binary-value, 1
notification-class, 0
multi-state-value, 0
multi-state-value, 1
trend-log, 0

file, 0
positive-integer-value, 0
positive-integer-value, 1
schedule, 0

5.2.4 Number of objects

max-apdu-length-accepted

(Unsigned) 480

segmentation-supported

no-segmentation (3)

apdu-timeout

(Unsigned) 3000

number-of-apdu-retries

(Unsigned) 3

device-address-binding

Deviceldentifier:-

empty
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No. Object Property Initial value Reference

network-number:-
MAC-address:Port:-

20 database-revision (Unsigned) 3

21 max-master (Unsigned) 127

22 max-info-frames (Unsigned) 1

23 description UTF-8 'Renesas RZN2L_BACnet_Solution'

24 local-time 0:01:34.0 A.M. = 00:01:34.0

25 utc-offset (Signed) -540 5.2.5 UTC_Offset
26 local-date January 1, 2000, (Day of Week = Saturday)

27 daylights-savings-status FALSE

28 location UTF-8 'Tokyo,Japan'

Subscription 1
Recipient>Recipient Process>Recipient
network-number:-
MAC-address:-
Port:-
29 active-cov-subscriptions Processldentifier:- empty
Monitored Property Reference
Objectldentifier:-
Property Identifier:-
Issue Confirmed Notifications:-
Time Remaining:-

system-status (112)
vendor-name (121)
vendor-identifier (120)
model-name (70)
firmware-revision (44)
application-software-version (12)
protocol-version (98)
protocol-revision (139)
protocol-services-supported (97)
protocol-object-types-supported (96)
object-list (76)
max-apdu-length-accepted (62)
segmentation-supported (107)
apdu-timeout (11)
number-of-APDU-retries (73)
device-address-binding (30)
database-revision (155)
max-master (64)
max-info-frames (63)
description (28)

local-time (57)

utc-offset (119)

local-date (56)
daylights-savings-status (24)
location (58)
active-cov-subscriptions (152))

30 property-list
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5.1.3 Analog Input

Table 5-3 Analoginput,0 object properties

notification-class (17)
high-limit (45)

low-limit (59)
deadband (25)
limit-enable (52)
event-enable (35)
acked-transition (0)
notify-type (72)
event-time-stamp (130)

No. Object Property Initial value Reference
1 object-identifier analog-input, 0
2 object-name ANALOG INPUT 0
3 object-type analog-input (0)
4 present-value 0.0
in-alarm = FALSE
. fault = FALSE
5 status-flags (Bit String) (FFFF) overridden = FALSE
out-of-service = FALSE
6 event-state normal (0)
7 out-of-service FALSE 5.2.16 OutOfService
8 units No Units (95)
9 description UTF-8 '"ANALOG INPUT 0'
10 reliability no-fault-detected (0)
11 cov-increment 1.000000 (Real)
12 time-delay (Unsigned) 0
13 notification-class (Unsigned) 0
14 high-limit 100.000000 (Real)
15 low-limit 0.000000 (Real)
16 deadband 0.000000 (Real)
17 limit-enable (Bit String) (TT) 'rf’i‘é"r;']{:‘n;tit‘széJUEE
to-offnormal = TRUE
18 event-enable (Bit String) (TTT) to-fault = TRUE
to-normal = TRUE
to-offnormal = TRUE
19 | analog-input,0 acked-transition (Bit String) (TTT) to-fault = TRUE
to-normal = TRUE
20 Notify Type alarm (0)
TO-OFFNORMAL | Date:any
ime: any
21 eventTimeStamps | TO-FAULT Date: any
Time: any
TO-NORMAL Date: any
ime: any
present-value (85)
status-flags (111)
event-state (36)
out-of-service (81)
units (117)
description (28)
reliability (103)
cov-increment (22)
2 property-list time-delay (113)

Table 5-4 Analoginput,1 object properties

No. Object Property Initial value Reference
1 object-identifier analog-input, 1
2 object-name ANALOG INPUT 1
3 object-type analog-input (0)
4 present-value 0.0
analog-input,1 in-alarm = FALSE
. . fault = FALSE
5 status-flags (Bit String) (FFFF) overridden = FALSE
out-of-service = FALSE
6 event-state normal (0)
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No. Object Property Initial value Reference
7 out-of-service FALSE 5.2.16 OutOfService
8 units No Units (95)

9 description UTF-8 'ANALOG INPUT 1'
10 reliability no-fault-detected (0)
11 cov-increment 1.000000 (Real)

12 time-delay (Unsigned) 0
13 notification-class (Unsigned) 0
14 high-limit 100.000000 (Real)

15 low-limit 0.000000 (Real)

16 deadband 0.000000 (Real)

17 limit-enable (Bit String) (TT) Ir?i\grll-llrinnl\tit;TTRRUUEE

to-offnormal = TRUE

18 event-enable (Bit String) (TTT) to-fault = TRUE

to-normal = TRUE
to-offnormal = TRUE

19 acked-transition (Bit String) (TTT) to-fault = TRUE

to-normal = TRUE

20 Notify Type alarm (0)

TO-OFFNORMAL | Date:any
ime: any

21 eventTimeStamps | TO-FAULT Date: any

Time: any

TO-NORMAL Date: any
Time: any

present-value (85)

status-flags (111)

event-state (36)

out-of-service (81)

units (117)

description (28)

reliability (103)

cov-increment (22)

. time-delay (113)
22 property-list notification-class (17)

high-limit (45)

low-limit (59)

deadband (25)

limit-enable (52)

event-enable (35)

acked-transition (0)

notify-type (72)

event-time-stamp (130)
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5.1.4 Analog Value

Table 5-5 AnalogValue,0 object properties

No. Object Property Initial value Reference
1 object-identifier analog-value, 0
2 object-name ANALOG VALUE 0
3 object-type analog-value (2)
4 present-value (real) 0
in-alarm = FALSE
o fault = FALSE
5 status-flags (Bit String) (FFFF) -
overridden = FALSE
out-of-service = FALSE
6 event-state normal (0)
7 out-of-service FALSE 5.2.16 OutOfService
8 units No Units (95)
9 description UTF-8 '"ANALOG VALUE 0'
10 cov-increment 1.000000 (Real)
11 time-delay (Unsigned) 0
12 notification-class (Unsigned) 4194303
13 high-limit 0.000000 (Real)
14 low-limit 0.000000 (Real)
15 deadband 0.000000 (Real)
- . . low-limit = FALSE
16 limit-enable (Bit String) (TT) high-limit = FALSE
to-offnormal = FALSE
17 log-value.0 event-enable (Bit String) (TTT) to-fault = FALSE
analog-value, to-normal = FALSE
to-offnormal = TRUE
18 acked-transition (Bit String) (TTT) to-fault = TRUE
to-normal = TRUE
19 Notify Type alarm (0)
TO-OFFNORMAL | Date:any
Time: any
20 eventTimeStamps TO-FAULT Date: any
ime: any
TO-NORMAL Date: any
Time: any
present-value (85)
status-flags (111)
event-state (36)
out-of-service (81)
units (117)
description (28)
cov-increment (22)
time-delay (113)
21 property-list notification-class (17)
high-limit (45)
low-limit (59)
deadband (25)
limit-enable (52)
event-enable (35)
acked-transition (0)
notify-type (72)
event-time-stamp (130)

Table 5-6 AnalogValue,1 object properties

No. Object Property Initial value Reference
1 object-identifier analog-value, 1
2 object-name ANALOG VALUE 1
3 | analog-value,1 object-type analog-value (2)
4 present-value (real) 0
5 status-flags (Bit String) (FFFF) | in-alarm = FALSE
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No. Object Property Initial value Reference
fault = FALSE
overridden = FALSE
out-of-service = FALSE

6 event-state normal (0)

7 out-of-service FALSE 5.2.16 OutOfService
8 units No Units (95)

9 description UTF-8 '"ANALOG VALUE 1'

10 cov-increment 1.000000 (Real)

11 time-delay (Unsigned) 0

12 notification-class (Unsigned) 4194303

13 high-limit 0.000000 (Real)

14 low-limit 0.000000 (Real)

15 deadband 0.000000 (Real)

- e low-limit = FALSE

16 limit-enable (Bit String) (TT) high-limit = FALSE
to-offnormal = FALSE

17 event-enable (Bit String) (TTT) to-fault = FALSE
to-normal = FALSE
to-offnormal = TRUE

18 acked-transition (Bit String) (TTT) to-fault = TRUE
to-normal = TRUE

19 Notify Type alarm (0)

TO-OFFNORMAL | Date:any
Time: any
20 eventTimeStamps TO-FAULT .':r’.ate:_ any
ime: any
TO-NORMAL Date: any
Time: any
present-value (85)
status-flags (111)
event-state (36)
out-of-service (81)
units (117)
description (28)
cov-increment (22)
time-delay (113)
21 property-list notification-class (17)
high-limit (45)
low-limit (59)
deadband (25)
limit-enable (52)
event-enable (35)
acked-transition (0)
notify-type (72)
event-time-stamp (130)
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5.1.5 Binary Output

Table 5-7 BinaryOutput,0 object properties

No Object Property Initial value Reference
1 object-identifier binary-output, 0
2 object-name BINARY OUTPUT 0
3 object-type binary-output (4)
4 present-value (enum index) 0
5 in-alarm = FALSE
6 ) ) fault = FALSE
status-flags (Bit String) (FFFF) -
7 overridden = FALSE
8 out-of-service = FALSE
9 event-state normal (0)
10 out-of-service FALSE 5.2.16 OutOfService
11 polarity 0
12 priority-array[1] NULL
13 priority-array[2] NULL
14 priority-array[3] NULL
15 priority-array[4] NULL
16 priority-array[5] NULL
17 priority-array[6] NULL
18 priority-array[7] NULL
19 priority-array[8] NULL
20 priority-array[9] NULL
21 priority-array[10] NULL
22 | binary-output0 " oririty_array[11] NULL
23 priority-array[12] NULL
24 priority-array[13] NULL
25 priority-array[14] NULL
26 priority-array[15] NULL
27 priority-array[16] NULL
28 relinquish-default 0
29 Current-command-priority | NULL
30 Reliability no-fault-detected (0)
31 description UTF-8 'BINARY OUTPUT 0O'
32 active-text UTF-8 'Active’
33 inactive-text UTF-8 'Inactive’
present-value (85)
status-flags (111)
event-state (36)
out-of-service (81)
polarity (84)
priority-array (87)
34 property-list

relinquish-default (104)
current-command-priority (431)
reliability (103)

description (28)

active-text (4)

inactive-text (46)

Table 5-8 BinaryOutput,1 object properties

No. Object Property Initial value Reference
1 object-identifier binary-output, 1
2 . object-name BINARY OUTPUT 1
binary-output,1 - -
3 object-type binary-output (4)
4 present-value (enum index) 0
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No. Object Property Initial value Reference
5 in-alarm = FALSE
6 ) ) fault = FALSE

status-flags (Bit String) (FFFF) -
7 overridden = FALSE
8 out-of-service = FALSE
9 event-state normal (0)

10 out-of-service FALSE 5.2.16 OutOfService
11 polarity 0
12 priority-array[1] NULL
13 priority-array[2] NULL
14 priority-array[3] NULL
15 priority-array[4] NULL
16 priority-array[5] NULL
17 priority-array[6] NULL
18 priority-array[7] NULL
19 priority-array[8] NULL
20 priority-array[9] NULL
21 priority-array[10] NULL
22 priority-array[11] NULL
23 priority-array[12] NULL
24 priority-array[13] NULL
25 priority-array[14] NULL
26 priority-array[15] NULL
27 priority-array[16] NULL
28 relinquish-default 0
29 Current-command-priority | NULL
30 Reliability no-fault-detected (0)

31 description UTF-8 'BINARY OUTPUT 0O'

32 active-text UTF-8 'Active’

33 inactive-text UTF-8 'Inactive’

present-value (85)
status-flags (111)
event-state (36)
out-of-service (81)
polarity (84)

) priority-array (87)

34 property-list relinquish-default (104)

current-command-priority (431)
reliability (103)
description (28)
active-text (4)
inactive-text (46)

5.1.6 Binary Value

Table 5-9 BinaryValue,0 object properties

No. Object Property Initial value Reference
1 object-identifier binary-value, 0
2 object-name BINARY VALUE 0
3 object-type binary-value (5)
4 present-value (enum index) 0
5 in-alarm = FALSE
6_|binary-value.0 | status-flags (Bit String) (FFFF)  [fult=FALSE
7 overridden = FALSE
8 out-of-service = FALSE
9 event-state normal (0)
10 out-of-service FALSE 5.2.16 OutOfService
11 description UTF-8 'BINARY VALUE 0'
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No. Object Property Initial value Reference
12 reliability no-fault-detected (0)
13 priority-array[1] NULL
14 priority-array[2] NULL
15 priority-array[3] NULL
16 priority-array[4] NULL
17 priority-array[5] NULL
18 priority-array[6] NULL
19 priority-array[7] NULL
20 priority-array[8] NULL
21 priority-array[9] NULL
22 priority-array[10] NULL
23 priority-array[11] NULL
24 priority-array[12] NULL
25 priority-array[13] NULL
26 priority-array[14] NULL
27 priority-array[15] NULL
28 priority-array[16] NULL
29 relinquish-default 0
30 current-command-priority] NULL
present-value (85)
status-flags (111)
event-state (36)
out-of-service (81)
31 property-list description (28)
reliability (103)
priority-array (87)
relinquish-default (104)
current-command-priority (431)
Table 5-10 BinaryValue,1 object properties
No. Object Property Initial value Reference
1 object-identifier binary-value, 1
2 object-name BINARY VALUE 1
3 object-type binary-value (5)
4 present-value (enum index) 0
5 in-alarm = FALSE
6 . . fault = FALSE
7 status-flags (Bit String) (FFFF) verridden = FALSE
8 out-of-service = FALSE
9 event-state normal (0)
10 out-of-service FALSE 5.2.16 OutOfService
11 description UTF-8 'BINARY VALUE 1'
12 reliability no-fault-detected (0)
13 priority-array[1] NULL
14 priority-array[2] NULL
15 priority-array[3] NULL
16 binary-value, 1 priority-array[4] NULL
17 priority-array[5] NULL
18 priority-array[6] NULL
19 priority-array[7] NULL
20 priority-array[8] NULL
21 priority-array[9] NULL
22 priority-array[10] NULL
23 priority-array[11] NULL
24 priority-array[12] NULL
25 priority-array[13] NULL
26 priority-array[14] NULL
27 priority-array[15] NULL
28 priority-array[16] NULL
29 relinquish-default 0
30 current-command-priority] NULL
. resent-value (85
81 property-list gtatus-ﬂags & g 1))
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No. Object Property Initial value Reference
event-state (36)
out-of-service (81)
description (28)
reliability (103)
priority-array (87)
relinquish-default (104)
current-command-priority (431)
5.1.7 File
Table 5-11 File,0 object properties
No Object Property Initial value Reference
1 object-identifier file, 0
2 object-name FILE O
3 object-type file (10)
4 file-type UTF-8 'application/octet-stream’
5 file-size (Unsigned) 148
L Date: April 1, 2006, (Day of Week = Saturday)
6 modification-date Time: 7:00:03.1 A.M. = 07:00:03.1
7 ] archive FALSE
8 file,0 read-only FALSE
9 file-access-method stream-access (1)
10 description UTF-8 'FlashData.bin'
file-type (43)
file-size (42)
modification-date (71)
11 property-list archive (13)
read-only (99)
file-access-method (41)
description (28)
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5.1.8 Notification Class

Table 5-12 Notification Class,0 object properties

No. Object Property Initial value Reference
L1 object-identifier notification-class, 0
2 object-name NOTIFICCATION CLASS 0
3 object-type notification-class (15)
4 notification-class (Unsigned) 0
To Off ormal (Unsigned) 255
5 priority To Fault (Unsigned) 255
L To Normal (Unsigned) 255
To_OffNormal = TRUE
6 ack-required (Bit String) (TTT) To_Fault = TRUE
] To_Normal = TRUE
Monday = TRUE
Tuesday = TRUE
Wednesday = TRUE
valid Days (Bit String) (TTTTTTT) | Thursday = TRUE
Friday = TRUE
Notification-class,0 Saturday = TRUE
Sunday = TRUE
from time 00:00:00.0
7 recipient-list [ {6 time 23:59:59.0
Deviceldentifier device, 4194303
Processldentifier | 0
isst_J_e cqnfirmed TRUE
notifications
to-offnormal = TRUE
transitions (Bit String) (TTT) to-fault = TRUE
] to-normal = TRUE
| 8 | description UTF-8 'NOTIFICATION CLASS 0'
notification-class (17)
priority (86)
9 property-list ack-required (1)

recipient-list (102)
description (28)
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5.1.9 Schedule

Table 5-13 Schedule,0 object properties

No. Object

Property

Initial value

Reference

object-identifier

schedule, 0

object-name

SCHEDULE 0

object-type

schedule (17)

Present Value

(enum index) 1

effective-period

January 1, any year,
(Day of Week = any day of week)

December 31, any year,
(Day of Week = any day of week)

schedule-default

0

list-of-object-

Objectldentifier

binary-output, 0

property-

Property Identifier

present-value (85)

references

Deviceldentifier

device, 100

priority-for-writing

(Unsigned) 16

status-flags

in-alarm = FALSE

fault = FALSE
overridden = FALSE
out-of-service = FALSE

(Bit String) (FFFF)

10 reliability

no-fault-detected (0)

11 out-of-service

FALSE

12 description

UTF-8 'SCHEDULE 0'

schedule,0

Time

00:00:00.0

Monday Value

0

Time

00:00:00.0

Tuesday Value

0

Time

00:00:00.0

Wednesday Value

0

weekly-

& schedule

Time

00:00:00.0

Thursday Value

0

Time

00:00:00.0

Friday Value

0

Time

00:00:00.0

Saturday Value

0

Time

00:00:00.0

Sunday

Value

0

14 property-list

present-value (85)

effective-period (32)
schedule-default (174)
list-of-object-property-references (54)
priority-for-writing (88)

status-flags (111)

reliability (103)

out-of-service (81)

description (28)

weekly-schedule (123)
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5.1.10 Multi State Value

Table 5-14 MultiStateValue,0 object properties

-
o

11

No. Object Property Initial value Reference
1 object-identifier multi-state-value, 0
2 object-name MULTISTATE VALUE 0
3 object-type multi-state-value (19)
4 present-value (uint) 1
in-alarm = FALSE
) ) fault = FALSE
5 status-flags (Bit String) (FFFF) -
overridden = FALSE
out-of-service = FALSE
6 event-state normal (0)
7 out-of-service FALSE 5.2.16 OutOfService
——1 multi-state-value,0 -
8 number-of-states (Unsigned) 3 5.2.6 Number of states
9 description UTF-8 'MULTISTATE VALUE 0'

state-text[0][3][64]

UTF-8 'State 1'
UTF-8 'State 2'
UTF-8 'State 3'

5.2.7 State text

property-list

present-value (85)
status-flags (111)
event-state (36)
out-of-service (81)
number-of-states (74)
description (28)
state-text (110)

Table 5-15 MultiStateValue,1 object properties

-
o

No. Object Property Initial value Reference
1 object-identifier multi-state-value, 1
2 object-name MULTISTATE VALUE 1
3 object-type multi-state-value (19)
4 present-value (uint) 1
in-alarm = FALSE
. . fault = FALSE
5 status-flags (Bit String) (FFFF) -
overridden = FALSE
out-of-service = FALSE
6 event-state normal (0)
7 out-of-service FALSE 5.2.16 OutOfService
——1 multi-state-value,1 -
8 number-of-states (Unsigned) 3 5.2.6 Number of states
9 description UTF-8 'MULTISTATE VALUE 1'

state-text[1][3][64]

UTF-8 'State 1'
UTF-8 'State 2'
UTF-8 'State 3'

5.2.7 State text

property-list

present-value (85)
status-flags (111)
event-state (36)
out-of-service (81)
number-of-states (74)
description (28)
state-text (110)
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5.1.11 Trend Log

Table 5-16 Trend Log,0 object properties

No Object Property Initial value Reference
1 object-identifier trend-log, 0
2 object-name TREND LOG 0
3 object-type trend-log (20)
4 enable TRUE
5 stop-when-full FALSE
6 buffer-size (Unsigned) 1000
7 log-buffer
8 record-count (Unsigned) 0
9 total-record-count (Unsigned) 0
10 event-state normal (0)
11 logging-type polled (0)
in-alarm = FALSE
(Bit | fault = FALSE
12 status-flags String) -
(FFFF) overridden = FALSE
trendlog,0 out-of-service = FALSE
13 description UTF-8 'TREND LOG 0'
Date January 1, 2009,
14 start-time (Day of Week = Thursday)
Time 00:00:00.0
Date December 22, 2020,
15 stop-time (Day of Week = Tuesday)
Time 23:59:59.99
) Objectldentifier: analog-input, 0
16 log-device- Property Identifier | present-value (85)
object-property - . ,
Deviceldentifier device, 10
17 log-interval (Unsigned) 90000
18 align-intervals TRUE
19 interval-offset (Unsigned) 0
20 trigger FALSE
enable (133)
stop-when-full (144)
buffer-size (126)
log-buffer (131)
record-count (141)
total-record-count (145)
event-state (36)
logging-type (197)
21 property-list status-flags (111)
description (28)
start-time (142)
stop-time (143)
log-device-object-property (132)
log-interval (134)
align-intervals (193)
interval-offset (195)
trigger (205)
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5.1.12 Positive Integer Value

Table 5-17 PositivelntegerValue,0 object properties

No. Object Property Initial value Reference
1 object-identifier positive-integer-value, 0
2 object-name POSITIVEINTEGER VALUE 0
3 object-type positive-integer-value (48)
4 present-value (uint) O
5 in-alarm = FALSE
6 o fault = FALSE
— status-flags (Bit String) (FFFF) -
7 overridden = FALSE
8 out-of-service = FALSE
g | positive-integer-value,0 | nits No Units (95)
10 description UTF-8 'POSITIVEINTEGER VALUE 0'
11 event-state normal (0)
12 out-of-service FALSE 5.2.16 OutOfService
present-value (85)
status-flags (111)
. units (117)
13 property-list description (28)
event-state (36)
out-of-service (81)

Table 5-18 PositivelntegerValue,1 object properties

No. Object Property Initial value Reference
1 object-identifier positive-integer-value, 1
2 object-name POSITIVEINTEGER VALUE 1
3 object-type positive-integer-value (48)
4 present-value (uint) O
5 in-alarm = FALSE
6 o fault = FALSE
T status-flags (Bit String) (FFFF) -
7 overridden = FALSE
8 out-of-service = FALSE
g | positive-integer-value,0 | jnitg No Units (95)
10 description UTF-8 'POSITIVEINTEGER VALUE 1'
11 event-state normal (0)
12 out-of-service FALSE 5.2.16 OutOfService
present-value (85)
status-flags (111)
. units (117)
13 property-list description (28)
event-state (36)
out-of-service (81)
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5.1.13 Network Port
Initial values of NetworkPort object properties are shown.

Table 5-19 NetworkPort,1 object properties(for BIP)

14
15
16
17
18
19
20
|21

22

network-port,1

overridden = FALSE

out-of-service = FALSE

No. Object Property Initial value Reference
1] object-identifier network-port, 1
| 2 | object-name BACnet/IP Port
| 3 | object-type network-port (56)
in-alarm = FALSE
. . fault = FALSE
4 status-flags (Bit String) (FFFF)

reliability no-fault-detected (0)
out-of-service FALSE

network-type ipv4 (5)

protocol-level bacnet-application (2)
changes-pending FALSE

description

UTF-8 'NETWORK PORT 1'

mac-address

c0a80alabac0 (hex)

5.2.11 BACnet IP address

bacnet-ip-mode normal (0)

ip-address c0a80a0la (hex) 5.2.11 BACnet IP address
bacnet-ip-udp-port (Unsigned) 47808 5.2.11 BACnet IP address
ip-subnet-mask ffffff00 (hex)

ip-default-gateway

c0a80a01 (hex)

ip-dns-server

00000000 (hex)

fd-bbmd- ip-address 00000000 5.2.13 FD_BBMD_Address
address port (Unsigned) 47808 5.2.13 FD_BBMD_Address
fd-subscription-lifetime (Unsigned) 60000 5.2.14 FD_Subscription_Lifetime

property-list

status-flags (111)

reliability (103)
out-of-service (81)
network-type (427)
protocol-level (482)
changes-pending (416)
description (28)
mac-address (423)
bacnet-ip-mode (408)
bacnet-ip-address (400)
bacnet-ip-udp-port (412)
bacnet-ip-subnet-mask (411)
bacnet-ip-default-gateway (401)
bacnet-ip-dns-server (406)
fd-bbmd-address (418)
fd-subscription-lifetime (419)

Table 5-20 NetworkPort,2 object properties(for MS/TP)

overridden = FALSE

out-of-service = FALSE

No. Object Property Initial value Reference
1] object-identifier network-port, 2
| 2 | object-name MS/TP Port
| 3 | object-type network-port (56)
in-alarm = FALSE
. . fault = FALSE
4 | network-port,100 | status-flags (Bit String) (FFFF)

reliability no-fault-detected (0)
out-of-service FALSE
network-type mstp (2)
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14

-
[¢;]

16
117 |

18

protocol-level

bacnet-application (2)

network-number (Unsigned) 2 5.2.8 Network number
network-number-quality configured (3)

changes-pending FALSE

apdu-length (Unsigned) 480

link-speed 115200.000000 (Real) 5.2.9 Link speed
description UTF-8 'NETWORK PORT 2'

mac-address

05

5.2.10 MAC address

max-master

(Unsigned) 127

max-info-frames

(Unsigned) 1

property-list

status-flags (111)
reliability (103)
out-of-service (81)
network-type (427)
protocol-level (482)
network-number (425)
network-number-quality (426)
changes-pending (416)
apdu-length (399)
link-speed (420)
description (28)
mac-address (423)
max-master (64)
max-info-frames (63)

5.1.14 Password
When B-BC receives ReinitializeDevice service or DeviceCommunicationControl service, it checks the
password sent by the BACnet user and executes the service only when it matches.

The password implemented in the BACnet stack is used as the default value, refer to Section 5.2.15 to
change it.

Table 5-21 Password

Service Initial value Reference
ReinitializeDevice filister 5.2.15 Password
DeviceCommunicationControl filister o
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5.2 Change Initial Values

This section explains how to change each property initial value and supplementary information for this
sample software.

To change the initial values, the source code and macro settings in the sample project need to be changed,
rebuilt and rerun, but some data can also be changed through terminal software using the initial configuration
commands described in Chapter 5.3. If the value is changed by the initial configuration command, the value
becomes effective after the board reset.

The following data can be changed by the initial configuration commands.

5.2.1 Ethernet MAC address(IP)
5.2.2 Device instance

5.2.3 Device name

5.2.5 UTC_Offset

5.2.10 MAC address

5.2.11 BACnet IP address
5.2.16 OutOfService

5.2.1 Ethernet MAC address(IP)
Set the MAC address pasted on CN14 shown in Fig. 5-1.

e
il
il
i
£
1
En
il

Lt

O

Fig. 5-1 MAC address pasted on CN14
(1) Setting by Rebuilding

Open Smart Configurator by double-clicking on configuration.xml from the tree shown in Fig. 5-2.

&) workspace FSP110_QSPIboot sample SScapy - & studio - o X
File Edit Source Refactor Navigste Search Project RenesasViews Run Window Help
45 Debug 7 RZN2LBAChet 35S V10,1 Debug - | ®-R-Bi% W | @
&|{;vq%v - - W g EI® - -t =ik vl
QS ||Ef s+ |4 Debug

Faa Project Explorer ¢ g =8 = B |[g= Outline X g =g
~ 125 RZN2L BACnet BSS_V1.0.1 [Debug] There is no active editor that

3 Binaries provides an outline.

[ Includes

2 BACMETOSS

2 common

8 rzn

&8 rzn_cfa/aws

&3 rzn_gen

2 src

&8 userfuser_config
232 user/user_fs3000_rz
(= Debug

(= rzn_cfg

(= script

[2H Problems x | & Console @ AV—k-757% - [ A¥-1-¥ZaF) #F Debug & Expressions r § = 9

SADTGOBAMDBGBG. pinctg i .
n_cig.txt Description Resource Path Location Type

N2L_BACnet_BSS_V1.0.0 Debug.jlink

[X] RZM2L_FreeRTOS_LwlIP Debug_Flatlaunch
[E] rznzl_xspio_x1_boot.cfg

8 configuration.xml - RZN2L_BACnet BSS V1.0.1 o] b

Fig. 5-2 Double click configuration.xml
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Open the Stacks tab and click on g_etherQ Ethernet Driver on r_ether to select it.

) workspace FSP110_QSPIboot_sample_SScopy - RZN2L_BACnet BSS V1.0.1/configuration.xml - e studio

File Edit Source Refactor

- + || 9 RZNzL_BAChet_BSS V1.0.1 Debug [t | B R~ E w0 M B R
®| Q- - - B FGraEr S E i = L - * o - |2

Q i ||EEocs+ | %5 Debug

{5 Project Explorer < | [E] & 7 § _BACnet_BSS_V1.0.1] FSP Configuration = 38 = B8

c 2
=1 R}zmzL,BAcm,Bss,w .01 Stacks Configuration o F

4% Binaries Generate Project Content

&l Includes

2 BACNETOSS

2 common

2 rzn

2 rzn_cfa/aws

2 rzn_gen

28 src

(2 user/user_config D

(5 user/user_fs3000_rz Objects % | New Object > e -

(2= Debug [ |« >

(= rzn_cfg

= script Summary [ BSP | Clocks | Pins | Interrupts | Event Link€ Stacks omponents

27;’ z:,',,-gu,almxm, |gl Problems x | &) Console @ AV—t-F571f— [} A¥—+-¥-a27)k 45 Debug & Expressions T =]

] RIAOTGOBAMOBGEG. pincfg 2N

Bl rzn_cfg.txt Description

[Z] RZM2L_BACnet BSS V1.0.0 Debugjlink i Infos (59 items)

2] RZM2L_BACnet_BSS V1.0.1 Debug,jlink

2] RZM2L_FreeRTOS_LwlP Debug_Flat jlink

(] RZM2L_FreeRTOS_LwlP Debug_Flat.launch

[E] rzn2l_xspio_«1_boot.cfg

Search Project RenesasViews Run  Window Help

There is no
active editor
g_ether0 Ethernet Driver on %] New Stack > that

r_ether Stacks provides an
outline.

Threads 47 New Thread 5| Remove -]

% g_etherd Ethernet Driver on r_ether

Resource Path Location Type

o) < |

Fig. 5-3 Click Navigate

Then open the Navigate menu and click Show In>Properties.

Q workspace_FSP110_QSPlboot_sample_SScopy - RZNZL_BACnet_BSS_V1.0.1/configuration.xml - e* studio
File Edit Source Refactor Mavigate Search Project Renesas Views Run  Window Help
345 Debt Go Into - | oo
GoTo > I .
- P g B

Open Declaration

Open Type Hiera

5 Project Explorer x | [F] €
w 125 RZM2L_BACnet_BSS V1.0
g-f' Binaries

Open Call Hierarchy

Open Include Browser

[ Includes Open from Clipboard Ctrl+Shift+V

(5 BACNETOSS ® Open Element... e g_ether0 Ethem

2 common r_ether Stacks

G2 rzn Open Type in Hierarchy... -

2 rzn_cfg/aws Open Element in Call Hierarchy... Fther -

(2 rzn_gen Open Resource... Ctrl+5hift+R ik e @ g_ethero
>

3 src Open Discovered Type...

2 userfuser_config k ®

2 userfuser_fs3000_rz Open Setup ¥ ) i

(= Debug =/ Open Setup Log <

(= rzn_cfg ) I

(= script Open Model Element Ctrl+Shift+F2  Lent Links | Stacks Component:

D-,—.:,b user : Alt+Shift+W > “= Include Browser i

4o¢ configuration.xml i

| RIADTGDBAMOBGBG. pi Next Cofe, B C/Ce Projects

=l rzn_cfg.txt Previous Cirl+, |7 Preect Bplorer

|E] RZN2L_BACnet _BSS V' 4 Problem Details

[E] RZN2L_BACnet BSS V' Previous Edit Location Cirl+Q ':53 Bz Eglamr

=] RZNZL_FreeRTOS_LwlF Next Edit Location Ctrl+Alt+Right

|%] RZN2L_FreeRTOS_LwlF

E rzn2|_xspi0_x1_boot.cf {7 Back Alt+Left

Forward Alt+Right

Fig. 5-4 Click Properties
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Open the Properties tab and enter General>MAC address (e.g. 74:90:50:10:05:B0). Click Generate Project
Content after entering the information. Finally, rebuild the project. See chapter 4.4.2 for build procedure.

File Edit Source Refactor Mavigate Search

# Debug
Bl de - Qi -t o -

=

[ ProjectExplorer = | 1% %7 8 = O
w 2% RZN2L_BACnet_BSS_V1.0.1

# Binaries

&l Includes

& BACMETOSS

[ common

2 rzn

22 rzn_cfg/aws

2 rzn_gen

2 src

2 user/user_config

[ user/user_fs2000_rz

(&= Debug

= rzn_cfg

= script

= user

48t configuration.xml

2 R9AO7GOB4MOBGEG.pincfg
rzn_cfg.bxt
RZM2L_BACnet_BSS_V1.0.0 Debug.jlink
RZM2L_BACnet_BSS_V1.0.1 Debug.jlink
RZM2L_FreeRTOS_LwlIP Debug_Flat.jlink
RZM2L_FreeRTOS_LwIP Debug_Flatlaunch
EI rzn2l_xspid_x1_boot.cfg

[ [ [ ) [

MAC address of this channel.

&) workspace_FSP110_Q5PIboot_sample_SScopy - RZN2L_BACnet_BSS_V1.0.1/configuration.xml - & studio

- m] X
Project Renesas Views Run Window Help
RZN2L_BACnet_BSS V1.0.1 Debug [ | B~ R~ @i Hgiow ] oF |
B F e @ [ - -t RS - 2
Q, ifS||Ecess 4 Debug
€} [RZN2L_BACnet_BSS_V1.0.1] FSP Configuration 3 = 0 = 0
Stacks Configuration s
Generate Project Content Th
ere is no
active editor
Threads &) New Thread &) Remove [=] g etherd Ethemet Driver on 4| New Stack > that y
provides an
~ @ New Thread ~] | FetherStacks cutline.
4% g_ether0 Ethernet Driver on r_ether ~
4% g_uarto UART Driver on r_sci_uart " 4 g_ether0 Ethernet Driver on r_ether
< - >
Objects %] New Object > @ .
Y
[ | < >
Summary | BSP | Clocks | Pins | Interrupts | Event Links | Stacks | Components
[# Problems B ConsoleQl—RIGRETE NS R, AV —|-J57H— L} AN-F-¥ZaF) +F Debug & Expressions e =0
g_ether0 Ethernet Driver on r_ether
Settings  Property Value -
~ General
Name g_etherd
Channel Q
MAC address 4:90:54):10:05:34
Zero-copy Mode Disable
Flow control functicnality Disable
Citmer v
jou] L)

(2) Setting by command

Fig. 5-5 Enter MAC address

Refer to Chapter 5.3. The setting value by the initial configuration commands takes precedence over the

setting value by building.
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5.2.2 Device instance
The instance number, like other objects, is combined with the object type to form the Object Identifier
property.
Only the instance number of the Device object type must be unique over the entire BACnet internetwork.
The setting range of Device instance is 0~4194303. However, 4194303 means invalid and is not used.
Refer to Chapter 5.3.

5.2.3 Device name
Refer to Chapter 5.3.

5.2.4 Number of objects

The following Symbol represents the initial value of the number of objects. This chapter describes how to
change this Value.
Here, do not change the number of objects in #BACNET_NETWORK_PORTS_MAX from 2.

#MAX_ANALOG_INPUTS
#MAX_ANALOG_VALUES
#MAX_BINARY_OUTPUTS
#MAX_BINARY _VALUES
#MAX_FILES
#MAX_MULTISTATE_VALUES
#MAX_NOTIFICATION_CLASSES
#MAX_POSITIVEINTEGER_VALUES
#MAX_SCHEDULES
#MAX_TREND_LOGS

The change procedure is as follows.

Select the project name in the Project Explorer window, then open Properties in the Project menu. Click
"Edit..." to make changes.

After making changes, click Apply and Close to apply the settings. Click Yes on the pop-up dialog. Finally,
rebuild. See Chapter 4.4.2 for build procedures.

8 ws_FSP13_BAI31.05PI configurable_RTR V100 - RZN2._BACnet BRTR_V1.0.0/rzn/z g 4 - & studio - o X

Q @ | [Euce] 4 g

0 |[E= outline X | 42 Documents SC]

o sulbh "
# MPU_WRAPPERS INCLUDED_FROM_APLFI
o FreeRTOSh

o taskh

#  heasMINIMUM_ELOCK SIZE

#  heaoBITS_PER_BYTE

o ucte

o P
© ABLOCKLINK
@ Bl

[ Problems [ D conscle X | I Propeties| @ 29-h-75%- | & 29-+-¥=a7),| [ Memory | 47 Desug| & Exprassicns| ~f-=0

N consoles todispay at thisfime.

=5 RZNZL_BACne: BRTR V1.00

Fig. 5-6 Open Properties
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& Properties for RZN2ZL_BACnet BRTR_V1.0.0 [m] >
Paths and Symbols e - -~ 8
Resource
Builders
C/C++ Build Configuration: | Debug [ Active] ~ | | Manage Configurations...
~ C/C++ General
Code Analysis
Documentation = Includ Library Paths| 2 Source Location | ] References
File Types
Formatter Languages Symbol Value ~
Indexer # BACNET_NETWORK_PORTS_MAX 2
Language Mappings # BBMD_ENABLED 1
ZoFroh # BIP_DNS_MAX 1 B2
# BIP_PORT OxBACO
Preproce Mclude Pat " Export
# DEVICE_INSTANCE 10
m;‘lict Natures # INTRINSIC_REPORTING 1
Project References # IPADR1 192
Renesas QF # IPADR2 168
Run/Debug Settings # IPADR3 1o
Tack Tags # IPADR4 10
Validation # Lwip_TCp 1
# LWIP_UDP 1
7 MAX_ANALOG_INPUTS 2
# MAX_ANALOG_VALUES 2
# MAX_BINARY_OUTPUTS 2
3 MAX_BINARY VALUES 2
3 MAX_COV_SUBSCRIPTIONS 5
7 MAX_FILES 0
# MAX_MULTISTATE VALUES 2
# MAX_NOTIFICATION_CLASSES 1
# MAX_POSITIVEINTEGER_VALUES 2
# MAX_SCHEDULES 1
# MAX_TREND_LOGS 1
# MAX_TSM_TRANSACTIONS 10
# MSTP_MAC_ADDRESS 5
# MULTISTATE_ NUMBER_OF_STATES 3
# NETWORK_PORT_IPV4_INSTANCE 1
# NETWORK_PORT_MSTP_INSTANCE 2
# PRINT_EMABLED 1
2 ISR DEBLG PRINT 1 &2
(D “Preprocessor Include Paths, Macros etc.” property page may define additional entries
Show built-in values
¥ Import Settings... | | % Export Settings...
< R Restore Defaults Apply
Cancel

Fig. 5-7 Change Number of objects

& Paths and Symbols =

Changes made will not be reflected in the index until it is rebuilt. Do you wish to
rebuild it now?

[ Remember my decision

Fig. 5-8 Click Yes

5.2.5 UTC_Offset
Refer to Chapter 5.3.
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5.2.6 Number of states

The Number of states property indicates the number of states represented by the present value of the Multi
State Value object and can be changed in the range of 1 to 254. When changing it, the number of State text
also needs to be increased or decreased at the same time. See chapter 5.2.7 to change the State text
property

Table 5-22 shows the relation between Number of states, Present value, and State text.

Table 5-22 Other properties related to number of states

Number of states Present value State text(string)
1 State 1
3 2 State 2
3 State 3

Change the Value of the following Symbol to modify the Number of states. The change procedure is the
same as in section 5.2.4.

8} Properties for RZN2L BACnet BSS V1.0.1 o X

[ | rathsand symbols -

Resource
Builders
C/C++ Build
v /Cs+ General
Code Analysis

Configuration: |Debug [Active] ~ | | Manage Configurations...

@ \n(\ude Library Paths (2 Source Location | References

Documentation

File Types

Formatter Languages Symbol Value Add...
P # BACAPP_PRINT_ENABLE @
# BACDL BIP 1
# BACDL MSTP 0 Delete
# BACNET_NETWORK_PORTS_MAX 1
# BBMD_ENABLED 0 Export
Mcu =
Project Natures # BIP_DNS_MAX !
Project References # BIP_PORT OxBACO
Renesas a # DEVICE INSTANCE 12
Run/Debug Settings # IPADRI 192
Task Tags # IPADR2 168
Validation # IPADR3 10
# IPADRa 100
# LWIP_TCP 1
# LWIP_UDP 1
# MAX_ANALOG_INPUTS 2
# MAX_ANALOG_ OUTPUTS 2
# MAX_ANALOG_VALUES 2
# MAX_BINARY_INPUTS 2
# MAX_BINARY_OUTPUTS 4
# MAX_BINARY_VALUES 2
# MAX_COV_SUBCRIPTIONS 4
# MAX_MULTISTATE VALUES 2
# MAX_POSITIVEINTEGER VALUES 2
# MAX_TSM_TRANSACTIONS 10
# MSTP_MAC_ADDRESS 129
# MSTP_MAX MASTER 121
# MSTP_PDU_PACKET_COUNT 2
# NETWORK_PORT_INSTANCE 1
# PRINT_ENABLED 1

@ "Preprocessor Include Paths, Macros etc.” property page may define additional entries
Show built-in values
% Import Settings... | | B Export Seffings.

Restore Defaults Apply

‘ Apply and Close| ) Cancel

@

Fig. 5-9 Change Number of states

5.2.7 State text

The State text property is a string that represents the state, such as large, medium, small, etc., which the
present value represents. The description string is 64 bytes or less. The default value of "Number of states”
is 3, so it is assumed to be 3 here as well. If the value of "Number of states" is changed, the description of
State text needs to be modified.

Search for "state_name[MULTISTATE_NUMBER_OF_STATES][64]" in the source code and change the
setting.

5.2.8 Network number

Network number is an MS/TP-specific property that represents the BACnet network number associated
with the network. The range of this property is 0~65534, where 0 means unknown.
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When WriteProperty or WritePropertyMultiple services are executed for this property, the set value is
written to Flash memory. See chapter 5.3.

5.2.9 Link speed
Link speed is expressed as bits per second. A value of 0 means that the communication speed is

unknown.
It is valid for MS/TP connections and represents the baud rate of the UART. To change the baud rate,

select from Table 5-23.

Table 5-23 Baud rate

Baud rate Requirement
9600 Required
19200 Optional
38400 Required
57600 Optional
76800 Optional
115200 Optional

Link speed is changed by the following procedure.
Open the Properties tab with g_uart5 UART Driver on r_sci_uart selected in the Smart Configurator and

enter Baud>Baud Rate. After input, click “Generate Project Content”.
See chapter 5.2.1 for activating the smart configurator.

8 workspace. F5P110,QSPlboot sample. SScopy - RZNZL BACht BS5 V1.0.1/configuration s -  stucio
s Run Window Help

File Edit Source Refactor Navigate Search Project Renesas

4 Debug [ RZNaL_BAChct_BSS V1,01 Debug - | ®-4%-&

Bl Qi - - WP E R E S

5 7 § = O[5 (RVABAG S IO FPC X | @ srvpe 8 mainc

Stacks Configuration

& NewThread 4] Remove [

g_uarts UART Driver on
©sci_uart Stacks

% g_uarts UART Driveron rsi_uart

g_uart5 UART Driver on r_sci_uart

Property Value

Parameter Checking Default (B5P)

FIFO Support Disable

DMAC Support Disable

RS232/RS485 Flow Control Support Disable
ronr_sci_uart

Settings

Fig. 5-10 Enter Baud Rate

In addition, modify the corresponding part in the source code.
BACNETOSS\sample.h

F% fdefine UART _BAUDRATE 358400 #/<
fidef ine UART_BAUDRATE 115200+«

Fig. 5-11 Change UART_BAUDRATE
Finally, rebuild. See chapter 4.4.2 for build procedure.
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5.2.10 MAC address
Refer to Chapter 5.3.

5.2.11 BACnet IP address
Refer to Chapter 5.3.

5.2.12 BACnet_IP_Mode

The BACnet_IP_Mode property of the Network Port object is for BIP only. The B-BC supports NORMAL and
FOREIGN, does not support BBMD

NORMAL: The device is operating as neither a foreign device nor a BBMD over this network port.
FOREIGN: The device is operating as a foreign device over this network port.
BBMD: The device is operating as a BBMD over this network port.

This property is modified by the WriteProperty or WritePropertyMultiple services. Executing the
WriteProperty and WritePropertyMultiple services write the setting value to Flash memory and set the
Changes_Pending property to TRUE. The value becomes valid on reboot or when ReinitializeDevice service
request is received with ACTIVATE_CHANGES or WARMSTART

There is no initial configuration command for this property. Refer to chapter 5.3 for details.

5.2.13 FD_BBMD_Address

FD_BBMD_Address property of the Network Port object is a BIP-specific property, and it consists of the IP
address and UDP port number of the BBMD device. When BACnet_IP_Mode is FOREIGN, B-BC sends a
Register-Foreign-Device BVLL message to the BBMD device to register itself as a foreign device.

This property is modified by the WriteProperty and WritePropertyMultiple services. Executing the
WriteProperty and WritePropertyMultiple services write the setting value to Flash memory and set the
Changes_Pending property to TRUE. The value becomes valid on reboot or when ReinitializeDevice service
request is received with ACTIVATE_CHANGES or WARMSTART

Refer to (1) for the procedure to change the property.

There is no initial configuration command for this property. Refer to chapter 5.3 for details.

(1) FD_BBMD_Address setting with VTS

The following is the procedure for setting the FD_BBMD_Address property with VTS. Click ID... in the
WriteProperty dialog. Configure the followings in the Object ID dialog.

Select Reserved for Object Type.
Set Reserved Type to 56 (OBJECT_NETWORK_PORT). (): Defined value in bacenum.h
Set Instance to 1. Click OK.
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Fig. 5-12 WriteProperty dialog(1)

Select "< Enter numeric value >" from Property in the WriteProperty dialog.

WriteProperty - X
P | BVLCI | NPCI | Confirmed-Request WriteProperty MyPort -
G A
2 BviL
20 Network

|23 Alarm and Event
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Fig. 5-13 WriteProperty dialog(2)
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Set 418 (PROP_FD_BBMD_ADDRESS) in the Propertyldentifier dialog and click OK.

PP | BVLO | NPC | Confirmed-Request WiteProperty

Object ID

Property

Array Index

Value

Priority

Reserved-58, 1 ID...

< Enter numeric value > ) j

—

Any...

—

|MyPort -

Propertyldentifier x

Enter BAChetPropertyldentifier as a number
Standard: 0-
ASHRAE Reserved: 387 - 511
Proprietary: 512 - 4134303

414

‘) Cancel

S

I3 BVLL

22 Network

23 Alarm and Event

L] File Access

Y Object Access
ddListElement
hangeList-Error

>

eadPropertyMultiple
eadPropertyMultiple-ACK
eadRange
emovelistElement

| WriteProperty
ritePropertyMultiple

il WritePropertyMultiple-Errar
IC Remote Device Management
I Virtual Terminal

I Simple/Segment ACK v

0119003E 53F

COAB0ADA BACOE10A 00130104 0003/70F DCOEDOOO

’—j Send

Close | Send & Close ‘

Fig. 5-14 WriteProperty dialog(2)

Set 418 (PROP_FD_BBMD_ADDRESS) in the Propertyldentifier dialog, click OK, and then click "Any..."

under Value.

Object ID

Property

Array Index

Value

Priority

P | BVLO | NPCI | Confirmed-Request WriteProperty

Reserved-56, 1 ID...

< Enter numeric value > ) j

—

—

Propertyldentifier X

Enter BAChetPropertyldentifier as a number
Standard. 0
ASHRAE Reserved: 387 - 511
Proprietary: 512 - 4134303

414

" Cancel

0119003t 5F

C0AGDADA BACOG104 00130104 D003770F OCOEOOO0
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=]
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Fig. 5-15 WriteProperty dialog(2)
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Click Add in the ABSTRACT-SYNTAX.&Type dialog, select Opening Tag for Type, and set Context to 0. Do

not click OK yet.
ABSTRACT-SYNTAX.&Type e
Type | Context | Data
Opening Tag [ 0E
—
Remove
< >
Tope Qpering Tan> |
Cunlexl®_
Valug
oK. Cancel |

Fig. 516 ABSTRACT-SYNTAX.&Type dialog(1)

Click Add in the ABSTRACT-SYNTAX.&Type dialog again, select Octet String for Type, and set Context to 1
Set the IP address (in the example, enter COA80A14 in Hex for 192.168.10.20 of the connecting PC) in

Value. Do not click OK yet.

ABSTRACT-SYNTAK.&Type s
Type_ ‘ Context | Data
Somewes 1 tcoosaana
Femove

< >
Type < DctelStnnﬁ) ﬂ
EDnlEkI@i
Value C(C0420414

0k Cancel |

Fig. 5-17 ABSTRACT-SYNTAX.&Type dialog(2)

Click Add in the ABSTRACT-SYNTAX.&Type dialog again, select Closing Tag for Type, and set Context to
0. Do not click OK vyet.

ABSTRACT-SYNTAX &Type

ontest | Data

OE
TCCOAE0414
oF

Tyvpe [

[=]
k=1
&
2
5
8
=
o
-1
o-=o|n

Fig. 5-18 ABSTRACT-SYNTAX.&Type dialog(3)
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Click Add in the ABSTRACT-SYNTAX.&Type dialog again, select Unsigned for Type, set Context to 1, set
Value to the UDP port number (decimal value of 47808 in the example), and click OK.

ABSTRACT-SYNTAX.&Type ®

Type Context | Data

Opening T ag 1] 0E
Octet String 1 1CCOABOAT4 |
Claoging Tag 1] oF

Unsigned 1 14BACD FRemove

< >

Type CUnsigned D j
Eontext®—

e
value (((47304

( Ok | ) Cancel |

Fig. 5-19 ABSTRACT-SYNTAX.&Type dialog(4)

Finally, click Send on the WriteProperty dialog.

5.2.14 FD_Subscription_Lifetime

FD_Subscription_Lifetime property of the Network Port object is a BIP-specific property. It indicates the
Time-To-Live value in seconds used in the Register-Foreign-Device BVLL message. Once this Time-To-Live
value reaches 0, the B-BC resends the Register-Foreign-Device BVLL message.

This property is modified by the WriteProperty and WritePropertyMultiple services. Executing the
WriteProperty and WritePropertyMultiple services write the setting value to Flash memory and set the
Changes_Pending property to TRUE. The value becomes valid on reboot or when ReinitializeDevice service
request is received with ACTIVATE_CHANGES or WARMSTART

There is no initial configuration command for this property. Refer to chapter 5.3 for details.

5.2.15 Password
For changing the Password, search the “Search word” shown in Table 5-24 and change it in the source
code.

Table 5-24 Password changes

Service File to be changed Search word
ReinitializeDevice BACNETOSS\bacnet\basic\object\device.c *Reinit_Password
DeviceCommunicationControl BACNETOSS\bacnet\basic\service\h_dcc.c My_Password[32]

5.2.16 OutOfService

When WriteProperty or WritePropertyMultiple services are executed for OutOfService property, the value
is also written to Flash memory. Refer to chapter 5.3 for details.
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5.3 Initial Configuration Command

5.3.1 Configurable Properties

There are some Properties in BACnet that are required to maintain their changed values even if device
reboot occurs due to power failure etc. In this sample software, the Configurable Property shown in Table
5-25 to Table 5-27 is stored in Flash memory (QSPIO Flash ROM) and the values are maintained after the B-
BC device is rebooted.

These Configurable Properties can be set by executing the initial configuration commands via the serial
interface. Connect the CN16 terminal where SCIO peripheral modules are assigned to the PC with a USB
cable, and execute the initial configuration commands from the terminal software.

(1) Configurable Properties
Configurable properties common to BIP and MSTP are listed in Table 5-25.

Table 5-25 Configurable Properties

Num of |Min Max

Configurable

|Property ‘Object type Command arrays  |value value Example value
1 |DeviceName Name_of_device_obj = |64 RZN2L_BACnet_Solution
2 |Devicelnstance |Device Instance_of_dev = 1 4194303 {100
3 |UTC_Offset UTC_Offset = 1440 1440 Eﬁ\‘?ans TOKYOIAPAN)
4 Analoglnput OOS_AI_0O(or 1) =
? AnalogValue OOS_AV_0(or1)=
? BinaryOutput 0O0S_BO_0(or1)=
TOutOfService BinaryValue O0S_BV_0(or1)= false true
? Schedule 00S_SC 0=
T Multi-stateVale OOS_MSV_0(or 1) =
F PositivelntegerValue |OOS_PIV_0(or 1) =

(2) BIP-specific Configurable Properties
In addition to the above, BIP-specific Configurable Properties are shown in Table 5-26.

No. 1 Ethernet. MAC is the MAC address of the Ethernet PHY; it is not a specified property in the BACnet
standard, but can be changed with the initial configuration command without rebuilding.

No.2 The MAC_Address of BIP consists of the IP address and UDP port number. It can be changed with the
initial configuration command without rebuilding.

No. 3 IP_Address and No. 4 BACnet_IP_UDP_Port are reflected from No. 2 MAC_Address setting value
when rebooting, so there is no dedicated command.

The values of No.5 BACnet_IP_Mode, No.6 FD_BBMD _Address and No.7 FD_Subscription_Lifetime are
written to the Flash ROM when the WriteProperty or WritePropertyMultiple services are executed for these
properties. Therefore, there is no dedicated command, and each property is reflected at reboot and when the
ReinitializeDevice service request is received as ACTIVATE_CHANGES or WARMSTART.

Table 5-26 BIP-specific configurable properties

Configurable Property |Object type |Note Command Example value

Other than BACnet Ethernet_mac_address = |74:90:50:10:05:B0

MAC_Address NetworkPort Bac_IP_mac_address = 192.168.10.10:47808
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3 IP_Address “MAC_Address” setting
4 BACnet IP UDP Port value is reflected.
5 BACnet_IP_Mode " no command
Flash writing when

6 FD_BBMD_Address executing WriteProperty

L . and WritePropertyMultiple.
7 FD_Subscription_Lifetime

(3) MSTP-specific Configurable Properties

Table 5-27 shows the MSTP-s
No.1 MAC_Address of MS/TP

pecific Configurable Property.

can be changed by initial configuration command without rebuilding.

No.2 Network_Number is written to Flash memory when the WriteProperty or WritePropertyMultiple services
are executed for the property. Therefore, there is no dedicated command, and the property is reflected on
reboot or when a ReinitializeDevice service request is received with ACTIVATE_CHANGES or

WARMSTART.

Table 5-27 MSTP-specific configurable properties

Configurable
Property

1 |MAC_Address

Object type

NetworkPort

2 |Network_Number

Min Max |Example

Note Command

MSTP_mac_address =

no command

value |value |value

Flash writing when executing WriteProperty
and WritePropertyMultiple.
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5.3.2 Setup

Connect CN16 on the RSK board to the PC with a USB cable.

USB mini Type-B Cable

RZ/N2L RSK

Fig. 5-20 Connect CN16 of the RSK to PC

Start the terminal software on your PC. Any terminal software will be suitable, but here TeraTerm is used as
an example. It is available at the following link.

Releases - TeraTermProject/teraterm (github.com)

The serial port setup is as follows

Speed : 115200, Data : 8bit, Parity : none, Stop bits : 1bit, Flow control : none

The terminal setup is as follows

Append LF the transmitted data and Disable Local Echo.

Tera Term: Terminal setup

Terminal ID: VT -~

Terminal size New-line
Term size = win size Transmit:
Auto window resize

[JLocal echo
Answerback: I:l [ Auto switch (WT<->TEK)

X Tera Term: Serial port setup and connection

Port: COM4 ~
Spesct [0 ]

Data: & bit s

Cancel

nene b

Help Parity:
Stop bits: 1 bit V

Flow control: none ~

Transmit delay

EI msec/char

Cancel

Help

EI msec/line

*

Device Friendly Mame: USB LU F/( Z (COM4)

Device Manufacturer: Microsoft
Provider Name: Microsoft
Driver Date: 6-21-2006

Driver Version: 10.0.19041.3636

Device Instance ID: USB¥VID_045B8&PID_8111%0000000000001

Fig. 5-21 Terminal software setup
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5.3.3 Command Execution

When the RSK board is reset, it displays a memory dump of the end area of QSPI0 Flash ROM, where the

configurable data (Configurable Property) is stored. Fig. 5-22 shows the case of BIP.

41 COM4 - Tera Term VT

File Edit Setup Control Window Help

0 & FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF PR
: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF PR

FF FF FF FF FF FF FE FF FF FF FF FF FF FF FF FE
FF FF FF FF FF FF FE FF FF FF FF FF FF FF FE FE
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FE FF FF FF FF FF FF FF FE FE
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FE FF FF FF FF FF FF FF FF FE
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FE FF FF FF FF FF FF FF FF FE
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF PP

: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF PR

: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FE

FF FF FF FF FF FF FE FF FF FF FF FF FF FF FE FE
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FE FF FF FF FF FF FF FF FF FE
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FE FF FF FF FF FF FF FF FF FE
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF PP
FF FF FF FF FF FF FE FF FF FF FF FF FF FF FF FE
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF PP
FF FF FF FF FF FF FE FF FF FF FF FF FF FF FF FE
FF FF FF FF FF FF FE FF FF FF FF FF FF FF FE FE
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF

Fig. 5-22 Memory dump of data storage area

Upper part: 0x63FFCO000 to 0x63FFC093: Data storage area of xSPI0_CS0_SPACE

Lower part: 0x43FFCO000 to 0x43FFC093: Data storage area for xSPI0O_CS0_SPACE_MIRROR
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Continue typing any key, such as Enter, and the command format will appear.

Y COM4 - Tera Term VT

File Edit Setup Control Window Help

Fig. 5-23 Command format

*% CONFIGURATION WRITE COMMAND FORMAT (Setting Example) s

Displays write command format. Setting values are shown as examples. (Chapter 5.3.3.1)

sortokrokrdokk GONFIGURATION READ COMMAND FORMAT sdokstkorstokeorotok

Displays read command format. (Chapter 0)
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5.3.3.1 Write Command

An example of write command is shown below. Commands must be entered in correct case, capitalization
included. The written value becomes effective after the board is rebooted.

(1)

(2)

()

BIP and MSTP Common Commands
Name_of device_obj = RZN2L_BACnet_Solution_BBC_BRTR

This sets the object name (i.e., device name) of the device object.

Instance_of dev =100

This sets the instance number of the device object.

UTC_Offset = -540

This sets UTC_Offset. This UTC offset (-540) indicates TOKYO/JAPAN (-9hour x 60min), with a
minus value east of the meridian and a plus value west of the meridian. It is not necessary to enter a
plus sign.

For example, for VANCOUVER/CANADA, UTC_Offset = 480.

OOS_AI_0 = true(or false)
This sets the OutOfService property value of the Analoglnput,0 object.
... Omitted
OO0S_SC_0 = true(or false)
This sets the OutOfService property value of the Schedule,0 object.
... Omitted hereafter, see No. 4...10 in Table 5-25.

Delete_saved data

This command clears (erases) the stored value to OxFF.

BIP-Specific Commands
Ethernet_mac_address = 74:90:50:10:05:B0
This sets the MAC address of the Ethernet PHY on the RSK board.

Bac_IP_mac_address = 192.168.10.10:47808
This sets the IP address and UDP port number of the B-BC.

MSTP-Specific Commands
MSTP_mac_address =5
This sets the MAC address for MS/TP master of the B-BC.
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After the write commands are executed, reset the board. the settings data are saved as shown in Fig. 5-24.
the data saved in Flash ROM are used as the initial values of each property.

Y COM4 - Tera Term VT

File Edit Setup Control Window Help

00 00
FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF

FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
10 F9 ED FF

1] ) (
FF FF FF FF FF FF F
FF FF FF FF FF FF FF FF F

Fig. 5-24 Memory dump after writing
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5.3.3.2 Read Command

Fig. 5-25 shows an example of executing each Read command. Execute a read command like
">Ethernet_mac_address" then the written value (74:90:50:10:05:B0) will be displayed.

“help_config” is help command to redisplay the command format.

‘1 COM4 - Tera Term VT
File Edit Setup Control Window Help

Fig. 5-25 Read command result
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General Precautions in the Handling of Microprocessing Unit and
Microcontroller Unit Products

The following usage notes are applicable to all Microprocessing unit and Microcontroller unit products from Renesas. For detailed usage notes on the
products covered by this document, refer to the relevant sections of the document as well as any technical updates that have been issued for the products.

1.

Precaution against Electrostatic Discharge (ESD)

A strong electrical field, when exposed to a CMOS device, can cause destruction of the gate oxide and ultimately degrade the device operation. Steps
must be taken to stop the generation of static electricity as much as possible, and quickly dissipate it when it occurs. Environmental control must be
adequate. When it is dry, a humidifier should be used. This is recommended to avoid using insulators that can easily build up static electricity.
Semiconductor devices must be stored and transported in an anti-static container, static shielding bag or conductive material. All test and
measurement tools including work benches and floors must be grounded. The operator must also be grounded using a wrist strap. Semiconductor
devices must not be touched with bare hands. Similar precautions must be taken for printed circuit boards with mounted semiconductor devices.
Processing at power-on

The state of the product is undefined at the time when power is supplied. The states of internal circuits in the LSI are indeterminate and the states of
register settings and pins are undefined at the time when power is supplied. In a finished product where the reset signal is applied to the external reset
pin, the states of pins are not guaranteed from the time when power is supplied until the reset process is completed. In a similar way, the states of pins
in a product that is reset by an on-chip power-on reset function are not guaranteed from the time when power is supplied until the power reaches the
level at which resetting is specified.

Input of signal during power-off state

Do not input signals or an 1/0 pull-up power supply while the device is powered off. The current injection that results from input of such a signal or /0
pull-up power supply may cause malfunction and the abnormal current that passes in the device at this time may cause degradation of internal
elements. Follow the guideline for input signal during power-off state as described in your product documentation.

Handling of unused pins

Handle unused pins in accordance with the directions given under handling of unused pins in the manual. The input pins of CMOS products are
generally in the high-impedance state. In operation with an unused pin in the open-circuit state, extra electromagnetic noise is induced in the vicinity of
the LSI, an associated shoot-through current flows internally, and malfunctions occur due to the false recognition of the pin state as an input signal
become possible.

Clock signals

After applying a reset, only release the reset line after the operating clock signal becomes stable. When switching the clock signal during program
execution, wait until the target clock signal is stabilized. When the clock signal is generated with an external resonator or from an external oscillator
during a reset, ensure that the reset line is only released after full stabilization of the clock signal. Additionally, when switching to a clock signal
produced with an external resonator or by an external oscillator while program execution is in progress, wait until the target clock signal is stable.
Voltage application waveform at input pin

Waveform distortion due to input noise or a reflected wave may cause malfunction. If the input of the CMOS device stays in the area between V.
(Max.) and Vi1 (Min.) due to noise, for example, the device may malfunction. Take care to prevent chattering noise from entering the device when the
input level is fixed, and also in the transition period when the input level passes through the area between Vi (Max.) and Vi1 (Min.).

Prohibition of access to reserved addresses

Access to reserved addresses is prohibited. The reserved addresses are provided for possible future expansion of functions. Do not access these
addresses as the correct operation of the LSI is not guaranteed.

Differences between products

Before changing from one product to another, for example to a product with a different part number, confirm that the change will not lead to problems.
The characteristics of a microprocessing unit or microcontroller unit products in the same group but having a different part number might differ in terms
of internal memory capacity, layout pattern, and other factors, which can affect the ranges of electrical characteristics, such as characteristic values,
operating margins, immunity to noise, and amount of radiated noise. When changing to a product with a different part number, implement a system-

evaluation test for the given product.



Notice

1. Descriptions of circuits, software and other related information in this document are provided only to illustrate the operation of semiconductor products
and application examples. You are fully responsible for the incorporation or any other use of the circuits, software, and information in the design of your
product or system. Renesas Electronics disclaims any and all liability for any losses and damages incurred by you or third parties arising from the use

of these circuits, software, or information.

2. Renesas Electronics hereby expressly disclaims any warranties against and liability for infringement or any other claims involving patents, copyrights,
or other intellectual property rights of third parties, by or arising from the use of Renesas Electronics products or technical information described in this
document, including but not limited to, the product data, drawings, charts, programs, algorithms, and application examples.

3. No license, express, implied or otherwise, is granted hereby under any patents, copyrights or other intellectual property rights of Renesas Electronics

or others.

4. You shall be responsible for determining what licenses are required from any third parties, and obtaining such licenses for the lawful import, export,
manufacture, sales, utilization, distribution or other disposal of any products incorporating Renesas Electronics products, if required.
5. You shall not alter, modify, copy, or reverse engineer any Renesas Electronics product, whether in whole or in part. Renesas Electronics disclaims any
and all liability for any losses or damages incurred by you or third parties arising from such alteration, modification, copying or reverse engineering.
6. Renesas Electronics products are classified according to the following two quality grades: “Standard” and “High Quality”. The intended applications for
each Renesas Electronics product depends on the product’s quality grade, as indicated below.
"Standard": Computers; office equipment; communications equipment; test and measurement equipment; audio and visual equipment; home
electronic appliances; machine tools; personal electronic equipment; industrial robots; etc.
"High Quality": Transportation equipment (automobiles, trains, ships, etc.); traffic control (traffic lights); large-scale communication equipment; key

financial terminal systems; safety control equipment; etc.

Unless expressly designated as a high reliability product or a product for harsh environments in a Renesas Electronics data sheet or other Renesas
Electronics document, Renesas Electronics products are not intended or authorized for use in products or systems that may pose a direct threat to
human life or bodily injury (artificial life support devices or systems; surgical implantations; etc.), or may cause serious property damage (space
system; undersea repeaters; nuclear power control systems; aircraft control systems; key plant systems; military equipment; etc.). Renesas Electronics
disclaims any and all liability for any damages or losses incurred by you or any third parties arising from the use of any Renesas Electronics product
that is inconsistent with any Renesas Electronics data sheet, user's manual or other Renesas Electronics document.

7. No semiconductor product is absolutely secure. Notwithstanding any security measures or features that may be implemented in Renesas Electronics
hardware or software products, Renesas Electronics shall have absolutely no liability arising out of any vulnerability or security breach, including but
not limited to any unauthorized access to or use of a Renesas Electronics product or a system that uses a Renesas Electronics product. RENESAS
ELECTRONICS DOES NOT WARRANT OR GUARANTEE THAT RENESAS ELECTRONICS PRODUCTS, OR ANY SYSTEMS CREATED USING
RENESAS ELECTRONICS PRODUCTS WILL BE INVULNERABLE OR FREE FROM CORRUPTION, ATTACK, VIRUSES, INTERFERENCE,
HACKING, DATA LOSS OR THEFT, OR OTHER SECURITY INTRUSION (“Vulnerability Issues”). RENESAS ELECTRONICS DISCLAIMS ANY AND
ALL RESPONSIBILITY OR LIABILITY ARISING FROM OR RELATED TO ANY VULNERABILITY ISSUES. FURTHERMORE, TO THE EXTENT
PERMITTED BY APPLICABLE LAW, RENESAS ELECTRONICS DISCLAIMS ANY AND ALL WARRANTIES, EXPRESS OR IMPLIED, WITH
RESPECT TO THIS DOCUMENT AND ANY RELATED OR ACCOMPANYING SOFTWARE OR HARDWARE, INCLUDING BUT NOT LIMITED TO
THE IMPLIED WARRANTIES OF MERCHANTABILITY, OR FITNESS FOR A PARTICULAR PURPOSE.

8. When using Renesas Electronics products, refer to the latest product information (data sheets, user's manuals, application notes, “General Notes for
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