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Important Notice:

On November 21, 2023, Microsoft announced that they have decided to contribute Azure RTOS to Open
Source

under the stewardship of the Eclipse foundation and Azure RTOS becomes Eclipse ThreadX.

For detailed information, please refer to the announcement titled at Microsoft Contributes Azure RTOS to
Open Source.

The support strategy scheme for Eclipse ThreadX will be determined and communicated at a later date.

Microsoft will discontinue the Azure RTOS and Azure RTOS Middleware under the existing agreement
LICENSED-HARDWARE.txt.

It's important to note that updates for Azure RTOS on these hardware will no longer be provided.
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orA—Fk93 3
RSA #~R7 OpenSSL EDY—ILEFE > TL—YHERT S 243
RSA Y 54 72 MEEAE OpenSSL EDYV—ILEFE>TA—YHERT S 243
e m gy B EER | OpenSSL S Y— L B> TI—FHERT B o

241 OpenSSLDA VR =)L

—EDHE - AIFAEDERIZIE OpenSSL ZFEALEFT, UTDFIETOpenSSLZA4 VA F—J)LLTLZ&
LY,

@ Win32/Win64 OpenSSL DA 2 O—FH A7 X LT, EAL TS OS IZE&HE T OpenSSL
DAVAb=F—%FooA—FLTLIEEL,
64bit iz Windows D &IELUTD v3.1.3 Light 4o >aO—KLZET,
N=D a3 VhBEHINTVWEEZTERIN—2avEFO00—RLTLESL,

Download Win32/Winé4 OpenS5L

Download Win32/Wing4 OpenSSL today using the links below!

File Type Description

Alint4 Opend5L v3. 1.3 Light 5MB Installer  [Installs the most commenly used essentials of VWing4 OpenSsL v3.1.3 (Recommended for users

| M1 by the creators of OpenSSL). Only installs on 64-bit versions of Windows and targets Intel x64
chipsets. Note that this is a default build of OpenS5L and is subject to local and state laws. More
information can be found in the legal agreement of the installation.

Wing4 Opens5L v3.1.3 | 40MB Installer | Installs Winé4 Open35L v3.1.3 (Recommended for software developers by the creators of

EXE | M5I Opens5L). Only installs on 64-bit versions of Windows and targets Intel x64 chipsets. Note that

this is a default build of Open55L and is subject to local and state laws. More information can be
found in the legal agreement of the installation.

Win32 OpenS5L v3.1.3 Light 4MB Installer  |Installs the most commonly used essentials of Win32 OpenS5L v3.1.3 (Only install this if you
EXE | MSI need 32-bit OpenSSl for Windows. Note that this is a default build of OpenS5L and is subject to
local and state laws. More information can be found in the legal agreement of the installation.

Win32 OpenSSL v3.1.3 I 16MB Installer | Installs Win32 OpenSSL v3.1.3 (Only install this if you need 32-bit OpenSSL for Windows. Note
EXE | M5I that this is a default build of OpenS5L and is subject to local and state laws, More information can
be found in the legal agreement of the installation.

Wint4 Open55L v3.1.3 Light for ARM | 5MB Installer | Installs the most commonly used essentials of Win64 OpenSSL v3.1.3 for ARM6&4 devices (Only

(EXPERIMENTAL) install this VERY EXPERIMEMTAL build if you want to try 64-bit OpenSSL for Windows on ARM

EXE | M51 processors. Note that this is a default build of Open35L and is subject to local and state laws.
More information can be found in the legal agreement of the installation.

Wing4 OpenS5L v3.1.3 for ARM I 13MB Installer | Installs VWiné4 OpenSSL v3.1.3 for ARMé&4 devices (Only install this VERY EXPERIMENTAL build if

(EXPERIMENTAL) you want to try 64-bit Open55L for VWindows on ARM processors, Note that this is a default

EXE | M5 build of Open3SL and is subject to local and state laws. More information can be found in the

legal agreement of the installation.

2.7 OpenSSL D& v O— K
@ Aoro—FKkLfzexe (FfEMSI) #ZEITL. OpenSSL DA VX b—)LETH>TL LY,

® A VR F—JL#IE Windows D[S AT LD T OINRT 4 =] AT LOEEZEH]D Path [Z OpenSSL @
AVRAM=LTHILFEEBMLTSIEEL,
64bit iR DIFE : C:¥Program Files¥OpenSSL-Win64¥bin
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242 JL— bt CAGEHAZEDAF

Azure 7 5 FTIX. [Baltimore CyberTrust Root] & [DigiCert Global Root G2]? 2 #&M JL— + CA SEFHZE %
FERALES,

AYHoTNTADTY LTI, RRIEEDIL—F CASIBAZE &8T5 EATEETYT, UTFIETIXL
R2FEDIL— b CAFIFAZE 2 BRI AFIEEHA FLET,

RSAJL—k CAREHEZAFL. 4070702 ) FAERETVET,
AFIZEUTO2BYDAENHYEFI DT, FRASNIREICHLEFIEZ CERSEEL,

o Microsoft Azure DH 4 kMBS AFT 3

e Web 754 (Microsoft Edge) &Y LY RR—+FLTAFT S

WTFhDAETHEREL RSAJL— k CASEBAENAFARETT .

BE. Azure Y—EXTHERAINDS TLSHIBAZIEEENFESINTLET, #LJIETR URL ZSE
AR
https://techcommunity.microsoft.com/t5/internet-of-things-blog/azure-iot-tls-critical-changes-are-almost-here-
and-why-you/ba-p/2393169

SEOHOTINLTOD Y FTIELT2ENDIL— b CASIBAZEZFERALET,

e Baltimore Cyber Trust Root
¢ DigiCert Global Root G2

(1) JL—F CASIHEDAFFIE

(@) Microsoft Azure DY A Fhb AFT BHI56

LTFOURLMASIL— b CAEEBAE X AFO[RETT .
https://docs.microsoft.com/ja-jp/azure/security/fundamentals/tls-certificate-changes#what-is-changing

RSA MiFEAZE & L T. [Baltimore CyberTrust Root] & [DigiCert Global Root G214 1w LTA o vA—FK
LTLEEELY,

EEE
EFH]. Azure U —EIATHERETNTLS TS SIASDEEALR. RDJIL—FCA [CFIT—SNTLET,

CA DHES HALATUZ  (SHAT)

Baltimore CyberTrust Root & ddde20d05e66fc53fe1ab0882¢78db2852caedT4

TEE. Azure U—EX(CELO>TERASND TS IEAEE. ROWTNIDIL—F CA CFI—2E=NDLDIC

BNFET,
CADHES LT U b (SHAT)

I DigiCert Global Root G2 & I df3c24f9bfd6667610268073fe06d 1ccBd4fa2ad
DigiCert Global Root CAE a8985d3ab65e5e5c4b2d7db6d40chdd 2fb19c5436

I Baltimore CyberTrust Root e I d4de20d05e66fc53fe1a50882c78db2852caed 74
D-TRUST Root Class 3 CA 2 20098 58e8abb0361533fbB0f79b1b6d29d3ff8d5f00f0
Microsoft RSA Root Certificate Authority 2017 73a5eb4a3bff8316ff0edccc618a906edeaedd 4
Microsoft ECC Root Certificate Authority 2017 &£ 999a64c371f47d%fab95f14769891460eecdc3c5

2-8 RSA /L— MEEAZDAF
AyoO—Rantz)L— k CASIFAZEUTDO I 74 LE D DER 56X (MidEF crt) &Y ET,

e BaltimoreCyberTrustRoot.crt
e DigiCertGlobalRootG2.crt
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AYoTNTody FTIEIL—F CASEHEZ PEMEXTHRVET, C0H. UTFIETEY > O—
FL7-DER®KDI/L—  CAGERAE Z OpenSSL M7 > R TPEM R (JL5EF cer) [CE#|LTLSZE
A

@ JL—FCAGIAZEDE—
EET+ILAFIZF 2 O0— K LT= IBaltimoreCyberTrustRoot.crt] & TDigiCertGlobalRootG2.crt] #
4 to_ L/ i-é_o

@ JL—  CA iEBAZ Baltimore Cyber Trust Root ® PEM 6~ D %2
Windows DX > K54 U &&EE L. UTODEXF®D OpenSSL DAY FEETLET .
openssl x509 -in BaltimoreCyberTrustRoot.crt -inform DER -out Baltimore_CyberTrust_Root.cer -
outform PEM

B Jvor Jov7h — O X

Microsoft Windows [Version 10.0. 19044, 3448]
(c) Microsoft Corporation. All rights reserved

C:¥ >cd¥workspace
C:¥workspace>openss| x509 —in BaltimoreCyberTrustRoot. crt —inform DER —out Baltimore_CyberTrust_Root.cer —outform PEM

C:¥workspace>a

B 2-9 OpenSSL T PEM X ~Z#: (Baltimore)

® JL— b CA SEBAZ DigiCert Global Root G2 M PEM B~ D ZE ik
Windows @AY > RS54 U #EEIL., LTOEXED OpenSSL DAY FEEITLET,
openssl x509 -in DigiCertGlobalRootG2.crt -inform DER -out DigiCertGlobalRootG2.cer -outform PEM

B Jvvr Jov7 - O X

Microsoft Windows [Version 10.0. 19044, 3448]
(¢) Microsoft Corporation. All rights reserved

C:¥ >od¥workspace

C:¥workspace>openss| x509 —in DigiCertGlobalRootG2. crt —inform DER -out DigiCertGlobalRootG2. cer —outform PEM

C:¥workspace>

B 2-10 OpenSSL T PEM X~ Zi (DigiCert)
@ ZTHMARTLES, UTO2EOPEM 774 LEXD 774 LBMER SN ET,

e Baltimore CyberTrust_Root.cer
e DigiCertGlobalRootG2.cer
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(b) WEB 73 9% (Microsoft Edge) %R L CAFT 51545

LUTIZTS4% (Microsoft Edge) M J)L— b CASEBAZE%# PEM X T OV RA— K3 5AHE&EEZRLZE
ER

@ Microsoft Edge DEIEmA LD[.]Z 0 U v I L, *Za—Dmb[EEIZV) VI LET,

[m}

B8 #Luvavry Ctrl+N
B2 #LL InPrivate 91K Ctrl+Shift+N 5,
-k — 0% + S 2
v= BREAY Ctrl+Shift+0
O mE Ctrl+H
L Fyvo-K Ctrl+)
B 77 >
O3 smammsse
@ R Ctrl+P
(G Web%vT5v Ctrl+Shift+S
3 Web sz Ctrl+Shift+X
& ~-Inotn Ctrl+F
Z0t0Y-I >
L e |
@ AVTEI-FIY >

7

Micracoft Edne %E5113

B 2-11 Micorosoft Edge DX EEE

@ Edge MEBEA=a—MB[TFA4N\D—, BR. Y—EX]ZBRL., [tFX2) T EEOFIHEDE
HELEDT7A32%0) I LET,

D & &= x 4+ _
< O ] @ Edge | edgey//settings/privacy 5 =
O ERLBIIVY-FERENTVES
t*alU71
BT
ax & Microsoft Edge (1Y TR EEER
BREDRER
e - EREOEE ¢
F0771) HTTPS/SSL DEERAE L R EAEELET
II ) U PR I Microsoft Defender SmartScreen Q
ShE Microsoft Defender SmartScreen ZfE>TEBOHZ YA +PIIVO-FNBERETD
0 Y4FA-
R S, _
E 2-12 Edge DREA—1—
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2024.01.23 RENESAS




RX 273 TSIP K54 /\ZRAL = TLS E&H| (Azure RTOS)

©)

MEREEE &L YERE SNz /L— MEBAREEID 2 TZ &R L,

SEAED R MR YRETE BT T

& H\"Baltimore CyberTrust Root"®JL— k CARSEBAE ZBIRL T[TV RAAKR—FRE2VEV v I LFE
¥ MAEOTY K= by F— FEAORBEENRRENES,

7

AEERE X
B AI(N): <TNT> ~
BA  EFErOA TRIGEEHEE RS- FIFARE S@EaniRiTT SHRESNEVRITT

BITH HITE AR JLYFUE A
e T LT B T UL " S T L - R
Sk o L™l e L. i h

Slade o at SR LR == P 1 S Y | A a -
L ] ST L BT ™ [y T r =

NESF S NN A A =

2025/05/13  DigiCert B...

= Baltimore CyberTrust Root Baltimore CyberTru...

e = oemd ey e = m ey —- " = e

G = omd ey ws e = m ey —- [N S = e

Sl o % Falll - I I o i o Fell - ALY =

eyt Rl e e i L R e ] el

Sl SRR S LIS | ihd
AVR=k).. || TZRK=HE).. HIER(R) FHERER)
FFRAE0ER

O34TV R, I-FER, EFA-NORE OCSP ER, ¥-/\-F23E Y10 A5V

Fr )

2-13 FEEAEEM (Baltimore)
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@ FHHEODIYIRR— Y4 — FEEOBBTRANIZY Y Y LTI RKR— I 74 ILOBEXDE
iR T"Base 64 encoded X.509 ((CER)(S)' &R L. [RN]EV Y v LTLESL,

X

& 2 EBEQLIAR-k U4T-F
BiglcEIEanzJyy: 58188

IH2k-k TP ORR
SELFARTT VR CHAFELI AR CEET.

EATARAEZRL L

. S ZDER encoded b'\nam X.509 (CER)(D y

(®) Base 64 encoded X.509 (.CER)(S)

O Cryptographic Message Syntax Standard - PKCS #7 EERA® (P7B)(C)
FERAQ/ R ICHBFERAEE AIRECHNIE TN TAT()
Personal Information Exchange - PKCS #12 (.PFX)(P)
QA ICHDIRAF L AR CHNIEINTED L)
ELKITAR-bENE 2R HEF-2RIRT 5
FRCDILIRIONT1ETT AR T B(A)
SERABOT MY E BT BE)

Microsoft YUT WL &ENIEEBAZEA LT (SSTHM

RAN) vl

B 214 TO9RKR—FI774ILOER

® ITVRR—LTBIT7A/IDOERFEARCBSRIREIVERL, TIVRR—FLEVWIAILTEEELT
M, 774 LA Baltimore CyberTrust Root.cer"& AN L TERAJRA VEBLTL S,

X
& L EEBEQIIAR-F U4F-F

IUAR-+F2774 )

TR 3I7 DB EATLTLEN

T4 AE):
C¥workspace¥Baltimore_CyberTrust_Root.cer £ER).. |

RAN) | Feel

215 THORR—FI7 74 ILEADIRE
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® HBENDIVAR—FIAF—FORTEHEARTINIZDT[RTIRZVERLTLESLY,
JIL—Fk CAEEFAEARAT I RR—FEhFET,

&«

£ EAEQTI ARk AR

SEAZOIIAR-F J1Y-FORET

HAZOLY AR+ Y -FAEBICETLELE,

ROBEMEESNELLE:

F-OI7 AR+ W E
ERONRCHZINCOABAEEEHD WA

T DT Base 64 Encoded

| Feen

X 2-16

AARIH RAKR— Y4 P — FOETEHE

@ " DigiCert Global Root G2"MJL— k CARIBAZIZR L TH D ~ [®) OFIEICT, THVRAR—+ %

EITLTLESL,

I RAR— LDEEIZT 7 4 )LEIEX" DigiCertGlobalRootG2.cer"E AALET,

pes

~

SIDigiCert Global Root G2

FEFAE
BHI(N): <IAT>
BA  BroA FREEEE EESWD-FEERERE EEsniRTT EENEVRTT
RBITR BiTE FINHARE LYRUE A
Tt o= S LR TR ] - Er | R -
[HLE Y LR - CICTRVE LS I | R
e = S P N AT T o MRS R T I SR L

[ F] Iddt. =
DigiCert Global Root G2

e b e e

=ELae o -
2038/01/15 DigiCert G...

EE LT . -

el wome Tt g s wS WY rd .

PR =] R L I L e T S i | R -

-l | LAY L ool 4" TIRITT L,.5 .-

Tt w= W 0d el Ll e L A N ]

SR T L) P e D Y ¥ TP, L 5 | 1 G R B v
AVR=bQ... | | TZAK-KE. HIER(R) FHlEREWN)
P EIEED]

FRV)
L3I

B 2-17 SEEAEE® (DigiCert)
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(2) ERLT=IL—F CASIEAZEDTOC Y FI7AILEADEE

1)) OFIETTYRAR—+tLIz)L— bk CASIBAZIL, > T TRP Y LD key_crt_sig_generator 7 +
ILETDOCA ZAHILFITUTOLSICEBLTL a0 (FXFOEAM)
£, T7ANVARBERBTDHIRI Y T FEFTIERTHEHERLLGEVOTLESL,

key crt sig generator

| == ca

| |-- Baltimore CyberTrust Root.cer
| | -— DigiCertGlobalRootG2.cer

|-— ca-sign-keypair-rsa2048

|-— client-rsa2048

| -— output

|--1 rsa2048 convertCrt.sh

| --3_showkeyValues.sh

| =—convertCrt.sh

B 218 JL— b CAEEBAEODEE

) HyrFFoP sy FTHERAT BIL—F CASEBAZIZDINT

Azure loT Hub & 10T Hub Device Provisioning Service (DPS) ~#%#i3 2MRICERT 5/L— + CAGERAE
#Ho7UL7OaT0z ) MIRELET, T TOP Y MIIE, L— bk CASIBAEZET—2 BEAIZUT
3T77AINEEFELTNET,

- CyberTrust_Root_crt_array_1.txt

* CyberTrust_Root_crt_array_2.txt

+ CyberTrust_Root_crt_array_3.txt
(2)THfELtzcer 77AILEHLTILTOD Y FZIL—FCASIRETF—42 &L LTHEATES LS5, £
RIFANICEBRL, HoTLTOPy MIERTHFIEERELYHBALET, IL—  CASIHAEDE
FEICWEIEPSSEA 77 A IILEREUBRTERLET,
TJAS Y MIERK3IBEEDIL—F CAHAES LU PSS EL I 74 LAEZFARETT, BRI T-1F
WMEAVWTESMNICEDLGIIAELRIELFIDOCT, FHT HHEOREEITETT .

%2023 & 10 AR 7. Azure DPS [ Baltimore CyberTrust Root, loT Hub [& DigiCert Global Root G2 [Z &
BERODAYR—FLTWET,

F1=. Azure DPS [& DigiCert Global Root G2 IZ#{TFETT . Azure TDJL— + CA SEFAED X KR IF
Microsoft @ Azure Hr7/R— MERF THERL TLZE LY,

RO1AN6948JJ0200 Rev.2.00 Page 19 of 60
2024.01.23 RENESAS




RXZ77=21 TSIP FZA4/\ZFRUL\i= TLS E&E44| (Azure RTOS)

243 RSADW|RTEVZAT 2 FIAEDERK

RSADBEVSAT Y MEAZZERL., Yo TLTAD I FADEBEZEEITVLET,
INBIEOpenSSLEDY —ILEFE>TA—HYINERT IRELNHY FT,

TINA RBEFEAR (X509 BCERIAEE) #EIRLTTLS EEZ1TI5E. RSA-2048 DY SA4T7 2 b
SEBRE. V5472 MRERT (LR, MER) ZERTILELNHY FET,

(1) SEEFIBAEDIERL

l&‘Fd)illLE’G RSADBERT (U547 rFA) &V T4A4 72 FEAE (BBERIIAE) #EMLT
(&L, %

()& 8 - Eﬂﬂiowwr»%(;t& B B2 TEERTOBIEREINE=D, BEDI7A4ILEZDFEE
ELTLESLY,

@ 4SR5 - AAEEERMI DERTH LT EERL, A FSA VERTLEE T A ILEAKE
LTLESLY,

@ UTDopenssl A<y FEETL, BR7EERLET,
openssl genpkey -out device1-private.pem.key -algorithm RSA -pkeyopt rsa_keygen_bits:2048

# 7" devicel-private.pem.key"BMER S FE T,

C: ¥workspace¥keytmp>

219 BRT7DOIER
@ XDATUKREERFTLTIEAHEELXLER (CSR) Z#ERLET,

openssl req -new -key device1-private.pem.key -out device1.csr
ARV REERTTEE. UTDEIITNFTA—EDANEEREINET, "Common Name"DIEE DH
"TSIP_sample_test"™E ADLTLEE L, D5 A—FZAMEAANET[ENTERIOA T LET,

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter ', the field will be left blank.

Country Name (2 letter code) [AU]:

State or Province Name (full name) [Some-State]:

Locality Name (eg, city) [:

Organization Name (eg, company) [Internet Widgits Pty Ltd]:
Organizational Unit Name (eg, section) []:

Common Name (e.g. server FQDN or YOUR name) [[:TSIP_sample_test
Email Address []:

Please enter the following 'extra’ attributes
to be sent with your certificate request

A challenge password []:

An optional company name []:
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C:¥workspace¥keytmp>openss| req -new —key devicel-private. pem. key —out devicel. csr
You are about to be asked to enter information that will be incorporated
into your certificate request
hat you are about to enter is what is called a Distinguished Name or a DN
There are quite a few fields but you can leave some blank
For some fields there will be a default value
[f you enter *.", the field will be left blank

Country Name (2 letter code) [AU]:

State or Province Name (full name) [Some-State]:

Local ity Name (eg, city) [1:

Organization Name (eg, company) [Internet Widgits Pty Ltd]:
Organizational Unit Name (eg, section) []:

Common Name (e.g. server FADN or YOUR name) []:TSIP_sample_test
Emai|l Address []:

Please enter the following 'extra attributes
to be sent with your certificate request

A challenge password []:

An optional company name []:

B 2-20 EEEAEY) VTR FDOER

(%) ZTHEJ 5 Common Name (£3589 % Azure loT Hub DPS TEH SN 5 &8 ID (#£ER) &
THERASNET,

@ RIZUTOATUFEASNL. CSRERRBRUBRIELET,
openssl req -text -in device1.csr -verify -noout

& 17K F0u T - o x

B 2-21 CSR DR, REE

® RIULTOIATVRERFTLTYSA 7Y MIAZSEERLET.
openssl x509 -req -days 365 -in device1.csr -signkey device1-private.pem.key -out device1-
certificate.pem.crt
954 7 > LEEBAE" devicel-certificate.pem.crt "AER SN ET,

C: ¥workspace¥keytmp>openss| x509 -req —days 365 —in devicel. csr -signkey devicel-private. pem. key —out devicel-
certificate. pem. crt

Certificate request self-signature ok
subject=C = AU, ST = Some-State, 0 = Internet Widgits Pty Ltd, CN = TSIP_sample_test

K 2-22 BCIEAEOER

CZTHERMLEY 547 bEEBAZIX. Azure loT Hub Device Provisioning Service (DPS) D &$kIZ+H MR
LET,
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(2) ERL-BEABRENDTOD Y FITHILFT~DEE

[(1)] THERK L =887 "devicel-private.pem.key"& 2 54 7 > FEEBAE" device1-certificate.pem.crt" &4 >
Ty bdkey crt_sig_generator 7 # LA T D client-rsa2048 7 A LA IZUTDO K SICEEEL T
KESW (FXFOER) .

T, T7ANVARRBRBTHIRI Y T FEFTIERTAEHERLLGENTLESL,

key crt sig generator

| == ca

| |-- Baltimore CyberTrust Root.cer
| | -— DigiCertGlobalRootG2.cer
|-— ca-sign-keypair-rsa2048

|-— client-rsa2048

| | -— devicel-certificate.pem.crt
| | -— devicel-private.pem.key

| -— output

|--1 rsa2048 convertCrt.sh

| --3_showkeyValues.sh

| =—convertCrt.sh

2-23 RBLMAEDERE

244 )L— b CAIAENERERLAMAE T 7ML EADEH

IW—FCASIAZ LY SAT U MERAZEZARL, o0 700 29 b (Y—RO—FK) ~AEBHFEEZITLE
ER

TLS THEAT SAHEBIE—MRMIZC PEM BEXTRESAETNS. K2 TILDOTSIP RS A NTHERT S1=
OIZIFFIAZEH PEM 2R 5 DER XA EEMRT ILEAHY ET,
UTOFIBICTIBAZEDE#REITHo>TL IS,

CNODOEBRIZIETOS Y FTHILED key_crt_sig_generator HIZR YY) T I 74 ILERAELTLE
To ROUTRIT7ANIELZIVLRY ) Tk (bash) ITTERITLTLEELY,

LUTIE cygwin 2R L-HITE&HLET,

AR YTREFTOFINZ 1242) T, 1243) BEOFIEIZCTEE - SIAED T 7AILEZRED 74 IILFIZE
BLTBWLTLESLY,

(1) RSA MDFFEREMZEi:

AT FEETL. RSADIL— b+ CASIAEL Y SA4T7 > MiEBAEZ DER BRICEBRLET,

AT LTIEIL— CAIHAZENERER EERRILICFERT 5 RSA-2048bit DER 7 E#HER L. KL
FERT7OMEREFERAL T, L— b CAIBRAZICHTIEBREZERLET,

FMBORIBAEZL., HoTLTAC I FOYV—RA—KRIZEHETESLS5I12CEEDEIIBKICETR
INET,

cygwin #E{TL. Yo7 7FAT Y D key crt_sig_generator 7+ ILFAAFEIL TL ZELY,

UTFOaTYRFEAAL, RV YT REEFTLTLESY
J1_rsa2048 convertCrt.sh

IH /cygdrive/c/workspace/ & 1 r " mwrm i n/key_crt_sig_generator - Cl X

/cygdrive/c/workspace/I ik La Ih: ™ Toh:" £
rt_sig_generator

$ ./1_rsa2048_convertCrt.sh
verified OK

B 224 RTYY FOFET
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(2) EHIFAILDTOD Y FADZER
A1) T rDEFTH. key_crt_sig_generator /output 7+ ILFIZUTD 8 DD 7 7 A ILWNERSNET,

Baltimore_CyberTrust_Root_crt_array.txt

Baltimore_CyberTrust Root_sig_array.txt

DigiCertGlobalRootG2_crt_array.txt

DigiCertGlobalRootG2_sig_array.txt

client_rsa2048_crt_array.txt

Baltimore_CyberTrust_Root_crt.der

Baltimore_CyberTrust_Root_sig.sig

client_rsa2048 crt.der

EROEAT7AILDSIE, FFOI7ANLEYTNLTAD Y FTHERALET, ChoDT 7 ILIE,
Atz AF)T—42% CEED uint8_t HEEFIOMKXTRABLIEHLDTT,

IL— b CARIRREICEET 24 7 A ILDIT7A LB ELUTOLSICERLTLIZELY,

& 23 JL—FCAGEAE 771 ILRDEE

EHERI I 7AILA EE®I7AILA
Baltimore_CyberTrust_Root_crt_array.txt CyberTrust_Root_crt_array_1.txt
Baltimore_CyberTrust_Root_sig_array.txt CyberTrust_Root_sig_array_1.txt
DigiCertGlobalRootG2_crt_array.txt CyberTrust_Root_crt_array_2.txt
DigiCertGlobalRootG2_sig_array.txt CyberTrust_Root_sig_array_2.txt

T7ANRBELEELT-4 7274 I)LE client_rsa2048 crt_array.txt 77 A ILEH L TNLTOSTH D
sample_azure_iot_embedded_sdk/src/userdata_tsip NIZ L Z2=RELZET,

Ff-. LEEDIIBRZENAMKBIR T, key crt_sig_generator /ca-sign-keypair-rsa2048 7 # LA [ZLL T DIL—
b CASIBAZEDELRIAADRRT LLMAR I 7 ILBNERSINET,
BT 774l (rsa2048-private.pem) &, 245 IBEOMNETEHEFERINET,

e rsa2048-private.pem : ERXFT T 7 A )L
e rsa2048-public.pem : BT 7 (I
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245 BOSvTETOADSTH FADEER

(243, 24418 CERLIzIL— M MIBAZOERRIIRAR LI S(4T7 Y FMEAZERBE®RZY L0
SOk (Y—ROA—FK) ~ABEBRETVET,

TSIP RS AN\, EXDA—HREEADELTZITANG W =6, BFESYTLTTSIP RS A4 /1\0NZ(T
Mo ZBRICERT ILELHYET,

TLS THERAT SHELIAZLEH. —RICPEMBEXTRESINET, TSIP FSAN\THERT H:HIZF
PEMBEXDBEI 7ML ORT—2ZHELFET, TDHE. Renesas DLM #—/\ (Renesas Key Wrap
H—ER) & U Security Key Management Tool Z R L TEES v I LET,

Renesas DLM H—/N\TOET—2 DY ER Y [F. OpenPGP BESENMBETY,

AFIETIE OpenPGP K-S 1bIZ Gpgdwin (Kleopatra) ZFEALET .
FIEOBMEIILUTOLSIZHYET,

(DSecurity Key Management Tool Z &/ L TEX D UFPK #{ER

@Kleopatra #fFHA L. UFPK % PGP iE51t3 % (Key Wrap TR YERY T 57=8)

Renesas Key Wrap —EX A L T, PGP BES1t L 1= UFPK Z LR Y X ~E{E

@AY REYBESIEEIhiz- UFPK GAHERIC PGP EEILEN=1 M) £22ETD

BKleopatra #{FHA L PGP lES{LE#EE L. BEE{LaIhiz UFPK (W-UFPK) #%#%%

®Security Key Management Tool #f#FH L T)L— FIBAEDERRIRRE Y 54 7> MERAERRERT
F¥R % UFPK & W-UFPK TS v 7§ %,

DSy T LEBEBI7AILEY—RO—FIZEET 5,

RIZCHEHDFIEZRLES,
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2451 UFPK & W-UFPK D 1ERK

{E£E D User Factory Programming Key (UFPK) #4%£/ L. DLM ¥—/\[Z7 v 70— F L T W-UFPK
(Renesas Key Wrapping ¥ —E XTS5 v F7ENt=UFPK) 4 LET, UFPK IZERBRIIADAREZE
SvTTEEOICERTLIRTT,

Security Key Management Tool L T. DLM 4 —/\QZ(H{FF5T7+—< v bDO UFPKH T 71 )L %
BT B ENTEET,

(R)ARIEBETIES Y FITERT S UFPK 8 L PRSIt S i- UFPK (W-UFPK) OERFIEZHRBALET,
=L, CCOFIETERT HEIFERIT L TIVNOEOEEATIIFERAT L LEITEEZFEA, EEFICHE
B3 2B83HEOREERTIVENHY. TNLOFELEIMETIISF—ar/ —ERRTH
ELTLET,

LA HRAIA AV ECRERAICREAFEOSERICERESIE TV EEVWTWETDT, BREIOHBDILRY
AILY FOZHREBEROIZEMEE < &Y, hitps://www.renesas.com/contact/

(1) Renesas Key Wrap 4 —E X & &89 5

DLM B —/N\IC TSI ZT SR, #IE0OH#1—H &R & Renesas DLM H—/\& D OpenPGP 3T A%
BTY, UFURLIZAT AV LTHEZHFEERBL TLIESY,
Key Wrap Y —E X Login (renesas.com)

HMX Key Wrap H—E XD FAQ IZRRE SN TLET,
KeyWrap Y —E X L X T LIEHEY = 2 7 )L.pdf (renesas.com)

Frf=. PGP D ERKIZIE OpenPGP ##FERA L F9, RAETIL Gpgdwin & Kleopatra ZERA L =Bl TFIEZE
REBALET, LEEKeyWrap H—ERXY = 7LD T8.41+8k1 DEIZ Gpgdwin DA VR b—ILEFERAEMN
HHINTOWETODTAI VR F—=ILETH>TLESLY,
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(2) OpenPGP SEART DERLE L RH X DLM H—/\ & PGP AR D 3Lk

Renesas DLM H—/\ & NEHBORMT 571-8. Kleopatra ICTERTEERLFET,
COFIEFMEDHERELET,

Kleopatra Z{EB)L1= 5. EE&L Y [New Key Pairl R2 V&M T LTLZE, iEAEOEREERNKR TSN
5NDT. [FHMZE|R2IZWTLET,

™ Kleopatra - [m} X
THIWE)  FRVY)  FEREEQ VLT BRES TMYEIW)  ALTH)

fa £ = B B Q El =)
E4/BESE #HS/8I  A1UR-+ IO2R—F ZEL HY—)NTHE  Certificates Notepad Smartcards

Welcome to Kleopatra Gpg4win—4.1.0

Kleopatra is a front—end for the crypto software GnuPG.

For most actions you need either a public key (certificate) or your own private key.

® The private key is needed to decrypt or sign.
® The public key can be used by others to verify your identity or encrypt to you.

You can learn more about thi

New Key Pair AVik—k

l

™ Create OpenPGP Certificate - Kleopatra ? X

Enter a name and/or an email address to use for
the certificate.

Name

‘."I:I 11 ‘

Email address

‘-'J-II- . B PP T ok ‘

Protect the generated key with a passphrase.

B E.

Fovtl

2-25 @BARTOEREMR
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MR EEE T'RSA 4096 Ey FERELIOKIR2 V2B TFLET,
Renesas DLM H—/\ Tl RSA B A3 ATRET I,

™ Advanced Settings - Kleopatra ? X

Technical Details

Key Material
p———

® RSA 4,096 vk v

+ RSA 4,096 £k M

O DSA 2,048 £k
+ Elgamal [2,048 Evh
O ECDSA/EdDSA  ed25519

+ ECDH cv25519

Certificate Usage

Signing Certification
Encryption [] Authentication
Valid until: | 2025/05/29 ¥
v

B 2-26 ROFMHEEE

BR7OEREE T, "GH"E"A—ILT7 FLR"#AAL., [OKRE2UEHLTLESLY,
"Protect the generated key with a passphrase"lZF = v 7 ZAN/XR I L—XTHEXa )T &@IETSH
L1 TEET, RELEBAREFNRRIL—REENHENESICLTLEEL,

BR7HAEFREFEE=S. UTD X SIZ Kleopatra DEEIZEBRT7 DIFEHRENAEBHZRINET,
ERLUEBART7EERL. [TV RXAR—FR2UFHT LT, OpenPGP 2B ZEHAL TS, T77
AINB&lE, T~.ascl) £EHYET,

™ Kleopatra - O X
7P FRRV)  FEEBAEEQ) YT FREES)  TMYEIW)  ALTH)

‘2 & = = | B Q El &
Ba/EEE B@S/MRE  AVfR—b |I0AR—F] BE F-/THE  Certificates Notepad Smartcards
|Search_<AIt+Q> | $RTOEmRE v
[ All Certificates 4 i— hUEIBRZ [

Navme E-Miil User-1Ds
Sl bdm ENN T I'\]=I.-'I'h:l'ld i certified
< >

E 2-27 84O PGP AR@OH A

LR R Key Wrap H—E XD WEB 44 k& Y [PGP #%#1]%24 ') w4 L. ¥EF L 1= OpenPGP AR %
EHLET,
EEIZBEBNITETTHE, A—ILTILRYRAD PGP AMBNELNTL ZOTRELTLESL,
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SR
-d g EOSA > FAQ  Japanese(H#5) English(55)

T s oo e

\ RZIZ7=VUEHENOBFTE5EZ Uy I LTIIZEN
‘ RZ

\ RXTZ7=URHEWOAETESEI Uy oL TIIZEN
‘ RX

\RE 7EURSEL TEBRIUYILTLREEN
@ 7 ZVEBENOREIEEEIUY I LTI

B

BERDOPGPAMEEE LTI R— MER(C LSO EERE. "PGPSSIAMY » "2 L T L&,
BEFOPGPAMENIIL R RITESN. JLRY ROPGPABEASEIHRDA—ILT RLRAIGAEENFET,

B 2-28 PGP ABR#OD3cH:
(3) LB ZRD OpenPGP AFAH%ED & &%

JLAY X PGP A%, DLM Y —/N\T PGPSkt h-#%2ESITIDIZHEALET .
Kleopatra [CA —)LTRIELIZILH XD PGP NHBEZEHRLET,
Kleopatra DA —a—& Y[ oR— MZBTLET,

 Kleopatra - o X
T7AVE)  FJRY) AR el 1) FHES)  DAVEIW)  ALTH)
EL/BElL #HE/RE U=t JIO2f—F FH H—)\TRE  Certificates Notepad Smartcards
[Search..<Alt+Q> | $rcomms 3
2 Al Gertificates
NaAme E-Mail User-IDs Va
EATRT RN T A TR T certified 20z
< >

2-29 LAY X PGP ABBD 1 VKR— bk

AVR— b3 7 74 LERBENRTINEIDT, 7274ILDLEFE"FED T 74 L) ICEEL. )L
ITHREYELSNTET- PGP 2ABH# keywrap-pub.key"Z$8E L T, [BA< ]7|'\’5¢ VEHTLTLESL,

« “ 4 < workspace > keytmp v o
=B FLWIANS- =- m @
wec £5 h AR
B30 ATIIIH | keywrap-pub.key 2023/06/05 16:57
¥ ¥ov0-F
W FIhT
ERSEPO
= eoFy
B
b -y
29 (C) Windows
@ xyb0-7
vo< >
I T74 AN |keywrap-pub key M G020 v
| _l
FAK(Q) Frvel

B 230 4 iR—FTB77404IL0DER
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A UR—bABET LEL[OKIRE VERTLTA vR— FEEZFALC TSN,

1 U= F ORI 77 A VISERESEORREEA - 58 FERFHDRNT EB/RLTHEL,

(]
- & = = B Q El =)
| ER/ES{ ES/HRIA Auk—F IO2K-F FLZ Y—)\THRF Certificates Notepad Smartcards
|Search._<Alt+Q> S OEEE -
(3 All Certificates  {Vifi— bUIZEEBAE e
Name E-Mail User-IDs V
keywrap irdarmay . m=da e Pr#ames we. certified 20
; e da e b omer e certified 2(
|
H
1
H < >
1

2-31 LAY X PGP ABBDA vR— MR
(4) UFPK (FEX) 774 ILDERK

Security Key Management Tool Z A L TEX®D UFPK /R L £9,

LT web R—ID[F ™2 O— K] M oE&ERD Security Key Management Tool 4 A—KLET, ¥
DUR—KRETH, zZip 774 ILEBEL, BMIN TV D.exe 77AMIILERITLTA VA M=ILLTK
LY,

Security Key Management Tool | Renesas

4 >R b—JL L1z Security Key Management Tool ##2&1 L. [BI&E]2 7%% ) v LT, "RX Family, TSIP”
ZERLET,

R Security Key Management Tool

Tl Fm AT

| BE I UFPKERE KUKEEL 203vEYY TSIP UPDATE

RENESAS

Security Key Management Tool
ZOY-IUiE, FTYT-23U52EDLM (Device Lifecycle Management) 2017 4801 I17 3V
PYTT-METEDOZIEY-ITT.
FFUT-w3vEr DIME(EUser Factory Programming Key (UFPK) TovFTah T, £¥IF LA V17 vavehEd.
UFPKIZRenesas Key Wrap Senvice®@EALTIvLET.
Renesas Key Wrap Servicef'3Wrapped UFPK (W-UFPK)ZERSL <AL,

FIVT-v3avENEFHIIKey-Update Key (KUK) 2L TEFI7[CITHIhET.
ZOEOKUKEERITIAVIII93VTRRENBYET,

il bEnatF1) TR OOV TE. EMCU/MPUDRFIAY FESELTIZEN,

IMCU/MPU&B&%IL‘“‘)‘J :  RX Family, TSIP i I

BT BRIICHROMCUZEEMPUEER LTSS

E 2-32 MCU O:&EiR
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Security Key Management Tool 7 7 D[UFPK £f]2 7% ) vy LT, [ELBEREREEFERT 522
RLET, [HAT7AI)(key): [ICHATBUFPK 77 A ILDNRE IV I 7AILEEHRELET., 77
1 ILE %" sample.key"EREL. [UFPK 27 A ILEERT B0 ) v LTEED I7AILFIZUFPK 77
ANEEALTLIEZEELY,

L Security Key Management Tool

Jr{ll w=R AT
B KUKERL #07vE»Y TSIP UPDATE

User Factory Programming Key (UFPK) (3. Ti8& ZA&EF_Device Lifecycle Management (DLM) &
FIVT-w3ayBOTFITRBOA VIO YIVEDICERLET.
UFPKZRenesas Key Wrap Servicelc &2 Tow 73828 T, 1 F17REOA VIIIVIVETRELLET.
Alser Factory Programming Kev
@ BRI EEEERTS
O #wEEEEfATs G2/ K EyIIVFITY)

HATFAI (key) :
C:¥warkspace¥key¥sample key ZE..

UFPKI7{ L EERRT S

B 2-33 UFPK O&RL

(5) UFPK 0 PGP 5 &1t

Kleopatra Z#EA L. T(4)] TR LT UFPK (sample.key) #{ERFEHD OpenPGP AR 7 L ILRHAD
PGP AB# T PGP RESILLET,

Kleopatra DEIE T. [BRA/MEEL]RZ VEZHTLT. 774 IILDERT"sample.key"ZHEE L T2 LY,
T7A4IVCER/BESILOEREENIHLINDT, BRALBSLICTERFADERTEZEELET .

e Sign as B DRERTEIETE

e Encrypt for me : BODORRT EIEE

e Encryptforothers : JLAH X PGP AREEIETE

HAZTHILFERTE L1z 5[sign/Encrypt]RE U EHT LTS, EELIZT7AILAIZ PGP SIS
1= UFPK "sample key.pgp" 7 7 1 LHBMER S E T,
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 Kleopatra - ] X
Z RVY)  FEBEO VLD FES  YEIW)  ALTH)
0 om m o®Q S
EZ/MEEE) BE/RE  AVR—F IoAf-F EEZ H-NTHBRE Certificates Notepad Smartcards
lSearch <AR+Q> ‘ IATOIRAE v
[ Al Certificates A Vik— FLEEEBIE (<]
Navme E-Mail User-IDs  Valid From  Valid Unt
W b i AL o] st e certified 2023/05/... 2025/05/,
Lay= . mdira o, mogd e vl e .. certified 2018/10/24
< >
M M IVIEE o
TPAVICER /RS
Prove authenticity (sign)
Sign as: Ml i b v s dmim mes®- » m: m - (cortified, created: 2023/06/05) N
; Encrypt
Encrypt for me: 4 #rem Wb Comancabe eoaewrssaer. (certified, created: 2023/06/05) -
Encrypt for other keywrap <« Mlm =" r~u e =5 = "=k ~ = .80 = *(certified, OpenPGP, cre‘ 2
[ B3 2t -7 FLAEAALTEERLL. =
[ Encrypt with password. Anyone you share the password with can read the data.
Output
Output files/folder:
rz ‘G:/workspace/'7= T~ owd e i e ma. =0 /samplekey.gpg L x| ‘ =
] Encrypt / Sign each file separately.
Sign / Encrypt et

2-34 sample.key % PGP B5&1t

RO1AN6948JJ0200 Rev.2.00

2024.01.23

RENESAS

Page 31 of 60




RX 273 TSIP K54 /\ZRAL = TLS E&H| (Azure RTOS)

(6) PGP EEE1t L7 UFPK % DLM 4 —/\THES1t

RIZILFH R Key Wrap H—E XD Web 44 + %ML T PGP EESIE L= UFPK & DLM 4—/RI27 v 7
A— RLEESEETLET,

Key Wrap #—E XM Web #4 k& U, [RENESAS RX]=[RX65N/RX651 EFEHT— 2 BES1t] O=[& F B
EEIEY—ERIDY O EENENRI YV I LET,

7y 70— FEEANKRTEINDIDTSEIARZ2 VEZWTLT, (4)] THERL="sample.key.pgp" % 7€

L. [EEIRE VEHTLES,

(3%) RX72N Envision Kit # CFRIRADIZE L. [RX72N BEHRT—ABEL]ZV ) v I LTLIEELY,

EEER

PEEET Y §n e ] FAQ  Japanese(EI#R3E) English(53E)

RZD7 SUESHENDARFC 552Uy LT REEN
RZ

@\ RXT7 SURSHLOBETERE Iy IL T RSN

RX

@\ REJ7 S URBHENDRETESEUy ILTEEN
[ =1 =

@\ RAT7 SURSELDHFTESEIUYHLTEEN
RA

Renesas Synergy ™ Renesas Synergy ™ 75w a4 —AERBBOODARIEEEIUYILTIESL

l

Key Wrap B—E ZEiE

-1 B EOSr s FAQ Japanese(5#3E) English(&iE)
wissr O
\ RX231 BERET —SES(L |
\ RX65N/RX651 HEHET — 7S |

\ RX23W BEREST —SBE=(F, |

l

RX65N/RX651 S

- marmBEO0J-7>5F FAQ  Japanese(E+iE) English( %)

557or

RX65N/RX651 FEE T —53#iREHE

I | ZemmsiytX
BEFECEMRS=IZKey2 (BEEE) EHRK-(RX6SNF v TAER) TlES{bE. SEHEORELET,

TSIPRS-r/NEV1.08MBEERLEE0.
V1.078RID/ (-2 3 & CHADBEE. TSIPRS A/ EMtE TEENEDE T =,

l

RX65N/RX651 ERABRS{EY—ER

- el OS2 FAQ Japansse(S%EE) English(EE)
D777+

HERIEMDKey2 (BESE) 2EHPGPABRTESAELTIZZL,

BSbene I 7-rLE2ERI L TIEES. BEAY EZRLTIRE,
Bl xxxxx.pgp &

| [~ |

235 UFPKO7vy7A—F
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Ty 7A—FNETTSEUTOEERMNRTSN, Renesas DLM H—/\[CTHESIEARITEINET,
EEENTTTEE. LT REY A—)LIZT"sample.key_enc.key.pgp"NESNTEEIT DT, FED
THILFITREFELTLLEELY,

RX65N/RX651 BERABS{ET—ER

waly @ Ao HEOT > FAQ  Jopanese(SE) English(EE)
0777+

CHEERRDELUEL. BSEBRORT - ETIEEDX—IL7 FLACHED LET,
A—JLECHEL S,

2-36 DLM Y —/sAn7v FO—F5%
(7) sample.key_enc.key.pgp ® OpenPGP £&

IWRH R L YE LN TET sample.key_enc.key.pgp B 5D OpenPGP #THES L T, St hiz
UFPK (W-UFPK) #M#ERKLFET,

Kleopatra TES/MRILIR2 EHWT LT, 7714 IL0D:ERT" sample.key_enc.key.pgp "#ZEIRL T Z &
L, EELRABINET,

BENETLEORTEHANKRRINIDT[TARATREIRIVERTLT, EELERBEREFELTZE
W L7+ LFIZESSNi=. "sample.key_enc.key "BHAETNET,

LLET., samplekey DEESILIIET TT .

 Kleopatra - ] X
T7AVE)  RRV)  FEBEEQ YD RES TMYFIW)  ALTH)
ta e &= = F Q El &)
B4 /EEE & A=t IDAR—F FE H-NTHRE Certificates Notepad  Smartcards
[search. <Al+Q> || FrTomneE v
[ Al Certificates B2l N W1 L)
Navme E-Mail User-IDs  Valid From  Valid Unt
W b i AL o] st e certified 2023/05/... 2025/05/,
L= . T FEE TR ETT: [ B EC R R certified 2018/10/24
< >
™ Decrypt/Verify Files - Kleopatra ? X
WA |0/warkspace/: [ I L LY il &
FATDIREE T LE L.

FATIRIF BRI

B 2-37 W-UFPK O PGP 1§58
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2452 BT—2DIvT

IL— bk CASIBAZNERGRIIABRT 2LV I SA 7Y MEAZDET—42 % 12.451UFPK & W-UFPK
DYERL] TYERL L1z sample.key & sample.key_enc.key ZFERAL TS v L. 7R Y F T 74 ILA~EE
TET—E~ALEHBLET,

(1) #F—45 O

243 RSADWRT EV SAT 2 FEAZEDAERI - 1244 )L— F CAGIRAZEDERERMLARAE T 74
WREXDOZER ] TERLEZPEMBEXOEI 740G, IL— CAREAEOERRIART —2 LV 54
FUMNIAZEORT 2 EHMELES, CCTEH. UTO2O0ORTI 7 ILEFERALET,

o JL—F CAELKRIALHKHED 74 L(PEM)

/key_crt_sig_generator /ca-sign-keypair-rsa2048 /rsa2048-public.pem
o VSAT Y NIEAERBEANT T 7 1 IL(PEM)

/key_crt_sig_generator /client-rsa2048 /device1-private.pem.key

2 BT—ADSVE T LEELBI7AILOED

124511 B, (1)) BTHERLEZLT®D 4 DD1EH % Security Key Management Tool [CA A L. BEE1E
BO7AILEERLET,

COREBEH T 74 ILICIE. UFPK & W-UFPK TS v &1 (encryptedkey) &LTTR> Y b
T7AIVNHAAHARER Y —RaA—FELTHASAET,

e UFPK (sample.key)

e W-UFPK (sample.key_enc.key)

o JL—FCAGIHHENERARIIALFEI 7ML
o UVISAT Y MNIRAERABRTIFAIL

RIZ, BELEBO7MILOERFIEEZRLET,
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@ A 2R F—JLLTLV%"Security Key Management Tool "##2E L £ 9,

Security Key Management Tool 7 7 QBOS v EV T2 T%45 ) v 9 LT, [BDFEFE]F J T[RSA]

IZF vy & AN, "2048bits, public"Z:EIR L T =& LY,

R Security Key Management Tool

il Fm ALT

BWE  UFPKERL KUKER] |O5YEYY FSIP UPDATE

PRIFLERBOAITIY AV THEUPKESERAL T, PR GR07yJT- T EKUKEERALT.

FIV-3v@ L EDIMBE YT LT

DLM  |DLM-SSD () TDES
(KUK I @ RSA 2048 bits, public v I
OAEs  [128 bits QOFECC  secp256r1, public
(O ARC4 (O HMAC | SHA256-HMAC
SvEDT g

@ UFPK UFPKI74)L:

W-UFPKI7A )l :

QKUK

[\

® EEErBEEERTS
O #ETEEERATS (16/(1h Py IYT47Y) |00112233445566778899AABBCCDDEEFF

Hh

Jr—yh: [CJ-R ~ | A

10000 Key name :

I IVEERT B

e
ZR...

2-38  Security Key Management Tool Z{#f L = 2ABBDS v EVS
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@ UFPK & W-UFPK Q&8 ETVLVET,
BT—212TDT v EVTRETUFPKIZZEIRL., "UFPK 77 4 JL"&"W-UFPK 27 7 1 JL" D[S ]
REVEEFNEFNWTLT, 2451] IBTER LTz UFPK (sample.key) & W-UFPK
(sample.key _enckey) #HELZET,

IV IEIX[ELBERREZ AT D) EERL TSN, SUFLGENERSNET,
Hfff;"_ Key Management Too — O x
Il For AT

HE  UFPKLERL KUKERE #OZvEYY TSIP UPDATE

TEITREOA Y VIIYIVTHUPKEERLT, EF17REOT7 I T-FTRKUKEERLT,

FTUT-YaVERELEDIMEE Ty TLTHEL
E@Eﬁl ®y-9 |

@771l | -
O Fx7-9 00112233445566778899AABBCCDDEEFF00112233445566778899AABBCCDDE  ~
EFF
00112233445566778899AABBCCDDEEFF00112233445566778899AABBCCDDE
FFF v
10001
SYED T
@ UFPK UFPKI74)l: C¥workspace¥key¥sample key -2
W-UFPK D74 )l : |C¥workspace¥key¥sample.key_enc.key 2.
(O KUK 2B
\")
@ AEEREEEERTS
O EEEEERTS 16/ EyVIYF47Y) | 00112233445566778899AABBCCDDEEFF
HA
TA=Nwhb: |CY=R M I ..
10000 Key name :

ITIVEERT S

2-39 UFPK & W-UFPK DB
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@ I—hFCANIRAZOELRIIALAHBT —2Z2ERLFET,
BBT—42] T[Z7ANEERL, [BRIRZVERTLT. [PEMBT—2(*.pem)ZRrT HHE L
L. JL— b CAELZRIIAERT 774 JL(PEM) O /key_crt_sig_generator/ca-sign-keypair-
rsa2048/rsa2048-public.pem ZE R L E T,
HAWD 274V IZ, T 74 L% %" encrypted_user_rsa2048 ne key"& LTHEED I+ ILF %&
R. Key name £ [@ C < "encrypted_user_rsa2048 ne key"&E AN L., [Z7AILEERTBIEI YD
LT, L—FCAGIAENERRIIADARBRT— 2 TERLET,
7 7 4 JL%&"encrypted_user_rsa2048_ne_key"H &K U Key name [V —Xa— FRATHERAL TS
O, BIMFLEBELLEVESIZLTLESLY,

N 797710

« v 4 « workspace > key_crt_sig_generator > ca-sign-keypair-rsa2048 v [&] £ ca-sign-keypair-rsa20480i& %

BB HFHLLIALT- =- @ @

» pc N g THEs B8 LEP

3D ATvIsE

& 99v0-F

B 7RIy T

[E FFaxvk

= voTe

B rin

b oza-uwy

29 0-hl 7427 (C)

SWinREAmant

2002/11/028 1727 DEMA £ ] 2 KR

2023/11/08 17:27 PEM 71 )l 1 KB I

F rsa2048-public.pem

TPANENE | [pemm7—5 c1pem) -1

FA(0) Fevel

kR Security Key Management Tool

7N =R AT
#E  UFPKAERL KUKZERL #OTYEYY TSIP UPDATE

PFIFREDAVITI YAV TRUPKEERALT, R0 7y J7- FTEKUKEEALT,

FTUI-y 3L IDIMEE T TL TS
e 21

l@qu’ﬂ, |pace¥key_crt_sig_generator¥ca-;ign-keypair—rsaZD48¥rsa2D48-pub|ic.pem‘ - I
QFEXLF-9 Modulusin) @ | 00112233445566778899AABBCCDDEEFF00112233445566778899AABBCCDDE A
EFF
00112233445566778899AABBCCDDEEFF00112233445566778899AABBCCDDE
FFF h

Exponentiel: {10001

FUENTHR

@ UFPK UFPKZ71)L: C¥workspace¥key¥sample key 2.,
W-UFPKJ71 ). : | C¥workspace¥key¥sample.key_enckey S

OKUK  EUET7A e

v

@ AL EREERERTS

OREEEERTS (1611 EyIIVF1TY)

HH

JA=Nwbk: |CU=2A ~ | I C¥workspace¥encrypted_user_rsa2048_ne_key.c E-3

TrLA: 10000 Key name : |encrypted_user rsa2048_ne_key

l TrANEERTS ]

2-40 JL—F CARIEAEDERRIIALKHRT—2 DER
Y—)LEEFTDI Y —ILESIZ"OPERATION SUCCESSFUL" ERFTENFE=DERKIZTET T,
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@ V3472  MIREOLRAREERLET,
Hoh L, /key crt_sig generator /client-rsa2048/device1-private.pem.key % “device1-private.pem”
[CTUR—LLTHEWNTLEEL, BOEEZ JICBH L. DERBRIC[RSA] 0)"2048bits, public"A%:&
RENTWBI EEHEELET,
BURT—2127IIBBLT[I77M4LEERL. [BRIKR2VEWTLT. [PEMET—4 (*.pem)]%&
RTTDHIHREEL, RIFEYR—LLIEZYFA4 T FIAZRBRT 774 JL(PEM) O devicel-
private.pem ZZERLFT,
HAWD 774 IV IZ. T 74 L% %" "encrypted_user_rsa2048_ne_key2"& L THEED 7+ L5 %%
R. Key name £, [ C < "encrypted_user_rsa2048 ne_key2"&  AA L. [Z7AIVEERT B1E0 Y
LT, V95472 FMIBZEDARBT—2FERKLET,
7 7 1 L% "encrypted_user_rsa2048_ne_key2"$ & U Key name (&Y —XaA—FHRNTHEALTWS 7=
H., BRITEBFLAEVKSICLTLEEL,

N &7-5771 )1
« v 1 « O-A) F4A7 (C) > workspace > key_crt_sig_generator > client-rsa2048 v @] £ client-rsa2048Mi& %
=E - FLLIANS - = ™ @
- ~ Em - e = 1%
B 3D ATI17h I D device1-private.pem 2023/11/08 17:22 PEM 771 )l 2KB I
¥ g9vn-F
| 7277
ERSSEV
Sh4/ral
et
b za-yyy
E9 0k TARZ Q)
QWinRF Anant e
TPALEN: ] [pemsz-7 -pem) -1
5K(0) Frvul

“R Security Key Management Tool

TPl FTorm ALY

HE  UFPKERE KUKER RO3VEVY TSIP UPDATE

PFIATLRO/VIIIVIVTRUPKERALT, tF175R07vI7-FCIKUKE®AELT,

77Y7-23RELIDIMBETYTL TR S
monel w75 ]

® 74 C¥workspace¥key_crt_sig_generator¥client-rsa?048¥devicel-private.pem | #£8__ I
OFXF-7 1 00112233445566778899AABBCCDDEEFFO01122334455667788994 CCODE ~
EFF
0112233445566778899AABBCCDDEEFFO01122334455
EFF bl
SvEv 8
@ UFPK UFPKZ74JL:  |C¥workspace¥key¥samplekey | B
W-UFPKT74 )L - | C¥workspace¥key¥sample key_enckey | £
() KUK =i
v
®HigEmEErEET3
O EREEERTS (16/(1 L, EvIIUFATY) |00112233445566778899AABBCCDDEEFF
HAh

FA-T9bk: CY-A | 7o e EC:¥work5pacE’éencryplEd_user_rsaZMS_m_keyZ.c HE..

Key name : |encrypted user_rsa2048_ne_key2|

I I EEMTS I

-

Y]

B 2-41 95472 MIRAZEOARBOER
Y—)LEETFDI Y —ILESIZ"OPERATION SUCCESSFUL" ERFTENFE=DERKIZTET T,
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® V53472 MIRAEOREREZARLES.
BBOFEFE]2 JTICHEE L. [RSA] D"2048bits, private" IR L T FZE LY,

%_’f._. ty Key Management Tc - O X
Il Fom AT

e UFPK4EE KUK#%RE #OFYEYY TSIP UPDATE

TFITHROA VI VAV TRUFPKEER LT, EF17BR07vJ7-FTRKUKEERLT,

FFUT-vavEt L EDIMEE Zy FLTL &
BEOEE Igi—‘—"j‘

DLM |DLM-SSD (O TDES

(KUK @ RSA | 2048 bits, private ~

(O AES 128 bits (QECC  secp256r, public

(O ARC4 (O HMAC |SHA256-HMAC

SyEVI B

@ UFPK UFPKI7A )b : C¥workspace¥key¥sample key £,
W-UFPKJ74 )l | C¥workspace¥key¥sample.key_enckey E3: =

O KUK S,

v

2-42 9547 MIFAZEORER

RO1AN6948JJ0200 Rev.2.00 Page 39 of 60
2024.01.23 RENESAS



RX 273 TSIP K54 /\ZRAL = TLS E&H| (Azure RTOS)

BUBT—R12TIIBEILET, [Z77MILZERL. [BRBIRIZHTLT, [PEMBET—4
(*.pem)ERTTHHREEL, RIFEVR—LLIEVSA4T7 2 MIERRERBERT 774 JL(PEM) @
/key_crt_sig_generator /client-rsa2048/device1-private.pem Z:&IRL E 9,

HAWMD 2742, T 74 L% %" encrypted_user_rsa2048 nd_key"& LTHEED T4 ILE %8
R. Key name £ [ L < "encrypted_user rsa2048 nd key"&E AHA L. [Z7AINEERTBIZI v
LT. 9547 MIBAZEOMEBERT —2EERLET,

7 7 4 L% "encrypted_user_rsa2048_nd_key"# & U Key name [&V—XI—FHNTHEALTWS =
H., BMIIEBELAHVKSIZLTLEELY,

O #7-5774)

« v <« O-Alb T4A%7 (C) > workspace > key_crt_sig_generator > client-rsa2048 v O R client-rsa20480# %

B2~ FHLLIALT- = O @

= pC =k EFOE B YA4X

B 3D ATvToH I U device1-private.pem 2023/11/08 17:22 PEM 271l 2KB I
& 7ovo-F

B 720y T

F FaAvh

= EoFr

@ 7

b z1-vwy

5 0-AL T2V (@

CWGnRE Arent

TPANAN): v lPEMﬁ?—? {perm) |

=

HBE  UFPKERD KUKER RO3vEYY TSIP UPDATE

PRIATEROAYIII VIV TRUPPKREBLT, 17 RO7y77- FOEKUKEEELT,
7V T-vavatL{IDIMBESYILT AL

mous[E7 7]
® Fr1I 'C:¥wmkspace¥key_cr1_sng_genera1o|¥:I|enL—rsaEDa18¥dE\ricei-pnvate.pem - I
2233445566778899AABBCCDDEEFFD01122334455 JDE

OFx7-7 |

-
w
A
w

0112233445566778899AABBCCDDE I
EFF
O ELeEmEA - HhTr0
SvEYT R |
@ UFPK UFPKIPA L C¥workspace¥key¥sample.key | B |
W-UFPKI71 )L : -C:¥workspace ¥key¥sample key_enckey FHE..
O KUK 2 i3
v !
@ A EmsEEERTS
O EBEEEERATE (161 k E9IIVTAT)  00112233445566778899AABBCCDDEEFF
wh
TA—Fybk: |CU-A v IPA e C¥workspace¥encrypted_user_rsa2048_nd_key.c £
10000 Key name ; :encrypted user_rsa2048_nd_key

I IPNEERTS I

A

-

B 2-43 Security Key Management Tool 2{#A L =-BERDOS v VY
Y—ILEE FO a2 —ILERS T"OPERATION SUCCESSFUL" ERTRENT-OERIITET T,
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® HEBINELUTO6 DOBELERI7AILE YoTLTOozs b0
sample_azure_iot_embedded_sdk/src/userdata_tsip RIZ EEZEREFEL TL LN,

- encrypted_user_rsa2048 ne_key.c
- encrypted_user_rsa2048 ne_key.h
- encrypted_user_rsa2048 ne_key2.c
* encrypted_user_rsa2048 ne_key2.h
 encrypted_user_rsa2048 nd_key.c
 encrypted_user_rsa2048 nd_key.h

UETERELZTOSI O FI7AIILDEBIRTERYET,
3 Z T Microsoft Azure h— R JLDEBEEITo-&IZ Azure B EDERTEENDZFEZITN. 4ETTOS Y +
DEIL R EEFTEITVET,
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3. Microsoft Azure h— 4% JL TO Ik

AKEDQH O TNLTAD Y FERTT 518D Microsoft Azure DIEEFIEZEHBA L FT,
AHY > F)LTIL. Azure loT Hub ~ loT Hub Device Provisioning Service (DPS) ZRHWTEHKLET,

3.1 Azure loT Hub & D#E#c#E (Azure portal)

3.1.1 loT Hub M{ERL

Microsoft Azure &L1&E#id 51-OIZKHELRERFEELETT,

775 —> 3>/ — bk TRX65N Cloud kit © Azure RTOS 2BWNT oY T—4 %2A#1t3 5H5%1 @
3.1 Azure #fg (3.1.1. 3.1.2) | IZH > T loT Hub DERFIT o> TL1EE LY,

AREDFIETIEIDPS 4 LT loT Hub ~N$E#E T 51, [3.1.3 10T T/84 R4ERL] DIETHDT /N RERK
[EITWEEA.

3.1.2 loT Hub Device Provisioning Service (DPS) MD{ERL
TE2IZ% o T loT Hub Device Provisioning Service Z/Ef L T &Ly

https://learn.microsoft.com/ja-jp/azure/iot-dps/quick-setup-auto-provision#create-a-new-iot-hub-device-
provisioning-service-instance

DPS MEpT& /= 5. TEEIZH > T loT Hub & Device Provisioning Service &) 9 &8 TL &Ly,

https://learn.microsoft.com/ja-jp/azure/iot-dps/quick-setup-auto-provision#link-the-iot-hub-and-your-device-
provisioning-service-instance

LLET loT Hub & DPS OERLIFET TY

3.1.3 loTHub £ DPS ZAHWTTNA RE=TOEY 3=V
RIZ, BB L 1= 10T Hub & Device Provisioning Service (DPS) #AWT, T/A\A RZJOEYaZ vy
TEHFIBEIZDOWNTHEALES,

D Azure R—2IILOFR—LEBEEKIY . [TRXTOY—ER2[E/ DA E2—3y FhTI Y =[Azure loT
Hub Device Provisioning Service]Z % 1) v L TL 1Z& Ly,
Azure loT Hub Device Provisioning Service @ 1) X FMRRTJENS5DT. [3.1.210T Hub Device
Provisioning Service (DPS) M{ERt] TH#ER L=, DPS Z:&RL £,

IFRTOY-ER >

' Azure loT Hub Device Provisioning Service = - X

Renesas Electronics Corporation

+ Rt 2 car-ogE v O BH L VIEIZAR-r Y JIVERK

; [ £B0T-LEoTs-. | $TRIUTVaY RoMEEELN FAT UY-Z 7T ROEEZELL FRT X IBFF ROMBEZLLIAT X T FOL5-0iEim
1 #5 1~ 1 HOLI-FERRLTOET, [ 77wl M v
E1i EE Ty Y- IN-F Ty A Ty $IAIUFV3Y Ty
D @ L LS | [ 58 Azure loT Hub Device Provisi... "™ i RTR S Japan East loT_Hub

E 31 DPS®D R FERTR
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https://learn.microsoft.com/ja-jp/azure/iot-dps/quick-setup-auto-provision#create-a-new-iot-hub-device-provisioning-service-instance
https://learn.microsoft.com/ja-jp/azure/iot-dps/quick-setup-auto-provision#create-a-new-iot-hub-device-provisioning-service-instance
https://learn.microsoft.com/ja-jp/azure/iot-dps/quick-setup-auto-provision#link-the-iot-hub-and-your-device-provisioning-service-instance
https://learn.microsoft.com/ja-jp/azure/iot-dps/quick-setup-auto-provision#link-the-iot-hub-and-your-device-provisioning-service-instance

RXZ77=21 TSIP FZA4/\ZFRUL\i= TLS E&E44| (Azure RTOS)

@ BIRLEDPS AZa—&YBEHREBELETZVVVILFEY., BEREEELFEFITEERLSRTIN
i—d—o

=L >
@ QI SEhiral r.||.s 2 Ao X
Azure loT Hub Device Proy ing Service (DPS)
Pk = ‘ « - B8 o (] §% (O BHOBRCER
® #B=
g 755E5 5 A\ 10T Hub 3 &UF Device Provisioning Service (. LU\ CA JL— I~ (DigiCert Global G2 JL— i) O F[CF T — > & #1724 UL\ Microsoft SEBR#%EA (CA) = LT
W 7o7«4510 TS IR LRI LTSS, BENDS) A DS SR AR B S50, BEEETS BUBABDE S, B ONTE. C5BEBRUT R,
8o OTREIE (1AM)
® 57 ~BX JSON E1—
£ mEoLEeER UV—Z )~ (#8h H—ER T RRA>
= SP23_com_resource . wma. o 1 azure-devices-provisioning.net
B JREE 2J0-)UL 7,
Active global.azure
DAYD AF— I~ 1275 D2—7
. Ve =
T R RS — Japan East s
BIRDVT> 3> (18) fitg & RT—IL74 7
® U>IEH 1oT Hub loT_Hub s1
9I2oUF3> 1D BE) I T —ILA—) (—D B

o S A A LR [EXA

PN - ks e

3-2 DPS NEHNHEE

Q@ EHRZEBELFIEESYMELDOERZ I=>MEL0OEFZEDEMEY ) v I T 5 E(EFOEBMBEERN
RRSNFET,

SN ERPI S PR L TR RN BEDAECE
6 ATdMaSHMINE --'I|.:c.| BHEEELET 2 % - x
Azure loT Hub Device Provisioning Service (DPS) .
£ BR <« BROL-T | BAOES
@ "= BeowFESR, B FBELET. HEEE
& 7071¢7107
+ Brossoem O Sif
. TUEREE 1AM)
¢ 5 [P BBRIDEANLTZZN
£ BEOLHRA
[] =smios HHBREERR aiLE {RBE R
®E
9497 25k
HETIEARY Y-

8 UYIEH loT Hub

A IHE

& BEEEELEY

n EVETRY-2EELET

3-3 EREZEELIFIER

@ ZHFOEMEET. DPSOHREEZTVET, UTOEBZAALTLEZL,
BFICHBEDRWVEBREXT 74 EFDEREE LTLESLY,

1. "B JOEDa VY ERISTUTOEREZRELEY,
B R AND=ZXL"X509 9 547> MERAE"ZHRELETH

B JSATVAEBAEI7FAILDIANETAAEE#D YV I LTISATY MEAED I 74
IWEERLET,
954T 2 MERED T 7 4 JLIE"2.4.3(1)®" B TR L f="device1-certificate.pem.crt" & 71 Y &
T 774 IILDIERFIE. ".pem” £i=1E “cer’ THEILENHYETIDT, V547> I
EQIT7ANERED I+ ILFICOE—LTHI L., 774 I/L% %" "devicel-certificate.pem"(Z 1)
F—LLTHBERLTLEELY,
BIRT D E, "TSATVIEBRET 7AIIL"DOTIZ, SEHEIZHTEL=#£ESL (Common Name)
NEREREINFET,
BENTTLELSRA (0T NITRE2 VEBTLTLEEL,
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)RAFF—FER LGB, BERIDAFEDID &, MFXF—2T02 ) MIERETILELHY F
ER
FATOH-EA > Azure loT Hub Device Provisioning Service > -
EHDEM
- may
BREIIJOETa=IT  10T)\J FIAAGEE  BEOFm
TERKEEER
BRI, BEMICT /A0 IDERRTSIOPATY. 7/ AR SROERUEERTRAD—IAEERLTID®
AT BRESNBNET.
2 i H— /-
]
I [ X500 &5 77> FEIE M
X.509 FEREEMHE

THHELUET. BEICIE
9&2\?“@'0?9:

Wi =)

DELF 2 COEBREHETNIAEENBOET. FyITO-FEht

351

FIARATALETI =T B—E R I35+ 7 b X500 EERSEBAIAZERALT. 7/ A03 753%’&%& SERAE (O3

| devicel-certificate.pem

ZiEZ TS0 cample test

THLA USRS T T AL

[ EsET7 LEERLT

OJ-

FR®ID
BFHEFNTVIREFTCRCR. TR FOETs=200 - EAT—80=8E D FE0
ARZALICETERDET.,

g —

O 250 EBRUEIREOH TSI & ORELLALICRDETT.
TOE¥3 = »ToReE
coEgEIOESs I EETOE DS T LARITD
COESEEENCTE

TEC

FA AN SENECHEDCTECENTEET.

B7OETa 7 RUs>—

TSNET. 1D OFRIHEMITN

JobEza—AEhiET AR BIOEZa - wAaEskE FUH—gEEseh N Y. BoETs g MU —
3. FHAZZBEIOES3TITEN0ESNE. T/ A0BFORET—Y0ILEREEEELET.
EJOETs=>d M —

| T HRDBIOE T2 =8 EREDRBEOET v

W= Ak NV

B 3-4 Z&OEM: E#FEIOED =Y
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RXZ7

1) TSIP 54 /NZ ALz TLS &£l (Azure RTOS)

s

2. "loTNT"E@EIZT"Z2—4y b loTN\T"IZFNNA RETOE

-d—o
BEMNTT Lo TN RAREIRE VERTLTLE

YRR

va=—

UG LW loTHUb 828/ FLE

FATOH-FA > Azure loT Hub Device Provisioning Service > w =m  mm sl | EFETELET >

FHEOEN

EHCTOCETSTT TINT F/HARBRE BEROER

A—4w 1T INT

SN T\ T T/ A A2T0OET3 =0 TEET.
A2y 10T )\ T

FIA AN TOES 3= FE=ng. U0 ol )\ Joby REEETEET. 10T /\JH@RENE0Es

- EROVD

]

loT N\NFAmUHzEmLEd

DY TR —

1% ENLTRUT—0EE TERENTLET,
FoLTHUS— -

O an

@ merusicst

O smsmss

O AR L thaure BEEER)

oL THUL g TOETSTLARCT A REEDETES SV R oT )\ TERELET, BEQSDSTHRUZ—

| < fin | I
3-5 ZEROEM : lIoT /T
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3. "FAAROREBAICTFAARIDERELET,

TINARXIDIX"2431)'ETTSATYBAEZE T 7/ JLIZEER L =#EH (Common Name) HT/\

A RAIDICRESNDSDTAARZFETY,

FEDTNARIDERELFE-VWEEE, "THNARAID"OBEBRIZHELEVLVT AL REEAADLTKL

S0y,
REMTET LIzo[ R HERBEERIRZ VERT LTSS,

Jo
i
i

FRIDYFR > ol o o ESETELIT >

BHOEM
" 1

EReTOCETa=T  10T)\T FHNAASRE HEEEER

FI)rZ 1D
BEICEUT. JOET3Z 2SNt/ A ALY TSN ZATEETEET. ENEESNTLRES. T/
ID [F=EEE D LALICRDET.

ZL 2D

I| TSIP_sample_test | I

loT Edge
10T Edge AEMICL 2 TVET/ A ATIF. Docker EET 2 —ILESITUTIENOIEREETTSES

o

[ Forss=o42nzs/ (1AT T Edge 83T 3

FIAA G
F)A 2 HPE. FTUIRERTO) T 2ERLTT/ A RISEHRER ;. T/ A A0BETERICERTEEY. T/ 42
OFOES3 T UBICEID SRS REETEET. FUENLISON THRILENHDET,
FIARGE =
1 {}

\ < i, | s~mmerm-

B 3-6 ZEOEM: TN RBRE

4. HERLENEECTERNBEEEL. MBS HLEHERIRS Y ERTLTIESL,

FARTOY-ER > g e = 0 5| EFEEELIT >

EHROEM

ZHELTIOEDIZY 0TNT F)AREEE EEBEER

BRsTJOEYa=J

EAEEA AN =T A X500 U572 MIRS

BHED TSIP_sample_test
BENEDLES [F
BIOETs=24 KU T/ ROBFOE Y 3 =04 EREQRBOBT
loT\J
ZNETRUZ— HMENEC ST
G—FybioT/\7  w cesmla s mlemw 1
I REE
FIAZID TSIP_sample_test
loT Edge BRI TVERA
Initial twin
1 {
2 “tags": {},
3 “properties”: {

B 3-7 S&GDEM : HEE LR

RO1AN6948JJ0200 Rev.2.00

2024.01.23 RENESAS

Page 46 of 60




RX 273 TSIP K54 /\ZRAL = TLS E&H| (Azure RTOS)

® EEICREORENTETTSE. "BROBFREEICHBRER LIz DPS AEEID YR MEMShEF
TO

FRTOY-ER > w0 om o oo o

2 o nrems nma | BFEEELET o x x
Azure loT Hub Device Provisioning Service (DPS)
P iER <« EBERUL-T Baoui

® B= ROEEEER. SHl. EELET, SEEs
EeommrET. BN GELET, HEES
@ 7IFEF0g
- Eeozgomen O S
o TIEAEIE 1aM)

€ 77 BEIDEANLTIZE
£ BEDZH AR
[] == AR EIGED {EEE 2 R
F=E
2497 35-h ID TSIP_sample_test X508 25 7 hEERE vl 2023/5/3018:07-...  2023/5 I
I197 25-

HETFTLARU-

E 3-8 DPSOE&HID 'YXk

COEEID X, ERAYSV 472 MEAZICERINI-HESR (Common Name) TEHE INFET,
(EBDTNARBEEFLESEEBE LTS RAICBYEY)

FEHEIDRITOSIY FPOV—RO—FTHEETIVLENHYFEFITDT, KTHATEDHLIITAEELT
BLTLEELY,

T, BEIDBZV VY IT5E UTOES ITBHEREARTEINTT . FRERIFHRENZOR
BBIZ/E S TULVET A, DPS AMEREL loT Hub NDEFZEMN SN B L BERKENRRTINET,

i Tl mie il o oFal EREEELIT
FHROF
T
ZEID TSIP_sample_test ZERE oL TR
VERRE 2023/6/6 18:02:07 JST E|NETHEH 10T --
SHEFOE 2023/6/6 18:02:07 JST e
F)AA D
SHENLET
E 39 ZHEOFH
Azure portal TOEEREFLEELGYET,
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3.2 Microsoft Azure & DBIERTE
2ETHEBLE-Y I TOD Y FOYV—RO—FIZRBREZITVET,

3.2.1 Azure loT DBFE

Yo FNTFaT Y + sample_azure_iot_embedded_sdk 7+ JLA N®D src/sample_config.h ZBAE. LIT®D

HRZERELTSESLY,

(1) INTA—REE
UTD &S IZHESIEEDHE/NT A —42 % sample_config.h [CEZELE T,
# 31 BETEINIA—42—FE
o = — =) = *"j"/j}[/
INTD A—A REE NDEFIE iwE
0:TLS_ECDHE_RSA WITH_AES 1
SEL_C|PHER_SU|TE 28 CBC_SHA256 (default) 0
1SR A — MER
0: 3 #F—
SEL_DEVICE_AUTH 1:X.509 EC ELHAE 1
2:X.509CA EZIAE (RYHR—F)
0:loT Hub ###E (DPS #E#k74 L)
SEL_DPS 1
1:DPS ##i+1oT Hub ##:
SEL_TSIP_TLS_RSA Wi | 0: Client Hello message TH&&E 7% L 0
TH_AES_128_CBC_SHA | 1. Client Hello message TH5%E
SEL_TSIP_TLS_RSA Wi | 0 : Client Hello message THiE 7% L 0
TH_AES_256_CBC_SHA | 1 . Client Hello message TIg%E
SEL_TSIP_TLS_RSA WI | o : Client Hello message TiE%E74 L
TH_AES 128 CBC_SHA ) 0 SEL_CIPHER_SUITE
256 1 : Client Hello message TIE%E =0 RERFEMD
SEL_TSIP_TLS_RSA_WI | o : Client Hello message TigE%4 L
TH_AES_256_CBC_SHA _ 0
256 1 : Client Hello message TI1E%E
SEL_TSIP_TLS_ECDHE | o : Client Hello message TiE%E74 L
_RSA_WITH_AES 128 _ N 0
CBC_SHA256 1 : Client Hello message TiE7E
#ifdef __cplusglus .
iy SRR
: w?n(lude "platform.h" . y y

Wdefine SEL_TSIP_TLS_RSA_WITH_AES._128_CBC_SHA °
#define SEL_TSIP_TLS_RSA_WITH_AES_256_CBC_SHA of //TLs
#define SEL_TSIP_TLS_RSA_WITH_AES_128_CBC_SHA256 of //TLs
e
2

_128_CBC_SHA25
_256_CBC_SHA25:

#define SEL_TSIP_TLS_RSA_WITH_AES_256_CBC_SHA256 L
// TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (No.6)

#define S|
endl

EL _TSIP T
It B e

LS _ECDHE RSA WITH AES 128 CBC SHA256
_SUITE *

#endif /* BSP_CFG_MCU_PART_ENCRYPTION_INCLUDED *

3-10 sample_config.h /85 A — 4 8&5E
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(2) Azure loT Hub DPS R:iE1&E#R
"3.1"8i TYERL L 7= Azure loT Hub DPS D& #k1E#HZ LL T D & 3 I1Z sample_configh ICEZELE Y,

e (D#define ENDPOINT : $##i5E DPS DY —EX TV KRS > +
o (Q#define ID_SCOPE : ###% DPS®ID Ra—7

o (#define REGISTRATION_ID : ##55 DPS &4 L =& ID
o @#define DEVICE_SYMMETRIC_KEY : $&#:5% DPS DX ¥—

(R)EF—IF. DPS S8REFICHERBEIAA A =X LII"HHF—"ZBRL-BHOAERELET,
ER</OF, ULTOLSIZ” 7 OBICEZAALTLEEL,

e sarnple_config.h x
11
2 /* Required when DPS is used.

- #ifndef ENDPOINT
#define ENDPOINT @ | Nl - .ﬁr‘e-deuices-pr‘ovisionin;.net"I

#tendif /* ENDPOINT */

- #ifndef ID_SCOPE
#define 10_SCOPE @ Loosmmm oo

#tendif /* ID_SCOPE */

v oW

- #ifndef REGISTRATION_ID
// Begin Modify for TSIP

BB

#define REGISTRATION_ID
~*/#1f ( SEL_DEVICE_AUTH == © )
#define REGISTRATION_ID
= #elif ( SEL_DEVICE_AUTH == 1)
#define REGISTRATION_ID @ I ~jSIP sar@le test" I
- #elif ( SEL_DEVICE_AUTH == 2 )
#define REGISTRATION_ID
#endif

// End Modify for TSIP

MBS
AoEow R

P

~1 O &

) P

PR RS B R R R R R R H R
1 I TR rgirg g g g g e
= @ WO o 1

P B

1

#endif /* REGISTRATION_ID */
6 #tendif /* ENABLE_DPS_SAMPLE */
38 /* Optional SYMMETRIC KEY.

= #ifndef DEVICE_SYMMETRIC_KEY

8 #define DEVICE_SYMMETRIC_KEY @ l"-.:.:.| Al e dr s e el T |
1 /

#tendif /* DEVICE_SYMMETRIC_KEY */

|

I e i e el e Sl R
J W W W W W W W W
Y

3-11 sample_config.h BIFEHRRTE

LECERAEIERIE Azure R— R L THEEEL E 9, Azure sh—L &Y 13.1.2] IETHER L= DPS #&#RL. &

BEEKLYREEEZIE—LTY—Ra—FKRIZBRYFFIFTLIEELY,

(OY—ERIVRKRA U] £ TQIDROa—T] (FDPS #:#IRL, *=—2—DMEIZVUVITHE
/I\\T%ij—o

=L >

@ A TEE #o%o X
Azure loT Hub Device Provisioning Service (DPS)

B | « >~ T an O SHoBsEcEs

& FI7FF+07 A\ 10T Hub 54U Device Provisioning Service (3., #LL\ CA Jl—F (DigiCert Global G2 Jl—F) @ F ISFT-¥ENETLI Microsoft ZEFREEES (CA) EfERLT LS (EIBSEEH

WOF X G| SRR R TED LI, BAPETTOLEASYET. BBV, J5arSRLTH.
fa FORZHIE 1am)

€ 57 ~ Bk JSON Ea-
& BEBELRA YY-R T0-7 5
wz " T0-10) FIUR TIRRAV
9499 A9+ A_ciwe u\obal zyre devices-provisioning.net
£ S
@ =
& USTEZ 10T Hub BIATUT 3y (#E EEEAT-ILTAT
oT Hub 51
T )
A e $720T 532 1D A —
& BHREEELIT e i E =0

BRI -EEELET

X 312 DPS OMEEM
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"@Z4% ID"IL. DPS ZBINEICEZBLI-ZBIDLESBLET,

FATOY-FZ > 0 om o comons g
S arerema nmu mh= | FREEELFT 2 v - «

Azure IoT Hub Device Provisioning Service (DPS)

< a7 weoss

@ s

BroBEEER. 8. BRELET. REES
& 77747107

+ Eromgosmn O =5
& FIEAEE 0aM)

® 97 [P mspEAanLTRED
P BEOBHER
[] =8 BRI AEMILES FemE s
£
@ X500 25 7> MEIRSE < LY 2023/5/3018:07:...  2023/5...
& 190 A5-h

HEETIRA R Y-

E 313 DPS OESZKID Xk

T@FEF—] (FEAGIAA DX ALIZ Txfid—) #ER LB (SEL_ DEVICE_ AUTHO ¢ EE) DAHEE
LET. AMF—%REL=-DPS D& ID DEHZOFMEBmEIYEF—ZFaE—LTLEELY,
BREIBAA D =X L"X509 9S4 T7 2 FEBAE L LE=BEIZ. KREFIFETT,

| m—bh>am mEn | EFEEELIT >
EHROFFEH
|
421D TSIP_sample_test_sym ZRhe oL TRL
{ERREH 2022/5/31 11:03:43 JST ZIDLTHEH loT
SHEFHOE 2023/5/31 11:03:43 IST NI
F/AID
SHEDET

| BRLTOEYa=>Y  w0T/\T  FIAREE

tERNETEA

BREERAIE. EEPICT/ A A0 D ERRTEIOTATY. T/ AE. SEOERUCEMIAANILEERLTID ZE
BT aBENHNET.

BAEFA A A L

s —

FIF—OIE
FTHARET AR TOE T30 U—Ed. it —o@lilEzERLT. TF—cuhd U F—258UET. F
—FESRCEMENED. FHETANTEET.

e
ThSF)F—+
F82ID
ZEINTVIEET/ ALK T/ AR T0EZa = I Y—EAT—E0ZE DFEDETSNET. 1D ORIZISMETR
ARA=ALICE>TERDET.
ZEF D>
| TSIP_sample_test_sym
3-14 FAMFX—Z2B/EL L ZTOEZOFMER
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(3) DPS ZEHALZGL\E EDERIFER

DPS i #FA LA WMEAX, 1oT Hub AT /NA ADEBFMNBETT,

FRX65N Cloud kit © Azure RTOS ZAWT oY T—2%alt8ibkd %A%l @ 13.1.3 10T T/84 R4E
Rl OFIETT/NA RADZEEFETo>TLEELY,

Tz, LERFF2ADELD 32 VI Iz T7#E) D 8IZH>T, loT Hub DERENBETT,
HoINTadzH FAIXLUTO loT Hub DEREZIToTL &L,

e HOST_NAME

e DEVICE_ID

e DEVICE_SYMMETRIC_KEY (®#i¥*—ZFERAT 55E)

Ffz. TR 31 BETHINIA—EF—FE| 25 L. DPSOFEAZELICEREL TLZELY,

thl *sample_configh *

3 @ /* Copyright (c) Microsoft Corporation. All rights reserved.
11
- #ifndef SAMPLE_CONFIG_H
#define SAMPLE_CONFIG_H

1 #ifdef _ cplusplus
16 extern T
17 #endif

20 #include “"platform.h"
21 #if ( BSP_CFG_MCU_PART_ENCRYPTION_INCLUDED == true )
22 #define SEL_CIPHER_SUITE -] // ©:TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (default),

53 TR 1 [ B Sy "W"'“‘ cpq Self Signad Carti flr te, 2:X.
B 24 I#define SEL_DPS e // ©8:DP5 Not Connect, 1:DPS Connect I

i *sample_configh *

86 /* Required when DPS is not used.

/* These values can be picked from device connection string which is of format : HostName=<hostl:;Device
88 HOST_NAME can be set T
89 DE .-ICE ID can be set

S8 VICE_SYMMETRIC_KEY
1

91 ﬂ:-Fndef HOST NAME - i
92 l#define HOST_NAME " r= = L pUgazure-devices.net” |
93 Ir AUS T_NAME ) —

#ifndef DEVICE_ID

96 // Begin Modify for TSIP

98 #define DEVICE_ID

[=1-] * f

1ee - #if ( SEL_DEVICE_AUTH == @ )

181 #define DEVICE_ID "TSIP_sample_test_sym"
182 F F ]

183 #define DEVICE_ID "TSIP_sample_test" I
104 = —_t iy

15 #define DEVICE_ID

106 #endif

1e7 // End Modify for TSIP

J.BS #endif /* DEVICE_ID */

& 3-15 DPS &R LZLMESDRE

322 IP7FLADERE
AYoTNTOD Y NI, Ethernet ZERA L-BIEZTIHE. TIHIFDORETERY FT—U D
fRICDHCP #ERLEY, 2—4 v rAR— FZEH{ET 5/)L—32 D DHCP #EENEDDIZE. UTORES
ToTLFEELY,
sample_azure_iot_embedded_sdk 7 # JL AN ® src/main.c #FAZE . #define SAMPLE_DHCP_DISABLE
#EBmd %,
sample_azure_iot_embedded_sdk 7 # JLAA®D src/main.c ZfE. IP7KLR, TIN5 —F
DA, DNSH—NF7RKLR, $TRY FIXRIVEANT S,

CK-RX65N+RYZ014A (Cellular)h— k& CHEADZEIE. HFELD SIM A— FIZEHOERENBLET
Yo REAERERBALYHBALET,
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(Dsample_azure_iot_embedded_sdk 7 # JL A ®D sample_azure_iot_embedded_sdk.scfg ZBi &,
[AvR—22 R 2 TICHBEHT S

Q[RTOS Library] @ [ewf] %2 ') v %o LTHIK

@)[The SIM operator APN] IZZERD SIM A—FDT7 I ERRA 2 FERET S

@774 )L (sample_azure_iot_embedded_sdk.scfg) #®&RFEL. ELED[a—FDER] 29V vI LT
O— FEREITS

‘z,\,,r sample_azure_iot_embedded sdkscfg X = 0
o
9 N L = ] (=t |
IX AN . .
VINITFIR—F 2 hETE s |
Ivti-#vk AL WDy EE (6]
L Property Value ~
|:‘{,|L'5;‘\ﬁ # Enable checking of function parameters V| Enable
4} e - # EWF logging function demo_printf
- 94% - # EWF usage with Azure Netxduo /| Enable
vi=
‘} rmt rx # Specify 5Cl channel used for communication with 6
v Middle;varei : :pecif; ::e pf)rt ?z;heR?EStterminTl ;ort[}
e eci e pin of the ermina
v & ITRYyY pay =P :
‘} I byteq # Specify the port of the RESET terminal Port5
- # Specify the pin of the REST terminal 5
v RIS #Clﬁ fythp tput t of th t signal sent Active high
v (= RTOS Kemnel anges the output format of the reset signal sent Active hig
- # The SIM PIN for the modem "0000"
@ thread | # Thesim tor APN "globaldata.iot” |
e operator obaldata.io
v (= RTOS Object L 2
- 5 # The modem context ID used 1
W azurertos object I
v = BIOS Libran < N
Macro definition:EWF CONFIG_SIM_APN
& filex
& netxduo
W netxduo_addons
v

| R-F | 70947 | YATL | DRk | BT | SIVAHR

B 3-16 7V tEARA2 FORE

323 U547 FIRAZEDOHADER
T 74 b TIERSASEBAZEAENICA > TULVET, ECDSASIBAEZ X, AEDH TN TOP Y FTIE
YR—rShTHBYFEFEFA,

HoF)NTFOT 4y hTld sre/luserdata_tsip/r_trust_certificate_data.h [CEESNTWLET,

Lh r_trust_certificate_data.h >

:f # Includes <System Includes> , "Project Includes”

:: #include "platform.h"

16 & Exported global variables (to be accessed by other files)

:—J-? - #if ( BSP_CFG_MCU_PART_ENCRYPTION_INCLUDED == true )

:: #include "r_tsip_rx_if.h"

S5 —_ .

56 I#de'Fi.ne TSIP _CLIENT CER:I'IFICATE TYPE R_TSIP TLS PUBLIC KEY TYPE RSA2648 [/ RSA I

;e i #define TSIP_CLIENT_CERTIFICATE_TYPE R_TSIP_TLS_PUBLIC_KEY_TYPE_ECDSA_P256 // ECDSA

59 * f

B 317 73547 v FEAERIER
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4. 7Bz FOEL FE&UVEST

2E-3ETHERLIEZTRY Y FEENLRLET,
ELRDRIZUTD 41 HORBZHEREL TAMALELFEREL TS,

41 FOPzY FOEI FRIORER

4.1.1 Renesas Starter Kit+ for RX65N-2MB D% 7E

Renesas Starter Kit+ for RX65N-2MB ® 702 x4 ki, TSIP LEDQHERIZHERT 5.
sample_azure_iot_embedded_sdk/src/smc_gen/r_config/r_bsp_config.h QLTI O "true"& %> TLVS
CEEHFELTTSL, H L., "false"& > TWAEEIX., FET true"[CEEBELTT LY,

#define BSP_CFG_MCU_PART_ENCRYPTION_INCLUDED

FRBEEI— RERET B L alse’ ISR A O TEE A,

412 EJILFEOI—FERDETE

Ao TINTOTzy bTlE, LREOBYR—FKRIZESTRAY— bV T4 L—2DERT7AILIZER
FMATVWBEFRLH D=0, I— FOERZT2E=BRISEML TOWERENRDONZBAENHY T,
CODzH., FAS Y FEELFRFEREFEVI—2F D I RTOYV—RIT7AILBBERINS L ZE
BT B=H, XD (1) ~ 3) DUMEEERELTL S,

(1) e?studio MFAP Y b - THRTA—5—T, RETATz Y rEHEVY VI L, AVTFRARA
Za—hm5[TANTAIEERLTLEZEL,

Team >
Compare With >
Replace With
& System Explorer
B Command Prompt
e A
JOAF1R) Alt+Enter

B 41 FOSzH bOaAVTHFRAIAZa—
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(2 T7anRT41 FA4AT7RTDA=2—D[EILF—]%EIRL. [SC Code Generation Builder] & &R .
[RE]ZV ) v LTLEEWL, ELS—DOEREENRTENET,

‘- 7459 A ey - -
I V-2 . 5 i "
SR ROTOILI FOENST LM T B(P):
C/C++ EILF
C/C++ — I [mbSC Code Generation Builder I FIR(N)...
Git ¥ e LOT EJA =
: A 2= H)...
Renesas QE [ foth A v — AL LT - il
acauc sebdanagement Ti @ wbMISRA-C In-editor Checker
OUTOT T - il
70V10 88
EIT/TIWTRE
TFA(D)
< >
@ EALTHELS Fovell

42 oz ro7anT«F«q47ay
(3) ELS—DEBREETCTIRTDFIvIRYIRADFIvIEH LT, [OKIZV )y I LTLES,

0%k, TONRTAFAT7OTDOERALTHALSIZV Vv I LTLESEL,
AEEEEETHLET, PHEHI—FEFREZIIET I ENTEFET,

8 v5-oEs X ‘

ZOENT-ERTT:

O ravu-21n#0
(] EWELERM)
] a®ELERA)
OFov-7 )

4-3 ENLF—OHREE
(%) ERICO— FERZTVWMEER, RX—FaAV T L—2DI—FERKREZVEI Y v ILTH
LTS,
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42 ATz FOEILFEEST

[FOS19 FPI-[TRTELRQA)] 25Uy LTTFASTY REELRLET, COB. Warning A8
HIBLETABEICRIETS Y F A,

EINRETH®R, B 2-1%28ZIC8—45 v b R—FZPC EL—2IZEKEL. [ETR)-[T/\y 7 (G)—[2
Renesas GDB Hardware Debugging]Z%2 ') v o LTT/\v I #FBL T &L,

Ffz. CK-RX65N M J12 # USB 7 —TJ )L TPC LT S & TTeraTermENDZ2—ZF /LY T FTHEE
KEBEE=A—FTBHIENTEET,

J12 % PC L8955 &, Windows DT/ AR R—V v —DR— MZZEFE SN BN T, &k Shi- COM
R—rBBEZE2—SIFILYIHMIBRELTE—F Y FR—FEEBELTLESL,

SYTFIHR— FDBEREFUTIZHRELTLEEL,

R—L— k : 115200bps

F—HEwvhk:8

Ay TEY k1

INYT4 780

JOS Y FEEFTTHE. DPSHEHICEY loTHub [TTNA R&EEF (FOECa=Vy) #1709,
DPS ##= T loT Hub IZT /3 R&$FE{To1=#%. loTHub IZHEHEL. A vytE—CH MQTT THAT ST
A0S LNRERTENET,
HoTNTarSAFUTOERAIDK S ICEEREZS—SFILASYTILHALET,
A—ZFIORTEHERBL. UTOREEHEE LTI,

o (DDPS ~MDHE#H5E
e (2DPS M5 loT Hub NEHEET
o QFEFTNARIDAEHTT

Y COM4 - Tera Term VT - O X
J7AME EEE BTG VOO wUEIW ALTH)

4-4 B—3F )L HhEEH

RO1AN6948JJ0200 Rev.2.00 Page 55 of 60
2024.01.23 RENESAS



RX 273 TSIP K54 /\ZRAL = TLS E&H| (Azure RTOS)

4.3 Microsoft Azure & D IELHESR

Microsoft Azure & D #E#EHESE(IX. Azure loT Explorer (preview)2{#H3 5 & T, 7y 7O—KLE=F—4
M Azure 757 FIZEESN TSI L ZHRE TS EMNAIBETYT, TRX65N Cloud kit T Azure RTOS
ZRAWT o4 T—2ZAIHIET HAE] O 3.5 Azure loT Explorer [Z&k 2BIEHR I £2SBZE0N,
Azure loT Explorer (preview) [Z THEHLED[loT Hub]=[&4% ID]1Z 5 ) v o #%. * —a—& Y[Telemetry]&
g1y %k., [Stat]#F T LTTFEL %

"Receive Events..."UA FICRET—IDARTINTIWNIEEEICA v E—UNEZESIATVETS,

W stop ] Show system properties [i] Clearevents {} Simulate a devica

Telemetry You can monitor telemetry that the device sends to the laT hub

B 4-5 Azure loT Explorer T? Telemetry * vt — DZIERR
(X) [Start]ZH T L CZEMIBT 5. BEFID K S IC[Stop]DRTELGYET,

431 BRIREDHER

DPS $#£12 & % 10T Hub ~D 7/ RBBRNERICREEN A ORBIEUT TS S EMNTEET,
Azure R—% LT, H#i%ED DPS £BRL., REAZ1— L Y[BREEELETISMEROREL TEY
Yws L, BRIDOUZFERRLTCEED, YR FEYBREDERIDZEY Uy THETIARE
ROFMETHETSLET.

Th> n

) A .

G Lulld TR R gn| EHREFELET » .
Aure 101 HUD URVICE Frovisioning sarvice (DFS)
- 2507 [mroen
® B EromarEr. Bh. EEUET. HEE
& 7o7brc0y
) B

P, PUEARIE (AM)
¢ 97 [£ =mpaaaLTLEED

P BEopHLER

AERLAIERE BAEHEHS FERE 7 B
H=E
- x508 F5 T MEES <L 2023/5/30 18:15:40 ST 2023/5...
T497 25-F
HEETTHAR Y- e_test_sym FHEF— VLY 2023/5/31 11:03:43 ST 2023/5..

£ UVTES 10T Hub
A gmz

| & zssemiss |
A EYETRIS-EEELET

& FIr7-0

! Fnits.

4-6 EHIDYXFDOERT
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5. f{T8x%

5.1 Security Key Management Tool O ¥ #l1E$R

Security Key Management Tool DE#llZC 555 TS IZE LY,
https://www.renesas.com/jp/ja/software-tool/security-key-management-tool

52 TSIP FZ34/\ZERAWL=TLS BIED1EHRE

#F 5-1 [Z Renesas Starter Kit+ for RX65N-2MB T TLS &{E% L 1=[& D TLS #EHRHEILICHES NV Koz 4D
B & & VR EIL % O Application Data MBIEEREDH S E L TITRLET,

7w 70— FEEEEHAIRE (4KB). 4 O— FEMEIEHAIEE (1MB) 20T —42 DOnEEfE % MCU AE D 4
AIXTHEL, 5ESDEREFBOTEHEMNSCEHLTWVWET, COFEITIE, TSIP FSAN\EZFAET S
EIZ& Y, TLS BHMHEILIZHES NV R oA VBB 273s M5 0.34s, 7y JO— KB A% 4.46 Mbps
M 24.82 Mbps. 4™y > O— RESRIAS 5.34 Mbps A 5 27.03 Mbps I E L TUWET,

%z 5-1 TSIP RS A /\%#RL\f= TLS BIEEEDHI

Cipher Suite Block Cipher NetX Duo 1 NetX Duo w/ TSIP #2

TLS_RSA _WITH_AES 128 CBC_SHA | 128bit AES-CBC | Connection:2.73s | Connection:0.34s
Up: 4.46 Mbps Up: 24.82 Mbps
Down: 5.34 Mbps | Down: 27.03 Mbps

(] YRXFL4L%58v%9 (ICLK): 120MHz
TSIP &6~ 0w 4 (PCLKB): 60MHz
[(¥] 1. NetXDuo: V7 bz 7HLIE
2. NetX Duo w/ TSIP: TSIP K54 /X0 TLS M I+ API #{£MA
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