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SOFZA/NEANSICO AL TVET, ThoDRF stdinth TEESATWET,
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MCUDboot Firmware Integration Technology

2.6 VI IILEDERTE
RED2—)IDAVIT«TL—2a3vF T a U DREE. rm_mcuboot_config.h TITLVET,
T avBBLUVREMBICET 52K 21207049 L—L 3 VEREISRLES,

K213V T74TL—2 a3 VERE
aAYI74TL—>3aVEE

RM_MCUBOOT_CFG_UPGRADE_MODE

Ty IT—rARXDEE

MCUboot D7 v 77— b AR EHEIRT 5,
0 : Overwrite Only [Default]

1 : Overwrite Only Fast

2 : Swap

3 : DirectXIP

RM_MCUBOOT_CFG
_VALIDATE_PRIMARY_SLOT

Primary 4 * —  DERARIRTE

ERENRIIC Primary 41 A —C DELRIAZEET 55EIEER
1295,

0 : Disable

1 : Enable [Default]

RM_MCUBOOT _CFG
_DOWNGRADE_PREVENTION

Ty I T— FETHOF YUY L— FRHLEE

Overwrite Only A=A Overwrite Only Fast A Z{#RJ 5§
(3 - g

0 : Disable [Default]

1: Enable

RM_MCUBOOT_CFG
_WATCHDOG_FEED_ENABLED

A—HYFEHED watchdog feed Z AT HEIZEIZT 5%
E

MCUboot DALIED & F (2 watchdog [CK BV ATLDY 2y
EAREZ D EZFFLL,

0 : Disable [Default]

1 : Enable

RM_MCUBOOT_CFG
_WATCHDOG_FEED_FUNCTION

MCUBOOT_WATCHDOG_FEED |Za1—%E#&® watchdog
ERZEZHEIT 5.

RM_MCUBOOT_CFG_SIGN

ELRIAAXDKRE

AA—=VITHT EZELGRIEDARXEFHRTET S, Primary A
A—VDEBBIINEAYNICHRESINTWVSIGEE., CZTHE
SNFE=AKXTRIEZITS,

0 : None

1 : ECDSA P-256 [Default]

2 : RSA 2048

RM_MCUBOOT_CFG
_ APPLICATION_ENCRYPTION_SCHEME

BHA A—CZMESILT H5FIC Enable [SRET 5o

- Overwrite Only/Only Fast A= & Swap A= (XX E AT AE
- DirectXIP AR IEEREAA]

0 : Encryption Disabled [Default]

1 : Key Wrap

RM_MCUBOOT _CFG
_DER_PUB_USER_KEY_ENABLE

A—HHAAET S DERERDOLARBT—42 £EAT 5K
Enable IZERET 5,
EARIIDPIAARXNRESNTWVEWMEGEIIERETEL
Ly,

0 : Disable [Default]

1 : Enable

R0O1AN7374JJ0102 Rev.1.02
Mar.31.26
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RM_MCUBOOT_CFG
_VERIFY_KEY_ADDRESS

EARILCERT 2 2MBO7 FLRAFERE,
[Default : NULL])

RM_MCUBOOT_CFG
_ENCRYPT_KEY_ADDRESS

A A—VIEEHETHERT IREESLRBOT7 FLRAEEE
[Default : NULL]

RM_MCUBOOT_CFG
_MCUBOOT_AREA_SIZE

MCUboot [ZE|Y BT onI=FBEDY 1 XEHRTE

GE: BRI BTNARIZBEIATWS ISy anT
Oy HA XEEEBLTRELTLEEELY

[Default : 0x10000]

RM_MCUBOOT_CFG
_APPLICATION_AREA_SIZE

Application Image [ZE|Y ¥ T 5B DY 1 XEHRTE
CE:ERTEH TNARICBHIATWE ISy 20T
Ay oA XEEBELTHRELTLLLEELY)
[Default: RX65N, RX671 : 0xFO000
RX66N, RX72M, RX72N : 0x1F0000
RX261 : 0x30000]

RM_MCUBOOT_CFG
_SCRATCH_AREA_SIZE

Scratch area DY 1 X%EH%E
7y T7T—bAKX%E Swap ARICIEE LE=EICERENDE,
CE . BERTATNNARICEBHIATWE 759y amT
Oy YA XEEELTHRELTLZELY, Scratch area &
LTERATSFlash DI 294 AOBHEFRTET IHE
NHYEY)
[Default : 0x10000]

RM_MCUBOOT_CFG_LOG_LEVEL

AJ NEEE

BEESNE=LA)LOOSTHN MCUboot KYHATN B,
0 : Off [Default]

: Error

: Warning

: Info

: Debug

A WN -

R0O1AN7374JJ0102 Rev.1.02
Mar.31.26
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R 21IRLFaAY 740 L—2a VEEF. BHED

EHEAHBYES ., UTICENELGEHNFTA—2ERLET,

RM_MCUBOOT_CFG
_UPGRADE_MODE

1 (Overwrite Only)

£22 T7vIT—FARDBRELEF VYT L— FIHLLEFEDRE

RM_MCUBOOT_CFG
_DOWNGRADE_PREVENTION

0 (Disable) / 1 (Enable)

2 (Overwtite Only Fast)

0 (Disable) / 1 (Enable)

3 (Swap)

FRIEFERN

4 (DirectXIP)

R TEFERN

% 2-3 A —YEED watchdog feed [ZEET 57 Y OFEED XIS
RM_MCUBOOT CFG

_WATCHDOG_FEED_ENABLED
0 (Disable)

RM_MCUBOOT CFG
_WATCHDOG_FEED_FUNCTION

R TEFERN

1 (Enable)

A—HFEEHED watch dog Bk 253

R 2-4 ERFADZFAARDEREISHIET H/8F5 A —2 DA EHE

RM_MCUBOOT_CFG_SIGN

RM_MCUBOOT_CFG
_VERIFY_KEY_ADDRESS

BEMICK YD/ A—2 BENERICL DA

RM_MCUBOOT_CFG
_VALIDATE_PRIMARY_SLOT

0 (None) BREED e i)
1 (ECDSA P-256) AFEROT FLRARE 0 (Disable)
1 (Enable)
2 (RSA 2048) NEARDOT FLRAETE 0 (Dlsable)
1 (Enable)

R 2-5 41 A —DDIESILHEEDRTE L RESILBROT FLRAKREDR G

RM_MCUBOOT_CFG

_APPLICATION_ENCRYPTION_SCHEME

0 (Encryption Disable)

1 (Key Wrap)

BESIEEODT7 FLAKRTE

R0O1AN7374JJ0102 Rev.1.02
Mar.31.26
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27 o707 dzy bOa—FHA4 X

K7 TV =23/ — DNV 7r—JIZ8FENS YU TLTED LY FO ROM, RAM, &XERAX
BYyPHYAXER 2-6I1TRLET, CORDEFIUTOFHTHERLTVES,

EPa—J)LYET 3> MCUboot ¥ a—JL for RXv1.0.2
a3 2/84 5/8—2 3 > : Renesas Electronics C/C++ Compiler for RX Family V3.07.00
GCC for Renesas RX 8.3.0.202411

IAR C/C++ Compiler for Renesas RX 5.10.1
CC-RX

- B LA - YA X &EITIRE(-Odefault)
—E1ZRBOLGTVER B THIRT % (-optimize=symbol_delete)
- EHOR—SS%EY JIL—F 1t d B(-optimize=same_code)
s OA— FYA XIN&KY PSR EMHITEEZHZ 5 (-optimize=short_format)
- O S LOEBEICEDNT, SlEHSY A1 XDO&#E{E % 1T S (-optimize=branch)
- BEBEME/MRDO A DB E AR T B (1FL - KHE/IR)
GCC

- B LA A X(-0s)
* Use newlib-nano (--specs=nano.specs)

* RX65N/RX671/RX72M/RX72N,dual-bank,application_primary @
User defined options, -WI,--no-gc-sections % 5%

IAR

CBEIELAIL  BUNT UR)

R0O1AN7374JJ0102 Rev.1.02 Page 18 of 68
Mar.31.26
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R 26 Ho70TFOCTH FOROM, RAM, X2 vy H4A4 X

compiler device 2%22 sample ROM RAM Stack
application_primary 17673 9903 192
key_injection 17673 9903 192
: overwrite_only 59876 12236 456
RX261 | linear oot loader |OVeTWrite_only fast| 60189 | 12268 456
- swap 62922 13052 457
directXIP 55123 9696 458
application_primary 16811 10817 192
key_injection 23066 11303 284
linear overwrite_only 43815 19474 320
boot loader overwrite_only fast 44681 19622 320
RX65N - swap 49363 19878 316
directXIP 33414 18106 248
application_primary 17511 9421 188
dual key_injection 21441 11464 188
boot_loader | directXIP 34342 16694 248
application_primary 17243 10940 192
key_injection 23457 11442 284
linear overwr!te_only 44244 19597 320
boot loader overwrite_only fast 45113 19745 320
RX671 - swap 49791 20001 316
CC-RX _ FiirectXIP 33839 18229 248
application_primary 17888 9437 192
dual key_injection 21833 11604 192
boot_loader | directXIP 33955 16710 248
application_primary 17806 11088 192
key_injection 24021 11590 284
linear overwr?te_only 45056 20257 320
boot loader overwrite_only fast 45932 20437 320
RX72M - swap 50600 20917 316
directXIP 34647 18377 248
application_primary 18445 9585 192
dual key_injection 22391 11752 192
boot_loader | directXIP 34725 16853 248
application_primary 17667 11044 192
key_injection 23882 11564 284
linear overwr?te_only 44920 20213 320
boot loader overwrite_only fast 45796 20361 320
RX72N - swap 50467 20873 316
directXIP 34514 18333 248
application_primary 18312 9541 192
dual key_injection 22258 11708 192
boot_loader | directXIP 34598 16814 248
(byte)

RO1AN7374JJ0102 Rev.1.02

Mar.31.26
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bank

compiler device mode sample ROM RAM Stack
application_primary 14640 12436 68
key_injection 21400 11796 260
. overwrite_only 54408 14752 700
RX261 | linear oot loader |OVeTWrite_only fast| 52915 | 14764 700
- swap 57274 15532 700
directXIP 49023 12200 684
application_primary 17796 12696 68
key_injection 22484 12952 928
linear ovenmﬁe_onw 42384 21284 928
boot loader overwrite_only fast 43035 21424 928
RX65N - swap 47406 21680 928
directXIP 33452 20012 928
application_primary 21380 10784 68
dual key_injection 20988 12952 928
booLJoader|dWechP 33267 17964 928
application_primary 18208 12824 68
key_injection 22904 12952 928
linear ovenmﬁe_onw 42829 21412 928
boot loader overwrite_only fast 43480 21552 928
RX671 - swap 47851 21808 928
GCC directXIP 33896 20140 928
application_primary 22044 10784 68
dual key_injection 21392 13080 928
booLJoader|dWechP 33699 18092 928
application_primary 18992 12952 68
key_injection 23680 13208 928
linear ovenmﬁe_onw 45148 22052 928
boot loader overwrite_only fast 45800 22320 928
RX72M - swap 50172 22832 928
directXIP 36212 20268 928
application_primary 22564 10912 68
dual key _injection 22160 13208 928
booLJoader|dkecDGP 36008 18220 928
application_primary 18776 12952 68
key_injection 23464 13080 928
linear ovenmﬁe_onw 42384 21284 928
boot loader overwrite_only fast 45584 22192 928
RX72N - swap 49956 22704 928
directXIP 36004 20140 928
application_primary 26188 11040 48
dual key_injection 21944 13080 928
booLJoader|dkecDGP 35800 18092 928
(byte)

RO1AN7374JJ0102 Rev.1.02
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bank

compiler device mode sample ROM RAM Stack
application_primary 11516 7259 920
key_injection 18406 6618 1604
. overwrite_only 49243 9578 3044
RX261 | linear boot loader |OVeTWrite_only fast| 49615 9620 3164
- swap 54867 10404 3148
directXIP 45378 7044 3012
application_primary 15384 8507 1332
key_injection 20985 8996 1536
linear ovenmﬁe_onw 41047 17156 2604
boot loader overwrite_only fast 41716 17307 2604
RX65N - swap 46812 17563 2588
directXIP 31151 15787 2332
application_primary 16112 6838 1448
dual key _injection 19400 9006 1472
booLJoader|dWechP 31236 14097 2332
application_primary 15936 8630 1332
key_injection 21533 9120 1536
linear ovenmﬁe_onw 41640 17279 2604
boot loader overwrite_only fast 42310 17432 2604
RX671 - swap 47422 17688 2588
IAR directXIP 31704 15910 2332
application_primary 16669 6857 1448
dual key_injection 19973 9142 1472
boot_loader | directXIP 31800 14113 2332
application_primary 16550 8782 1400
key_injection 22205 9271 1605
linear ovenmﬁe_onw 43107 17941 2692
boot loader overwrite_only fast 43785 18094 2692
RX72M - swap 48897 18606 2676
directXIP 33171 16060 2420
application_primary 17285 7005 1516
dual key _injection 20589 9293 1540
booLJoader|dkecDGP 33251 14261 2420
application_primary 16375 8737 1400
key_injection 21996 9228 1604
linear ovenmﬁe_onw 42924 17900 2692
boot loader overwrite_only fast 43605 18050 2692
RX72N - swap 48717 18562 2676
directXIP 32991 16145 2420
application_primary 17109 6961 1516
dual key_injection 20416 9250 1540
booLJoader|dkecDGP 33087 14217 2420
(byte)
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Mar.31.26

RENESAS

Page 21 of 68



RXZ77=2) MCUboot Firmware Integration Technology
2.8 BI#

AP BBIDEI%ERLET, COBEREAPIEHDTO 24 TEE L &I bootutiLh [TEREE N T
WET,

struct boot rsp ({

/** A pointer to the header of the image to be executed. */

const struct image header *br hdr;

/**

* The flash offset of the image to execute.

Indicates the position of

* the image header within its flash device.

*/
uint8 t br flash dev id;
uint32 t br image off;

h
® 27 BIH—E
BiEAA AN B
boot_rsp image_header br_hdr ETTERIAA—AYEHDIRA AR
uint8_t br_flash_dev _id I759aTNAADID
uint32_t br_image_off RTITBAA—S0F Ty b+
29 RYfE

APIBE#ORYEZRLET., COHNERTIAPIEAHO IO F2 4 TES L & 412 bootutiL.h TES Sh
TWET,

#define FIH POSITIVE VALUE O
#define FIH NEGATIVE VALUE -1

extern fih ret FIH SUCCESS;
extern fih ret FIH FAILURE;

x2-8 RYE—E

EHRESR HiE B!
FIH_SUCCESS 0 AP A DR VB, API BERORELA R LZBICERSIN DS,
FIH_FAILURE -1 API DR Y E, API BEHOUENKER LIZIBICER SIS,

RO1AN7374JJ0102 Rev.1.02
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210 FITE®ES 2 —ILDEMAE
RKEDa— I, FRTSEITOS Y FTEIZENMTRZRENHY T,

(1)e?studio LCTRAY—hr -2V T4 L—42%FRALTFITED2a—I)LEEMT 56

e?studio DAY—hr -2 7405 L—42%FHALT. BBMNICA—Y IOz MIFITE 2L E
EBMLES,

HME, 7TV —Ya3v/—F IRXAYR—b a2 745L—% 12— —HA K: e?studio &
(R20AN0451)] &SRB L TS ZEL,

(2) IAR Embedded Workbench for Renesas RX DIRETAY—hk - 3274 L—2 ZHEALTFIT
EDa-ILEEMY HBE

IAR Embedded Workbench for Renesas RX DIRET FIT EP 2 —ILZEMT 555X, RX RY—
fravI249L—4%2FRALT, 2—4¥7OP I MIFRTEDa—ILZEMLET,

ML, 77U —2 a3/ —bF IRX AR—b a2 T745L—48 21— —HA F: IAREW #&
(R20AN0535)] #BRL T &L,

RO1AN7374JJ0102 Rev.1.02 Page 23 of 68
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2.11 for XX, while X, do while XIZDUL\T

ARED21—IITIER., LRI DRBEFLNELZE T for X. while 3X. dowhile 3X (JL—TNE) #FALT
WET, Cho)l—FTREIZIE, TWAIT LOOP] 2#F—J—FéLizarvbERBLTVET, FDI-
H, W—TREBI[CA—FN T A IILE—TDNEEZHAFALIHZEEIL. TWAIT LOOP] THRIUDUEEZRE
TEET,

UTFICEERflZRLET,

while XL DH
/* WAIT LOOP */
while (0 == SYSTEM.OSCOVFSR.BIT.PLOVF)
{
/* The delay period needed is to make sure that the PLL has stabilized. */
}

for XD :
/* Initialize reference counters to 0. */
/* WAIT LOOP */
for (i = 0; i < BSP_REG PROTECT TOTAL ITEMS; i++)
{
g _protect counters[i] = 0;

}

do while DM :
/* Reset completion waiting */
do
{
reg = phy read(ether channel, PHY REG CONTROL) ;
count++;
} while ((reg & PHY CONTROL RESET) && (count < ETHER CFG PHY DELAY RESET));
/* WAIT LOOP */
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2.12 APl OEEHZDLNT
MCUboot FIT DEEHEZRLET,
HMEAERT TV r—2 30/ —bONYT—=DICEFNETETOD I FOY—RO—RE TR

JAN
C m D
:

R Z A 3 DaHEA,

I

A A =P ERIE
boot_go()

.

A A — 28
RM_MCUBOOT BootApp()

I

>

X 2-1 MCUboot FIT 0)Z3E&45)

RO1AN7374JJ0102 Rev.1.02 Page 25 of 68
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3. APIB%
3.1 boot_go FA%
& 3-1 boot_go B%L#H
Format fih_ret boot_go(struct boot_rsp *rsp)
Description | LT & S ITEEENT 54 A —CDEHRERMET 5.
@D & Slot TEMHA A=AV R EELA A —DDHEFE, Secondary slot [CEEFA A—T
MBEWNEE. QIFRFY TT 5,
Q@ BHFAA—CDBERIE. 7Y ITT—bARICR oA A—COEHFEEM, RIED
ARETYTT—rOARIEO T4 L—La VERETEERET S,
BT 54 A—DEHRERT,
Parameters | struct boot_rsp *rsp
Return FIH_SUCCESS A A — DIEHMDERIF AL
Values FIH_FAILURE A A —JIERDEIFREK
Special HMIIUTESR,
Notes https://github.com/mcu-tools/mcuboot/blob/master/docs/design.md

3.2 RM_MCUBOOT_BootApp Bi%k

# 3-2 RM_MCUBOOT_BootApp B#{t+k

Format void RM_MCUBOQOT_BootApp (struct boot_rsp * rsp)

Description | AE S 1 —LICEET 5 K5 /\DY A—XNBET o1& . SIMTIRESNTA A —
DEEBLET,

Parameters | struct boot_rsp * rsp

Return 7L

Values

Special T 17 JLE— F T DirectXIP %€, B 7 F L XA Secondary slot THBHIHEE. /AT D

Notes Z|EVIT LTty FOMEA RM_MCUBOOT BootApp TiThih b,

3.3 RM_MCUBOOT_GetVersion Bk

% 3-3 RM_MCUBOOT_GetVersion Btk

Format uint32_t RM_MCUBOOT_GetVersion(void)

Description | MCUboot FIT €2 a—I)ILO/IN—2 a3 v ERET %,

Parameters | 73 L

Return MCUboOt FIT ELa—ILD/N—2 3 UES

Values

Special MCUbOOt FIT EL 2 —ILDA v —N\—2 a3 vBBEIAFT—N—D 3 VBSIE, 1>
Notes B—TI—AANYZITF7AILTEET S,

RO1AN7374JJ0102 Rev.1.02
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4. TEIODH b

AXTFTETOD Y ME. MCUboot £ FILBEA VBT —R (SCI) #AHAWV=07—L9zTF7T7v S
F—rEERTEE-OOHTILTOTSLTY,

AETHERATL2HEOHRBAFUTOEY TY,
& 4-1 FAESH
&g Hil:]
YIS Ry TIHERET, TNARIZRFITAT R L,
‘ MCUboot FIT Tl&. Wrapped Key X T8 % T/\1 RITEALET,

11— A—YHRERT S FREDORESHE,

a1—H§E% UFPK THESIE L. MACEZ TN L THR S 5 BIFH.

Encrypted Key (SKMT IS THR SN BBT—2 T 7 A ILIZEEND)

Wrapped Key Encrypted Key # TSIP/RSIP TERTE A HAICEBR LT —4,

User Factory Programming Key

UFPK 1—4§h 5 Encrypted Key £ T 5= HIZHERAT S 8K,

Wrapped UFPK

W-UFPK HRK TS v E VS ENt=- UFPK, DLIM Y —NEFERALSYEV T %175,
TSIP/RSIP NEBIZTHRK TUFPK IZEE L TERE NS,

HRK TSIP/RSIP AEBE LR AR F 2T IL—LDHIZHFET HHEDETH,

HUK BROREDH-OIZHERT 5T /\1 REFDESH,
Security Key Management Tool

SKMT L HZADEF21) T4 IP ZFEALLZBEESATLY, EXa7H5#EEE2ERYT

%)T:&ba)-'j-ﬂ_s_ ~ ‘y_)l/—ej-o

Device Lifecycle Management Server

DLM ¥ —/3l&. ABhEhtzUFPK# HRK TS v EY4S L W-UFPK 4/ LE T,
Renesas Key Wrap Service (https://dim.renesas.com/keywrap) & L TRBEL TLVE
EE

DLM H—/\

41 TETOD Y O

TEIOD Y FlE, MCUboOt FIT ED 2 —I)LEFDMDIKET HED2a—IILEETT—rO—45 ¢,
I27—LI9xT7T7 9T T— b eERHT 5-ODHELEETCHA A —CTHEBREINET, K/X\yH5r—oT
(X, 16ISRTTNAREAVNRATIZHRHIELIE=TETAD Y FERIBELTVWET,

MCUboot ZRWN=T7 7 —LD 77y IT—rDTERUTOTAD Y FTEEINATHET,

+ J—tO—4% (MCUboot) : Jtw FRIZR#MIZEITEN, MCUboot FITMOa> 7445 L—a Y
TRESNERIEARICEDEANA—DDRIEZITVET, Fl-. BFHAA—IUMFE
ETRBAF. FyvIT—rFARICEDET7 Y ITF—FZ2TLET,

- EAA A= . T—b+BA—4 (MCUboot) IC&KYEEISN., 7Y TT—rETS-ODEHA A -
FEEAFT—RABHAHO0—FK L, Secondary slot ITEEAAET,

CBHAA—D A A=V EN—D a3V DADRREBIA A—DTT, 1 A—CDOBEICEALTIE
BHAA—DCOAEHILT HZENABETT,

"BATTVa0TATIL  BARIRAMCHRBRLEAA—VCBESEBEA O30T BRI
FEALET,
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4.1.1 WHEA A —DDEM
J—to—4IzkYEZHEh, Primaryslot [(CERE SN DA A —PTT, W4 A —JIL@EEA V4
TI—RABHTEHA A—TZFRE L. Secondary slot ITEZFAAFET,

4-1~K 4-5ZEA A—CD 70— RHLET,
HMEART TV =30/ —bONYT—DICEFNDEY—RO—FETHERLFE S,

[
RET - HDEEAHSE
7L A (Secondary Slot)z3%7E

sSClA—ane

B AR Secondary Slot & Z<5588
0JEhe 0JEh®
NO I I
NPT ENTEHET — g lbi]
FEEEAH SClyo—Zhua
FLAH7O—Z 412
YES SCUNIFEHISHAIRRE
Z0AHEEIE
FFRAA— TS wrag
gk==pale) scI/JDfX;EE
FLAHYO—Z 2 .
| SCI/Ry PSR BB
BIDAHZEIE
TR BEAHERD
s !
I EEALBITIETS BEAHEHY
End k> [6) ojHh®
F—4EBEHAHTFIOFF \ I
I %@7@1@
ey ML SClH0—Zhue
Seccn%ﬁg ;Sjlgf HE FLAH7O—Z g
O7ENQ SCURYTPBIS AL
: ZI0RHEE I
Secondary Slot @5l 7<

=

4-1 A A —CO0ETO— (1/5)

P R Nz BGODI— )L/ WIRazE
CT ekt éLE}Eﬁ@L%) C EEROIIE
I [
SCIJWIAABERRME BGOMI—JL/\y B ESR

FLASHA —7>408

BGODI—/L/1w7
PRI ?

BGOMT— L/ RIRE R

FLASHA—> OJHA®
AETHh? I
FLASH A—/5% 88
AT sy
YES 07N SCIH0—Z 4B
S DU ) FLAH/O—Zanee
: i ?&275'@@ SCUTTPBE AR
! BGOMI /TR ! o E RS
feopd o0-Ze
i SHOLE l FLAHOD— aLiE . |
FATIWICUE—R [T ' SCU%?O@E—"@DWE
TEF BGO®MI—)L/\w/RSEL
. | EHONERT
C f—@@%-%ﬂhﬁﬁ%?)
4-2 A A —PDNETIO— (2/5)
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HERIL-T

JyIPUS I ENZEHET — 9%
E-rn¥s 1

7 —9B&AH TS OFF

F-EEAHTF
(3ON?

NO

RETIDESAHE
7FL-A(Secondary Slot)c
JIrU g ENET — IR

Frd

NO SCURY TP HRAIAMY

C T-EET ) C ENEEET )

FESAHMIN ?

ISPV
HICEEELT Y
#Hh?

FESRHOT ) WIT T . _
DFEFENSIE— JRIP T ENITT RO

4-3 A A —PDNETO— (3/5)

ZETHIDESIAHE
7Rl A(Secondary Slot)(c/tY
TPV ENTT — AR ES A

RMBICREThESSTE

ESAHMIN ?

WA —9ZHET7T

OFF?
BEAHETELALBESABTATE
WZETC) EOBCRERE
SHET SIS EBNSTIWIRER
B, BiET —7EF 1) EHABETELACESAHY (L%
e
AT 9IS T ON <

C ROEZRY )

BIAHFTRVALT —9EEEAY

4-4 A A —CDORET O— (4/5)
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C SCIO J—)L)\w7RaE )

BEUET -2/

JWIRIYIENZT —
SN —TEBICFHE

YES

T —9=(5777
F—HEEAHTFIEON ON 10 =794
AXSELD ?

YES

C

4-5 FEAA A —TPONETO— (5/5)

x 4-2 A4 A —POOTHANE

0% R | 05 HARE
WA A—DRE |
(a5 EAHQD) Primary Slot Application Image Start (ver 1.0.0)
Secondary slot EE Erase the code flash of the Secondary Slot.
(AT HHO)
E%ﬁ"f}—:/ﬁﬁﬁ send user program (MCUboot image) via UART.
(B HAR)
Secondary slot ;EE& %KX Erase the code flash of the Secondary Slot failed.
(AT HH®@)
EEAHER)EY FEITD | software reset...
(AT HAG)
EEAHAKEK Failed to write code flash.
(aJHH®)
FLASH #— 7> %8 Flash driver open failure.
(=E7k::0:(0)
BGO ma—/L/\v H A% BGO callback function set failure.
EiXl (OTEH®)
ETAHET FLREEE | 6D
AHHFA X (ASHAQ@) | w 0xFFF00000, 256 ... OK
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4.2 ENMFIRIR#E(E

MCUboot ®TETBA L =y FEETT HICIE. Windows PCIZY—ILEA VR F—ILT 2RENHY F
ERS

421 Imgtool D AF

Imgtool (FFNEAA A —CELUEFHA A—DPDEREITVET, A1 A—DADELHP, AT ML—
S—ERGEEEMAMLET, F-. BELRMAOBRTEERTHLLAEETT,

Imgtool [& MCUboot FIT AIFTIZ—FEEZT>THEYET DT, Ny Tr—TJRICEIMI TS
imgtool.py A L T F2& LY, Imgtool D v2.1.0 ER—RIZEBZ{TH>TWVET,

SHMIE. LLT®D MCUboot @ imgtool [ZB89 % URL 28BLTTFELY,

https://github.com/mcu-tools/mcuboot/blob/master/docs/imgtool.md

422 —SFILYIT DA R =)L
Windows PC 542 —4y hiR— FAD T Y FZILEEIZKY., FYTT—rET5EODT77—LDxT
AA—DHEERETHE=HICFERALET,

C C Tl TeraTerm v5.2 CEIEMER ZfToTLVET,
SYTFIR—FDBEREEZER 43DESITHELTLESLY,
= 4-3 BIESLH

IHE SES
BIEAR HHREAXEE
EvhkL—F 115200bps
T—4EK 8Ew k
RUT 4 LU
AbyTEY bk 1EY b
70— CTS/RTS

423 Python EfFEEDA VR b—IL
MCUboot [Z&FE N % imgtool ZFAT B =HIZ1E Python RITHRENKLEL LY FET,

Z C Tl Python 3.11.4 TEMERERRZIToTWLWVET,

Python DEEEILZ 4 T35 1) (pycryptodome) ZFEALETDT. Python 4 VX b—ILLRFIZUT
NDAIX KFTpipZELTTEULY,

python -m pip install --upgrade pip

Tl UT0AT Y FTEREFERZA VA F—ILLTTF S,

pip3 install --user -r scripts/requirements.txt

;) scripts/requirements.txt (& FITModules )M mcu-tools (CEIHELTLVET
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424 OpenSSL OETREDA VX ~—JL
A A—CDIESILICRELGBEERT 5= OpenSSL #FHALEI ., LITD URL i OpenSSL 1 >~
A+r=Z5%#5Ho0—KLT, 1A F=J)LLET, Light IRCRHEIEHY FTEA,

C CTIlX OpenSSL 3.4.1 TEMEHERZITo>TULWET,
https://slproweb.com/products/Win320penSSL.html

425 25931534 3DA R —IL
MCUboot EXa—J)L, #lHi4 A -2 BSYELIT—EFZ2 TSV aAERYICEZAL-HIZFEHA
FTBY—ILTT, FMILLFURLZ#SHBLTA R F—JILLTTELY,

TEFOP 45 b TIX Renesas Flash Programmer v3.14.00 (RFP) Z#RALTWWEY,

Renesas Flash Programmer (Programming GUI) | Renesas

4.2.6 Security Key Management Tool 4 > X k—)L
BSVEVI TR EERT BOICHERTHY—ILTT, FMIILUTURLESBLTA VX —ILL
TTFR&ELY,

Security Key Management Tool | Renesas

427 USB ) 7ZIERAKR—FK

RSK-RX65N/RSK-RX72N [Z1&A v R— KIZUSB &Y ZILEMERAEZEINTWETH, JZFE—
FoERTAESIIMERATER V=, CIITERHELMIFOUSB LY ZILEHA— REFERALTL
=LY,

EK-RX261 TlEA v HR— KD USB L) ZIEHEIREFALET,
B—5y hR— FEDEBAERICDOVTIE, 52TE7020 9 FOFEREZSEBLTLESL,
S F1FD USB oY) 7 LR — KiE Pmod USBUART (DIGILENT &) ##RAL %9,

https://reference.digilentinc.com/reference/pmod/pmodusbuart/start
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43 TEIOD Y FOETFIE
AETH, TEIOV ) FERTTBHOOFIRIOVTREHELES .

7 FLRAEDEIX RSK-RX65N #FAT 215600 EHYET, ERBOREMEEXS2TEIOD Y +
DHEREZSHELTT S,

BICEALTE, TETODz Y MYV TILORERBLTEYFEIDT, Tooz CHERAACELATEE
TY, =FEL. HERTREILTREFICERIEC L SBBLLET,

431 BOAPxzHay

TETOD Y FTIE. TSIPED2—ILERIERSIPES 2 —LEFEAL T, EEARIIPA A—CDE
BETVWET, TSIP £/2[XRSIP 2FEAT 51011, ELRIIALRBEAA—VEESRES Y TTS
f=h D % Hardware Unique Key (HUK) TS v L. THAARIZA VD202 a VT EIRENHBYET,

BOERBLTA D72 a v OFMICDOVTUTICRT FIRESBLTT S,
) LI TSIP £RBELTULSBA, TSIPHLLKIERSIPZHELET,

4.3.1.1 Security Key Management Tool [ & 28T —42 D4R

Security Key Management Tool (SKMT) #{#L\, User Factory Programming Key (UFPK) 77 A /L%
AL, COUFPK 77 A VICTERRIEARRBEE A A —CBSRES Y T 50D (AES-
KeyWrap #2) #5 v 7LZET,

F1=. Renesas Key Wrap Service [Z& Y. UFPK 7 7 1 JL% Hardware Root Key (HRK) T3 v FL 1=
W-UFPK ZE#F LET,

SKMT DEEMIZDULNTIL., Security Key Management Tool D RXR—< (Security Key Management Tool |
Renesas) 4>, Security Key Management Tool 1 —H#—X<=a7/JL (R20UT5349) 5B L TT LY,

Renesas Key Wrap Service (https://dim.renesas.com/keywrap) DFEMIZDULN\TIEX, FAQ Vg~ =27
WESBELTTSL,

UTDOFIBIZH > TERLTTELY,
Step1) SKMT TUFPK 727 A ILZABLET,
Step2) Step1 TYERK L7=7 7 1 /L % Renesas Key Wrap Service IZEELET,

Step3) Renesas Key Wrap Service Zf#H L UFPK 7 7/ JL%Z HRK TS v F&ht=- W-UFPK ZAF L
F9,

Step4) imgtool TERZRIADERTEEMLET, (4.33.2, 4333 DA A —VHEMBFE LU, 4.3.2
DAFRROEDHAABFICELERLET)

mcu-tools¥MCUboot¥scripts @ imgtool.py % Python iRIETEITLE T,

[ECDSA P-256]
python imgtool.py keygen -k ecc sign key pair.pem -t ecdsa-p256

[RSA 2048]
python imgtool.py keygen -k rsa sign key pair.pem -t rsa-2048
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Step5) OpenSSL TEHMZFEWNA A —CHESRET v TT 516D AES-KeyWrap BEERK L FT,
(4333 DEHFA A —CDERICERLET)

openssl rand 32 -out AES-KeyWrap.key

Step6) OpenSSL TEMZFENA A —DESRELERLET ., A333DEHAA—CDERMICERL
F9)

openssl rand 32 -out AES-CTR.bin

F) AA—DEBBSIELGEVMESRIL. Step5,6 DBODAERMIITETY . F£f-. DirectXIP AXTIFA A —D
EHSIETELDT, COARXDIGEEL Step5,6 DEDERITIFETT,

Step7) SKMT #A L T, ELRIIAREE AESKeyWrap %, UFPK TS v L., #F—42 774
FERLET, BT —2T77M0IE. "M FUBRKOT7AILTHALET, ERRITARIL
Step4 T. AES-KeyWrap #I% Step5 T, UFPK (& Step1 TERB L= 7/ ILEFERALET,

Step8) Step? TEMLIEBT—2 774/ %, 4312DFIET, a— KISy alcBZTAHFET,

UFPK
C’-n<———————1
Step2 : SR AR
i Stepd
l é P =ziaTALER
HRK = Renesas i i
h — KeyWrap| e imgtoolZE>THERE - d
O e —— .
StiDB B2 GE RO AES-KeyWrapsit | StepS (@ AES-KeyWrapit |
@™ W-UFPK [0 S P P Steps 1A—SBESE
l ! ! - OpenSSLABSTER
Step4 Step5
v v
SKMT Step7 |
(- ] > =
= [
- (- (-
T
4-6 SKMT [ & BBT—2 DER
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4312 B4y

4311 THERBLES Yy Tah=8#5F—4% (W-UFPK, ELRIALG%E. AES-KeyWrap #2) L8412
CxharIngsh (MU T)ILE LTIRM) % Renesas Flash Programmer (RFP) T735 w3l aAE
JIZEZFAAET,

D%, AP a0 T0TSLERTLBEA DYV LET,

BAOTHLaTATILIE, T—E2I75 vy alTBMEI iz W-UFPK iv 5 UFPK #ERY H L.
UFPK TS v 7an-ZL1RI AN E AES-KeyWrap BZRYHE LET., TDHE. ChdoDiEEd HUK
TZv 7L WrappedKey ZEB La— K275 YL alCEEFRAHFET,

Step1) 4311 TERLIEBT—2DT 7/ N4 FUBRK) ERFPTT—4275v¥a
(0x00100000) [CEEFRAAHFT . ESTRAAXITLUTOEY.

A A= EEEILT HEE
- ELWMIALALFSET—4 : 0x00100000
- AES-KeyWrap #27—4 : 0x00100500

A A=V ZBSELEWNEE, F1z(E DirectXIP AXDIHE :
- ERRFEA AR T—45 : 0x00100000

RFP MiEEDEEMIZDULVTIX. Renesas Flash Programmer 75w 1 Z2&AHY I 17
A—H—XT =27l (R0UT5517) ZSHBLTTFELY,

Step2) A>T 1xH30TOH5S5L%RFP Ta— KI5 vy>a (0xFFFF2000) [CZ2EAH#ET,

(- S ]O"" HRKT IS9P >4 &NZUFPK. (W-UFPK)

PR - ad UFPKTIYE > &N B AR A/ REsE
: @ | UFPKTIYE>JENIZAES-KeyWrapst :
l S l ------ SKMTTERUERT —8  cormessrssrsersorsornnd

Renesas Flash Programmer

A—FI7o%va
OxFFEQQ000 Step2 Stepl
(size=0x200000)

F—RTTwira

(size=0x8000) 0x00107FFF
OxFFEFFFFF
0xFFFO0000 Primary Slot
OxFFFEFFFF (size=0xF0000)
OxFFFF0000
OxFFFE1FFF
OxFFFF2000 @mr>S1o53> | SKMTT&mEUZ  |Ox00100FFF
OxFFEFFEFF JO754 #gr—5 0x00100000
4-7 BODA UL a Vs
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Step3) R—FD Yty FETL, BP9 a0 TATSLEETLET,

) Z7E—FDIFE :
BAUOTHaVTATIALIZT, T=E 77yl n=#57—42 55 Wrapped
Key #&m L. O— K735 v a2 (OxFFFFO000) IZEZEAHET,

Ta1T7ILE—FDGE :
B2z H2a0TATSLIZT, T—E2 73y alBmESniET—42H 5 Wrapped
Key #&m L. O—FZ735 v <1 (OxFFFFO000 & OXFFEF0000) [CEFAAFET,
T—RI759PalBMENERBT—2E. BP0 a3>0T0I5ALICKY, BESQE
ERR

) RX261 [CEAL TIE. COIFELUME RFP B LERIZIE. UTORIAI—FEHEEL TS,
ID 23— K : 45FFFFFF FFFFFFFF FFFFFFFF FFFFFFFF
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432 ZERBRIALFHBDIEDAHS

TETOD Y FAD keys.c 2, ELRIANFHBEIEORAHFET,

Step1) imgtool TT— FA—FIZIEHAOERARITALRABEEHMELET,

imgtool T 4.3.1.1 @ Stepd THEM LI=BRT D pem 77/ L L ARABET—2 A HE SN, O
vYJ—IZRESEND,

[ECDSA P-256]
python imgtool.py getpub -k ecc sign key pair.pem

[RSA 2048]
python imgtool.py getpub -k rsa sign key pair.pem

(i A51]

/* Autogenerated by imgtool.py, do not edit. */

const unsigned char ecdsa pub key[] = {
0x30, 0x59, 0x30, 0x13, 0x06, 0x07, O0x2a, 0x86,
0x48, Oxce, 0x3d, 0x02, 0x01, Ox06, 0x08, Ox2a,
0x86, 0x48, Oxce, 0x3d, 0x03, 0x01, 0x07, 0x03,
0x42, 0x00, 0x04, 0x53, Ox5a, 0x25, 0x70, Oxeé6,
Oxa4, 0xdl, 0xOb, Oxaa, 0x25, 0x52, 0x14, O0xf7,
0xa2, 0x69, 0x3b, Oxc5, 0x02, Oxe0, Oxe7, 0x96,
0x0c, O0xa8, 0x59, Ox5f, 0x28, 0x04, 0x95, 0x52,
0x05, 0x3d, Oxea, 0x46, 0x75, 0xd6, O0xa9, 0xd5,
0x0b, 0x99, 0x5d, Oxla, 0x2f, 0x10, O0x31l, 0x01,
0xc9, Oxle, 0x67, 0x42, 0x6d, Oxea, Oxec, 0x77,
0x3d, 0x23, Oxd4, 0x23, 0x75, 0x28, 0x67, 0x29,
O0xdl, O0x4f, Ox4a,

}s

const unsigned int ecdsa pub key len = 91;

Step2) AVY—ILIZRFREINIzT—42%. TETOD Y FAD keys.c [TEOHAHFET,

#include <bootutil/sign key.h>

const unsigned char root pub der[] = {
I+ 8 L1=- DER BXOBEZBRARADAMBT— 2 £BORAATT S ¥
i
const unsigned int root pub der len = 0; /* len ZEWHANTTELN */

const struct bootutil key bootutil keys[] = {
{

.key root pub der,
.len = &root pub der len,
}I
}i

const int bootutil key cnt = 1;
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433 FETOSIY LOA A— VDS

TETODIO b (T—hO—4%, DA A =D, BHAA—2) ZEKBLES, 7y ITT—FARITE
Y, A A=V M T H5I—FII539v2aD7 FLAP—EFIENELY EFITDOT., TEETELY,

4331 T—rA—FDA A=V FER
TETOADz FOT—FA—FZELRL, N FUBROAA—DFEFHLET,
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4332 WA A—DFER

TETOD L) FOWMEAA A—DEEL RIS FUBRKDA A= FER L. imgtool T MCUboot AVE
BY5-00B®EAMLET,

Step1) TETOD Y FOWEA A—Y (UARTEBEICKYEHA A —PFZ{E L. Secondary slot [Z
EXATLT7IVr—3rTng354L) ZELRFL. NMMFIBRDAA—DFERLET,

Step2) imgtool IZ& Y. step! TEM L T4 A — (2, MCUboot WNEEY % Trailer 1HR Z {50 L F-#1HA
A A—DFERLET,

Bl) ML A —SDERAE

imgtool.py sign --version 1.0.0 --header-size 0x200 --align 128
--max-align 128 --slot-size 0xF0000 --max-sectors 16 —--confirm
--pad-header --key ecc sign key pair.pem
input image.bin input image.bin.ecc sign

—-version ### : N—T 3 VFEREL TS,

--slot-size Ox##ttt : slot DY 1 XZH/EL TL IS,

--key #HHHHHHH pem : 4.3.1.1 O Stepd TER L-BLBIADOBERTEZEREL TSI,
HHHHHEHEDIN © Step1 TEBR LTI A—=—DDNAF ) T 74 ILERELTLESLY,
AR bin.ecc_sign : FIEiA A —UAHAINFET,

) A A —DIEBBIET S LIETEFERA,

ELER LD T A=

E‘ o1 groserm s r_, ................
010 B L e RIS

imgtoolZE>TERK

v imgtool (Python)
Signature

Header

HERA A=

101
010

Trailer

L AL A= corerrmeeenennnd ;

4-8 A A —DFER
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4333 BEHAA—TFER
TEIOD Y bTIE, BFAA—DICEL TR A—CERALES,

Imgtool TIEMZ MY HMRIZ. N—2 3 VDIEE (--version) ZHEAA A—D LY EIFTEHRELTL
LY,

Tl A—DZBSELEVEEX, 4 A—CBRSIEROIEE (-kw-enckey) LU, 1 A —THES1E
BESYITTH-ODEEIETE (-kw-kek) LT, BEFAA—TFERL TS,

A A= DEESEIZBIL TIX. DirectXIP ARXTIEHMIETEEE A,

Step1) TETAD Y FOIEAA A—CFZEILRL. NAFURRDA A—DFEBLET,

Step2) imgtool IZ& Y., Stepl TEMLI=4 *—T 1, MCUboot ANEEY % Trailer 15#R %4/ L F=F &
A A—DEERLET,

Bl) BESE LE-E#HA A —CDERTE

imgtool.py sign --version 1.1.0 --header-size 0x200 --align 128
--max-align 128 --slot-size 0xF0000 --max-sectors 16 -confirm
--pad-header --key ecc sign key pair.pem

-kw--enckey AES-CTR.bin -kw--kek AES-KeyWrap.key

input image.bin input image.bin.ecc sign.enc

-version ### : N—DaVERELTCESL, @R A—DFYN—U 3 0 EEIFTERE
THIEIZEY, BHFAA—DERYET)

--slot-size Ox#H#HH : slot DY A4 XEIBEL TS,
--key #HHHEHHE . pem : 4.3.1.1 D Stepd TER LI-ZBLBRARADERTEHRELTLIESLY,

-kw--enckey #H##HHHHEDIN : 4.3.1.1 @ Step6 TEM L=/ A —PHESILBEREL TS
LYo

-kw--kek #itH#t#H key : 4.3.1.1 D Steps THER LT=A4 A —CHBELRES Y T 5-0DHEZE
BELTESL,

HiHHHHEHEDIN © Step1 TEBRLTI=A A—=—DDNAF ) 774 ILERELTLESLY,
HHEHAHHE bin.ecc_sign.enc : BEBIESNF-EBFHA A —INHAShFET,
f5il) S LAEVWEHRA A —DDERAZE

imgtool.py sign --version 1.1.0 --header-size 0x200 --align 128
--max-align 128 --slot-size 0xF0000 --max-sectors 16 —-confirm
--pad-header --key ecc _sign key pair.pem

input image.bin input image.bin.ecc_sign

EHIE LA WEHA A —DICBL T, 4 A — D LRBRDERGEEGY . -version DIE
E (N—=2aviEtifl-im) OHERLGTYET,
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-GS AES-KeyWrap# BHTAA-T ER LR AR
101
010
imgtool (Python) -
Y A 4
; % | Signature |<—| BREMN
[ 1]
i
Header B BRERE
@"' ........ imgtool&#E>TERE
p——— P pr————
EE) {1 @ww AFS-KeyWrapit
[N HE
I‘% A A—TIESHE :
I S— OpenSSLEETER -
Trailer
C=
L EFAA—Y

49 EHAA—SEER (4 A—SOBESIEHY)
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434 TEIOD Y LOEEFAH
433 TEMLIETETOS Y MIERTHM A —C % RFP TEERAAFET,

HE. Stepl M7 T v aifE & Step2 UBDEEFAHAIZTDLTIL, RFP TOHERDEZAHDIEE
T. BHO 774V ERBITHEELT—EICERL T ZEL,

TvTT—FARBELUV IS VLA rAE)DBRICK>TEETAAET FLANELGY FT, ESAH%
. 52TETAD LY FOBEREDEAXDAEI I Y TESHBLTTSEL,

) =Z7E—FDIGE :
Step1) 4313 TEM LI HUK TSy EL Y LERTF—SLAOa— KI5y 1% RFP THEELE

ElS
Renesas Flash Programmer
aA—F7Zvisa
OxFFE00000 Scratch Area
(size=0x10000)
Secondary Slot B
(size=0xF0000)
OxFF
Primary Slot
(size=0xF0000)
OxFFFEFFFF ||
OxFFFF0000
Wrapped Key
OXFFFF1FFF
OxFFFF2000
OxFF }‘7
OxFFFFFFFF
X 4-10 EFAHEKDHEE (V=T7E—F)
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Step2)

4331 THRLI=T—rO—% (MCUBoot) % Bootloader #8151, 4.3.2.2 THER L =¥

A—T % Primary slot IZ RFP TEEAAF T,

0xFFE00000

OXFFEOFFFF
OxFFE10000

OxFFEFFFFF
0xFFF00000

OxFFFEFFFF
OxFFFF0000

OxFFFF1FFF
0xFFFF2000

OXFFFFFFFF

aA—F7ovia

Scratch Area
(size=0x10000)

Secondary Slot
(size=0xF0000)

A A=

F Y

Header

HERA A=

Trailer

.....................

; it Mclfcct

Renesas Flash Programmer

Wrapped Key

MCUboot

F 3

4-11 TETAD Y FOEEFRAH (YZTE—R)

RO1AN7374JJ0102 Rev.1.02

Mar.31.26

Page 43 of 68
RENESAS




RXZ77=31)

MCUDboot Firmware Integration Technology

TaATF7ILE—FDIEE :
4313 TERLI=HUK TS Y EYY LERET -2 Da—F75vy2 1% RFP THELE

Step1)

j—o

0xFFE00000

OxFFEEFFFF
0xFFEF0000

OxFFEF1FFF
0xFFEF2000

OxFFFEFFFF
OxFFFF0000

OXFFFF1FFF
OxFFFF2000

OXFFFFFFFF

Renesas Flash Programmer

A—F73visa

Secondary Slot
(szea()'.)d\(_l:'pOOO)

A

Wrapped Key

Pri Wl{:lot
(size=0xF0000)

'y

Wrapped Key

OxFF

ry

4-12 EERAHEDHEE (TaT7ILE—F)
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RXZ77=2) MCUboot Firmware Integration Technology
Step2) 4.3.3.1 THERLI=T—brO—4% (MCUboot) % Bank0 & & Uf Bank1 @ Bootloader f811Z.

0xFFE00000

OxFFEEFFFF
OxFFEF0000

OXFFEF1FFF
OxFFEF2000

OxFFEFFFFF
0xFFF00000

OxFFFEFFFF
OxFFFF0000

OXFFFF1FFF
OxFFFF2000

OXFFFFFFFF

aA—F77va

Secondary Slot
(size=0xF0000)

AR A=

Trailer

MCUBoot

l

Renesas Flash Programmer

— Bank1
Wrapped Key
MCUboot B
A A= <
— Bank0
Wrapped Key
MCUboot

413 TEIOD Y FDEZFAH (TaTILE—FK)
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435 TEITOC Y FOELT

434 TEZXZRAAETEIOS Y FEEFTLET,

TETOD Y +EREETHE. T—FO—4 (MCUboot) A#2E) L primary slot [ZEZAATZ#EA
A—TEEBHLET, COFTTVT—2aVIE 22— FIILBEATEHA A —T %325 L Secondary slot [ZE
EFRAHBET,

EEFAHFAZETRIZVI LDz T Uy FETL, BEJ—O—4 (MCUboot) ##EILET,

LTOFIEICEY., TETAD Y FEETLTLEEL,

@ T75.2.2 RX65N DENMEMERIRIE] 2SF(CHBREEHREL T,
@ PCOA—ZFILYIFEEHLYTFTICOMA— FEEBIRLESESRTEEZTVET,
©)

R—FOERFEREH/ALET, 7— rO—4 (MCUboot) A\#2EL Primary slot IZEZAAE#EIA A —
UHEEILET,

Update start

[INF] Primary slot: version=1.0.0+0

[INF] Image 0 Secondary slot: Image not found
[INF] Image 0 loaded from the primary slot

Primary Slot Application Image Start (ver 1.0.0)

Erase the code flash of the Secondary slot.

@ EAAA—CTIEEHAA—COZEFLREICHEYETOT, F—SFIDLOEHFRAA—JFEEL
7,
ZIELT-EHA A — % Secondary slot [CEZFRAAFIEILUTOA v E—CUHNHEASIAET,

send user program (MCUboot image) wvia UART.

W Oxffel0000, 512 ... OK
W Oxffel0200, 512 ... OK
W Oxffeffc00, 512 ... OK
W OxffeffeO0O, 512 ... OK

® BHAA—CDEERAANTETTSHE, VIV T7) LYy FEEFTLET,

software reset..

® BEJ—FO—4 (MCUboot) AiE&ich, 7vIT—FE—FKIZL=A>T. MCUboot 7 v 7
T—rEFTWET, FYTT—ERRTITEEEH N A A—DEREBLET,

Update start
[INF] Swap type: perm
INF] Image upgrade secondary slot -> primary slot
Erasing the primary slot
INF] Copying the secondary slot to the primary slot: 0xf0000 bytes

OO
=z
|

Primary Slot Application Image Start (ver 1.1.0)
Erase the code flash of the Secondary slot.
send user program (MCUboot image) via UART.
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5. {t&x
51 BERERIRIE

AEDV1-IILOBEEZBRRZUTISRLEY,

= 51 BEMERIRIE (CC-RX)

HE SES
MARRERR LA BRI LY hO=9 RE e? studio 2025-04
Cavinf(5 IR RXI LY b=y A& C/C++ Compiler for RX Family V3.07.00
AVRANLA T3y HERRBREOT I 4L FEEICUTOA T2 3 v &iBM
-lang = c99
IVFATY DRLIVT4TY
EDa—-ILDOYETY 3> | Rev.1.02

EAR—

Evaluation Kit for RX261 (Mm% 4% : RTKEEK2610SxxxxxBE)
Renesas Starter Kit+ for RX65N (B &% £ : RTK50565N2SxxxxxBE)
Renesas Starter Kit+ for RX671 (&@& %42 : RTK55671EHSxxxxxBE)
Renesas Starter Kit+ for RX72M (B & & £ : RTK5572MNHSxxxxxBE)
Renesas Starter Kit+ for RX72N (B 7% : RTK5572NNHSxxxxxBE)

% 52 E)fERERIEE (GCC)

1R NE
HERFERE LAY RILY A=Y RE e? studio 2025-04
Cavn{4 3 GCC for Renesas RX 8.3.0.202411
AVRANLA T3y  HARRBEDOT I+ FREICUTOL TS 3 v %EBM
-std=gnu99
IVTATY JRLIVTA4T Y
EDa-ILDYEDaY Rev.1.02

FERR— F

Evaluation Kit for RX261 (& F# 4 : RTK5EK2610SxxxxxBE)
Renesas Starter Kit+ for RX65N (S FZE £ : RTK50565N2SxxxxxBE)
Renesas Starter Kit+ for RX671 (&!@&E 2 : RTK55671EHSxxxxXBE)
Renesas Starter Kit+ for RX72M (B G & £ : RTK5572MNHSxxxxxBE)
Renesas Starter Kit+ for RX72N (BG4 : RTK5572NNHSxxxxxBE)

& 5-3 EEHEZRIREE (IAR)

=] NE
HERFERE IAR Systems & |AR Embedded Workbench for Renesas RX 5.10.1
RX A¥— ka2 T7457L—4 V2250
Cavin{4s IAR Systems &!

IAR C/C++ Compiler for Renesas RX 5.10.1
AVRANATLay  RERRREDT T 4L FERE

IVTATY

JRLIVTATY

EVa—-LDYEDaY

Rev.1.02

fERA—

Evaluation Kit for RX261 (& &#!/4 : RTK5EK2610SxxxxxBE)
Renesas Starter Kit+ for RX65N (Z 7 E % . RTK50565N2SxxxxxBE)
Renesas Starter Kit+ for RX671 (& RE 4 : RTK55671EHSxxxxxBE)
Renesas Starter Kit+ for RX72M (@& £ : RTK5572MNHSxxxxxBE)
Renesas Starter Kit+ for RX72N (8 FE!4% : RTK5572NNHSxxxxxBE)
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MCUboot DEIMERERD =8I, TETAS Y bTHEALLFITED 2 —LDON—2D 3 v—EZUTIC

~LFET.

(1) LRI LY A=Y XRHE C/C++ Compiler Package for RX Family MDIR1E
& 54 FITEDa—I/ILD/N—23>—%& (CC-RX)

TINAR | FAYIY b+ r_bsp r_flash_ | r_tsip r_rsip_p | r_sci_rx | r_byteq | rm_mcu
rx rotected boot
X
RX65N, application_primary 7.53 5.22 1.22 - 5.41 2.1 1.02
RX66N,
RX671, boot_loader 7.53 5.22 1.22 - 5.41 2.11 1.02
RX72M, —
RX72N key_injection 7.53 5.22 1.22 — 5.41 2.1 1.02
RX261 application_primary 7.53 5.22 — 1.00 5.41 2.11 1.02
boot_loader 7.53 5.22 — 1.00 5.41 2.11 1.02
key_injection 7.53 5.22 — 1.00 5.41 2.11 1.02
(2) GCC for Renesas RX MIRtE
£ 55 FITEYa—/ILD/N—Y32—F (GCC)
TINAR | TAYIY b+ r_bsp r_flash_ | r_tsip r rsip_p | r_sci_rx | r_byteq | rm_mcu
rx rotected boot
X
RX65N, application_primary 7.53 5.22 1.22 - 5.41 2.1 1.02
RX66N,
RX671, boot_loader 7.53 5.22 1.22 — 5.41 2.1 1.02
RX72M, —
RX72N key_injection 7.53 5.22 1.22 — 5.41 2.11 1.02
RX261 application_primary 7.53 5.22 — 1.00 5.41 2.1 1.02
boot_loader 7.53 5.22 — 1.00 5.41 2.1 1.02
key_injection 7.53 5.22 — 1.00 5.41 2.11 1.02
(3) IAR C/C++ Compiler for RX DIR1E
® 56 FITESa2—ILD/N—320—E(AR)
FINAR | Oy b+ r_bsp r flash_ | r_tsip r_rsip_p | r_sci_rx |r_byteq | rm_mcu
rx rotected boot
X
RX65N, application_primary 7.53 5.22 1.22 — 5.41 2.1 1.02
RXG66N,
RX671, boot_loader 7.53 5.22 1.22 - 5.41 2.11 1.02
RX72M, —
RX72N key_injection 7.53 5.22 1.22 - 5.41 2.11 1.02
RX261 application_primary 7.53 5.22 — 1.00 5.41 2.11 1.02
boot_loader 7.53 5.22 — 1.00 5.41 2.11 1.02
key_injection 7.53 5.22 — 1.00 5.41 2.11 1.02
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52 TE7BTC Y FOEMERE

TETOD ) FMIBHOBBRICHIGELTWET, TETOD Y FEFERTRIIH-Y. BEEIZEL

HREELUTITRLET .

5.2.1 RX261 OFEERIEE

5.2.1.1 R IEFER
EK-RX261 DB ERERZLUTICRLET,

-
USB| EK-RX261
DEBUG1

USB7— T 1L
= RX261

FFEPC

RXDé/
TXD6

FT234
XD

usB
SERIAL

( =mee )

RZ kPC
(SUTFILBEEVI FILT)

5-1 EK-RX261 #4284t X

m USB to Serial (D)
B USB on board Debug (@)

5-2 EK-RX261 R"— F iR IEER

RO1AN7374JJ0102 Rev.1.02

Mar.31.26 :{ENESAS

Page 49 of 68




RXZ77=31)

MCUDboot Firmware Integration Technology

5212 AEVYEBEFRIUVIV I« UVHRTEHE
EK-RX261 DTETOC Y FOAEYEBEZTRLET,

aA—F75via

a—F73+a

OxFFF80000 0xFFF80000
Scratch Area X Scratch Area X
(size=0x10000) (size=0x10000)
OxFFF8FFFF OxFFF8FFFF
Secondary Slot OxFFFS0000 0xFFFS0000
(size=0x30000)
BEHfAA—
OXFFEBFFFF OxFFEBFFFF
. 0xFFFCO0000 0xFFEC0000
Primary Slot
(size=0x30000)
HHA A —>
OXFFFEFFFF OxFFFEFFFF
O0xFFFF0000
Bootloader OxFFFF0000 Wrapped Key *
o OxFFFFO7FF
(size=0x10000) OxFFFF0800
MCUboot
OXFFFFFFFF OXFFFFFFFF
AEUDRY AT 075 LOE

5-3EK-RX261 TEZ7O Y FDAEYT YT

* 5-7TEK-RX261 TEZ7OS S bDOA VT4 TEHE

Configuration options in rm_mcuboot_config.h

INTA—HR 4 mcu_boot
RM_MCUBOOT_CFG_UPGRADE_MODE 0~3 Z:EIR
RM_MCUBOOT_CFG_VALIDATE_PRIMARY_SLOT 1
RM_MCUBOOT_CFG_DOWNGRADE_ PREVENTION 0
RM_MCUBOOT_CFG_WATCHDOG_FEED ENABLED 0
RM_MCUBOOT_CFG_WATCHDOG_FEED FUNCTION NULL
RM_MCUBOOT_CFG_SIGN 1
RM_MCUBOOT _CFG_APPLICATION ENCRYPTION_SCHEME | 1
RM_MCUBOOT CFG_DER_PUB_USER_KEY_ENABLE 1
RM_MCUBOOT _CFG_VERIFY_KEY_ADDRESS OxFFFF0000
RM_MCUBOOT _CFG_ENCRYPT KEY_ADDRESS OXFFFF1000
RM_MCUBOOT _CFG_MCUBOOT _AREA_SIZE 0x10000
RM_MCUBOOT_CFG_APPLICATION_AREA_SIZE 0x30000
RM_MCUBOOT_CFG_SCRATCH_AREA_SIZE 0x10000
RM_MCUBOOT_CFG_LOG_LEVEL 3
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5.2.2 RX65N OEERERIRE

5221 YZ=7E—FZEALEAROERERFR

IS9P arEYDY ZF7E— KFZEFEMA LT Overwrite Only.”Overwrite Only Fast.”Swap.” DirectXIP 75
H D RSK-RX65N DHEBREMIFRELUTICRLE S,

e ™
’7- RSK+forRX65N
| —( Eoie ( =mme )
—a o RX65N
-2MB RXD6/
TXD6
UsB Y7 | USBT—T L \
\_z@k—r )
=
L ) RZ FPC

(ZUT7ILBEVYIF2LIT)

& 5-4 RSK-RX65N ) =7 E— RZ{FEA L =-AX D38 HR

B USB Serial (D)

| PMOD1 | USB-Serial
2 TXD6 RX

3  RXD6 P
4  PO2(RTS) CTS

® Debugger (@)

oD
[
O
O
[=]
Ol
O
(=]
O
o
o

i i
Y

I
o
)
o
oo °
00l ¢
ogis"

K 5-5RSK-RX65N 1) =7 E— F&ERA L - AXDELEER
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5222 VZ7E—FZFERALEAROARVEER LUV I VETERE

759 arEYDY) ZF7E— KZFEMA LT Overwrite Only.”Overwrite Only Fast”Swap.” DirectXIP /&

XOTETOD I PDARYI Y TELAV T4 TEEERLET,

aA—F75via

aA—F75visa

0xFFEQOQ000
Scratch Area x

(size=0x10000)

OxFFEOFFFF

0xFFEOQOOOO
Scratch Area X

(size=0x10000)

OXFFEOFFFF

Secondary Slot  |?XxFFE10000

(size=0xF0000)

OxFFEFFFFF

0xFFE10000

B A

OXFFEFFFFF

. 0xFFF0O0000
Primary Slot X

(size=0xF0000)

OxFFFEFFFF

0xFFF00000

WA A—>

OXFFFEFFFF

Bootloader OxFFFFO000

O0xFFFF0000

ol i OXFEFF1FFF

(size=0x10000)

OXFFFFFFFF

OxFFFF2000
MCUboot

OxFFFFFFFF

AEUDBN) ST

JOVSLOEE

56 RSK-RX65N(2MB) Y =7 E— F£#FERALEARDTETAS I FOAEYI Y T

% 5-8 RSK-RX65N(2MB) 'J —Z7E— F&#FEALE=AKXDa > T4 5

axX ;&

Configuration options in rm_mcuboot_config.h

INTGA—HR

mcu_boot

RM_MCUBOOT CFG_UPGRADE_MODE 0~3 %3ZR
RM_MCUBOOT CFG_VALIDATE_PRIMARY_SLOT 1
RM_MCUBOOT _CFG_DOWNGRADE_PREVENTION 0
RM_MCUBOOT _CFG_WATCHDOG_FEED_ENABLED 0
RM_MCUBOOT _CFG_WATCHDOG_FEED_FUNCTION NULL

RM_MCUBOOT_CFG_SIGN

RM_MCUBOOT_CFG_APPLICATION ENCRYPTION_SCHEME | 1

RM_MCUBOOT CFG_DER_PUB_USER_KEY_ENABLE 1
RM_MCUBOOT CFG_VERIFY_KEY_ADDRESS OxFFFF0000
RM_MCUBOOT CFG_ENCRYPT_KEY_ ADDRESS OxFFFF1000
RM_MCUBOOT _CFG_MCUBOOT AREA_SIZE 0x10000
RM_MCUBOOT_CFG_APPLICATION_AREA_SIZE 0xF0000
RM_MCUBOOT_CFG_SCRATCH_AREA_SIZE 0x10000
RM_MCUBOOT_CFG_LOG_LEVEL 3
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5223 TaTF7ILE—FZEFEALE-AXDOHIIERFR
TS5YarEYDTLT7ILE— KEFEALT DirectXIP AR DS EGIERZLUTIZRLET,

g N
RSK+forRX65N
E2 Lite ( mame )
pos RX65N
SMB RXD8/

BAFEPC TXD8

RL78/ USB4 — 7L u

G1C =

L ) HRA RPC

(LT LBEVYI D7)

5-7 RSK-RX65N Ta7I)ILE— RZEALEAXDOMEEHFR

m USB to Serial (©)
m Debugger (@)

ooo000 O

i (68 (]
;00000000000 0000000000000
0000000000000 000000000000

i

O
{o)
[=}
[=}
O
[
o

5-8 RSK-RX65N T a7 IILE— FZEFEALE-ARXDEGHIFER
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5224 TaF7LE—FEFERALEAXOAT)BRESSIVILT 1 TH

%EE

TSYVArAEYDTATILE—FKEFERALE DirectXIP AXOTETAS I FOAEYI Y TEOY

T4 TEREERLET,
aA—F75via aA—F75via
Secondary Slot 0xFFEOQQQO 0xFFEQQQ00
(size=0xF0000)
BIAA—>
OXFFEEFFFF OxFFEEFFFF
0xFFEF0000 OxFFEF0000
.Bootloader Wrapped Key OXFFEF1FEF
(size=0x10000) OxFFEF2000
MCUboot
OXFFEFFFFF OXFFEFFFFF
Primary Slot 0xFFFO0000 0xFFFO0000
(size=0xF0000)
MEAA—>
OXFFFEFFFF OxFFFEFFFF
0xFFFF0000 OxFFFFO000
.Bootloader Wrapped Key OXFFFE1FFF
(size=0x10000) 0xFFFF2000
MCUboot
OXFFFFFFFF OxXFFFFFFFF
AEUOBI BT JO5 3L 0OKRE

5-9 RSK-RX65N(2MB) Ta7ILE— FEFALEARDTETOS I FOAEY T Y T

# 59 RSK-RX65N(2MB) Ta 7/ E— FEFEALLARXOTETOD Y FOIAV T4 THRE

Configuration options in rm_mcuboot_config.h

INTGA—HR

RM_MCUBOOT_CFG_UPGRADE_MODE

3 (DirectXIP)

RM_MCUBOOT_CFG_VALIDATE_PRIMARY_SLOT

1

RM_MCUBOOT_CFG_DOWNGRADE_PREVENTION

0 (XAKXTIIENGHRE

RM_MCUBOOT_CFG_WATCHDOG_FEED_ENABLED

0

RM_MCUBOOT_CFG_WATCHDOG_FEED_FUNCTION

NULL

RM_MCUBOOT_CFG_SIGN

1

RM_MCUBOOT_CFG_APPLICATION ENCRYPTION_SCHEME

0 (KAXTIHENGHRE)

RM_MCUBOOT_CFG_DER_PUB_USER_KEY_ENABLE

1

RM_MCUBOOT _CFG_VERIFY_KEY_ADDRESS OxFFFF0000
RM_MCUBOOT CFG_ENCRYPT_KEY_ ADDRESS NULL

RM_MCUBOOT _CFG_MCUBOOT AREA_SIZE 0x10000
RM_MCUBOOT_CFG_APPLICATION_AREA_SIZE 0xF0000
RM_MCUBOOT_CFG_SCRATCH_AREA_SIZE 0 (AARTREHLETE)
RM_MCUBOOT_CFG_LOG_LEVEL 3
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5.2.3 RX671 OENEMERIRE

5231 YZ=Z7E—F&EALEAROERERFR

IS9P arEYDY ZF7E— KFZEFEMA LT Overwrite Only.”Overwrite Only Fast.”Swap.” DirectXIP 75
H D RSK-RX671 DB EMIFHREUTICRLET

' )
RSK+forRX671

—( Eoie ( TG ]

= RX671

BFPC RXD&/
TXD6

USBL 7 | USBYT T
L@A— K

_z

wA KPC
(UTNLEBEVIE2LIT)

K 5-10 RSK-RX671 ) =7 E— F&EA L - AX DS EHER

B USB Serial (@)

2 TXD6 RX
= RXD6 TX

4  PO2(RTS) CTS

B Debugger (@)

K 5-11 RSK-RX671 ') =7 ®— FZ&ERA L - AKX D EHIER
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5232 VZT7E—FEZFERALEAROARIVRES LUV T 4 JREE

759 arEYDY) ZF7E— KZFEMA LT Overwrite Only.”Overwrite Only Fast”Swap.” DirectXIP /&

XOTETOD I PDARYI Y TELAV T4 TEEERLET,

aA—F75via

aA—F75visa

0xFFEQOQ000
Scratch Area x

(size=0x10000)

OxFFEOFFFF

0xFFEOQOOOO
Scratch Area X

(size=0x10000)

OXFFEOFFFF

Secondary Slot  |?XxFFE10000

(size=0xF0000)

OxFFEFFFFF

0xFFE10000

B A

OXFFEFFFFF

. 0xFFF0O0000
Primary Slot X

(size=0xF0000)

OxFFFEFFFF

0xFFF00000

WA A—>

OXFFFEFFFF

Bootloader OxFFFFO000

O0xFFFF0000

ol i OXFEFF1FFF

(size=0x10000)

OXFFFFFFFF

OxFFFF2000
MCUboot

OxFFFFFFFF

AEUDBN) ST

JOVSLOEE

5-12 RSK-RX671 )=7E— F&ERALE-AXOTETOS Y FOAEYT YT

= 5-10RSK-RX671 V=7 E— KZFEALEAKXDOI VT4 JEKE

Configuration options in rm_mcuboot_config.h

INTGA—HR

mcu_boot

RM_MCUBOOT CFG_UPGRADE_MODE 0~3 %3ZR
RM_MCUBOOT CFG_VALIDATE_PRIMARY_SLOT 1
RM_MCUBOOT _CFG_DOWNGRADE_PREVENTION 0
RM_MCUBOOT _CFG_WATCHDOG_FEED_ENABLED 0
RM_MCUBOOT _CFG_WATCHDOG_FEED_FUNCTION NULL

RM_MCUBOOT_CFG_SIGN

RM_MCUBOOT_CFG_APPLICATION ENCRYPTION_SCHEME | 1

RM_MCUBOOT CFG_DER_PUB_USER_KEY_ENABLE 1
RM_MCUBOOT CFG_VERIFY_KEY_ADDRESS OxFFFF0000
RM_MCUBOOT CFG_ENCRYPT_KEY_ ADDRESS OxFFFF1000
RM_MCUBOOT _CFG_MCUBOOT AREA_SIZE 0x10000
RM_MCUBOOT_CFG_APPLICATION_AREA_SIZE 0xF0000
RM_MCUBOOT_CFG_SCRATCH_AREA_SIZE 0x10000
RM_MCUBOOT_CFG_LOG_LEVEL 3
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5233 TaTF7ILE—FZEFEALE-AXOHIIERFR
TS5YarEYDTLT7ILE— KEFEALT DirectXIP AR DS EGIERZLUTIZRLET,

g N
RSK+forRX671
E2 Lite ( mame )
=
RX671 RXD10/

BAFEPC TXD10

RL78/ USB7 — 7L “

G1C =

L ) KRR RPC

(LT LBEVYI D7)

5-13 RSK-RX671 T 7 I E— FEFERA LEARXDESERER

B USB to Serial (D)

B Debugger (@)

5-14 RSK-RX671 T 7 IJILE— FEFEHA L= AR DIELEIELR
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5234 Ta7ILE—FEERALEZAROARYBRESLVIV T4 VHREE
IS99 rEYDTaATILE—REFERALE DirectXIP AXOTETOS Y FDAEY Ty Ty
T4 JEEERLET,
O—F75w%a O—F75%%a
Secondary Slot 0xFFE00000 0xFFE00000
(size=0xF0000)
BEHfAA—
OxFFEEFFFF SXEEEESQQE
Bootloader OxFFEF0000 Wrapped Key 0§FFEF1 FFF
(size=0x10000) OxFFEF2000
MCUboot
OxFFEFFFFF OxFFEFFFFF
Primary Slot 0xFFF00000 OxFFFO0000
(size=0xF0000)
WA A—>
OxFFFEFFFF OxFFFEFFFF
OxFFFF0000
Bootloader OxFFFF0000 Wrapped Key 02FFFF1 FFF
(size=0x10000) 0xFFFF2000
MCUboot
OxFFFFFFFF OxFFFFFFFF
AEUDBY T JO5 3L 0OKRE

5-15

& 511 RSK-RX671 Ta7ILE—FEFERLEAXOTETIOS I bDIV T4 T

Configuration options in rm_mcuboot_config.h

INTGA—HR

RSK-RX671 Ta7ZIE—FZFEALEARXROTEIOS IV FDAEYTY TS

L

N3

RM_MCUBOOT_CFG_UPGRADE_MODE

3 (DirectXIP)

RM_MCUBOOT_CFG_VALIDATE_PRIMARY_SLOT

1

RM_MCUBOOT_CFG_DOWNGRADE_PREVENTION

0 (XAKXTIIENGHRE

RM_MCUBOOT_CFG_WATCHDOG_FEED_ENABLED

0

RM_MCUBOOT_CFG_WATCHDOG_FEED_FUNCTION

NULL

RM_MCUBOOT_CFG_SIGN

1

RM_MCUBOOT_CFG_APPLICATION ENCRYPTION_SCHEME

0 (XAXTIXEMGEHR

)

RM_MCUBOOT_CFG_DER_PUB_USER_KEY_ENABLE

1

RM_MCUBOOT _CFG_VERIFY_KEY_ADDRESS OxFFFF0000
RM_MCUBOOT CFG_ENCRYPT_KEY_ ADDRESS NULL
RM_MCUBOOT _CFG_MCUBOOT AREA_SIZE 0x10000
RM_MCUBOOT_CFG_APPLICATION_AREA_SIZE 0xF0000

RM_MCUBOOT_CFG_SCRATCH_AREA_SIZE

0 (RAKXTITESLERTE)

RM_MCUBOOT_CFG_LOG_LEVEL

3
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5.2.4 RX72M QO ENEFERIRLE

5241 YZ=ZT7E—FZEALELAROERERFR

IS9P arEYDY ZF7E— KFZEFEMA LT Overwrite Only.”Overwrite Only Fast.”Swap.” DirectXIP 75
R D RSK-RX72M D& BIFEHREUATISRLE T,

' )
RSK-RX72M

—( Eoie ( TG ]

== RX72M

BFPC RXD7/
TXD7

USBL 7 | USBYT T
L@A— K

_z

wA KPC
(UTNLEBEVIE2LIT)

K 5-16 RSK-RX72M ') =7 E— F B L - A X DR EHER

® USB Serial (®)

| PMOD1______| USB-UART
2 TXD7 RX
3 RXD7 TX

4  PHORTS) CTS

m Debugger (@)

B 5-17 RSK-RX72M ') =7 E®— F#{# A L = AKX DI IEER
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5242 VZ7E—FRZEFEALEAROAETVEES LV I TREE

759 arEYDY) ZF7E— KZFEMA LT Overwrite Only.”Overwrite Only Fast”Swap.” DirectXIP /&

XOTETOD I PDARYI Y TELAV T4 TEEERLET,

aA—F75via

aA—F75visa

0xFFC00000
Scratch Area x

(size=0x10000)

OxFFCOFFFF

0xFFCO00000
Scratch Area X

(size=0x10000)

OxFFCOFFFF

Secondary Slot ~ |2xFFE10000

(size=0x1F0000)

0xFFDFFFFF

0xFFC10000

B A

OxFFDFFFFF

. OxFFE0000Q0
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(size=0x1F0000)

OxFFFEFFFF

0xFFEO00000

WA A—>

OXFFFEFFFF

Bootloader OxFFFFO000

O0xFFFF0000

ol i OXFEFF1FFF

(size=0x10000)

OXFFFFFFFF

OxFFFF2000
MCUboot

OxFFFFFFFF

AEUDBN) ST
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R 5-12RSK-RX72M Y =7 E— FZ2FEHALE-AKXOa YV T4 VEE

Configuration options in rm_mcuboot_config.h

INTGA—HR

mcu_boot

RM_MCUBOOT CFG_UPGRADE_MODE 0~3 %3ZR
RM_MCUBOOT CFG_VALIDATE_PRIMARY_SLOT 1
RM_MCUBOOT _CFG_DOWNGRADE_PREVENTION 0
RM_MCUBOOT _CFG_WATCHDOG_FEED_ENABLED 0
RM_MCUBOOT _CFG_WATCHDOG_FEED_FUNCTION NULL

RM_MCUBOOT_CFG_SIGN

RM_MCUBOOT_CFG_APPLICATION ENCRYPTION_SCHEME | 1

RM_MCUBOOT CFG_DER_PUB_USER_KEY_ENABLE 1
RM_MCUBOOT CFG_VERIFY_KEY_ADDRESS OxFFFF0000
RM_MCUBOOT CFG_ENCRYPT_KEY_ ADDRESS OxFFFF1000
RM_MCUBOOT _CFG_MCUBOOT AREA_SIZE 0x10000
RM_MCUBOOT_CFG_APPLICATION_AREA_SIZE 0x1F0000
RM_MCUBOOT_CFG_SCRATCH_AREA_SIZE 0x10000
RM_MCUBOOT_CFG_LOG_LEVEL 3
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5243 TaT7ILE—FZEFEALE-AXDOHEIIERFR
TS5YarEYDTLT7ILE— KEFEALT DirectXIP AR DS EGIERZLUTIZRLET,

g N
RSK-RX72M
E2 Lite ( mame )
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L ) KRR RPC
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5244 Ta7LE—FEFEALEAXOAEVRES LUV T (]

%EE

TSYVArAEYDTATILE—FKEFERALE DirectXIP AXOTETAS I FOAEYI Y TEOY

T4 TREERLET,
aA—F75va aA—F75va
Secondary Slot 0xFFCO00000 OxFFC00000
(size=0x1F0000)
BEHfAA—
OxFFDEFFFF OxFFDEFFFF
0xFFDFOQ000 OxFFDF0000
.Bootloader Wrapped Key OXxFEDF1FFF
(size=0x10000) O0xFFDF2000
MCUboot
OXFFDFFFFF OxFFDFFFFF
Primary Slot 0xFFEQ000Q0 OxFFEOQQQ00
(size=0x1F0000)
HHA A —>
OXFFFEFFFF OxFFFEFFFF
0xFFFF0000 O0xFFFF0000
.Bootloader Wrapped Key OXFFFE1FFF
(size=0x10000) 0xFFFF2000
MCUboot
OXFFFFFFFF OxXFFFFFFFF
AFUGBY ST OS5 LOEE
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=& 5-13RSK-RX72M T a7 I E— FEFERALEARXOTEIOS S bDaY T4 5
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E
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Configuration options in rm_mcuboot_config.h

INTGA—HR

RM_MCUBOOT_CFG_UPGRADE_MODE

3 (DirectXIP)

RM_MCUBOOT_CFG_VALIDATE_PRIMARY_SLOT

1

RM_MCUBOOT_CFG_DOWNGRADE_PREVENTION

0 (XAKXTIIENGHRE

RM_MCUBOOT_CFG_WATCHDOG_FEED_ENABLED

0

RM_MCUBOOT_CFG_WATCHDOG_FEED_FUNCTION

NULL

RM_MCUBOOT_CFG_SIGN

1

RM_MCUBOOT_CFG_APPLICATION ENCRYPTION_SCHEME

0 (KAXTIHENGHRE)

RM_MCUBOOT_CFG_DER_PUB_USER_KEY_ENABLE

1

RM_MCUBOOT _CFG_VERIFY_KEY_ADDRESS OxFFFF0000
RM_MCUBOOT CFG_ENCRYPT_KEY_ ADDRESS NULL

RM_MCUBOOT _CFG_MCUBOOT AREA_SIZE 0x10000
RM_MCUBOOT_CFG_APPLICATION_AREA_SIZE 0x1F0000
RM_MCUBOOT_CFG_SCRATCH_AREA_SIZE 0 (AARTREHLETE)
RM_MCUBOOT_CFG_LOG_LEVEL 3

RO1AN7374JJ0102 Rev.1.02

Page 62 of 68




RXZ77=2) MCUboot Firmware Integration Technology
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Configuration options in rm_mcuboot_config.h

INTGA—HR

mcu_boot

RM_MCUBOOT CFG_UPGRADE_MODE 0~3 %3ZR
RM_MCUBOOT CFG_VALIDATE_PRIMARY_SLOT 1
RM_MCUBOOT _CFG_DOWNGRADE_PREVENTION 0
RM_MCUBOOT _CFG_WATCHDOG_FEED_ENABLED 0
RM_MCUBOOT _CFG_WATCHDOG_FEED_FUNCTION NULL

RM_MCUBOOT_CFG_SIGN

RM_MCUBOOT_CFG_APPLICATION ENCRYPTION_SCHEME | 1

RM_MCUBOOT CFG_DER_PUB_USER_KEY_ENABLE 1
RM_MCUBOOT CFG_VERIFY_KEY_ADDRESS OxFFFF0000
RM_MCUBOOT CFG_ENCRYPT_KEY_ ADDRESS OxFFFF1000
RM_MCUBOOT _CFG_MCUBOOT AREA_SIZE 0x10000
RM_MCUBOOT_CFG_APPLICATION_AREA_SIZE 0x1F0000
RM_MCUBOOT_CFG_SCRATCH_AREA_SIZE 0x10000
RM_MCUBOOT_CFG_LOG_LEVEL 3
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5254 FiFILE—KEEALEAXOATURBSLUIL T 13

%EE

TSYVArAEYDTATILE—FKEFERALE DirectXIP AXOTETAS I FOAEYI Y TEOY

T4 TREERLET,
aA—F75va aA—F75va
Secondary Slot 0xFFCO00000 OxFFC00000
(size=0x1F0000)
BEHfAA—
OxFFDEFFFF OxFFDEFFFF
0xFFDFOQ000 OxFFDF0000
.Bootloader Wrapped Key OXxFEDF1FFF
(size=0x10000) O0xFFDF2000
MCUboot
OXFFDFFFFF OxFFDFFFFF
Primary Slot 0xFFEQ000Q0 OxFFEOQQQ00
(size=0x1F0000)
HHA A —>
OXFFFEFFFF OxFFFEFFFF
0xFFFF0000 O0xFFFF0000
.Bootloader Wrapped Key OXFFFE1FFF
(size=0x10000) 0xFFFF2000
MCUboot
OXFFFFFFFF OxXFFFFFFFF
AFUGBY ST OS5 LOEE
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Configuration options in rm_mcuboot_config.h

INTGA—HR

RM_MCUBOOT_CFG_UPGRADE_MODE

3 (DirectXIP)

RM_MCUBOOT_CFG_VALIDATE_PRIMARY_SLOT

1

RM_MCUBOOT_CFG_DOWNGRADE_PREVENTION

0 (XAKXTIIENGHRE

RM_MCUBOOT_CFG_WATCHDOG_FEED_ENABLED

0

RM_MCUBOOT_CFG_WATCHDOG_FEED_FUNCTION

NULL

RM_MCUBOOT_CFG_SIGN

1

RM_MCUBOOT_CFG_APPLICATION ENCRYPTION_SCHEME

0 (KAXTIHENGHRE)

RM_MCUBOOT_CFG_DER_PUB_USER_KEY_ENABLE

1

RM_MCUBOOT _CFG_VERIFY_KEY_ADDRESS OxFFFF0000
RM_MCUBOOT CFG_ENCRYPT_KEY_ ADDRESS NULL

RM_MCUBOOT _CFG_MCUBOOT AREA_SIZE 0x10000
RM_MCUBOOT_CFG_APPLICATION_AREA_SIZE 0x1F0000
RM_MCUBOOT_CFG_SCRATCH_AREA_SIZE 0 (AARTREHLETE)
RM_MCUBOOT_CFG_LOG_LEVEL 3
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