1LENESAS Application Note

RX Family
AWS Cloud Connectivity for MCU Firmware Update Over-the-Air on
CK-RX65N v2 with Wi-Fi DA16600

Introduction

This document provides instructions for running the AWS Cloud Connectivity for MCU Firmware Update
Over-the-Air project on CK-RX65N v2 using Wi-Fi DA16600, utilizing the MCU firmware update command
of Wi-Fi DA16600 module.

Target Device

RX Family
e RX600 Series
e RX65N Group

Hardware

e CK-RX65N v2

When using this application note with other Renesas MCUs, careful evaluation is recommended after
making modifications to comply with the alternate MCU.

Note: This demo project has also been successfully reused on the FPB-RX140 board. However, some
module configurations must be adjusted to ensure compatibility with the FPB-RX140 device and its memory
constraints.

Related Documents

[1] Firmware Integration Technology User’'s Manual (RO1AN1833)

[2] RX Family FWUP Module Using Firmware Integration Technology (RO1AN6850)
[3] Renesas MCU Firmware Update Design Policy (RO1AN5548)

[4] CK-RX65N v2 — User's Manual (R20UT5366)

[5] US159-DA16600EVZ Evaluation Board Manual (R15UZ0006)
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RX Family AWS Cloud Connectivity for MCU Firmware Update Over-the-Air
on CK-RX65N v2 with Wi-Fi DA16600
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RX Family AWS Cloud Connectivity for MCU Firmware Update Over-the-Air
on CK-RX65N v2 with Wi-Fi DA16600

1 Overview

This demo project shows the integration of AWS Cloud Connectivity for MCU Firmware Update Over-the-
Air on the CK-RX65N v2 development board, utilizing the MCU firmware update command of Wi-Fi
DA16600 module for seamless wireless communication.

Key Steps in the Project:

e Prepare an AWS Account and S3 Bucket: Set up an AWS account and create an S3 bucket to

serve as the server for uploading firmware.

o Generate Key Pairs and Certificates: Generate a public key and a private key to create both the

initial firmware and the firmware used for updates.

¢ Generate and Upload the Firmware File: Generate the new firmware to be flashed onto the board

via OTA and upload it to the Amazon S3 bucket.

¢ Generate the initial firmware: Configure and build the initial firmware, then generate the firmware

file using the designated tool.

o Execute the Demonstration Project: Execute the demo project to validate the OTA process.
The following section provides a comparison of Firmware Update Over-the-Air (OTA) demonstrations
using two approaches.

+ DA16600 Wi-Fi Module with OTA On-Chip Commands:

The DA16600 module connects to the AWS server and downloads the firmware directly.

The downloaded firmware is then transferred to the MCU host for deployment.

In this demonstration, HTTP and firmware updates are offloaded, the firmware file URL is retrieved using
a web browser, TLS is not used in this demonstration. TLS is planned for the next demonstration.

loT Device AWS
OTA Demo
FWUP
Application
UART. I
OTA on-chip HTTP
command —¢—
TCP/IP
HTTP
' Ethernet
TCP/IP
4—{ Internet

Figure 1.1 OTA Demonstrates with Wi-Fi DA16600 OTA On-Chip Commands
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RX Family AWS Cloud Connectivity for MCU Firmware Update Over-the-Air
on CK-RX65N v2 with Wi-Fi DA16600

1.1 Workflow

Start

gl

Initialize the Bootloader

1

False
The Old Application is valid Initialize the MNew
Application
‘I' True l
Initialize the Old Application LED on

!

Wi-Fi connection

.

Wi-Fi connection is successfil

False

| True

Waiting for update request

l True

Perform OTA firmware download

l True
False

Perform OTA firmware download >

l True

Reprogramiming

l

Activate the New Application is successful

l True

Software Reset

!

End

False

False

Figure 1.2 End-to-End OTA Workflow
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RX Family AWS Cloud Connectivity for MCU Firmware Update Over-the-Air
on CK-RX65N v2 with Wi-Fi DA16600

1.2 Operation Confirmation Conditions

Demo project operations have been confirmed in the following conditions.

Table 1.1 Operation Confirmation Conditions

Item Description
MCU R5F565NEHXFB
Board CK-RX65N v2
(Product no.: RTK5CK65N0S04000BE)
IDE (Integrated Development Renesas Electronics
Environment) e2 studio 2024-07
C compiler Renesas Electronics
CC-RX V3.06
Firmware programming tool Renesas Flash Programmer V3.15.00
Firmware update module RX Family FWUP Module Using Firmware Integration Technology
RO1AN6850EJ0204
Python Python 3.12.7
Keygen tool Win64 OpenSSL v3.0.12
SDK (Software Development DA16200/DA16600 SDK V3.2.9.2
Kit)

1.3 Equipment List

The following lists the equipment required for the demo projects.

Table 1.2 Equipment List

Item Description
Board CK-RX65N v2

CK-RX65N - Cloud Kit Based on RX65N MCU Group
Wi-Fi DA16600 module PMOD Expansion Board for DA16600MOD

US159-DA16600EVZ - Ultra-Low-Power Wi-Fi + Bluetooth Low
Energy Combo Pmod Board

UART-TTL CP2101 USB TO TTL BOARD V4.2

CP2101 USB TO TTL BOARD V4.2 (agencyelectronics.com)

Micro USB Type-B cable x 2 e Connect the designated USB port on the base board to a
PC for serial logging.

e Connect another USB port on the base board to a PC for
debugging purposes.

Jumper pin x 3 It is used to enable debugging mode.
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RX Family AWS Cloud Connectivity for MCU Firmware Update Over-the-Air
on CK-RX65N v2 with Wi-Fi DA16600

1.4 Sample Project Code Sizes

The tables below show the ROM, RAM, and maximum stack sizes for the sample projects included in the
package associated with this application note. The values in the table below have been confirmed under

the following conditions:

Compiler version: Renesas Electronics C/C++ Compiler for RX Family V3.06.00
CC-RX

e Optimization level: Size and execution speed (-Odefault)

o Delete variables/functions that have never been referenced (optimize=symbol_delete)

Table 1.3 ROM, RAM, and Maximum Stack Sizes for Sample Project

ROM, RAM, and Stack Codesize

Category Memory Used (byte) Remarks
RX65N ROM 80267 | ck_rx65n_v2_app
RAM 44193
Stack 548
ROM 18982 | ck_rx65n_v2_app_new
RAM 8398
Stack 52
ROM 34198 | ck_rx65n_v2_bootloader
RAM 16279
Stack 164
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RX Family AWS Cloud Connectivity for MCU Firmware Update Over-the-Air
on CK-RX65N v2 with Wi-Fi DA16600

2 Demo Project Setup
2.1 Hardware Setup

First, the following shows the overall configuration of hardware that makes up the demo project.

UART TTL

DA16600

Figure 2.1 Hardware Connection

The following describes how to connect hardware.
e On the base board, position the jumper on pins 1-2 of J16 to enable debugging mode.
e Connect the DA16600 PMOD to PMOD1 on the base board.
e Connect J20 on the base board to a PC using a USB cable for serial log.
e Connect J14 on the base board to a PC using a USB cable for debugging.
e Connect the TXD pin of the UART TTL to pin 2 of J3 of the DA16600 Wi-Fi module.
e Connect the RXD pin of the UART TTL to pin 3 of J3 of the DA16600 Wi-Fi module.
e Connect the GND pin of the UART TTL to pin 4 of J3 of the DA16600 Wi-Fi module.
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RX Family AWS Cloud Connectivity for MCU Firmware Update Over-the-Air
on CK-RX65N v2 with Wi-Fi DA16600

2.2 Software Setup

2.21 Installing Tool

2.2.1.1 Install Python

Python generates initialization firmware from bootloader and application projects, and application
firmware from the new application project.

Follow the steps below to install Python:

(1) Access the Python download web site.

Download Python | Python.org

(2) Download the Python 3.12.7 installer.

Click the Download link for Python 3.12.7.

Looking for a specific release?

Python releases by version number:

Release version Release date Click for more

Python 3.10.16 Dec. 3, 2024 & Download Release Notes a
Python 3.9.21 Dec. 3, 2024 & Download Release Notes '
Python 3.13.0 Oct. 7, 2024 & Download Release Notes

Python 3.12.7 Oct. 1,2024 & Release Notes

Python 3.11.10 Sept. 7, 2024 & Download Release Notes

Python 3.10.15 Sept. 7, 2024 & Download Release Notes

Python 3.12.6 Sept. 6, 2024 & Download Release Notes

ot -~ ~ R A bl

Figure 2.2 The Options for Installing the Release Version of Python
Download the installer for the operating system you are using.
Version Operating System Description MD5 Sum FileSize GPG Sigstore SBOM
Gzipped source tarball Source release 5d0c0e4c6a022a87165a9addcd869109 25.8MB SIG .sigstore  SPDX
XZ compressed source tarball Source release €6c933c1a0db52597cb45a7910490f93 19.5MB  SIG .sigstore  SPDX
macOS 64-bit universal2 installer macOS for macOS 10.13 and later 82711848a795f6d7b25e81844d5a%a3f 43.3 MB SIG .sigstore
[ Windows installer (64-bit) I Windows Recommended b51e0883be50c55fbdd809f4ad587120 25.3 MB SIG .sigstore  SPDX
Windows installer (32-bit) Windows 5d5452249401822cb3ad1bce7105d5fd 24.1MB SIG .sigstore  SPDX
Windows installer (ARM64) Windows Experimental 19bdd2de8arccb6f1115f85bc54c1764 246MB  SIG .sigstore  SPDX
Windows embeddable package (64-bit) Windows 4c0a5a44d4caldObc76fe08ea8br6adc 10.6 MB SIG .sigstore SPDX
Windows embeddable package (32-bit) Windows 21a051ecac4a9a25fab169793ecb6e56 9.4 MB SIG .sigstore  SPDX
Windows embeddable package (ARM64) Windows 6fc899d8dbd46dd2b585a038f7cf68a4 9.8 MB SIG .sigstore  SPDX
Figure 2.3 Python Windows Installer
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RX Family AWS Cloud Connectivity for MCU Firmware Update Over-the-Air
on CK-RX65N v2 with Wi-Fi DA16600

2.21.2 Installing OpenSSL

OpenSSL is a tool used to generate the cryptographic key pair required for firmware encryption and

decryption during both initialization and application firmware creation. OpenSSL can generate the following

keys for use in the firmware update process:

e Private key: Used to encrypt the firmware and ensure its integrity.

o Public key: Used by the bootloader to decrypt and verify the firmware during update.

Follow the steps below to install and configure OpenSSL for this purpose.

(1) Access the Win32/Win64 Download Website for OpenSSL
Win32/Win64 OpenSSL Installer for Windows - Shining Light Productions

(2) Download the OpenSSL Installer

Download the installer for the operating system you are using.

Winé4 OpenSSL v3.0.12 Light
EXE | MSI

VWiné4 OpenSSL v3.0.12
EXE | MSI

SMB Installer

140MB Installer

Installs the most commonly used essentials of Winé4 C
by the creators of OpenSSL). Only installs on 64-bit ve
chipsets. Note that this is a default build of OpenSSL a
information can be found in the legal agreement of the

nstalls Winé4 OpenSSL v3.0.12 (Recommended for sc

penSSL). Only installs on é4-bit versions of Windows
his is a default build of OpenSSL and is subject to loca
ound in the legal agreement of the installation.

Win32 OpenSSL v3.0.12 Light 4MB Installer | Installs the most commonly used essentials of Win32 €
EXE | M3l 32-bit Open33L for Windows. Note that this is a defau

and state laws. More information can be found in the k
Win32 OpenSSL v3.0.12 | |6MB Installer | Installs Win32 OpenSSL v3.0.12 (Only install this if vou

Figure 2.4 The Options for Installing the Release Version of OpenSSL

(3) Run the Installer and Follow the Prompts to Install OpenSSL.

Select the option to copy the OpenSSL DLLs to the OpenSSL binaries directory.
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RX Family AWS Cloud Connectivity for MCU Firmware Update Over-the-Air
on CK-RX65N v2 with Wi-Fi DA16600

(4) From the Start Menu, Open the Win64 OpenSSL Command Prompt.

B Openssi

q Official OpenSSL Documentation

C) Official OpenSSL Website

- Wint4 OpenSSL Command Prompt

q Windows OpenSSL Website

Figure 2.5 OpenSSL Windows (64-bit)

(5) Confirm the OpenSSL Command from the Command Prompt.

Execute the following command and confirm that version information appears.

BN Win64 OpenSSL Command Prompt - d X

Figure 2.6 Checking OpenSSL Version
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RX Family AWS Cloud Connectivity for MCU Firmware Update Over-the-Air
on CK-RX65N v2 with Wi-Fi DA16600

2.2.1.3 Installing Renesas Image Generator
Renesas Image Generator is a tool that generates the firmware images used by the firmware update
module. Renesas Image Generator can generate the following images for use by the firmware update
module:
¢ Initial image: An image file containing the bootloader and application program written by flash
writer during initial system configuration (extension: mot).

e Update image: An image file containing the updated firmware (extension: rsu).

Renesas Image Generator is provided as part of the Firmware Update FIT module.

(1) Download the Firmware Update Module:

RX Family Firmware Update module

(2) Extract the Downloaded Firmware Update Module
Extract the file RenesaslmageGenerator.zip in the firmware update module.
The RenesasimageGenerator folder contains the Renesas Image Generator script file

(image-gen.py) and the parameter files for various devices (*_ImageGenerator PRM.csv).

*  Downloads >[ r01an6850:x0204-rx-fwup  »  RenesaslmageGenerator >]

Tl Sort = View
Mame ~  Date modified
-+ Earlier this week

B| RX72M_DualBank_lmageGenerator_PRM.csv 11/24/2024 10:26 PM
B | RX72M_Linear_Full_lmageGenerator_PRM.csv 11/24/2024 10:26 PM
B RX72M_Linear_Half_ImageGenerator_PRM.csv 11/24/2024 10:26 PM
B RX671_Linear_Half_ImageGenerator_PRM.csv

2 image-gen.py 2 \
B RX23EA_Linear_Full_lmageGenerator_ PRM.csv 11/24/2024 10:26 PM
B RXM23EA _Linear_Half_ImageGenerator_PRM.csv 11/24/2024 10:26 PM

Figure 2.7 Renesas Image Generator Package
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RX Family AWS Cloud Connectivity for MCU Firmware Update Over-the-Air
on CK-RX65N v2 with Wi-Fi DA16600

2.2.1.4 Installing Tera Term

Terminal software (example: Tera Term) is required to output demo project logs. The following show the
serial port settings.
(1) Access the Tera Term Download Site.

Releases ‘- TeraTermProject/osdn-download - GitHub

(2) Download the Tera Term Installer.

Tera Term 5.0 (oo

Source code is not available.

Tera Term 5.0 is available here.

vAssets s
Dteraterm-5.0.exe 8.29 MB Oct 15,2023
@teraterm—slo.zip 10.7 MB Oct 15, 2023
@teraterm—slofpdb‘zip 15.1 MB Oct 15,2023
@Source code (zip) Jul 12, 2023
@Source code (tar.gz) Jul 12, 2023

23 | 23 people reacted

Figure 2.8 Tera Term Version 5.0

¢ Run the installer and follow the prompts to install Tera Term.

e Confirm that Tera Term starts when you click the Tera Term icon in the Start menu.
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on CK-RX65N v2 with Wi-Fi DA16600

2.2.1.5 Installing Renesas Flash Programmer

Renesas Flash Programmer (RFP) is a utility provided by Renesas that allows users to write firmware to
support Renesas MCUs via various interfaces such as USB, UART, or serial programming. It is an essential
tool for flashing both the initial firmware and subsequent updates during development and production.
Follow the steps below to install Renesas Flash Programmer on your computer.

(1) Access the Renesas download web site.

Renesas Flash Programmer (Programming GUI)

All Types N Q, Start typing to filter results by title
Type Title £ Date
Software & Tools - Renesas Flash Programmer V3.17.00 Linux(x64) Oct 22, 2024 A&
Evaluation Software & LogintoDownload TGZ 4207MB HZ:E
Software & Tools - Renesas Flash Programmer V3.17.00 Windows Oct 22, 2024
Evaluation Software & Log in to Download ZIP 83.00 MB H%3E .
Software & Tools - Renesas Flash Programmer V3.17.00 macOS(ARM64) Oct 22, 2024
Evaluation Software & LogintoDownload ZIP 4063MB H#3E
Figure 2.9 Renesas Flash Programmer
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2.2.2 Terminal Software Setting
+» With the UART TTL connection port of the DA16600:

(1) Open Tera Term select New connection and select Serial and the appropriate COM port for your
UART-to-USB adapter, and click OK

Tera Term: New connection X
O TCPIP myhost.example.com
History
22
Telnet
SSH SSH2
Other
UNSPEC
© Serial Port: COMBG: Silicon Labs CP210x USB to UAF -
OK ‘ Cancel Help
Figure 2.10 Tera Term Serial Connection
(2) Click Setup > Terminal..., in “New-line” section, set “Receive" as AUTO.
Tera Term: Terminal setup x|
Terminal size New-line
OK
80 X 24 Receive: AUTO
® Term size = win size Transmit: cR : Cancel
Auto window resize
Help
Terminal I1D: Y1100 [J Local echo

locale: american

Answerback: ) Auto switch (VT<->TEK)
Coding (receive) Coding (transmit)
UTF-8 UTF-8

CodePage: 65001

Figure 2.11 Terminal Setup for the UART TTL
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RX Family AWS Cloud Connectivity for MCU Firmware Update Over-the-Air
on CK-RX65N v2 with Wi-Fi DA16600

(3) Click Setup > Serial port... and ensure that the speed is set to 230400.

Tera Term: Serial port setup x
Port: COM3 oK
Speed: 230400 ‘

Data: 8 bit Cancel
Parity: none
Stop bits: 1 bit - Help
Flow control: none
Transmit delay
0 msecichar 0 mseciline

Figure 2.12 Serial Port Setup for UART TTL
(4) Verify the display output on the terminal.
Pressing Enter on the terminal will display the line [/DA16600] # on the screen.

T COMG6 - Tera Term VT = a X

File Edit Setup Control Window Help

[-DA16660]1 # N

Figure 2.13 UART TTL Terminal
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RX Family AWS Cloud Connectivity for MCU Firmware Update Over-the-Air

on CK-RX65N v2 with Wi-Fi DA16600

% With the USB serial connection of CK-RX65N v2:
(1) Open an additional Tera Term window, select New Connection, then choose Serial and the correct
COM port for your USB Serial device, and click OK.

Tera Term: New connection X
O TCPIP myhost.example.com

History

22
Telnet
SSH SSH2
Other

UNSPEC

O Serial Port: COM3: USB Serial Device (COM3)

0K |

Figure 2.14 Select USB Serial Port

(2) Click Setup > Terminal..., select “New-line Receive" as AUTO. and tick the "Local echo" option.

Cancel Help

Tera Term: Terminal setup X |

Terminal size New-line ‘ oK
80 X 24 Receive:| AUTO
@ Term size = win size Transmit: cR Cancel
Auto window resize
Help

Terminal ID: VT100

Answerback:

Coding (receive)
UTF-8

locale: american

® Local echo

[J Auto switch (VT<->TEK)
Coding (transmit)
UTF-8

CodePage: 65001

Figure 2.15 Terminal Setup
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RX Family AWS Cloud Connectivity for MCU Firmware Update Over-the-Air
on CK-RX65N v2 with Wi-Fi DA16600

(3) Click Setup > Serial port... and ensure that the speed is set to 115200.

| Tera Term: Serial po-rt setui:: X
: COM3
Port OK
Speed: 115200 ‘
Data: 8 bit Cancel
Parity: none
Stop bits: 1 bit : Help
Flow control: none
Transmit delay
0 msecichar 0 mseciline

Figure 2.16 Terminal Setup for USB Serial Port

(4) Verify the display output on the terminal.

The terminal output will appear here during the demo execution.

W COM3 - Tera Term VT = 0 X

File Edit Setup Control Window Help

Figure 2.17 CK-RX65N v2 Serial Terminal
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RX Family AWS Cloud Connectivity for MCU Firmware Update Over-the-Air
on CK-RX65N v2 with Wi-Fi DA16600

2.2.3 Check DA16600 Wi-Fi SDK Version

(1) Onthe UART TTL terminal in Tera Term, type the command "ver".

M COME - Tera Term VT = O >
File Edit 5Setup Control Window Help

SDK Information

Cortex—M4 (128MH=z>

FreeRTOS 18.4.3
Serial Flash 4 MR

SDK Uersion U3.2.9.2 GEN

FsW Uersion FRTOS—GENH1-H1-efchdccdfe—086740
FrW Build Time Mar 5§ 2825 12:12:-41

Boot Index a

E
E
E
E
E
E
E
E
E
E
E

[-DA16GEA] #
[-DA16G6EA] #

Figure 2.18 Check SDK Version

(2) Check the SDK version. If the current version is v3.2.9.2 or higher, you can proceed to the next step;
otherwise, follow the steps below to upgrade:
e Download the firmware using this link.
DA16600 - DA16200 SDK Image.

e Flash the new firmware via Tera Term by following the instructions provided in the UM-WI-056
DA16200 DA16600 FreeRTOS Getting Started Guide under Section 4.5.2 Using Macro Script

of Tera Term.
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RX Family AWS Cloud Connectivity for MCU Firmware Update Over-the-Air
on CK-RX65N v2 with Wi-Fi DA16600

2.2.4 Generate Key Pairs and Certificates

This section will generate a public key and a private key to create the initial firmware and the firmware
used for updates.
To do this, open OpenSSL and enter the commands highlighted in yellow to generate the firmware

verification keys.

openssl ecparam -genkey -name secp256rl -out secp256rl.keypair

using curve name prime256v1l instead of secp256rl

openssl ec -in secp256ril.keypair -outform PEM -out secp256rl.privatekey

read EC key

writing EC key

openssl ec -in secp256ril.keypair -outform PEM -pubout -out secp256ril.publickey
read EC key

writing EC key
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2.2.5 Project Description

The demo project is structured into multiple components to support the firmware update process. Each

component plays a specific role in demonstrating the OTA update mechanism on the RX65N platform.

= ck-rx65n-app: The existing application that the MCU runs before the firmware update process
begins.

= ck-rx65n-bootloader: The bootloader responsible for handling the firmware update process.

e ck-rxé65n-app-new: The new application that the MCU runs after the firmware update is

successfully completed.

% ck-reb5n-app 3/18/2025 4:20 PM File folder
% ck-reb3n-app-new 12/20/2024 3:34 PM File folder
% ck-rB3n-bootloader 3/18/2025 422 PM File folder

Figure 2.19 The Project Folder Structure Consists of Three Main Components
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2.2.6 Importing The Demo Project

(1
(2
3
(4

) Clone the demo project
) Extract the demo project
) Start e2 studio
) From the File menu, select Import
| @ WorkSpaceRX - e? studio

1' File Edit Source Refactor Navigate Search Project RenesasViews Ru
New Alt+Shift+N > |
Open File... I

_4 Open Projects from File System...
Recent Files >

Close Editor Ctri+W
Close All Editors Ctrl +Shift+W
Save Ctrl+5S

2dVe AS..

Revert

Move...

Rename... 2
Refresh F5
Convert Line Delimiters To >

Print... Ctrl+P

| .2 Import...
i Export...

Properties Alt+Enter

Figure 2.20 Importing the Project
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(5) Select Existing Projects into Workspace

a Import
Select

Create new projects from an archive file or directory.

Select an import wizard:

type filter text

v [ General

| Existing Projects into Workspace I

1 Preferences
4 Projects from Foldéey or Archive
= Rename & Import Existing C/C++ Project into Workspace
¥ Renesas CC-RX proje§t conversion to Renesas GCC RX
& Renesas CS+ Project fyr CA78KOR/CA78K0
a» Renesas CS+ Project fof CC-RX, CC-RL and CC-RH
¥ Renesas GitHub FreeRTQS (with loT libraries) Project
& Sample Projects on Renefas Website
= C/C++
= Code Generator

(?2) < Back | Finish

Cancel

Figure 2.21 Select Existing Projects into Workspace
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(6) In Select root directory, select the folder extracted, select the check boxes for the following projects,

and then click Finish

! B8 import O » |
Import Projects Fa
Seloct a divectory to search for existing Edlipse projects. 1 L/‘
\l ——
1D Select root directory: I-'-'r"r']”"‘Ir WﬂrkSFECE hota_ck_rob5n_wifi_da_16600_app\demo_project ~ I Browse...
Select archive filec
Projects:
i . ck-rbSn-app !C:'-.Llseu"‘suam:uang\-:-E_studiD&Wmks.pacﬂ.?"ma_ck_lacﬁEn_wrfu_da_166m_app'-.dﬁﬁ|:,_prajecl\.CkR.mEé Salact Al

B ck-re6Sn-app-new (CA\Users\svantruonge?_studio\Warkspace Z\ota_ck_refSn_wifi_da_16600_apphdemao_projectyCl

B ck-rebSn-boothoader (CA\Users\svantruong'e?_studio\Workspace1 2vota_ck_rebSn_wifi_da_16600_appldemo_project’, Ueswect AN
Refresh
2
e
Opticns
| Search for nested projects
Copy projects into workspace
:l _ Chose newly imported projects upon completicon
Hide projects that already exist in the workspace
Working sets
| Add project to working sets New...
@ < Back Next Finish Cancel
Figure 2.22 Complete Import Project
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2.2.7
2271

Create Firmware File

(1) Build the ck-rx65n-app-new project.

Create Firmware File and Upload to the Amazon S3 Bucket

For guidance on building this project, please refer to section 4.2 'Build a Sample Project' in the £2
Studio IDE User’'s Manual: Quick Start Guide (R20UT5293).

(2) Copy the file ck-rx65n-app-new.mot from the folder

\ota_ck_rx65n_wifi_da_16600_app\demo_project\ck-rx65n-app-new\HardwareDebug to the

RenesasimageGenerator folder that you downloaded in Section 2.2.1.3.

> Downloads

B ®

Today

>

RenesaslmageGenerator X

r01an6350x0204-re-fwup >

Tl Sert

SIS

RenesaslmageGenerator

== View

Last month

| ck-ncﬁSn-app-new.mot|

o
a
a
o

-

298 e e e e

RX72M_DualBank_ImageGenerator_PRM.csv
RX72M_Linear_Full_ImageGenerator_PRM.csv
RX72M_Linear_Half_ImageGenerator_ PRM.csv
RX671_Linear_Half_ImageGenerator_PRM.csv
image-gen.py
RX23EA_Linear_Full_ImageGenerator_PRM.csv
RX23EA_Linear_Half_ImageGenerator_PRM.csv
RX23EB_Linear_Full_ImageGenerator_PRM.csv
RX23EB_Linear_Half_ImageGenerator_PRM.cov
RX24T_Linear_Full_ImageGenerator PRM.csv
RX24T_Linear_Half_ImageGenerator_PRM.csv
RX26T_DualBank_|lmageGenerator_PRM.csv

298 e e e e e a

Search RenesaslmageGenerator

Ri140_Linear_Half_ImageGenerator_PRM.csv
RX231_Linear_Full_ImageGenerator_PRM.csv
R¥231_Linear_Half_ImageGenerator PRM.csv
RX261_Linear_Full_ImageGenerator_PRM.csv
R¥261_Linear_Half_ImageGenerator_PRM.csv
RX660_Linear_Full_ImageGenerator_PRM.csv
RX660_Linear_Half_ImageGenerator_PRM.csv
RX671_DualBank_lmageGenerator_PRM.csv
RX671_Linear_Full_ImageGenerator_PRM.csv
secp256rl.privatekey

Figure 2.23 Put MOT File to the RenesasimageGenerator Folder
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(3) Copy the secp256r1.privatekey, which is used to sign the image for authenticity and was generated

in Section 2.2.4 to the RenesaslmageGenerator folder that was downloaded in Section 2.2.1.3.

RenesaslmageGenerator X +

> Downloads » r01an6850xx0204-rx-fwup *» RenesasimageGenerator

@D = ] Tl Sort

ZE View

Today

| ck-ncﬁEn-app-new.mot|

Last month

B RX{72N_DualBank_ImageGenerator_PRM.csv
B RX72N_Linear_Full_ImageGenerator_ PRM.csv
B RX72N_Linear_Half_ImageGenerator_PRM.csv
B RX671_Linear_Half_ImageGenerator_ PRM.csv
image-gen.py
RX23EA_Linear_Full_lmageGenerator_PRM.csv
RK23EA_Linear_Half_ImageGenerator_PRM.csv
RX23EB_Linear_Full_ImageGenerator_PRM.csv
RX23EB_Linear_Half_ImageGenerator_PRM.csv
RX24T_Linear_Full_ImageGenerator_PRM.csv
RX24T_Linear_Half_ImageGenerator_PRM.csv
RX26T_DualBank_|lmageGenerator_PRM.csv

+

29 e e e e e

Search RenesaslmageGenerator

RX140_Linear_Half_ImageGenerator PRM.csv
R¥231_Linear_Full_ImageGenerator PRM.csv
Ri¥231_Linear_Half_ImageGenerator_PRM.csv
RX261_Linear_Full_ImageGenerator_PRM.csv
RiK261_Linear_Half_ImageGenerator PRM.csv
RXB60_Linear_Full_ImageGenerator_PRM.csv
RKGE0_Linear_Half_ImageGenerator_PRM.csv
RX671_DualBank_ImageGenerator_PRM.csv

21 _Linear Full eGenerator_PRM.csv
secp256rl.privatekey

28 e e e e e e

Figure 2.24 Put Private Key to the RenesasimageGenerator Folder
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(4) Open a command prompt, navigate to the Renesas Image Generator folder, and run the command
below to install the pycryptodome library — required for encryption and signing operations during

firmware processing (skip if already installed):

pip install pycryptodome

Successfully installed pycryp

] A new release of pip is available:

] To update, run:

Figure 2.25 Install Python Library

(5) Open a command prompt, navigate to the Renesas Image Generator folder, and execute the following
command to generate the file app_new.rsu. This file will be uploaded to the bucket as the new firmware

that the device will download.

python image-gen.py -iup ck-rx65n-app-new.mot -ip RX65N_Linear_Full ImageGenerator_PRM.csv *

-0 app_new -key secp256rl.privatekey -vt ecdsa -ff RTOS

] C:\Windows\System32\cmd.e X + v

o . \RenesasImageGenerator> python image-gen.py -iup ¢
k-rx65n-app-new.mot —ip RX65N_Linear_Full_ImageGenerator_PRM.csv -o app_new -key secp256rl.privatekey -
vt ecdsa —ff RTOS

Successfully generated the app_new.rsu file.

C:\Users\svantruong\Downloads\r01an6850xx020U4-rx—fwup\RenesasImageGenerator>

Figure 2.26 Generate the app_new.rsu File
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(6) Get the size of the app_new.rsu file

This parameter is used to configure the firmware size and will be referenced in Section 2.2.8.1.
Follow the steps below to obtain accurate results:

¢ Right-click on the file app_new.rsu.
o Select Properties.

¢ In the General tab, you will see Size

[ ck- - v %] WinMerge ®
= “B Compare using MobaDiff @ General Digital Signatures Security Details Previous Versions
] Edit with MobaTextEditor ® B,
B RX23EA|Linear_Half | Add to Favorites ©) app_hew.rsi
B RX23EB linear_Full_In 7-Zip > ®
B RX23EB Liear Half Il ™  Select Left File for Compare ©] i Typeoffie:  RSU File (rsu)
B9 RX24T Linedr_Full_lm. ‘ Scan with Microsoft Defender... ® ] Opens with 3| Pick anapp Change
B RX24T Lineat Half I @
N Give access to > — |
B RX26T_DualBapk_lma (&) | Location: C:\Users\svantruong\OneDrive - Hitachi Vantara\Des
B9 RX26T_Linear_Fll Im 5 TortoiseGit b @
. ST — H [Size 31.1KB (31,872 hy‘tes)] 3
B R¥26T Linear_Half Im £ TortoiseSVN 5 ()] i : :
B RY6E5M DualBank\ime ©) Size on disk-¥ 32.0 KB (32,768 bytes)
. ) C th |
@9 RX65N _Linear_Full {m CleBLn @
&) RXG5N Linear Half Jo [ Share o Wednesday, March 5, 2025, 5:43:32 PM
B9 RX66T_Linear_Full_Im Restore previous versions 2 Wednesday, March 5, 2025, 5:43:32 PM
E RXE6T_Linear_Half_Im Send to Accessed Today, March 17, 2025, 8 minutes ago
B9 RX72N_DualBank_Im: &)
. ) Cut .
E!_I RX72N_Linear_Full_lm Copy _.,' Attributes ()Read-onl () Hidden Advanced.
B9 RX72MN_Linear_Half_In &)
B9 RX130_Linear_Full_Im Create shortcut ®
B9 RX130 Linear_Half I clete )] |

—
]
Properties
T — 2 T Cancel

Figure 2.27 Get Size of the Firmware
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2.2.7.2 Upload Firmware to Amazon S3 Bucket

22.7.21 Create Amazon S3 Bucket
(1) Access the AWS web site (Cloud Computing Services - Amazon Web Services (AWS) and click Sign

In to the Console.

< > O &) https;//aws.amazon.com/free/2trk=F42fef03-b1e6-4841-b001-c4dbdeccafd18sc_channel=ps&ef id=CjwkCAi.. A ¢ & | 0 = %

aWS About AWS ContactUs Support v English v MyAccount v Sign In to the Console @
!

re:lnvent  Products Solutions Pricing Documentation Learn  Partner Network  AWS Marketplace Customer Enablement Events Explore More Q

AWS Free Tier Overview  Free Tier Categories ¥ How to Create an Account  Featured Offers for Business v FAQs  Terms and Conditions

Figure 2.28 Sign-In to Console AWS

(2) Enter your email address or account ID, and then click Next.

If you are using the root account to sign in, select the "Sign in using root user email" option and enter the
email address of the root account. If you are an IAM user, enter the Account ID (12-digit number or account

alias), IAM username, and Password in the corresponding fields.

1AM user sign in ® b
WA

oo re: INvent -
Tune in for free ~
| B to get all the |

e biggest AWS

1 SiowPassuont Having trouble? updates this year

Sign in using root user email ‘

Create a new AWS account

[J Remember this account

Figure 2.29 User Sign-In
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(3) After logging in to AWS, select your region in the top right of the screen.

(X A @

United States
M. Virginia us-east-1
Ohio us-east-2
N. California us-west-1
Oregon us-west-2
Asia Pacific
Mumbai ap-south-1
Osaka ap-northeast-3
Seoul ap-northeast-2
Singapore ap—-southeast-1

Sydney ap-southeast-2

ap-northeast-1

Figure 2.30 Setting Region in AWS

(4) From the Services menu, select Storage and then S3.

Storage

AWS Backup

o Integration

hain

- ity, & Compliance

Figure 2.31 S3 AWS Bucket
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(5) On the Buckets page, click the Create bucket button.

e Amazon S3 >

Amazon S3

Buckets ® # G

<

» Account snapshot - updated every 24 hours

Directory buckets
Table buckets New
Access Grants
Access Points

Object Lambda Acc

Multi-Region Access Points

Batch Operations

IAM Access Analyzer for S3

Storage lens provides visibility into storage usage and activity trends. Metrics don't include directory buckets. Learn more [2

General purpose buckets Directory buckets
ess Points General purpose buckets (9) info @ 0 Copy ARN Empty Delete
Buckets are containers for data stored in S3.
[ Q Find buckets by name ] 1 [
Name ¥ | AWS Region v | IAM Access Analyzer | Creation date v

Figure 2.32 Create a Bucket

(6) Enter an S3 Bucket name.

Amazon

S3 » Buckets » Create bucket

Create bucket i

Buckets are containers for data stored in 53.

General configuration

AWS Region
Asia Pacific (Tokyo) ap-northeast-1

Bucket type Info

-
© General purpose (O Directory

Recommended for most use cases and access patterns. General purpose buckets are the original S3 Recommended for low-latency

bucket type. They allow a mix of storage classes that redundantly store objects across multiple class, which provides faster pre

Availability Zones.

\

Bucket name Info

myawsbucket ]

Bucket name must be unigue within the global namespace and follow the bucket naming rules. See rules for bucket naming E

Copy settings from existing bucket - optional
Only the bucket settings in the following configuration are copied.

Choose bucket

Format: s3://bucket/prefix

Figure 2.33 Create a Bucket Name
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(7) Disable Block all public access.

Block Public Access settings for this bucket

Public access is granted to buckets and objects through access control lists [ACLs), bucket policies, access point policies, or all In order to
ensure that c access to this bucket and its objects is blocked, turn on Block all public access. These settings ap only to this bucket
and its acce oints. AWS recommends that you turn on Block all public access, but before applying any of these settings, ensure that your
applications will work correc rthout public access. If you require some level of public access to this bucket or objects within, you can
customize the individual se gs below to suit your sp fic storage use cases. Learn more 7]

"] Block all public access

Lucpiog this <=tting op j< the <gme as turning on all four s

Each of the following settings are independent of one another

— ] Block public access to buckets and objects granted through new access control lists (ACLs)

public acce =FITY ns applied to newly added buck:

or objects, and prevent the creat

using ACLs.

| [C] Block publi

S3 will igno:

access to buckets and objects granted through any access control lists (ACLs)
ACLs that grant public ac

5 to buckets and objects,

__ ] Block public access to buckets and objects granted through new public bucket or access point policies
53 will block ne
existing polic

w bucket and access point policies that grant public access to buckets and objects. This setting doesn't change any

s that allow public access to S3 resources

__ [] Block public and cross-account access to buckets and objects through any public bucket or access point
policies
5% gnore public and cross-account access for buckets or access points with policies that grant public access to buckets and

objects.

Turning off block all public access might result in this bucket and the objects within becoming public
AWS recommends that you turn on block all public access, unless public access is required for specific and

verified use cases such as static website hosting.

| acknowledge that the current settings might result in this bucket and the
objects within becoming public.

Figure 2.34 Configure Public Access
(8) Create Bucket.

(D) After creating the bucket, you can upload files and folders to the bucket, and configure additional bucket settings.

Cancel

Figure 2.35 Create Bucket
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2.2.7.2.2 Upload the Firmware File to the Amazon S3 Bucket

(1) Choose your S3 bucket, and then click Upload.

Amazon $3 » Buckets » s3pocdemo-public (0]

s3pocdemo-public i

Objects Properties Permissions Metrics Management Access Points

Objects (5) into @ IO Copy S3 URI 0 Copy URL + Download Open [2 Delete ( Actions ¥ )( Create folder )

Figure 2.36 Uploading the Firmware File

(2) Click on Add File, then select the firmware you created in the previous section. Double-check to

ensure it is the correct firmware before clicking Upload.

AmazonS3 > Buckets > s3pocdemo-public > Upload o

Drag and drop files and folders you want to upload here, or choose Add files or Add folder

1
Files and folders (1 total, 31.1 KB) ( Remove )l( Add files )l( Add folder )

All files and folders in this table will be uploaded.

| Q Findby name ‘ 1

{ J
Name v | Folder v | Type v | Size v
app_newrsu | 2 - B 31.1KB J

Destination info

Destination
s3://s3pocdemo-public [2

» Destination details
Bucket settings that impact new objects stored in the specified destination.

» Permissions

Grant public access and access to ather AWS accounts.

» Properties
Specify storage class, encryption settings, tags, and more.

3
Cancel Upload

Figure 2.37 Add Firmware File
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(3) Update S3 bucket permissions.

Amazon 53 » Buckets > s3pocdemo-public 0]

s3pocdemo-public

1
Objects Properties Metrics Management Access Points

Permissions overview

Access finding
Access findings are provided by 1AM external access analyzers. Learn more about How |1AM analyzer findings work [
View analyzer for ap-northeast-1

Block public access (bucket settings)

Public access s granted to buckets and objects through access control lists (ACLs), bucket policies, access point policies, or all. In order to ensure that public access to all your S3 buckets and objects is blocked, turn on Block all
public access. These settings apply only to this bucket and its access points. AWS recommends that you turn on Block all public access, but before applying any of these settings, ensure that your applications will work correctly
without public access. If you require some level of public access to your buckets or objects within, you can customize the individual settings below to suit your specific storage use cases. Learn more [

Block all public access
A off
» Individual Block Public Access settings for this bucket

Bucket policy 2

The bucket policy, written in JSON, provides access to the objects stored in the bucket. Bucket policies don't apply to objects owned by other accounts. Learn more [2
Figure 2.38 Update S3 Bucket Permission

(4) Update the policy for the S3 bucket permissions.
See below figure and ensure you enter your bucket name

Policy

1v |
2 "Version": "2012-10-17",

3v "Statement”: [

4w {

5 "Sid": "PublicReadGetObject”,
6 "Effect": "Allow",

7 "Principal”: ;

8 "Action": "s3:GetObject",

9 "Resource”: "arn:aws:s3:: :_:"*"

h | your bucket name

A /

. >

Figure 2.39 Update Policy for S3 Bucket Permission
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(5) Save the changes.

Policy
1v ¢

v

4 Add new statement

JS0N Ln

12, Col 1

Edit statement

Select a statement

nent

an existing s
4+ Add new statement

Preview external access

e

Figure 2.40 Save Policy

(6) Get the Object URL of the firmware you just uploaded.

Note: The URL obtained from AWS will be used to configure in the Section 2.2.8.1, so make sure to save

1. On the Objects page of your S3 bucket, locate and select your firmware file (app_new.rsu).

2. Click Copy URL to copy the file’s download link.

Objects Properties

Objects (5] wro

.

Permissions

Metrics Management Access Points

{:fE] Copy 53 URI )
stored in Amazon 53

e[d

L4

v Last modified

Novemnber 17, 2024, 16:07:57
(UTC+07:00)

v

your bucket. For others

Size

1
v Storage class

53.1KB Standard

I(rD Copy URL J (i HDI-\-IHD-HI:}(_ Open B) ( Delete ’-) ( Actions ¥ )l( Create folder ) T Upload
[} can e Amazon S8 inventory [® to aet a list of all obiect to access your objects, you'll need to explicitly

@

v

November 25, 2024, 15:01:20
(UTC+07.00)

311K Standard

it.

Figure 2.41 Get Firmware URL
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2.2.8 Create Firmware Initialization

2.2.8.1 Building CK-RX65N Application Project

(1) Configure firmware version, Wi-Fi, firmware type, and URL in demo_config.h at

\ota_ck_rx65n_wifi_da_16600_app\demo_project\ck-rx65n-app\src\demo_config

* @brief Wi-Fi SSID.
* Set this to your network name if you are using Wi-Fi for communication.
( #define AP_WIFI_ssID "SSID" * Wi-Fi network SSID */ | 5SID
ri i twork p o
Set tt to th a ord quired to joi ou
[ #define AP_WIFI_PASSWORD "PASSWORD" } ——
@brief Firmware UR
The URL where the firmware update is hosted. Used for downloading the firmware.
[’f{’éfiﬂa URL_FW “URL_FW” ] Firmware URL from AWS
s gbrief Size of firmware .
Spe es the size of firmware. Used for download firmware during the OTA process.
[»défina SIZE_OF_F “SIZE_OF_FW" /* Size of Firmware */] Firmware size uploaded to

Figure 2.42 Configure Firmware Version, Wi-Fi Network, and Firmware URL

e Check the current firmware version.

e AP_WIFI_SSID: Set the access point name (SSID) of the local Wi-Fi network that the board will

connect to.
o AP _WIFI_PASSWORD: Set the password for the local Wi-Fi network
e URL_FW: Firmware URL from AWS S3 bucket. Refer to Section 2.2.7.2.2.

e SIZE OF_FW: The size of the firmware uploaded to the AWS S3 bucket. Refer to Step (6): Get

the Object URL of the firmware you just uploaded in Section 2.2.7.2.2.

(2) Building the project.
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2.2.8.2 Building CK-RX65N Bootloader Project

(1) Update public key

Since the Renesas Image Generator is used to create the initial firmware, the public key must be pasted

into the bootloader project to match the private key located in the Renesas Image Generator folder. This

ensures that the initial firmware can be generated successfully. Follow the instructions below to complete

this setup
1. Copy the contents of the secp256r1.publickey file you created in Section 2.2.4

2. Paste the public key into CODE_SIGNENR_PUBLIC_KEY_PEM in
\ota_ck_rx65n_wifi_da_16600_app\demo_project\ck-rx65n-bootloader\src\key\code_signer_public_key.h.

d CUsers\svantruong\OneDrive - Hitachi Vantara\Desktop\key\secp256r1.publickey - Notepad++ = ] x

N

Run Plugins Window 7 + ¥

ST -FEEGHa »EBED >

g Language Settings

|| D¢ g

\.-T arch '\-'I'E".’.‘ ng
cHEHR R GR| 4 DHil
|| secp256r1.publickey £ B]

ULGUKAm4gdt 88CyFaq5J1S3gMCNpuvsVwUTaOhnwymAdQkaucPSi8f3Atg==
————— END PUBLIC KEY-----

MFkWEWYHKoZIzjOCAQYIKoZIz]O0DAQCcDQgAEhE3TICDKYEBD] fQsxpbvevutg9zE I

length : 182 \h{es.‘ 5 n:5 Col:1 Pos:183 Windows (CRLF)  UTF-8

° workspace20 -gk-65n-bootloader/src/key/cod~ ""\

File Edit Source
®B-4-:0
I3 Project Explorer >

factor Navigate Search
You must enclose each line in quotation marks (") and end the line with the \ symbol
Example: “300000000000000000000000000aa0a0a0eaocoaoacod

a ck-re65n-app
b4 Rr;c ck-rx65n-bootloader [Hardware

4
* PEM-encoded code signer public key.

» b- Binaries e F s : g .

5 Must include the PEM header and footer:
> [l Indudes AEEEEE BEGIN CERTIFICATE----- "\
v (Bsrc * "...basesd data..."\

» & FreeRTOS . - END CERTIFICATE----- =

» & fitos_config 7 = #idefine CODE_SIGNER_PUBLIC_KEY_PEM \

» |2 frtos_skeleton 38 ol BEGIN PUBLIC KEY----- N

) @ frtos,startup 39 *MFkWEWYHK0Z 12 @CAQYIKCZI2j@DAQCDQEAEREST JCDKYEBD] fQs xpbvevutgozE™

48 "ULGUKAm4gdt8BCyFaq5]1S3gMCNpuvSVw/TebhnwymAdQkaucPSiBf3Atg=="
v & key 41 eeee- END PUBLIC KEY----- 3
» th| code_signer_public_keyh 42

oL ii #endif /* CODE_SIGNER_PUBLIC_KEY_H_ */

> [ smc_gen a5 |

» [g] ck-reBSn-bootloader.c « »

' & HardwareDeb 7 P ——

\__A_‘ atr w;are -9 [2! Problems | &) Console | [Z] Properties @ Smart Browser | & Smart Manual B Renesas Debug Virtual Console 4 Search =0
vy X k| b P ¥ -~
? Tas

s <terminated > ck-rx65n-bootloader HardwareDebug [Renesas GDB Hardware Debugging] Renesas GDB server (Host) (Terminated Mar 5, 2025, 2:45:17

ck-ne5n-bootloader.repe Connecting to E2LITE, RX Target

1 ck-n65n-bootloader.scfg GDBServer endian : little

Target power from emulator : OFf I

(@) Developer Assistance . 2
Starting target connection
Firmware up to date at version '1.11.90.801'

Writable Smart Insert 45:1: 1800

Figure 2.43 Assign a Public Key to Bootloader Project

(2) Building the project.
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2.2.8.3 Creating the Initial Firmware
This section is used to create the initial firmware(userprog.mot), which is executed on the MCU before the
Over-The-Air process begins. Follow the setup steps below to generate the initial firmware correctly:
(1) Place the following files in the Renesas Image Generator folder:
e The results of the build process in Section 2.2.8.1: ck-rx65n-app.mot
e The results of building the bootloader in Section 2.2.8.2: ck-rx65n-bootloader.mot

o The private key created in Section 2.2.4: secp256r1.privatekey

(2) Use Renesas Image Generator to generate the initial firmware
Open a command prompt, navigate to the Renesas Image Generator folder, and execute the following

command to generate the file userprog.mot.

python image-gen.py -iup ck-rx65n-app.mot -ip RX65N_DualBank_ImageGenerator PRM.csv *

-0 userprog -ibp ck-rx65n-bootloader.mot -key secp256rl.privatekey -vt ecdsa -ff RTOS

RenesasImageGenerator>
python image-gen.py -iup ck-rx65n-app.mot -ip RX65N_DualBank_ImageGenerator_ PRM.csv -o" userprog -ibp ck-rx65n-bootloader.mot -
key secp256rl.privatekey -vt ecdsa -ff RTOS

Successfully generated the userprog.mot file.

Figure 2.44 Create the Initial Firmware

+ Parameter explanation:

o -iup: Input user program (.mot file for application firmware)

o -ip: Input parameter file (.csv with image generation settings)
o -o: Output file prefix (e.g., userprog.mot)

o -ibp: Input bootloader program (.mot file)

o -key: Private key file for signing the firmware

o -vt: Verification type (e.g., ecdsa for digital signature)

o ff: Firmware format (e.g., RTOS)
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3 Execute the Demonstration Project

(1) Start the Renesas Flash Programmer and open the flash.rpj project.

This step is used to add the flash.rpj file to Renesas Flash Programmer, which is used to flash the initial
firmware to the target board.

Follow the steps below to complete the setup.To open the project, select File > Open Project.

The flash.rpj ( project is located in the following folder of the sample program:

\ota_ck_rx65n_wifi_da_16600_app\flash_project.

§# Renesas Flash Programmer V3.15.00 -
bie| larget Deice  Help & Please specify the project file. >
Operation  Operation Settings  Block £
< v [ <« ota_ck.. » flash_project } w &) Search flash_project pel
Project Infarmation
Curment Project: mB5n_pin  Organize Mew folder =~ 1O 0
Microcontroller: RX Group 9 Documents Mame Date modified Type
Bt el I Pictures [ erase.rpj 11/26/2024 4:16 PM RP File

Sl sy & Music [ flash.rpj 3/5/2025 5:35 PM RPJ File

CRC-32: F4FE3849 i Videos
Screenpresso
Command test
Erase > Program > Verfy 1 HardwareDebug
HardwareDebug

Renesas Electroni
[ This PC
Fenezas Flagh Programmer W3.15.00 [. i Local Disk (%]

Loading Project (C:¥Users¥svantruong)
¥rxGGn_prigrxGhn_prirpj) 3 Network

File name: | n65n_pri.rgj ~ | Project files (*.rpj) w

Clear status and message

Figure 3.1 Open the flash_project.rpj Project
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(2) Select the initial firmware (userprog.mot)

Perform this step to flash the initial firmware to the MCU, which userprog.mot (created in

Section 2.2.8.3) is the initial firmware.

h Renesas Flash Programmer V3.15.00 =
File  Target Device Help

Operation  Operation Settings  Block Settings  Connect Settings  Unique Code

Project Information

Cument Project: flash.mij
Microcontroller: R¥ Group Endian:  Litle w
Program Files

1 l] [ Add/Remove Files... ] ]

Commar .. .~ _
| & File Details / —
Erase

[ 2Add File(s)... ]| Remove Selected Fi(s)
1Y
File Name 11. 4 . Type Address/Offget
2 F 1
Es Please specify the pregram file, X
Fenezas Flas
Loading Proje w — s Sear caclrmaneCGenerator
Yy BB prfér < T <« Rene.. » Renesasl|.. >, Search RenesasimageGenerator ©
Loading I;roje
¥flazhrp]
= Organize « Mew folder = - ] o
™ Home Mam Status Date modified
& | HJ Gallery D B5n-app.mot @
& 5on - Hitachi Van D B5n-app-new.mot @
5n-bootloader.mot @
& Deskiop D userprog.mot @
3
4 Downloads
—~
— Documents
Pictures
) Music
n Videos
Screenpresso
File name: v|\‘&supported files (".hex*.mot; ~
Cancel
’
Figure 3.2 Select the Initial Firmware
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(3) Click “Start” to begin flashing the initial firmware.

K Renesas Flash Programmer ¥2,15.00
Target Device  Help

Operation  Operation Settings  Block Settings  Connect Settings  Unigue Code

Project Information

Cumrent Project: flash.mj
Microcontroller: RX Group Endian:  Litle ~
Program Files

CRC-32: FAFE3849

Add/Remove Files...

Command

Erase > Program =3 Verify

Start

[Code Flash 1] 0xFFEFFFB0 - 0xFFFOF?FF  size: 2.1 K
[Code Flash 1] 0xFFFEFF&0 - OxFFFFFE7F  size : 23 K
[Zode Flash 1] 0xFFFFFF&0 - 0xFFFFFFFF  gize: 128

kiting data to the tareet device
[Config Area 1] 0xFE?FS0D00 - 0xFETFED2F  =size: 48
[Confie Area 1] (xFE7FS040 - 0xFETFADTF  =ize : 64

Werifving data
[Config Area 1] 0xFE?FS0D00 - 0xFETFED2F  size: 48
[Confie Area 1] 0xFE?FS040 - 0xFETFADTF  =ize: 64

Digconnecting the tool
Operation completed.

Clear status and message

Figure 3.3 Flash Initial Firmware
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(4) Check if the Wi-Fi is connected.
When the terminal displays the message highlighted in the image below, it indicates that the Wi-Fi

connection has been successfully established. Refer to Figure 3.4 for more details.

YT

onnection COMPLETE to 12:7hbh:c8:aBzel1:93

— DHCP Client WLANB: SEL(6>

it User Call-back : Success to connect Wi-Fi ...
= DHGP CGlient WLHNO: REQCL)
— DHCP Client WLAN@: CHK(8)>
= DHCP Client WLANB: BOUNDC18)
Assigned adde H .168.8.64

netmask H .255.

gateway = .168.
DNS addr : 8.8.8.8

DHCP Server IP : .168.8.1
Lease Time : BBm
Renewal Time

-— DHCP Client WLANB: SEL<6>

DHCP Client Started WLANG.

— DHCP Client WLANB: REQ<1>

= DHCP Client WLAN@: CHK(B)>

— DHCP Client WLANB@: BOUND<18>

Assigned adde : 192,

netmask
gateway
DNS adde

DHCP Server IP
Lease Time
Renewal Time

Figure 3.4 Active Wi-Fi Connection

If the message shown in the image below does not appear in the terminal, it means the Wi-Fi connection

is inactive or has not been established. Refer to Figure 3.5 for more details.

22} Network Interface Culand) & DOUN
- DHCP Client VLANG: STOP(H)

itk User Gall-hack & Wi-F1 disconnected ( reason_code =3 ) ...

22} Network Interface (uland) : (P
02} Associated with 12:ThicB:af:el 3

22} Network Interface (uland) : DON

Figure 3.5 Inactive Wi-Fi Connection
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(5) Request to update the firmware.
1.  Waiting for the network connection to be successfully established (see Figure 3.6).
2. Using the PC keyboard, select the terminal window and type the following string: update, then

press Enter. This sends the string via the USB serial connection of the CK-RX65N v2 in Tera Term.

T COM3 - Tera Term VT = O W

File Edit Setup Control Window Help
Firmware version 1.8.8

jelcome to Poc—Demo

Jaiting For network connection to be established. ..
@Hetwork connected successfully
[Flease input "update' to start demo:

furpdate
\

Figure 3.6 Send a Signal to Request a Firmware Update
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(6) Observe the Firmware Update Over-the-Air process

The firmware update process starts with progress messages such as 10%, 20%, up to 100% (indicating
that percent of flash memory blocks that was written new firmware) displayed in the terminal. Upon
successful completion, the firmware is updated from 1.0.0 to 1.0.1. If an error occurs during the update,

the MCU automatically resets, and the previous stable firmware version is retained.

| COM3 - Tera Term VT = O X
File Edit Setup Control Window Help

Firmuare version 1.8.@

lelcome to Poc—Demo

laiting for network connection to he established...
etwork connected successfully

Please input “"update" to start demo:

conplete.
conplete.
update: conplete.
update: conplete.

update: %
k4
k4
k4
update: # conplete.
k4
k4
k4
3

update:

update: conplete.
update: conplete.
update: conplete.
update: conplete.
update: # complete.
writing completed.

-6ﬁgratulatiuns! Firmware Updated Successfully.

eset device...
Firmuare version 1.8.1

heck the LEDs on the hoard.

Figure 3.7 OTA Result

Remark: Successfully updated the version from 1.0.0 to 1.0.1.

R11AN1014EA0100 Rev.1.00 RENESAS Page 43 of 47
Apr.22.25



RX Family AWS Cloud Connectivity for MCU Firmware Update Over-the-Air
on CK-RX65N v2 with Wi-Fi DA16600

4 Appendix

4.1 Known Issues for DA16600

4.1.1 Firmware Size Limit Causes Update Failure

The DA16200/DA16600 SDK V3.2.9.2 restricts firmware downloads from the server to under 256 KB.
Attempting to download firmware exceeding this limit results in an error, preventing successful

completion. This affects users needing larger firmware updates.

OTA Update : <MCU_FY> Download - Stant

OTA: <MCU_FW) FY size ervor. (Allowahle size = 262143, Receiving size = 1048576)

Figure 4.1 Error Log
41.2 Resolution

(1) Download DA16200/DA16600 FreeRTOS SDK V3.2.9.2

Access the DA16XXX - Ultra-Low Power Wi-Fi SoC for Battery-Powered 10T Devices | Renesas to
Download the DA16200/DA16600 FreeRTOS SDK V3.2.9.2

(2) Importing DA16600 FreeRTOS SDK Project into €2 studio.

Importing the DA16600 FreeRTOS SDK Project into e2 studio is similar to importing the DA16200
FreeRTOS SDK Project. Therefore, please refer to UM-WI-056 DA16200 DA16600 FreeRTOS Getting
Started Guide under Section 5.4 Importing DA16200 FreeRTOS SDK Project into e2 studio for detailed
instructions on the process.

(3) Modify the project.

e In e2 studio Project Explorer, open the file config_generic_sdk.h in the folder
da16600\get_started\include\user_main and modify the macro highlighted as below.

#if defined ( __SUPPORT OTA )
#define __ OTA_UPDATE_MCU_FW__
#endif //_SUPPORT OTA
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e In e2 studio Project Explorer, open the file da16200_map.h in the folder
da16600\core\bsp\driveriinclude\DA16200 and modify the two macros highlighted as below.

/* DA14531 BLE Firmware Download start */
#tdefine SFLASH_BLE_FW_BASE (SFLASH_14531 BLE_AREA_START)

/* DA14531 BLE Security DB Area start */
#tdefine SFLASH_USER_AREA BLE_SECURITY_DB (SFLASH BLE_FW_BASE + _ BLE_IMG_SIZE_ )

/* SFLASH User Area */
#tdefine SFLASH_USER_AREA 1 START 0Xx00600000
#tdefine SFLASH_USER_AREA 1 END 0Xx00800000

(4) Building project.
Please refer to UM-WI-056 DA16200 DA16600 FreeRTOS Getting Started Guide under Section 5.5

Building Projects for detailed instructions on the process.

(5) Flash the new firmware.
Flash the new firmware via Tera Term by following the instructions provided in the UM-WI-056 DA16200
DA16600 FreeRTOS Getting Started Guide under Section 4.5.2 Using Macro Script of Tera Term.
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4.2 Debugging

OTA_LOG in the project is used to provide additional error information during the debugging process.
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