REN ESAS Application Note

RX Family

Amazon FreeRTOS download with e2 studio

Introduction

Amazon FreeRTOS is a real-time operating system that augments the FreeRTOS kernel with libraries for
connectivity, security, and over-the-air (OTA) updates. Amazon FreeRTOS also includes some demo
applications that demonstrate Amazon FreeRTOS features on qualified boards.

Renesas e? studio is a development environment based on the popular Eclipse CDT (C/C++ Development
Tooling), covers build (editor, compiler and linker control) as well as debug interface. It also supports to
integrate the Amazon FreeRTOS demo applications and run them on Renesas boards.

Amazon FreeRTOS configuration feature in Smart Configurator provides a graphical user interface (GUI)
configuration and code generation tool for Renesas RX microcontroller family. It helps user save valuable
time to import project and take advantage of the functionality provided by the additional libraries. It also
provides a function to change the setting of Amazon FreeRTOS kernel through GUI easily.

Objectives

This document helps users to be familiar with the procedures to download, configure and run the Amazon
FreeRTOS demo applications using the new features of e? studio: downloading Renesas GitHub Amazon
FreeRTOS projects and configuring FreeRTOS libraries using Smart Configurator.

Operating Environment

Operation was confirmed in the following environments.

IDE e2 studio 7.5.0
Toolchains CCRX Compiler v3.0.1
Target devices Renesas RX Family
Emulators E2, E2 Lite, E1 and E20
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Note

AWS™ is a trademark of Amazon Web Services, Inc. (https://aws.amazon.com/trademark-guidelines/)
FreeRTOS™ is a trademark of Amazon Web Services, Inc. (https://freertos.org/copyright.html)
GitHube is a trademark of GitHub, Inc. (https://github.com/logos)
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1. Outline

This document describes the procedure to perform the demonstration for Amazon FreeRTOS on Renesas
RX family by introducing following steps:

e Prepare and configure the demo project
e Select the demo to run

e Set up AWS corresponding to the demo
e Set up hardware (target device)

e Configure debug serial port

e Build and run the demo
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2. Downloading from Renesas GitHub

2.1 Download source code from GitHub
Before e? studio v7.5, user must download the source code from GitHub manually, then import the project to

e? studio workspace. The new version of e? studio supports user to import the source code right inside the
IDE. Amazon FreeRTOS project importing functionality is supported in e2 studio v7.5 and above.

At the beginning, user would be able to choose the version of Amazon FreeRTOS package, and the selected
version will be downloaded from GitHub and imported automatically into the project. This makes it easier for
the user, so that the user can focus only on Amazon FreeRTOS configuration and writing application code.

The figure below shows how to import Amazon FreeRTOS project:

1. Launch e? studio v7.5
2. Select [File] — [Import..]
3. Select “Renesas GitHub Amazon FreeRTOS Project”

B import I X

Select ) |
=4

Renesas GitHub Amazon FreeRTOS Project

Select an import wizard:

type filter text

¥ = General ~
.E Archive File
i Existing Projects into Workspace
3 File System
# HEW Project
[l Preferences
3 Projects from Folder or Archive
& Rename & Import Existing C/C++ Project into Workspace
& Renesas CCRX project conversion to Renesas GCC RX
@ Renesas CS+ Project for CA78KOR/CA78KO0
= Renesas CS+ Project for CC-RX and CC-RL
IQ Renesas GitHub Amazon FreeRTOS Proiectl
&= C/C++ v

@ < Back Next > Finish Cancel

Figure 2-1 Download Amazon FreeRTOS projects from GitHub

R20ANO0543EJ0100 Rev.1.00 Page 5 of 39
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4,
setting” list box will be empty.

If there is no Renesas GitHub Amazon FreeRTOS project which is already downloaded, “RTOS Version

o Missing RTOS Version.

Renesas GitHub Amazon FreeRTOS Project

Specify a folder to copy selected Amazon FreeRTOS version in order to import the project.

(] pes

Folder: ‘ C:\Renesas\Workspace\aws

‘ Browse...

RTOS version setting

Version: |

vl

|Check for more version...l

S

Next > Finish Cancel

Figure 2-2 There is no Amazon FreeRTOS project downloaded yet

5. Select “Check for more version...” to show the download dialog.

e2] O X
Amazon FreeRTOS Module Download --E\Aﬂ

Select the Amazon FreeRTOS modules for download

Title Rev. Issue date Select All

E Amazon FreeRTOS v0.1.8  2019-05-...1 Deselect All
Module Folder Path:

‘ e \.edlipse\org.eclipse.platform_download\RTOS | Browse...

Figure 2-3 Amazon FreeRTOS download dialog
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6. Agree the end user license agreement.

This content is subject to the following license
agreements:

» Renesas EULA
» Amazon EULA

End User License Agreement{Sample Code) X

Figure 2-4 User license agreement
7. Wait for downloading completed.

Progress Information

@W® FreeRTOS module download
o

Downloading amazon-freertos-v0.1.9.zip - 2229443 bytes

Cancel

Figure 2-5 Downloading Amazon FreeRTOS project dialog

8. The downloaded version is shown.

Renesas GitHub Amazon FreeRTOS Project
Select RTOS version

Specify a folder to copy selected Amazon FreeRTOS version in order to import the project.

Folder: | C:\Renesas\Workspace\aws

Browse...

RTOS version setting

Version: |Amazon FreeRTOS v0.1.9 I

ICheck for more version...l

@ < Back Next > Finish

Cancel

Figure 2-6 Select source code version

R20ANO0543EJ0100 Rev.1.00
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9. Select the project to import. Only 1 project can be imported to 1 workspace. Keep “Copy projects into
workspace” unchecked.

Import Projects O X
Import Projects
Select a directory to search for existing Eclipse projects.
(®) Select root directory: | C:\Renesas\Workspace\aws\amazon-freertos-v0.1.9\demos\renesas ~ Browse...
(O Select archive file: Browse...
Projects:
I:‘ aws_demos (C:\Renesas\Workspace\aws\amazon-freertos-v0.1.9\demos\renesas\rx65n-gr-rose-uart-esp8266\gnurx-e2studia) ) Select All
[] aws_demas (C:\Renesas\Workspace\aws\amazon-freertos-v0.1.9\demos\renesas\r«65n-gr-rose\cax-e2studio) Deselect Al
esele
[[] aws_demos (C:\Renesas\Workspace\aws\amazon-freertos-v0.1.9\demos\renesas\r«65n-gr-rose\gnunc-e2studio-cpp) —
[[] aws_demaos (C:\Renesas\Workspace\aws\amazon-freertos-v0.1.9\demos\renesas\rx65n-gr-rose\gnurx-e2studio) Refresh
[] aws_demos (C:\Renesas\Workspace\aws\amazon-freertos-v0.1.9\demos\renesas\rx65n-rsk-uart-sx-ulpgn\ccrx-e2studio)
[] aws_demos (C:\Renesas\Workspace\aws\amazon-freertos-v0.1.9\demos\renesas\re65n-rsk-uart-sx-ulpgn\gnurx-e2studio)
[] aws_demas (C:\Renesas\Workspace\aws\amazon-freertos-v0.1.9\demos\renesas\rx65n-rsk\ccrx-e2studio)
M aws_demos (C:\Renesas\Workspace\aws\amazon-freertos-v0.1.9\demos\renesas\rx65n-rsk\e2studio\ccrx\user_application) |
I:‘ aws_demos (C:\Renesas\Workspace\aws\amazon-freertos-v0.1.9\demos\renesas\rx65n-rsk\gnurx-e2studia)
[] boot_loader (C:\Renesas\Workspace\aws\amazon-freertos-v0.1.9\demos\renesas\r«65n-rsk\e2studio\ccrd\boot_loader) v
Options
[_] Search for nested projects
L] Copy projects into workspace
] Hide projects that already exist in the workspace
Working sets
1 Add project to working sets New...
Select...
Figure 2-7 Select project to import
10.0pen project properties, select toolchain and builder, then specify toolchain version.
E Properties for aws_demos X
oo v -

type filter text
Resource
Builders
v C/C++ Build
Build Variables
Environment
Logging

C/C++ General

Renesas QE

Settings
Tool Chain Editor

Project References

Run/Debug Settings

Tool Chain Editor

Configuration: HardwareDebug [ Active |

[ Display compatible toolchains only

~ || Manage Configurations...

Current toolchainlLRenesas CCRX Toolchain I

Current builder: | CCRX Builder

Used tools

DSP Assembler
Common
Compiler
Assembler

Linker

Library Generator
Converter

RTOS Configurator

A | Select Tools...

Restore Defaults

Apply and Close

Apply

Cancel

R20AN0543EJ0100 Rev.1.00
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type filter text

Resource
Builders
v C/C++ Build
Build Variables

Environment

Logging

Tool Chain Editor
C/C++ General
Project References
Renesas QE
Run/Debug Settings

Properties for aws_demos

Settings

Configuration: HardwareDebug [ Active ]

% Tool Setting Device . Build Steps

Current Toolchain
Toolchain: Renesas CCRX

Version: v3.01.00

Change Toolchain (dick Apply before switching tabs)

Toolchain: Renesas CCRX

Version: |v3.01.00

~ || Manage Configurations...

Build Artifact @ Binary Parsers @ Error Parsers

~

~

Figure 2-8 Select toolchain
2.2 New folder structure

From version 0.1.9 of GitHub Amazon FreeRTOS source code, Renesas introduces a new folder structure
for device driver libraries (FIT). Instead of using generated code from Smart Configurator, a .bat file is added
to exclude the generated code from build and refer to modified FIT in the package.

&5 Project Explorer & B® T=0 @ aws_demo_runner.c aws_hello_world.c  ## aws_demos.scfg ==
G jsmn Software component configuration &
e mbecltls
v & mcu_vendor Components B E 3 ¥ Configure
v renesas % %
= board: . Property Value ~
e type filter text v @ Configurations
= amazon_freertos_common
] . v & Startup # Startup select Enable (use BSP startup
= configuration .
. ; ~ = Generic # User stack setting 1 stack
v £ rx_driver package .
& r_bsp #
~ = v115_customed K
& Drivers # interrupt stack size 0x1000
=r_bsp i
e byt & Middleware # Heap size @y
r_byteq . . . . - . .
o r ether m This will be included to build # Initializes C input and output libr Enable
3 B # Enable user stdio charget functic Use BSP charget() functi
& r_flash_rx - -
@ AWS_device_shadow #
& r_s12ad_rx -
o1 s « AWS_ggd # Enable user stdio charput functic Use BSP charput() funct
S & AWS_mqtt #
& tools -
2 directories txt « AWS_secure_socket # Processor Mode Stay in Supervisor mod
. ;kcs11 ) « AWS _tcp_ip # ID code 1 OxFFFFFFFF
vgsrc“ 2 OTAC Ahiast # 1D code 2 OxFFFFFFFF v
L_E;s_mg,geg_j < | This will be excluded from build < >
= aws_demos HardwareDebuq.launch & FreeRTOS Kernel
IE aws_demos_build_path_check_and_make.bat I
it aws demos.scfg v
< > Overview Board Clocks |Components|Pins| Interrupts
Figure 2-9 New folder structure of the project
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3. Configure the Amazon FreeRTOS

Smart Configurator perspective will be launched as shown below. In Amazon_demos.scfg panel, FreeRTOS
Kernel, Object and Amazon libraries packages are ready and displayed in Current Configuration in
[Overview] tab

8k aws_demos.sefg 3 = O
Overview information % &
Clocks Application under ~

development

Allow clock configuration
~=—Components

k[ Middleware .

Components Device -
driver | RTOS

T i
~=— Pins

Allow software component selection and configuration

Pins

Allow general pin configuration and pin configuration for selected software component

Interrupt
Allow general interrupt configuration and interrupt cenfiguration for selected software compenent

Click here te get more infermation on Toel Mews, Application Motes, Technical Update etc.

~ Current Configuration

Selected board/device: R3F365MED«FC (ROM size: 2MB, RAM size: 640KB, Pin count: 176)

Selected components:

Component Version Configuration =
100 ANS sgduse)
@ r_byteq 17 r_byteq(used)
@ AWS_tep_ip 1.0.0 AWS_tep_ip(used)
& r ether nx 1.15 r_ether_nd(used)
100 FreeRTOS_Dbject{used)
@ r_scimx 2.20 r_sci_nc({used)
E FreeRTOS_kernel I 1.0.0 FreeRTOS_Kernel{used) w
v
Overview | Board | Clocks | Components | Pins | Interrupts
Figure 3-1 Smart Configurator perspective with Amazon FreeRTOS
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3.1 Amazon FreeRTOS Kernel

1.
2.

In [Components] tab, select [FreeRTOS_kernel] layer in the Components tree at the left panel.

The corresponding parameter is displayed in the right panel for users to quickly manage FreeRTOS
kernel setting.

This provides all possible configuration setting options for FreeRTOS kernel.

Click on any configurations option setting in the right panel to display its definition as shown in the picture
below.

{8 aws_demos.scfg 52 = 0
Software component configuration & &
Components g E 2% Configure
B ﬁroperty Value }
type filter text ~ @ Cenfigurations
# Backward Compatibility Enable
v (& Drivers " # RTOS scheduler Preemptive
v e A;D Converter ## Port optimised task selection [ Disable
g". rs12ad # Maximum number of priorities to the application 7
v & I\r:I_emor)r # The frequency of the RTOS tick interrupt 1000
3" 1_flash_rx # The size of the stack used by the idle task (unsigned short ) 512
v (= Communications # The totel amount of RAM available in the FreeRTt ( size_t) (128U 1024U)
"r__ r_ether_rx # The maximum permissible length of name 12
?r fse # Use trace facility Enable
v & Middleware # Use 16bit ticks [ Disable
v & Generic # Idle should yield Enable
3’ r_byteq # Mutex functionality Enable
v (= RTOS # Recursive mutex functionality Enable
v & RT_OS Libary # Queue registry size 8
"r AWS_device_shadov # Use application task tag [ Disable
L4 AWS_ggd # Counting semaphore functionality Enable
L4 AWS_matt # Using Alternative API Disable
if' AWS _secure socket \ # Thread local storage pointers 3 y
o AWS_tcp_ip
v (= RTOS Object Macro definition:configUSE_PORT_OPTIMISED_TASK_SELECTION
& FreeRTOS_Object Er.'lable:ler!able port optlrtms.ed task selection
w [= RTOS Kernel
& FreeRTOS_Kemel
v
< >
Overview |Board | Clockk | Components | Bins | Interrupts

Figure 3-2 FreeRTOS_Kernel configuration panel

3.2 Amazon FreeRTOS Object

1. In [Components] tab, select [FreeRTOS_Object] layer in the Components tree at the left panel.

2. Go to option setting in the right panel to configure objects such as task, semaphores, queues, software
timer, event groups, stream and message buffers.

3. Under object labels, click +/- buttons to create new objects. All options settings can be edited and
updated at any time.

o Tasks:

New task will be created/deleted after clicking +/- buttons. Option setting will be showed in the right panel

where Initialize, Task Code, Task Name, Stack Size, Task Handler, Parameter and Priority can be

edited.

The task can be created by two ways:

— kernel start: created task will be executed after calling vTaskStartScheduler().

— manual: prepare some tasks that user thinks it will be useful later. The tasks created by this way will
not be executed at the beginning after vTaskStarScheduler() is called unless changing to kernel start
mode.

R20AN0543EJ0100 Rev.1.00 Page 11 of 39

Aug.20.19 RENESAS




RX Family

Amazon FreeRTOS download with e2 studio

8% *aws_demos.scfg 33
Software component configuration

Components Configure

SN

&

=

O

(G

Semaphores Queues Software Timers Event Groups Stream Buffers Message Buffers

type filter text

+/-

s [= Drivers
v (= A/D Converter
‘}' r_sl2ad_rx

@ |k
@ |k
[+

Initialize

Task Handler
MNULL
MNULL

Parameter
MNULL
MNULL

Stack Size
512
512

Task Code
task_1
task_2

Task Mame
task_1
task_2

Pricrity
1
1

ernel start

ernel start

v [= Memory
%“ r_flash_mnc
w [= Communications
.f'-' r_ether_n
9 rscin
v [= Middleware
w [= Generic
& rbyteq
w [= RTOS
w [~ RTOS Libary
.{ AWS_device_shadov
& AWS_ggd
& AWS_magtt
& AWS_secure_socket
& AWS_tcp_ip

v_[= RTOS Object
~ FreeRTOS Object

s [= RTOS Kernel

& FreeRTOS_Kernel

< >

€

Overview | Board | Clocks | Components | Pins | Interrupts

F

Semaphores:
New Semaphores will be created/de

igure 3-3 Tasks configuration panel

leted after clicking +/- buttons. Option setting will be showed in the

right panel where Semaphore Type and Semaphore Handler can be edited.

Bk *aws_demos.scfg 11

SO'H:WEII‘I aws_demos/aws_demos.scfg iration

Components Configure

B E 3~

%

Tasks

=

Queues  Software Timers  Event Groups  Stream Buffers  Message Buffers

type filter text

w [= Drivers
w = A/D Converter
% r_s12ad_mx

Q00+

Semaphore Type  Semaphore Handler
binary v | semaphore_handle_1
mutex v | semaphore_handle_2

~ [= Memory
% r_flash_rc
w [= Communications
& rether_n
‘} r_sci_nc
w [= Middleware
~ [= Generic
& rhyteq
v (= RTOS
w (= RTOS Libary
f AWS_device_shadov
& AWS_ggd
& AWS_mgtt
f— AWS_secure_socket
& AWS_tcp_ip

~ [= RTOS Object
w [= RTOS Kernel
& FreeRTOS_Kemel

< >

£

Overview Board | Clocks | Components | Pins | Interrupts

Figu

re 3-4 Semaphores configuration panel

R20AN0543EJ0100 Rev.1.00
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e Queues:
New Queues will be created/deleted after clicking +/- buttons. Option setting will be showed in the right
panel where Queue Handler, Queue length and Items size can be edited.

{8 "aws_demos.scfg 53 = 8
Software component configuration % &
Components = :’.?:p ~ Configure

W Tasks SEmaphUrEsSDﬂ:ware Timers Event Groups Stream Buffers Message Buffers

type filter text Cueue Handler Queue Length  ltemns Size

+f
w = Drivers - ° queue_handle_ 2 100 sizeof(uint32_t)
v = A/D Converter ° queue_handle_3 100 sizeof(uint32_t)
ﬁr r_s12ad_mx o
v [= Memory
% 1_flash_rx
+~ = Cemmunications
& rether
% 1_sCi_rx
v [= Middleware
v [ Generic
% _byteq
v [= RTOS
w [= RTOS Libary
*— AWS_device_shadov

& AW5_ggd
& AWS_mqtt
fv AWS_secure_socket
& AWS tep ip
~_[= RTOS Object
| FrecRTOS Object |

v [~ RTOS Kernel
& FreeRTOS_Kernel

£ >
€ >

Overview |Board | Clocks | Components | Pins | Interrupts

Figure 3-5 Queue configuration panel

o Software timer:
New Software timer will be created/deleted after clicking +/- buttons. Option setting will be showed in the
right panel where specific parameters can be edited.

8% *aws_demos.scfg 51 = 8
Software component configuration SR
Components = :'.’=:;> ~ Configure

B Tasks  Semaphores Queues Event Groups  Stream Buffers Message Buffers

/- swhimerHandler swTimer Name swTimer Pened  Auto Reload  swTimerID Callback Function
swt_handle_1 Timer_1 100 Falze v 0 MULL
swt_handle_2 Timer_2 100 False vl 0 MULL

type filter text

+

w [ Drivers A~
w = A/D Converter
‘}' r_s12ad_me
v = Memory
%“ 1_flash_rx
~ [= Communications
f r_ether_n
‘2; _sCi_rx
v (= Middleware
w [~ Generic
9 rbyteq
v [= RTOS
w (2= RTOS Libary
f- AWS_device_shadov
& A4Ws_ggd
@& AWS_mqtt
f AWS_secure_socket
& AWS_tep_ip

~ (= RTOS Object
w [~ RTOS Kernel
.{ FreeRTOS Kernel

00

< >

< >

Overview | Board | Clocks | Components| Pins | Interrupts

Figure 3-6 Software timer configuration panel
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e Event group:
New Event group will be created/deleted after clicking +/- buttons. Option setting will be showed in the
right panel where specific parameters can be edited.

8 “aws_demos.scfg 23 = 8
Software component configuration o R
Components = T Configure
% Tasks ~ Semaphores Queues Software Timers Stream Buffers Message Buffers

type filker text [ +(-  Event Group Handler

w [= Drivers ~ Q event_grp_handle_1
v = A/D Converter O
%" r_s12ad_ne e
v [= Memory
%" r_flash_r«
w [= Communications
.{ r_ether_nc
%" r_sci_nc
w = Middleware
v [= Generic
& rbyteq
w = RTOS
w [= RTOS Libary
f AWS_device_shadov
& AWS_ggd
& AWS_mgtt
f AWS_secure_socket
& AWS_tcp_ip
w oo BT0S Ohie
w [= RTOS Kernel
& FreeRTOS Kernel

v
< >

£ >

Overview | Board | Clocks | Components | Pins | Interrupts

Figure 3-7 Event group configuration panel

¢ Stream buffers:
New Stream buffers will be created/deleted after clicking +/- buttons. Option setting will be showed in the
right panel where specific parameters can be edited.

{8 “aws_demos.scfg 23 = 8
Software component configuration SR=]
Components =] £ Configure
i Tasks  Semaphores Queues Software Timers Event Group;Message Buffers

+/-  Stream Buffer Handler  Stream Buffer Size  Trigger Level

type filter text

~ (= Drivers ~ © | stream_bff_handle_1 | 100 10
v (= A/D Converter o
‘2» r_s12ad_m
v [= Memory
‘2» r_flash_rx
w [7= Communications
& r_etherrx
9 rscimx
~ [= Middleware
~ [= Generic
% rhbyteq
w [= RTOS
~ [z RTOS Libary
& AW5_device_shadov
& AWS_ggd
& AWS_mqtt
& AWS_secure_socket
& AWS_tcp_ip
~_[= RT0S Object
w [= RTOS Kernel
& FreeRTOS_Kemel

W
< >

< >

Overview | Board | Clocks | Components| Pins| Interrupts

Figure 3-8 Semaphores configuration panel
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e Message buffers:
New message buffers will be created/deleted after clicking +/- buttons. Option setting will be showed in
the right panel where specific parameters can be edited.

8% *aws_demos.scfg 1 = 0O

Software component configuration Bl &
Components = ;.;:9 ~ Configure

i Tasks  Semaphores Queues Software Timers Event Groups Stream Buffers |Message Buffers

type filter text +/-  MsgBuffer Handler MsgBuffer Size
v = Drivers ~ © | msg_bff handle 1 | 100
v [= A/D Converter O
‘} r_s12ad_m
v = Memory
ﬁr r_flash_rx
v [= Communications
f r_ether_m
ﬁr r_sci_mx
~ [= Middleware
~ [ Generic
% r_byteq
~ [= RTOS
~ [= RTOS Libary
.( AWS_device_shadov
& AWS_ggd
& AWS_mqtt
& AWS_secure_socket
& AWS_tcp_ip

~ = RTOS Object
w [= RTOS Kernel
& FreeRTOS_Kernel

W
< >

£ >

Overview | Board | Clocks | Cemponents | Pins | Interrupts

Figure 3-9 Semaphores configuration panel
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3.3 Amazon FreeRTOS libraries
All supported configurations of these Amazon FreeRTOS libraries are showed as following contents:

¢ Device shadow: AWS_device_shadow
e Green Grass: AWS ggd
e MQTT: AWS_mqtt
e Secure Socket: AWS_secure_socket
e TCPIP: AWS_tcp_ip
1. In [Components] tab, select [RTOS_Library] layer in the Components tree at the left panel.
2. Go to option setting in the right panel to configure these Amazon FreeRTOS libraries as Figure 3-10.
{8 aws_demos.scfg 22 | [n) FreeRTOSConfig.h = 0
Software component configuration GRS
Components [=| Eo g Configure
® Property Value
type filter text v Configurations
- # MNumber of jsmn tokens 64
v & Startup # The JSON key input
v&E Gf”e'l;‘ # ShadowConfigUNIQUE_CLIENT_TOKEN_CHECK r Enable
W rbsp
w [= Drivers Property Value
v (= A/D Converter v Configurations
lf' r_s12ad_rx # The number of network interface 0
v [= Memory it _Size of the array forfokens 1248
@ rflash_n Property Value
w [= Communications v Configurations
nr r_ether_rx # Report usage metrics to the AWS |oT broker Disable
.{-' r_sCi_r # The maximum time task waits 120000
v = Middlewa.re Property Value
v e anerl;c v Configurations
R’rolg rbyteq # Byte order of the target MCU pdLITTLE_ENDIAN
veE RTOS Lib / # Default socket send timeout 10000
v |_arv. # Default socket receive timeout 10000
o AWS_deviceshadow]
& AWS_ggd - Property Value
@ AWS_mgEE | v Configurations
@& AWS_secure socket b # Print out the debugging messages Disable
@ AWS_tg‘:_J;;J_:K“ ] # Print outthe messages Disable
w [~ RTOS5 Object Tt # Byte order of the target MCU pdLITTLE_EMDIAMN
& FreeRTOS_Object # IP/TCP/UDP checksums Disable
w [= RTOS Kernel K # Block several AP| for FreeRTOS_recv() 10000
* FreeRTOS_Kernel \\\\\ # Block several AP| for FreeRTOS_send() 10000
## DNS caching 1
-\\- # ipconfigDNS_REQUEST_ATTEMPTS can be kept It 2
Overview | Board | Components | Interrupts ## Setthe priority of the task for IP stack confighAX_PRIORITIES - 2
dh Thm e i sssmedde sk e dmrd romfiabAIMIKAAl CTAFCK CIFC * £

Figure 3-10 Amazon FreeRTOS libraries configuration panel
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For example, Amazon TCP IP configuration:

e The corresponding parameter is displayed in the right panel for user to quickly manage the Amazon TCP
IP setting. This provides all possible configuration setting options for the Amazon TCP IP setting.
e Click on any configurations option setting in the right panel to display its definition as shown in the picture

below.

h aws_demosscfg 52 = O
Software component configuration % &
Components =] ER (Configure )

W Property Value &
type filter text w @ Configurations
# Print out the debugging messages Disable
_'{ r_bsp ~ # Print out the messages Disable
v (& Drivers # Byte order of the target MCU pdLITTLE_ENDIAN
v & A/D Converter # IP/TCP/UDP checksums Disable
% r.s12ad_nc ## Block several AP for FreeRTOS_recv() 10000
v & Memoy # Block seversl API for FreeRTOS_send() 10000
3 1_flash_rx # DNS caching Disable
v & Communications # ipconfigDNS_REQUEST_ATTEMPTS can be kept It 2
- ’—Etf“e'—”‘ # Set the priority of the task for P stack confighMAX_PRIORITIES - 2
& rscine # Thesize in words (not bytes) configMINIMAL_STACK_SIZE* 5
v (&= Middleware # Function is called when the network connects or Disable
v (5 Generic # Max send black ime 5000/ portTICK_PERIOD_MS
& rbyteq # Use DHCP APls Disable
v & RI0s # Use DHCP APls Disable
v (& RTOS Libary # Use DHCP APIs Disable
& AWS_device_shadow # Use DHCP APIs Enable
'*_'_ AWS_ggd # DHCP callback function Enable
& AWS mqtt # Interval between transmissions 120000 / portTICK_PERIOD_MS v
Macro definition:ipconfigSOCK_DEFAULT_RECEIVE_BLOCK_TIME
Several API's will block until the result is known, or the action has been performed the timeouts can be set per socket for FreeRTOS_recv()
v (= RTOS Object
& FreeRTOS_Object
v [= RTOS Kernel
FreeRTOS Kernel
< - 1\l J

Overview | Board | Clocks | Compenents | Pins | Interrupts

Figure 3-11 TCP IP configuration panel
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4. Code generation

1. After configuring, FreeRTOS kernel, object and libraries code or middleware modules can be generated
and imported to the project source folder by clicking “Code Generation” button.

Bk "aws_demos.scfg 53 = 0
aws_demos/aws_demos.scfg
Software com
Components S & v Configure
i Property Value 2
type filter text v @ Configurations
- # Backward Compatibility Enable
v & Drivers ~ # RTOS scheduler Preemptive
v & A"D Converter # Port optimised task selection [ Disable
2' rs12ad_n # Maximum number of priorities to the application 7
=4 I\c’.lnemor)r # The frequency of the RTOS tick interrupt 1000
2' r_flash_rx. # The size of the stack used by the idle task (unsigned short ) 512
v (= Communications # The total amount of RAM available in the FreeRT¢ ( size_t ) ( 128U * 10241 )
f__ r_ether_rx # The maximum permissible length of name 12
2' rse_n # Use trace facility [7] Enable
v & Mlddlewa.re # Use 16bit ticks [ Disable
v & Generic # Idle should yield Enable
2’ rbyteq # Mutex functionality [V] Enable

Figure 4-1 “Code Generation” button

2. The source code will be generated under renesas_code folder: [frtos_skeleton] and [frtos_startup]
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5. Application development

1. Two folders are generated under renesas_code folder: [frtos_skeleton] and [frios_startup]

5 Project Explorer E3 ==
~ == aws_demos [HardwareDebug]

ig-,-_ﬁ' Binaries

[pjt) Includes

v [ application_code
[y commen_demos
w [= renesas_code
[ config_files
w = frios_skeleton
€] task_l.c
[h| task_function.h
v [= frtos_startup
[ freertos_ohject_init.c
[¢| main.c

w @ config_files N

[k aws_bufferpool_config.h

[A| aws_demao_config.h

[k aws_ggd_config.h

[k aws_mgqtt_agent_config.h
[k aws_mgtt_config.h

[R| aws_ota_agent_config.h

[k aws_pkes11_config.h

@ aws_secure_socckets_config.h
[k aws_shadow_config.h

[R| aws_wifi_config.h

'i FreeRTOSC-:nnﬁg.hl

[k FreeRTOSIPConfig.h

\ [k mbedtls_user_config.h W,
B lib

= HardwareDebug

|=| aws_demos HardwareDebug.launch
aws_demos_build_path_check_and_make.bat
iz:':f aws_demos.scfg

Figure 5-1 Project Explorer
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frtos_skeleton includes task’s skeleton where user implements own code.

3
frtos_startup includes corresponding initialization code which is created after clicking generation button 'Ej

[ ProjectBxplorer 522 [E1 G, ¥ = O 8 "aws demos.scfg [€] "task_1.c &2

. End user code. Do not edit comment generated here */
[H] task_function.h

= frios_startup

[ main.c 32

[ config_files ??

8 lib -
(o5 src

aws_demos HardwareDebug.launch
aws_demos.scfg

* start user code for other. Do not edit comment generated here
* End user code. Do not edit comment generated here */

B

!

v b§ aws_demos [HardwareDebug] 2 ® * DISCLATIMER[]
@l Includes 28 @® Includes  <System Includes> , "Project Includes”
v (8 application_code 22 #include "task _function.h”
= - 23 = /* Start user code for import. Do not edit comment generated here */
[y common_demos 24 " End user code. Do not edit comment generated here */

~ [ renesas_code 25

(27 config_files 26 - woid task_1(void * pvParameters)
{
v

BEDE;ztE:iUH = /* start user code for function. Do not edit comment generated here */

)

Figure 5-2 Task’s skeleton where user implement application

2. The configurator automatically generates the code reflecting the configuration choices

Kernel: in <Amazon_demos>/config_files/ FreeRTOSConfig.h”

Object: in <Amazon_demos>/application_code/renesas_code/frtos_startup/ FreeRTOSConfig.h”
Amazon libraries: in <Amazon_demos>/config_files/”. For example, Amazon_mqtt_config.h

BE® v=0O
~ 15 aws_demos [HardwareDebug]

3 Binaries bt

[25 Project Bxplorer 53

l [g) freertos_object init.c 53 l
{

ES - while (1)
[ Includes oo {
~ [ application_code 91 /* Failed! Semaphore can not be created. */
(G common_demos 92 }
~ [= renesas_code 93 }
94
ey config files a5 phore_handle_2 = p reateMutex() ;
(& frtos_skeleton 95 5 if (semaphore_handle_2 == NULL)
e while (1)
/* Failed! Semaphore can not be created. */
[ aws_bufferpool_configh ' !
[A] aws_demo_configh
/ queue creation /

(A aws_ggd_config.h

aws_matt
|| aws_ota_agent_config.h

[B] aws_pkest1_configh

[A] aws_secure sockets_configh
[h] aws_shadow_config.h

|| FreeRTOSIPConfig.h
A mbedtls._user_config.h
8 lib
(& HardwareDebug
5] aws_demos HardwareDebug Jaunch

queue_handle_2 = xQueueCreate(188, sizeof(uint32_t));
©  if (queue_handle 2 == NULL)

/* Failed! Queue can not be created. */

ine configTOTAL_HEAP_SIZE

59 Fine configMAX_TASK_NAME_LEN
50 fine configUSE_TRACE_FACTLITY
fine configUSE_16_BIT_TICKS
fine configIDLE_SHOULD_YIELD
fine configUSE_CO_ROUTINES
fine configUSE_MUTEXES

Maximum length of the topic which can be stort
#define mqttconfigSUBSCRIPTION_MANAGER_MAX_TOPIC_LENGTH

® Maxinum number of subscriptions which can be :
53 #define mqttconfigSUBSCRIPTION MANAGER MAX_SUBSCRIPTION:

g
7

[] aws_demos_build_path_check_and_make bat @/ 65 fine configUSE_RECURSIVE_MUTEXES
% aws_demos.scfg Uncomment the following twe Lines to enable asserts. 68 fine configQUEUE_REGISTRY SIZE
/ a7 fine configUSE_APPLICATION_TASK_TAG
& /* extern void vAssertCalled( const char *pcFile, uint3] 68 Fine configUSE_COUNTING_SEMAPHORES
/* #define mgttconfigASSERT( x ) if( ( x ) == @ ) vAsse &9 fine configUSE_ALTERNATIVE_API
70 fine configUM_THREAD_LOCAL_STORAGE_|
71 fine configRECORD_STACK_HIGH_ADDRESS
extern void vAssertCalled( void ); 7z . .
#define mqttconfigASSERT( x ) if( ( x ) == @ ) vAssertC: 73 fine configUSE_DAEMON_TASK_STARTUP_H
® set this macre to 1 for enabling debug legs.[] = fine configCPU_CLOCK HZ
#define mqttconfigENABLE DEBUG LOGS @ 6 Fine configPERTPHERAL CLOCK HZ
77 fine configUSE_QUEUE_SETS
#endif /* _AWS MQTT_CONFIG H_ */ 78
by SR -- T 79 Hook function related definitions
< > <

POINTERS

100K 1
(BSP_ICLK HZ)
(BSP_PCLKB_HT)
1

Figure 5-3 Kernel, object and Amazon libraries configuration file

R20AN0543EJ0100 Rev.1.00

Aug.20.19

RENESAS

Page 20 of 39




RX Family Amazon FreeRTOS download with e2 studio

6. Select the demo to run

User can select the project to run in
${PROJECT_LOC}application_code/common_demos/source/aws_demo_runner.c by commenting out all
functions except the selected one.

%5 Project Explorer & 8% v=0 [ aws_demo_runner.c ¥ =B
v i aws_demos [HardwareDebug] A 39 /* extern void vStartDeviceDefenderDemo( void ); */ ~
& Indludes 40 /* extern.\/oid \/S'tartGreenGr‘assDis?overyTask( void ); */
« &8 applicati d 41 extern void vStartMQTTEchoDemo( void );
s application_code 42 =/* extern void vStartOTAUpdateDemoTask( void ); */
™ & common_demos 43 /* extern void vStartShadowDemoTasks( void ); */
& indude 44 /* extern void vStartSimpleTCPServerTasks( void ); */
~ & source 45 /* extern void vStartSubpubDemoTasks( void ); */
46 /* extern void vStartTCPEchoClientTasks_SeparateTasks( void ); */
— = - o 47 /* extern void vStartTCPEchoClientTasks_SingleTasks( void ); */
L&t aws_dev_mode_key_provisioning.c 48
[& aws_hello_world.c 49 oy *
[# aws_logging_task_dynamic_buffer 50 )
% aws_shadow lightbulb_on_off.c 52 o *‘ Runs demos in the S¥Stem'D
. h 54 “void DEMO_RUNNER_RunDemos( void )
L& aws_subscribe_publish_loop.c 55 {
& renesas_code 56 /* vStartDeviceDefenderDemo(); */
[& main.c 57 /* vStartGreenGrassDiscoveryTask(); */
~ @ config_files 58 vStartMQTTEchoDemo( ) ;
* . %
i aws_bufferpool_config.h 59 /* vStar‘tOTAUpdateDemoTaskf); /
) 60 /* vStartShadowDemoTasks(); */
5 aws_demo_configh v o6l /* vStartSimpleTCPServerTasks(); */ v
< > < >

&) /aws_demos/application_code/com..._demos/source/aws_demo_runner.c

Figure 6-1 Demo runner file

The following table lists the functions in aws_demon_runner.c file and their corresponding demos.

Table 6-1 Functions and corresponding demos

Function Demo Description
vStartMQTTEchoDemo MQTT Echo Appendix 9.1.
vStartGreenGrassDiscoveryTask Greengrass Discovery Appendix 9.2.
vStartOTAUpdateDemoTask OTA Update T.B.D
vStartShadowDemoTasks loT Shadow T.B.D
vStartSimpleTCPServerTasks Simple TCP Server Appendix 9.3
vStartTCPEchoClientTasks_SeparateTasks | TCP Echo Appendix 9.4
vStartTCPEchoClientTasks_SingleTasks
vStartDeviceDefenderDemo Device Defender T.B.D
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7. Setup AWS

To run the Amazon FreeRTOS demos, user needs an AWS account, an IAM user with permission to access
AWS IoT and Amazon FreeRTOS cloud services.

To set up AWS account and permission, please refer to
https://docs.aws.amazon.com/freertos/latest/userguide/freertos-account-and-permissions.html.

Next, user needs to register the board with AWS loT as described at
https://docs.aws.amazon.com/freertos/latest/userguide/get-started-freertos-thing.html.

To make the demo communicate with AWS, user needs to configure the source code as described at
https://docs.aws.amazon.com/freertos/latest/userguide/freertos-configure.html.

For steps to set up the services for each demo in the package, please refer to the appendix as Table 3-1.
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8. Hardware setup
User also needs to set up the specific hardware to work with the source code setup. For example:

e RSK64M:

— J3: pin 1-2 shorted.

— J4: pin 1-2 shorted.

— Other pins/switches: default settings as RSK schematics.
e RSK71M:

— J9: pin 1-2 shorted.

— J13: pin 1-2 shorted.

— Other pins/switches: default settings as RSK schematics.
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9. Debuglog

The demo outputs debug log via SCI port. If user wants to check the debug logs, connect a terminal
emulator, such as Tera Term, to the serial port which is used by SCI driver.

Tera Term: Serial port setup X ‘

2 COM4 v

Port: 0K

Speed: 115200 v

Data: 8 bit v Cancel

Parity: none v

Stop bits: 1 bit v Help

Flow control: none v

Transmit delay

0 msecichar 0 mseciline

Figure 9-1 Serial port setup for terminal emulator (e.g. Tera Term)
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10. Build and run

After performing all above setups, continue following steps to build and run the demo.

1. Right click on the project in Project Explorer, select “Build”.

2. Confirm that the emulator (E2/E2 Lite) is connected to the board.

3. From top menu, select [Run] — [Debug Configuration].

4. Expand Renesas GDB Hardware Debugging, and choose aws_demos HardwareDebug

Debug Configurations >

Create, manage, and run configurations

= X | = :=:=> v MName: | aws_demos HardwareDebug
type filter text Main %3 Debugger| = Startup| [-] Common % Source
[©] C/C++ Application o Project:
[©] C/C++ Remote Application
=/ EASE Script | aws_demos | Erowse...
[c] GDB Hardware Debugging C/C++ Application:
GDB Simulator Debugging (RHE50]
e imulator Debugging ) | HardwareDebug/aws_demos.abs
Java Applet

Java Application Variables... Searcb Project... Browse...

& Launch Group
= Launch Group (Deprecated)

Remote Java Application Build Cenfiguration: |Select Automatically =
~ [£7 Renesas GDB Hardware Debugging

Build (if required) before launching

aws_demos HardwareDebug | (O Enable auto build (O Disable auto build
| Renesas_Simulator Debugging (RX, RLVE) (®) Use workspace settings Configure Workspace Settings...
Filter matched 13 of 15 items Revert Apply
®I Debug Cloze
Figure 10-1 Select launch configuration
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5. Choose the Debugger tab, and then choose the Connection Settings tab. Confirm that your connection

settings are correct.

I B8 Debug Configurations bt

Create, manage, and run configurations

- =+,
= X | = Mame: |aw5_dem05 HardwareDebug
type filter text Mai 3@5‘* Debugger | @ Startup | [C] Common E:/ Source

[T] C/C++ Application

[5] C/C++ Remote Application ||| Debug hardware: Target Device: | RSFS65NE_DUAL

=/ EASE Script
[€] GDE Hardware Debugging GDB Settings Connection Settings  Debug Tool Settings
[t GDB Simulator Debugging | 7~ Clock P
Java Appllet . Main Clock Source EXTAL W
Java Application Extal Frequency[MHz] 24,0000
£@ Launch Group Permit Clock Source Change On Writing Interna Yes v
= Launch Group (Deprecated] « Connection with Target Board
Remote Java Application Emulator (Auto)
h qw& Connection Type ITag v
[c7] aws demos HardwargD: ITag Clock Frequency[MHz] 6.00 W
E Renesas Simulator Debuggi Fine Baud Rate[Mbps] 1.50
Het Plug No W
v Power
Power Target From The Emulator (MAX 200mA) Mo v
Supply Voltage[V] 3.3
v CPU Operating Mode
Register Setting Single Chip v
Mode pin Single-chip mode
Change startup bank Mo v
\_ Startup bank Bank 0 J
< >
Revert Apply

Filter matched 13 of 15 items

~

9.

Figure 10-2 Hardware debug configuration

Choose Debug to download the code to your board and begin debugging.
e? studio might ask to change to Renesas Debug Perspective. Choose [Yes].

. After the code is downloaded to the board, choose [Resume] to run the code up to the first line of the

main function. Choose [Resume] again to run the rest of the code.
Check the debug log shown in terminal emulator.

10.Check the expected output on AWS console (if any) as described in appendix.
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11. Website and support

AWS Amazon FreeRTOS forum: http://forums.aws.amazon.com.
Renesas GitHub for RX MCUs: https://github.com/renesas-rx/amazon-freertos.
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12. Appendix

The Appendix contains detailed descriptions of AWS setup for each demo, as well as steps to get the
expected output.

12.1 MQTT Echo

This demo application uses the Amazon FreeRTOS MQTT library to connect to the AWS Cloud and then
periodically publish messages to an MQTT topic hosted by the AWS IoT MQTT broker.

12.1.1 Set up AWS MQTT client

This setup is to check the messages sent by this demo.

1. Sign into the AWS loT console.

2. In the navigation pane, choose [Test] to open the MQTT client.

3. In Subscription topic, enter “freertos/demos/echo”, and then choose [Subscribe to topic].
Then user can see the messages that device sends to AWS Cloud.

12.2 Greengrass Discovery

The Greengrass Discovery demo publishes a series of messages to the Greengrass core, and to the AWS
loT MQTT client. In addition to the setup described in chapter 4, user needs to set up AWS IoT Greengrass
permission, Greengrass group, Greengrass Core.

12.2.1 Set up environment for Greengrass Core

To set up the Greengrass Core, user need a Raspberry Pi 3 Model B+ or Model B with an 8 GB microSD
card, or an Amazon EC2 instance.

To set up for Raspberry Pi, please refer to
https://docs.aws.amazon.com/greengrass/latest/developerguide/setup-filter.rpi.html.

To set up for EC2 instance, please refer to
https://docs.aws.amazon.com/greengrass/latest/developerguide/setup-filter.ec2.html.

12.2.2 Install Greengrass Core software

This procedure includes steps for configuring and starting the core software on the Greengrass Core device.
These instructions are applied for Raspberry Pi, but user can use any supported device.

To configure AWS loT Greengrass on AWS IoT, please refer to
https://docs.aws.amazon.com/greengrass/latest/developerguide/gg-config.html.

To start AWS IoT Greengrass on core device, please refer to
https://docs.aws.amazon.com/greengrass/latest/developerguide/gg-device-start.html.

12.2.3 Set up AWS loT Greengrass permission

After setting up AWS and AWS loT Greengrass, user needs to configure some additional permissions for
AWS loT Greengrass. User can achieve this step by referring to
https://docs.aws.amazon.com/freertos/latest/userguide/gg-demo.html and focusing on following items:

1. To set up AWS IoT Greengrass permissions

2. To create a new AWS loT Greengrass policy

3. To attach the AWS IoT Greengrass policy to your device's certificate (Renesas RX board)
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12.2.4 Add RX board to Greengrass group
In order to communicate with Greengrass Core, user needs to add the loT thing associated with Renesas RX
board to the Greengrass Group.

Note: Greengrass may not be available in some regions. If the existing device is not in the same region with
new Greengrass group & core, user needs to create new loT thing in the same region.

1. Inthe AWS loT Core console, choose [Greengrass], choose [Groups], and then choose your group.
2. On the group configuration page, choose [Devices], and then choose [Add your first Device].

MyFirstGroup
Not deployed

Deployments Devices Add Device

Subscriptions

Cores

Lambdas Q 0
Resources :: ™
Connectors %

Settings
Make Devices aware of your Core

Greengrass allows you to connect devices at the edge. Greengrass Devices share the same SDK as loT

Things. You can use Subscriptions to connect them to each other, to Lambda functions or directly to
cloud services.

Learn about Devices ‘ Add your first Device

Figure 12-1 Add device to Greengrass group

3. Choose [Select an loT thing].

ADD A DEVICE

Add a Device

Greengrass Devices can be created by re-purposing an existing loT Thing from your Registry or by creating new Registry items, and then adding
them to a Greengrass Group.

Create a new Device

You will create a new Device and generate a certificate, a private key and a Create New Device

public key.

Use an existing loT Thing as an Device
Select an loT Thing

You can add an existing loT Thing to your Group.

Figure 12-2 Select device to add to Greengrass group

4. Select the loT thing configured for RX board, then click [Finish].
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12.2.5 Create subscription and deploy the Greengrass group
1. On the group configuration page, choose [Subscriptions], and then choose [Add Subscription].
2. Configure the subscription.

a. Under [Select a source], choose [Devices], and then choose the 10T thing that associates with RX
board.

b. Under Select a target, choose [Services], and then choose “loT Cloud”.
c. Choose Next.

CREATE A SUBSCRIPTION

Select your source and target

A Subscription consists of a source, target, and topic. The source is the originator of the message. The target is the destination of the message.
The first step is selecting your source and target.

Select a source

@: gg_aws_demo_mcu_rxdev GREENGRASS DEVICE Edit

Select a target

@?: loT Cloud SERVICE Edit

Figure 1212-3 Configure subscription

3. On the group configuration page, from [Actions], choose [Deploy].

MyFirstGroup

Successfully completed Actions ~

ployments Subscriptions Delete Group

Figure 12-4 Deploy Greengrass group

This deploys the group configuration to your AWS IoT Greengrass core device.
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12.2.6 Check messages published by RX board
To view messages published by RX board to the Greengrass core, and to the AWS loT MQTT client, please
refer to chapter 8.1.1., but replace the subscription topic by “freertos/demos/ggd”.

After build and run the demo, user can see the published messages in MQTT client.

Subscribe to a topic

Publish

Publish to a topic Specify a topic and a message to publish with a QoS of 0.

‘ Publish to topic ‘

freertos/demos/ggd

I freertos/demos/ggd x

freertos/demos/ggd ~ Mar 6, 2019 5:14:08 PM +0700 Export Hide

'e cannot display the message as JSON, and are instead displaying it as UTF-8 String.

HelloWorld 11 ACK

RX64M

freertos/demos/ggd ~ Mar 6, 2019 5:14:07 PM +0700 Export Hide

Figure 12-5 Confirm messages sent by Greengrass Discovery demo
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12.3 Simple TCP Server

This demo uses FreeRTOS+TCP to create an echo server that listens for echo requests on the standard
echo protocol.

12.3.1 Include demo to the build
This demo is not included in the project by default. To include it, please follow below steps.

Amazon FreeRTOS download with e2 studio

1. In Project Explorer, right click on the folder ${PROJECT_LOC}application_code/common_demos/source
and select [New] — [File].

4 Debug % aws_demos Hardwarel i (B~ & v~ @inik v 4
. 24 =8
& Project Explorer & =
v 1% aws_demos [HardwareDebug]
w! Includes
v & application_code
~ @ common_demos
(& include New > 9 Project
‘1 (G sourcel Go Into
[& aws ¢ R
] I T - File from Template
L& aws, & Folder
B Co Ctrl+C
& aws, (25 @ C(lass
& aws Paste Ctrl+v | — .
. # Delete Delete " lask il
& aws_ S ¢ Source File
ource
& aws, &9 Source Folder
Move...
& renesas ( © C/C++ Project
£ main.c Rename... F2
& config fil 0 Other... Ctrl+N
i config files .y jmport...
& lib s Export...
8 aws_demos Refresh F5
£ aws_demos
@ aws_demos Index >
Build Targets >
Resource Configurations »

Figure 12-6 Add source for TCP Server demo
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2. In the new file dialog, click [Advanced], check “Link to file in the file system”, and input “AFR_HOME
\demos\common\tcp\aws_simple_tcp_echo_server.c” to the text box. Click [Finish].

New File L X
File 1
=]

Create a new file resource.

Enter or select the parent folder:

aws_demos/application_code/common_demos/source

= settings A
~ g application_code
¥ [ common_demos
& include
= renesas_code
& config_files
ea lib v

File name: | aws_simple_tcp_echo_server.c

Link to file in the file system

Browse... Variables...

Choose file system: |default ~

Resolved location: C:\Renesas\Workspace\mcu\amazon-freertos-v0.1.9\demos\common\tcp\aws_simple_tcp_echo_ser

Figure 12-7 Add new source file to the TCP Server demo
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3. Select Simple TCP Server demo to run as described in chapter 3, then re-build the source code.

lg aws_simple_tcp_echo_server.c g *aws_demo_runner.c ¥
36 #include "aws_demo_runner.h” A
37
38 =/* Demo declarations. */
39 /* extern void vStartDeviceDefenderDemo( void ); */
40 /* extern void vStartGreenGrassDiscoveryTask( void ); */
41 /* extern void vStartMQTTEchoDemo( void ); */
42 /* extern void vStartOTAUpdateDemoTask( void ); */
43 /* extern void vStartShadowDemoTasks( void ); */
| extern void vStartSimpleTCPServerTasks( void ); |
=/* extern vold vStartSubpubDemoTasks( void ); */
/* extern void vStartTCPEchoClientTasks_SeparateTasks( void ); */
/* extern void vStartTCPEchoClientTasks_SingleTasks( void ); */

@ * @brief Runs demos in the system.[]
=void DEMO_RUNNER_RunDemos( void )
{

/* vStartDeviceDefenderDemo(); */
/* vStartGreenGrassDiscoveryTask(); */

S /* vStartMQTTEchoDemo();
/* vStartOTAUpdateDemoTask(); */
* yStartShadowDemoTasks(): *
* vStartsubpubDemolasks(),; -
/* vStartTCPEchoClientTasks_SeparateTasks(); */
/* vStartTCPEchoClientTasks_SingleTasks(); */

Figure 12-8 Select Simple TCP Server demo to run

12.3.2 Configure EchoTool

I's necessary to send echo requests to the server (created by the demo) manually. The third party EchoTool
utility can be used for this purpose.

User can build the tool from the source code on GitHub or download a pre-built executable. Please refer to
this link for detailed information: https://github.com/PavelBansky/EchoTool.

Follow below steps to configure the tool.
1. Check the value of configTCP_ECHO_CLIENT_PORT

L9 aws_simple_tcp_echo_server.c *aws_demo_runner.c  [8 *FreeRTOSConfig.h - =
223 #define configECHO_SERVER_ADDRE 192 A~
224 #define configECHO_SERVER_ADDR1 168
225 #define configECHO_SERVER_ADDR2 1

#define configECHO SERVER ADDR3 200

el configTCP_ECHO_CLIENT_PORT 9p01 |

= /* Default MAC address configuration. The demo creates a virtual
* connection that uses this MAC address by accessing the raw Ethei
* to and from a real network connection on the host PC. See the

* configNETWORK_INTERFACE_TO_USE definition above for information
* configure the real network connection to use. */

#define configMAC_ADDR® ox74

#define configMAC_ADDR1 ox9e

#define configMAC_ADDR2 ax5e

#define configMAC_ADDR3 oxee

#define configMAC_ADDR4 ax79

#define configMAC_ADDR5S oxe3 v
< >

Figure 12-9 Check echo port
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2. Run the demo. Check the IP address of the board assigned by DHCP in debug terminal.

File Edit Setup Control Window Help

3 1698 [IP-task] data flash{mirror> hash check... A
4 1698 [IP-task] OK
5 1788 [IP-task] prvinitialiseDHCP: start after 258 ticks

6 1708 [IP-task] uDHCPP

rocess: discover
? 6958 [IP-task]l vDHCPProcess: discover
8 6958 [IP-task] vDHCPPro

cess: timeout 10000 ticks
? 6965 [IP-task] uDHCPProcess: offer cBa80523ip
18 6965

[IP-task] vDHCPProcess: reply cBa885%23ip

11 6975 [IP-task] vDHCPProcess: offer cB
aB8@523ip

12 6975 [IP-task]l vDHCPProcess: acked cBa88523ip
13 6975 [IP-task]l IP Add

lress: 192.168.5.35
14 6975 [IP-task] Subnet Mask: 255.255.255.8

15 6975 [IP-taskl
Gateway Address: 192.168.5.1
16 6975 [IP-task]l] DNS Server Address: 192.168.5.1
17?7
9088 [Tmr Svucl data flash{main> hash check...
2005 [Tmry Svc] OK
2085 [Tmr Svc] data flash{mirror> hash check...
2018 [Tmr Svcl OK
2012 [Tmr Svc] UWrite certificate...
92012 [Tmr Svc] data flash(main> hash check...
2017 [Tmr Svucl OK
2017 [Tmr Svc] data flash{mirror> hash check...
2022 [Tmr» Svc] OK
2027 [Tmr Svc] erase dataflash(main)>...
2028 [Tmr Svc]l OK
2028 [Tmr Svc] write dataflashi(main)...
20292 [Tmr Svc]l OK
erase dataflash(mirror>...

Figure 12-10 IP address assigned by DHCP

3. Run the EchoTool to send echo requests to the demo using port and IP as confirmed above: echotool
<ip address> /p tcp /r <echo client port> /n 0.

BN Command Prompt — O >

Reply from . .35:98081, time
from . . 1, time
from . . 1, time
from . . 1, time
from 1, time

time
time

from
from
from time
from time
from : ) 1, time
y from . 1, time
¢/ Trom 8 1, time
; from 1, time
¢/ from . . 5. 1, time
; from .35:96861, time

2200000300000

Figure 12-11 Run EchoTool

4. Confirm that the messages “Reply from...” appears. This shows that the requests from EchoTool are
replied by the demo.
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12.4 TCP Echo Client

This demo creates FreeRTOS tasks that send TCP echo requests to an external echo, then wait to receive
the echo reply. There are 2 examples for this demo: the 15t one uses the same RTOS task to both send echo
requests and listen for echo replies (“single task”); the 2" one uses the same TCP socket from two different
RTOS tasks — one RTOS task sends the echo request and another RTOS tasks receives the echo reply
(“separate tasks”).

To run this demo, please follow below steps.

1. Select the demo to run: “vStartTCPEchoClientTasks_SingleTasks” for 1t example, or
“vStartTCPEchoClientTasks_SeparateTasks” for 2" example. Please note that only 1 example can be

run at once.
*aws_demo_runner.c ¥ | 1 FreeRTOSConfig.h #  ld aws_tcp_echo_client_single_task.c  d aws_tcp_echo_client_separate_tasks.c - .
35
36 #include "aws_demo_runner.h" "
37
38 =/* Demo declarations. */
39 /* extern void vStartDeviceDefenderDemo( void ); */
40 /* extern void vStartGreenGrassDiscoveryTask( void ); */
41 /* extern void vStartMQTTEchoDemo( void ); */
42 /* extern void vStartOTAUpdateDemoTask( void ); */
/* extern void vStartShadowDemoTasks( void ); */
/* extern void vStartSimpleTCPServerTasks( void ); */|
/* extern void vStartSubpubDemoTasks( void ); */
46 N . - id): */
47 Iextern void vStartTCPEchoClientTasks SingleTasks( void ); i
48
49 f o m oot */
5e
52 ® * @brief Runs demos in the system.[]
54 =void DEMO_RUNNER_RunDemos( void )
55 {
56 /* vStartDeviceDefenderDemo(); */
57 /* vStartGreenGrassDiscoveryTask(); */
58 = /* vStartMQTTEchoDemo();
59 /* vStartOTAUpdateDemoTask(); */
60 /* vStartShadowDemoTasks(); */
61 /* vStartSimpleTCPServerTasks(); */
62 /* vStartSubpubDemoTasks(); */
63 * i ks(); */
64 | vStartTCPEchoClientTasks_SingleTasks()J
65 }
AA h
Figure 12-12 Select the TCP Echo client demo
2. Build and run the demo.
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3. Check the TCP port and IP address as chapter 9.3.2, then run the EchoTool in server mode using
information about port and IP: echotool <IP address> /p tcp /s <port>

4. Check the debug message on debug terminal and debug log of the EchoTool to confirm that send &
receive is OK.

W COM4 - Tera Term VT - O X

File Edit Setup Control Window Help

1158 28755 [Echo®B] Connecting to echo server
1151 28755 [Echo®] FreeRT0S_connect: 62771 to cBaB8B52fip:9999
1152 28755 [EchoB1 Socket 62771 -> cBaB@52fip:9999 State eCLOSED->eCONNECT_SY¥YN
1153 2

@755 [IP-task] pruSocketSetMSS: 14680 bhytes for cBaBB52fip:9999
1154 208755 [IP-task]l Connect[cBa8B52fip:999?1: next timeout 1: 3800 mns
1155 28761 [I

[P-task] Socket 62771 -> cBa8@52fip:9999 State eCONNECT_SYN->eESTABLISHED
1156 28761 [EchoB1 Connected to echo server
1157 28761 [EchoB] Sending TxRx m age number 358 of length seprver
H158 207780 [EchoB] Received correct string from echo server.
1159 207780 [EchoB] Sending TxRx me p seprver
1160 20778 [EchoB] Received correct string from echo s
161 20779 [EchoB] Sending TxRx me age number 352 of length sepver
1162 208783 [EchoB] Received correc ring from echo server.
1163 20783 [EchoB] Sending TxRx m age number 353 of length seprver
[1164 208793 [EchoB] Received correct ring from echo server.
1165 20793 [EchoB] Sending TxRx message number 354 of length server
[1166 20801 [Echo@] Received correct ring from echo server.
H167 20881 [EchoB] Sending TxRx me p server
1168 20803 [Echo@] i
1169 20884 [EchoB] 3 server
[1170 20806 [Echo@] i i p
1171 28886 [EchoB] Sending TxRx me p server
1172 20818 [EchoB] Received correct string from echo server.
1173 28818 [EchoB] Sending TxRx me p ength server
1174 20815 [EchoB] Received correct string from echo s p
1175 28815 [EchoB@] Sending TxRx m age number 359 of length seprver
H176 28819 [EchoB] Received correc ring from echo server.
[1181 208973 [EchoB@] Connecting to echo server
[1182 20973 [Echo@] FreeRTOS_connect: 37325 to cBa8@852fip:9999
1183 20973 [EchoB1 Socket 37325 -> cBaB8@852fip:9999 State eCLOSED->eCONNECT_SY¥YN
1184 2
8973 [IP-task] pruSocketSetMSS: 1468 bhytes for cBaBB52fip:9999
1185 208973 [IP-task]l ConnectlcBaB8B52fip:999?1: next timeout 1: 3800 ns

1186 28975 [I
[P-task] Socket 37325 -)> cBa8@52fip:9999 State eCONNECT_SYN->eESTABLISHED
1187 20976 [EchoB1 Connected to echo server

[EchoB] Sending TxRx m age number 368 of length echo servepr
[EchoB] Received corre string from echo server.

[EchoB] Sending TxRx m age number 361 of length echo servepr
[EchoB] Received correct string from echo server.

[EchoB1] i age number 362 of length echo server
[EchoB1] i ¥ ring from echo server.

[Echo®] Sending TxRx m age number 363 of length echo server

Figure 12-13 Debug terminal shows messages from the demo

EX Command Prompt — O *

Client 192.
1] PM
PM
PM
PM
PM
PM
PM
PM
PM
PM

5

mess ]
messa |

OO0 daawr

cl peer
for TCP connection on port . Press any

epted at 5:11:54 PM
messag]
message |
message |
message nj
message nuj
message num]
message numb]
message numbe]

Figure 12-14 Debug log from EchoTool
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General Precautions in the Handling of Microprocessing Unit and Microcontroller
Unit Products

The following usage notes are applicable to all Microprocessing unit and Microcontroller unit products from Renesas. For detailed usage notes on the
products covered by this document, refer to the relevant sections of the document as well as any technical updates that have been issued for the products.
1. Precaution against Electrostatic Discharge (ESD)
A strong electrical field, when exposed to a CMOS device, can cause destruction of the gate oxide and ultimately degrade the device operation. Steps
must be taken to stop the generation of static electricity as much as possible, and quickly dissipate it when it occurs. Environmental control must be
adequate. When it is dry, a humidifier should be used. This is recommended to avoid using insulators that can easily build up static electricity.
Semiconductor devices must be stored and transported in an anti-static container, static shielding bag or conductive material. All test and
measurement tools including work benches and floors must be grounded. The operator must also be grounded using a wrist strap. Semiconductor

devices must not be touched with bare hands. Similar precautions must be taken for printed circuit boards with mounted semiconductor devices.
2. Processing at power-on

The state of the product is undefined at the time when power is supplied. The states of internal circuits in the LSI are indeterminate and the states of
register settings and pins are undefined at the time when power is supplied. In a finished product where the reset signal is applied to the external reset
pin, the states of pins are not guaranteed from the time when power is supplied until the reset process is completed. In a similar way, the states of pins
in a product that is reset by an on-chip power-on reset function are not guaranteed from the time when power is supplied until the power reaches the

level at which resetting is specified.
3. Input of signal during power-off state

Do not input signals or an I/O pull-up power supply while the device is powered off. The current injection that results from input of such a signal or /O
pull-up power supply may cause malfunction and the abnormal current that passes in the device at this time may cause degradation of internal

elements. Follow the guideline for input signal during power-off state as described in your product documentation.
4. Handling of unused pins

Handle unused pins in accordance with the directions given under handling of unused pins in the manual. The input pins of CMOS products are
generally in the high-impedance state. In operation with an unused pin in the open-circuit state, extra electromagnetic noise is induced in the vicinity of
the LSI, an associated shoot-through current flows internally, and malfunctions occur due to the false recognition of the pin state as an input signal

become possible.
5. Clock signals

After applying a reset, only release the reset line after the operating clock signal becomes stable. When switching the clock signal during program
execution, wait until the target clock signal is stabilized. When the clock signal is generated with an external resonator or from an external oscillator
during a reset, ensure that the reset line is only released after full stabilization of the clock signal. Additionally, when switching to a clock signal

produced with an external resonator or by an external oscillator while program execution is in progress, wait until the target clock signal is stable.
6. Voltage application waveform at input pin

Waveform distortion due to input noise or a reflected wave may cause malfunction. If the input of the CMOS device stays in the area between V.
(Max.) and Vi1 (Min.) due to noise, for example, the device may malfunction. Take care to prevent chattering noise from entering the device when the

input level is fixed, and also in the transition period when the input level passes through the area between Vi (Max.) and Vix (Min.).
7. Prohibition of access to reserved addresses

Access to reserved addresses is prohibited. The reserved addresses are provided for possible future expansion of functions. Do not access these

addresses as the correct operation of the LS| is not guaranteed.
8. Differences between products

Before changing from one product to another, for example to a product with a different part number, confirm that the change will not lead to problems.
The characteristics of a microprocessing unit or microcontroller unit products in the same group but having a different part number might differ in terms
of internal memory capacity, layout pattern, and other factors, which can affect the ranges of electrical characteristics, such as characteristic values,
operating margins, immunity to noise, and amount of radiated noise. When changing to a product with a different part number, implement a system-
evaluation test for the given product.



Notice

1.

Descriptions of circuits, software and other related information in this document are provided only to illustrate the operation of semiconductor products
and application examples. You are fully responsible for the incorporation or any other use of the circuits, software, and information in the design of your
product or system. Renesas Electronics disclaims any and all liability for any losses and damages incurred by you or third parties arising from the use
of these circuits, software, or information.
Renesas Electronics hereby expressly disclaims any warranties against and liability for infringement or any other claims involving patents, copyrights,
or other intellectual property rights of third parties, by or arising from the use of Renesas Electronics products or technical information described in this
document, including but not limited to, the product data, drawings, charts, programs, algorithms, and application examples.
No license, express, implied or otherwise, is granted hereby under any patents, copyrights or other intellectual property rights of Renesas Electronics
or others.
You shall not alter, modify, copy, or reverse engineer any Renesas Electronics product, whether in whole or in part. Renesas Electronics disclaims any
and all liability for any losses or damages incurred by you or third parties arising from such alteration, modification, copying or reverse engineering.
Renesas Electronics products are classified according to the following two quality grades: “Standard” and “High Quality”. The intended applications for
each Renesas Electronics product depends on the product’s quality grade, as indicated below.

"Standard": Computers; office equipment; communications equipment; test and measurement equipment; audio and visual equipment; home

electronic appliances; machine tools; personal electronic equipment; industrial robots; etc.
"High Quality": Transportation equipment (automobiles, trains, ships, etc.); traffic control (traffic lights); large-scale communication equipment; key
financial terminal systems; safety control equipment; etc.

Unless expressly designated as a high reliability product or a product for harsh environments in a Renesas Electronics data sheet or other Renesas
Electronics document, Renesas Electronics products are not intended or authorized for use in products or systems that may pose a direct threat to
human life or bodily injury (artificial life support devices or systems; surgical implantations; etc.), or may cause serious property damage (space
system; undersea repeaters; nuclear power control systems; aircraft control systems; key plant systems; military equipment; etc.). Renesas Electronics
disclaims any and all liability for any damages or losses incurred by you or any third parties arising from the use of any Renesas Electronics product
that is inconsistent with any Renesas Electronics data sheet, user's manual or other Renesas Electronics document.
When using Renesas Electronics products, refer to the latest product information (data sheets, user’'s manuals, application notes, “General Notes for
Handling and Using Semiconductor Devices” in the reliability handbook, etc.), and ensure that usage conditions are within the ranges specified by
Renesas Electronics with respect to maximum ratings, operating power supply voltage range, heat dissipation characteristics, installation, etc. Renesas
Electronics disclaims any and all liability for any malfunctions, failure or accident arising out of the use of Renesas Electronics products outside of such
specified ranges.
Although Renesas Electronics endeavors to improve the quality and reliability of Renesas Electronics products, semiconductor products have specific
characteristics, such as the occurrence of failure at a certain rate and malfunctions under certain use conditions. Unless designated as a high reliability
product or a product for harsh environments in a Renesas Electronics data sheet or other Renesas Electronics document, Renesas Electronics
products are not subject to radiation resistance design. You are responsible for implementing safety measures to guard against the possibility of bodily
injury, injury or damage caused by fire, and/or danger to the public in the event of a failure or malfunction of Renesas Electronics products, such as
safety design for hardware and software, including but not limited to redundancy, fire control and malfunction prevention, appropriate treatment for
aging degradation or any other appropriate measures. Because the evaluation of microcomputer software alone is very difficult and impractical, you are
responsible for evaluating the safety of the final products or systems manufactured by you.
Please contact a Renesas Electronics sales office for details as to environmental matters such as the environmental compatibility of each Renesas
Electronics product. You are responsible for carefully and sufficiently investigating applicable laws and regulations that regulate the inclusion or use of
controlled substances, including without limitation, the EU RoHS Directive, and using Renesas Electronics products in compliance with all these
applicable laws and regulations. Renesas Electronics disclaims any and all liability for damages or losses occurring as a result of your noncompliance
with applicable laws and regulations.
Renesas Electronics products and technologies shall not be used for or incorporated into any products or systems whose manufacture, use, or sale is
prohibited under any applicable domestic or foreign laws or regulations. You shall comply with any applicable export control laws and regulations
promulgated and administered by the governments of any countries asserting jurisdiction over the parties or transactions.

10. It is the responsibility of the buyer or distributor of Renesas Electronics products, or any other party who distributes, disposes of, or otherwise sells or

transfers the product to a third party, to notify such third party in advance of the contents and conditions set forth in this document.

11. This document shall not be reprinted, reproduced or duplicated in any form, in whole or in part, without prior written consent of Renesas Electronics.
12. Please contact a Renesas Electronics sales office if you have any questions regarding the information contained in this document or Renesas

Electronics products.

(Note1) “Renesas Electronics” as used in this document means Renesas Electronics Corporation and also includes its directly or indirectly controlled

subsidiaries.

(Note2) “Renesas Electronics product(s)” means any product developed or manufactured by or for Renesas Electronics.

(Rev.4.0-1 November 2017)

Corporate Headquarters Contact information

TOYOSU FORESIA, 3-2-24 Toyosu, For further information on a product, technology, the most up-to-date
Koto-ku, Tokyo 135-0061, Japan version of a document, or your nearest sales office, please visit:
WwWw.renesas.com www.renesas.com/contact/.

Trademarks

Renesas and the Renesas logo are trademarks of Renesas Electronics
Corporation. All trademarks and registered trademarks are the property
of their respective owners.

© 2019 Renesas Electronics Corporation. All rights reserved.
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