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Application Note

RL78/G23

Sample Code for OTA Update of a Secondary Device by Amazon Web
Services with the Use of FreeRTOS

Introduction

This application note is for a system in which an RX65N microcontroller is used as a primary MCU that
communicates with Amazon Web Services™ (hereafter, referred to as “AWS”) and an RX microcontroller is
used as a secondary MCU that receives data measured by sensors. This application note describes a
demonstration where AWS services are used to perform an over-the-air (OTA) update of the secondary MCU
(hereafter, referred to as “secondary OTA update”).
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Related Documents

This application note refers to and further explains information in the following documents. Updating of a
document may lead to changes to the structure of chapters and other items. Take care on this point when
referring to the following documents.

RL78/G22, RL78/G23, RL78/G24 Firmware Update Module (R0O1AN6374)
RL78/G23 Firmware Updating Communications Module (RO1AN7825)
RX Family Firmware Update Software Development Guide using AWS/Azure QE for OTA (R20AN0712)

RX Family How to implement FreeRTOS OTA using Amazon Web Services in RX65N (for v202210.01-LTS-
rx-1.1.0 or later) (RO1AN7037)

RX65N Group CK-RX65N v2 User's Manual (R20UT5100)
RL78/G23-128p Fast Prototyping Board User's Manual (R20UT4870)

(Download the latest versions from the Renesas Electronics Corp. website.)

Technical Updates and Technical News

(Download the latest versions from the Renesas Electronics Corp. website.)

Amazon Web Services, the “Powered by AWS” logo, and any other AWS trademarks used in such materials
are trademarks of Amazon.com, Inc. or its affiliates in the United States and/or other countries.

FreeRTOS™ and FreeRTOS.org™ are trademarks of Amazon Web Services, Inc.

Pmod is a trademark of Digilent Inc.

All trademarks and registered trademarks are the property of their respective owners.
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1. Overview

This demonstration involves using a secondary OTA update to add a working sensor and confirming addition
of the sensor data to be acquired by the display of sensor data in an AWS display in your browser.

loT devices require the appropriate fixing of security vulnerabilities and updating of functions in response to
customer requests. Implementing the secondary OTA update to supplement OTA updating of the primary
MCU that has been provided in the past enables product development that supports measures against
vulnerabilities in the secondary MCU and the updating of flexible services.

2. Conditions for Confirming Operation

The sample demonstration programs for this application note have been confirmed to operate correctly under
the following conditions.

Table 2-1 Conditions for Confirming Demo Operation (RX65N)

Item Description

MCU RX65N (R5F565NEHDFB)

Board CK-RX65N v2 (RTKSCK65N0S04000BE)

Operating voltage 3.3V

RTOS FreeRTOS v202210.01-LTS-1.3.1

Integrated development e? studio 2025-10

environment (IDE) QE for OTA v2.2.0

C compiler C/C++ Compiler Package for RX Family [CC-RX] v3.07.00
GCC for Renesas RX 14.2.0.202505

Flash memory programming tool Renesas Flash Programmer V3.21.00

Table 2-2 Conditions for Confirming Demo Operation (RL78/G23)

Item Description

MCU RL78/G23 (R7F100GSN2DFB)

Board RL78/G23-128p Fast Prototyping Board (RTK7RLG230CSNO00BJ)
Operating frequency High-speed on-chip oscillator clock: 32 MHz

Operating voltage 33V

Integrated development e? studio 2025-10

environment (IDE) QE for OTA v2.2.0

C compiler C/C++ Compiler Package for RL Family [CC-RL] v1.15.00

Flash memory programming tool Renesas Flash Programmer V3.21.00

Board Support Package(BSP) v1.80 (r_bsp)

Table 2-3 Condition for Confirming Demo Operation (Sensor)

Item Description

Temperature and humidity sensor board US082-HS3001EVZ board

Note : The HS3001 sensor will reach end-of-life (EOL) on September 30, 2025. For replacement products
and other details, please refer to the EOL notification document below. The demonstration in this
application note can be performed without the sensor. The method for performing the demonstration
without the sensor is described in “8 How to do the demo without using the HS3001 sensor.”
https://www.renesas.com/document/eln/plc-250010-end-life-eol-process-select-part-numbers
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Table 2-4 Condition for Confirming Demo Operation (Others)

Item Version

Python 3.12.6

QE for OTA is available at https://www.renesas.com/qge-ota/.

Python is available at https://www.python.org/.

3. Description of Hardware

3.1 System Configuration

The system consists of an RX65N microcontroller (primary MCU) that provides functionality for controlling
communications with AWS and an RL78/G23 microcontroller (secondary MCU) connected to the HS3001
sensor. The two microcontrollers communicate with each other via UARTSs.

The system configuration is shown in Figure 3-1.

The CK-RX65N v2 (hereafter referred to as “CK-RX65N”) equipped with an RX65N microcontroller is used
as the primary MCU.

The RL78/G23-128p Fast Prototyping Board (hereafter referred to as “RL78/G23 FPB”) equipped with an
RL78/G23 microcontroller is used as the secondary MCU.

m Device By AWS Cloud - User PC
=
= 51‘“““5 UART § Prima - CloudWatch @ igg
E gl
RL78/G23-128p oo Internet | AWS IoT Core
Fast Prototyping Board ~ CK.RX65N v2
(Non-05) (FreeRTOS)
with HS3001 sensor loT MQTT
protocol
Amazon S3 . New
Irmware
Figure 3-1 System Configuration of This Demo
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3.2 List of Pins Used

Table 3-1 lists the pins of the RL78/G23 microcontroller that are used and their functions.

Table 3-1 Pins Used and Their Functions

Pin Name Input/Output Description

P12/TxD0 Output Log output to the PC

P144/TxD3 Output UART communications with the RX65N (transmission)
P143/RxD3 Input UART communications with the RX65N (reception)
P62/SCLA1 Output I2C communications with sensors (clock)

P63/SDAA1 Input/Output I2°C communications with sensors (data)

P50 Output LED1

P51 Output LED2

Caution In this application note, only the pins that are used are handled correctly. When actually
creating a circuit, handle all pins appropriately and be sure to design a circuit that
satisfies the hardware’s electrical characteristics.

4. Description of Software

4.1 Control methods for cloud connection and OTA

“FreeRTOS™ with loT Library” is implemented in the RX65N firmware, which utilizes AWS-certified
programs. This allows the use of AWS loT Core and AWS loT Device Management, which are managed
services provided by AWS, to perform OTA firmware updating and data uploading to the cloud via MQTT
communications.

The RX65N microcontroller on the primary MCU side uses the AWS loT Over-the-air Update Library to
control OTA updating of the secondary MCU. The update firmware for the secondary MCU, which is received
from AWS, is transferred to the secondary MCU, where the firmware update is applied.

To communicate data between the primary MCU and secondary MCU, use the “RL78/G23 Firmware
Updating Communications Module”

The RL78/G23 microcontroller on the secondary MCU side uses “RL78/G22, RL78/G23, RL78/G24
Firmware Update Module” to control firmware updating of the secondary MCU.

4.2 Firmware Update Methods

The mechanism for firmware update in the secondary MCU of this sample program uses “partial update
method (buffer side is internal flash)” (hereafter referred to as “partial update method”) among the methods
provided by the firmware update module. For details on this method, refer to “linear mode partial update
method” in “1.3 Firmware Update Operation” in “RL78/G22, RL78/G23, RL78/G24 Firmware Update
Module”.
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Operations for the secondary OTA update are summarized in Figure 4-1. The states of the ROM in each
phase during updating are shown in Figure 4-2. Note that the red frames in Figure 4-2 indicate the programs
under execution at the given times.

[l O

AWS loT CK-RX65N RL78/G23 FPB
OTA job is created | | | States of
R 1 1 ROMin
Notification to start OTA update ' RL78/G23
! OTA update start request (START) |
H | 1
i oK i o
i I S .
Ioo.p [Up to full downloading of update |
T firmware] 1
E Update firmware request (4-Kbyte each) i
1-Kbyte of update firmware is sent i
I
loop(4) |
1-Kbyte of update firmware is i
transferred (WRITE) !
Update firmware |
is written i
|
alt ) [Full downloading of update Update firmware | )
firmware] !
I
SUCCESS :
I
I= Report of successful OTA update i
|
[else] SUCCESS |
I
|
: |
Installation request (INSTALL) ! i
< oK i
Software reset i
I
e
Update firmware is i
copied from the buffer 3
side to the main side 1 ()
i
___________________ ! [ -
Data on the buffer side :—
are deleted !
)
___________________ : ——— e e — =
Update firmware is !
executed : (5)
I
Figure 4-1 Overview of Operations for the Secondary OTA Update
main main main main main
[initial image] [initial image] [update image] [update image] [update image]
buffer buffer buffer buffer buffer
[BLANK] [update image] [update image] [BLANK] [BLANK]
bootloader bootloader bootloader bootloader bootloader
Figure 4-2 States of ROM in the Secondary MCU during Updating
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4.3 UART Communications between the Microcontrollers

To communicate data between the primary MCU and secondary MCU, use the “RL78/G23 Firmware
Updating Communications Module”.

Communications related to secondary OTA update (communications between CK-RX65N and RL78/G23
FPB in the sequence diagram in Figure 4-1) use the commands from the FWUP command class.

In addition, the DATA_RECV command from the Common command class is used to receive sensor data
from the secondary MCU, and when the command argument is 1, it is used as a sensor data transmission
request.

For details on each command, refer to “1.6 Specifications of Commands” in “RL78/G23 Firmware Updating
Communications Module”.

4.3.1 Settings of UART Communications
The UART communications settings are shown in Table 4-1.

Table 4-1 Settings of UART Communications between the Microcontrollers

Item Setting
Data length 8 bits
Parity bit None
Stop bit 1 bit
Flow control None
Bitrate 1 Mbps

4.4 Settings of Option Bytes
The settings of option bytes are listed below.

Table 4-2 Settings of Option Bytes

Address Setting Details

000COH or 040COH 11101111B Stops operation of the watchdog timer (counting is stopped
after the microcontroller is released from the reset state).

000C1H or 040C1H 00111010B LVDO off.

000C2H or 040C2H 11101000B High-speed main (HS) mode or
high-speed on-chip oscillator clock (fin): 32 MHz

000C3H or 040C3H 00000100B Disables on-chip debugging.

RO1AN7851EJ0110 Rev.1.10 Page 9 of 50
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4.5 Folder/File Structure

Figure 4-3 shows the folder/file structure.

re1an7851xx0110-r178-2nd-ota-apl
—Demo
afr-v202210.01-LTS-rx-1.3.1
—ccrx
|—demo_r‘x65n_c k_primary
I—demo_bl_r‘x65n_c k_primary
—gcc
|—dem0_r‘x65n_c k_primary
I—demo_bl_r‘x65n_c k_primary
—ccrl
I—demo_app_r‘178g23_-pr_w_buf-Fer‘
Lbootloader rl178g23_fpb_w_buffer
—relan7851ej0110-r178-2nd-ota-apl.pdf
'—r©1an7851jj0110-r178-2nd-ota-apl.pdf

Figure 4-3 Folder/File Structure

The demo_rx65n_ck_primary folder and demo_bl_rx65n_ck_primary folder contain project files for the CK-
RX65N.

The demo_app_rl78g23_fpb_w_buffer folder and bootloader_rl78g23_fpb_w_buffer folder contain project
files for the RL78/G23 FPB.

The projects for the CK-RX65N support the CC-RX and GCC compilers. The projects for the RL78/G23 FPB
support the CC-RL compiler.

RO1AN7851EJ0110 Rev.1.10 Page 10 of 50
Dec.24.25 RENESAS




RL78/G23 Sample Code for OTA Update of a Secondary Device by Amazon Web Services with the Use of FreeRTOS

4.6 Code Size

The ROM and RAM sizes for projects included in the sample code of this application note are listed in the

tables below. The values in the tables were confirmed under the following conditions.

e CC-RX

— Compiler
Optimization level (-optimize): Level 2: Performs whole module optimization
Optimization type (-speed/-size): Optimizes with emphasis on code size

— Linker
Optimization type (-nooptimize/-optimize): All

— Library Generator
Optimization level (-optimize): Level 2: Performs whole module optimization
Optimization type (-speed/-size): Optimizes with emphasis on code size

Table 4-3 Code Size (CC-RX)

Project ROM RAM

demo_bl_rx65n_ck_primary 33 Kbytes 8 Kbytes

demo_rx65n_ck_primary 600 Kbytes 383 Kbytes
¢ GCC

Optimization level: Optimize for debug (-Og)
Table 4-4 Code Size (GCC)

Project ROM RAM
demo_bl rx65n_ck_primary 51 Kbytes 10 Kbytes
demo_rx65n_ck_primary 656 Kbytes 384 Kbytes
e CC-RL
— Compiler
Level of optimization (-O): Code size and Speed optimization (-Odefault)
— Linker

Deletes variables/functions that are not referenced (-optimize=symbol_delete)

Table 4-5 Code Size (CC-RL)

Project ROM RAM
bootloader_rl78g23 fpb_w_buffer 19 Kbytes 1 Kbytes
demo_app_rl78g23 fpb_w_buffer 24 Kbytes 3 Kbytes

RO1AN7851EJ0110 Rev.1.10
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5. Operations of the Demonstration

(1) Inthe initial state of the demonstration, the RL78/G23 FPB only acquires humidity data by using the
HS3001 sensor.

(2) The secondary OTA update mechanism is used to download the update firmware for the RL78/G23
FPB from AWS via the CK-RX65N and then update the firmware.

(3) After the firmware updating is complete, the RL78/G23 FPB acquires temperature data in addition to
humidity data from the HS3001 sensor.

In this sequence, the type of sensor data from which data are being acquired and the values can be checked
from the log output from both microcontrollers to your PC and from the dashboard on AWS.

6. Setting up the Demonstration
This section describes the setting up required to run the demonstration covered by this application note.

The necessary steps are setting up the hardware, such as the wiring of the CK-RX65N and RL78/G23 FPB
and connection of the HS3001 sensor, setting up the software, such as creating and writing the initial
firmware for each microcontroller board, and the preparation on the AWS cloud side for execution of the OTA
update and display of the sensor data from AWS.

6.1 Setting up the Hardware

Firstly, the overall hardware structure for this demonstration is shown below. For an actual image after setup
is complete, see Figure 6-2. The methods for setting up each of the boards are described in detail in the
subsequent subsections.

Ethernet or WiFi

Power,

Debugger,
UART Power,
Debugger,

UART

USB micro,

USB Type-C USB micro

WiFi ;G :
T\L HS3001
A Pmod!  [—rrrr '
----- J24pin7 pin 2,35
AWS Internet pin RL78/G23 FPB

CK-RX65N

Figure 6-1 Overall Hardware Structure for This Demo
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6.1.1 Setting up the CK-RX65N
The procedure for setting up the CK-RX65N is described in the following passages.

(1) Connecting the cable for UART communications with the RL78/G23 FPB

TXD, RXD, and GND for UART communications with the RL78/G23 FPB are allocated to the following pins
on the J23 and J24 connectors of the CK-RX65N. Connect the pins on the RL78/G23 FPB side as described
in 6.1.2(2), with the corresponding UART signals listed in the table below.

Table 6-1 UART Connection Method between the Microcontrollers (CK-RX65N <> RL78/G23 FPB)

CK-RX65N RL78/G23 FPB
J23 Pin 1: DO/RX Pmod1 Pin 2
J23 Pin 2: D1/TX Pmod1 Pin 3
J24 Pin 7: GND Pmod1 Pin 5
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RL78/G23 Sample Code for OTA Update of a Secondary Device by Amazon Web Services with the Use of FreeRTOS

(2) Connecting the cable for log output to the PC
Connect the PC to the USB serial connector (USB Type-C) on the CK-RX65N with a USB cable.

(3) Connecting the power supply and debugger
Connect the PC to the E20B Debugger connector (micro USB Type-B) on the CK-RX65N with a USB cable.

(4) Connecting the DA16600 Wi-Fi module
Connect the DA16600 Pmod module to the Pmod1 connector on the CK-RX65N.
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(5) Closing jumper block J16 on the DEBUG side
To set the CK-RX65N to debug mode, close jumper block J16 on the DEBUG side (pins 1-2).

OUTDOOR —— INDOOR—BAROMETRIC — TEMP &
2 Aor® Aot PRESSURE" HUMIDI'TY

=
m
=
=}
o
©

<
4 Y A

= "

L ISR AR XS] )i

;
T Se
<

6.1.2 Setting up the RL78/G23 FPB
The procedure for setting up the RL78/G23 FPB is described in the following passages.

(1) Connecting the HS3001 board
Connect the HS3001 board and the conversion board to the Pmod2 connector on the RL78/G23 FPB.
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(2) Connecting the cable for UART communications with the CK-RX65N

TXD, RXD, and GND for UART communications with the CK-RX65N are allocated to the following pins on
the J9 and J10 connectors of the RL78/G23 FPB. Connect the pins on the CK-RX65N as described in
6.1.1(1), with the corresponding UART signals listed in Table 6-1.

AS 500000000000
e X 000000000000

’ |
“% 23A089 93,009

) CA000

CK-RX85N
GND <+—

TXD
RXD

(3) Connecting the cable for serial communications to be used in log output to the PC

Connect the PC and the micro USB Type-B connector on the RL78/G23 FPB with a USB cable.

Ero1E°
PRSIl
o 0000000000000 O0
5 0000000000000
e - A F
3 :
e & =

RO1AN7851EJ0110 Rev.1.10 Page 16 of 50
Dec.24.25 RENESAS



RL78/G23 Sample Code for OTA Update of a Secondary Device by Amazon Web Services with the Use of FreeRTOS

(4) Opening the USB-to-serial converter reset header (J17)
Open the USB-to-serial converter reset header (J17) on the RL78/G23 FPB.

#00000000000000
OOOOOOOOOUQUUOH"
"

The hardware setup for the demonstration is now completed.

Figure 6-2 is an image of the overall configuration for the demonstration.

Figure 6-2 Image of the Overall Configuration for the Demo
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6.2 Setting up the Software

6.2.1 Advance Preparation

For each of the software versions used in confirming operation, see Table 2-1, Table 2-2, Table 2-3 and
Table 2-4.

(1) Installing QE for OTA

From the e? studio menu bar, select [Renesas Views] — [Renesas QE] to check whether QE for OTA is
installed. If [OTA Main (QE)] and [OTA Manage loT Device (QE)] are displayed, installation is completed.

gject Renesas Views Run Window Help

C/Cr+ |y ARE Yl
) Code Generator >
A Mai Debug 5 h =
Partner 05 ? . La- o
Renesas QE > ¢ Measuring Current Consumption (QF)
Smart Configurator > 4 COTA Main (QE)
Solution Toolkit > 4 OTA Manage loT Device (QE)
*  Renesas Software Installer [ ;
rerencoueo—coae—signer public key.

*

Regarding the version, from the e? studio bar, select [Help] — [About e2 studio] — [Installation Details] to
confirm that the version of “Renesas QE for OTA” is “2.2.0.~” or higher.

Run Renesas Al Window Help

- - - ss) Welcome

§ = O [n fwupcom @ Help Contents

lesas GDB H: = 4 ' Search
1 Show Context Help
Show Active Keybindings... Ctrl+Shift+L
& Cheat Sheets..

Renesas Help

Toolchain Help

Add Renesas Toolchains

Eclipse User Storage >
Perform Setup Tasks...

(.8‘ R

@ Check for Updates

W= Install New Software...

& Eclipse Marketplace...

&% AR Embedded Workbench plugin manager...
e

About & studio
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Renesas e* studio

Version: 2025-04 (25.4.0)
Build Id: R20250411-0917

Parts Copyright (C) 2010-2025 Renesas Electronics Corp.
All rights reserved.

€ studio IDE is an extension of software developed for
eclipse.org.

€ studio IDE is based on Eclipse Platform 4.34 (2024-12)
and COT version 11.6.1.

Source code for the Eclipse Foundation plug-ins is available
from www.eclipse.org, under the Eclipse Public License "EPL".

it

SREEBEOEO®OSECE ST

-ode

Problems Console

rteredential_keysh All loT devices

rteredentialh
PR e

ner_public_key.h

it root_certificatesh

rap_code

W iot_device_ck-n65n

1_mcu_ota_demo

T

=y

UP|

SR

Prop|

| 8 & studio Installation Details o X
Installed Software | Installation History| Features| Plug-ins| Configuration | Renesas Device Support  Support Folders
P type filt
Name Version Id Ly

10.0.0.v20240909-0..
102.0¥20250217-1..
10.2.0v20250206-0...
10.2.0420250206-0.
254.0v20241213-1
25.40420241213-1
102.0¥20250325-1
102.0¥20250326-1..
10.2.0¥20250326-1...
10.2.0v20250305-1
10.1.0420241014-1...
10.2.0520250226-0.
1020¥20250320-1..
10.20v20250321-0.
10.2.0v20250321-0.
2540520503131
25.4.0¥20250313-1..
25.4,0¥20250313-1
10.1.0v20241202-0.
25.40R20250411-0...
Renesas QF common 240520250130-0441
. Renesas QE for OTA 2.20.202506141554
eneses eDug SUPPO

(g Renesas RL78 Debug Support Files

(5 Renesas RL78 Family Support (requiring .Net Framework)
(g Renesas RTOS Debug Views

(- Renesas RX Debua Supoort

(g Renesas CMake Build Support Files
Renesas Common Project Import/Export
Renesas Debug Views

Renesas Debug Views (Lite)

Renesas e2 studio Code Generator for RL78
Renesas e2 studio Code Generator for RX

com.renesas.ide.supportfiles
com.renesas.e2studio.comm
com.renesas.e2studio.debug
com.renesas.e2studio debug
com.renesas.e2studio.tools.c
com.renesas.e2studio.tools.c
com.renesas.e2studio.comm
com.renesas.e2studio.comm
com.renesas.e2studio.comm

Renesas e2 studio Common Build

Renesas e2 studio Common Build for GCC & LLVM Toolchain:
Renesas e2 studio Common Build for Renesas Toolchains
com.renesas.e2studio.comm
com.renesas.e2studio.tools.c

Renesas e2 studio Common Core

Renesas e2 studio Conflicts Checker
Renesas e2 studio FIT com.renesas.e2studio.tools.fi
com.renesas.e2studio.tools.ir
com.renesas.e2studio.comm

Renesas e2 studio Integration Service
Renesas e2 studio Memory Usage View
Renesas e2 studio Optimization Assistant
Renesas e2 studio Reality Al Core

Renesas e2 studio Reality Al for Renesas RL78

com.renesas.e2studio.tools.c
com.renesas.e2studio.tools.r
com.renesas.e2studio.tools.n
com.renesas.e2studio.tools.n
com.renesas.e2studio.comm

Renesas e2 studio Reality Al for Renesas RX
Renesas e2 studio Stack Analysis View

Renesas e’ studio com.renesas.ide.e2studio.prc
com.renesas.apitool.commo
com.renesas.qe.cloud feature
'com.renesas.e2studio device

S EE SR IO IEEE

254.0v20250331-1..
25.4.0.R20250411-0...
10.20v20250320-1
254.0v20241213-1..

com.renesas.ide supportfiles

com.renesas.e2studio.ri78.dc

com.renesas.e2studio.debug

com.renesas.e2studio.device ¥
>

Renesas QE for OTA

o=

Update... Uninstall.. Properties

If they are not displayed, refer to “2.1 Install QE for OTA” in “RX Family Firmware Update Software
Development Guide using AWS/Azure QE for OTA (R20AN0712)” and install QE for OTA.

()

Installing the Python execution environment

Python can be downloaded from https://www.python.org/.

The pycryptodome library of Python is also to be used. After installing Python, execute the follow pip

command to install it.

> pip install pycryptodome

3)

The Renesas Flash Programmer can be downloaded from Renesas Flash Programmer (Programming GUI) |

Renesas.

Installing the Renesas Flash Programmer
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6.2.2 Logging in to AWS with QE for OTA
(1) Opening the QE for OTA window

From the e? studio menu bar, select [Renesas Views] — [Renesas QE] — [OTA Main (QE)].

oject Renesas Views Run Window Help
I

C/C++ > @.';v d=0[E 7 ___,v{fv
) Code Generator >
A Mai Debug 5 h =
Partner OS >

Renesas QF
Smart Configurator
Solution Toolkit

> ¢ Measuring Current Consumption (QE)
> 4 COTA Main (QE)
> & OTA Manage loT Device (QF)

*  Renesas Software Installer . -
—Fcﬁ-cncvutu—tvut—Jlgner‘ public key.

*

(2) <QE for OTA> [1. Cloud Settings] — [Sign-in to Cloud]
From here, follow the steps displayed in the GUI window of QE for OTA.

Start by selecting “AWS” for [Cloud] and sign in. An AWS resource is generated in the region selected at the

A Cloud Prepare IoT OTA

1.Cloud Settings -~ : Sign-in o Cloud

1 Sign-in io Cloud

Setup to sign-in to Cloud
2.Prepare projects -
| [ cow s 3 |
I Select projects
Sign-in Settings

3.Manage IoT device -
) Manage IoT device

Sign-in o AWS
%) Create initial fimware
%) Write program to IoT devices

4.0TA -

(¥) Create update firmware

() Execute OTA and check status
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6.2.3 Creating and Running the Initial Firmware for the CK-RX65N

Create initial firmware for the CK-RX65N by using QE for OTA, then writing and running it. The procedure is
described below.

(1) Importing projects

Import the “demo_bl_rx65n_ck_primary” project, a bootloader for the CK-RX65N, and the
“demo_rx65n_ck_primary” project, a user program, into e? studio. There are CC-RX and GCC versions of the
CK-RX65N project, but here we will use the CC-RX version.

When importing projects, uncheck [Copy projects into workspace] in the [Options] field.

File | Edit Source Refactor Navigate Search Project RenesasViews Run Window Help & Import =] %
New Alt+5Shift+N >
Open File.. == Select \
. Open Projects from File System... - P |
Create new projects from an archive file or directory.
Recent Files >
Close Editor Ctrl+W
Close All Editors Ctrl+Shift+W  hq existing code Select an import wizard:
Save Ctrl+S type filter text |
Save As.
v (= General 2
Save Al Ctrl+Shift+S ) o
Revert -
Projects into Workspace
Move... 1 ”
7 Rename ] -
= |4 Preferences
> EEﬁESh A — % L4 Projects from Folder or Archive
rt i > . o
onvert Line Delimiters 1o (& Rename & Import Existing C/C++ Project into Warkspace
B Cal=h ¥ Renesas CC-RX project conversion to Renesas GCC RX
Ié Import. &% Renesas CS+ Project for CAT8KOR/CAT8KO
EXpOrt. & Renesas CS+ Project for CC-RX, CC-RL and CC-RH
Properties Alt+Enter &% Renesas GitHub FreeRTOS (with |oT libraries) Project
) (" Sample Projects on Renesas Website
Switch Workspace > oC
Restart . /G +
Exit (= Code Generator o

? < Back Finish Cancel

Import Projects =
/ 7
Select a directory to search for existing Eclipse projects. /4

(@ Select root directory: |C\ws\fwup_comm\aws_ota\r01an7851xx0100-rI78-2 V| Browse...

(O Select archive file: Browse...

Projects:

[] bootloader_r78g23_fpb_w_buffer (C\ws\fwup_comm\aws_ota\r01an7851 Select All
[[] demo_app_ri78g23_fpb_w_buffer (C:\ws\fwup_comm\aws_ota\r01an7851

demao_bl_rx65n_ck_primary (C\ws\fwup_comm\aws_ota\r01an7851xx0100-
[[] demo_bl _rx65n_ck_primary (C:\ws\fwup_commiaws_ota\r01an7851:x0100- Refresh
demo_rx65n_ck_primary (C\ws\fwup_commhaws_ota\r01an7851xx0100-r17.
[[] demo_r65n_ck_primary (C:\ws\fwup_comm\aws_ota\r01an7851xx0100-rl7

Deselect All

>

Options
[ Search for nested projects

] Copy projects into workspace I

| [ Close newly imported projects upon completion

[] Hide projects that already exist in the workspace
‘Working sets
[[]Add project to working sets New...

Select...

® < Back Next > Cancel
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(2) Entering Wi-Fi connection information

Enter the SSID of the Wi-Fi access point you want to use in clientcredentialWIFI_SSID and the
password in clientcredentialWIFI_PASSWORD, as defined in

“src/application_code/include/aws_clientcredential.h” in the demo_rx65n_ck_primary project.

#define clientcredentialWIFI_SSID

join Wi-Fi network.

WPA, set this to your network password.

#define clientcredentialWIFI_PASSWORD

(3) Selecting projects

Select the ck_rx65n_demo_bootloader project and the ck_rx65n_2ndota_demo project that were imported
into e? studio earlier. Also, select “Primary” for Target Device.

(4] ® QE foroTA
@ Cloud

1.Cloud Settings - ,L'
v

(%) Sign-in to Cloud

I 2.Prepare projects -

@ Select projects

| () Select provisioning

3.Manage IoT device -
\2 Manage IoT device
() Create initial firmware
() Write program to IoT devices
4.0TA -
(/) Create update firmware
®

/) Execute OTA and check status

Select created projects

Information of firmware project

Select the device for firmware update

ToT OTA
Select projects
2nd OTA project creation guide | Show guide
Sample for 2nd OTA project
Boot Loader ‘ demo_bl_rx65n_ck_primary v j
»
»
Firmware ‘ dsmo_rx65n_ck_primary ~ }

Target Device

Device: RSFS6SNEHXFB_DUAL
Evaluation Board: CK-RX65N

Primary v

(4) Selecting the provisioning method

Select “Source code includes credentials (asymmetric keys)” as the provisioning method.

| © Cloud

1.Cloud Settings

() Sign-in to Cloud

2. Prepare projects
() Select projects

() Select provisioning

3. M

ge [oT device
() Manage IoT device
(%) Create initial firmware

(%) Write program to IoT devices

4.0TA
() Create update firmware

(%) Execute OTA and check stams

Prepare IoT OTA
A~ )
=3 Select provisioning
Select a provisioning
»
W] Provisioning Source code includes credentials (asymmelnc keys) v

Select provisioning(AWS)

QE for V1.1.0 supports only | provisoning

QF Series How to ipstallnpinstall How toupdate FAQ License
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(5) Creating an loT device
Click “Open view” in Manage loT device to open the “OTA Manage loT Device (QE)” screen.

Click the “+” button under “All loT devices” and select “Create loT device.”

All loT devices loT Device |nitial Firmware Update Firmware OTA Firmware Log

5w - -
e o e s loT Device Name Policy Private Key Public Key Device

Create loT device
Create loT group

Enter an appropriate name in the “loT device name” field of the dialog box, and then click “Create.”

8 Create loT device x [
loT device namel |ot_device_ck-m65r1
Group name o
Create number |1 - |
Policy ge_iot_pplicy =
(6) Creating the initial firmware
Click “Open view” in Create initial firmware.
[]> @ QE for oTA

Cloud Prepare

. 2 =
1.Cloud Settings h¢ j Create initial firmware
n view

(~) Sigu-in to Cloud
Build Boot loader and Firmware to create program for IoT devices.

2.Prepare projects -

(©) Select projects

|

(%) Select provisioning

3.Manage IoT device

I Create initial firmware : asymmetric keys(AWS)

@ Create initial firmware
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In the “Initial Firmware” tab, select the 10T device you created earlier and click “»Add”.

All loT devices loT Device Initial Firmware Update Firmware OTA Firmware Log

R~ & sync Cloud (1) Select loT devices for which want to create initial firmware.
B iot_device_ck-rx65n

I Add all loT Device Name Private Key Public Key Device Certificate
Wiot_device_ck-ra65n (] L] (]

<J Delete

1l Delete all

+4# Debug

Enter “1.0.0” for the version and click “Create initial firmware.”

(2) Specify version of firmware.

[v||| SIEEIE S—
(3) Create initial firmware.

Create initial firmware

(4) Write initial firmware to loT device and run it.
Run the initial firmware, loT device will start to conne:

Write and Run Resume

The demo_bl_rx65n_ck_primary project and demo_rx65n_ck_primary project builds are executed, and if
“Create firmware is complete.” is displayed in the “Initial Firmware” tab, the process is successful.

(4) Write initial firmware to loT device and run it.
Run the initial firmware, loT device will start to connect to the cloud. Connection is successful, it will wait f

Write and Run Resume

now creating initial firmware

- 1/2 : Rewrite source and build bootloader project.

Output : /demo_bl_rx65n_ck_primary/QE-OTA/bootloader/demo_bl_rx65n_ck_primary.mot

Output : /demo_bl_rx65n_ck_primary/QE-OTA/bootloader/demo_bl_rx65n_ck_primary.x

- 2/2 : Rewrite source and build firmware project. Create initial firmware.

Output : /demo_rx65n_ck_primary/QE-OTA/apl/v1.0.0/iot_device_ck-rx65n/demo_rx65n_ck_primary.mot
Output : /demo_rx65n_ck_primary/QE-OTA/apl/v1.0.0/iot_device_ck-rx65n/demo_rx65n_ck_primary.x
Output : /demo_rx65n_ck_primary/QE-OTA/apl/v1.0.0/iot_device_ck-rx65n/merged.mot

Create firmware is complete.

(7) Writing and running the initial firmware to the CK-RX65N

Click “Write and Run” in the “Initial Firmware” tab.

(4) Write initial firmware to loT device and run it.
Run the initial firmware, loT device will start to connect to the cloud. Connection is successful, it will wait f

Write and Run Resume

now creating initial firmware

- 1/2 : Rewrite source and build bootloader project.

Output : /demo_bl_rx65n_ck_primary/QE-OTA/bootloader/demo_bl_rx65n_ck_primary.mot

Output ;: /demo_bl_rx65n_ck_primary/QE-OTA/bootloader/demo_bl_rx65n_ck_primary.x

- 2/2 : Rewrite source and build firmware project. Create initial firmware.

Output : /demo_rx65n_ck_primary/QE-OTA/apl/v1.0.0/iot_device_ck-rx65n/demo_rx65n_ck_primary.mot
Output : /demo_rx65n_ck_primary/QE-OTA/apl/v1.0.0/iot_device_ck-rx65n/demo_rx65n_ck_primary.x
Output : /demo_rx65n_ck_primary/QE-OTA/apl/v1.0.0/iot_device_ck-rx65n/merged.mot

Create firmware is complete.
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Select the COM port number for the CK-RX65N and click “Write.” Each parameter for the Renesas Flash
Programmer will be automatically entered if the CK-RX65N onboard emulator is connected. If any fields are
blank, check that the CK-RX65N is connected to the PC and that jumper J16 is connected to the DEBUG
side.

8} Flash Programming x

Write and Run the initial firmware to device using Renesas Flash Programmer.

(1) After connecting the evaluation board, check the settings and press the Write button.
To change only provisioning information, press the Data rewrite button.

(2) When completed, press the Run program button.
Not to run the initial firmware, press the Close button.

[Write] After erasing chip and writing program, execute the [Data rewrite].
[Data rewrite] Run the program and save the provisioning information to data flash via serial port.
[Run program] Run the program and close this dialog.

Renesas Flash Programmer
RFP CLI exe path: | C:\Program Files (x86)\Renesas Electronics\Programming Tools\Renesas Flash Progr: Browse...

ID code: | FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF

Board: CK-RX65N v
Device: RX65x -
Emulator: | E2 emulator Lite -
Interface: | FINE ~

Firmware
coM Pcrt'l CoM47 ~ l

\ 4

Write Data rewrite | | Run program
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If “Rewrite provisioning information in data flash is complete.
Click “Run program.”

s displayed, the operation was successful.

& Flash Programming ®
LUM FUILT (LUMSE | LONIELEU 10 LUM4 L.

MIICODCCAdSCFHLF + xsxchaYXEH67DBgYbS0UCIMAOGCCOGSMAIBAMCMIGeMScw ~
JQYIKOZINVENAQKBFRhSD3VYLWFKZHJIC3NAZXNDXBSZSS]b20xCZAIBGNVBAYT
AIVTMRMWEQYDVQQIDAPZb3VyIFNOYXRIMRIWEAYDVQQHDAIZDVYIENpdHIoF TAT
BgNVBAOMDFIvdXIgQ29tcGFueTEVMBMGATUECWWMWWS1ciBTZWNOaWIuMQBWDQYD
VQQDDAZuYWthaziowH IDQONzZMzWhe DO BnjEn
MCUGCSQGSIbIDQEJARYYeWS1ci1hZGRyZXNZOQGVAYW IwbGUUY29tMQswCQYDVQQG
EwVUZETMBEGATUECAWKWWS 1 ciBTAGFOZTESMBAGA 1UEBWAIWWS 1 CIBDaXRSMRUW
EwYDVQQKDAXZD3VYIENVDXBhbnkF TATBGNVBASMDFIvdXIgURVidGIVDiEPMAOG
ATUEAWWGDMFrYWtpMFKwEWYHKoZIZ/OCAQYIK0ZIZ/0DAQCDOGAEONXK2AWTXS/
1u11GXgWUWXRVIOZpfmg +]8VypwwQNQeT+/Z ThvizRK2AKVesO + (DXkzqdCUda
ByrXEB0d9zAKBgoghkjOPQODAGNHADBEAIBAPHR +WSKFIKy7hm395u9ag6dicSYN
1BD/ITFODQIR+IgSIXRI9TfCwi4bSISNHOy/IbYe23wTek5xoilZMOuso =

OK.

>conf commit

01662 [CLI] Destroyed Certificate.
11671 [CLI) Write certificate...

2 1728 [CLI) Destroyed Private key.
3 1792 [CLI) Write Private key..

Configuration save 2947 bytes to Data Flash. Total used size is 2947 bytes .

== RESET ==
Renesas Flash Programmer CLIV1.12
Module Version: V3.19.00.000

Connecting the tool (E2 emulator Lite)
Tool: E2 emulator Lite (OBE110024)
Interface: FINE

Tool Firmware Version: V3.05.01.000
Disconnecting the tool

No operation

Rewrite provisioning information in data flash is complete.

Open the “Firmware Log” tab. Here you can see the logs output from the CK-RX65N.

loT Device Initial Firmware Update Firmware OTA

Connected to COM, firmware loqg is displayed.

COMPort: COMAT  ~ Connected to COM47 L BE =3
~ AWS 11671 [CLI] Write certificate... ~
~ Cu
-Data(5) 21728 [CLI] Destroyed Private key.
- Complete (1) 31792 [CLI] Write Private key..
~ Connection
- Complete (0) Configuration save 2947 bytes to Data Flash. Total used size is 2947 bytes .
-Error (0)
~ Fleet >verify install area main [hash-sha256]..0K
- Thing Name (0 execute image .4 FreeRTOS command server.
- Complete (0) Type Help to view a list of registered commands.
v MCU -> AWS Standard procedure:
- Error (0) 1. Set value for endpoint/thingname/certificate/key/codesigncert.
~ AWS -> MCU 2. Write the key value to Internal Data Flash Memory with ‘commit’ command.
- Error (0} 3. Reset the program to start the demo.
~ OTA
- Download (0) >Press CLI and enter 1o switch to CLI mode or wait 10secs to run demol
-5 Bank (0
wap Bank (0) 010760 [MAIN_TASK] [INFO] R_WIFI_DA16XXX_Open: Test with baud rate 1152001
- Version (0) 110760 [MAIN_TASK] [DEBUG] at_exec: ATZ
- Complete (0)
2 10922 [MAIN_TASK] [DEBUG] &
310924 [MAIN_TASK] [DEBUG] +INIT:DONE,0
411924 [MAIN_TASK] [WARN] at_recv: response timeout!
v
[Search Item ¥ I ISemndary ¥ I
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(8) Closing jumper block J16 on the RUN side
Close jumper block J16 on the CK-RX65N on the RUN side (pins 2-3).

OUTDOOR — INDOOR BAROMETRIC TEMP & MU
aor® AR g O

; - i
§HC0 73 av
El  pMon2__15

1

IOREF e

RESET ° rmiTémi- i

<33 = u .
Y . e, {111} llllllmllllll!l!mlll
GND 2 =
GND&—— =

i

,E<
Bg

i

R RCACA RS i
. CIC DO e
U 9

=
@

6.2.4 Creating and Running the Initial Firmware for the RL78/G23 FPB

Create initial firmware for the RL78/G23 FPB by using QE for OTA, then writing and running it. The
procedure is described below.

(1) Importing projects

Similarly to the procedure for importing projects for the CK-RX65N described in the previous subsection,
import the “bootloader_rI78g23 fpb_w_buffer” project, a bootloader for the RL78/G23, and the
“demo_app_rl78g23_fpb_w_buffer” project, a user program, into e? studio.

(2) Selecting projects

Select the bootloader_rl78g23_fpb_w_buffer project and the demo_app_rl78g23_fpb_w_buffer project that
were imported into e? studio earlier. Also, select “Secondary” for Target Device.

[4]> @ QE foro1a
e Clond © Prepare S LT © o
1.Cloud Settings - : G
() Siga-in to Cloud .
@ Select projects
2nd OTA project creation guide
oremmmET 1 OTA project creation guide | Show guide
Sample for 2nd OTA project
3.Manage IoT device -~
() Manage IoT device
2 Cre Sel ted proj
) Write pro; o | Boot Londer bootioader_r78g23_fpb_w_buffer v
»
4.0TA - Fimmware demo_app_ri78g23_fpb_w_buffer v
() Create update firmware
G/) Execute OTA and check status Information of firmware project
Device: RTF100GSNFB
Evaluation Board: RL78/G23-128p Fa oar
Select the device for firmware update
Target Device Secondary v
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(3) Creating the initial firmware

Click “Open view” in Create initial firmware to open the “OTA Manage loT Device (QE)” screen.

[#]> @ QE for oTA
@] Cloud @ Prepare (@] T @ o1

1.Cloud Settings - @ Create initial firmware

(2) Sign-in to Cloud

Build Boot loader and Firmware to create program for IoT devices.
2.Prepare projects -

© setprles SE—

(%) Select provisioning

3.Manage loT device hd

I Create initial firmsware : asymmetric keys(AWS)

[ Lnstall Python
[ Lustall OpenSSL
[ Build initial firmware

In the “Initial Firmware” tab, select the 10T device created 6.2.3(5) and click “»>Add”.

AllloT devices loT Device Initial Firmware Update Firmware OTA  Firmware Log

LR & 5ync Cloud (1) Select loT devices for which want to create initial firmware.
W iot_device_ck-rx65n | Add all loT Device Name Private Key Public Key Device Certificate
m Wiot_device_ck-ri65n @ (] L]
< Delete
1 Delete all
¥ Debug

Enter “1.0.0” for the version and click “Create initial firmware.”

(2) Specify version of firmware.

IV||_:|W0 :'—

(3) Create initial firmware,

Create initial firmware

(4) Write initial firmware to loT device and run it.
Run the initial firmware, loT device will start to connes

Write and Run Resume

The bootloader_rl78g23_fpb_w_buffer project and demo_app_rl78g23 fpb_w_buffer builds are executed,
and if “Create firmware is complete.” is displayed in the “Initial Firmware” tab, the process is successful.

(4) Write initial firmware to loT device and run it.
Run the initial firmware, loT device will start to connect to the cloud. Connection is successful, it will wait for OTA update.

Write and Run Resume

now creating initial firmware

- 1/2 : Rewrite source and build bootloader project.

Output : /bootioader_ri78g23_fpb_w_buffer/QE-OTA/bootloader/bootioader_rl78923_fpb_w_buffer.mot

Output : /bootloader_ri78g23_fpb_w_buffer/QE-OTA/bootloader/bootioader_ri78g23_fpb_w_buffer.x

- 2/2 : Rewrite source and build firmware project. Create initial firmware.

Output : /app_ri78g23_fpb_w_buffer/QE-OTA/apl/v1.0.0/iot_device_ck-rx65n_0xA0/app_ri78g23_fpb_w_buffer.mot
Output : /app_ri78g23_fpb_w_buffer/QE-OTA/apl/v1.0.0/iot_device_ck-rx65n_0xA0/app_ri78g23_fpb_w_bufferx
Output : /app_ri78g23_fpb_w_buffer/QE-OTA/apl/v1.0.0/iot_device_ck-rx65n_0xA0/merged.mot

Create firmware is complete.
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(4) Writing and running the initial firmware to the RL78/G23 FPB
Click “Write and Run” in the “Initial Firmware” tab.

(4) Write initial firmware to loT device and run it.
Run the initial firmware, loT device will start to connect to the cloud. Connection is successful, it will wait for OTA update.

now creating initial firmware

- 1/2 : Rewrite source and build bootloader project.

Output : /bootloader_ri78g23_fpb_w_buffer/QE-OTA/bootloader/bootioader_ri78g23_fpb_w_buffer.mot

Output : /bootioader_ri78g23_fpb_w_buffer/QE-OTA/bootloader/bootioader_rl78g23_fpb_w_bufferx

- 2/2 : Rewrite source and build firmware project. Create initial firmware.

Output : /app_ri78g23_fpb_w_buffer/QE-OTA/apl/v1.0.0/iot_device_ck-rx65n_0xA0/app_ri78g23_fpb_w_buffer.mot
Output : /app_ri78g23_fpb_w_buffer/QE-OTA/apl/v1.0.0/iot_device_ck-rx65n_0xA0/app_ri78g23_fpb_w_bufferx

Output : /app_ri78g23_fpb_w_buffer/QE-OTA/apl/v1.0.0/iot_device_ck-rx65n_0xA0/merged.mot
Create firmware is complete.

Select the COM port number for the RL78/G23 FPB and click “Write.” Each parameter for the Renesas Flash
Programmer will be automatically entered if the RL78/G23 FPB is connected. If any fields are blank, check

that the RL78/G23 FPB is connected to the PC and that jumper J17 is open.

Write and Run the initial firmware to device using Renesas Flash Programmer. 2

After connecting the evaluation board, check the settings and press the Write button.
Writing is completed, the initial firmware will run.

[Write] After erasing chip, write program.
[Run program] Disabled (This button cannot be used with COM port or J-Link (on-board))

*** When using COM port, set the reset signal with Details button.

Renesas Flash Programmer

RFP CLI exe path: | C:\Program Files Electronic: Flash Progri| Browse...
ID code: |FFFFFFFFFFFFFFFFFFFF
Board: RL78/G23-128p Fast Prototyping Board v
Device: RL78/G2x v
Emulator: COM port I COMé v l
Interface: 2 wire UART ~ Deppils...
Firmware Log

COMPort: COM3 ~

|

& Flash Programming X ‘
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If “Write initial firmware is complete.” is displayed, the operation was successful. Click “Run program.”

a Flash Programming

[Code Flash 1] LOOVODOD - DOUBKFFE
[Data Flash 1] 000F1000 - DOOF2FFF
[Flash Options]

Disconnecting the tool
Operation successful

======== AUTO_NOERASE =
Renesas Flash Programmer CLI V1,12

Module Version: V3.19.00.000

Load: "C:\ws\fwup_comm\aws_ota\ccriapp_ri78g23_fpb_w_buffer\QE-OTA\apl\v1.0.0\iot_device_ck-mx65n_0xAO\mer

Connecting the tool (COM port)
Tool: COMé&
Interface: 2 wire UART

Connecting the target device
Speed: 1,000,000 bps
Connected to R7TF100GSN

Writing data to the target device
[Code Flash 1] 00000000 - 00000AFF
[Code Flash 1] 00001000 - 000016FF
[Code Flash 1]~ 00003000 - 00007FFF
[Code Flash 1] 000B1000 - D0OBS4FF

Verifying data on the target device
[Code Flash 1] 00000000 - 00000AFF
[Code Flash 1] 00001000 - 000016FF
[Code Flash 1] 00003000 - 00007FFF
[Code Flash 1] 000B1000 - 000B54FF

Disconnecting the tool
Operation successful

Write initial firmware is complete,
————

3

Open the “Firmware Log” tab and click “Secondary.’

loT Device Initial Firmware Update Firmware OTA l Firmware Lngl

Connected to COM, firmware log is displayed

COM Port: | Auto b Connect
v AWS
w CL
-Data (0)
- Complete (0)
v Connection
- Complete (0)
-Emor(0)
+ Fleet
- Thing Name (0')
- Complete (0)
v MCU -> AWS
- Error (0)
v AWS -> MCU
-Error (0)
v OTA
- Download (0)
- Swap Bank (0)
- Version (0)

- Complete (0)

B % = E

ISear(h Item ¥ Iu Secondary l«
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Here you can see the logs output from the RL78/G23 FPB. Select the COM port number for RL78/G23 and
click “Connect”. If the humidity data measured by the HS3001 sensor is displayed after “ver 1.0.0” is
displayed, the operation is successful.

Secondary 2

COM Port: COM6 v | Disconnect | Connected to COM. B % =

==== RL78G23 : BootLoader [with buffer] ====
wverify install area main [sig-sha256-ecdsa]...OK
execute new image .0

==== RL78/G23 : SECONDARY OTA DEMO [with buffer] ver 1.0.0 ====
[HS3001JHUML 73.64[RH]
[H53001]JHUMI: 73.56[RH]
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6.3 Preparations for Displaying the Sensor Data Using the AWS Cloud

To display the received sensor data in a graphical format, set up Amazon CloudWatch and AWS loT Core

through the following steps.

Note: If you do not need to display the data in a graphical format, but only need to confirm in your browser
that the data have been received by AWS, you can omit the entire procedure in 6.3.
In this case, as shown in Figure 6-3, you can subscribe to “iotdemo/topic/sensor” in [MQTT test
client] of AWS IloT to confirm in a text format that the sensor data are being received as expected.

e AWS 10T > MQTT test client

AWS loT

Monitor

Connect
Connect one device
P Connect many devices

Domain
configurations Updated

Test
P Device Advisor
Device Location

Query connectivity status

<

-

MQTT test client i

You can use the MQTT test client to monitor the MQTT messages being passed in your AWS ac
inform devices and apps of changes and events. You can subscribe to MQTT message topics ar

» Connection details @ connected
To disconnect from the MQTT test client, choose Disconnect. To re-establish a connecti
Subscribe to a topic Publish to a topic

Topic filter  Info
The topic filter describes the topic(s) to which you want te subscribe. The topic filter can include MQTT w

l iotdemo/topic/senso rl

» Additional configuration

Figure 6-3 Confirming Data Reception by the MQTT Test Client

(1) Logging in to the AWS Management Console

Start by logging in to the AWS Management Console.

Manage AWS Resources - AWS Management Console - AWS (amazon.com)

Confirm the region displayed in the upper-right corner of the management console screen and select the
same region as that set at the time of logging in to QE for OTA.

Q ® e Asia Pacific (Tokyo) ¥
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(2) Creating rules in AWS loT
Click on [AWS IoT] — [Rules] — [Create rule].

ng > Rules ]

Rules (0) o @ eactivate Edit

Rules allow your things to interact with other services. Rules are analyzed and perform specific actions based on messages published by your devices.

Q Find rutes

A | status v Rule topic v

et

Retained messages

» Security

Device software
Billing groups

Settings

Feature spotlight

(3) Specifying the rule properties

Enter a rule name in [Rule name] and click on [Next].

= AWSloT > Rules > Create rule [c]
(@ Specify rule properties Specify rule properties ..
= A rule resource contains a list of actions based on the MQTT topic stream.
Cor ter
. Rule properties
Attach rule actions Rule name )
cloudwatch_visualize_rule ]
R i create T " ' ets0 contain underscore () characters, but no spaces,

Rule description - optional
Enter a deseription to provide additional details about

¥ Tags - aptional
No ta

dd up to 50 tag

ciated with the resource

Cancel’ Next
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(4) Setting the SQL statement
Enter the SQL statement by entering code like the following in the text editor field for [SQL statement]. Be

sure to add a new line character at the end.

SELECT *, timestamp() as timestamp FROM 'iotdemo/topic/sensor’
(A new line has to be entered at the end of the line above.)

nakaki @ 8886-9508-8161 ¥

B L @ @  unitedstates N Calfornia) v

Create rule

Configure SQL statement
eceived on an MQTT topic and push the data elsewhere

Add a simplified SQL syntax to filter messages received

@ Configure SQL statement
SQL statement 1o

SQL version
= 2016-03-23 v
SQL statement
AWS 10T SOI Refere:

| 1 SELECT *, timestamp() as timestamp FROM 'iotdemo/topic/sensor’

SQL  n2,Col1

cancat (Cprevious n

(5) Selecting rule actions in the [Attach rule actions] step
Select “CloudWatch logs” for [Action 1] and click on [Create CloudWatch Log group].

Attach rule actions .

@ Specify rule properties
An action routes data to a specific AW

@ Configure SQL statement
SQL statement

(@) Atach rule actions SELECT *, timestamp() as timestamp FROM 'iotdemo/topic/senson
jew and create
Rule actions i
tians to happen when the above rule is matched by an inbound message. Actions define additional activities that occur when messages arrive, like storing them in a database

Select ane o o
invoking cloud functions, or sending notifications. You can add up to 10 actions.

Action 1
. ) :

Cloudwatch logs

Log graup name Info

v @ (2 M Creats CloudWatch Log group (2

Batch mode
" i that ¢ -
Use batch mode

1AM role

@ (vt

Add rule action

Error action - optional
1f two rule actions in the sa ail, the error action receives one message that ¢

You can optionally set an action that will be executed when something goes wrong with processing your rule.

(B Cloudshell  Feedback
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(6) Creating a log group

Enter a log group name and click on [Create].

e CloudWatch > Loggroups > Create log group

CloudWatch
Favorites and recents >

Dashboards New
P Alarms Ao @0 Qo
¥ Logs

Log groups

Log Anomalies

Live Tail

Logs Insights

Contributor Insights

» Metrics

» Application Signals e

(APM)
» Network Monitoring
» Insights
Settings
Telemetry config New
Getting Started New

What's new

Create log group

Log group details i

@ CloudWatch Logs offers two log classes: Standard and Infrequent Access. Learn more about the features
offered by each log class. [2

Log group name

sensor-visualize

Retention

Never expire v
Log class  info

Standard v

KMS key ARN - aptional

Tags
A tag is a label that you assign to an Amazon Web Services resource. EachNgg consists of a key and an optional value.
You can use tags to search and filter your resources or track your Amazon We)

No tags are associated wi

s log group.

Add new tag

can add up to 50 more tags).

Cancel Create l

(7) Creating a new role

Select the created log group in [Log group name] and click on [Create new role].

= AWSIoT > Message routing

Step 1
@ Specify rule properties

Step 2

@ Configure SQL statement

Step 3

(@ Attach rule actions

> Rules > Create rule ®

Attach rule actions .

An action routes data to a specific AWS service.

SQL statement

SELECT *, timestamp() as timestamp FROM 'iotdemo/topic/sensor’

Rule actions i
Select one or more actions to happen when the above rule is matched by an inbound message. Actions define additional activities that occur when messages arrive, like storing them in a database,
invoking cloud functions, or sending notifications. You can add up to 10 actions.

Action 1
'Watch I
v | Covwatcniogs v

Log group name infa

sensor-visualize

v @ @ Create CloudWatch Log group [?

Batch mode
The payload that contains a Js

Use batch mode

1AM role

< 5 to your endpoint

Create new role

WS loT will

Add rule action l
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Enter the roll name and click [Create].

Create role

Role name

[ sensor-visualize ]

algs zlphanumeric cha hyphens, and underscares. A role

name can't contain any spaces.

(8) Selecting the created IAM role

Select the created role in [IAM role].

ws E(a B 0 @ © unedsars(nColfomia) ¥ nakaki @ 8886-9508-8161 ¥
= AWSIoT > Message routing > Rules > Create rule o]
Ry —— SELECT *, timestamp() as timestamp FROM ‘iotdemo/topic/sensor’
stepa

Review and create

Rule actions it
Selact one or more actions to happen when the above rule is matched by an inbound message. Actions define additional activities that occur when messages arrive, like storing them in a database,
invoking cloud functions, or sending notifications. You can add up to 10 actions.

Action 1
CloudWatch logs -
Send message data to CloudWatch logs
Log group name info

sensor-visualize v @ @ Create CloudWatch Log group [3

Batch mode
The payload that contains 2 JSON array of records will be sent to Cloud watch via a batch call

_ Use batch mode

1AM role
Choose a role to grant AWS loT access to your endpfint.

sensor-visualize v

Create new role

1AM role selected

Add rule action

Error action - optional
You can optionally set an action that will be executed when something goes wrong with processing your rule. If two rule actions in the same rule fail, the error action receives one message that contains
bath errors.

[ Cloudshell  Feedback A " t Privacy  Tems  Cookie preferences
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(9) Confirming successful creation of the rule

Click on [Next] and then click on [Create] on the subsequent page. Finally, confirm that the created rule is
displayed in the list of rules.

0 £ © @  UnkedSttes(N.Callfornia) ¥ nakaki @ 8885-9508-8161 v

outing » Rules > Create rule [c]

SELECT *, timestamp() as timestamp FROM 'iotdemo/topic/sensor’

Rule actions o
Select one or more actions to happen whi
invoking eloud functions, or sending notifications. You can add up to 10 acti

hound message. Actions define additional activities that occur when messages arrive, like storing them in a database,

he above rule is matched by an

Action 1
! iWatch

Log group name info
sensor-visualize v @ @ Create CloudWatch Log group [?
Batch mode
Use batch mode

1AM role
Choose a role to grant AWS loT

1@ G

Add rule action

Error action - optional
You can optionally set an action that will be executed when something goes wrong with processing your rule. If two rule actions in the same rule fail, the error action

eives one message that contains

bath errors

Add error action

nc. or its affiliates.  Privacy  Terms

= AWSIoT Message routing > Rules > Create rule [c]

. ‘ "’ . Rule properties
ttach rule actions
Name

R cloudwatch_visualize_rule
(®) Review and create
Description

Step 2: SQL statement

SQL statement

QL version
2016-03-23

SQL query
SELECT *, timestamp() as timestamp FROM ‘iotdemo/topic/sensor’

Step 3: Rule actions

Actions
Log group name 1AM role Batch mode
sensor-visualize [3 " iam::88869508816 1:role/service-role/sensor False
£
Error action

No error action

[E] Cloudshell  Feedback : ST TV —
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MQTT test client

Query connectivity status

Manage
> All devices
Software packages
» Remote actions
¥ Message routing
Rules
Destinations
Retained messages

» Security

Device software
Billing groups

Settings

Feature spotlight

e AWS IoT » Message routing > Rules [c]
AWS loT < (@) S e e T X
Monitor

Rules (1) into @ Activate Deactivate Edit Delete Create rule
Rules allow your things to interact with other services. Rules are analyzed and perform specific actions based on messages published by your devices
Connect
Find rules 1
Connect one device Q @
» Connect many devices Name a | status v | Rule topic v | Created date v
Domain
confiqurations Wpdated [ cloudwatch_visualize_rule @ Active iotdemoy/topic/s... June 27, 2025, 12:37:10 (UTC+09:00) l
Test

(10)  Checking the graphical display in Am

azon CloudWatch

Display the screen of Amazon CloudWatch and click on [Logs Insights] on the menu at left.
Select the group that was created in 6.3.2.1(5) as the log group.

e CloudWatch > Logs Insights

CloudWatch <
Logs Insights

Favarites and recents »
Select log groups, and then run a query or chaose a sample quary.

Dashboards Select log groups by

» Alarms Ao @o Oo

Log group name v

[? start tailing 5m 30m

1h

3h

© ¢ 0 ©

12h  Custom Compare (OFf) UTC timezone ¥

Q

a Browse log groups
Discovered

¥ Logs 1 fields @timestamp oolld

J fields

Log groups

l sensor-visualize
standard

Log Anomalies

i Ry -
Contributar Insights
Logs (-) Patterns (-) Visualization

» Metrics

Logs (-

» Application Signals  New 95 )
(APM)

» Network Monitoring

» Insights

Settings
Telemetry config New
Getting Started

What's new

udshell

Feedback

Na results
Run a query to see related events

D

Queries

Export results ¥

Add to dashboard @&
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Enter the following query and click on [Run query].

stats avg(hs300x_humidity), avg(hs300x_temperature) by bin(1m)

A graph is displayed on the [Visualization] tabbed page.

e CloudWatch > Logs Insights © ¢ O ®

CloudWatch <

LDgS Insights Info [ Start tailing 5m 30m 1h 3h 12h  cCustem @ Compare (OFf) UTC timezone ¥

Select log groups, and then run a query or chaase a sample query.

Favorites and recents »

Dashboards Select log groups by

ria
8. l °
» Alarms Ao @ o Oo Log group name log groups v
@00© Discovered
¥ Logs sensor-visualize X | ( Clearau ) fields
Log groups l 1 stats avg(hs38@x_humidity), avg(hs388x_temperature) by bin(1m) l o
Log Anomalies
Live Tail Queries

Logs Insights

Contributor Insights
Logs Insights QT rmagy car

» Metrics © Completed. Query exedd

» Application Signals New Logs (5) Patterns (-)

(APM)
i i; i Add to dashboard

Settings

Telemetry config New

2. avghs:
@ ® 2. aug
Getting Started
What's new

s

40

50

[ CloudShell  Feedback
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7. Procedure for Running the Demonstration

The procedure for running the demonstration is described below.

7.1 Checking the Initial State of Operation

With the setup for the demonstration described in section 6 completed, check the logs from each
microcontroller in the “Firmware Log” tab of QE for OTA.

Confirm that humidity data from the HS3001 sensor is being output in the CK-RX65N log. Below that, you
can also see the log of sensor data being sent to AWS via MQTT communications.

Next, confirm that only the humidity data from the HS3001 sensor is being output in the RL78/G23 FPB log.
Also, In the initial state, LED1 of the RL78/G23 FPB is blinking.

If they are not displayed correctly, press the reset switch (S2 RESET) on the RL78/G23 FPB to apply a
hardware reset. Similarly, press the reset switch (S1 RESET) on the CK-RX65N to apply a hardware reset.

loT Device Initial Firmware Update Firmware OTA

Firmware Log

Connected to COM, firmware log is displayed.

COM Port:  COM47

v Connected to COM47.

[0]%

= || &l
v AWS 47575616475/ |MQI 1] IWARN] R_WIH_DAT6XXX_Keceivebocket: timeout! A
v CU 47576 6164757 [MQTT] [INFO] R_WIFI_DA16XXX_ReceiveSocket: socket 0 recv_cnt=0 (450).
47577 6165257 [MQTT] [WARN] R_WIFI_DA16XXX_ReceiveSocket: timeout!
-Data (0) 47578 6165257 [MQTT] [INFO] R_WIFI_DA16XXX_ReceiveSocket: socket 0 recv_cnt=0 (450).
- Complete (0) 47579 6165757 [MQTT] [WARN] R_WIFI_DA16XXX_ReceiveSocket: timeout!
v Connection LL :
- Complete (0) 47581 6166097 [Sensor Task] [INFO] [HS300X SENSOR] HUMIDITY: 76.47 [%RH]
- Error (0) 47582 6166257 [MQTT] [WARN] R_WIFI_DA16XXX_ReceiveSocket: timeout!
< Flaet 47583 6166257 [MQTT] [INFO] R_WIFI_DA16XXX_ReceiveSocket: socket 0 recv_cnt=0 (450).
47584 6166257 [MQTT] [INFO] Publishing message to iotdemo/topic/sensor.
- Thing Name (0)
- Complete (0) 47585 6166257 [MQTT] [DEBUG] SendSocket:
v MCU -> AWS
- Error (0) 47588 6166282 [MQTT] [INFO] R_WIFI_DA16XXX_SendSocket: socket 0 ret=33 (25). v
v AWS -> MCU
- Error (0) Secondary 2
v OTA : -
- Download (0) COM Port: COM38 v | _Disconnect | Connected to COM38. - & & &l
- Swap Bank (0) [HS3001]HUMI:76.36[RH] A
- Version (0) ——
- Complete (0) [HS3001]HUML:76.43[RH]
[HS3001]HUML76.39(RH]
[HS3001]HUML:76.41[RH]
[HS3001]HUML:76.46[RH]
[HS3001]HUML.76.47[RH]
[HS3001]HUMI:76.46[RH]
[HS3001]JHUMI:76.39[RH]
v
ISearch Item ¥ l
RO1AN7851EJ0110 Rev.1.10 Page 40 of 50

Dec.24.25

RENESAS




RL78/G23 Sample Code for OTA Update of a Secondary Device by Amazon Web Services with the Use of FreeRTOS

Finally, Figure 7-1 shows the display for Amazon CloudWatch. Click on [Run query] and confirm that the
humidity data acquired from the HS3001 sensor are displayed as a graph.

e CloudWatch Logs Insights @ 9 0O [c]
== — S—————— Discovered
fiel
1 stats avg(hs380x_humidity), avg(hs308x_temperature) by bin(im)
Favorites and recents 3 (]
eries
Dashboards Querl

» Alarms Ao @0 @o Run query e
¥ Logs ags Insight: . run for maximum of 60 minutes.

Log groups @ Completed. Query executed for 1 log group.

Log Anomalies Logs (5) Patterns (-) Visualization
Live Tail

. : i Add to dashboard
Logs Insights Visualization
Contributor Insights —_

» Metrics o - o o
» Application Signals New 65
(APM)
» Network Monitoring 0
» Insights

ele
e 5
What
40
35

18:49 1849 1849 1849 1850 1850 1850 1&S0 &S I&S1  1&S1 1851 1852 1852 1852 1852 1853 1853 1853 1853 1854

(5 Cloudshell  Feedback

Figure 7-1 Graphical Display of Amazon CloudWatch before the Secondary OTA Update

This is the initial state before the secondary OTA update is run.
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7.2 Executing the OTA Update of the RL78/G23 FPB
7.2.1 Creating the Update Firmware

(1) Changing the source code of the demo_app_rl78g23_fpb_w_buffer project

Set the MEASURE_TEMPERATURE macro of demo_app_rl78g23 fpb_w_buffer/src/fwupcomm_demo_main.h to

(1).

#define MEASURE_HUMIDLITY
#idetine MEASURE TEMPERATURE

(1)
(1)

#define DEMO_VER_MAJOR
#define DEMO_VER_MINOR
#idefine DEMO_VER_BUILD

(1)
(@)
(@)

(2) Creating the update firmware

Click “Open view” in Create initial firmware.

[m]> @ QE foro1a

) Cloud

1.Cloud Settings

() Sign-in to Clond

2.Prepare projects
.@) Select projects

(/) Select provisioning

3.Manage IoT device
-:;:\ Manage IoT device
'9 Create initial firmware

1::\/_\; Write program to ToT devices

4.0TA

@ Create update firmware

Prepare IoT OTA
—
- ~
> Create update firmware
Create update firmware for update via Cloud
- n
. »
Create update firmware Open view

-

I Create update firmware : Asymmetric keys(AWS)

. Build update firmware

Push [Open View] button.

I Build update firmware
-

Il Register [oT devices to create the update firmware.

— —

@ Execute OTA and check status

To register all IoT devices, push [Add all] button.

Push [Add] button to create the update firmware in list of [all IoT devices].

In the “Update Firmware” tab, select the loT device created 6.2.3(5) and click “»Add”.

All loT devices

loT Device Initial Firmware Update Firmware OTA

Firmware Log

FrR- & Sync Cloud (1) Select loT devices for which want to update the firmware.
|4 Add all loT Device Name Private Key Public Key Device Certificate
Wiot_device ck-n65Sn @ ] o
Delete
A Delete all
¥ Debug
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Enter “1.0.0” for the version and click “Create update firmware.”

(2) Specify version of firmware.

vie B Blp B

(3) Create update firmware using latest spurce.

-

Create update firmware |

The demo_app_rl78g23 fpb_w_buffer project build is executed, and if “Create firmware is complete.” is
displayed in the “Update Firmware” tab, the process is successful.
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7.2.2 Creating an OTA Job
(1) Creating an OTA job

In the “OTA” tab, select the loT device created 6.2.3(5) and click “»>Add”.

All loT devices loT Device Initial Firmware Update Firmware OTA Firmware Log

X~ & sync Cloud (1) Select loT devices for execution OTA.

W iot_device_ck-rx65n

L Add all loT Device Name Policy OTA Job Status
W iot_device_ck-r5n <

Delete

I Delete all

Select “v2.0.0” as the version for update firmware, and confirm that the role, upload to, and code signing
profile have been specified.

(2) Select version for update firmware,
v200 v

(3) Select role, §pload to, code signing profile for execution OTA. Not cre:

qe_ota_role

qe_code_signing

Upl

Code signing profile

(4) Execute OTA.

Execute OTA | File type: |1 z}

Enter “1” for the file type and click “Execute OTA.”

(2) Select version for update firmware,
v200 v

(3) Select role, upload to, code signing profile for execution OTA. Not cre:

Role: qe_ota_role v
Code signing profile : ' ge_code_signing v

(4) Execute OTA.

Al
Lv

Execute OTA | File type: »

(=

If “Create the OTA execution job is completed.” is displayed, the operation was successful. An OTA job for
the secondary OTA update is created by following the above steps, and the OTA job is delivered to the
specified loT device.

(4) Execute OTA.

Execute OTA | Filetype: |1 7

- 1/3 : Upload file .. Complete

- 2/3: Code signing to file .. Complete

- 3/3: Create OTA execution job .. Complete

Create the OTA execution job is completed.

When loT device is connected to the cloud, firmware update will start. You can confirm the execution status on "Firmware Log" tab.
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7.2.3 Checking Operation during Execution of the Secondary OTA Update

The OTA update starts within a few seconds after creation of the job. Both the CK-RX65N and RL78/G23
FPB will output logs of the progress of the secondary OTA update.

loT Device Initial Firmware Update Firmware OTA EFi”’"WﬂfE Log|

Connected to COM, firmware log is displayed.

COM Port: COM4T W Cunnectedlo COM4T. ] & = | (&=

s U £ 1€ L3I LB | U] NELEIVEU, | SR, | LSS | L e, U R
e 1706 212756 [MQTT] [WARN] R_WIFI_DA16XXX_ReceiveSocket: timeout!

~ 1707 212756 [MQTT] [INFO] R_WIFI_DA16X00(_ReceiveSocket socket 0 recv_cnt=0 (450).

-Data (0) 1708 212756 [MQTT] [INFO] Publishing message to $aws/things/iot_device_ck-nd5n/streams/3bf1e454- 1efe-4cfc-945a-1c0d5¢837e3f/get/cbor.
- Complete (0)
« Connection 1709 212756 [MQTT] [DEBUG) SendSocket:
- Complete (1)
Emor (0) 1714 212781 [MQTT] [INFO] R_WIFI_DA16XXX_SendSocket: socket 0 ret=33 (25),
1715 212781 [MQTT] [DEBUG) SendSocket:
v Fleet
- Thing Name (0) 1718 212822 [MQTT) [INFO) R_WIFI_DA16XXX_SendSocket: socket 0 ret=114 (41).
- Complete (0) 1719 212822 [MOTT] [DEBUG) SendSocket:
v MCU -> AWS
~Error (0) 1722 212847 [MQTT] [INFO] R_WIFI_DA16XXX_SendSocket: socket O ret=54 (25),
v AWS -> MCU 1723 212847 [OTA Agent T] [INFO] Sent PUBLISH packet to broker $aws/things/iot_device_ck-rx65n/streams/3bf1e454-1efe-4cfc-945a-1c0d5cB837e3f/get
~Error{2)
v OTA 1724 212867 [OTA Agent T] [INFO] Published to MQTT topic to request the next block topic=8aws/things/iot_device b4
- Download (0) < >
- Swap Bank (0 ) Secondary P
- Version (1)
- Complete (0) COM Port: |COME > Connected to COMG. U W=
Received FWUPCOMM_CMD_FWUP_WRITE command. size=1024 -

W 0x59000, 512 .. OK
W 0x59200, 256 .. OK

W 0x59300, 256 .. OK.
RECEIVEd TWUTCOMM GO TWUP WHRITE commana. size=1023

W 0x59400, 768 .. OK

W 0x5B000, 256 ... OK

Received FWUPCOMM_CMD_FWUP_WRITE command. size=1024
W 0x5B100, 1024 .. OK

Received FWUPCOMM_CMD_FWUP_WRITE command. size=1024
W 0x5B500, 1024 .. OK

[ Search Item ¥ ]
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7.3 Checking Operation after the OTA Update
Figure 7-2 shows the log screen of the CK-RX65N and RL78/G23 FPB after the update.

You can see that the temperature data are newly displayed in addition to the humidity data acquired from the
HS3001 sensor.

loT Device Initial Firmware Update Firmware OTA  Firmware Log

Connected to COM, firmware log is displayed.

v Connected to COM47.

DUIIU T VOUUY [IVINE 1] IV ] IN_WY I I_LUAM T UAAA_INCLTIVEJULATL JULATL U ITLY_LIL=U \"tJU).
v AWS 36357 4709366 [MQTT) [WARN] R_WIFI_DA16XXX_ReceiveSocket: timeout!
v al 36358 4709366 [MQTT] [INFO] R_WIFI_DA16XXX_ReceiveSocket: socket 0 recv_cnt=0 (450).

COM Port: |COMA47 8% = (&

-Data (10) 36359 4709750 [S_OTA Demo ] [INFO] Received: 0 Queued: 0 Processed: 0 Dropped: 0
- Complete (2) 36360 4709866 [MQTT] [WARN] R_WIFI_DA16XXX_ReceiveSocket: timeout!
N Coiaiiton 36361 4709866 [MQTT] [INFO] R_WIFI_DA16XXX_ReceiveSocket: socke
36364 4710866 [MQTT] [WARN] R_WIFI_DA16XXX_ReceiveSocket: timeout!
-Comp'“e(s) 1 NAJLVYY D " ( Loos. Loos N s N\ AT
f “Emor{9) 6366 4711097 [Sensor Task] [INFO] [HS300X SENSOR] TEMPERATURE: 31.02 [deg C], HUMIDITY: 76.11 [%RH] ]
v Fleet

- Thing Name (0)
- Complete (0)
v MCU -> AWS
-Error (0)
v AWS -> MCU
- Error (8)
v OTA
- Download (0)
- Swap Bank (0)
- Version (2)

. - ! J* 18
36368 4711366 [MQTT] [INFO] R_WIFI_DA16XXX_ReceiveSocket: socket 0 recv_cnt=0 (450).
36369 4711366 [MQTT] [INFO] Publishing message to iotdemo/topic/sensor.

36370 4711366 [MQTT] [DEBUG] SendSocket: eout!

36387 4712398 [MQTT] [INFO] R_WIFI_DA16XXX_ReceiveSocket: socket 0 recv_cnt=0 (450).
36388 4712898 [MQTT] [WARN] R_WIFI_DA16XXX_ReceiveSocket: timeout!

36389 4712898 [MQTT] [INFO] R_WIFI_DA16XXX_ReceiveSocket: socket 0 recv_cnt=0 (450).
36390 4713398 [MQTT] [WARN] R_WIFI_DA16XXX_ReceiveSocket: timeout!

36391 4713398 [MQTT] [INFO] R_WIFI_DA16XXX_ReceiveSocket: socket 0 recv_cnt=0 (450).
36392 4713762 [S_OTA Demo ] [INFO] Received: 0 Queued:0 Processed:0 Dropped: 0
36393 4713898 [MQTT] [WARN] R_WIFI_DA16XXX_ReceiveSocket: timeout!

36394 4713898 [MQTT] [INFO] R_WIFI_D v
< >

Secondary 2

v Connected to COM38.

[HS3001]HUML:76.08[RH], TEMP.31.04[de; (@] &

- Complete (0)

COM Port: COM38

[HS3001]HUMI:76.12[RH], TEMP:31.04[deg C]
[HS3001]HUMI:76.14[RH], TEMP:31.04[deq C]
[HS3001]HUMI:76.20[RH], TEMP:31.03[deg C]
[HS3001]HUMI:76.14[RH], TEMP:31.03[deg C]
[HS3001]HUMI:76.12[RH], TEMP:31.03{deg C]
[HS3001]HUMI:76.14[RH], TEMP:31.03[deq C]
[HS3001]HUMI:76.20[RH], TEMP:31.03[deg C]
[HS3001]HUMI:76.16[RH], TEMP:31.03[deq C]
[HS3001]HUMI:76.16[RH], TEMP:31.04{deg C]
[HS3001]HUMI:76.14[RH], TEMP:31.03[deg C]
[HS3001]HUML:76.14[RH], TEMP:31.04[deq C]
[HS3001]HUMI:76.11[RH], TEMP:31.02[deq C]
[HS3001]HUMI:76.12[RH], TEMP:31.03[deq C]
[HS3001]HUMI:76.12[RH], TEMP:31.02[deg C]
[HS3001]HUMI:76.19[RH], TEMP:31.02[deq C]

[ Search Item ¥ ]

Figure 7-2 Log Screen of the CK-RX65N and RL78/G23 FPB after the Firmware Update

Furthermore, LED2 will now also be blinking in addition to LED1 that was blinking in the initial state, in the
RL78/G23 FPB.
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Finally, Figure 7-3 shows the display for Amazon CloudWatch. Confirm that the measured temperature and
humidity data acquired from the HS3001 sensor are displayed as a graph.

e CloudWatch > Logs Insights ® @ 0O ®
- S“————"  Discovers
CloudWatch < Clear all fields
1 stats avg(hs300x_humidity), ave(hs308x_temperature) by bin(im)
Favorites and recents > [}
ueries
Dashboards @
» Alarms o @o Go ErT Cance Save
¥ Logs ags Insigl or maximum of inut
Log groups @ completed. Query executed for 1 log group. @
Log Anomalies Logs (6) Patterns (-) Visualization
Live Tail _—
isualizati Add to dashboard
Contributor Insights
» Metrics

» Application Signals  new T — _—
(APM) 60 -

» Network Monitoring
» Insights
Settings
Telemetry config New
Getting Started

What's new

) Cloudshell  Feedback

Figure 7-3 Graphical Display of Amazon CloudWatch after the Secondary OTA Update

Operations for the demonstration are completed at this point.

Note : In 7.2.2(1), if the update method for the project subject to secondary OTA updates is “partial update
method,” set the File type value to “1.” If it is “full update method,” set the File type value to “2.”
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8. How to do the demo without using the HS3001 sensor

This section describes how to perform a secondary OTA update demo without connecting the HS3001
sensor to the RL78/G23 FPB. In this case, the following sensor-related functions in the demo won't work.

e Acquire temperature and humidity data from the HS3001 sensor connected to the RL78/G23 FPB and
output it to a log.

o Send temperature and humidity data from CK-RX65N to AWS and display it on AWS.

8.1 Changes to the demo procedure

Please change the following steps in the demo procedure for sections 6 and 7. The other steps are the same
as when using the sensor.

(1) Skip the step “6.1.2(1) Connecting the HS3001 board.”

(2) After completing “6.2.4(2) Selecting projects” change the MEASURE_HUMIDITY macro in
demo_app_ri78g23 fpb_w_buffer/src/fwupcomm_demo_main.h to (9).

(3) Skip the step “6.3 Preparations for Displaying the Sensor Data Using the AWS Cloud.”
(4) Skip the step “7.2.1(1) Changing the source code of the demo_app_rl78g23 fpb_w_buffer project.”

8.2 How to check demo operation when not using sensors

If the sensor is not used, it is not possible to confirm whether the firmware update has been performed by the
type of sensor data acquired. Please check the version information displayed in the log when the RL78/G23
FPB starts up.

<Before updating>

»

Secondary

COM Port: |COM6 «| [ Disconnect |

Connected to COM6. e ="

==== RL78G23 : BootLoader [with buffer] ====
wverify install area main [sig-sha256-ecdsal...Of

execute new image ..0

==== RL78/G23 : SECONDARY OTA DEMO [with buffer] ver 1.0.0 ====

<After updating>

Secondary 2

COM Port: |COMS6 - | Disconnect | Connected to COMS. B % =

==== RL78G23 : BootLoader [with buffer] ==
verify install area main [sig-sha256-ecdsa)...Ol

L oxecyte new image [
==== RL78/G23 : SECONDARY OTA DEMO [with buffer] ver 20.0 ====
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9. Precautions
9.1 License Information on the Open-Source Software in Use
The following open-source software is used.

o TinyCrypt Cryptographic Library
— URL: https://github.com/intel/tinycrypt
— License: https://github.com/intel/tinycrypt/blob/master/LICENSE

e FreeRTOS
— URL: https://www.freertos.org/
— License: FreeRTOS open source licensing, FreeRTOS license description, FreeRTOS license terms
and OpenRTOS commercial licensing options.

9.2 Region and User Privileges of AWS for the Demonstration

Regarding the setup of AWS for running the demonstration, notes on the region of use and user privileges
are given below.

<Region of use>
This demonstration is provided in the ap-northeast-1 (Asia Pacific (Tokyo)) region of AWS.

If you want to run this demonstration in another region, confirm that the services used in the demonstration
are available in that region beforehand.

<User privileges>

This demonstration is to be run by a user with Administrator Access permission in the AWS Identity and
Access Management (IAM) system. Therefore, there is no particular description regarding the granting of
necessary permissions in IAM when using various services.

9.3 Fees for Using AWS

A charge may apply to the cloud resources created and used in the demonstration depending on how AWS
is used. To avoid inadvertently incurring charges, deleting the resources created in the cloud after running
the demonstration is recommended.
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Revision History

Description
Rev. Date Page Summary
1.00 2025/717 — First edition issued.
1.10 2025/12/24 — Updated the version of the FWUPCOMM module used in the
sample project
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General Precautions in the Handling of Microprocessing Unit and Microcontroller
Unit Products

The following usage notes are applicable to all Microprocessing unit and Microcontroller unit products from Renesas. For detailed usage notes on the
products covered by this document, refer to the relevant sections of the document as well as any technical updates that have been issued for the products.
1. Precaution against Electrostatic Discharge (ESD)
A strong electrical field, when exposed to a CMOS device, can cause destruction of the gate oxide and ultimately degrade the device operation. Steps
must be taken to stop the generation of static electricity as much as possible, and quickly dissipate it when it occurs. Environmental control must be
adequate. When it is dry, a humidifier should be used. This is recommended to avoid using insulators that can easily build up static electricity.
Semiconductor devices must be stored and transported in an anti-static container, static shielding bag or conductive material. All test and
measurement tools including work benches and floors must be grounded. The operator must also be grounded using a wrist strap. Semiconductor

devices must not be touched with bare hands. Similar precautions must be taken for printed circuit boards with mounted semiconductor devices.
2. Processing at power-on

The state of the product is undefined at the time when power is supplied. The states of internal circuits in the LS| are indeterminate and the states of
register settings and pins are undefined at the time when power is supplied. In a finished product where the reset signal is applied to the external reset
pin, the states of pins are not guaranteed from the time when power is supplied until the reset process is completed. In a similar way, the states of pins
in a product that is reset by an on-chip power-on reset function are not guaranteed from the time when power is supplied until the power reaches the

level at which resetting is specified.
3. Input of signal during power-off state

Do not input signals or an 1/O pull-up power supply while the device is powered off. The current injection that results from input of such a signal or I/O
pull-up power supply may cause malfunction and the abnormal current that passes in the device at this time may cause degradation of internal

elements. Follow the guideline for input signal during power-off state as described in your product documentation.
4. Handling of unused pins

Handle unused pins in accordance with the directions given under handling of unused pins in the manual. The input pins of CMOS products are
generally in the high-impedance state. In operation with an unused pin in the open-circuit state, extra electromagnetic noise is induced in the vicinity of
the LS|, an associated shoot-through current flows internally, and malfunctions occur due to the false recognition of the pin state as an input signal

become possible.
5. Clock signals

After applying a reset, only release the reset line after the operating clock signal becomes stable. When switching the clock signal during program
execution, wait until the target clock signal is stabilized. When the clock signal is generated with an external resonator or from an external oscillator
during a reset, ensure that the reset line is only released after full stabilization of the clock signal. Additionally, when switching to a clock signal

produced with an external resonator or by an external oscillator while program execution is in progress, wait until the target clock signal is stable.
6. Voltage application waveform at input pin

Waveform distortion due to input noise or a reflected wave may cause malfunction. If the input of the CMOS device stays in the area between Vi
(Max.) and Vi1 (Min.) due to noise, for example, the device may malfunction. Take care to prevent chattering noise from entering the device when the

input level is fixed, and also in the transition period when the input level passes through the area between Vi. (Max.) and Vi (Min.).
7. Prohibition of access to reserved addresses

Access to reserved addresses is prohibited. The reserved addresses are provided for possible future expansion of functions. Do not access these

addresses as the correct operation of the LSl is not guaranteed.
8. Differences between products

Before changing from one product to another, for example to a product with a different part number, confirm that the change will not lead to problems.
The characteristics of a microprocessing unit or microcontroller unit products in the same group but having a different part number might differ in terms
of internal memory capacity, layout pattern, and other factors, which can affect the ranges of electrical characteristics, such as characteristic values,
operating margins, immunity to noise, and amount of radiated noise. When changing to a product with a different part number, implement a system-

evaluation test for the given product.



Notice

1.

10.

11.

12.

13.
14.

(Note1)

Descriptions of circuits, software and other related information in this document are provided only to illustrate the operation of semiconductor products
and application examples. You are fully responsible for the incorporation or any other use of the circuits, software, and information in the design of your
product or system. Renesas Electronics disclaims any and all liability for any losses and damages incurred by you or third parties arising from the use
of these circuits, software, or information.
Renesas Electronics hereby expressly disclaims any warranties against and liability for infringement or any other claims involving patents, copyrights,
or other intellectual property rights of third parties, by or arising from the use of Renesas Electronics products or technical information described in this
document, including but not limited to, the product data, drawings, charts, programs, algorithms, and application examples.
No license, express, implied or otherwise, is granted hereby under any patents, copyrights or other intellectual property rights of Renesas Electronics
or others.
You shall be responsible for determining what licenses are required from any third parties, and obtaining such licenses for the lawful import, export,
manufacture, sales, utilization, distribution or other disposal of any products incorporating Renesas Electronics products, if required.
You shall not alter, modify, copy, or reverse engineer any Renesas Electronics product, whether in whole or in part. Renesas Electronics disclaims any
and all liability for any losses or damages incurred by you or third parties arising from such alteration, modification, copying or reverse engineering.
Renesas Electronics products are classified according to the following two quality grades: “Standard” and “High Quality”. The intended applications for
each Renesas Electronics product depends on the product’s quality grade, as indicated below.

"Standard": Computers; office equipment; communications equipment; test and measurement equipment; audio and visual equipment; home

electronic appliances; machine tools; personal electronic equipment; industrial robots; etc.
"High Quality": Transportation equipment (automobiles, trains, ships, etc.); traffic control (traffic lights); large-scale communication equipment; key
financial terminal systems; safety control equipment; etc.

Unless expressly designated as a high reliability product or a product for harsh environments in a Renesas Electronics data sheet or other Renesas
Electronics document, Renesas Electronics products are not intended or authorized for use in products or systems that may pose a direct threat to
human life or bodily injury (artificial life support devices or systems; surgical implantations; etc.), or may cause serious property damage (space
system; undersea repeaters; nuclear power control systems; aircraft control systems; key plant systems; military equipment; etc.). Renesas Electronics
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