:{E NESAS Application Note

RH850/U2C Series
Ethernet 10BASE-T1S (ETNF) Initialization and Loopback Test

Introduction

This application note describes how to use the ETNF functionality (10BASE-T1S Ethernet) of RH850/U2C in
principle and how to perform a loopback test of this system.

The provided sample code runs on the RH850/U2x application hardware development system by Renesas,
in combination with the Renesas E2 debugger. The required hardware is described in references [1] and [2].
The required hardware needs to be configured separately, by using the configurator tool [5].

Figure 1: RH850 ETNF 10BASE-T1S Ethernet Function
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RH850/U2C Series

Ethernet 10BASE-T1S (ETNF) Initialization and Loopback Test

1. Hardware / System Requirements

The following conditions on hardware are valid to use 10BASE-T1S on RH850/U2C:

e In case that the Renesas evaluation board hardware is used:

o

An external 10BASE-T1S PHY extension board is required to operate the ETNF Open
Alliance (OA) 3-pin digital interface with the 10BASE-T1S wiring system.

Such boards are available by Renesas upon request.

The PHY extension board has to be plugged into the “ETH-T1S 0/1” socket on the main
board [1].

The line-side terminations on the PHY extension board have to be activated.

The I/O power supply voltage of the RH850/U2C piggy board has to be set to 3.3V.

Any other 1/O functionality, which is using the same ports as the ETNF OA interface must be
disconnected. 10BASE-T1S requires fast speed, and therefore any other connected parts
may cause signal disturbances. This includes any activated peripherals of the main board
too, which are sharing the same signals as the OA interface. In any setting of the board
configurator [5], such peripherals shall be set as disconnected and disabled.

To enable the 10BASE-T1S PHY with power supply and releasing its standby condition, the
board configurator [5] has to be set as follows:
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Figure 2: Board Configurator GUI

e Inany case, when using any kind of hardware:

o

o

Keep the ETNF OA interface signals as short as possible.

Enable maximum drive strength for the I/O ports used.
Allow ETNF port direction control of the OA interface.
The following instructions on port settings will provide these settings on RH850/U2C:

Assuming that the OA signals are used by following ports:
ED_MDIO = P20.13; RX_MDC = P20.3; TX = P20.4

/* Activate ETNF T1S operation */
/* Set Port 20 Bits 3+13 (ED MDIO,
PORT0.PIPC20.UINT16 |= 0x2008;

RX MDC) for ETNFO controlled output direction */

/* Activate maximum drive strength for ETNF ED MDIO, RX MDC and TX ports */
PORTO.PDSC20.UINT1l6 |= 0x2018;
PORTO0.PUCC20.UINT16 |= 0x2018;
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RH850/U2C Series Ethernet 10BASE-T1S (ETNF) Initialization and Loopback Test

2. Architecture of 10BASE-T1S ETNF Functionality

The ETNF unit, as shown in the overall block diagram in figure 1, consists of an Ethernet MAC unit and some
add-on functionality for the 10BASE-T1S adaptation.

The MAC unit is inherited from the Ethernet controller type “ETNB”, which is already existing in several other
products of the RH850 series, like RH850/U2A or RH850/F1KM. Therefore, in principle the software
approach to work with this MAC can be imported from projects of these product series. The MAC internally is
using an Mll interface.

Its connectivity to 10BASE-T1S is provided by an additional PLCA component, which converts the Mll
interface into an Open Alliance ® interface (OA), with its three signals TX, RX and ED.

In addition, the connectivity of the MAC to external PHY units is given by an RMII interface, which is provided
by an MIl to RMII converter. Therefore, it is possible to use ETNF as a standard 100BASE-TX Ethernet
adapter, too, when attaching such a PHY to the RMII interface. The details for this kind of connection in not
in focus of this application note, however.

Having some internal RAM for its FIFO structures and interconnection with the interrupt controller and the
bus systems completes the architecture of ETNF. Two connections to bus systems are provided: the
peripheral bus for register configuration, and the high-speed multi-master bus system to handle the Ethernet
data exchange. To handle the data flow, ETNF has a built-in bus master, which works like a DMA unit.

2.1 Integration of the 10BASE-T1S PLCA Functionality
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Figure 3: ETNF PLCA Block Diagram

The integrated 10BASE-T1S PLCA is designed by CanovaTech, type CT25205. Its detailed documentation
can be retrieved from [6]. For our self-testing application and first steps of use, it is sufficient to know the
following properties and settings, which need to be configured and used:

e Configuration method to set registers of the PLCA, using the MDIO interface of ETNF internally
e Activating the 10BASE-T1S beacon signal to provide timing master functionality, as node 0.
e Setting the amount of nodes on the line, to define the time-sharing system.

e Setting the loop-back configuration, so that the ETNF MAC can receive its own transmission.
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RH850/U2C Series Ethernet 10BASE-T1S (ETNF) Initialization and Loopback Test

2.2 PLCA Operation Modes and OA Interface Signaling

This chapter shall explain the rough functionality of the PLCA, when converting Ml signals into OA
compatible signals and vice versa.

First of all, the PLCA has to serialize and deserialize the MIl (parallel bytes) data into serial single bit data
stream of OA, which then connects to the PHY at the outside line. Doing that, it also converts the MIl bit
coding into a RZ (return-zero) bit coding, so that each bit is represented by a pulse on the TX side, whereas
the RZ coded serial bits are converted to 8-bit groups and the RZ coding is converted to NRZ.

In addition, the OA interface also manages the external PHY by providing a configuration mode, where its
ED pin gets MDIO signal functionality, and its RX pin gets MDC signal functionality. MDC/MDIO are
commonly used by PHY units in xMIl systems, too. By these signals, registers in the external PHY can be
read or written.

The figure below shows the operation modes of the PLCA, which can be set by using a setting inside of the
PLCA register set.

PHY:
ED = Carrier detected
RX = Receive Level

(SW-)RESET

TRANSMIT

PHY:
ED = Collision Detection
RX = Receive Level

PHY:
ED = 1 (Boot)
RX=0

CONFIG

PHY:
PHY: ED =1
ED = MDIO (pull-up) RX =1

RX = MDC (input)
PLCA Command by TX Signal Shaping

Figure 4: PLCA Operation Modes

To indicate the operation mode and also to set the external PHY into the same mode, the PLCA generates
specially shaped waveforms on its TX signal. The five modes are:

1. Init Mode
In this mode the PLCA starts, and it waits there until from the external PHY is indicated that its boot
process is finished. The external PHY will pull ED high to indicate this.

2. Normal Mode (RX)
This mode is receiving data from the external PHY. It is the default operation mode, whenever no
own transmission is ongoing, and no configuration is happening. All received data is forwarded from
the OA interface (RX) to the MII, as soon as the PHY activates ED to high, to indicate that a carrier
on the external line has been detected.

3. Transmission (TX)
As soon as the MAC initiates a data transmission on Mll, the PLCA moves to this mode and
indicates this by a specially shaped waveform on TX first. After that, the data is forwarded from Mi|
to TX of the OA interface. The external PHY will indicate any media collision by setting ED to high,
and it will return the transmitted signal on its RX signal. By this, the PLCA can determine whether a
transmission could be performed without disturbances.
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4,

Configuration Mode

From CPU side (by software), the configuration mode can be requested by setting a register inside
of the PLCA. This causes the PLCA to enter configuration mode and re-use the OA interface signals
in a different manner: ED becomes MDIO, and RX becomes MDC. The internal MDIO bus is in
addition routed to the external PHY by that, so that PLCA and external PHY registers now are
accessible through the MDIO system, which can be controlled by ETNF registers.

It is important to set different MDIO base addresses for the PLCA and for the external PHY;
otherwise, selective access of the registers of each part could not be achieved. Many external PHY
units do not allow the modification of their MDIO base address. In this case, the MDIO base address
of the PLCA attached to ETNF is configurable to a different one.

Low Power / Sleep Mode

The low power mode is initiated from CPU side to the PLCA, which in turn will send the sleep
command as a specifically shaped waveform on TX to the external PHY.

As soon as the external PHY detects energy on the line side again, it will toggle the ED signal, which
can wake up the CPU side by an edge triggered interrupt.

To finally wake up the external PHY again, the request for normal mode is given to the PLCA, which
will then convert this command into a specifically shaped waveform on TX, which in turn will re-
activate the external PHY again.

The low power / sleep mode isn’t part of the focus of this application note.
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Ethernet 10BASE-T1S (ETNF) Initialization and Loopback Test

3. Software Components

The architecture of the software package associated with this application note looks like this:
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When running in the delivered default configuration, the application “702600-292_T1S.c” runs the self-test
procedure of ETNF, which is completely contained in the file “etnf_looptest.c”, with exception of port settings;
for those an additional function set is given in the “ports” folder.

The “basic_ghs” folder and “lowinit.c” functions are providing proper startup code for the target product.
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The GHS project “702600-292_T1S.gpj” includes all code and settings and is the starting point.

If the default definition of “SELFTEST” in “702600-292_T1S.c” is removed, then the application also calls the
ETNB MAC layer functionality in the “etnb” folder and TCP/IP stack initialization within the “ethlib” folder. This
is additional software, which can be tried to examine the T1S network capabilities, yet it is beyond this

document.
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4. General Operation Steps for ETNF

Within this chapter, the principles of setup are described, which are necessary to allow 10BASE-T1S
operation with ETNF and an OpenAllicance ® PHY type (using the 3-pin OA interface of the RH850/U2C
products).

4.1 Option Bytes of RH850/U2C

Setting of option bytes is a precondition to allow the ETNF MAC to operate with an OA PHY unit.
The following settings must be done:

4.1.1 Option Byte 8

Bit: 31 30 28 28 27 26 25 24 23 22 21 20 19 18 17 16
B ) | _ |etNooFsed) _ jeksecjewmat| | L | | | L
15.8 1] “GTM | SEL

Value after reset: 0177 omT o™ o™ o™ o™ o™ on™ o™ o™ on™ o™ o™ omn™ o on™
RW: RW R RW RW RW RW R/W RwW RMW RW R R RIW RW RwW R/W

Bit: 15 14 13 12 1" 10 9 ] 7 6 5 4 3 2 1 Q
RESET

— = = | = — | = = =1 =1 = — | = | = | = |_PDE| —

N
Value after reset: 017" o™ o™ o™ o o™ o™ on™ o™ o™ o™ om0 o™ o™ o™
RAN:  RAW RAN RW RAW RN R RW RN R RW RN R RW RN R RW

Mote 1. This value is dependent on the value in the flash memary which is specified by the user.

Figure 6: Option Byte 8
Set bit30to 1 = T1S.

4.2 PORT Configuration

The direction, alternative function and drive strength of the output direction ports must be set accordingly.
When using Renesas Application Hardware [1] and [2], the corresponding ports are those:

P20<4> ETHO T18 TX
P20<3> ETHD_T15_RX_MDGC
P20<13> ETHO_T15_ED_MDIO

Figure 7: Ports of 10BASE-T1S used on RH850/U2C Piggy Boards

P20<4>: Output port, set output direction, highest drive strength, and ETNF alternative function.

P20<3>: Input/output port, set input direction, highest drive strength, and ETNF alternative function.
Set the PIPC flag for this port to allow direction control by ETNF.

P20<13>: Input/output port, set input direction, highest drive strength, and ETNF alternative function.

Set the PIPC flag for this port to allow direction control by ETNF.

/* Activate ETNF T1S operation */

/* Set Port 20 Bits 3+13 (ED_MDIO, RX MDC) for ETNFO controlled output direction */
PORTO.PIPC20.UINT16 |= 0x2008;

/* Activate drive strength 2 for ETNF ED MDIO, RX MDC and TX ports */

PORTO.PDSC20.UINT16 |= 0x2018;
PORTO.PUCC20.UINT16 |= 0x2018;
RO1AN7510ED0100 Rev. 01.00 Page 8 of 13
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4.3 Initial Reset and Standby Release

When using the first time after reset and to prevent issues when re-entering the application, it is making
sense to first clear the ETNF completely by a soft-reset.

To perform a soft-reset, the RH850/U2C hardware provides a dedicated functionality for ETNF, used like
this:
/* Generate Soft-Reset for ETNF */

SYSCTRL.RESKCPROTO.UINT32 = OxA5A5A501;
SYSCTRL.SWMRESA ETNF.UINT32 = 0x00000001L;

while ( SYSCTRL.SWMRESS ETNF.UINT32 == 0x00000000L );
SYSCTRL.SWMRESA ETNF.UINT32 = 0x00000000L;
while ( SYSCTRL.SWMRESS ETNF.UINT32 == 0x00000001L );

SYSCTRL.RESKCPROTO.UINT32 = 0OxA5A5A500;

The ETNF function also is disabled, when starting up from power-on or from standby modes. Therefore, the
module needs to be activated within the standby controller by this sequence:

SYSCTRLMSRKCPROT = 0xA5A5A501; // unprotect the module standby control register

ETNF STANDBYCONTROL &= ~( 0x00000001L );

SYSCTRLMSRKCPROT = O0xA5A5A500; // protect the module standby control register
RO1AN7510ED0100 Rev. 01.00 Page 9 of 13
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5. Operation of the Self-Test Software

After following the steps of chapter 4, the self-testing sequence can be initiated by the next actions.

5.1 MAC Configuration

MAC configuration consists of the following steps, they are described in detail within the related source code
functions.

1. Setting configuration mode
Function: R_ETNF_OpModeChange()

2. Basic MAC settings
Function: R_ETNF_EMACInit( )

3. Setting the operation mode of the MAC
Function: R_ETNF_DMACMode()

4. Initialize the descriptor chains and enter the address of the chains in the MAC table vectors
Function: R_ETNF_DMACDescriptorTable()

5. Setreception and transmission properties
Function: R_ETNF_DMACRxConfig( ) and R_ETNF_DMACTxConfig()

6. Set the transfer speed to 10 Mbit/s (which is essential for L0BASE-T1S)
Function: R_ETNF_RMIILSpeed()

7. Define interrupt settings
Function: R_ETNF_interrupt()

8. Set operation mode to start communication capability
Function: R_ETNF_OpModeChange()

These steps are also described in the referred application note of ETNB, [4].
The functionality of the MAC of ETNB (in RH850/F1x) and ETNF (in RH850/U2C) is equal.

5.2 PLCA Configuration

The PLCA configuration is done within the function “R_ETNF_ConfigPLCA( )” of the file “etnf_looptest.c”,
and consists of the following steps:

e Setting the PLCA PHY address to a different one than the external T1S PHY attached to the OA
interface. This is important to do, since without that it would not be possible to address PLCA and
T1S separately using the uniqgue MDIO management interface (see chapter 2, “Configuration”).
We are using the PLCA MDIO address 2, most external PHY types are using address 1:

ETNF_PLCAPHYADDR = OxOlFFFFE2; /* set PLCA PhyAddr = 2 */

o Reading of a few PLCA internal version registers, to make sure that the PLCA is available and
responsive. For example, we are reading the PHYID and CTIPVER registers through the MDIO.
The PLCA registers can be read anytime through MDIO, even if the PLCA has not set the external
PHY to configuration mode. In this case, the MDIO management interface is kept internal between
ETNF and PLCA.

e Activation of the loopback within the PLCA, to make sure that we can get back the transmitted
frames, even if the external PHY would have no line or a shorted line to the outside. The principle of
the self-testing is to verify the functionality by getting back a transmitted frame.

R_AVB_MacPhyWr45 (0x3F8001, 0x8003); // TISTWEAKS, set PKTLOOP

RO1AN7510EDO0100 Rev. 01.00 Page 10 of 13
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e Activation of the PLCA operation to get it ready for communication. This is done by setting the LCTL
flag in the CONTROL register.

The CONTROL register is, in contrary to the TLSTWEAKS register, addressable directly by an IEEE
clause 22 access (8-bit standard addressing of MDIO). Therefore, the wrapping function
“R_AVB_MacPhyWr45( )" is not necessary here; which would extend the addressing to the IEEE
clause 45 access format, using a separate 16-bit address register.

R AVB MacPhyWr22 (2, 0, 0x1000); // CONTROL, set LCTL

¢ Configuration of the T1S architecture, by setting the local node ID and specifying the amount of
network nodes. We are using ID=0, which means this local node will be the bus master and will send
out the “beacon” signal for all other nodes on the bus. With the amount of bus nodes set to 8, a
typical value is used, which allows up to 8 bus nodes. These nodes will have to use the given T1S
timeslots in the order of their local ID, after the bus master has started the T1S bus cycle by the
beacon.
For the self-testing functionality, it is making sure that we may immediately start to send, without
having to wait for a bus master.

R _AVB MacPhyWr45 (0x3FCA02, 0x0800); // PLCACTRL1, set NCNT=8, ID=0

o After the PLCA initialization, the external PHY can be configured, too.
Within this application note, it is not possible to share the initialization code for an external PHY,
because this is specific for the PHY and requires information from PHY 3" party side.
Nevertheless, the following steps are performed to set the external PHY into configuration mode and
activating the external management interface by this step. The configuration mode can be entered,
after waiting until the PLCA is in normal operation mode:

do
{
vs = R_AVB MacPhyRd45( 0x3F8006 ); // T1STXCST, check TXCST status NORMAL
} while( ( vs & 0x07 ) != 0x00 );
R AVB MacPhyWr45( 0x3F8005, 0x0002 ); // T1STXCCTL: PHY CONFIG Request

After the configuration request the external PHY can be addressed by its MDIO address, and, for
example, its identification registers can be read out by using the standard addresses of IEEE clause
22:

vs

R_AVB MacPhyRd22 ( 1,
Vs 1,

); // PHYIDO -> Ox..
R_AVB MacPhyRd22 ( )

2
3 ); // PHYIDL -> 0Ox..

After the external PHY has been configured, the PLCA needs to be returned into normal mode.

RﬁAVBiMaCPhyWr45( 0x3F8005, 0x0000 ); // T1STXCCTL: PHY RESET/NORMAL Request
do
{

vs = R_AVB MacPhyRd45( 0x3F8006 ); // T1STXCST, check TXCST status NORMAL
} while( ( vs & 0x07 ) != 0x00 );

As last step of configuration, the PLCA reconciliation is started. This is the functionality which
operates the T1S time slots and the beacon transmission, so that other nodes on the T1S bus would
be able to find their communication slot. In other words, this step enables the major T1S
functionality.

R _AVB MacPhyWr45 (0x3FCAO0l, 0x8000); // PLCACTRLO, set PLCA EN
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5.3 Transmission / Reception and Buffers

The function “R_ETNF_SetTxBuf( )" is setting up a transmit frame for the self-testing, filling in the frame data.
After that, on MAC side the communication is enabled by calling “R_ETNF_MACTxRxEnable( )".

Finally, the transmit frame is sent out by calling “R_ETNF_Send_SingleDescFrame( )”. This activates the
transmit descriptor into the status “FSINGLE” and triggers the transmission using the TCCR register of the
ETNF MAC.

After that, the self-test algorithm is waiting until the receive descriptor interrupt occurs. When the interrupt
hits, it sets a global variable, and the algorithm then continues to verify the received frame data. As the
receive descriptors have already been defined beforehand, the address to check the received frame is
known.

The self-test is pass, if all received data matches with the transmitted data.

6. Outlook: Additional Software Components

The provided sample code contains additional functionality, like a TCP/IP stack, and an alternative
initialization routine to replace the self-test initialization.

In this alternative initialization, the ETNF settings and descriptors are defined by the needs of the stack,
which allows “best effort” communication, based on the ETNB driver set.

The alternative initialization is enabled by removing the setting
#define SELFTEST
... in the main program “702600-292_T1S.c”.

After starting the sample code in this configuration, the U2C product provides a 10BASE-T1S master node
(0), answering to Ethernet packets of TCP/IP (“ping”), ARP and HTTP. The IPV4 address is set to
192.168.0.2.
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General Precautions in the Handling of Microprocessing Unit and Microcontroller Unit Products

The following usage notes are applicable to all Microprocessing unit and Microcontroller unit products from Renesas. For detailed usage notes on the
products covered by this document, refer to the relevant sections of the document as well as any technical updates that have been issued for the products.

1.

Precaution against Electrostatic Discharge (ESD)

A strong electrical field, when exposed to a CMOS device, can cause destruction of the gate oxide and ultimately degrade the device operation. Steps
must be taken to stop the generation of static electricity as much as possible, and quickly dissipate it when it occurs. Environmental control must be
adequate. When it is dry, a humidifier should be used. This is recommended to avoid using insulators that can easily build up static electricity.
Semiconductor devices must be stored and transported in an anti-static container, static shielding bag or conductive material. All test and
measurement tools including work benches and floors must be grounded. The operator must also be grounded using a wrist strap. Semiconductor

devices must not be touched with bare hands. Similar precautions must be taken for printed circuit boards with mounted semiconductor devices.
Processing at power-on

The state of the product is undefined at the time when power is supplied. The states of internal circuits in the LSI are indeterminate and the states of
register settings and pins are undefined at the time when power is supplied. In a finished product where the reset signal is applied to the external reset
pin, the states of pins are not guaranteed from the time when power is supplied until the reset process is completed. In a similar way, the states of pins
in a product that is reset by an on-chip power-on reset function are not guaranteed from the time when power is supplied until the power reaches the

level at which resetting is specified.
Input of signal during power-off state

Do not input signals or an 1/0 pull-up power supply while the device is powered off. The current injection that results from input of such a signal or I/O
pull-up power supply may cause malfunction and the abnormal current that passes in the device at this time may cause degradation of internal

elements. Follow the guideline for input signal during power-off state as described in your product documentation.
Handling of unused pins

Handle unused pins in accordance with the directions given under handling of unused pins in the manual. The input pins of CMOS products are
generally in the high-impedance state. In operation with an unused pin in the open-circuit state, extra electromagnetic noise is induced in the vicinity of
the LSI, an associated shoot-through current flows internally, and malfunctions occur due to the false recognition of the pin state as an input signal

become possible.
Clock signals

After applying a reset, only release the reset line after the operating clock signal becomes stable. When switching the clock signal during program
execution, wait until the target clock signal is stabilized. When the clock signal is generated with an external resonator or from an external oscillator
during a reset, ensure that the reset line is only released after full stabilization of the clock signal. Additionally, when switching to a clock signal

produced with an external resonator or by an external oscillator while program execution is in progress, wait until the target clock signal is stable.
Voltage application waveform at input pin

Waveform distortion due to input noise or a reflected wave may cause malfunction. If the input of the CMOS device stays in the area between V.
(Max.) and Vi (Min.) due to noise, for example, the device may malfunction. Take care to prevent chattering noise from entering the device when the

input level is fixed, and also in the transition period when the input level passes through the area between V. (Max.) and Vix (Min.).
Prohibition of access to reserved addresses

Access to reserved addresses is prohibited. The reserved addresses are provided for possible future expansion of functions. Do not access these

addresses as the correct operation of the LSl is not guaranteed.
Differences between products

Before changing from one product to another, for example to a product with a different part number, confirm that the change will not lead to problems.
The characteristics of a microprocessing unit or microcontroller unit products in the same group but having a different part number might differ in terms
of internal memory capacity, layout pattern, and other factors, which can affect the ranges of electrical characteristics, such as characteristic values,
operating margins, immunity to noise, and amount of radiated noise. When changing to a product with a different part number, implement a system-
evaluation test for the given product.



Notice

1.

Descriptions of circuits, software and other related information in this document are provided only to illustrate the operation of semiconductor products
and application examples. You are fully responsible for the incorporation or any other use of the circuits, software, and information in the design of your
product or system. Renesas Electronics disclaims any and all liability for any losses and damages incurred by you or third parties arising from the use
of these circuits, software, or information.
Renesas Electronics hereby expressly disclaims any warranties against and liability for infringement or any other claims involving patents, copyrights,
or other intellectual property rights of third parties, by or arising from the use of Renesas Electronics products or technical information described in this
document, including but not limited to, the product data, drawings, charts, programs, algorithms, and application examples.
No license, express, implied or otherwise, is granted hereby under any patents, copyrights or other intellectual property rights of Renesas Electronics
or others.
You shall not alter, modify, copy, or reverse engineer any Renesas Electronics product, whether in whole or in part. Renesas Electronics disclaims any
and all liability for any losses or damages incurred by you or third parties arising from such alteration, modification, copying or reverse engineering.
Renesas Electronics products are classified according to the following two quality grades: “Standard” and “High Quality”. The intended applications for
each Renesas Electronics product depends on the product’s quality grade, as indicated below.

"Standard": Computers; office equipment; communications equipment; test and measurement equipment; audio and visual equipment; home

electronic appliances; machine tools; personal electronic equipment; industrial robots; etc.
"High Quality": Transportation equipment (automobiles, trains, ships, etc.); traffic control (traffic lights); large-scale communication equipment; key
financial terminal systems; safety control equipment; etc.

Unless expressly designated as a high reliability product or a product for harsh environments in a Renesas Electronics data sheet or other Renesas
Electronics document, Renesas Electronics products are not intended or authorized for use in products or systems that may pose a direct threat to
human life or bodily injury (artificial life support devices or systems; surgical implantations; etc.), or may cause serious property damage (space
system; undersea repeaters; nuclear power control systems; aircraft control systems; key plant systems; military equipment; etc.). Renesas Electronics
disclaims any and all liability for any damages or losses incurred by you or any third parties arising from the use of any Renesas Electronics product
that is inconsistent with any Renesas Electronics data sheet, user's manual or other Renesas Electronics document.
When using Renesas Electronics products, refer to the latest product information (data sheets, user's manuals, application notes, “General Notes for
Handling and Using Semiconductor Devices” in the reliability handbook, etc.), and ensure that usage conditions are within the ranges specified by
Renesas Electronics with respect to maximum ratings, operating power supply voltage range, heat dissipation characteristics, installation, etc. Renesas
Electronics disclaims any and all liability for any malfunctions, failure or accident arising out of the use of Renesas Electronics products outside of such
specified ranges.
Although Renesas Electronics endeavors to improve the quality and reliability of Renesas Electronics products, semiconductor products have specific
characteristics, such as the occurrence of failure at a certain rate and malfunctions under certain use conditions. Unless designated as a high reliability
product or a product for harsh environments in a Renesas Electronics data sheet or other Renesas Electronics document, Renesas Electronics
products are not subject to radiation resistance design. You are responsible for implementing safety measures to guard against the possibility of bodily
injury, injury or damage caused by fire, and/or danger to the public in the event of a failure or malfunction of Renesas Electronics products, such as
safety design for hardware and software, including but not limited to redundancy, fire control and malfunction prevention, appropriate treatment for
aging degradation or any other appropriate measures. Because the evaluation of microcomputer software alone is very difficult and impractical, you are
responsible for evaluating the safety of the final products or systems manufactured by you.
Please contact a Renesas Electronics sales office for details as to environmental matters such as the environmental compatibility of each Renesas
Electronics product. You are responsible for carefully and sufficiently investigating applicable laws and regulations that regulate the inclusion or use of
controlled substances, including without limitation, the EU RoHS Directive, and using Renesas Electronics products in compliance with all these
applicable laws and regulations. Renesas Electronics disclaims any and all liability for damages or losses occurring as a result of your noncompliance
with applicable laws and regulations.
Renesas Electronics products and technologies shall not be used for or incorporated into any products or systems whose manufacture, use, or sale is
prohibited under any applicable domestic or foreign laws or regulations. You shall comply with any applicable export control laws and regulations
promulgated and administered by the governments of any countries asserting jurisdiction over the parties or transactions.

10. Itis the responsibility of the buyer or distributor of Renesas Electronics products, or any other party who distributes, disposes of, or otherwise sells or

transfers the product to a third party, to notify such third party in advance of the contents and conditions set forth in this document.

11. This document shall not be reprinted, reproduced or duplicated in any form, in whole or in part, without prior written consent of Renesas Electronics.
12. Please contact a Renesas Electronics sales office if you have any questions regarding the information contained in this document or Renesas

Electronics products.

(Notel) “Renesas Electronics” as used in this document means Renesas Electronics Corporation and also includes its directly or indirectly controlled
subsidiaries.
(Note2) “Renesas Electronics product(s)” means any product developed or manufactured by or for Renesas Electronics.

(Rev.4.0-1 November 2017)
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