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Introduction

This document presents the AWS cloud connectivity Application Project with Over the Air (OTA) firmware
update on the CK-RA6MS5 v2 kit, utilizing the Ethernet interface. The project encompasses three main
components:

o A secure bootloader project.
e Cloud connectivity application with downloader functionality.
e AWS OTA cloud-side configurations, image storage, and OTA initiation.

This document also serves as a comprehensive guide to understanding and implementing Over-the-Air
updates using AWS loT OTA. It explores the objectives, architectural components, and scope of OTA
updates, as well as provides step-by-step instructions for preparing, executing, and validating updates on the
CK-RA6MS5 v2 board.

Applies to:
¢ RA6M5 MCU Group

Required Resources
To build and run the application project, the following resources are needed.
Development tools and software

¢ Flexible Software Package (FSP) v6.1.0 and required tools (renesas.com/us/en/software-tool/flexible-
software-package-fsp)

e Openssl: v3.0.12 or later (OpeenSSLwebsite: https://www.openssl.org/, OpenSSL App for Windows OS:
https://slproweb.com/products/Win320penSSL.html )

e Python: v3.12.0 or later (https://www.python.org/)

Hardware

e Renesas CK-RABM5 v2 kit (renesas.com/ra/ck-rabmb5)

e PC running Windows® 10 or Windows® 11 and an installed web browser (Google Chrome, Microsoft
Edge, Mozilla Firefox, or Safari)

e Micro-B USB cables included as part of the kit. See CK-RA6M5 v2 — User’s Manual)

e USB-C cable (See CK-RA6MS v2 — User’s Manual)

e CAT-5/CAT-6 Ethernet cable

e A router/switch with at least one available 100 Mbps/full duplex Ethernet port with connectivity to the
internet

Prerequisites and Intended Audience

This application note assumes that the user is adept at operating the Renesas e? studio IDE with Flexible
Software Package (FSP). If not, we recommend reading and following the procedures in the FSP User’s
Manual sections for ‘Starting Development’, including ‘Debug the Blinky Project’. Doing so enables
familiarization with e? studio and FSP and validates proper debug connection to the target board. In addition,
this application note assumes prior knowledge of Cloud connectivity and its communication protocols, and
knowledge of firmware upgrades over the air.

The intended audience is users who want to develop Firmware Update OTA applications with MQTT/TLS
modules using Ethernet modules on Renesas RA6 MCU Series.
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Note: If you are a first-time user of e? studio and FSP, we highly recommend you install e? studio and FSP

on your system to run the Blinky Project and to get familiar with the e2 studio and FSP development
environment before proceeding to the next sections.

Note: This Application Project and Application Note are guaranteed to work only with FSP v6.1.0

Prerequisites

1.
2.

o0k W

Access to online documentation is available in the References section.

Knowledge of the MCU Bootloader and access to the Renesas Bootloader documentation provided with
FSP.

Knowledge of OTA and access to the AWS OTA documentation.
Access to the latest documentation for the identified Renesas Flexible Software Package.
Prior knowledge of operating the e? studio and the built-in (or standalone) RA Configurator.

Access to associated hardware documentation, such as User Manuals, Schematics, and other relevant
kit information (renesas.com/ra/ck-rabmb5).
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1. Firmware Update Over the Air

1.1 Introduction

Firmware update is a critical aspect of modern device management, allowing seamless and efficient
deployment of software updates to connected devices. Leveraging the capabilities of AWS OTA,
organizations can streamline the process of updating firmware and software on their loT devices remotely.

By harnessing AWS OTA, organizations can ensure their loT devices remain up to date with the latest
features, security patches, and improvements, all while minimizing downtime and operational disruptions. In
the following sections, we will explore key features of the RA OTA solution, its benefits, and its Architecture.

1.2 Overview of Renesas RA AWS loT OTA

RA OTA solution is a comprehensive platform meticulously designed to streamline the process of updating
firmware for Renesas microcontroller-based devices, prioritizing both security and efficiency. Through
seamless integration with AWS loT, the RA OTA solution harmoniously blends with FSP (Flexible Software
Package), empowering users to effortlessly configure and establish connections to the AWS Cloud, thereby
facilitating smooth firmware updates. Additionally, the RA OTA solution boasts a robust, secure bootloader,
which serves as a safeguard, ensuring the integrity and safety of firmware updates. In essence, the RA OTA
solution represents a holistic solution, addressing the complexities of both cloud connectivity and firmware
updates and offering a seamless and dependable experience for users.

1.2.1 Objectives

¢ Enabile efficient and reliable OTA updates for loT devices equipped with a bootloader and downloader,
streamlining the update process and minimizing downtime.

e Ensure secure delivery of firmware updates to IoT devices by leveraging encryption, authentication, and
access control mechanisms in the bootloader and downloader components.

e Implement a robust bootloader component capable of managing the update process, including firmware
verification, update package validation, and rollback procedures in case of update failures.

¢ Manage multiple versions of firmware updates, enabling seamless transition between different firmware
versions and ensuring compatibility with existing hardware configurations.

e Integrate with other AWS services, such as AWS loT Core, AWS Lambda, and Amazon S3, to leverage
features such as device provisioning, message brokering, and cloud storage, enabling end-to-end IoT
solution deployment and management.

1.2.2 Key Features
RA OTA solution encompasses several key features aimed at delivering a robust and reliable firmware
update solution:

e RA OTA solution seamlessly integrates with AWS IoT, providing users with a secure and scalable
platform for managing firmware updates. This integration enables seamless communication between
Renesas devices and the AWS Cloud, facilitating efficient Over-The-Air updates.

e Flexible Software Package (FSP) Compatibility: RA OTA solution is fully compatible with Renesas'
Flexible Software Package (FSP), ensuring seamless integration with existing development workflows.
This compatibility allows developers to leverage the RA OTA solution without significant modifications to
their existing projects.

e Secure Bootloader: Security is paramount in firmware updates, and the RA OTA solution addresses this
by incorporating a secure bootloader into its platform. The secure bootloader ensures the authenticity
and integrity of firmware updates, mitigating the risk of unauthorized access or tampering.

e Over-The-Air Configuration: RA OTA solution provides users with the flexibility to configure and manage
firmware updates Over-The-Air. This feature allows for remote scheduling, deployment, and monitoring
of firmware updates, empowering users to maintain control over their devices' software lifecycle.

1.2.3 Benefits
RA OTA solution offers a range of benefits to developers, device manufacturers, and end-users alike:

e Enhanced Efficiency: By automating the firmware update process and enabling Over-The-Air updates,
the RA OTA solution reduces the time and effort required to deploy updates across a fleet of devices,
thereby increasing operational efficiency.
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e Improved Security: With its secure bootloader and integration with AWS loT, the RA OTA solution
enhances the security of firmware updates, safeguarding devices against unauthorized access and
potential security threats.

e Seamless Integration: RA OTA solution seamlessly integrates with existing development workflows and
Renesas' FSP, minimizing disruptions to the development process and enabling a smooth transition to
Over-The-Air firmware updates.

e Enhanced User Experience: By providing a user-friendly interface and intuitive Over-The-Air update
capabilities, the RA OTA solution enhances the overall user experience, making firmware management
simple and accessible for developers and end-users.

1.2.4 Architecture

The architecture of the RA OTA solution is designed to provide a robust and scalable framework for
managing firmware updates for Renesas microcontroller-based devices. This section will delve into the key
components and the flow of data within the RA OTA solution architecture.
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Figure 1. RA OTA solution Architecture and its components
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(7): Create new firmware to upgrade via OTA.
(8): Create an OTA job.

(9): Install credentials for AWS code signing.

Set up AWS IAM, S3, and loT Core.

Create credentials using OpenSSL.

Create a bootloader and initialize the user app with a downloader.

Install the bootloader and initialize firmware.

Start application and store Cloud credentials: device credentials, OTA code signing public key.

Communicate with AWS.
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):
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(A): Upload new firmware to S3 Storage.
(B): OTA library download image.

(C): After finishing downloading the image, reset the device, switch, and boot the new image.
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Key Components

AWS Cloud side

AWS IoT Core: Acts as the central messaging hub for loT devices, facilitating secure and reliable
communication between devices and the cloud. Manages device connections, authentication, and
message routing.

AWS S3 Bucket: Primarily, it is used for Firmware Repository. Hosted on Amazon S3 or another
suitable storage service within the AWS Cloud. Stores firmware images and associated metadata
required for OTA updates.

Identity and Access Management (IAM): It plays a crucial role in AWS OTA (Over-The-Air) updates
by ensuring secure access control and authorization for the various components involved in the
update process.

loT Device

Secure Bootloader: It ensures the integrity and authenticity of firmware updates by verifying digital
signatures and integrity checks, and protects against unauthorized updates and tampering with
device firmware.

Device Firmware Update (DFU) Client (Image Downloader): Software component embedded within
loT devices responsible for managing the OTA update process, communicating with AWS loT Core,
and retrieving firmware updates as directed by AWS loT Jobs.

Firmware Image (Application): Represents the software running on loT devices that may require
periodic updates. Contains the application logic, device drivers, and other functionalities specific to
the device's operation.

System Setup and Image Creation

Certificate Generation: Certification Creation using OpenSSL includes OpenSSL, which serves as
the primary tool for managing digital certificates and cryptographic keys. The process typically
begins with the generation of a private key, a cryptographic key used for generating digital
signatures and encrypting data. A Certificate Signing Request (CSR) is then created, containing
information about the entity requesting the certificate and its public key. This CSR is submitted to a
Certificate Authority (CA), responsible for issuing digital certificates. The resulting certificate binds
the entity's public key to its identity and authenticity, providing proof of its identity. Throughout this
process, OpenSSL facilitates the generation of keys, CSRs, and certificates, as well as the
interaction with the CA.

Image Signing: AWS OTA involves digitally signing firmware images before deployment to loT
devices. This process ensures the authenticity and integrity of the firmware updates, mitigating the
risk of unauthorized modifications or tampering. By using cryptographic signatures, such as RSA or
ECDSA, firmware images are signed with a private key held by the firmware provider. Devices
receiving the update can verify the signature using the corresponding public key, thereby confirming
the authenticity of the firmware before installation. Image signing is a critical security measure in
OTA updates, enhancing trust and reliability in the update process for loT devices.

Creation of Bootloader Image: Involves developing a bootloader software component that ensures
the integrity and security of firmware updates on loT devices. A secure bootloader verifies the
authenticity of firmware images before allowing them to be installed on the device. This process
typically involves digitally signing the bootloader and firmware images using cryptographic
signatures. The bootloader verifies the digital signatures of the firmware images against a trusted
public key, ensuring that only authorized and unaltered firmware updates are installed. By
incorporating a secure bootloader into the OTA update process, loT device manufacturers can
enhance security, protect against unauthorized modifications, and maintain the integrity of their
device's firmware.
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e Creation of Application Firmware Image: Encompasses the development of device application
firmware that includes both the device firmware upgrade (DFU) functionality and the downloader
agent. This comprehensive firmware image enables seamless over-the-air (OTA) updates for loT
devices. The DFU functionality allows devices to receive and apply firmware updates securely,
ensuring compatibility, stability, and enhanced features. Concurrently, the downloader agent
facilitates the retrieval of firmware updates from remote servers or cloud platforms, managing the
download process efficiently.

1.3 Preparing for OTA Update using Renesas RA MCU

Creating an OTA update using Renesas RA MCU involves many logical steps. In this section, the details of
the steps and creations are explained.

1.3.1 Creating a Bootloader Project for the Device

Creating a bootloader project for a device involves developing a specialized software component responsible
for initializing the device and loading the main application firmware. The bootloader is typically the first code
executed when the device powers on and plays a crucial role in the system's boot process. When the OTA of
the new application firmware is completed and written to the designated flash area, for the new application
firmware to work, the bootloader program switches to the new firmware image and boots the new firmware
using RA MCUboot by resetting the MCU.

This Bundle includes a Bootloader Project to work with the associated Application Project. The
“R11AN0915” document contains the section “4.3 Creating the Application Project using the FSP
Configurator”, where the creation of the Bootloader Project is explained to the users.

1.3.2 Generating SSL certificates for the secure Image

Generating SSL certificates for secure images involves creating digital certificates to establish secure
communication channels between devices and servers. These certificates play a crucial role in ensuring data
confidentiality, integrity, and authentication in loT applications. More details on creating certificates and Key
pairs, adding them to the bootloader project, and creating a Python signing environment are explained in the
section 3.2.

1.3.3 Creating an Application Project with the Downloader

This Bundle includes an Application Project to work with the associated App note. This Application Project
includes a downloader and OTA agent to work with the AWS OTA Manager. “R11AN0915” document
contains section “4.3 Creating the Application Project using the FSP Configurator”, where step-by-step
creation of the Application Project is explained to the users.

As a general use case, for the RA OTA solution of the IoT device, the firmware will be deployed to multiple
devices. Therefore, the firmware image should not contain device-specific information like device credentials.
In this demo project, the following information can be set at runtime.

e AWS loT Thing name.

e AWS loT Device credential — Certificate.
e AWS loT Device credential — Private Key.
e AWS Code Signing.

e Ethernet MAC address.

1.3.4 Creating FSP Solution Project to link Bootloader and Downloader projects

Starting with FSP v6.0.0 onwards, you must create an FSP Solution project to configure bootloader slots, slot
sizes, and header information, which were previously managed within the MCUboot module. The document
‘R11AN0915’ includes section “4.4 Creating the FSP Solution Project”, which provides step-by-step
instructions for creating the solution project and configuring the flash layout memory

1.3.5 Establishing a connection to the AWS loT Core

The Application project must establish a connection to AWS IoT Core in the cloud, utilizing connectivity
protocols like HTTP or MQTT. This App note specifically demonstrates the OTA feature using the MQTT
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protocol. AWS loT establishes a secure connection to the loT device through MQTT/TLS. The MQTT Client,
integrated with FSP, enables users to connect and initiate communication with the Cloud. Initially, on the
device side, authentication of the server and configuration of the 1oT endpoint are required for connection,
along with the utilization of device credentials generated by AWS loT Core. Further elaboration on this
aspect is provided in section 4 Running the Application Project.

1.3.6 Setting up the Cloud for the OTA

AWS OTA updates require an AWS IAM or root user account. AWS loT Core will be used to authenticate
access to AWS loT resources. An Amazon S3 bucket is used to store firmware images or files that need to
be updated on the device. Sections 2 and 5.2 describe the details of setting up AWS resources for OTA
firmware updates.

2. Configuring AWS Cloud

To run the RA OTA solution using the FreeRTOS demo, you must have an AWS account (the root user or an
IAM user with permissions to access AWS loT and FreeRTOS cloud services).

For details on how to sign up for an AWS account and add permissions to users, see

https://docs.aws.amazon.com/freertos/latest/userguide/freertos-preregs.html.
For details on how to set up OTA updates, see https://docs.aws.amazon.com/freertos/latest/userguide/ota-
preregs.html.

You must then register the board with AWS loT by following the instructions in
https://docs.aws.amazon.com/freertos/latest/userguide/freertos-preregs.html#get-started-freertos-thing.

Note: The Snapshots from AWS shown here are the current state at the time of writing the document. Some
of the snapshots may look different. If the displayed content is different, check the documents provided by
AWS.

2.1.1 Signing in to the AWS Console

(1) Access the AWS website (https://aws.amazon.com/) and click Sign In

@English v Contactus Support v My account v

awsl Amazon Q Products Solutions Pricing Documentation Learn Partner Network More v Q Sign in Create Account

Figure 2. SignIn

(2) Enter your email address or account ID, and then click Next

If the account you are using to sign in is the root user, enter the root user's email address. If the account is
an IAM user, enter the account ID. (You might skip this step if you have already signed in)
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dWS

Signin

® Root user
Account owner that performs tasks requiring
unrestricted access. Learn more

O 1AM user
User within an account that performs daily tasks.
Learn more

Root user email address

username@example.com

Figure 3. Enter Root user email address

(3) Enter your password and then click Sign in

e Forroot users

adws

Root user signine

emei QD
Password Forgot password?

Sign in to a different account

Create a new AWS account

Figure 4. Enter your password (For root users)

e For IAM users
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dWws

Sign in as IAM user

Account ID (12 digits) or account alias
IAM user name

Password

[J Remember this account

Sign in using root user email

Forgot password?

Figure 5. Enter your password (For IAM users)

2.1.2 Setting your region in AWS
After logging in to AWS, select your region in the top right of the screen.
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4 @ @

United States
N. Virginia us-east-1
Ohio us-east-2
N. California us-west-1
Oregon us-west-2
Asia Pacific
Mumbai ap-south-1
Osaka ap-northeast-3
Seoul ap-northeast-2
Singapore ap-southeast-1
Sydney ap-southeast-2
Tokyo ap-northeast-1
Canada
Central ca-central-1
Europe
Frankfurt eu-central-1
Ireland eu-west-1
London eu-west-2

Paris eu-west-3

Ctarlhalm au_nnarth_1

Manage Regions Manage Local Zones

Figure 6. Select your region

2.1.3 Registering your device in AWS

The following explains the preparations necessary to run the demo project in AWS. Set up AWS by referring
to the following tutorial.

2.1.3.1 Setting policies

Assign access permissions (policies) for AWS and other resources to the device you want to connect to
AWS.

Assign the following policies to the device connected in this application note:

e iot:Connect: Connects to AWS loT

e iot:Publish: Publishes a topic

e iot:Subscribe: Subscribes to a topic

e iot:Receive: Receives messages from AWS loT
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(1) Enter loT Core in the search box at the top of the screen, and click loT Core in the search results

(Q 107 cord

Services

Services loT Core
Features W Connect Devices to the Cloud

Resources New

Documentation
AWS loT Core for LoORaWAN

Knowledge articles ale i
Connect, manage, and secure LoORaWAN devices at scale

Marketplace

Figure 7. Access to loT Core

(2) Inthe menu, click Security and then Policies, and then click the Create policy button

e AWSIoT > Security > Policies ®

Retained messages
Create policy

Policies are separate and different from 1AM policies. AWS IoT policies apply only to

AWS loT policies (4) o

AWS IoT policies allow you to control access to the AWS loT Core data plane cpa
Cenjficates AWS IoT data plane ope

Poli
Q, Find policies 1 ]

Certificate authorities

Figure 8. Click the Create policy button

(3) Enter a policy name (for example: rabm5_ota_demo_policy)

Create policy e

AWS loT Core policies allow you to manage access to the AWS loT Core data plane operations.

Policy properties

AWS 0T Core supports named policies so that many identities can reference the same policy document.

Policy name

I rabm5_ota_demo_policy I

A policy name is an alphanumeric string that can also contain period (., comma (), hyphen(-), underscore (), plus sign (+), equal sign (=), and at sign (@) characters, but no
spaces.

» Tags - optional

Figure 9. Create a policy name

(4) Click the Policy statements tab, and in the Policy document area, click Builder. Enter the policy
settings as shown in the following figure, and then click Create

Because the policy initially contains only one statement, you must add more statements by clicking the Add
new statement button, then choosing Policy action, Policy effect, and Policy resource (fill in the value “*”
in the blank) as shown below:
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1
Policy statements Policy examples
2

Policy document info JSON

An AWS loT policy contains one or more policy statements. Each policy statement contains actions, resources, and an effect that grants or denies the actions by the resources.

Policy effect Policy action Policy resource
Allow v iot:Connect v *
Allow v iot:Publish v N 4
Allow v iot:Receive v -
Allow v iot:Subscribe v &

| Add new statement | 3

5|

Figure 10. Create policy statements
2.1.3.2 Registering your device as a thing in AWS loT

(1) In the menu, click Manage, All devices, and Things, and then click the Create things button

e AWSIoT > Manage > Things = @
¥ All devices =
IE Fhings S N7 AN AN RO aggTEgations— - — RO ConmerHvity St query— )y e orere—¥ [ Create things
Thing groups An loT thing is a representation and record of your physical device in the cloud. A
Thing types physical device needs a thing record in order to work with AWS loT,
Fleet metrics | Q. Fitter things by: name, type, group, billing, or searchable attribute. } 1 @

Figure 11. Click the Create things button
(2) Select Create single thing and then click Next

= AWSIoT > Manage » Things > Create things @

Create things

A thing resource is a digital representation of a physical device or logical entity in AWS loT. Your device or entity
needs a thing resource in the registry to use AWS loT features such as Device Shadows, events, jobs, and device
management features.

Number of things to create

—~
© Create single thing

Create a thing resource to register a device. Provision the certificate and policy necessary to allow the device to

connect to AWS loT.

() Create many things
Create a task that creates multiple thing resources to register devices and p
require to connect to AWS loT.

ision the resources those devices

Figure 12. Choose the Create single thing
(3) Enter a thing name (example: rabm5_ota_demo_thing), and then click Next

Take note of the name of the thing you entered. You will need it later.
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= AWSIoT » Manage > Things » Createthings » Create single thing (0]
(® Specity thing properties Specify thing properties .
. A thing resource is a digital representation of a physical device or logical entity in AWS loT. Your device or entity needs a thing resource in the registry to use AWS loT features such as Device Shadows, events,
Step 2 - optionol

jobs, and device management features.
Configure device certificate

Step 3 - optional Thing properties i

Attach policies to certificate

Thing name

Enter a unigue name containing only: lefeg numbers, hyphens, calons, or underscores. A thing name can't contain any spaces.

Additional configurations

You can use these configurations to add detall that can help you to Deggnize, manage, and search your things.
» Thing type - optional

» Searchable thing attributes - optional
» Thing groups - optional

» Billing group - optional

» Packages and versions - optional

Device Shadow 1o
Device Shadows allow connected devices to sync states with AWS. You can also get, update, or delete the state information of this thing’s shadow using &

© No shadow
O Named shadow

Create multiple shadows with different names to manage

er HTTPs or MQTT topics.

and logically group your devices propertics

) Unnamed shadow (classic)

A thing can have anly ene unnamed shadow,

Figure 13. Configure the Specify thing properties

(4) Inthe Device certificate area, select Auto-generate a new certificate and then click Next

= AWSIoT > Manage » Things > Createthings > Create single thing @
Step 1 . . .
@ Specify thing properties Configure device certificate - optional .

A device requires a certificate to connect to AWS loT. You can choose how to register a certificate for your device now, or you can create and register a certificate for your device later. Your

Step 2 - gptional - - - - g
ep 2 - optionat device won't be able to connect to AWS IoT until it has an active certificate with an appropriate policy.

(@ Configure device certificate

Step 3 - optional

h Device certificate
Attach policies to certificate
© Auto-generate a new certificate (recommended)
Generate a certificate, public key, and private key using AWS loT's certificate authority

O Use my certificate ‘

Use a certificate signed by your own certificate authority

(O Upload CSR

Register your CA and use your own certificates on one or many devices

(O Skip ereating a certificate at this time

You can create a certificate for this thing and attach a policy to the certificate at a later time

Figure 14. Configure device certificate
(5) Attach the policy to the certificate

Select the policy you created in section 2.1.3.1, and then click the Create thing button
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= AWSIoT > Manage » Things » Createthings > Create single thing

Step 1
@ Specify thing properties

Step 2 - optional
@ Configure device certificate

Step 3 - optional
@ Attach policies to certificate

Attach policies to certificate - optional

(C]

AWS loT policies grant or deny access to AWS loT resources. Attaching policies to the device certificate applies this

access to the device.

Policies (1/5)

Select up to 10 policies to attach to this certificate.

L Q, Filter policies

B Name

O

@ Create policy [2

1 i<t

[ ra6m5_ota_demo_policy N

O G
O .
O S

Cancel Previous

Create thing

Figure 15. Attach policies to the certificate

(6) Download the certificate and key files

The certificate and private key are equivalent to a password for the device (thing). When you register a
certificate and private key on a device, the device can use this certificate and private key to connect to AWS.

You must download the certificate, public key, and private key now. You will not have another
opportunity to download them.

Download certificates and keys X

Download certificate and key files to install on your device so that it can connect to
AWS.

Device certificate
You can activate the certificate now, or later. The certificate must be active for a device to connect to
AWS loT.

Device certificate ( Deactivate certificate ) Ki Download )l
d7d7d1caee...te.pem.crt

Key files
The key files are unique to this certificate and can’t be downloaded after you leave this page.
Download them now and save them in a secure place.

[ £\ This is the only time you can download the key files for this certificate.

~—

Public key file
d7d7d1cae9eebb44de1af0f...0497e39-public.pem.key

Download

[~
ﬂ i
-

Private key file
d7d7d1cae9eebb44de1af0f...497e39-private.pem.key

[ & Download

Root CA certificates

Download the root CA certificate file that corresponds to the type of data endpoint and cipher suite
you're using. You can also download the root CA certificates later.

Amazon trust services endpoint 4 Download
RSA 2048 bit key: Amazon Root CA 1 —

i

Amazon trust services endpoint <4 Download

Figure 16. Download the certificate and key files
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2.1.3.3 Checking the endpoint

The endpoint is equivalent to a connection destination (URL) for the device (thing). The device will connect to
the endpoint registered for the device.

In the menu, click Connect, and then click Domain configurations, and make a note of the endpoint (copy

endpoint site).

? AWS loT

AWS loT

Damain
configurations Updated

Test

B Device Advisor

MQTT test client

I

> Connect » Domain configurations

Domain configurations

A custom endpoint that devices use to connect to AWS IoT. Use different endpoints for different fleets to specify different authentication methods and protacols, and limit risks to a subset of devices in your fleet.

¥ How it works

Step 1. Select authentication types and protocols

WS provides various authentication methods and protocols to

security and device types. For instance,

a smart printer might connect using X509 client certificates with secure
MQTT, while a smartphone may utilize Sigv4 over HTTPS,

Domain configurations i

Step 2. Create a new domain configuration and configure devices
Each domain configuration specifies the authentication methods, protacols,
and provides a dedicated endpoint for device connections. Configure devices
to connect to this endpoint and include the domain name as the Server

Mame Indication (SNI) during the TLS handshake.

Q, Find domain configuration
Mame v Domain name | Sstatus
— o © piati
LDMIATS : —— I © Enabled

Step 3. Configure loT connection policy with domain restrictions
conmecting, devices require permissions 1o perform actions like
connecting to AWS or publishing messages. The policy granting AWS loT
connection permissions should include a condition operator specifying the
allowed endpoints for the device,

1 @

v Protocol @ | Authenticat

December 30, 2024, 14:48:25 (UTC+07:00) HTTPS AWS Signats
September 10, 2024, 21115:57 (UTC+07:00) Default Defautt

v Create domain configuration

Figure 17. Make a note of the endpoint

2.1.3.4 Creating an Amazon S3 Bucket

Amazon S3 is an online storage web service that stores the firmware with which the device will be updated.

(1) From the Services menu, select Storage and then S3

Q, Searct

Cloud Financial
Management
Compute
Containers
Customer
Enablement
Database
Developer Tools

End User
Computing

Front-end Web &
Mobile

Game
Development

Intemet of Things
Machine Learning

Management &
Governance

Migration &
Transfer

Networking &
Content Delivery

Quantum
Technologies

Satellite

Security, Identity,

of wor

Recycle Bin

in the Cloud

Figure 18.

Select S3 in the Storage
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(2) On the General purpose buckets page, click the Create bucket button

e AmazonS3 > Buckets

Amazon S3 <

General purpose buckets

Directory buckets

a

Storage lens provides visibility into storage usage and activity trends. Metrics don't include directory buckets. Learn more [2

Table buckets

General purpose buckets Directory buckets

Access Grants

Access Points for general

purpose buckets

General purpose buckets (9) o @ [0 Copy ARN Empty
Access Points for directory

buckets Buckets are containers for data stored in S3.

@ # 8

» Account snapshot - updated every 24 hours View Storage Lens dashboard

Figure 19. Click the Create bucket button

(3) Enter a bucket name (example: s3test-rabm5v2)

Create bucket i

Buckets are containers for data stored in 53.

General configuration

AWS Region
Asia Pacific (Tokyo) ap-northeast-1

Bucket type Info

© General purpose () Directory
Recommended for most use cases and access patterns. Recommended for low-latency use cases. These buckets
General purpose buckets are the original 53 bucket type. use only the S3 Express One Zone storage class, which
They allow a mix of storage classes that redundantly provides faster processing of data within a single
store objects across multiple Availability Zones. Availability Zone.

Bucket name Info

s3test-rabmsv2

Bucket names must be 3 to 63 characters and unique within the global namespace. Bucket names must also begin and end with a
letter or number. Valid characters are a-z, 0-9, periods (.), and hyphens (-). Learn More [3

Copy settings from existing bucket - optional
Only the bucket settings in the following configuration are copied.

Choose bucket

Format: s3://bucket/prefix

= Amazon 53 > Buckets » Create bucket 0] ]

Figure 20. Enter a bucket name

The bucket name must be unique in your account. The following error message appears if the bucket

name is already in use. In this case, use another name.

Bucket name | Info

' sitest

@ Bucket with the same name already exists

Figure 21. Error message if the bucket name is already in use
(4) Create the bucket
Enter the settings as follows, and then click the Create bucket button

o Block Public Access setting for this bucket: Block all public access
e Bucket Versioning: Enable

R11AN0914EU0110 Rev.1.10
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Block Public Access settings for this bucket
Public access is granted to buckets and objects through access control lists [ACLs), bucket policies, access point policies, or all. In order to
ensure that access to this bucket and its objects is blocked, turn on Block all public access. These settings apply only to this bucket
and its access points. AWS recommends that you turn on Block all puk ces: t before applying any of these settings, ensure that your
applications will work correctly without public access. IF you reguire some level ess to this bucket or objects within, you can
customize the individual settings below to suit your specific storage use

Block all public access

urning this setting on is the same as turning on all four settings below. Each of the following settings are independent of one another.

Figure 22. Choose Block all public access

Bucket Versioning

Versioning is a means of keeping multiple variants of an object in the same bucket. You can use versioning to preserve, retrieve, and restore
every version of every object stored in your Amazon S3 bucket. With versioning, you can easily recover from both unintended user actions
and application failures. Learn more [A

Bucket Versioning
() Disable

Figure 23. Enable Bucket Versioning

» Advanced settings

[ () After creating the bucket, you can upload files and folders to the bucket, and configure additional bucket settings.

Cancel Create bucket

Figure 24. Choose the Create bucket button
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2.1.3.5 Allocating OTA execution permission to IAM users
Create a role with the appropriate access permissions to create OTA update jobs.

(1) Enter IAM in the search box at the top of the screen, and click IAM in the search results

aws | Qi

Services Show more

- )

Services IAM

Features Manage access to AWS resources
Resources New
Documentation
Knowledge articles
Marketplace

Blog posts

IAM Identity Center
Manage workforce user access to multiple AWS accounts and cloud applications

Events Resource Access Manager
Tutorials Share AWS resources with other accounts or AWS Organizations

Figure 25. Choose IAM service

(2) In the menu, click Roles and then click the Create role button

e IAM > Roles ® 6
Identity and Access < Roles (40) o @ Delet,
Management (1AM) An 1AM role is an identity you can create that has specific permissions with credentials that are valid for short durations. Roles can be assum erflities that you trust.

Q sear Q, Search 1 2 » @
Role name Y Trusted entities Last activity v

Dashboard

¥ Access management

User groups

[Rotes |

Policies

Identity providers

Account settings

Figure 26. Click the Create role button
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(3) Under Select trusted entity, enter the following settings, and then click Next:

e Under Trusted entity type, select AWS service

e Under Use case for other AWS services, enter |oT in the Service or use case search box and press
the Enter key.

e Select the loT option button

Select trusted entity

Trusted entity type

Allow AWS services like EC2, Lambda, or others to ies in other AWS a
perform actions in this account.

© AWS service ‘ AWS account
o

‘ ) Web identity

SAML 2.0 federation . trust policy
Allow s federated with SAML 2.0 from a C custom trust policy to enable others to
corpo ctory to perform actions in this actions in this account.

ccount.

Use case

Allow an AWS service like EC2, Lambda, or others to perform actions in this account.

Service or use case
I\ loT I v

Choose a use case for the specified service.
Use case

O loT

Allows loT to call AWS

ices on your behalf,

IoT - Device Defender Audit
Provides AWS |oT Device Defender read access to IoT and related resources.

10T - Device Defender Mitigation Actions
Provides AWS |oT Device Defender write access to 10T and related resources for execution of Mitigation Actions.

Figure 27. Configure the Select trusted entity

(4) Click Next on the Add permissions page without making any changes

Add permissions i«

Permissions policies (3) info
The type of role that you selected requires the following policy.

Policy name [? A Type v
AWSloTLogging AWS managed
AWSloTRuleActions AWS managed
AWSloTThingsRegistration AWS managed

» Set permissions boundary - optional

Cancel ( Previous ) Next

Figure 28. Add permissions
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(5) Enter a role name (example: ota_role_ra6bm5v2), and then click the Create role button

Name, review, and create

Role details

Role name
Enter a meaningful name to identify this role.

| ota_role_rabm5v2

Maximum 64 characters. Use alphanumeric and '+=,.@-_' characters.

Description
Add a short explanation for this role.

Allows loT to call AWS services on your behalf.

4

Maximum 1000 characters. Use letters (A-Z and a-z), numbers (0-9), tabs, new lines, or any of the following characters: _+=,. @-/\[{}]'#$%"*();;""

Step 3: Add tags

Add tags - optional info

Tags are key-value pairs that you can add to AWS resources to help identify, organize, or search for resources.

No tags associated with the resource.

Add new tag

You can add up to 50 more tags.

Cancel C Previous )l Create role

Figure 29. Enter a role name

(6) Click the role you created

e IAM > Roles

Identity and Access <
Management (IAM)

Roles (40) o

An IAM role is an identity you can create that has specific permissions with credentials that z

(Q od x |

| Q Search IAM

Role name A

ota_role_rabmb5v2

Dashboard

¥ Access management

User groups

Users

Policies

Figure 30. Click the role you created
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(7) From the Add permissions drop-down list, select Attach policies

e IAM > Roles > ota_role_raém5v2 ® ®
Identity and Access < ota_role_rabm5v2 i Delete
Management (IAM) Allows 10T to call AWS services on your behalf
Q Search 1AM

Summary
Creation date ARN
Dashbeard January 15, 2025, 12:09 (UTC+07:00) 0 N - < ot2_role_ra6mSv2
¥ Access management Last activity Maximum session duration
4 -
User groups @ 24 days ago 1 hour
Users
Permissions Trust relationships Tags Last Accessed Revoke sessions
Policies —

Identity providers

Permissions policie 3 - © G ) (rome
Root access management New You can attach up to 10 managed policies. Attach policies

¥ Access reports Filter by Type Create inline policy
Q, Search All types v 1 ]

Access Analyzer

Figure 31. Select the Attach policies

(8) Enter AmazonFreeRTOSOTAUpdate in the Permissions policies search box

= IAM > Roles > ota_role rabm5v2 > Add permissions ® o

Attach policy to ota_role_ra6m5v2

» Current permissions policies (3)

Other permissions policies (1064) @
Filter by Type
I Q AmazonFreeRTOSOTAUpdatE] X | | Alltypes v | 1match 1 @
(]| Policy name a | Type v | Description
O AmazonFreeRTOSOTAUpdate AWS managed Allows user to access Amazon FreeRTO...

Figure 32. Search for the AmazonFreeRTOSOTAUpdate policy in the Permissions policies

(9) Select the check box beside the AmazonFreeRTOSOTAUpdate policy, and then click the Add
permissions button

= IAM > Roles > ota_role_rabm5v2 > Add permissions O ®

Attach policy to ota_role_ra6m5v2

» Current permissions policies (3)

Other permissions policies (1/1064) @
Filter by Type
| Q_ AmazonFreeRTOSOTAUpdate X | | Altypes v | 1 match 1 @
Policy name A | Type v | Description
| [ AmazonFreeRTOSOTAUpdate AWS managed Allows user to access Amazon FreeRTO... ] |

Cancel Add permissions I

Figure 33. Add AmazonFreeRTOSOTAUpdate policy
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(10) From the Add permissions drop-down list, select Create inline policy

e IAM > Roles > ota_role_ra6m5v2 @ ]

A
Identity and Access < Policy was successfully attached to role. X
Management (IAM)

—— ota_role_rabm5v2 . Delete
| Q searchiam | = - e

Allows IoT to call AWS services on your behalf.

Dashboard Summary

v Access management Creation date ARN
January 15, 2025, 12:09 (UTC+07:00) [F) arn:aws:iam::980921753252:role/ota_role_ra6m5v2
User groups.
Users Last activity Maximum session duration
Roles ©24daysago 1 hour
Policies
Identity providers Permissions Trust relationships Tags Last Accessed Revoke sessions

Account settings

Root access management New

"""" permissions polices () ©
v Access reports

You can attach up to 10 managed policies.

Access Analyzer Attach policies

pertroe
Resource analysis New ; ) s Create inline policy )

Figure 34. Select the Create inline policy
(11) Click JSON, paste the following code, and then click Next

This code grants permission to pass the IAM role to AWS services.

Code to paste:

{
"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",
"Action": [
"iam:GetRole",
"iam:PassRole"
]l

"Resource": "*"
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> Create policy

Specify permissions .

ions by selecting services, actions, resources, and ments using the JSON editor

nditions. Build permission sta

Policy editor

Edit statement

iw {
2

3w

aw

5

6w
7

8 “iamiPassiole™

Select a statement

9 L

18 “Rescurce™: " Select an existing statement in the policy or add a new
11

12 ]

13} + Add new statement )

statement

{ + Add new statement )
10128 of 10240 characters remaining

JSON Ln 14, Col 0

@ Security: 1

Figure 35. Add Specify permissions
(12) Enter a policy name (example: rabm5_ota_demo_iam_policy), and then click the Create policy button

@ 6

= 1AM > Roles > ota_role raémsv2 > Create policy

step 1
@ Specify permissions Review and create i

— Review the permissions, specify details, and tags.
(®) Review and create

Policy details

Policy name

Enter a meaningful name to identify this policy

raém5_ota_demo_iam_policy

Maximum 128 characters

Permissions defined in this policy info

Permissions defined in this policy document specify which actions are allowed o tenieg. To define permissions for an IAM identity luser, user group, or role), attach a policy to it

Q Search
Allow (1 of 444 services) (D Show remaining 443 services

| Request condition

Service a4 | Access level ¥ | Resource

1AM Limited: Read, Write All resources None

Cancel Previous

Figure 36. Enter a policy name

(13) Again, from the Add permissions drop-down list, select Create inline policy

e IAM > Roles > ota_role_ra6m5v2 @ [¢]

A
Identity and Access < Policy was successfully attached to role. X
Management (IAM)

ota_role_rabm5v2 i
Allows loT to call AWS services on your behalf.

| Q search 1am |

Dashboard Summary

ARN

Creation date
[0) arn:aws:iam::980921753252:role/ota_role_ra6m5v2

¥ Access management
January 15, 2025, 12:09 (UTC+07:00)

User groups
Maximum session duration

Users Last activity

Roles ©24days ago 1 hour
Policies

Identity providers Permissi Trust relationships Tags Last Accessed Revoke sessions

Account settings

Root access management New
permissions policie (1) ©

v Access reports
You can attach up to 10 managed policies. Attach policies

Access Analyzer )
Filter by Type Create inline policy

Resource analysis New

Figure 37. Select the Create inline policy
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(14) Click JSON, paste the following code, and then click Next

This code allows access to Amazon S3, where the updated firmware is stored.

Code to paste:

{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",

"Action": [
"s3:GetObjectVersion",
"s3:GetObject",
"s3:PutObject"

1y

"Resource": [

"k

Policy editor

JSON Ln17,Col0

Edit statement

Select a statement

ent in the policy or

add v statement

(4 Add new statement )

Figure 38.

Add Specify permissions
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(15) Enter a policy name (example: rabm$5_ota_demo_s3_policy), and then click the Create policy button

= 1AM > Roles > otarole 6mSv2 ) Create policy ® 6

@ Spedty permitsiions Review and create ..«
viest the perissions, specy detall 40tk

Policy details

Policy name

Permissions defined in this policy .
s n this policy document specify which actions are allowed or denied. To define permissions for an TAmdagLity (user, user group, of role, attach a policy to
Q se
Allow (1 of 444 services)
Sarvice 4 | Accesslevel

s3 Limited: Read, Write All resources

.........

Figure 39. Enter a policy name
3. Importing, Setting, Building, and Loading the Project

Note: The Application Project bundled as part of the App note can be imported, and necessary changes to
the settings can be made to work with a few modifications. If the user wants to create a Bootloader and
Application Project from scratch, please refer to the App Note “R11AN0915”, where step-by-step creation of
the Projects is explained.

3.1 Importing

Project “aws _ck raém5 v2 ethernet ota solution”, project

‘aws ck rae6m5 v2 ethernet ota app”, and project “bootloader ck ra6m5” can be imported into
the e? studio using the instructions provided in the RA FSP User’s Manual. See section Starting Development
> e? studio User Guide > Importing an Existing Project into e? studio.

3.2 Setting Up the Device

3.2.1 Generating key pairs and certificates
(1) From the Windows OS Start menu, open the Win64 OpenSSL Command Prompt

B opensst

q Official OpenSSL Documentation

q Official OpenSSL Website

- Winé4 OpenSSL Command Prompt

q Windows OpenSSL Website

Figure 40. Open the Win64 OpenSSL Command Prompt
(2) Execute the command to create a CA private key using ECDSA
Execute the following command:
“openssl ecparam -genkey —-name secp256rl -out ca.key”
Execution results:

C:\Users\ e\ Create key»openssl ecparam -genkey -name secp256rl -out ca.key

using curve name prime256vl instead of secp25érl

Figure 41. Create a CA private key
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(3) Execute the command to create a CA certificate from the CA private key you created.
Execute the following command: You can enter any character string for Country Name onward.

“openssl req -x509 -sha256 -new -nodes -key ca.key -days 3650 -out ca.crt”

C:\Users\ Create_key»openssl req -x509 -sha256 -new -nodes -key ca.key -days 3650 -out ca.cri
You are about to be asked to enter information that will be incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value, Enter any character string for these attributes.
If you enter ".", the field will be left blank.

Country Name (2 letter code) [AU]:

State or Prowvince Name (full name) [Some-State]: I
Locality Name (eg, city) []:

Organization Name (eg, company) [Internet Widgits Pty Ltd]:
Organizational Unit Name (eg, section) []:

Common Name (e.g. server FQDN or YOUR name) []:

Email Address []: com

C:\Users\ {Create_key>

Figure 42. Create a CA certificate
(4) Execute the command to create an ECDSA key pair
Execute the following command:

“openssl ecparam -genkey —-name secp256rl -out secp256rl.keypair”

C:\Users\ {Create_key>openssl ecparam -genkey -name secp256rl -out secp256rl.keypair
using curve name prime256vl instead of secp256rl

Figure 43. Create an ECDSA key pair
(5) Execute the command to create a certificate signing request from the ECDSA key pair you created

Execute the following command: You can enter any character string for Country Name onward. For the last
two lines, press Enter without entering anything.

“openssl reg -new -sha256 -key secp256rl.keypair > secp256rl.csr”

C:\Users\ . . ~\Create_key>openssl req -new -sha256 -key secp256rl.keypair > secp256rl.csr
ou are about to be asked to enter information that will be incorporated

into your certificate request.

what you are about to enter is what is called a Distinguished Name or a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

It you enter '.", the field will be left blank.

Country Name (2 letter code) [AU]:

State or Province Mame (full name) [Some-State]:

Locality Name (eg, city) []:

Organization Name (eg, company) [Internet Widgits Pty Ltd]:
Organizational Unit Name (eg, section) []:

Common Name (e.g. server FQDN or YOUR name) []:

Email Address []: :

Please enter the following 'extra' attributes .
o be sent with your certificate request Enter any character string for

challenge password []: these attributes.
n optional company name []:

Press Enter without entering anything.

C:\Users)\ \Create_key>

Figure 44. Create a certificate signing request from the ECDSA key pair
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(6) Execute the command to create a certificate from the certificate signing request, CA certificate, and CA
private key you created

Execute the following command:

“openssl x509 -reqg -sha256 -days 3650 -in secp256rl.csr -CA ca.crt -CAkey ca.key
-CAcreateserial -out secp256rl.crt”

56rl.csr -CA ca.crt -CAkey ca.key -CAcreateserial -out secp256rl.crt

Figure 45. Create a certificate from the certificate signing request, CA certificate, and CA private key
(7) Execute the command to extract the private key from the ECDSA key pair
Execute the following command:

“openssl ec -in secp256rl.keypair -outform PEM -out secp256rl.privatekey”

\Create_key>openssl ec -in secp256rl.keypair -outform PEM -out secp256rl.privatekey

Figure 46. Extract the private key from the ECDSA key pair
(8) Execute the command to extract the public key from the ECDSA key pair
Execute the following command:

“openssl ec -in secp256rl.keypair -outform PEM -pubout -out secp256rl.publickey”

C:\Users)\ \Create key>openssl ec -in secp256rl.keypair -outform PEM -pubout -out secp256rl.publickey
read EC key

writing EC key

Figure 47. Extract the public key from the ECDSA key pair

3.2.2 Adding the key to the Bootloader project
(1) Replace the file secp256rl.privatekey inthe folder bootloader ck raém5/src with the
generated file from section 3.2.1(7).

(2) Openfile bootloader ck ra6m5/configuration.xml. Click the Generate Project Content

button.
i¢ [bootloader_ck_raémb5] FSP Configuration = 0
Summary Generate Project Content

Figure 48. Generate Project Content of the bootloader project
(3) Configuring the Python Signing Environment

Signing the application image can be done using a post-build step in e2 studio, using the image signing tool
imgtool.py, which is included with MCUboot. This tool is integrated as a post-build tool in e? studio to sign the
application image.

If this is the first time you are using the Python script image signing tool on your system, you will need to
install the dependencies required for the script to work.

Note: If you have already set up this environment, you can skip this step.
(a) Open Command Prompt from the folder /MCUboot

Navigate to the bootloader_ck_raém5>ra>mcutools>MCUboot folder in the Project Explorer, right click,
and select Command Prompt. This will open a command window with the path set to the /mcu-
tools/MCUboot folder.
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v =5 bootloader_ck_raém5 [Debug]

» mil Includes
v [ ra
5 ¥
# = arm Mew »
* = board Go Into
d '-:; fsp Open in New Window
¥ (= meu-taols Show In Alt+Shift+W »
¥ = MCUboo! Show in Local Terminal »
# = boot -
= o] Copy Ctrl+C
¥ = scripts
Paste tri+\
> 2 ra_gen
#K Delete Delete
> (2 sre ;
oLrce »
* = Debug
) Move...
» = ra_cfg
i Rename.. F2
> = script
4%t configurationx == Import.
= ra_cfg.txt 23 Export.
> (?) Developer Assi: Build Praject Ctrl+B
Refresh F5
Index »
Build Targets ¥
Resource Configurations >
Source |_Dr}en Command Prompt 1’
Restore from Local History...
48 C/C++ Project Settings Ctrl+Alt+P
Renesas C/C++ Project Settings »
% Run C/C++ Code Analysis
Team >
Compare With >
it ﬁﬁ!ﬁm E:-:E[grer
B Command Prompt
W Validate
Source >
Properties Alt+Enter

Figure 49. Select Command Prompt from the folder /MCUBoot
(b) Upgrade pip

We recommend upgrading pip prior to installing the dependencies. Enter the following command to update
pip:
“python -m pip install --upgrade pip”

(c) Install all the MCUboot dependencies

Next, in the command window, enter the following command line to install all the MCUboot dependencies:
“pip3 install --user -r scripts/requirements.txt”
This will verify and install any dependencies that are required.
¢ Note: If you encounter an error “No module name pkg_resources” when building the application project.
Execute command:
“pip install types-pkg-resources”
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(4) Expand bootloader ck raé6m5, right-click on the folder “ra/mcu-tools/MCUboot/scripts”. Select
Command Prompt from this folder.

v S bootloader_ck_raém5 | Debug]

n¥ Includes
v ([ Dra
> _{ anm Mew &
* (= board Go Into
' —; fsp Open in Mew Window
¥ (2 mcu-tools Show In Alt+Shift+W >
v (= MCUboc Show in Local Terminal Z
> (= boot
‘u ol Copy Ctrl+C
> (= scri
. = scnp Paste Ctrl+V
> (2 ra_gen
> (3 sre X Eelere Delete
) ource .
* (= Debug
. ¢ Move...
= ra_c
i g Rename... F2
= script
{8} configurationy £ Import..
ra_cfg.txt 2y Export.
» (7) Developer Ass Build Project Ctrl+B
Refresh F5
Index B
Build Targets &
Resource Configurations >
Source Open Command Prompt [

Restore from Local History...
4 CfC++ Project Settings Ctrl+Alt+P
Renesas C/C++ Project Settings b
’-d;' Run C/C++ Code Analysis
Team >
Compare With »
/B System Explorer
|= Command Prompt |
| \Validate

Source >

Properties Alt+Enter

Figure 50. Select Command Prompt from folder /scripts
(5) Execute command

“python imgtool.py getpub -k ../../../../src/secp256rl.privatekey”

B Select CAWINDOWS\system32\cmd.exe
i soft Windows [Version 10.0.19844,429]

abm5s\raymeu-toals\MCUboot\scriptsepython imgtool.py getpub -k ../../../..fsrcfsecp2serl.priva

C:WUsersy \bootloader_ck_ratmS\ra\mcu-tools\MCUbcot\scripts>

Figure 51. Get public key from file secp256r1.privatekey
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(6) Copy the generated content of ecdsa pub key to the array root pub derinfile src/keys.c.
Replace the original root pub_ der content. (just replace the value in the array, the length of the

array)
I3 Project Explorer X =1 &, 7 § = B ||{} bootloader_ck_raém5] FSP Configuration | 6] keyse %
> 125 aws_ck_ra6ms5_v2_ethemet_ota_app 104 Ox66, Bx63, Ox74, Oxac, BxSa, Oxeb, Bx73, Oxde,
Vlévbootluader_:k_raﬁms[Dchug] 185 ) Bx3b, Ax@2, Ax@3, exel, bxbe, Bx81,
106 3
? [ Includes 2
&V Inclu 107 const unsigned int root_pub_der_len = 398;
ves 2 108 #endif
? (=% arm 129 = #elif defined(MCUBDOT_SIGN_EC256)
* (= board 114 #define HAVE_KEYS
S G fs 111 const unsigned char root pub der[] = {
= 112 Bx38, @x59, Ox30, Ox13, @xB6, 0xB7, Ox2a, Ox36,
? (& meu-tools 112 Pxa8, ax2a,
> (£ ra_gen 114 @x86, axa3,
v (8 grc 115 9::;2, Bx:;f,
116 Bxb5 axba
5 . » ,
S| hal entry.c 117 0x84, ax2e,
118 Bx73, axal,
|7 secp256ri.privatekey 119 Bxf1, ax72,
> (> Debug 120 exsc, ox29,
. 121 @x56 axB4
> ra_cf * !
(,_:; . 9 122 Bx23, Oxbc, Ox56, 9x3b, @x8b, Ox85, @x96, Axbo,
* (& stript 123 Bxac, Oxbd, Oxdb,
{55 configurationxml 124 il
[ ra_cfgba 125 const unsigned int root_pub_der_len = 91;
. 126 = #elif defined(MCUBOOT_SIGN_ED25519
> @ Developer Assistance 127 #define HAVE :-((EYS - )
o« S - e~ . e -

Figure 52. Replace root_pub_der content

3.3 Building all the projects

Rightclick to aws ck ra6m5 v2 ethernet ota solution > Build Project:

Project Explorer X E®Y 8§ = O

T,é aws_ck_rabmb5_v2_ethernet_ota_app

\1 = aws_ck_rabm5_vZ2_ethernet_ota_solution ]

. C/C++ Projects New D
B build Go Into
ifﬁ} solution.xml Show In Alt+Shift+W >
Tlé bootloader_ck_rabm5 E Copy Ctrl+C
Paste Ctrl+V
¥ Delete Delete
Move...
Rename... F2
g Import..
7 Export.
Renesas FSP >
| Build Project Ctrl+B |
1 Refresh

F
| Incremental Build of Selected Projects I
Close Projcer

Close Unrelated Projects

Source >
6 Run As >
1&{5 Debug As ’
Team >
Compare With >

Figure 53. Build aws_ck_ra6bm5_v2_ethernet_ota_solution project
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Since the FSP solution project is linked with the bootloader and application project, when building the FSP
solution project, the bootloader project and application project will be built sequentially. The bootloader
project is built first, followed by the application project. This is based on the memory layout in the
configuration of the FSP solution project.

After the projects were built successfully, the signed image is located under the \Debug folder:
aws_ck raém5 v2 ethernet ota app\Debuglaws ck raém5 v2 ethernet ota app.bin.sign
ed

3.4 Connection Settings and Deviation

Reset the board assembly associated with this application note to the default electrical jumper settings as
specified in the CK-RA6M5 v2 User’s Manual before proceeding with the next set of instructions.

Note: For this Ethernet-based cloud connectivity application project and application note, the user is required
to connect the Ethernet cable to the connector (J5) on the board.

3.5 Powering up the Board

To connect power to the board, connect the USB cable to the CK-RA6M5 v2 board’s J28 connector (USBC)
and the other end to the PC USB port. Connect the second USB Cable to the J10 (USB_DBG) connector of
the CK-RA6M5 v2 board and the other end to the second USB Port of the PC (This will be the Console Port
for Application). Users are required to use the Command Line Interface (CLI) with J-Link Virtual COM port to
configure and run the Application.

3.6 Setting Trustzone Boundary for the Board

The design guidelines in this section are specific to some of the Arm® TrustZone® MCUs, which need
special configurations to access the non-secure buffers.

For the RA MCU with EDMAC and Arm TrustZone support, the EDMAC peripheral can only be configured
with the non-secure attribute, which is described by the Peripheral Security Attribution section in the User’s
Manual. Therefore, the EDMAC on these target devices always requires the non-secure buffers to be located
in a non-secure attributed RAM area.

In the e2? studio, choose to debug from the application project aws ck raém5 v2 ethernet ota app.

Right-click on project aws ck raém5 v2 ethernet ota app and select Debug As > Debug
Configurations> Renesas GDB Hardware Debugging drop-down list. Select
aws_ck_rabm5_v2_ethernet_ota_app Debug_Flat > Debugger > Connection Setting > TrustZone > Set
TrustZone secure/non-secure boundaries > No and “Apply” the setting.
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8 Debug Configurstions o x
Create, manage, and run configurations @
¥ x X

Name: | sws_c ra6ms_v2_ethemet ota_app Debug_Flat

Lo i Main) > Starup| % Source| [ Common

[F]¢/C + Application

[£] C/C+ « Remote Application Debug hardware: |J-Link ARM Target Device: RTFAGMSBH
EASE Script
£F] GO Harcware Debugging [ peoss e s
Debugging (RHESD) =

# Launch Group P Addressl:port number]

+ [ Renesas GDB Hardware Debugging entiier

= aws.ckrabms_v2_ etheret_ota_app Debug.Fial Tunnel Server
Port Numbe

€] Renesas simulator Debugging (G RL7G

Password
~ Interface
Type SWD v
Speed (kHz) 4000 v
~ JTAG Scan Chain
Multiple Devices No
IRPre
DRPre
~ Connection
Register initialization No
Reset at the beginning of connection Yes v
Reset at the end of connection No
Reset before download No
Reset after download No
ID Code (Bytes|
Hold reset during connect Yes
Set CPSR(5bit) after download No v

Prevent Releasing the Reset of the CM3 Core  Yes
Secure Vector Address

3 No
Disconnection Mode Continue

v swv
Core dlock (MHz [

~ TrustZone
Set TrustZone secure/non-secure boundaries  No I

Ahenticate device o Authentication Level (AL
Authentication key

Filter matched 9 of 11 items

2

Debug Close

Figure 54. Set TrustZone secure/non-secure boundaries to “No” in debug configuration

After that, set TrustZone boundaries manually by using Renesas Device Partition Manager.

In e2 studio, go to Run > Renesas Debug Tools > Renesas Device Partition Manager

File Edit Source Refactor Navigate Search Project Renesas Views] Run Renesas Al Window Help

- {& ] s v q* & Renesas Debug Tools y Renesas Device Partition Manager
Project Explorer - g =] TraceX 5

@l Tracealyzer »

[ aws_ck_rabm5_v2_ethernet_ota_app [Debug]
= aws_ck_rabm5_v2_ethernet_ota_solution lerm
fzv bootloader_ck_ra6m5 Disconnect

I Use Step Filters Shift+F5

Figure 55. Open Renesas Device Partition Manager

Choose “Initialize device” then click Run as shown in the figure below.
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| Q Renesas Device Partition Manager O X
|
Device Family: Renesas RA ~
Action
Read current device information Change debug state
Set TrustZone secure / non-secure boundaries Initialize device

Target MCU connection: J-Link ~
Connection Type: Scl 27
Emulator Connection: Serial No v
Serial No/IP Address:
Debugger supply voltage (V): 0
Connection Speed (bps for SCI, Hz for SWD): 9600
Debug state to change to: Secure Software Development

Memory partition sizes
[] Use Renesas Partition Data file

Browse...

Code Secure (KB) 575

Code NSC (KB) 0

Data Secure (KB) 0

SRAM Secure (KB) 464

SRAM NSC (KB) 0

SiP Flash Secure (KB) 0

Show Command Line Run

® @ @ Close

Figure 56. Initialize device

Choose “Set TrustZone secure / non-secure boundaries” and set Renesas Device Partition Manager as
shown in the figure below. Click Run to set TrustZone boundaries.
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Q Renesas Device Partition Manager

Device Family: Renesas RA

Action

[ ]Read current device information

[_] Change debug state

[ [/] Set TrustZone secure / non-secure boundaries] [initialize device

Target MCU connection:
Connection Type:

Emulator Connection:

J-Link x
51 w
Serial No v

Serial No/IP Address:

Debugger supply voltage (V}:

Connection Speed (bps for SCI, Hz for SWD): 9600

CONNECTED.

Code Flash Secure  (kB) :512
Code Flash NSC {kB) :0
Data Flash Secure (kB)
SRAM Secure (kB) :424
- SRAM NSC B) :0
SUCCESSFUL!

Disconnecting...
DISCOMMECTED.

Connection : SUCCESSFUL!
Partition setting : SUCCESSFUL!

@ a e

Debug state to change to: Secure Software Development
Memory partition sizes
[] Use Renesas Partition Data file

Code Secure (KB) 512

Code NSC (KB) 0

Data Secure (KB) 0

SRAM Secure (KB) 424

SRAM NSC (KB) 0

Checking the device's TrustZone type  : SUCCESSFUL!

Programming secure/non-secure memory partitions with the following settings.

O

Close

Figure 57. Setting TrustZone boundaries with Renesas Device Partition Manager

3.7 Loading the Applications

Choose to debug from the application project aws ck raém5 v2 ethernet ota app.

Right-click on project aws ck raé6m5 v2 ethernet ota app and select Debug As > Debug

Configurations > Renesas GDB Hardware Debugging drop-down list. Select

aws_ck_rabm5_v2_ethernet_ota_app.elf > Startup and confirm that the following configuration exists.
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| @ Debug Configurations
|
Create, manage, and run configurations

[€] €/C++ Remote Application
EASE Script
[€] GDB Hardware Debugging
[ GDB Simulator Debugging (RHE50)
# Launch Group

v LR D

[€7 Renesas Simulator Debugging (RX, RL78)

Filter matched 9 of 11 items

@

nesas GDB Hardware Debugaing
7] aws ck rabms v2 ethernet ota app Debug Flat|

Name: | aws_ck_rabmb_v2_ethernet_ota_app Debug_Flat

Main 3 Denugge"‘: Common | % Source

Initialization Commands
[ Reset and Delay (seconds):

[ Hait

Load image and symbols

Filename

[] Program Binary [aws_ck_rabm5_v2_ethemet_ota_app.elf]
[ bootloader_ck ra6ms.elf

[] aws_ck raém5_v2_ethemnet_ota_app.bin signed |

<
Runtime Options

[]Set program counter at (hex):

[ Set breakpoint at: main
[JResume

Run Commans

Load type Offset (hex)  On conn|

Symbols only Yes

\bootioader_ck ra6mS\Debug] Image and Symbols 0 Yes
aws_ck_ra6m5_v2_ethemet ota_app\Debug]  Raw Binary 20000 Yes

Revert

[m] X

Add.

Move down

Apply

Close

Figure 58. Debug Configurations

e Under the Startup configuration, verify the Load type of
aws ck raém5 v2 ethernet ota app.elf is Symbols only.

e The aws ck raém5 v2 ethernet ota app.bin.signed entry exists with the Load type as
Raw Binary, and the Offset is set to 0x20000 since that is the initial firmware of the application
project aws ck raém5 v2 ethernet ota app.

e Thebootloader ck rae6m5.elf is added with Load type as Image and Symbols with an Offset of
0 since the bootloader starts from 0x0.

Note: If the above configuration has not been set up, please follow each step below:

e Click Add... and then Workspace. Navigate to the bootloader_ck_ raém5 project and select the
bootloader ck_raém5.elf file from the debug folder. Click OK.
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m [ebug Configurations | rt |
Create, manage, and run configurations ,ﬁ\v
¥ .0 XIBY -~ Name: | aws_ck_rabm5_v2_ethernet_ota_app.elf |
type filter text () Main | %5 Debugge:: Source, [C] Common
[€] C/C++ Application Initialization Commands 9 o)
[€]¢/C++ Remote Application [ Reset and Delay (seconds): | 0
. EASE Script
[€] GDB Hardware Debuaging Ll Han
[£¥] GDB Simulater Debugging (RHB50)
% Launch Group 1

v " anp;as GDE Hardware Debuggin:

£ aws (k_raﬁms_vz_ememel_ota _app.elf

[£7] Renesas Simulator Debugging (RX, RL7T8) Lead image and symbaols 3
Filename Load type Offset (hex)  On connect |
| Program Binary [aws_ck.. Symbols only Yes
B 4dd download module . | Sl
Spexify download module name:
log! i k. it k. el
| tkspace_loc\bootioader_¢ _ra6m5\0e_l_>lg\bno oader_ck_raéms.elf} I ﬁ Add download module o Y
Variables.. Search iject.é‘ File A
Select a workspace resource
7 5 aws_ck_rabmS_v2_ethemet_ota_app A
] 15 bootloader_ck_raém5
|| Set breakpoint at I'main T = settings
] Resume h 2 Debug

Run Commands

£ ckr
b bootloader_ck rabmself | 5
bootloader_ck_raémS.elfin
Filter matched 9 of 11 items B bootlcader_ck_ra5mS.map
bootlioader_ck_raémS.rpd
@) ### bootloader_ck_rabm5.sbd
N bootloader_ck_raGm5.srec
@ makefile
makefile.init
L maman: faosnns bel

©) L_ox ] conce

Figure 59. Add the Bootloader project to the Debug Configuration

e Click Add again and add the aws_ck_raém5_v2_ethernet_ota_app project binary
aws_ck ra6m5 v2 ethernet ota_app.bin.signed as in the prior step. Click OK.

8 Add download medule x

Specify download module name:

. met_ota_app\Debug\faws_ck_rabm5_v2_ethernet_ota_app.bin.signed}

Variables.. Search Project..| | Workspace... File System...

oK Cancel

Figure 60. Add the OTA project binary to the Debug Configuration

e Change the Load type of the Program Binary for the aws_ck_raém5_v2_ethernet_ota_app by
clicking on the cell for Load type and selecting Symbols onIy from the drop -down menu. Similarly,
change the load type of the signed binary image
aws_ck ra6m5 v2 ethernet ota_app.bin.signed to Raw Binary Load type, and the Offset
(hex) is set to 20000 bootloader_ck_raém5.elf with Image and symbols, and the Offset
(hex) is set to 0. Please refer to Figure 58. Debug Configurations to verify the setting result.
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b

Click Debug, then Resume the execution twice by clicking
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4. Running the Application Project
Note: The steps indicated below are tested on Windows OS only.

4.1 Connecting the Board to the Serial Port 7v Console of the PC

1. On the host PC, open Windows Device Manager. Expand Ports (COM & LPT), locate JLink CDC UART
Port (COMxx), and note down the COM port number for reference in the next step.

Note: JLink CDC UART drivers are required to communicate between the CK-RA6M5 v2 board and the
terminal application on the host PC.

% Device Manager - O ot
File Action View Help

&= = HE
¥ e Disk drives
» [G3 Display adapters
¥ ¥ Firmware
@) Human Interface Devices
P Jungo Connectivity
E2 Keyboards
: @ Mice and other peinting devices
» [ Monitors
> 5P Network adapters
> B? Other devices
v & Ports (COM & LPT)

chnolegy - SOL (COM3)
% JLink CDC UART Port (COMI0)

» = Pnnt queues
> u Processors
> W7 Security devices
» [E Sensors
. ¥ Software components
B Software devices
> i.i Sound, video and game controllers
» Sy Storage controllers
> E3 System devices
i Universal Serial Bus controllers
» i Universal Senal Bus devices

§ USB Connector Managers

Figure 61. JLink CDC UART in Windows Device Manager
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2. Open Tera Term, select New connection, select Serial and COMxx: JLink CDC UART Port (COMxx),

and click OK.
E Tera Term - [disconnected] YT — O 4
| File Edit Setup Control Window Help
Tera Term: Mew connection pod
O TCPRIP Host: myhost.example.com
History
: TCP porti: |22
Service: U Telnet !
55H 55 ersion: [ SSH2
Other

® Serial Port: |COM10: JLink CDC UART Port (COM10) ~

QK Cancel Help

Figure 62. Selecting the UART Port on Tera Term

3. Make sure Tera Term selects the black background; if not, configure it from Setup > Window and make
the following selections.

Tera Term: Window setup x
Title: [TeraTerm oK
G h
ursor shape [ Hide title bar CEmoe]
® Block [ Hide menu bar
O Vertical line 16 Colors (PC style) Help
O Horizontal line 16 Colors (aixterm style)

256 Colors (xterm style)

Enable bold font Scroll buffer: 10000 | fines

Color
® Text Attribute Normal v
O Background Reverse
R: 285 <« 4
G: 2h5 < 4
B: 255 <« 2

Always use Normal text's BG

Figure 63. Configuring the Black Background for JLink CDC UART Port on Tera Term
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4. Configure for the terminal from Setup > Terminal..., select New-line Receive as AUTO.

Tera Term: Terminal setup

Terminal size

80 X |24

M Term size = win size

Auto window resize

Terminal ID:  VT100
Answerback:

Coding (receive)

New-line

Receive:

Transmit: R

[ Local echo

[J Auto switch (VT<->TEK)

Coding (transmit)

AUTO  ~

UTF-8

locale:

UTF-8

american

CodePage:

w
X
Cancel

Help

65001

Figure 64. Configuring Terminal

5. Using the Setup > Serial port... and ensure that the speed is set to 115200, as shown below.

W

Transmit delay

o e

File Edit Setup Control Window Help

[ ] Tera Term: Serial port setup
Port: COM10 v oK
Speed: 115200 v
Data: 8 bit v Cancel
Parity: none v
Stop bits: 1 bit v Help
Flow control: none ~

fchar

D mseciline

Figure 65. Select 115200 on the Speed Pulldown Menu
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6. Complete the connection. Please reset by pressing the S$1 user switch of the CK-RA6MS v2 board.
When the red message below appears, press any key to go to the application’s settings area. If not, the
application will run automatically.

M COMI0 - Tera Term VT - O >
File Edit Setup Control Window Help

53801 sensor setup SUCCESS
0B1283 sensor setup SUCCESS

FMOD44168 sensor setup success

FMOD45168 sensor setup success

ICP sensor setup Success
ICP200188 Senszor Uerzion B

ICH42685 sensor setup success

Figure 66. Press any key to go to the application's settings area
The Configuration CLI Menu will be displayed on the console as shown below.

[F COMI0 - Tera Term VT — O >
File Edit Setup Control Window Help

Going to the setting area?tt?

> Select from the options in the menu bhelow:

MEHU

1. Get FS5P version
2. Data flash

3. Get UUID

4. Start Application
5. Help

> Enter <1-5> to select options
|

Figure 67. Main Menu
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7. Inthe CLI shown in the preceding screenshot, choose the number to select the commands. For
example, when you press 1, the FSP version of the application is displayed below. At any point in time,
press the space bar to return to the previous menu.

GET FSP UERSION
6.1.8

> Press space bar to return to MENU

Figure 68. FSP Version Information

4.2 Storing the Device Certificate, Key, MQTT Broker Endpoint, and loT Thing
Name, Code Signing Public Key

Device Certificate, Device Private Key, MQTT Broker Endpoint, IOT Thing name, and Code Signing Public
Key need to be stored in the data flash for the application to work.

1. Press 2 on the Main Menu to display Data Flash-related commands, as shown in the following
screenshots. This sub-menu has commands to store, read, and validate the data.

4T COMI0 - Tera Term VT - O it
File Edit Setup Contrel Window Help

> Select from the options in the menu helow:
2. DATA FLASH

a) Info

b» Urite Certificate

c? Write Private Key

d>» Write MQTIT Broker end point

e} Write I0OT Thing name

£f» Write Code Signing Public Key <for OTA>
g>» Read Flash

h» Check credentials stored in flash memory
i> Help

» Enter <a — i» to select options <or press space bar to return to main MENU>

Figure 69. Data Flash-related Menu and Commands

2. To store the Device Certificate, press option b, click the File tab of the Tera Term and Send File
option, and choose the device certificate file ‘xxxxx-certificate.pem.crt’ from the downloaded file

in section 2.1.3.2(6).
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Edit Setup Control Window Help

New connection... Alt+N
Duplicate session Alt+D .
ta in data flash
Cygwin connection Alt+G
Log...
P jging
omment to Log

Send fil

Transfer b

Change directory...

Replay Log...

TTY Record

TTY Replay

Print... Alt+P

Disconnect Alt+|
Exit Alt+Q
Exit All

Figure 70. Accessing the Device Certificate

ATA FLASH WRITE CERTIFICATE

Select the File to write data in data flash

" Tera Term: Send file

Look n: |  Downloads «| @ = &
. "~
week (11)
511 S 2. e ke
3114 '

111 < i ate. perm.crt

TanlE12ewl1 10-ra-ck-radmi-aws-wili-da16800-getting-started-quide. docx it

£ »

Files of ype:  AN(") w Cancel
beip

Option

Cenacy

Figure 71. Downloading the Device Certificate into the Data Flash
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File Edit Setup Control Window Help

DATA FLASH WRITE CERTIFICATE

Select the file to write data in data flash

Wlriting flash data is successful

i Press space bar to return to MENU

Figure 72. Status of the Downloaded Device Certificate in the Data Flash

3. To store the Device Private Key, press option ¢ and click the File tab of the Tera Term. Select the Send
File option and choose the Device Private Key “xxxxxxx-private.pem.key” from the downloaded
file in section 2.1.3.2(6).

4. To store the MQTT Broker endpoint, copy the endpoint string xxxxxxxxxxxx-ats.iot.us-east-
1.amazonaws .com in section 2.1.3.3. Press option d and click the Edit tab of the Tera Term and
Paste<CR>. Verify and confirm the valid string and press OK.

He

DATA FLASH WRITE MQIT END POINIT

Type or Paste credential and press enter to save credentials in flash

B | Tera Term: Clipboard confirmation
B iot.us-east-1.amazonaws.com

Cancel

Figure 73. Storing the MQTT Endpoint in the Data Flash

5. To store the IOT Thing Name, copy the Thing Name that was created in section 2.1.3.2(3). Press option

e and click the Edit tab of the Tera Term and Paste<CR>. Verify and confirm the string is valid, then
press OK.
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Control  Windc Help

B | Tera Term: Clipboard confirmation

rabm5_ota_demo_thing

Cancel

Figure 74. Storing the MQTT Endpoint in the Data Flash
6. Store the Code Signing Public Key

Note: Please change the end of the line of the file secp256r1.publickey, which is created in section

3.2.1(8), to Unit (LF) type. If there is no change, the application can’t switch to the new firmware when
receiving a new firmware image.

Below is an example of converting secp256r1.publickey, which is created in section 3.2.1(8), to Unit (LF)
type using Notepad++.

(S o s ¢ p 25671 publickey - Notepad-++ = = x ‘
File| Edit fSearch View Encoding Language Settings Tools Macro Run Plugins Window ? + ¥ X

Undo Ctrl+Z or Alt+Backspace || =5 11 IE (21 (3 ([ ) CIICRONTETE =

" Redo Ctri+Y or Ctrl+Shift+Z [ 5
ds
Ctr EL | =
C NS  QQ3A2DCTIQWISKCeqyu
r Shift+INS  [FYTi4WWtqy0Sw==
DEL
Sdlect All Ctri+A '
epin/End Select Ctri+Shift+B
Bedin/End Select in Column Mode Alt+Shift«B | v

Norm length: 178 lines:5 Ln:5 Col:1 Pos:179 Unix (LF) UTF-8 INS

Commént/Uncomment
Auto-Cgmpletion
Blank Operations
Paste Special > Macintosh (CR)
On Selection > T

Column Mode...

Column Editor... Alt+C
Character Panel

Clipboard History

Set Read-Only

Clear Read-Only Flag

Figure 75. Change the end of the line of file secp256r1.publickey to Unit (LF) type using Notepad++

To store the Code Signing Public Key, press option f, click the File tab of the Tera Term, and the Send File
option, and choose the file secp256r1.publickey, which is changed to Unit (LF) type.
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_Ed\t Setup Control Window Help

New connection... Alt+N

UBLIC KEY
Duplicat i Alt+D
il A ta in data flash
Cygwin connection Alt+G

Log...

Stop Logging (U

Transfer >

Change directory...

Replay Log...

TTY Record

TTY Replay

Print... Alt+P

Disconnect Alt+l
Exit Alt+Q
Exit All

Figure 76. Accessing the Code Signing Public Key

Control

DATA FLASH WRITE CODE SIGN PUBLIC KEY

Select the file to write data in data flash

Y| Tera Term: Send file

Look i_n:‘ openssl| v| Q ¥ £ @~

Name ‘ Date modified Type
| secp236ri.csr 1/12/2024 11:19 AM CSR File
| secp256r1.keypair 1/12/2024 11:18 AM KEYPAIR File
| secp236rl.pem 2/23/2024 9:37 AM PEM File
| secp256rl.privatekey 2/22/2024 11:48 AM PRIVATEKEY Fil
3/21/2024 10:23 AM PUBLICKEY Fil:

<

File name:  Jsecp256r1 publickey | I I Open |

Files of type: | All(*.%) ~ Cancel
Help

Option

DBlna;y

Figure 77. Downloading the Code Signing Public Key into the Data Flash
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File Edit Setup Control Window Help

DATA FLASH WRITE CODE SIGN PUBLIC KEY

Select the file to write data in data flash

Writing flash data is successful

i Press space har to return to MENU

Figure 78. Status of the Code Signing Public Key into the Data Flash

7. Press options g and h to read and validate the stored information in the data flash. Press the space bar
to go to the previous menu.

Note: Validation of the stored data is very limited and validates a minimum set of data points. Users are
required to input the valid data into the flash obtained from the AWS (Cloud credentials) for the
proper working of the application.

4.3 Starting the Application

After configuring the required Cloud credentials through the CLI, the application is ready to run. Press option
“4. Start Application” to start the application. The application prints a Welcome screen along with the status
of validating the Cloud credentials data present in the data flash, as shown below.

a flash is verified and
flash is verified and
saved in data flash is verified and
aved in data flash is verified and succe

[I0OT thing name saved in data flash is verified and successf
*ting AWS cloud Application....

e Renesas FSP fipplication Project for AWS IoT Over—the-air Update Library »*
b Application Project VUersion 1.8 »*
b Flex Software Pack Uersion 6.1.8 »*
0B B e e e e e 0 e e e e e e e 0 e 0 e e 0 o e 0 e e e o e e e e i e e
Refer to Application Note for more details on Application Project and

FSP User’s Manual for more information about AWS IoT Over—-the-air Update Library

Ethernet adapter for Renesas CK-RA6MSv2:
Description . .
Physical Address

Renesas CK-RAGMS5v2 Ethernet
74-98-56-18-45-9¢

No

A.6.6.0

255.255.255.255

A.8.8.8

?5.75.75.75

DHCP Enabled.
IPv4 Address.
Subnet Mask .
Default Gateway
DNS Servers . .

waiting for network link uéD

Figure 79. Welcome Screen on the Console
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Ethernet adapter Configuration for Ren CK-RA6MSv2:

Ethernet adapter for Renesas CK-RAGMSv2:
Description . . - : Renesas CK-RA6M5v2 Ethernet
Physical Rddreg,. - . : 74-98-58-18-45-9c
DHCP Enahbled . » e e e . : Yes
IPv4 Addre : 19.231.9.182
Subnet Mas e e e e e s : 255.255.254.8
Default Gateuay - . . - . : 18.231.8.1
DNS Servers . . . . . . = 172.29.139.38

DNS Lookup for " -1 .amazonaws.com" is : 18.177.22.115
Start MQTT ngent Task

Creating a TLS connection to i _ _ -1.amazonaws.com:=8883.

Creating an MQIT connection to the

Successfully connected to MQIT hrok

[INFO] In Function: vOtaDemoTask()>, —=Start OTA Task——

[INFO]1 In Function: vOtaDemoTask(>, 01 r MQTT demo, fAppl sion B.08.1

[INFO] In Function: prvRunOTADemo(>», Received: @ Queued: @ Prnce» ed: @ Dlopped: a

Successfully subscribed to topic: aws/topic/get_iag_sensor_data

[INFO] In Function: pruMQTTSubscribe(?, Subscribed to topic 5aws/things- raé6mS_ota_demno_thing/jobs/notify—next.

[INFO] In Function: prvRunOTADemo<>, Received: @ Queued: B8 Processed: 8 Dropped: @

Successfully subscribed to topic: aws/topicr/get_oag_sensor_data

[INFO1 In Function: prvRunOTADemo(>, Received: @ Queued: B Processed: @ Dropped: @

[INFO1 In Function: pruMgttJobhCallback<>, Received OTA job message, size: 62.

[INFO] In Function: otafippCallback()>, There is no ve job now.

Successfully subscribed to topic: aws/topicr/get ] 1_sensor_data

[INF0O1 In Function: pruRun0TADemo(>, Received: G Queued: 8@ Processed: 8@ Dropped:

Successfully subscribed to topic: aws/topic/get_icm_sensor_data

Successfully subscribed to topic: aws/topic/get_icp_sensor_data

[INFO]1 In Function: prvRunOTADemo(>», Received: 8 Queuved: @ Processed: @ Dropped: 8

Successfully subscribed to topic: aws/topic/get_obhl1283_sensor_data

[INFO1 In Function: prvRun0OTADemo{>, Received: B8 Queued: B Processed: 8 Dropped: @

Successfully subscribed to topic: aws/topic/get_bulk_sensor_data

Successfully subscribed to topic: aws/topic/set_temperature_led_data

[INF0O]1 In Function: pluRunOTﬂDemu() Received: 8 Queued: B Processed: Dropped:

Successfully su ribed to topic: aws/topic/set_spo2_led_data

Device is Ready for Puhllahlng and Subscription of Hessagea

Figure 80. Connecting to the Network and AWS loT

4.4 \Verifying the Application Project from the AWS loT
This section describes the steps for verifying this application example’s functions.

Note: Wait for the board to get the IP address from the service provider upon successful Ethernet
initialization and for the board to resolve the DNS lookup for the endpoint. After the successful MQTT
connection message on the Console, “Device is Ready for Publishing and Subscription of
Messages,” the device is ready for Publishing and Subscribing to Messages.

For verification purposes, the user can use the AWS loT Core Dashboard to configure and control the
subscription and publish the topics as described in the following sections.

(1) Subscribe to Topics on the AWS Dashboard

On the AWS Cloud Dashboard, go to IoT Core and select Test, then choose MQTT test client. Subscribe to
a topic listed below one at a time. The sample snapshot for subscribing to the topics is shown below.

"aws/topic/iaq_sensor_data"
"aws/topic/oaq_sensor_data"
"aws/topic/hs3001 sensor_data"
"aws/topic/icm_sensor_data"
"aws/topic/icp_sensor_data"
"aws/topic/ob1203_sensor_data"
"aws/topic/bulk_sensor_data"

Note: The topics shown above are sensitive cases; users need to take care of this while entering the
publish or subscribe messages.

Only enter one topic at a time. Copy the topic ‘as-is’ between the quotes, and do not include any extra
spaces.

Note: After the subscription to the Topics, the Dashboard is ready to receive the messages being published
from the device.

Note: With the topic "aws/topic/bulk_sensor_data", all sensors’ data will be only displayed on the AWS
loT Core Dashboard when users send a “data pull request” by publishing a message to the topic from the
AWS console. This will be described in the next section (4.4(2) Publish a Topic Messages on the AWS
Dashboard).
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Note: We can subscribe to the topic “#” to monitor all messages on the AWS loT Core.

e AWS loT > MQTT test client ®
AWS loT <R Subscribe to a topic Publish to a topic
Monitor Topic filter  info
The topic filter desc he topic(s) to which you want to sul ibe. The topic filter can include MQTT wildcard characters.
3 l aws/topic/bulk_sensor_data | J
Connect
Connect one device » Additional configuration

» Connect many devices
a4 Subseribe.
Domain
configurations Updated
Subscriptions aws/topic/iaq_sensor_data

I aws/topic/iaq_sensor_data Av xl Message payload

Test

P Device Advisar

1 [Herr e dient 0 swsitopic/oaq_sensor_date O X

Device Location

“message™ "Hello from AWS loT console®

aws/topic/hs3001_sensor_data © X

Query connectivity status

» Additional configurati
aws/topic/icm_sensor_data Q@ X wional configuration

Manage [ aws/topic/icp_sensar_data Q@ X

¥ All devices
3 aws/topic/ob1203_sensor_data @ X

Things
¥ awsftopic/iaq_sensor_data July 01, 2025, 10:46:53 (UTC+0700)

Thing groups aws/topic/bulk_sensor_data X v

Thing types

Fleet metrics L

1Q": {

» Greengrass devices TVOC (me/m3)": "0.@43458",

b LPWAN devices “Etoh (ppm)": "0.823116%,

“eco2 (ppm)": "414.032593"
Software packages N

P Remote actions ]

Figure 81. Click on the Subscribe button on the AWS loT Screen to subscribe to a Topic Message

Subscriptions aws/topic/icm_sensor_data
C3 aws/topic/iagq_sensor_data QX Message payload
. {
CA aws/topic/oag_sensor_data @ X "message”: "Hello from AWS loT console”
}
G aws/topic/hs3001_sensor_data Q' X
» Additional configuration
aws/topic/icn_sensor_data QO X ‘ 9
B3 aws/topic/icp_sensor_data QX ( Publish )
G aws/topic/ob1203_sensor_data @ X
W aws/topic/icm_sensor_data
aws/topic/bulk_sensor_data Q@ X
{
"@.ee1682",
"6.883899",
Tz ": "1.982495"
¥a
"mag": {
"x ": "@.000ee0",
"y ": "@.0e0eee",
"z ": "@.088ee0"
1.
"eyrt: {
"X "8.118626",
"y ": "-8.133@38",
"z ": "B.848637"
}
}
1

» Properties

Figure 82. Subscribed Messages on the AWS loT Screen
For more details about sensors, please refer to the section 5.2(14) and 7.
(2) Publish a Topic Message on the AWS Dashboard
We can publish the data below from the AWS console to verify.
HS3001 temperature alerts:

Topic: aws/topic/set temperature led data
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Message:
(LED®)

Message:
(LED®6)

Message:
(LED®6)

Example:

{"Temperature LED":
{"Temperature LED":

{"Temperature LED":

"HOT" } Will turn on RED in Tri-Color LED

"WARM" } Will turn on GREEN in Tri-Color LED

"COLD"} Will turn on BLUE in Tri-Color LED

Click Test > MQTT test client

e AWS loT > MQTT test client

€]
< “You can use the MQTT test client to monitor the MQTT messages being passed in your AWS account. Devices publish MQTT messages that are identified by topics to communicate their state to AWS loT. AWS loT also publishes MQTT messages to
Monit inform devices and apps of changes and events. You can subscribe to MQTT message topics and publish MQTT messages to topics by using the MQTT test client.
onitor
» Connection details @ connected
Connect To disconnect from the MQTT test client, choose Disconnect. To re-establish a connection, you can update the details and choose Connect.
Connect one device
» Connect many devices
Subscribe to a topic
Domain
configurations Updated
"""" Topic name
oLt e et e meseas. The s iy sl b il i i it sty f e (005 o0
Test |[ Q aws/topic/set_temperature_led_data | X ]
» Device Advisor Message payload
[Crart testctient ] CTamperrs LE0-CoLDY |
Device Location 1
.
Query connectivity status Y,
» Additional configuration
Manage
Figure 83. Publish the MQTT Message (1/3)
0OB1203 SPO2 alerts:
Topic: aws/topic/set spo2 led data
Message: {"Spo LED": "ON"} Will turn on BLUE LED (LED1)
Message: {"Spo LED": "OFF"}Will turn off BLUE LED (LEDI1)
e AWSloT > MQTT test client @

‘

Monitor

Connect
Connect one device
» Connect many devices

Domain
configurations Updated

Test
» Device Advisor
Device Location

Query connectivity status

Manage

¥ All devices
Things
Thing groups

MQTT test client i

You can use the MQTT test client to monitor the MQTT messages being passed in your AWS account. Devices publish MQTT messages that are identified by topics to communicate their state to AWS IoT. AWS IoT also publishes MQTT messages to
inform devices and apps of changes and events. You can subscribe to MQTT message topics and publish MQTT messages to topics by using the MQTT test client.

» Connection details @ connected

Disconnect

To disconnect from the MQTT test client, choose Disconnect. To re-establish a connection, you can update the details and choose Connect.

Subscribe toa topic | Publish to a topic

Topic name
The topic name identifies the message. The message payload will be published to this topic with a Quality of Service (QoS) of 0.

Q. aws/topic/set_spo2_led_data | X ]

Message payload
{"Spo_LED": "ON"}
.
2

» Additional configuration

Figure 84. Publish the MQTT Message (2/3)

Data Pull Request:

Users can pull sensor values from the CK-RA6M5v2 board at their discretion by publishing messages from
the AWS loT console.

Topic:

e aws/topic/get iag sensor data
e aws/topic/get oag sensor data
e aws/topic/get hs3001 sensor data
e aws/topic/get icm sensor data

Will get
Will get
Will get
Will get

IAQ’s sensor data
OAQ’s sensor data
HS3001’s sensor data
ICM’s sensor data
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e aws/topic/get icp sensor data
e aws/topic/get obl203 sensor data

e aws/topic/get bulk sensor data
RAG6M5v2

Message: Any message

Example: Request IAQ sensor data from AWS loT console:

Will get ICP’s sensor data
Will get OB1203’s sensor data
Will get all sensors’ data from CK-

Subscribe to a topic Publish to a topic

Topic name

The topic name identifivs the mescace The message payload will be published ta this tapic with 3 Quality of Service (QoS) of ©

gidertifiecthe meccace
I Q aws/topic/get_iaq_sensor_data I

Message payload

» Additional configuration

Subscriptions #

K o]

@ You eannat publish messages to a wildeard topic.
Please select a different topic to publish messages to.

¥ aws/topic/iaq_sensor_data

{
T {
CTVEC (mg/mh3)": "@.037582",
“eteh (ppm)“: “0.219995",
“ece2 (ppm)": "411.282243"
b

}

» Properties

CK-RABM5v2 sent IAQ sensor data

Message request: IAQ sensor data

w avis/topic/get iaq_sensor_data

® Message cannot be displayed in specified format,

Figure 85. Publish the MQTT Message (3/3)

5. Updating the Firmware
5.1 Creating the updated firmware

This section will describe how users can create new firmware for upgrading.

The configuration for new firmware’s version in aws_ck_raébm5_v2_ethernet_ota_app > configuration.xml
> Stacks > AWS loT Over-the-air Update Library > Open Properties > Common > Version >

- Major
- Manor
- Build
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{E} [aws_ck_rabm5_v2_ethernet_ota_app] FSP Configuration

Stacks Configuration

Threads %] New Thread % Remove [

~ it HAL/Comman ~
& g_ioport IfO Port (r_ioport)
47 FreeRTOS Port (rm_freertos_port)
4 FreeRTOS Heap 4
& g_cgel Clock Generation Circuit (r_ce
& g_timer1 Timer, General PWM (r_gpt
' |~ @ App Thread
<7 AWS loT Over-the-air Update Libran
~ @ Console Thread
@ g_console_uart UART (r_sci_uart)
e user_flash Flash (r_flash_hp)
~ & Sensors Thread
4 g_hs300x_sensor0 HS300X Temperat

& n ramme e deviced 1€ Cammuni ¥
< >

Objects €] New Object > 1) Remove

@ g_topic_gueue Queue ~
@ g_console_out_mutex Mutex
@ g_hs3001_queve Queue

@ g_iag_queue Queue

@ g_oaq_gueue Queue

@ g_icm_gueue Queuve
L

w

AWS loT Over-the-air Update Library Stacks

& AWS Core MATT

®

4 AWS Transport Interface on MbedTLS/PKCS11 (rm_aws_transport_interface_port)

0

<

4 AWS TCP Sockets Wrapper 4 aws
@ ®
1 I
& FreeRTOS+TCP & AWS FreeRTOS+TCP & Aws
MbedTLS Bio Littlet

Summary | BSP [ Clocks | Pins .Imerrupu .Evem Links | Stacks [ Comporverrhl

[£] problems | 2 Console | 7] Properties % | @ Smart Browser | I} Smart Manual | 4" Search

AWS loT Over-the-air Update Library

Property
~ Common
~ Version
Major
Minor
Build

Settings

Value

Land Eila Blark Civa

11

Figure 86. Change the firmware version of the application project

The OTA application will use this version value to compare with the previous version, thereby determining
whether a firmware upgrade is allowed or not. Then it will publish the result message to AWS loT Core.

Note: In the default setting, only the firmware, which has a version higher than the previous firmware, can be
updated. And in this case, the “Allow Downgrade” option has a “Disallowed” value.
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150 [aws_ck rabms_v2_ethemet_ota_app] FSP Configuration X |
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Stacks Configuration ol Ao Conday
Threads &) NewThread w Remove =  AWS IoT Over-the-air Update Library Stacks &) NewStack > = Frend Srack » i) Remove
v @ App Thiead A

47 AWS 10T Overthe-air Update Librar,
~ @ Console Thread

@ g_console_uart UART (r_sei_uan)

& wser_flash Flash (r_flash_hp)
~ @ Sensors Thread

@ g_hs300x_sensond HE 300X Temperat

& AWS Core MQTT

@ g_comms_i2c_deviced 12C Communi

A2 svtamal A Evtaemal B0 1 il
< 3 @

Objects 4] New Doject > i1l 4 AWS Transport Interface on MbedTLS/PKCSTT frm_aws_transpor_interface_port)
® g_topic_queu Quese Al
® g_comsole_out_mutex Mutex | ®

© g_hs3001_queue Quese | -
® 0 isa queue Cueue = kS 2

Summary | BSP | Clecks | Pins | Interrugpts | Event Links | Stacks | Compenents|
£ Problems | ©) Console 1] Propertics | @ Smart Browser| S Smart Marwal | 5 Search| HET RS - |
AWS |oT Over-the-air Update Library

Settings  TOPE Value
v Commen
w Version
Major [
Minar [}

Build 1
Custom eta_configh

Log? File Block Size n
Self Test Resporse Wait {ms) 16000
File Request Wait (ms) 10000
Max Thingname Length [
Max Num Blocks Request 1
Max Num Réquest Momentum 32
Ota Update Status Frequency o
2
Allow rade Disallowed | |
T Timnare Dpaste e Nre D | —
Enabled Control Protocel OTA Contrel Cuer MOTT
Enatied Data Pratcols OTA Diata Qwer MOTT
OTA Primary Data Protocol OTA Data Over MQTT
OTA Events Polling Timeout (ms) 1000

Figure 87. “Allow Downgrade” feature

Users can enable this option to utilize the “Allow Downgrade” feature. This feature allows users to upgrade to
new firmware without needing to compare the version.

After the configuration is finished, please refer to the section 3.3 to build and generate the new signed image
at \ Debug folder:

aws_ck raém5 v2 ethernet ota app\Debugl\aws ck raé6m5 v2 ethernet ota app.bin.sign
ed. This file will be used to upgrade in the next section, 5.2(10) Update the firmware.

Note: After creating new firmware, if users are still using debug on e2 studio, it will prompt users to confirm
reloading a new image onto the board. In this case, please deny reloading the new image to the board by
clicking “Remember my decision” and choosing “Continue”;

& Confirm Image Reload >

. The secure memory region values have changed and require the application to be
l"ﬁ disconnected and reconnected to reapply the correct secure memory region values.
It is possible to continue running the application, but you may notice discrepencies

when debugging this application.

Reason:
Secure memory region values have changed

Relaunch Disconnect

Figure 88. Refuse to reload the new image after creating new firmware via e? studio

5.2 Updating the firmware
In AWS, create an OTA update job that will update the firmware.
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(1)

button

In the IOT Core menu, select Manage, Remote actions, and Jobs, and then click the Create job

B & @

& N. Virginia v Systems AWS Account v

Fleet metrics AWS loT » Manage » Remoteactions > Jobs
Greengrass devices

LPWAN devices Jobs (199) info

_’I Create job I

Jobs define a set of remote operations to send to and run on oo

that are frequently performed,

Software packages New

Remote actions

IM__ Q Filter jobs | ‘ All statusval... ¥ ‘ ‘ All types v |
Job templates
] Name v | Type v | Status
Secure tunnels
» Message routing ] AFR_OTA-... Snapshot @ Completed
Retained messages ] AFR_OTA-... Snapshot @ Completed
P Security
AFR_OTA-... Snapshot Completed
P Fleet Hub g — ¢ @ "
(] AFR_OTA-... Snapshot @ Completed
Device software (] AFR_OTA-... Snapshot @ Completed
Billing groups ] AFR_OTA-.. Snapshot @ Completed
Settings
] AFR_OTA-... Snapshot @ Completed
Feature spotlight -
Documentation [2 O AFR_OTA-... Snapshot ® Completed
(] AFR_OTA-... Snapshot @ Completed
Tell us what you think
STyl ] AFR_OTA-... Snapshot @ Completed

v |

Bhnected to AWS loT. If you have remote operations
ating new applications, use job templates to cr

eate reusable jobs.

Created date

April 04, 2024, 10:50:57 (UTC+07:0(
April 04, 2024, 10:25:44 (UTC+07:0(
April 04, 2024, 10:03:06 (UTC+07:0(
April 03, 2024, 16:27:50 (UTC+07:0(
April 03, 2024, 15:55:17 (UTC+07:0(
April 03, 2024, 15:19:17 (UTC+07:0(
April 03, 2024, 14:53:03 (UTC+07:0(
April 03, 2024, 14:28:58 (UTC+07:0(
April 03, 2024, 14:10:44 (UTC+07:0(

April 03, 2024, 11:49:01 (UTC+07:0(

Figure 89. Click the Create job button

(2) Select Create FreeRTOS OTA update job and then click Next

AWS loT » Manage » Remoteactions > Jobs » Createjob

Create job i

Jobs define remote operations to send to and run on devices that are connected to AWS loT. Create

a custom job or a FreeRTOS over-the-air (OTA) update job.

Job type

() Create custom job

Create a job to send an executable job file to one or more devices connected to AWS loT.

ra

© Create FreeRTOS OTA update job

devices connected to AWS loT.

Send a request to acquire an executable job file from one of your S3 buckets to one or more

() Deploy a single Software Package version

You will be redirected to SPC to start the deployment flow

Cancel Next

Figure 90. Select the Create FreeRTOS OTA update job
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(3) Enter a job name (example: rabm5_ota_demo_job) and then click Next

AWS loT > Jobs » Createjob » OTAjob

step OTA job properties
OTA job properties
Step 2 Job properties
Job name
Step 3
rabm5_ota_demo_job
Enter a unigue name without spaces. V/ aracters: a-z, A-Z, 0-9, - (hyphen), and _ (underscore)

Description - optional

B Tags - optional

Cancel

Figure 91. Enter an OTA job name

(4) Click the Devices to update drop-down list and select the device to update

AWS [oT » Jobs » Createjob » OTAjob

S OTA file configuration
OTA job properties
Step 2 Devices info
OTA file configuration This OTA update job will send your file securely over MQTT or HTTP to the FreeRTOS-based things and/or the thing groups that you choose.
Step3 Devices to update
a
[a]
Thing groups
Things

e ———————————
l i rabms5 _ota_demo thmﬁ l
L]

Figure 92. Select the device to update

(5) Click Create new profile

File info

Sign and choose your file
Code signing e i
been changed

usted authors and that the code hasn't

orrupted since it was signed. You have three eptions for code signing.

© Sign a new file for Choose a Use my custom
me. previously signed signed file.
file.

Code signing profile

This profile will contain information needed to create a code signing job. The profile specifies your
device's hardware platform, certificate from AWS Certificate Manager, and the location of your code
signing certificate path on your device.

Existing code signing profile

v I Create new profile I

File

© Upload a new file. ‘ Select an existing file.

Figure 93. Click the Create new profile button
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You can skip steps (5) to (9) if you have already created a profile. Click Choose existing code signing
rofile and select the profile you created from the drop-down list.

Code signing profile

This profile will contain information needed to create a code signing job. The profile specifies your
device's hardware platform, certificate from AWS Certificate Manager, and the location of your code
signing certificate path on your device.

Existing code signing profile

al | Create new profile

Q |

Code Verify Key

Code Verify Key

an existing file.
SHA256  ECDSA

Code Verify Key
SHA256  ECDSA

Figure 94. Choose an existing code signing profile

(6) Create a profile (1): Profile name and device hardware platform

e Enter the profile name (example: rabm5_ota_demo_profile)
e Select Windows Simulator as the device hardware platform

Create a code signing profile X

Profile name

I raGmS_ota_demo_proﬁlel

Enter a unique name without spaces. Valid characters: a-z, A-Z, 0-9, and _ (underscore)

Device hardware platform

Windows Simulator v

Figure 95. Enter a profile name and choose a device hardware platform

(7) Create a profile (2): Import a certificate

¢ Inthe Code signing certificate area, click Import new code signing certificate

¢ In the Certificate body, select the file secp256r1.crt you created in section 3.2.1(6)

¢ Inthe Certificate private key, select the file secp256r1.privatekey you created in section 3.2.1(7)
¢ Inthe Certificate chain, select the file ca.crt you created in section 3.2.1(3)

e Click Import
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Code signing certificate

AWS Certificate Manager (ACM) handles the complexity of creating, managing, or importing SSL/TLS
certificates. You can use ACM to create an ACM Certificate or import a third-party certificate that you use
for signing. You must have a certificate to sign code.

[ © Import new code signing certificate ] | _ Select an existing certificate

Certificates

(%) Successfully imported certificate into ACM:
armn:aws:acm:ap-northeast-1:{ R c=rtificate/f2eb02b9-12ac-
4387-8042-ad4c806f750

Certificate body secp256rl.crt

( ‘A Choose file ) gﬂ U?:Té::le J
Certificate private key secp256rl.privatekey
( 4 Choose file ) SEI‘JI::T:;ZE d
Certificate chain - optional ca.crt

( 4 Choose file ) gduzﬂile d

"]

(_imeort )

Figure 96. Create a code signing profile

(8) Create a profile (3): Enter the path of the code signing certificate of the device: “Code Verify Key” and
then click Create

Path name of code signing certificate on device
This is the name and location of the certificate that your FreeRTOS device firmware uses to perform OTA

image signature verification,
Cancel

Code Verify Key ——
Figure 97. Enter the path of the code signing certificate of the device
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(9) Confirm that the name of the profile you created earlier is selected in the Existing code signing profile
drop-down list

File info

Sign and choaose your file
Code signing ensures that devices only run code published by trusted authors and that the code hasn't
been changed or corrupted since it was signed. You have three options for code signing.

© Sign a new file for Choose a Use my custom
me. previously signed signed file.
file.

Code signing profile

This profile will contain information needed to create a code signing job. The profile specifies your
device's hardware platform, certificate from AWS Certificate Manager, and the location of your code
signing certificate path on your device.

Existing code signing profile

I rabm5_ota_demo_profile v I ‘ Create new profile

Figure 98. Select Code signing profile

(10) Update the firmware

e Select Upload a new file

¢ In File to upload, select the file aws ck raém5 v2 ethernet ota app.bin.signed you builtin
the folder aws ck raé6m5 v2 ethernet ota app\Debug in section 5.1.

o Click Browse S3 and select the S3 bucket you created in section 2.1.3.4.

e Enter a path name in Path name of file on device (You can enter any path name. Example:
/device/updates)

File

| [ © Upload a new file. ]l Select an existing file.

File to upload

[ F Choose file ]

File upload location in 53

This is the location in 53 where your file will be stored,
53 URL

Q, Search View [ ( Browse 53 )l ( Create 53 bucket )

Format: s3://bucket/prefix/object

me of file on device

Path

e name and location where the file will be stored on the FreeRTOS device

is i
I [device/updates |

Figure 99. Upload new file

(11) In the Role drop-down list, select the role you created in section 2.1.3.5 and then click Next

1AM role o

Role

m:t:;m:;ar:ml:; AWS loT access ta S3, : 1oT jobs, and AWS Code signing resources.
Figure 100. Choose IAM role
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(12) Click Create job

AWS loT » Jobs » Createjob » OTA job

Step 1

OTA job properties

0]

OTA file configuration

OTA job configuration

TA job configuration e

Job run type

Choose how to run this job.

© Your job will complete after deploying to the devices and groups that you chose
(snapshot)

Your job will continue to deploy to any devices added to the groups that you chase

(continuous)

v

Job start rollout configuration - optional

Specify how quickly devices will be notified when a pending job starts.

v

v

Job run timeout configuration - optional

Specify how long the jab will run

ces fail the deployment after a

Figure 101.

(13) Wait until firmware reception is complete

When the job starts, the job receives and writes the firmware.

Click the Create job button

Eile Edit Setup Ceontrol

Function:
Function:
Function:
Function:
Function:
Function:
Function:

Window Help

prvMgttDataCallback(>.,
prvRun0TADemo(>. Received:
prvRunOTADemo<>,. Receive 27 Queued: 27
pruMgttDataCallback(>, Re ved data message
prvRunOTADemo<>, Received: 28 Queued: 28
prvMgttDataCallback(>. Received data message
prvRunOTADemo (>, Received: 29 Queued: 29

sg Sequence Number [
sg received from IAQ sensor
IAQ data tvoc ©B.886275
IAQ data etoh B.845891

Received data message
27 Queued: 27

nct Received: 29
Function
Function:
Function:

Function:

P! ﬁnOTHDeno().
pruMgttDataCallback(>,

Queued: 29

prvRun0OTADemo (>, Receive
pPruvRunOTADemo (>, Receive
pruMgttDataCallback(>, Received data message

size 2073.
Processed: 27 Dropped:
Processed: 27 Dropped:

callback, size 26073.
Processed: 28 Dropped:

callback, size 2873.
Processed: 29 Dropped:

Processed: 2
callback.

Processed a Dropped:

Processed: 30 Dropped:
callback, size 2873.

9 Dropped:
e 287

Figure 102. Receive firmware from OTA

When the update process is complete, the device will reset, and the initial menu will appear.
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File Edit Setup Centrol Window Help

IAQ data tuvoc B.165583

IAQ data etoh 0.088876

IAQ data eco2 449.129120

[INFO] In Function: prvRunOTADemo{).
LINFO] In Punction:
[INFO] In Function:
[INFO]1 In Function:
[INFO1 In Function:
[WARN] In Function:

pruRunOTADemo (>
pruvRunOTADemo (> .

[INFO]1 In Function: otafippCallback(),

HS3@B1 sensor setup success

0B1203 sensor setup success
ZMOD4418 sensor setup success
ZMOD4518 sensor setup success
ICP sensor setup success
ICP20188 Sensor Uersion B

ECH42635 sensor setup success

(14) Confirm updating result

ﬂ.\uter Configuration For Ren

Task- -

In Function:
In Function:

proRunOTADe
pryvRunOTADemo

pruMgttDataCallback(),
pruMgttDataCallback(>,
prvincomingPublishCallback(>.

Figure 103.

Received: 286 Queued:

Recelued 287 Queued:

288 Queued:
WARN:

Received:

New

']

emo_thin,
ped: @

@ Dropped: @

olicited blish from topic &

Drop a

icited publi

Dro

JI—

Dropped: @

Received data message callback,
Received data message callback,

Received an unsolicited publish from top
ic Saws/things/rabmn5_HM_OTA_thing/johs/AFR_OTA-ra6bmS_ota_demo_joh_29_Apr/update/accepted
image is ready to hoot...

Active new firmware image

s/notify-next.

weSthings/rabmb_ota

286 Processed: 286
size 2074.
Processed 287 Dropped: @
size 2074.
Processed: 287

Dropped: @

288 Dropped: @

update accepted

Figure 104. Version of the new firmware image and validation

Go to the AWS loT Core console, select Manage, Remote actions, and Jobs, and choose the job that was

created in the previous step.
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e AWS loT » Manage > Remote actions > Jobs

B Device Adwvisor -

Jobs (44) it

Jobs define a set of remote operations to send to and run on one or more devices that are connected to
create reusable jobs.

MQTT test client

Device Location

Query connectivity status

[ Q, Filter jobs ]
[ rabm5 | )(] ( Clear filters )
Manage
» All devices
(0| MName v | Type v | Status
» Greengrass devices
P LPWAN devices O I AFR_OTA-rabm5_ota_demo_job... I Snapshot @f_ulnple'led
Software packages
¢ i e O AFR_OTA-update_CK_RABM5v2... Snapshot (® Completed
Commands O AFR_OTA-update CE_RABMSv2... Snapshot @ Completed
0 AFR_OTA-update_CK_RABMS5v2... Snapshot @ completed
Job templates
Secime tunniels 0 AFR_OTA-update_CK_RAGMS5v2... Snapshot @ completed

Figure 105. Verifying the job's result

Choose “Job executions” to check the current result of a job.
- Succeeded (upgrading firmware successfully):
AWSIOT ) Manage ) Remoteactions > Jobs 3 AFR_(HEN

AFR_OTA- rm Info Edit [ Save as a job template Canc

Execution overview

When canceling and deleting execution refresh this page I the summary does not match,

Delete

Succeeded Failed Canceled Rejected
1 0 0 0
Queued In progress Removed Timed aut
o} 0 0 0

Figure 106. Succeeded job

In this case, the firmware, which has been upgraded, has a higher version than the version of the old
firmware. Or users used the “Allow downgrade” feature. (Please refer to the section 5.1 for more
information).

- Failed (upgrading firmware unsuccessfully):
AWS IoT » Manage ) Remoteactions » Jobs > AFR_OT/EESESESNEN

AFR_OTA—_ nfo | Edit || Save as a job template Canc Delete

Details Job document | Job targets | Tags

Execution overview
When canceling and deleting execution refresh this page if the summary does not match.

Succeeded Failed Canceled Rejected
0 ] 0 0
Queued In progress Removed Timed out
0 0 0 0

Figure 107. Failed job

In this case, the firmware that users chose to upgrade has a version equal to or smaller than the old
firmware’s version. For the AWS code signing that users set up for the device, the OTA job is incorrect.
Users need to check section 3.2, 4.2 (add Code Signing Public Key), 5.2(7) (import certificate) again.
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6. Sensor Data for Cloud Kits

The AWS dashboard displays the following Data from sensors.

Table 1. Sensor Data in AWS loT Console

Sensor Data

HS3001- Humidity and Temperature Sensor Temperature, F
Humidity, %

ZMOD4410- Indoor Air Quality Sensor Etoh, ppm

ECO2- Estimated Carbon dioxide, ppm
TVOC - Total Volatile Organic Compounds, mg/m*3

OB1203 - Heart Rate, Blood Oxygen Concentration, [SPO2, %
Pulse Oximetry, Proximity, Light, and Color Sensor

HR (Heart Rate), bpm (beats per minute)
RR (Respiration Rate), breaths per minute

P2P
ICP-20100 - Barometric Pressure and Temperature [Temperature, F
Sensor Barometric Pressure, mbar
ICM-42605 Motion Tracking Sensor )Acc values, unit: g
Gyro Data, unit: dps (degrees per sec)
Mag Data, unit: mT
ZMOD4510 — Outdoor Air Quality OAQ, ppm

7. Sensor Stabilization Time

Table 2 gives the time required for the sensors to sense and provide valid data to the users. Here, you will
see 2 columns: 1) when powered up for the first time, and 2) after a soft or hard reset. If the system boots up
from a cold start, the time for the sensors to provide the valid data is up to (1 minute — 4 hours), whereas if
the system boots up from a warm start, the time for the sensors to provide the valid data is up to (10 seconds
— 2 hours). For more details, refer to the specific sensor datasheet.

Table 2. Sensor Stabilization Time

Sensor Name When Powered Up for the First Time After Soft or Hard Reset

ZMOD4410 1AQ Up to 1 minute Up to 1 minute

ZMOD4510 OAQ | Up to 4 hours Up to 5 minutes

0B1203 Up to 20 minutes Up to 20 seconds
(After placing a finger on the sensor, it may | (After placing a finger on the sensor, it
take up to 60 seconds to sense data) may take up to 60 seconds to sense

data)

HS3001 Up to 1 minute Up to 10 seconds

ICP Up to 1 minute Up to 10 seconds

ICM Up to 1 minute Up to 10 seconds

Note: The stabilization time of the sensor provided above is from the point of sensor initialization.
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8. Known Issues and Troubleshooting.

¢ This section talks about the known FSP and tool-related issues. More details can be found at the link:
https://github.com/renesas/fsp/issues.

e When running debug on the e? studio, if the application is rerun multiple times, it might randomly cause an
issue with the 12C communication of the OB1203 sensor. Users need to reconnect the micro-USB cable
(J10) and USB-C cable (J28) to cold reset the OB1203 sensor and run the application again.

o When firmware reception from the OTA job finishes, but the new firmware does not start, users need to
check that the firmware update was successful from console logs. Also, revisit the steps to make sure
AWS code signing and certificate generation are written to the device flash (3.2, 4.2), creating the code
signing profile step (5.2(7)), or the path of code signing certificate of the device (5.2(8)) was properly
followed and successful.

9. Debugging

Enable the USR_LOG LVL (LOG_DEBUG) macro in the application project for additional information on the
error during debugging.
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Website and Support

Visit the following vanity URLSs to learn about key elements of the RA family, download components and
related documentation, and get support.

CK-RABMb5vV2 Kit Information renesas.com/ra/ck-rabm5

RA Cloud Solutions renesas.com/cloudsolutions

RA Product Information renesas.com/ra

RA Product Support Forum renesas.com/ra/forum

RA Flexible Software Package renesas.com/FSP

Renesas Support renesas.com/support
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General Precautions in the Handling of Microprocessing Unit and Microcontroller
Unit Products

The following usage notes are applicable to all Microprocessing unit and Microcontroller unit products from Renesas. For detailed usage notes on the
products covered by this document, refer to the relevant sections of the document as well as any technical updates that have been issued for the products.
1. Precaution against Electrostatic Discharge (ESD)
A strong electrical field, when exposed to a CMOS device, can cause destruction of the gate oxide and ultimately degrade the device operation. Steps
must be taken to stop the generation of static electricity as much as possible, and quickly dissipate it when it occurs. Environmental control must be
adequate. When it is dry, a humidifier should be used. This is recommended to avoid using insulators that can easily build up static electricity.
Semiconductor devices must be stored and transported in an anti-static container, static shielding bag or conductive material. All test and
measurement tools including work benches and floors must be grounded. The operator must also be grounded using a wrist strap. Semiconductor

devices must not be touched with bare hands. Similar precautions must be taken for printed circuit boards with mounted semiconductor devices.
2. Processing at power-on

The state of the product is undefined at the time when power is supplied. The states of internal circuits in the LSI are indeterminate and the states of
register settings and pins are undefined at the time when power is supplied. In a finished product where the reset signal is applied to the external reset
pin, the states of pins are not guaranteed from the time when power is supplied until the reset process is completed. In a similar way, the states of pins
in a product that is reset by an on-chip power-on reset function are not guaranteed from the time when power is supplied until the power reaches the

level at which resetting is specified.
3. Input of signal during power-off state

Do not input signals or an 1/0 pull-up power supply while the device is powered off. The current injection that results from input of such a signal or /0
pull-up power supply may cause malfunction and the abnormal current that passes in the device at this time may cause degradation of internal

elements. Follow the guideline for input signal during power-off state as described in your product documentation.
4. Handling of unused pins

Handle unused pins in accordance with the directions given under handling of unused pins in the manual. The input pins of CMOS products are
generally in the high-impedance state. In operation with an unused pin in the open-circuit state, extra electromagnetic noise is induced in the vicinity of
the LSI, an associated shoot-through current flows internally, and malfunctions occur due to the false recognition of the pin state as an input signal

become possible.
5. Clock signals

After applying a reset, only release the reset line after the operating clock signal becomes stable. When switching the clock signal during program
execution, wait until the target clock signal is stabilized. When the clock signal is generated with an external resonator or from an external oscillator
during a reset, ensure that the reset line is only released after full stabilization of the clock signal. Additionally, when switching to a clock signal

produced with an external resonator or by an external oscillator while program execution is in progress, wait until the target clock signal is stable.
6. Voltage application waveform at input pin

Waveform distortion due to input noise or a reflected wave may cause malfunction. If the input of the CMOS device stays in the area between Vi
(Max.) and Vin (Min.) due to noise, for example, the device may malfunction. Take care to prevent chattering noise from entering the device when the

input level is fixed, and also in the transition period when the input level passes through the area between ViL (Max.) and Vi (Min.).
7. Prohibition of access to reserved addresses

Access to reserved addresses is prohibited. The reserved addresses are provided for possible future expansion of functions. Do not access these

addresses as the correct operation of the LSl is not guaranteed.
8. Differences between products

Before changing from one product to another, for example to a product with a different part number, confirm that the change will not lead to problems.
The characteristics of a microprocessing unit or microcontroller unit products in the same group but having a different part number might differ in terms
of internal memory capacity, layout pattern, and other factors, which can affect the ranges of electrical characteristics, such as characteristic values,
operating margins, immunity to noise, and amount of radiated noise. When changing to a product with a different part number, implement a system-

evaluation test for the given product.



Notice

1.

10.

11.

12.

13.
14.

(Note1)

Descriptions of circuits, software and other related information in this document are provided only to illustrate the operation of semiconductor products
and application examples. You are fully responsible for the incorporation or any other use of the circuits, software, and information in the design of your
product or system. Renesas Electronics disclaims any and all liability for any losses and damages incurred by you or third parties arising from the use
of these circuits, software, or information.
Renesas Electronics hereby expressly disclaims any warranties against and liability for infringement or any other claims involving patents, copyrights,
or other intellectual property rights of third parties, by or arising from the use of Renesas Electronics products or technical information described in this
document, including but not limited to, the product data, drawings, charts, programs, algorithms, and application examples.
No license, express, implied or otherwise, is granted hereby under any patents, copyrights or other intellectual property rights of Renesas Electronics
or others.
You shall be responsible for determining what licenses are required from any third parties, and obtaining such licenses for the lawful import, export,
manufacture, sales, utilization, distribution or other disposal of any products incorporating Renesas Electronics products, if required.
You shall not alter, modify, copy, or reverse engineer any Renesas Electronics product, whether in whole or in part. Renesas Electronics disclaims any
and all liability for any losses or damages incurred by you or third parties arising from such alteration, modification, copying or reverse engineering.
Renesas Electronics products are classified according to the following two quality grades: “Standard” and “High Quality”. The intended applications for
each Renesas Electronics product depends on the product’s quality grade, as indicated below.

"Standard": Computers; office equipment; communications equipment; test and measurement equipment; audio and visual equipment; home

electronic appliances; machine tools; personal electronic equipment; industrial robots; etc.
"High Quality": Transportation equipment (automobiles, trains, ships, etc.); traffic control (traffic lights); large-scale communication equipment; key
financial terminal systems; safety control equipment; etc.

Unless expressly designated as a high reliability product or a product for harsh environments in a Renesas Electronics data sheet or other Renesas
Electronics document, Renesas Electronics products are not intended or authorized for use in products or systems that may pose a direct threat to
human life or bodily injury (artificial life support devices or systems; surgical implantations; etc.), or may cause serious property damage (space
system; undersea repeaters; nuclear power control systems; aircraft control systems; key plant systems; military equipment; etc.). Renesas Electronics
disclaims any and all liability for any damages or losses incurred by you or any third parties arising from the use of any Renesas Electronics product
that is inconsistent with any Renesas Electronics data sheet, user's manual or other Renesas Electronics document.
No semiconductor product is absolutely secure. Notwithstanding any security measures or features that may be implemented in Renesas Electronics
hardware or software products, Renesas Electronics shall have absolutely no liability arising out of any vulnerability or security breach, including but
not limited to any unauthorized access to or use of a Renesas Electronics product or a system that uses a Renesas Electronics product. RENESAS
ELECTRONICS DOES NOT WARRANT OR GUARANTEE THAT RENESAS ELECTRONICS PRODUCTS, OR ANY SYSTEMS CREATED USING
RENESAS ELECTRONICS PRODUCTS WILL BE INVULNERABLE OR FREE FROM CORRUPTION, ATTACK, VIRUSES, INTERFERENCE,
HACKING, DATA LOSS OR THEFT, OR OTHER SECURITY INTRUSION (“Vulnerability Issues”). RENESAS ELECTRONICS DISCLAIMS ANY AND
ALL RESPONSIBILITY OR LIABILITY ARISING FROM OR RELATED TO ANY VULNERABILITY ISSUES. FURTHERMORE, TO THE EXTENT
PERMITTED BY APPLICABLE LAW, RENESAS ELECTRONICS DISCLAIMS ANY AND ALL WARRANTIES, EXPRESS OR IMPLIED, WITH
RESPECT TO THIS DOCUMENT AND ANY RELATED OR ACCOMPANYING SOFTWARE OR HARDWARE, INCLUDING BUT NOT LIMITED TO
THE IMPLIED WARRANTIES OF MERCHANTABILITY, OR FITNESS FOR A PARTICULAR PURPOSE.
When using Renesas Electronics products, refer to the latest product information (data sheets, user's manuals, application notes, “General Notes for
Handling and Using Semiconductor Devices” in the reliability handbook, etc.), and ensure that usage conditions are within the ranges specified by
Renesas Electronics with respect to maximum ratings, operating power supply voltage range, heat dissipation characteristics, installation, etc. Renesas
Electronics disclaims any and all liability for any malfunctions, failure or accident arising out of the use of Renesas Electronics products outside of such
specified ranges.
Although Renesas Electronics endeavors to improve the quality and reliability of Renesas Electronics products, semiconductor products have specific
characteristics, such as the occurrence of failure at a certain rate and malfunctions under certain use conditions. Unless designated as a high reliability
product or a product for harsh environments in a Renesas Electronics data sheet or other Renesas Electronics document, Renesas Electronics
products are not subject to radiation resistance design. You are responsible for implementing safety measures to guard against the possibility of bodily
injury, injury or damage caused by fire, and/or danger to the public in the event of a failure or malfunction of Renesas Electronics products, such as
safety design for hardware and software, including but not limited to redundancy, fire control and malfunction prevention, appropriate treatment for
aging degradation or any other appropriate measures. Because the evaluation of microcomputer software alone is very difficult and impractical, you are
responsible for evaluating the safety of the final products or systems manufactured by you.
Please contact a Renesas Electronics sales office for details as to environmental matters such as the environmental compatibility of each Renesas
Electronics product. You are responsible for carefully and sufficiently investigating applicable laws and regulations that regulate the inclusion or use of
controlled substances, including without limitation, the EU RoHS Directive, and using Renesas Electronics products in compliance with all these
applicable laws and regulations. Renesas Electronics disclaims any and all liability for damages or losses occurring as a result of your noncompliance
with applicable laws and regulations.
Renesas Electronics products and technologies shall not be used for or incorporated into any products or systems whose manufacture, use, or sale is
prohibited under any applicable domestic or foreign laws or regulations. You shall comply with any applicable export control laws and regulations
promulgated and administered by the governments of any countries asserting jurisdiction over the parties or transactions.
It is the responsibility of the buyer or distributor of Renesas Electronics products, or any other party who distributes, disposes of, or otherwise sells or
transfers the product to a third party, to notify such third party in advance of the contents and conditions set forth in this document.
This document shall not be reprinted, reproduced or duplicated in any form, in whole or in part, without prior written consent of Renesas Electronics.
Please contact a Renesas Electronics sales office if you have any questions regarding the information contained in this document or Renesas
Electronics products.

“Renesas Electronics” as used in this document means Renesas Electronics Corporation and also includes its directly or indirectly controlled
subsidiaries.

(Note2)

Corporate Headquarters
TOYOSU FORESIA, 3-2-24 Toyosu,
Koto-ku, Tokyo 135-0061, Japan

www.renesas.com

Trademarks

Renesas and the Renesas logo are trademarks of Renesas Electronics
Corporation. All trademarks and registered trademarks are the property
of their respective owners.

“Renesas Electronics product(s)” means any product developed or manufactured by or for Renesas Electronics.
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