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DISCLAIMER

The related documents in this application note may include preliminary versions. However, preliminary
versions may not have been marked as such.

The information in this application note is current as of its date of publication. The information is subject to
change without notice. For actual design-in, refer to the latest publications of NEC’s data sheets or data
books, etc., for the most up-to-date specifications of PRODUCT(S). Not all PRODUCT(S) and/or types are
available in every country. Please check with an NEC sales representative for availability and additional
information.

No part of this application note may be copied or reproduced in any form or by any means without prior
written consent of NEC. NEC assumes no responsibility for any errors that may appear in this application
note. NEC does not assume any liability for infringement of patents, copyrights or other intellectual
property rights of third parties by or arising from the use of PRODUCT(S) listed in this application note or
any other liability arising from the use of such PRODUCT(S).

No license, express, implied or otherwise, is granted under any patents, copyrights or other intellectual
property rights of NEC or others. Descriptions of circuits, software and other related information in this
application note are provided for illustrative purposes of PRODUCT(S) operation and/or application
examples only. The incorporation of these circuits, software and information in the design of customer’s
equipment shall be done under the full responsibility of customer. NEC assumes no responsibility for any
losses incurred by customers or third parties arising from the use of these circuits, software and
information.

While wherever feasible, NEC endeavors to enhance the quality, reliability and safe operation of
PRODUCT(S) the customer agrees and acknowledges that the possibility of defects and/or erroneous
thereof cannot be eliminated entirely. To minimize risks of damage to property or injury (including death)
to persons arising from defects and/or errors in PRODUCT(S) the customer must incorporate sufficient
safety measures in their design, such as redundancy, fire-containment and anti-failure features.

The customer agrees to indemnify NEC against and hold NEC harmless from any and all consequences
of any and all claims, suits, actions or demands asserted against NEC made by a third party for damages
caused by one or more of the items listed in the enclosed table of content of this application note for
PRODUCT(S) supplied after the date of publication.

PRODUCT(S) are classified into the following three quality grades: “Standard”, “Special” and “Specific”.
The “Specific” quality grade applies only to PRODUCT(S) developed based on a customer-designated
“quality assurance program” for a specific application. The recommended applications of PRODUCT(S)
depend on its quality grade, as indicated below. Customers must check the quality grade of each
PRODUCT(S) before using it in a particular application.

e “Standard”: Computers, office equipment, communications equipment, test and measurement
equipment, audio and visual equipment, home electronic appliances, machine tools, personal
electronic equipment and industrial robots

e  “Special”: Transportation equipment (automobiles, trains, ships, etc.), traffic control systems, anti-
disaster systems, anti-crime systems, safety equipment and medical equipment (not specifically
designed for life support).

e  “Specific”: Aircraft, aerospace equipment, submersible repeaters, nuclear reactor control systems,
life support systems and medical equipment for life support etc.

The quality grade of PRODUCT(S) is “Standard” unless otherwise expressly specified in NEC data sheets or
data books, etc. If customers wish to use PRODUCT(S) in applications not intended by NEC, they must
contact NEC sales representative in advance to determine NEC’s willingness to support a given application.

If the supplied goods/information are subject to Japanese, German, European and/or North American export
controls, the customer shall comply with the relevant export control regulations in the event that the goods are
exported and/or re-exported. If deliveries are exported without payment of duty at the request of the
customer, the customer accepts liability for any subsequent customs administration claims with respect to
NEC.

Notes: (1) “NEC” as used in this statement means NEC Electronics Corporation and also includes its
direct or indirect owned or controlled subsidiaries.

(2) “PRODUCT(S)” means any product developed or manufactured by or for NEC (as defined
above).
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Application Note for 78KOR

Chapter 1 Supporting Data Security

NEC Electronics Europe (GmbH) has coded the Data Encryption Standard (DES) to our 16-bit 78KOR
microcontroller, with a view to providing unrestricted DES middleware libraries free-of-charge to designers.

There are three main components included in the library:

e Source code of the encryption, decryption routines.

e Associated header file for the above.

e Test routines to verify the result and the execution speed of the routines provided.

The software supports encryption key lengths of 64-bits and can be used with any 78 KOR/Kx3-L ,/IX3 ,/LX3
or /FX3 family microcontroller.

Implementing the library is very straightforward, following this simple process:

e Call a function that initializes the keys that will be used to encrypt or decrypt the messages; you just
need to pass the key (64-bits) to the library function.
i.ex:

subkey_crypt(key,encrypt);

key is the pointer to the 64-bit key which shall be used for en-/decrytion
encrypt is an enumerator which controls the generation of the needed subkeys

e Call a function to encrypt/decrypt a 64-bit message; the result is the de-/encrypted 64-bit message.
i.ex:
encrypt_decrypt((uint8 * )(pIn));
pln is the pointer to the array/string which shall be en-/decrypted.
the result is returned in an array called gData.

Two test functions are also provided by NEC Electronics. These functions, called test_encrypt /
test_decrypt, perform three en-/de-cryptions with a given key. Comparison can be done by checking the
output data with the reference values given in the comments of the source code.

(The source code is attached to the pdf).

Details on this validation method can be found on the Internet at
http://en.wikipedia.org/wiki/Data_Encryption_Standard.
http://csrc.nist.gov/publications/fips/fips46-3/fips46-3.pdf
http://people.eku.edu/styere/Encrypt/JS-DES.html

It goes without saying that responsibility for the actual implementation lies
with the user of the middleware.

In terms of resource required, our middleware requires 3315bytes of code memory, 698 bytes of data
memory and 576 bytes of constant memory, based on its usage in a KOR 16-bit microcontroller.

It should be noted that whilst developed with a 16-bit microcontroller in mind, given the availability of ‘C’
source code in NEC Electronics’ library, it would be practical to easily port the code to a 32-bit or even an 8-
bit microcontroller, although the required response time should be considered as the CPU clock speed of
the selected NEC Electronics microcontroller decreases.

Further details are available by contacting NEC Electronics at www.eu.necel.com.
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Chapter 2 Revision History

Iltem | Date published Document No. Comment

1 August 24, 2009 | U19669EE1VOANQO | 1% Release
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/*===========================================================================*/

/* Module : DES_DEMO.c                                       */

/* Version: V1.00                                                            */

/*===========================================================================*/

/*                                  COPYRIGHT                                */

/*===========================================================================*/

/* Copyright (c) 2007 by NEC Electronics (Europe) GmbH,                      */

/*               a company of the NEC Electronics Corporation                */

/*===========================================================================*/

/* Purpose: basic microcontroller initialization                             */

/*                                                                           */

/*===========================================================================*/

/* In case of any question please do not hesitate to contact:                */

/*                                                                           */

/*        Technical Product Support                                          */

/*                                                                           */

/*        NEC Electronics (Europe) GmbH                                      */

/*        Arcadiastrasse 10                                                  */

/*        D-40472 Duesseldorf, Germany                                       */

/*                                                                           */

/*        e-mail: K0_support@eu.necel.com                                    */

/*        FAX:   +49 - (0)211 / 65 03 - 12 79                                */

/*                                                                           */

/*===========================================================================*/

/* Warranty Disclaimer                                                       */

/*                                                                           */

/* Because the Product(s) is licensed free of charge, there is no warranty   */

/* of any kind whatsoever and expressly disclaimed and excluded by NEC,      */

/* either expressed or implied, including but not limited to those for       */

/* non-infringement of intellectual property, merchantability and/or         */

/* fitness for the particular purpose.                                       */

/* NEC shall not have any obligation to maintain, service or provide bug     */

/* fixes for the supplied Product(s) and/or the Application.                 */

/*                                                                           */

/* Each User is solely responsible for determining the appropriateness of    */

/* using the Product(s) and assumes all risks associated with its exercise   */

/* of rights under this Agreement, including, but not limited to the risks   */

/* and costs of program errors, compliance with applicable laws, damage to   */

/* or loss of data, programs or equipment, and unavailability or             */

/* interruption of operations.                                               */

/*                                                                           */

/* Limitation of Liability                                                   */

/*                                                                           */

/* In no event shall NEC be liable to the User for any incidental,           */

/* consequential, indirect, or punitive damage (including but not limited    */

/* to lost profits) regardless of whether such liability is based on breach  */

/* of contract, tort, strict liability, breach of warranties, failure of     */

/* essential purpose or otherwise and even if advised of the possibility of  */

/* such damages. NEC shall not be liable for any services or products        */

/* provided by third party vendors, developers or consultants identified or  */

/* referred to the User by NEC in connection with the Product(s) and/or the  */

/* Application.                                                              */

/*                                                                           */

/*===========================================================================*/

/* Environment:                                                              */

/*              Device:          uPD78F1503                                  */

/*              Target Hardware: QB-MINI2+device                             */

/*              IDE:             IAR Systems                                 */

/*                               Embedded Workbench for 78K V4.xx            */

/*                                                                           */

/*===========================================================================*/





// SYSTEM INCLUDE FILES:

// ----------------------



// PRIVATE INCLUDE FILES:

// -----------------------

#include "types.h"                        

#include "const.h"

#include "intrinsics.h"



// DEFINITIONS:

// -------------



extern __saddr union{

      uint8 gData[8];                    

      UINT  gData_int[4];

      bitfield gData_bit;

     }; 



extern void encrypt_decrypt(const uint8 *);

extern void subkey_crypt(const uint8* ,uint8 crypt);





// ----------------------------------------------------------------------------

static void test_encrypt(void)

{

  

     uint8 const key[8] = {0x01, 0x23, 0x45, 0x67, 0x89, 0xab, 0xcd, 0xef};

  

     uint8 const pln[3 * 8]  = "Now is the time for all ";

//   uint8 const cip[3 * 8]  = {0x3F, 0xA4, 0x0E, 0x8A, 0x98, 0x4D, 0x48, 0x15,

//                              0x6A, 0x27, 0x17, 0x87, 0xAB, 0x88, 0x83, 0xF9,

//                              0x89, 0x3D, 0x51, 0xEC, 0x4B, 0x56, 0x3B, 0x53};



    __no_operation();

    subkey_crypt(key,encrypt);

       __no_operation();

   encrypt_decrypt((uint8 * )( pln + 0));

   __no_operation();

   encrypt_decrypt((uint8 * )( pln + 8));

   __no_operation();

   encrypt_decrypt((uint8 * )( pln + 16));

     __no_operation();

   

}



// ----------------------------------------------------------------------------

static void test_decrypt(void)

{

   uint8 const key[8]      = {0x01, 0x23, 0x45, 0x67, 0x89, 0xab, 0xcd, 0xef};

//   uint8 const pln[3 * 8]  = "Now is the time for all ";

   uint8 const cip[3 * 8]  = {0x3F, 0xA4, 0x0E, 0x8A, 0x98, 0x4D, 0x48, 0x15,

                              0x6A, 0x27, 0x17, 0x87, 0xAB, 0x88, 0x83, 0xF9,

                              0x89, 0x3D, 0x51, 0xEC, 0x4B, 0x56, 0x3B, 0x53};

   __no_operation();



   subkey_crypt(key,decrypt);

   __no_operation();

   encrypt_decrypt((uint8 * )(cip + 0));

   __no_operation();

   encrypt_decrypt((uint8 * )(cip + 8));

   __no_operation();

   encrypt_decrypt((uint8 * )(cip + 16));

   __no_operation();

}

// ----------------------------------------------------------------------------

void des_reference_test(void)

{

   test_encrypt();

   test_decrypt();

}



// ----------------------------------------------------------------------------

// End of file






/*===========================================================================*/

/* Module : DES_Algo.c                                       */

/* Version: V1.00                                                            */

/*===========================================================================*/

/*                                  COPYRIGHT                                */

/*===========================================================================*/

/* Copyright (c) 2007 by NEC Electronics (Europe) GmbH,                      */

/*               a company of the NEC Electronics Corporation                */

/*===========================================================================*/

/* Purpose: DES-Algorithm                                                    */

/*                                                                           */

/*===========================================================================*/

/* In case of any question please do not hesitate to contact:                */

/*                                                                           */

/*        Technical Product Support                                          */

/*                                                                           */

/*        NEC Electronics (Europe) GmbH                                      */

/*        Arcadiastrasse 10                                                  */

/*        D-40472 Duesseldorf, Germany                                       */

/*                                                                           */

/*        e-mail: K0_support@eu.necel.com                                    */

/*        FAX:   +49 - (0)211 / 65 03 - 12 79                                */

/*                                                                           */

/*===========================================================================*/

/* Warranty Disclaimer                                                       */

/*                                                                           */

/* Because the Product(s) is licensed free of charge, there is no warranty   */

/* of any kind whatsoever and expressly disclaimed and excluded by NEC,      */

/* either expressed or implied, including but not limited to those for       */

/* non-infringement of intellectual property, merchantability and/or         */

/* fitness for the particular purpose.                                       */

/* NEC shall not have any obligation to maintain, service or provide bug     */

/* fixes for the supplied Product(s) and/or the Application.                 */

/*                                                                           */

/* Each User is solely responsible for determining the appropriateness of    */

/* using the Product(s) and assumes all risks associated with its exercise   */

/* of rights under this Agreement, including, but not limited to the risks   */

/* and costs of program errors, compliance with applicable laws, damage to   */

/* or loss of data, programs or equipment, and unavailability or             */

/* interruption of operations.                                               */

/*                                                                           */

/* Limitation of Liability                                                   */

/*                                                                           */

/* In no event shall NEC be liable to the User for any incidental,           */

/* consequential, indirect, or punitive damage (including but not limited    */

/* to lost profits) regardless of whether such liability is based on breach  */

/* of contract, tort, strict liability, breach of warranties, failure of     */

/* essential purpose or otherwise and even if advised of the possibility of  */

/* such damages. NEC shall not be liable for any services or products        */

/* provided by third party vendors, developers or consultants identified or  */

/* referred to the User by NEC in connection with the Product(s) and/or the  */

/* Application.                                                              */

/*                                                                           */

/*===========================================================================*/

/* Environment:                                                              */

/*              Device:          uPD78F1503                                  */

/*              Target Hardware: QB-MINI2+device                             */

/*              IDE:             IAR Systems                                 */

/*                               Embedded Workbench for 78K V4.xx            */

/*                                                                           */

/*===========================================================================*/

// SYSTEM INCLUDE FILES:

// ----------------------



// PRIVATE INCLUDE FILES:

// -----------------------

#include "types.h"                        // uint8

#include "const.h"





// DEFINITIONS:

// -------------





__saddr union

{

	uint8 gData[ 8 ];

	UINT gData_int[ 4 ];

	bitfield gData_bit;

};



static __saddr union

{

	uint8 gCipher[ 8 ];

	UINT gCipher_int[ 4 ];

	bitfield gCipher_bit;

};





static __saddr union

{

	uint8 gCiDi[ 8 ];                    // Ci Di block (before PC2) 2 * 28 bits

	UINT gCiDi_int[ 4 ];

	bitfield gCiDi_bit;

};



static __saddr union

{

	uint8 gExpand[ 8 ];

	UINT gExpand_int[ 4 ];

	bitfield gExpand_bit;

};



static __saddr union

{

	uint8 gX48[ 8 ];

	UINT gX48_int[ 4 ];

	bitfield gX48_bit;

};





static __saddr union

{

	uint8 gFeistel[ 8 ];

	UINT gFeistel_int[ 4 ];

	bitfield gFeistel_bit;

};



static __saddr union

{

	uint8 gsubkey[ 16 ][ 8 ];

	UINT gsubkey_int[ 16 ][ 4 ];

        bitfield gsubkey_bit[16];

};

// Prototypes

// -----------

//  FUNCTIONS

// -----------



#pragma inline=forced

void memcopy16 ( UINT * const dest, UINT * const src )

{

    dest[ 0 ] = src[ 0 ];

    dest[ 1 ] = src[ 1 ];

    dest[ 2 ] = src[ 2 ];

    dest[ 3 ] = src[ 3 ];

}





// ----------------------------------------------------------------------------

//  DES crypt funtions

// ----------------------------------------------------------------------------

#pragma inline=forced

// ----------------------------------------------------------------------------

//  initial permutation

// ----------------------------------------------------------------------------

static void IP(bitfield* data)

{

	gCipher_bit.b01 = data->b58;

	gCipher_bit.b02 = data->b50;

	gCipher_bit.b03 = data->b42;

	gCipher_bit.b04 = data->b34;

	gCipher_bit.b05 = data->b26;

	gCipher_bit.b06 = data->b18;

	gCipher_bit.b07 = data->b10;

	gCipher_bit.b08 = data->b02;

	gCipher_bit.b09 = data->b60;

	gCipher_bit.b10 = data->b52;

	gCipher_bit.b11 = data->b44;

	gCipher_bit.b12 = data->b36;

	gCipher_bit.b13 = data->b28;

	gCipher_bit.b14 = data->b20;

	gCipher_bit.b15 = data->b12;

	gCipher_bit.b16 = data->b04;

	gCipher_bit.b17 = data->b62;

	gCipher_bit.b18 = data->b54;

	gCipher_bit.b19 = data->b46;

	gCipher_bit.b20 = data->b38;

	gCipher_bit.b21 = data->b30;

	gCipher_bit.b22 = data->b22;

	gCipher_bit.b23 = data->b14;

	gCipher_bit.b24 = data->b06;

	gCipher_bit.b25 = data->b64;

	gCipher_bit.b26 = data->b56;

	gCipher_bit.b27 = data->b48;

	gCipher_bit.b28 = data->b40;

	gCipher_bit.b29 = data->b32;

	gCipher_bit.b30 = data->b24;

	gCipher_bit.b31 = data->b16;

	gCipher_bit.b32 = data->b08;

	gCipher_bit.b33 = data->b57;

	gCipher_bit.b34 = data->b49;

	gCipher_bit.b35 = data->b41;

	gCipher_bit.b36 = data->b33;

	gCipher_bit.b37 = data->b25;

	gCipher_bit.b38 = data->b17;

	gCipher_bit.b39 = data->b09;

	gCipher_bit.b40 = data->b01;

	gCipher_bit.b41 = data->b59;

	gCipher_bit.b42 = data->b51;

	gCipher_bit.b43 = data->b43;

	gCipher_bit.b44 = data->b35;

	gCipher_bit.b45 = data->b27;

	gCipher_bit.b46 = data->b19;

	gCipher_bit.b47 = data->b11;

	gCipher_bit.b48 = data->b03;

	gCipher_bit.b49 = data->b61;

	gCipher_bit.b50 = data->b53;

	gCipher_bit.b51 = data->b45;

	gCipher_bit.b52 = data->b37;

	gCipher_bit.b53 = data->b29;

	gCipher_bit.b54 = data->b21;

	gCipher_bit.b55 = data->b13;

	gCipher_bit.b56 = data->b05;

	gCipher_bit.b57 = data->b63;

	gCipher_bit.b58 = data->b55;

	gCipher_bit.b59 = data->b47;

	gCipher_bit.b60 = data->b39;

	gCipher_bit.b61 = data->b31;

	gCipher_bit.b62 = data->b23;

	gCipher_bit.b63 = data->b15;

	gCipher_bit.b64 = data->b07;

}

// ----------------------------------------------------------------------------

#pragma inline=forced

// ----------------------------------------------------------------------------

//  final permutation

// ----------------------------------------------------------------------------



static void PI(void)

{



	gData_bit.b01 = gCipher_bit.b40;

	gData_bit.b02 = gCipher_bit.b08;

	gData_bit.b03 = gCipher_bit.b48;

	gData_bit.b04 = gCipher_bit.b16;

	gData_bit.b05 = gCipher_bit.b56;

	gData_bit.b06 = gCipher_bit.b24;

	gData_bit.b07 = gCipher_bit.b64;

	gData_bit.b08 = gCipher_bit.b32;

	gData_bit.b09 = gCipher_bit.b39;

	gData_bit.b10 = gCipher_bit.b07;

	gData_bit.b11 = gCipher_bit.b47;

	gData_bit.b12 = gCipher_bit.b15;

	gData_bit.b13 = gCipher_bit.b55;

	gData_bit.b14 = gCipher_bit.b23;

	gData_bit.b15 = gCipher_bit.b63;

	gData_bit.b16 = gCipher_bit.b31;

	gData_bit.b17 = gCipher_bit.b38;

	gData_bit.b18 = gCipher_bit.b06;

	gData_bit.b19 = gCipher_bit.b46;

	gData_bit.b20 = gCipher_bit.b14;

	gData_bit.b21 = gCipher_bit.b54;

	gData_bit.b22 = gCipher_bit.b22;

	gData_bit.b23 = gCipher_bit.b62;

	gData_bit.b24 = gCipher_bit.b30;

	gData_bit.b25 = gCipher_bit.b37;

	gData_bit.b26 = gCipher_bit.b05;

	gData_bit.b27 = gCipher_bit.b45;

	gData_bit.b28 = gCipher_bit.b13;

	gData_bit.b29 = gCipher_bit.b53;

	gData_bit.b30 = gCipher_bit.b21;

	gData_bit.b31 = gCipher_bit.b61;

	gData_bit.b32 = gCipher_bit.b29;

	gData_bit.b33 = gCipher_bit.b36;

	gData_bit.b34 = gCipher_bit.b04;

	gData_bit.b35 = gCipher_bit.b44;

	gData_bit.b36 = gCipher_bit.b12;

	gData_bit.b37 = gCipher_bit.b52;

	gData_bit.b38 = gCipher_bit.b20;

	gData_bit.b39 = gCipher_bit.b60;

	gData_bit.b40 = gCipher_bit.b28;

	gData_bit.b41 = gCipher_bit.b35;

	gData_bit.b42 = gCipher_bit.b03;

	gData_bit.b43 = gCipher_bit.b43;

	gData_bit.b44 = gCipher_bit.b11;

	gData_bit.b45 = gCipher_bit.b51;

	gData_bit.b46 = gCipher_bit.b19;

	gData_bit.b47 = gCipher_bit.b59;

	gData_bit.b48 = gCipher_bit.b27;

	gData_bit.b49 = gCipher_bit.b34;

	gData_bit.b50 = gCipher_bit.b02;

	gData_bit.b51 = gCipher_bit.b42;

	gData_bit.b52 = gCipher_bit.b10;

	gData_bit.b53 = gCipher_bit.b50;

	gData_bit.b54 = gCipher_bit.b18;

	gData_bit.b55 = gCipher_bit.b58;

	gData_bit.b56 = gCipher_bit.b26;

	gData_bit.b57 = gCipher_bit.b33;

	gData_bit.b58 = gCipher_bit.b01;

	gData_bit.b59 = gCipher_bit.b41;

	gData_bit.b60 = gCipher_bit.b09;

	gData_bit.b61 = gCipher_bit.b49;

	gData_bit.b62 = gCipher_bit.b17;

	gData_bit.b63 = gCipher_bit.b57;

	gData_bit.b64 = gCipher_bit.b25;

}

// ----------------------------------------------------------------------------

#pragma inline=forced



// ----------------------------------------------------------------------------

//  Expand  32->48bit

// ----------------------------------------------------------------------------

static void expand(void)

{

	gExpand_bit.b01 = gCipher_bit.b64;

	gExpand_bit.b02 = gCipher_bit.b33;

	gExpand_bit.b03 = gCipher_bit.b34;

	gExpand_bit.b04 = gCipher_bit.b35;

	gExpand_bit.b05 = gCipher_bit.b36;

	gExpand_bit.b06 = gCipher_bit.b37;

	gExpand_bit.b07 = gCipher_bit.b36;

	gExpand_bit.b08 = gCipher_bit.b37;

	gExpand_bit.b09 = gCipher_bit.b38;

	gExpand_bit.b10 = gCipher_bit.b39;

	gExpand_bit.b11 = gCipher_bit.b40;

	gExpand_bit.b12 = gCipher_bit.b41;

	gExpand_bit.b13 = gCipher_bit.b40;

	gExpand_bit.b14 = gCipher_bit.b41;

	gExpand_bit.b15 = gCipher_bit.b42;

	gExpand_bit.b16 = gCipher_bit.b43;

	gExpand_bit.b17 = gCipher_bit.b44;

	gExpand_bit.b18 = gCipher_bit.b45;

	gExpand_bit.b19 = gCipher_bit.b44;

	gExpand_bit.b20 = gCipher_bit.b45;

	gExpand_bit.b21 = gCipher_bit.b46;

	gExpand_bit.b22 = gCipher_bit.b47;

	gExpand_bit.b23 = gCipher_bit.b48;

	gExpand_bit.b24 = gCipher_bit.b49;

	gExpand_bit.b25 = gCipher_bit.b48;

	gExpand_bit.b26 = gCipher_bit.b49;

	gExpand_bit.b27 = gCipher_bit.b50;

	gExpand_bit.b28 = gCipher_bit.b51;

	gExpand_bit.b29 = gCipher_bit.b52;

	gExpand_bit.b30 = gCipher_bit.b53;

	gExpand_bit.b31 = gCipher_bit.b52;

	gExpand_bit.b32 = gCipher_bit.b53;

	gExpand_bit.b33 = gCipher_bit.b54;

	gExpand_bit.b34 = gCipher_bit.b55;

	gExpand_bit.b35 = gCipher_bit.b56;

	gExpand_bit.b36 = gCipher_bit.b57;

	gExpand_bit.b37 = gCipher_bit.b56;

	gExpand_bit.b38 = gCipher_bit.b57;

	gExpand_bit.b39 = gCipher_bit.b58;

	gExpand_bit.b40 = gCipher_bit.b59;

	gExpand_bit.b41 = gCipher_bit.b60;

	gExpand_bit.b42 = gCipher_bit.b61;

	gExpand_bit.b43 = gCipher_bit.b60;

	gExpand_bit.b44 = gCipher_bit.b61;

	gExpand_bit.b45 = gCipher_bit.b62;

	gExpand_bit.b46 = gCipher_bit.b63;

	gExpand_bit.b47 = gCipher_bit.b64;

	gExpand_bit.b48 = gCipher_bit.b33;

}

// ----------------------------------------------------------------------------

// feistel XOR

// ----------------------------------------------------------------------------

#pragma inline=forced

static void xor48(uint8 * p)

{



        gX48[ 0 ] = gExpand[ 0 ] ^ p[ 0 ];

	gX48[ 1 ] = gExpand[ 1 ] ^ p[ 1 ];

	gX48[ 2 ] = gExpand[ 2 ] ^ p[ 2 ];

	gX48[ 3 ] = gExpand[ 3 ] ^ p[ 3 ];

	gX48[ 4 ] = gExpand[ 4 ] ^ p[ 4 ];

	gX48[ 5 ] = gExpand[ 5 ] ^ p[ 5 ];

  

}

// ----------------------------------------------------------------------------

// round XOR

// ----------------------------------------------------------------------------

#pragma inline=forced

static void xor32(void)

{

	gCipher[ 0 ] = gCipher[ 0 ] ^ gFeistel[ 0 ];

	gCipher[ 1 ] = gCipher[ 1 ] ^ gFeistel[ 1 ];

	gCipher[ 2 ] = gCipher[ 2 ] ^ gFeistel[ 2 ];

	gCipher[ 3 ] = gCipher[ 3 ] ^ gFeistel[ 3 ];

}



// ----------------------------------------------------------------------------

#pragma inline=forced



// ----------------------------------------------------------------------------

// S-Box and P-Box combined

// ----------------------------------------------------------------------------



static void spbox(void)  

{

	union

	{

	  uint8 in;

	  struct

	   {

		uint8 b01:1;

		uint8 b02:1;

		uint8 b03:1;

		uint8 b04:1;

		uint8 b05:1;

		uint8 b06:1;

		uint8 b07:1;

		uint8 b08:1;

	   } in_bit;

	};



	in = 0;

	in_bit.b06 = gX48_bit.b01;

	in_bit.b05 = gX48_bit.b02;

	in_bit.b04 = gX48_bit.b03;

	in_bit.b03 = gX48_bit.b04;

	in_bit.b02 = gX48_bit.b05;

	in_bit.b01 = gX48_bit.b06;

	gFeistel_bit.b09 = (gS1[in] & 8)>>3;

	gFeistel_bit.b17 = (gS1[in] & 4)>>2;

	gFeistel_bit.b23 = (gS1[in] & 2)>>1;

	gFeistel_bit.b31 = (gS1[in] & 1);



	in = 0;

	in_bit.b06 = gX48_bit.b07;

	in_bit.b05 = gX48_bit.b08;

	in_bit.b04 = gX48_bit.b09;

	in_bit.b03 = gX48_bit.b10;

	in_bit.b02 = gX48_bit.b11;

	in_bit.b01 = gX48_bit.b12;

	gFeistel_bit.b13 = (gS2[in] & 8)>>3;

	gFeistel_bit.b28 = (gS2[in] & 4)>>2;

	gFeistel_bit.b02 = (gS2[in] & 2)>>1;

	gFeistel_bit.b18 = (gS2[in] & 1);



	in = 0;

	in_bit.b06 = gX48_bit.b13;

	in_bit.b05 = gX48_bit.b14;

	in_bit.b04 = gX48_bit.b15;

	in_bit.b03 = gX48_bit.b16;

	in_bit.b02 = gX48_bit.b17;

	in_bit.b01 = gX48_bit.b18;

	gFeistel_bit.b24 = (gS3[in] & 8)>>3;

	gFeistel_bit.b16 = (gS3[in] & 4)>>2;

	gFeistel_bit.b30 = (gS3[in] & 2)>>1;

	gFeistel_bit.b06 = (gS3[in] & 1);



	in = 0;

	in_bit.b06 = gX48_bit.b19;

	in_bit.b05 = gX48_bit.b20;

	in_bit.b04 = gX48_bit.b21;

	in_bit.b03 = gX48_bit.b22;

	in_bit.b02 = gX48_bit.b23;

	in_bit.b01 = gX48_bit.b24;

	gFeistel_bit.b26 = (gS4[in] & 8)>>3;

	gFeistel_bit.b20 = (gS4[in] & 4)>>2;

	gFeistel_bit.b10 = (gS4[in] & 2)>>1;

	gFeistel_bit.b01 = (gS4[in] & 1);



	in = 0;

	in_bit.b06 = gX48_bit.b25;

	in_bit.b05 = gX48_bit.b26;

	in_bit.b04 = gX48_bit.b27;

	in_bit.b03 = gX48_bit.b28;

	in_bit.b02 = gX48_bit.b29;

	in_bit.b01 = gX48_bit.b30;

	gFeistel_bit.b08 = (gS5[in] & 8)>>3;

	gFeistel_bit.b14 = (gS5[in] & 4)>>2;

	gFeistel_bit.b25 = (gS5[in] & 2)>>1;

	gFeistel_bit.b03 = (gS5[in] & 1);



	in = 0;

	in_bit.b06 = gX48_bit.b31;

	in_bit.b05 = gX48_bit.b32;

	in_bit.b04 = gX48_bit.b33;

	in_bit.b03 = gX48_bit.b34;

	in_bit.b02 = gX48_bit.b35;

	in_bit.b01 = gX48_bit.b36;

	gFeistel_bit.b04 = (gS6[in] & 8)>>3;

	gFeistel_bit.b29 = (gS6[in] & 4)>>2;

	gFeistel_bit.b11 = (gS6[in] & 2)>>1;

	gFeistel_bit.b19 = (gS6[in] & 1);



	in = 0;

	in_bit.b06 = gX48_bit.b37;

	in_bit.b05 = gX48_bit.b38;

	in_bit.b04 = gX48_bit.b39;

	in_bit.b03 = gX48_bit.b40;

	in_bit.b02 = gX48_bit.b41;

	in_bit.b01 = gX48_bit.b42;

	gFeistel_bit.b32 = (gS7[in] & 8)>>3;

	gFeistel_bit.b12 = (gS7[in] & 4)>>2;

	gFeistel_bit.b22 = (gS7[in] & 2)>>1;

	gFeistel_bit.b07 = (gS7[in] & 1);



	in = 0;

	in_bit.b06 = gX48_bit.b43;

	in_bit.b05 = gX48_bit.b44;

	in_bit.b04 = gX48_bit.b45;

	in_bit.b03 = gX48_bit.b46;

	in_bit.b02 = gX48_bit.b47;

	in_bit.b01 = gX48_bit.b48;

	gFeistel_bit.b05 = (gS8[in] & 8)>>3;

	gFeistel_bit.b27 = (gS8[in] & 4)>>2;

	gFeistel_bit.b15 = (gS8[in] & 2)>>1;

	gFeistel_bit.b21 = (gS8[in] & 1);

}

// ----------------------------------------------------------------------------







// ----------------------------------------------------------------------------

static __callt void feistel(uint8 * p)

{

	expand();

	xor48(p);

        spbox();

}

// ----------------------------------------------------------------------------



// ----------------------------------------------------------------------------

//  Key generation functions

// ----------------------------------------------------------------------------



#pragma inline=forced

// ----------------------------------------------------------------------------

//  swap upper to lower 32-bit

// ----------------------------------------------------------------------------



static void swap(void)

{

	UINT temp;



	temp= gCipher_int[0];

	gCipher_int[0]=gCipher_int[2];

	gCipher_int[2]= temp;

	temp= gCipher_int[1];

	gCipher_int[1]=gCipher_int[3];

	gCipher_int[3]= temp;

}

// ----------------------------------------------------------------------------

//  key generation functions

// ----------------------------------------------------------------------------

#pragma inline=forced

// ----------------------------------------------------------------------------

//  function for subkey-generation

//  reduce 64bit to 56bit

// ----------------------------------------------------------------------------

static void PC1(bitfield* key)

{

	gCiDi[ 7 ] = 0;



	gCiDi_bit.b01 = key->b57;

	gCiDi_bit.b02 = key->b49;

	gCiDi_bit.b03 = key->b41;

	gCiDi_bit.b04 = key->b33;

	gCiDi_bit.b05 = key->b25;

	gCiDi_bit.b06 = key->b17;

	gCiDi_bit.b07 = key->b09;

	gCiDi_bit.b08 = key->b01;

	gCiDi_bit.b09 = key->b58;

	gCiDi_bit.b10 = key->b50;

	gCiDi_bit.b11 = key->b42;

	gCiDi_bit.b12 = key->b34;

	gCiDi_bit.b13 = key->b26;

	gCiDi_bit.b14 = key->b18;

	gCiDi_bit.b15 = key->b10;

	gCiDi_bit.b16 = key->b02;

	gCiDi_bit.b17 = key->b59;

	gCiDi_bit.b18 = key->b51;

	gCiDi_bit.b19 = key->b43;

	gCiDi_bit.b20 = key->b35;

	gCiDi_bit.b21 = key->b27;

	gCiDi_bit.b22 = key->b19;

	gCiDi_bit.b23 = key->b11;

	gCiDi_bit.b24 = key->b03;

	gCiDi_bit.b25 = key->b60;

	gCiDi_bit.b26 = key->b52;

	gCiDi_bit.b27 = key->b44;

	gCiDi_bit.b28 = key->b36;

	gCiDi_bit.b29 = key->b63;

	gCiDi_bit.b30 = key->b55;

	gCiDi_bit.b31 = key->b47;

	gCiDi_bit.b32 = key->b39;

	gCiDi_bit.b33 = key->b31;

	gCiDi_bit.b34 = key->b23;

	gCiDi_bit.b35 = key->b15;

	gCiDi_bit.b36 = key->b07;

	gCiDi_bit.b37 = key->b62;

	gCiDi_bit.b38 = key->b54;

	gCiDi_bit.b39 = key->b46;

	gCiDi_bit.b40 = key->b38;

	gCiDi_bit.b41 = key->b30;

	gCiDi_bit.b42 = key->b22;

	gCiDi_bit.b43 = key->b14;

	gCiDi_bit.b44 = key->b06;

	gCiDi_bit.b45 = key->b61;

	gCiDi_bit.b46 = key->b53;

	gCiDi_bit.b47 = key->b45;

	gCiDi_bit.b48 = key->b37;

	gCiDi_bit.b49 = key->b29;

	gCiDi_bit.b50 = key->b21;

	gCiDi_bit.b51 = key->b13;

	gCiDi_bit.b52 = key->b05;

	gCiDi_bit.b53 = key->b28;

	gCiDi_bit.b54 = key->b20;

	gCiDi_bit.b55 = key->b12;

	gCiDi_bit.b56 = key->b04;

}

// ----------------------------------------------------------------------------

//  function for subkey-generation

//  reduce 56bit to 48bit

// ----------------------------------------------------------------------------

static  void PC2(bitfield* subkey)

{

	subkey->b01 = gCiDi_bit.b14;

	subkey->b02 = gCiDi_bit.b17;

	subkey->b03 = gCiDi_bit.b11;

	subkey->b04 = gCiDi_bit.b24;

	subkey->b05 = gCiDi_bit.b01;

	subkey->b06 = gCiDi_bit.b05;

	subkey->b07 = gCiDi_bit.b03;

	subkey->b08 = gCiDi_bit.b28;

	subkey->b09 = gCiDi_bit.b15;

	subkey->b10 = gCiDi_bit.b06;

	subkey->b11 = gCiDi_bit.b21;

	subkey->b12 = gCiDi_bit.b10;

	subkey->b13 = gCiDi_bit.b23;

	subkey->b14 = gCiDi_bit.b19;

	subkey->b15 = gCiDi_bit.b12;

	subkey->b16 = gCiDi_bit.b04;

	subkey->b17 = gCiDi_bit.b26;

	subkey->b18 = gCiDi_bit.b08;

	subkey->b19 = gCiDi_bit.b16;

	subkey->b20 = gCiDi_bit.b07;

	subkey->b21 = gCiDi_bit.b27;

	subkey->b22 = gCiDi_bit.b20;

	subkey->b23 = gCiDi_bit.b13;

	subkey->b24 = gCiDi_bit.b02;

	subkey->b25 = gCiDi_bit.b41;

	subkey->b26 = gCiDi_bit.b52;

	subkey->b27 = gCiDi_bit.b31;

	subkey->b28 = gCiDi_bit.b37;

	subkey->b29 = gCiDi_bit.b47;

	subkey->b30 = gCiDi_bit.b55;

	subkey->b31 = gCiDi_bit.b30;

	subkey->b32 = gCiDi_bit.b40;

	subkey->b33 = gCiDi_bit.b51;

	subkey->b34 = gCiDi_bit.b45;

	subkey->b35 = gCiDi_bit.b33;

	subkey->b36 = gCiDi_bit.b48;

	subkey->b37 = gCiDi_bit.b44;

	subkey->b38 = gCiDi_bit.b49;

	subkey->b39 = gCiDi_bit.b39;

	subkey->b40 = gCiDi_bit.b56;

	subkey->b41 = gCiDi_bit.b34;

	subkey->b42 = gCiDi_bit.b53;

	subkey->b43 = gCiDi_bit.b46;

	subkey->b44 = gCiDi_bit.b42;

	subkey->b45 = gCiDi_bit.b50;

	subkey->b46 = gCiDi_bit.b36;

	subkey->b47 = gCiDi_bit.b29;

	subkey->b48 = gCiDi_bit.b32;

}

// ----------------------------------------------------------------------------

//  function for shift operation

//  2 x 28bit shift

// ----------------------------------------------------------------------------

static void shiftLeft(void)

{

	static __saddr union

	{

		uint8 const TEMP[ 8 ];

		UINT TEMP_int[ 4 ];

		bitfield TEMP_bit;

	};



        memcopy16( TEMP_int, gCiDi_int );

        

	gCiDi_int[ 0 ] = gCiDi_int[ 0 ] << 1;

	gCiDi_int[ 1 ] = gCiDi_int[ 1 ] << 1;

	gCiDi_int[ 2 ] = gCiDi_int[ 2 ] << 1;

	gCiDi_int[ 3 ] = gCiDi_int[ 3 ] << 1;



	gCiDi_bit.b08 = TEMP_bit.b09;

	gCiDi_bit.b24 = TEMP_bit.b25;

	gCiDi_bit.b40 = TEMP_bit.b41;

	gCiDi_bit.b28 = TEMP_bit.b01;

	gCiDi_bit.b16 = TEMP_bit.b17;

	gCiDi_bit.b32 = TEMP_bit.b33;

	gCiDi_bit.b48 = TEMP_bit.b49;

	gCiDi_bit.b56 = TEMP_bit.b29;

        

}

// ----------------------------------------------------------------------------

//  function for subkey-generation

//  input: pointer to key-array and enum for selection

//  output: array gsubkey

// ----------------------------------------------------------------------------

// rotate lengths are: 1122222212222221

void subkey_crypt(const uint8* key,uint8 crypt)

{

	uint8 i;



	PC1((bitfield *)key);



	for(i = 0; i < 16; i++)

	{

		shiftLeft(); // shift once



		if(((i >= 2) && (i <= 7)) || ((i >= 9) && (i <= 14)))

		{

			shiftLeft(); // shift twice

		}



                if (crypt==encrypt)

                  PC2(&gsubkey_bit[i]);

                else

                  PC2(&gsubkey_bit[15-i]);

	}

       

}







// ----------------------------------------------------------------------------

//  function for en-/decrytion

//  input: pointer to array or string

//  output: array gData

// ----------------------------------------------------------------------------

void encrypt_decrypt(const uint8* data)

{

	uint8 i;

    // initial permutation

	IP((bitfield*) data);

    // 16 rounds

	for(i = 0; i < 16; i++)

	{

		feistel(gsubkey[i] );

		xor32();

		swap();

	}

    // swap back and final permutation

	swap();

	PI();

}

// ----------------------------------------------------------------------------
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#ifndef __types_H

#define __types_H



/*===========================================================================*/

/* Includes                                                                  */

/*===========================================================================*/

/* Application Includes                                                      */



enum crypt{encrypt,decrypt};



typedef unsigned char  UCHAR;

typedef signed char    SCHAR;

typedef unsigned int   UINT;

typedef unsigned short USHORT;

typedef signed short   SSHORT;

typedef unsigned long  ULONG;

typedef signed long    SLONG;





typedef unsigned char  uint8;





typedef         struct {

      uint8 b08:1;

      uint8 b07:1;

      uint8 b06:1;

      uint8 b05:1;

      uint8 b04:1;

      uint8 b03:1;

      uint8 b02:1;

      uint8 b01:1;

      uint8 b16:1;

      uint8 b15:1;

      uint8 b14:1;

      uint8 b13:1;

      uint8 b12:1;

      uint8 b11:1;

      uint8 b10:1;

      uint8 b09:1;

      uint8 b24:1;

      uint8 b23:1;

      uint8 b22:1;

      uint8 b21:1;

      uint8 b20:1;

      uint8 b19:1;

      uint8 b18:1;

      uint8 b17:1;

      uint8 b32:1;

      uint8 b31:1;

      uint8 b30:1;

      uint8 b29:1;

      uint8 b28:1;

      uint8 b27:1;

      uint8 b26:1;

      uint8 b25:1;

      uint8 b40:1;

      uint8 b39:1;

      uint8 b38:1;

      uint8 b37:1;

      uint8 b36:1;

      uint8 b35:1;

      uint8 b34:1;

      uint8 b33:1;

      uint8 b48:1;

      uint8 b47:1;

      uint8 b46:1;

      uint8 b45:1;

      uint8 b44:1;

      uint8 b43:1;

      uint8 b42:1;

      uint8 b41:1;

      uint8 b56:1;

      uint8 b55:1;

      uint8 b54:1;

      uint8 b53:1;

      uint8 b52:1;

      uint8 b51:1;

      uint8 b50:1;

      uint8 b49:1;

      uint8 b64:1;

      uint8 b63:1;

      uint8 b62:1;

      uint8 b61:1;

      uint8 b60:1;

      uint8 b59:1;

      uint8 b58:1;

      uint8 b57:1;

   

    } bitfield;







#endif /* __types_H */
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/*===========================================================================*/
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/*===========================================================================*/

/* Copyright (c) 2007 by NEC Electronics (Europe) GmbH,                      */

/*               a company of the NEC Electronics Corporation                */

/*===========================================================================*/

/* Purpose:  data type definitions                                           */

/*                                                                           */

/*===========================================================================*/

/* In case of any question please do not hesitate to contact:                */

/*                                                                           */

/*        Technical Product Support                                          */

/*                                                                           */

/*        NEC Electronics (Europe) GmbH                                      */

/*        Arcadiastrasse 10                                                  */

/*        D-40472 Duesseldorf, Germany                                       */

/*                                                                           */

/*        e-mail: K0_support@eu.necel.com                                    */

/*        FAX:   +49 - (0)211 / 65 03 - 12 79                                */

/*                                                                           */

/*===========================================================================*/

/* Warranty Disclaimer                                                       */

/*                                                                           */

/* Because the Product(s) is licensed free of charge, there is no warranty   */

/* of any kind whatsoever and expressly disclaimed and excluded by NEC,      */

/* either expressed or implied, including but not limited to those for       */

/* non-infringement of intellectual property, merchantability and/or         */

/* fitness for the particular purpose.                                       */

/* NEC shall not have any obligation to maintain, service or provide bug     */

/* fixes for the supplied Product(s) and/or the Application.                 */

/*                                                                           */

/* Each User is solely responsible for determining the appropriateness of    */

/* using the Product(s) and assumes all risks associated with its exercise   */

/* of rights under this Agreement, including, but not limited to the risks   */

/* and costs of program errors, compliance with applicable laws, damage to   */

/* or loss of data, programs or equipment, and unavailability or             */

/* interruption of operations.                                               */

/*                                                                           */

/* Limitation of Liability                                                   */

/*                                                                           */

/* In no event shall NEC be liable to the User for any incidental,           */

/* consequential, indirect, or punitive damage (including but not limited    */

/* to lost profits) regardless of whether such liability is based on breach  */

/* of contract, tort, strict liability, breach of warranties, failure of     */

/* essential purpose or otherwise and even if advised of the possibility of  */

/* such damages. NEC shall not be liable for any services or products        */

/* provided by third party vendors, developers or consultants identified or  */

/* referred to the User by NEC in connection with the Product(s) and/or the  */

/* Application.                                                              */

/*                                                                           */

/*===========================================================================*/

/* Environment:                                                              */

/*              Device:          uPD78xxxxx                                  */

/*              IDE:             IAR Systems                                 */

/*                               Embedded Workbench for 78K V4.xx            */

/*                                                                           */

/*===========================================================================*/



#ifndef __const_H

#define __const_H



/*===========================================================================*/

/* Includes                                                                  */

/*===========================================================================*/

/* Application Includes                                                      */



// S-boxes  

static const uint8 gS1[] = {

   14, 0, 4,15,13, 7, 1, 4,

    2,14,15, 2,11,13, 8, 1,

    3,10,10, 6, 6,12,12,11,

    5, 9, 9, 5, 0, 3, 7, 8,

    4,15, 1,12,14, 8, 8, 2,

   13, 4, 6, 9, 2, 1,11, 7,

   15, 5,12,11, 9, 3, 7,14,

    3,10,10, 0, 5, 6, 0,13

};

static const uint8 gS2[] = {

   15, 3, 1,13, 8, 4,14, 7,

    6,15,11, 2, 3, 8, 4,14,

    9,12, 7, 0, 2, 1,13,10,

   12, 6, 0, 9, 5,11,10, 5,

    0,13,14, 8, 7,10,11, 1,

   10, 3, 4,15,13, 4, 1, 2,

    5,11, 8, 6,12, 7, 6,12,

    9, 0, 3, 5, 2,14,15, 9

};

static const uint8 gS3[] = {

   10,13, 0, 7, 9, 0,14, 9,

    6, 3, 3, 4,15, 6, 5,10,

    1, 2,13, 8,12, 5, 7,14,

   11,12, 4,11, 2,15, 8, 1,

   13, 1, 6,10, 4,13, 9, 0,

    8, 6,15, 9, 3, 8, 0, 7,

   11, 4, 1,15, 2,14,12, 3,

    5,11,10, 5,14, 2, 7,12

};

static const uint8 gS4[] = {

    7,13,13, 8,14,11, 3, 5,

    0, 6, 6,15, 9, 0,10, 3,

    1, 4, 2, 7, 8, 2, 5,12,

   11, 1,12,10, 4,14,15, 9,

   10, 3, 6,15, 9, 0, 0, 6,

   12,10,11, 1, 7,13,13, 8,

   15, 9, 1, 4, 3, 5,14,11,

    5,12, 2, 7, 8, 2, 4,14

};

static const uint8 gS5[] = {

    2,14,12,11, 4, 2, 1,12,

    7, 4,10, 7,11,13, 6, 1,

    8, 5, 5, 0, 3,15,15,10,

   13, 3, 0, 9,14, 8, 9, 6,

    4,11, 2, 8, 1,12,11, 7,

   10, 1,13,14, 7, 2, 8,13,

   15, 6, 9,15,12, 0, 5, 9,

    6,10, 3, 4, 0, 5,14, 3

};

static const uint8 gS6[] = {

   12,10, 1,15,10, 4,15, 2,

    9, 7, 2,12, 6, 9, 8, 5,

    0, 6,13, 1, 3,13, 4,14,

   14, 0, 7,11, 5, 3,11, 8,

    9, 4,14, 3,15, 2, 5,12,

    2, 9, 8, 5,12,15, 3,10,

    7,11, 0,14, 4, 1,10, 7,

    1, 6,13, 0,11, 8, 6,13

};

static const uint8 gS7[] = {

    4,13,11, 0, 2,11,14, 7,

   15, 4, 0, 9, 8, 1,13,10,

    3,14,12, 3, 9, 5, 7,12,

    5, 2,10,15, 6, 8, 1, 6,

    1, 6, 4,11,11,13,13, 8,

   12, 1, 3, 4, 7,10,14, 7,

   10, 9,15, 5, 6, 0, 8,15,

    0,14, 5, 2, 9, 3, 2,12

};

static const uint8 gS8[] = {

   13, 1, 2,15, 8,13, 4, 8,

    6,10,15, 3,11, 7, 1, 4,

   10,12, 9, 5, 3, 6,14,11,

    5, 0, 0,14,12, 9, 7, 2,

    7, 2,11, 1, 4,14, 1, 7,

    9, 4,12,10,14, 8, 2,13,

    0,15, 6,12,10, 9,13, 0,

   15, 3, 3, 5, 5, 6, 8,11

};



static const uint8 bitno[]= 

 {0x80,0x40,0x20,0x10,0x08,0x04,0x02,0x01};    

   





#endif /* __const_H */



