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Selected IoT Checks from MISRA C:2012 Feb 8, 2018

Introduction

This application note describes how to enable and execute code analysis with the integrated IAR C-STAT solution in
IAR Embedded Workbench® for Renesas Synergy™.

Required Resources
A PC running Microsoft® Windows® 7 or later, with the following Renesas Synergy software installed:

e Synergy Software Platform (SSP) v1.4.0 or later
e IAREW for Synergy™ v8.21.1
e Synergy Standalone Configurator (SSC) v6.2.0.
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1. Creating the Blinky Project
1. Create a new workspace with IAR EW for Synergy. Select File > New Workspace.

E Edit View Projed Renesas Synergy Tools Window Help
| ‘ New File Ctri=l = - A: =1
T New workspace

Open File... Ctrl+0
Open Workspace...

Open Header/Source File Ctrl+Shift+H

Close Ctrl+F4

Save Workspace
Save Workspace As...
Close Workspace

Save Ctrl+5S
Save As...

Save All

Page Setup...
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Print... Ctrl-P

Recent Files

Recent Workspaces

0 Eit

“reate a new Workspace CAP NUM OVR BIE=

Figure 1 Create Workspace

2. Select the Renesas Synergy tab and > New Synergy Project.

File Edit View Project [R | Tools Window Help
Dedd| & s Configurator... VYA PP EBRGR|IBURS|L D
Workspace Settings...
|[ MNew Synergy Project...
Files &2 e

Figure 2 Create a New Synergy Project
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3. Set up a folder for your new Workspace Project. Create a Workspace File. Name the file .eww and save it.
Example shown below, Blinky DKS7G2.eww.

o ® TEET . _
€% NI T R

QOrganize » New folder SETE @

5% Eavorites Name Date modified Type

Bl Desktop
& Downloads

No items match your search.

=
i<, Recent Places |

4 Libraries
| @ Documents I
o Music
[ Pictures
= Videos

! Computer 2l <1 m I r

File name: | [GLSAY € e =

Save as type: {Workspace Files (".eww) v]

4 Hide Folders | sae || cance |

Figure 3 Create a Workspace File, name and save it

4. Select the location in the Renesas Synergy Settings where the License file is installed and click OK.
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Renesas Synergy Settings ot

Location where Renezas Synergy SSCAS5P iz installed:
|§E:'\H enesaziaynerguhSSC wE 2 0 R20180102%eclipse

Licenze file:
| C:%Renesazs\SynergehS5C_wE 2 0 R20180102%nternaliprojectgenharmilicenseshS5P_Licen: |

Licenze information:
Could not retrieve Renesas Synergy icense informatian.

[] Replace encrypted files with decrypted files

Cancel

Figure 4 Select Renesas Synergy SSC/SSP and License root directory

5. Create a Project File, name the Project file with .ewp and save it. Example, Blinky_DKS7G2.ewp.

2 e

Organize v New folder

o Date modified Type

W Favorites
B Desktop No items match your search.

4 Downloads
= Recent Places

~a Libraries i
9 [ Documents i

J\ Music

[_/ Pictures

nr

1M Computer v <
File name: | LIS €T[cr =

Save as type: {Workspace Files (*.eww)

I Save ] [ Cancel ]

4 Hide Folders

Figure 5 Create project file, name and save it
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6. After you save it, IAR EW for Synergy will automatically use the SSC (Synergy Standalone Configurator) to create
your new project. You must select the SSP version, Board and Device. Click Next when you are done with
selection.

Help
= O | §lPackege ==

A package view is not available for the active editer,

B Synergy Standalone Configurator m] X

Synergy Standalone Configurator —
Select the board support that you require.

Device Selection

SSP version: | 1.4 v

Board: 'S_'f'ﬁ

Device: R7FSTG2TH2A01CBD

Bach Next > Finish Cancel

Figure 6 Select SSP, Board and Device

7. The Synergy Standalone Configurator window pops up. Scroll down and select Blinky with ThreadX® and
click the Finish button.

' Synergy Standalone Configurator O X

Synergy Standalone Configurator —>

Select the type of project you wish to create.

Project Template Selection

e
O () Blinky
. Blinky project.
Renesas.Synergy.1.4.0
@ C) Blinky with ThreadX
. Threaded version of Blinky project.
Renesas.5ynergy.1.4.0
W
< Back Mext Einish Cancel
Figure 7 Select Blinky with ThreadX
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8. Double check your configuration (SSP, Board and Device) from the BSP tab, then click the Generate Project
Content button on the upper right side of the window.

{E% [Synergy Project] Synergy Configuration 53 = O &l Package
Board Support Package Configuration 0o 1 2
PP g 9 Generate Project Content z Fx& |:‘
v o v
Device Selection B |Pios [ Puoe (IF
b W £
SSP version: | 1.4.0 v © |Pats f|Paz0 1
Board: 5762 DK v o |vee |fuss [}
¢ Yo [ [
Device: | R7FSTG27TH2ADICED 1 ' =
i i ) v v
Pex4 [Peza [IF

Summary Bsp| Clocks | Pins | Threads | Messaging | Compaonents <
[T] Properties ) 4 ¥ = B [&4 PinConflicts
S7G2 DK 0 tems
Description
| Settings | Property Value 2

Figure 8 Double check the setting and Generate Project Content
9. Click the Select All button and click OK if the following window pops up.
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Confirm files for deletion:

isrc/blinky_thread_entry.c

src/hal_entry.c

src/synergy_gen/blinky_thread.c

sre/synergy_gen/blinky_thread.h
sre/synergy_gen/hal_data.c
sre/synergy_gen/hal_data.h
src/synergy_gen/main.c

Select All | | Deselect All |

Figure 9 Confirm files for deletion

10. After Generate Project Content and configuration, you must save your configuration with your changes. Click the
Yes button.

@ '[Synergy Project] Synergy Configuration' has been modified. Save changes?

Y |

Figure 10 Saving your configuration
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11. Build your project by selecting the Project tab and scroll down and choose Make F7 to build your project. You
should have 0 error and 0 warning after the build, shown in the following figure.
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Figure 11 Building your project
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2. Analyzing the Project with IAR C-STAT

1. Right click on the project name and select Project > Options > Static Analysis. In the new version of IAR
v8.21.1 or above, the cstat 10T setting will be applied when the new project is created or when you click on the
Factor Setting button as shown in the following figure.

2. From Category of Options for node Blinky DKS7G2 scroll down and select Static Analysis. Click on Select
C-STAT Checks and make sure that the MISRAC2012 check box is enabled with the selected 10T checks.

Confirm with OK.
+ Options for node "Blinl
DELG Add Files...
\iorkspace | Add Grou...
[Debug Imgart File List. )
I Files 4dd Project Connection... Categary:
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1 pticns. Output Converter l Select C-STAT Checks... ]I C-STAT chede e T
Version Centrol System Custom Build
P : N % 5
Make 7] Build Actions Import Settings... e Severibigiisedaigynopciy -
T T Linker #-7] STDCHECKS Mone  C-STAT specific checks
- Debugger #{| CERT Mone  Checks based on the CE
Spnd Al e datar Enolsdies i [7] SECURITY Mone  Checks based on the CV
;:: . - oA ] MISRAC2004 Mone  Checks based on the M1
wild.. :
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Let/TTAGiet [ Enable parallel analysis: ec| on the MJ
C-STAT Static Anabysic v ink/Trace e
Stop Build Chrle Break Enable module timeout:
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1 feri.c i [axget Limit messages per check ang
i_ioportc Make & Restart Debugger Ctri+R
starup_S7 ¢ e 4 ! LS
oyslem. ) Restart Debugger Ctrle Shifts R ]
Unking | Downlosd o ][ coned ]
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ol Tommumb e Device Description File
B bk s Rt
Edit options for the selected item

Figure 11 Selecting MISRA C:2012

3. Start the static code analysis over the complete project from Project > C-STAT Static Analysis > Analyze
Project or use the shortcut key Shift+F7 in the following figure.
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File Edit View [Project | Remesas Synergy  J-Link Tools Window Help
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Debug Impart File List...
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Figure 12 Analyzing project

4. Additionally, it is possible to analyze specific files or a group of files by right clicking on the file or group and
using the option C-STAT Static Analysis > Analyze File(s).
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Figure 13 Analyzing file or a group of files
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3. Using the Report

1. After 3-4 minutes, depending on the complexity of your project, you should have the static analysis completed and
the warnings will be available in the C-STAT messages window. Notice the check names, file details and severity
in the warnings.
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Line
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Sewerity: | Al = Fiten: Messages: 1765 [

Messags Chack Seventy File Line
& [ blinky_thread c (B8 messoges) blinky_thread.c
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& [ bsp_cachec (35 messages) bep_cacha.c
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E-m [ bsp_commanc (27 messages) bep_common.c
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™|

"
|

i »

]
I
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Figure 14 C-STAT report

2. To get additional information about the checks that have been triggered and reference information on how to fix the
issues, select the warning and press F1.
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EQ IAR. Embedded Workbench Help for ARM - O X
ia e 2 W &

Hide Locate Back Forward Home  Print

Cortents  Index  Search Favorites @IAR < = ~

Type in the keyword to find: SYSIEMS

||ATH-div-D—unchk-gIobaI ‘

ATH-cmpAloat ~
ATH-cmp-unsign-neg

ATH-cmp-unsign-pos

ATH-div-0

ATH-div-0-assign

ATH-div-0cmp-aft

ATH-div-0-cmp-bef

ATH-div-lHnterval

ATH-div-0pos
J\TH-dv-D—mdk global |
ATH-div-0unchkdocal
ATH-div-0-unchlk-param
ATH{nc-boal
ATHmalloc-ovemun
ATHnegcheck-naonneg
ATH-neg-check-pos
ATHnew-ovemun
ATH-overflow
ATH-overflow-cast
ATH-shift-bounds
ATH-shift-neg
ATH-sizeof by-sizeof
atof
atoi
atol
atoll
atomic operation
—gttach_to_running_target (C-SPY comn
attributes
object
type
attributes on sections, definition of
Auto (Default breakpoint type setting)
Auto (Language setting)
Auto (Probe config setting)
Auto code completion and parameter hir
Auto indent (editor option)
Auto Seroll (Timeline window context me ¥

C-STAT checks © Descriptions of checks - ATH-div-0-unchk-global

Synopsis
A global variable is used as a divisor without having been determined to be non-zero.

Enabled by default

Yes

Severity/Certainty

Medium/Low

Full description

A global variable is used as a divisor without having been determined to be non-zero. This will cause a
"divide by zero' runtime error ifthe variable has a value of 0.

Coding standards
CWE 369
Divide By Zero

Code examples

The following code example fails the check and will give a warning:

Figure 15 Warning details
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Website and Support
Support: https://synergygallery.renesas.com/support

Technical Contact Details:

e America: https.//www.renesas.com/en-us/support/contact.html
e Europe: https://www.renesas.com/en-eu/support/contact.html
e Japan: https://www.renesas.com/ja-jp/support/contact.html

All trademarks and registered trademarks are the property of their respective owners.
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Notice

1. Descriptions of circuits, software and other related information in this document are provided only to illustrate the operation of semiconductor products and application examples. You are fully responsible for
the incorporation or any other use of the circuits, software, and information in the design of your product or system. Renesas Electronics disclaims any and all liability for any losses and damages incurred by
you or third parties arising from the use of these circuits, software, or information.

2. Renesas Electronics hereby expressly disclaims any warranties against and liability for infringement or any other claims involving patents, copyrights, or other intellectual property rights of third parties, by or
arising from the use of Renesas Electronics products or technical information described in this document, including but not limited to, the product data, drawings, charts, programs, algorithms, and application
examples.

3. No license, express, implied or otherwise, is granted hereby under any patents, copyrights or other intellectual property rights of Renesas Electronics or others.

4. You shall not alter, modify, copy, or reverse engineer any Renesas Electronics product, whether in whole or in part. Renesas Electronics disclaims any and all liability for any losses or damages incurred by
you or third parties arising from such alteration, modification, copying or reverse engineering.

5. Renesas Electronics products are classified according to the following two quality grades: “Standard” and “High Quality”. The intended applications for each Renesas Electronics product depends on the
product’s quality grade, as indicated below.

"Standard": Computers; office equipment; communications equipment; test and measurement equipment; audio and visual equipment; home electronic appliances; machine tools; personal electronic

equipment; industrial robots; etc.

"High Quality": Transportation equipment (automobiles, trains, ships, etc.); traffic control (traffic lights); large-scale communication equipment; key financial terminal systems; safety control equipment; etc.
Unless expressly designated as a high reliability product or a product for harsh environments in a Renesas Electronics data sheet or other Renesas Electronics document, Renesas Electronics products are
not intended or authorized for use in products or systems that may pose a direct threat to human life or bodily injury (artificial life support devices or systems; surgical implantations; etc.), or may cause
serious property damage (space system; undersea repeaters; nuclear power control systems; aircraft control systems; key plant systems; military equipment; etc.). Renesas Electronics disclaims any and all
liability for any damages or losses incurred by you or any third parties arising from the use of any Renesas Electronics product that is inconsistent with any Renesas Electronics data sheet, user's manual or
other Renesas Electronics document.

6. When using Renesas Electronics products, refer to the latest product information (data sheets, user's manuals, application notes, “General Notes for Handling and Using Semiconductor Devices” in the
reliability handbook, etc.), and ensure that usage conditions are within the ranges specified by Renesas Electronics with respect to maximum ratings, operating power supply voltage range, heat dissipation
characteristics, installation, etc. Renesas Electronics disclaims any and all liability for any malfunctions, failure or accident arising out of the use of Renesas Electronics products outside of such specified
ranges.

7. Although Renesas Electronics endeavors to improve the quality and reliability of Renesas Electronics products, semiconductor products have specific characteristics, such as the occurrence of failure at a
certain rate and malfunctions under certain use conditions. Unless designated as a high reliability product or a product for harsh environments in a Renesas Electronics data sheet or other Renesas
Electronics document, Renesas Electronics products are not subject to radiation resistance design. You are responsible for implementing safety measures to guard against the possibility of bodily injury, injury
or damage caused by fire, and/or danger to the public in the event of a failure or malfunction of Renesas Electronics products, such as safety design for hardware and software, including but not limited to
redundancy, fire control and malfunction prevention, appropriate treatment for aging degradation or any other appropriate measures. Because the evaluation of microcomputer software alone is very difficult
and impractical, you are responsible for evaluating the safety of the final products or systems manufactured by you.

8. Please contact a Renesas Electronics sales office for details as to environmental matters such as the environmental compatibility of each Renesas Electronics product. You are responsible for carefully and
sufficiently investigating applicable laws and regulations that regulate the inclusion or use of controlled substances, including without limitation, the EU RoHS Directive, and using Renesas Electronics
products in compliance with all these applicable laws and regulations. Renesas Electronics disclaims any and all liability for damages or losses occurring as a result of your noncompliance with applicable
laws and regulations.

9. Renesas Electronics products and technologies shall not be used for or incorporated into any products or systems whose manufacture, use, or sale is prohibited under any applicable domestic or foreign laws
or regulations. You shall comply with any applicable export control laws and regulations promulgated and administered by the governments of any countries asserting jurisdiction over the parties or
transactions.

10.

o

It is the responsibility of the buyer or distributor of Renesas Electronics products, or any other party who distributes, disposes of, or otherwise sells or transfers the product to a third party, to notify such third
party in advance of the contents and conditions set forth in this document.

11. This document shall not be reprinted, reproduced or duplicated in any form, in whole or in part, without prior written consent of Renesas Electronics.

12. Please contact a Renesas Electronics sales office if you have any questions regarding the information contained in this document or Renesas Electronics products.

(Note 1) “Renesas Electronics” as used in this document means Renesas Electronics Corporation and also includes its directly or indirectly controlled subsidiaries.

(Note 2) “Renesas Electronics product(s)” means any product developed or manufactured by or for Renesas Electronics.

(Rev.4.0-1 November 2017)
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