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Introduction

The concept of a Breakpoint is that it only interrupts the execution of a program prior to a specified instruction. The
implementation can be in hardware or software, but this will not be discussed in this document. Being simple doesn’t
mean that a Breakpoint can’t be used in complex combinations that can solve a bug in an easy way. The fact is that
software and firmware developers cannot live without breakpoints. How do we make the best use of them? This
document provides the best hints on how to debug your application faster and make use of each one of the available
breakpoints.
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Renesas Synergy™ Platform Uses of Breakpoints

1. Uses of Breakpoints

In the IAR Embedded Workbench® for Renesas Synergy™ (IAR EW for Synergy), you have the possibility to use the
following breakpoints:

1.1 Code Breakpoints

This is the simplest use of a breakpoint. You only need to choose the C line or the ASM instruction in the disassembly
windows and toggle the breakpoint. Once the breakpoint is hit, your application will stop. At this time, you can check
the values of variables, flags and registers. In other words, you have full control.

% lab1 - AR Embedded Workbench IDE
File Edit View Project RenesasSynergy Debug Disassembly J-Link ThreadX Tools Window Help

sE=2"N- =] | 2 o || v| S“Ee ep TR S| o o
Sl Z2aLE2Z|X
4yl
Workspace * | main.c | blinky_thread.c | blinky_thread.h | blinky_thread_entry.c | hal_entry.c blinky_thread_entry() »
Debug i 29 ioport level t level = IOPORT LEVEL HIGH;
Files & o 3L
= labl - Debug v 31 /* Get LED information for this board #*/
—ElfiSynergy 3z R_BSP LedsGet (&leds);
L@ 1 Source Files 33
Lo ere 34 /* If this board has no leds then trap here */
= (I synergy_gen 23 if (0 == leds.led count)
flinky_threa... 36 [ {
|—b|inky_threa... 37 while (1) ; /7 Thers are neo leds on this board
cormman_clat.. s + }
comrmon_dat... 3s
] hal_data.c 10 while (1)
|— hal_data.h 41 [
main.c 42 counter++;
L@ [ pin_data.c 43 /% Determine the next state of the LEDs #*/
hal.eny.c © :; il —
Dsynergy 45 lewvel = IOEBORT LEVEL HIGH;
=1 [ Output — —
47 r }
48 else
45 H {
50 level = IOPORT_LEVEL_ LOW;
51
52 | 1
53
54 /* Update all board LEDs */
55 for(uint32_t i = 0; i < leds.led _count; i++)
36 [ {
57 g_ioport.p_ api->pinWrite(leds.p leds[i], lewvel);
58 r 1
58
&0 /* Delay */
6l tx thread sleep (delay);
62 }

Figure 1. Code Breakpoints

The number of code breakpoints is limited to the number of hardware breakpoints but can be unlimited if you make use
of software breakpoints or run the application in RAM. Even with a limited number, for example for Renesas Synergy
devices that have six breakpoints, you could save the location and disable and enable the breakpoint when needed. Just
choose to show the View ->Breakpoints window and you will be able to set/clear the box; this means enabling or
disabling the breakpoint.
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% lab1 - AR Embedded Workbench IDE
File EditProject Renesas Synergy Debug Disassembly J-Link ThreadX Tools Window Help
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C-STAT L * | main.c | blinky_thread.c | blinky_thread.h blinky_thread_entry.c|ha|_er1try.c blinky_thread_entry()
Breakpoints e 18  weoid blinky_thread entry(void)
Disassembly B 1501
Mema v 20 /* Define the units to be used with the threadx slesp 1
r"_'r 21 const uint32 t threadx tick rate Hz = 100;
SymboliMenon 22 /* 5et the blink frequency (must be <= threadx tick rai
Register 23 const uint32 t freq in hz = Z;
Watch ] 24 /% Caloulats the dslay in terms of the threadx tick rat
Locals . 25 const uint32 t delay = threadx tick rate Hz/freq in hz;
Stats ... 26 /* LED type structure */
ahes &t 27 bep leds t leds;
Auto ar.. 28 /* LED state variable */
Live Watch 25 icport_level_t level = IOPCORT_LEVEL HIGH;
Quick Watch 30
o — N 31 /* Get LED information for this board */
3z E BSP Led=Get(&leds=);
Call Stack N . - -
Stack > 34 /#* If this board has no leds then trap hers #*/
Terminal /O 35 if (0 == leds.led count)
Images 36 [ {
37 while (1) ; /¢ There are no leds on this board
Cores
38 r 1
Code Coverage 29
C-RUM » 40 while (1)
Symbols 41 {
42 counter++;
Toolbars b 43 * Neio i ne +he ne e of the LEDs */
+  Status Bar i) 44 if (IOPORT LEVEL LOW == level)||
o 1
46 level = IOPORT_ LEVEL HIGH;
47 r }
48 el=se
49 1 {
50 level = IOPORT LEVEL LOW;
51
32 r }
53
54 A% Imdate all hnard TREDs */
[ 11 .
x .
Breakpoint

[ Code & bAlinkp thread entry o 449, tppe- defaslf (a. . I

Figure 2. View Breakpoints

In this case, you can have more than six breakpoints but not all active at the same time. Notice that J-Link™ and I-Jet™
also offer you the capability of Software breakpoints. This will give you an unlimited number of breakpoints in Flash
but with the cost of reprogramming a few blocks of memory with the downside of making the debug slower.

1.2 Conditional Code Breakpoints

A conditional breakpoint is the combination of a code breakpoint with some flag or variable as a condition. Once a
breakpoint is set, you can use the View ->Breakpoints window to see all breakpoints, but also set extra parameters by
right-clicking and select Edit option.
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ﬁ lab1 - 1AR Embedded Workbench IDE
File Edit View Project Renesas Synergy Debug  Disassembly  J-Link  ThreadX Tools Window Help
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fH i |
Workspace x main.c | blinky_thread.c | blinky_thread.h blinky_thread _entry.c | hal_entry.c blin
Diebug ~ 19
Files g B 40 while (1)
= Flab1 - Debug v 41H {
—El'filSynergy 4z counter++;
L8[ 3S0ource Files 43 /* Determine the next state of the LEDs
=8 ® 44 if (TOPORT_LEVEL LOW == level)
=1 [ synergy_gen 45 {
blinky_threa.. 46 level = IOPORT LEVEL HIGH;
— [ hlinky_threa... 47 1
cormmon_dat.. 43 else
— k] common_dat... 45 1 {
hal_data.c 50 level = IOPORT LEVEL LOW;
— [£] hal_data.h 51
rrain.c 52 | }
pin_data.c 53
B hal 54 /* Update all board LEDs */
c] hal_entry.c 55 for(uint32 £t 1 = 0; 1 < leds.led count;
—# [ syhergy 560 ; - -
1 (] Output . . . .
27 g_l1oport.p_api-rpinWrite(leds.p leds
58 }
39
IF &0 S Nalaw =/
£
x .
Breakpoint
Lode # Blinky thread.
Go to Source
Edit... ]
Delete
Disable
Enable All
Disable All
Delete All
Mew Breakpoint >

Figure 3. Conditional Code Breakpoints

The syntax to be used is similar to the C syntax and you can use ==, >= and <=. For example, if we want our
application to halt at the breakpoint when the counter is equal to 10 we use counter==10.
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Edit Breakpoint *

. Code

Break At
|I:|Iink'_.r_threau:|_entr§.f.|:}.44.5 Edt...

Breakpoint type
[ ]Ovenide default
Software
Action

Hardware _
Expression: |

Conditions
Expression:
||:|:|unter==1 0 |

(@) Condition true Skip count; Ijl Taskh...

() Condition changed

Cancel

Figure 4. Edit Code Breakpoint

This is very useful when a breakpoint is needed inside an interrupt routine. Without a condition, it would be impossible
to debug your application since it would halt all the time. Using a flag or variable as a condition makes things much
easier. You can also go a bit further using the skip counter and a condition check like true or changed.

1.3 Data Breakpoints with Read and Write Access

Data Breakpoints are a bit different since they monitor the read and write access to a specific memory address, flag,
variable or register. Using this breakpoint is very straightforward. Simply right-click the flag or variable and select the
option Set Data Breakpoint. By default, the read and write accesses will be monitored. If you want to add some extra
setting you can do it through the View->Breakpoints window and Edit option. Aside from the accesses, it is possible
to monitor if the data matches. This means that the write or read access would only trigger the halt if the data matches.
Choosing the Edit button opens an extra window that makes it possible to select absolute addresses or even a source
line. In case of a variable or flag it is recommended to use the auto size but if a bigger range needs to be monitored the
manual size should be used with the desired size.
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Data

Break at:

|u:c-unter

Aocess e — Enter Location x
. Auto (4
(®) Read/Wrte g Manuél} 4 Type Address:
(O Read () Expression
) Wiite LiCo[a (= =g
Requested: (®) Absolute address =
|Dx'| FFE10BS - ix1FFE10BE | (O Source location Memory -
Wioieh dota Efective:
[ Enable | IFFE10B8 - (1 FFET0BE | Carel
Val 00000000 [] Bxtend to cover requested range
glue: | RDDODOODD

Mask: |OxFFFFFFFF

0K

Cancel

Figure 5. Data Breakpoints

The data breakpoint is very useful to debug flags and variables that are being corrupted by the application. Once there is
some access the application halts. Another approach is the stack overflow investigation. Just set a data breakpoint at
80-90% of the stack size and when the overflow is near, you can halt the application and go step-by-step to find the root

of the problem.

1.4 Log Breakpoints

Aside from the code and data breakpoints you also have the log breakpoints. This is a special breakpoint since it will
only temporarily halt the application to print a message. It will only show the selected message once the breakpoint is

hit.

Edit Breakpoint

® Lo

Trigger at:

|src"-J:nIink'_.r_thread_entr'_.r.n:}.45.1 3

Edt...

T
Message:

C-5py macro '__message” style

et

"TEST"

Condttions

Expression:

(®) Condition true

() Condition changed

Task...

Cancel

Figure 6. Log Breakpoints
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Every time that the breakpoint is hit, a message will be displayed in the debug log window. An added counter makes it
is possible to know how many times the application passed that part of the source code.

ﬁ lab1 - I1AR Embedded Workbench IDE
File Edit View Project RenesasSynergy Debug Disassembly J-Link ThreadX Teols Window Help
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S22 LEZ2|X
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Workspace * blinky_thread.h  blinky_thread_entry.c | hal_entry.c 0 -2
Debug e 25 const uint32_t delay = threadx tick r7,
Files Sl 5 26 /* LED type structure */
Slalabl - Debug - 27 bsp_leds t leds; .
—Efi'Synergy 28 /* LED state variable */
L8 1S0urce Files 29 ioport level t level = ICPORT_LEVEL H
& [ src 30
& [ synergy_gen 31 /* Get LED information for this boarc
blinky_threa... 32 R_BSP_ LedsGet (&leds);
— [ blinky_threa... 33
CDmmDn_dat... 24 /* If this board has no leds then tra
— [k common_dat... as if (0 == leds.led count)
hal_data.c 360 [
— [l hal_datah 37 while (1) ; /¢ There are nc leds
main.c ag b }
pin_data.c .
hlinky_thread_.. 20 while (1)
) hal_entry.c g )
—F [ synergy
42 counter++;
1 [ Output i = w’j . _
E: T Derermine the next state of th
44 if{IOPORT_LEVEL_LOW == levwvel)
43 H {
46 level = IOPORT_LEVEL HIGH;
47 r }
48 else
45 [T] {
20 level = ICPCRT LEVEL LOW;
W < >N

x

Log
Tue Oct04, 2016 10:13:52: Loaded debugee: Ci\Users\RafaelTa\Downloadsiab1\Debug\Exellak.out
Tue Oct 04, 2016 10:19:52: Hardware resetwith strategy 0 was performed

{ Tue Oct0d, 2016 10:20:04; [blinky_thread_entry.c:42.9] #0 TEST 3

[
Tue Oct04, 2016 10:20:0%: [blinky_thread_entny.c:42.9]1 #1 TEST
Tue Oct 04, 2016 10:20:0%: [blinky_thread_entry.c42.9] #2 TEST
Tue Oct 04, 2016 10:20:086: [blinky_thread_entny.c:42.9] #3 TEST
Tue Oct04, 2016 10:20:53: [blinky_thread_entny.c42.9] #4 TEST
Tue Oct 04, 2016 10:20:54: [blinky_thread_entny.c:42.9] #5 TEST

[

[

[

[

[

Tue Oct 04, 2016 10:20:584: [blinky_thread_entny.c:42.9] #6 TEST
Tue Oct04, 2016 10:20:55: [blinky_thread_entry.c42.9] #7 TEST
Tue Oct04, 2016 10:20:55: [blinky_thread_entny.c42.9] #8 TEST
Tue Oct04, 2016 10:20:56: [blinky_thread_entny.c:42.9] #3 TEST
Tue Oct04, 2016 10:20:56: [blinky_thread_entny.c:42.9] #10 TESD

\.

<

Diebug Log

L]

Breakpaint
® Iog @ blinky thread entry.c:42.9 I

aakpdints

Figure 7. Debug Log window

15 Power Breakpoints

IAR EW for Synergy and others have introduced the concept of Power Debugging that lets you monitor the energy
consumption and correlate it with the source code. This makes it possible to know the energy consumption of the entire
application. This concept makes it possible to add power breakpoints. It is possible to set a threshold, like 215 mA,
and the debugger will halt once the energy is above this value.
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Figure 8. Power Breakpoints

Setting the threshold is very simple. You only need to open the J-Link or I-JET/JTAGJet->Power Log Setup
window in order to set the value and desired option like above or below the value. Notice that this feature is not
available on the J-Link board that is available in most of the Synergy SK and DK Kits. The I-Scope is recommended
for external power supply in conjunction with the I-Jet since the probe supply to the target would be limited to 450 mA.
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Figure 9.

Power Log Setup

The feature is useful to guarantee that you will not have peaks of power consumption or higher values then specified
and the battery will last longer with this kind of analysis. You can leave your application running for a long period of
time. The timeline is not necessary but it gives you the complete information about the energy that is being used.

The different types of breakpoints are available in the IAR EW for Synergy with J-Link and I-Jet. Now that you know
the different combinations and uses of breakpoints, you should be able to make the best use of them while debugging

your application.
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Website and Support
Support: https://synergygallery.renesas.com/support

Technical Contact Details:

e America: https://renesas.zendesk.com/anonymous_requests/new
e Europe: https://www.renesas.com/en-eu/support/contact.html
e Japan: https://www.renesas.com/ja-jp/support/contact.html

All trademarks and registered trademarks are the property of their respective owners.
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Notice

Descriptions of circuits, software and other related information in this document are provided only to illustrate the operation of semiconductor products and application examples. You are fully responsible for

the incorporation or any other use of the circuits, software, and information in the design of your product or system. Renesas Electronics disclaims any and all liability for any losses and damages incurred by

you or third parties arising from the use of these circuits, software, or information.

Renesas Electronics hereby expressly disclaims any warranties against and liability for infringement or any other disputes involving patents, copyrights, or other intellectual property rights of third parties, by or

arising from the use of Renesas Electronics products or technical information described in this document, including but not limited to, the product data, drawing, chart, program, algorithm, application

examples.

No license, express, implied or otherwise, is granted hereby under any patents, copyrights or other intellectual property rights of Renesas Electronics or others.

You shall not alter, modify, copy, or otherwise misappropriate any Renesas Electronics product, whether in whole or in part. Renesas Electronics disclaims any and all liability for any losses or damages

incurred by you or third parties arising from such alteration, modification, copy or otherwise misappropriation of Renesas Electronics products.

Renesas Electronics products are classified according to the following two quality grades: "Standard" and "High Quality". The intended applications for each Renesas Electronics product depends on the

product's quality grade, as indicated below.

"Standard": Computers; office equipment; communications equipment; test and measurement equipment; audio and visual equipment; home electronic appliances; machine tools; personal electronic
equipment; and industrial robots etc.

"High Quality": Transportation equipment (automobiles, trains, ships, etc.); traffic control (traffic lights); large-scale communication equipment; key financial terminal systems; safety control equipment; etc.

Renesas Electronics products are neither intended nor authorized for use in products or systems that may pose a direct threat to human life or bodily injury (artificial life support devices or systems, surgical

implantations etc.), or may cause serious property damages (space and undersea repeaters; nuclear power control systems; aircraft control systems; key plant systems; military equipment; etc.). Renesas

Electronics disclaims any and all liability for any damages or losses incurred by you or third parties arising from the use of any Renesas Electronics product for which the product is not intended by Renesas

Electronics.

When using the Renesas Electronics products, refer to the latest product information (data sheets, user's manuals, application notes, "General Notes for Handling and Using Semiconductor Devices" in the

reliability handbook, etc.), and ensure that usage conditions are within the ranges specified by Renesas Electronics with respect to maximum ratings, operating power supply voltage range, heat radiation

characteristics, installation, etc. Renesas Electronics disclaims any and all liability for any malfunctions or failure or accident arising out of the use of Renesas Electronics products beyond such specified

ranges.

Although Renesas Electronics endeavors to improve the quality and reliability of Renesas Electronics products, semiconductor products have specific characteristics such as the occurrence of failure at a

certain rate and malfunctions under certain use conditions. Further, Renesas Electronics products are not subject to radiation resistance design. Please ensure to implement safety measures to guard them

against the possibility of bodily injury, injury or damage caused by fire, and social damage in the event of failure or malfunction of Renesas Electronics products, such as safety design for hardware and

software including but not limited to redundancy, fire control and malfunction prevention, appropriate treatment for aging degradation or any other appropriate measures by your own responsibility as warranty

for your products/system. Because the evaluation of microcomputer software alone is very difficult and not practical, please evaluate the safety of the final products or systems manufactured by you.

Please contact a Renesas Electronics sales office for details as to environmental matters such as the environmental compatibility of each Renesas Electronics product. Please investigate applicable laws and

regulations that regulate the inclusion or use of controlled substances, including without limitation, the EU RoHS Directive carefully and sufficiently and use Renesas Electronics products in compliance with all

these applicable laws and regulations. Renesas Electronics disclaims any and all liability for damages or losses occurring as a result of your noncompliance with applicable laws and regulations.

Renesas Electronics products and technologies shall not be used for or incorporated into any products or systems whose manufacture, use, or sale is prohibited under any applicable domestic or foreign laws

or regulations. You shall not use Renesas Electronics products or technologies for (1) any purpose relating to the development, design, manufacture, use, stockpiling, etc., of weapons of mass destruction,

such as nuclear weapons, chemical weapons, or biological weapons, or missiles (including unmanned aerial vehicles (UAVs)) for delivering such weapons, (2) any purpose relating to the development,

design, manufacture, or use of conventional weapons, or (3) any other purpose of disturbing international peace and security, and you shall not sell, export, lease, transfer, or release Renesas Electronics

products or technologies to any third party whether directly or indirectly with knowledge or reason to know that the third party or any other party will engage in the activities described above. When exporting,

selling, transferring, etc., Renesas Electronics products or technologies, you shall comply with any applicable export control laws and regulations promulgated and administered by the governments of the

countries asserting jurisdiction over the parties or transactions.

Please acknowledge and agree that you shall bear all the losses and damages which are incurred from the misuse or violation of the terms and conditions described in this document, including this notice,

and hold Renesas Electronics harmless, if such misuse or violation results from your resale or making Renesas Electronics products available any third party.

This document shall not be reprinted, reproduced or duplicated in any form, in whole or in part, without prior written consent of Renesas Electronics.

Please contact a Renesas Electronics sales office if you have any questions regarding the information contained in this document or Renesas Electronics products.

(Note 1) "Renesas Electronics" as used in this document means Renesas Electronics Corporation and also includes its majority-owned subsidiaries.

(Note 2) "“Renesas Electronics product(s)" means any product developed or manufactured by or for Renesas Electronics.

(Rev.3.0-1 November 2016)
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