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indicated below. You must check the quality grade of each Renesas Electronics product before using it in a particular
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which it is not intended without the prior written consent of Renesas Electronics. Renesas Electronics shall not be in any way
liable for any damages or losses incurred by you or third parties arising from the use of any Renesas Electronics product for an
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NOTES FOR CMOS DEVICES

VOLTAGE APPLICATION WAVEFORM AT INPUT PIN

Waveform distortion due to input noise or a reflected wave may cause malfunction. If the input of the
CMOS device stays in the area between Vi (MAX) and Vi1 (MIN) due to noise, etc., the device may
malfunction. Take care to prevent chattering noise from entering the device when the input level is fixed,
and also in the transition period when the input level passes through the area between Vi (MAX) and
Vit (MIN).

HANDLING OF UNUSED INPUT PINS

Unconnected CMOS device inputs can be cause of malfunction. If an input pin is unconnected, it is
possible that an internal input level may be generated due to noise, etc., causing malfunction. CMOS
devices behave differently than Bipolar or NMOS devices. Input levels of CMOS devices must be fixed
high or low by using pull-up or pull-down circuitry. Each unused pin should be connected to Vop or GND
via a resistor if there is a possibility that it will be an output pin. All handling related to unused pins must
be judged separately for each device and according to related specifications governing the device.

PRECAUTION AGAINST ESD

A strong electric field, when exposed to a MOS device, can cause destruction of the gate oxide and
ultimately degrade the device operation. Steps must be taken to stop generation of static electricity as
much as possible, and quickly dissipate it when it has occurred. Environmental control must be
adequate. When it is dry, a humidifier should be used. It is recommended to avoid using insulators that
easily build up static electricity. Semiconductor devices must be stored and transported in an anti-static
container, static shielding bag or conductive material. All test and measurement tools including work
benches and floors should be grounded. The operator should be grounded using a wrist strap.
Semiconductor devices must not be touched with bare hands. Similar precautions need to be taken for
PW boards with mounted semiconductor devices.

STATUS BEFORE INITIALIZATION

Power-on does not necessarily define the initial status of a MOS device. Immediately after the power
source is turned ON, devices with reset functions have not yet been initialized. Hence, power-on does
not guarantee output pin levels, 1/O settings or contents of registers. A device is not initialized until the
reset signal is received. A reset operation must be executed immediately after power-on for devices
with reset functions.

POWER ON/OFF SEQUENCE

In the case of a device that uses different power supplies for the internal operation and external
interface, as a rule, switch on the external power supply after switching on the internal power supply.
When switching the power supply off, as a rule, switch off the external power supply and then the
internal power supply. Use of the reverse power on/off sequences may result in the application of an
overvoltage to the internal elements of the device, causing malfunction and degradation of internal
elements due to the passage of an abnormal current.

The correct power on/off sequence must be judged separately for each device and according to related
specifications governing the device.

INPUT OF SIGNAL DURING POWER OFF STATE

Do not input signals or an 1/0O pull-up power supply while the device is not powered. The current
injection that results from input of such a signal or I/0 pull-up power supply may cause malfunction and
the abnormal current that passes in the device at this time may cause degradation of internal elements.

Input of signals during the power off state must be judged separately for each device and according to
related specifications governing the device.
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e The information in this document is current as of September, 2006. The information is subject to
change without notice. For actual design-in, refer to the latest publications of NEC Electronics data
sheets or data books, etc., for the most up-to-date specifications of NEC Electronics products. Not
all products and/or types are available in every country. Please check with an NEC Electronics sales
representative for availability and additional information.

e No part of this document may be copied or reproduced in any form or by any means without the prior
written consent of NEC Electronics. NEC Electronics assumes no responsibility for any errors that may
appear in this document.

e NEC Electronics does not assume any liability for infringement of patents, copyrights or other intellectual
property rights of third parties by or arising from the use of NEC Electronics products listed in this document
or any other liability arising from the use of such products. No license, express, implied or otherwise, is
granted under any patents, copyrights or other intellectual property rights of NEC Electronics or others.

e Descriptions of circuits, software and other related information in this document are provided for illustrative
purposes in semiconductor product operation and application examples. The incorporation of these
circuits, software and information in the design of a customer's equipment shall be done under the full
responsibility of the customer. NEC Electronics assumes no responsibility for any losses incurred by
customers or third parties arising from the use of these circuits, software and information.

e While NEC Electronics endeavors to enhance the quality, reliability and safety of NEC Electronics products,
customers agree and acknowledge that the possibility of defects thereof cannot be eliminated entirely. To
minimize risks of damage to property or injury (including death) to persons arising from defects in NEC
Electronics products, customers must incorporate sufficient safety measures in their design, such as
redundancy, fire-containment and anti-failure features.

e NEC Electronics products are classified into the following three quality grades: "Standard", "Special" and
"Specific".

The "Specific" quality grade applies only to NEC Electronics products developed based on a customer-
designated "quality assurance program" for a specific application. The recommended applications of an NEC

Electronics product depend on its quality grade, as indicated below. Customers must check the quality grade of

each NEC Electronics product before using it in a particular application.

"Standard": Computers, office equipment, communications equipment, test and measurement equipment, audio
and visual equipment, home electronic appliances, machine tools, personal electronic equipment
and industrial robots.

"Special": Transportation equipment (automobiles, trains, ships, etc.), traffic control systems, anti-disaster
systems, anti-crime systems, safety equipment and medical equipment (not specifically designed
for life support).

"Specific": Aircraft, aerospace equipment, submersible repeaters, nuclear reactor control systems, life
support systems and medical equipment for life support, etc.

The quality grade of NEC Electronics products is "Standard" unless otherwise expressly specified in NEC
Electronics data sheets or data books, etc. If customers wish to use NEC Electronics products in applications
not intended by NEC Electronics, they must contact an NEC Electronics sales representative in advance to
determine NEC Electronics' willingness to support a given application.

(Note)

(1) "NEC Electronics" as used in this statement means NEC Electronics Corporation and also includes its
majority-owned subsidiaries.

(2) "NEC Electronics products" means any product developed or manufactured by or for NEC Electronics (as
defined above).

M8E 02.11-1

Application Note U17470EJ4VOAN




[MEMO]

Application Note U17470EJ4VOAN



Target Readers

Purpose

Organization

How to Read This Manual

Conventions

Related Documents

Device-related documents

INTRODUCTION

This application note is intended for users who understand the functions of the
78K0S/Kx1+ and who will use this product to design application systems.

The purpose of this application note is to help users understand how to develop
dedicated flash memory programmers for rewriting the internal flash memory of the
78K0S/Kx1+.

This manual consists of the following main sections.

e OVERVIEW

COMMUNICATION PROTOCOL

SETTING FLASH MEMORY PROGRAMMING MODE

COMMAND SPECIFICATIONS

FLASH MEMORY PROGRAMMING PARAMETER CHARACTERISTICS

It is assumed that the reader of this manual has general knowledge in the fields of
electrical engineering, logic circuits, and microcontrollers. The mark <R> shows major
revised points. The revised points can be easily searched by copying an “<R>” in the
PDF file and specifying it in the “Find what:” field.
O To learn more about the 78K0S/Kx1+’s hardware functions:

— See the user's manual of each 78K0S/Kx1+ product.

Data significance: Higher digits on the left and lower digits on the right
Active low representation: Xxx (overscore over pin or signal name)
Note: Footnote for item marked with Note in the text
Caution: Information requiring particular attention
Remark: Supplementary information
Numeral representation: Binary......c.c........ XXXX Or XXxxB

Decimal .............. XXXX

Hexadecimal ...... xxxxH

The related documents indicated in this publication may include preliminary versions.
However, preliminary versions are not marked as such.

Document Name Document Number
78K0S/KU1+ User's Manual U18172E
78K0S/KY1+ User's Manual U16994E
78K0S/KA1+ User's Manual U16898E
78K0S/KB1+ User’'s Manual U17446E
78K/0S Series Instructions User's Manual U11047E
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CHAPTER 1 OVERVIEW

To rewrite the contents of the internal flash memory of the 78K0S/Kx1+, a dedicated flash memory programmer
(hereafter referred to as the “programmer”) is usually used.
This Application Note explains how to develop a dedicated programmer.

1.1 System Configuration

An example of the system configuration for programming the flash memory is illustrated in Figure 1-1.
This figure illustrates how to program the flash memory under control of a host machine.

Figure 1-1. Programming Environment

Host machine

/ Programmer \ 78K0S/Kx1+
Voo Voo
RESET RESET Sequencer
[ [ =]
J DGCLK »| DGCLK (X1)
' RS-232C/USB
— — DGDATA [ »| DGDATA (x2))  Flash
~ memory
L A GND Vss

Caution Supply Voo starting from 0 V to correctly initialize the device hardware before setting the flash
memory programming mode.

Remark The interface communicating commands/data between the programmer and 78K0S/Kx1+ is a single-
wired UART using the DGDATA pin.

Depending on how the programmer is connected, the programmer can be used in a standalone mode without using
the host machine, if a user program has been downloaded to the programmer in advance.

For example, NEC Electronics’ flash memory programmer PG-FP4 can be executed by GUI software with a host
machine connected, or in the standalone mode.

As described, communication between the programmer and 78K0S/Kx1+ is established by a single-wire UART.

Figure 1-2 shows an example of the driver configuration if the host machine and programmer are connected with
RS-232C.
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CHAPTER 1 OVERVIEW

Figure 1-2. Driver Configuration Example

Host machine

MAX 232

Programmer

Rx
Note

Voo

DGDATA

78K0S/Kx1+

p 8

. >

Note All connections are not shown.

1.2 Information Specific to 78K0S/Kx1+

The 78K0S/Kx1 does not have a “signature” for product identification.

—Pl—
-

It is therefore necessary for the programmer to manage product-specific information (such as a device name and

memory information).

Table 1-1 shows the flash memory size of the 78K0S/Kx1+ and Figure 1-3 shows the configuration of the flash

memory.

<R> Table 1-1. Flash Memory Size of 78K0S/Kx1+
Device Name Flash Memory Size

78KO0S/KU1+ | uPD78F9200 | 1 KB

uPD78F9201 | 2KB

1PD78F9202 4 KB

78K0S/KY1+ | uPD78F9210 1 KB

uPD78F9211 | 2KB

uPD78F9212 | 4 KB

78K0S/KA1+ | uPD78F9221 2 KB

uPD78F9222 4 KB

78K0S/KB1+ | uPD78F9232 | 4 KB

uPD78F9234 | 8 KB
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CHAPTER 1 OVERVIEW

256 bytes

256 bytes

B o B o ma B B o Mo B B o B e A m

Figure 1-3. Flash Memory Configuration

<Block number> <Address> <Flash memory size>
Block 1F (31) AN
1EFFH
1DFFH
Block 1D (29) 1DOOH
1CFFH
Block 1C (28) 1COO0H
Block 1B (27) ity
oC 1BOOH
1AFFH 8 KB
Block 1A (26) 1A00F
19FFH
Block 19 (25) 1900H
18FFF
Block 18 (24) 1800H
17FFH
Block 17 (23) 1700H
16FFH
Block 16 (22) 1600H
15FFH
Block 15 (21) 1500H
14FFH
Block 14 (20) 1400H
13FFH
Block 13 (19) 1300H
12FFH
Block 12 (18) 1200H
11FFH
Block 11 (17) 1100H
10FEH
BlOCk10(16) 1000H
Block OF (15) A
OEFFH
Block OE (14) 0EOOH
ODFFH
Block 0D (13) 0DOOH
Block 0C (12) 0CFFH
0C 0COOH
0BFFH 4 KB
OAFFH
Block 0A (10) 0AOOH
09FEH
Block 09 0900H
08FFH
Block 08 0800H
Block 07 AN
Block 06 06FFH
oc 0600H
05FFH 2KB
04FFH
Block 04 0400H
T03FFH T T T A
Block 03 0300H
Block 02 02FFH
oC 0200H
01FFH 1 KB
Block 01 0100H
00FFH
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CHAPTER 2 COMMUNICATION PROTOCOL

2.1 Communication Settings

Communication between the programmer and 78K0S/Kx1+ is established by a single-wire UART.
Table 2-1 shows the basic protocol of the single-wire UART.

Table 2-1. Basic Protocol

ltem Description
Direction LSB first
Parity bit Even parity
Stop bit 1 bit
Data length 8 bits
Typical clock™" (DGCLK) 8 MHz £1%
Typical baud rate 115200 bps

Note Output the typical baud rate after setting the flash memory programming mode.

Caution Check the series/parallel resonant frequency and anti-resonant frequency of the
oscillator used on the target system, and set the oscillation frequency to be supplied
from the programmer to a value skewed at least 10% from the resonant frequency.

To supply a clock to DGCLK, use of the combination of the typical baud rate and typical clock is recommended.
When supplying the clock to DGCLK while the resonator is mounted on the target system, the clock and baud rate
combinations listed in Table 2-2 can also be used.

Table 2-2. Combinations of Clock and Baud Rate (When Resonator Is Mounted on Target System)

Clock Baud Rate
10 MHz £1% 144000 bps
9 MHz +1% 129600 bps
6 MHz £1% 86400 bps

12 Application Note U17470EJ4VOAN



CHAPTER 2 COMMUNICATION PROTOCOL

2.2 Frame Format

2.2.1 Communication data format
Figure 2-1 shows the format of communication data.

Figure 2-1. Communication Data Format

(LSB) (MSB)
Start bit Parity | Stop
Transmit/receive data bit bit
1 bit 8 bits 1bit i 1bit
«—> >t —>

2.2.2 Command frame format (from programmer to 78K0S/Kx1+)
Communications are performed using the following format for four fields in the command frame.

Command Block Offset field Last address
field field (1 byte) field
(1 byte) (1 byte) Fixed to O0OH (1 byte)

2.2.3 Description of fields
Each of the above fields is explained below. If an illegal value is transmitted in the command field, status code
“Unknown error (01H)” is returned.

Table 2-3. Description of Fields

Field Description Value
Command Command number 19H, 20H, 22H, 30H, 32H, 40H, BOH, AOH
Block Block number O0H to 1FH""
Offset Fixed value 00H
Last address Value of lowest byte of last address to be written FFH, 00OH

Note The usable block number differs as follows depending on the flash memory size.

<Flash memory size> <Block number>
1 KB 00H to O3H
2 KB 00H to O7H
4 KB 00H to OFH
8 KB O0H to 1FH

2.2.4 Status data format (from 78K0S/Kx1+ to programmer)
As a response from the 78K0S/Kx1+, 1-byte status data is transmitted to the programmer.

2.2.5 Checksum data format (from 78K0S/Kx1+ to programmer)

As a response to the Checksum command transmitted from the programmer, the 78K0S/Kx1+ transmits 2-byte
checksum data to the programmer. The lower byte and the higher byte of the checksum data are transmitted in that
order.

Application Note U17470EJ4VOAN 13



CHAPTER 3 SETTING FLASH MEMORY PROGRAMMING MODE

To rewrite the contents of the flash memory with the programmer, the 78K0S/Kx1+ must first be set in the flash
memory programming mode.

The mode is set if a specific sequence of the DGCLK, DGDATA, and RESET pins is detected after the internal
reset signal is cleared by the power-on clear (POC) circuit.

Supply Vo starting from 0 V to ensure the correct operation of the power-on clear (POC) circuit.

Figure 3-1 shows the basic flow for setting the programmer.

Figure 3-1. Basic Flow for Setting Programmer

( Basic flow )

Setting each I/F signal

Application of power to target

Setting flash memory
> programming mode
(Refer to Figure 3-4.)

|

|

|

|

|

|

|

|

|

| Setting mode (inputting
| DGCLK and DGDATA pulses)
|

|

|

|

|

|

|

|

|

Clearing reset

Supplying clock

Executing commands

No

End of all processing?

Yes

Turning off power to target
(Refer to Figure 3-6.)

End
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CHAPTER 3 SETTING FLASH MEMORY PROGRAMMING MODE

3.1 Procedure for Setting Flash Memory Programming Mode

The procedure for setting the flash memory programming mode is as follows.

<Step 1: Initializing hardware>
First, drive the RESET pin low, and the DGCLK and DGDATA pins high.
Pull up the DGCLK and DGDATA pins with a resistor of several kQ each (the DGCLK and DGDATA pins are
pulled down by a high resistance (30 kQ typ.) inside the 78K0S/Kx1+ when RESET is input).
After power application, an internal reset signal is generated by the POC circuit, and each hardware unit is

initialized.

<Step 2: Setting mode>
Set the 78K0S/Kx1+ in the flash memory programming mode as follows.
To set the flash memory programming mode, pulses of the following formats must be transmitted from the
programmer to the DGCLK and DGDATA pins while the RESET pin is at low level after the internal reset signal
has been cleared by the POC circuit.

e From programmer to DGCLK pin
Input a single-shot pulse of high — low — high.
e From programmer to DGDATA pin
Input five pulses of high — low — high after inputting the single-shot pulse to the DGCLK pin.

If an extra pulse is input to the DGCLK pin or if the number of clocks input to the DGDATA pin runs short, the
flash memory programming mode is not specified but the normal operation mode is specified.

<Step 3: Fixing mode and manipulating flash programming>
After steps 1 and 2, make the RESET pin to determine the flash memory programming mode. After the mode
has been determined, supply the clock from the programmer to the DGCLK pin. After a specific internal
stabilization time, the 78K0S/Kx1+ enters a command wait status.
Timing charts illustrating the procedure for setting the flash memory programming mode and the flow for setting
the mode are shown below.
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CHAPTER 3 SETTING FLASH MEMORY PROGRAMMING MODE

For the value of Tx in the following figures, refer to CHAPTER 5 FLASH MEMORY PROGRAMMING
PARAMETER CHARACTERISTICS.

Figure 3-2. Timing of Changing Mode to Flash Memory Programming Mode
(When Mode Is Set and Command Is Executed)

All hardware conditions are undefined.

(Device) POC

il
TO
RESET
50! e
DGCLK I nnmmmm
T1 i
DGDATA O EH B W 1
R s
™ ™ T7 T8 T11x To

_D_ Clock pulse W Command frame data

(High — Low — High) (Programmer — 78K0S/Kx1+)

Status code
—I:[[[[l]_ Continuous clock pulse _D_

(78K0S/Kx1+ — Programmer)
Figure 3-3. Timing of Changing Mode to Flash Memory Programming Mode (When Command Is Executed)

Vob \ \y

2.7V -

1.8V
oV

High level W\
)

RESET

oceu [T
ccoata [ T L] " ] BH B

i et - e
'T9' T10 T12 T3
Status code Write data/security data
_D_ (78KOS/Kx1+ — Programmer) (Programmer — 78K0S/Kx1+)
Checksum data
—[[[[m_ Continuous clock pulse w (78K0S/Kx1+ — Programmer)
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CHAPTER 3 SETTING FLASH MEMORY PROGRAMMING MODE

Figure 3-4. Flow for Setting Flash Memory Programming Mode

C Power on/mode setting )

RESET: Low output
DGCLK: Pull up
DGDATA: Pull up

Voo output (Programming voltage)

WAIT: Initial setting time (TO)

DGCLK: 1-cycle pulse output

WAIT: Setup time of DGCLK to DGDATA for mode setting (DGCLK — DGDATA) (T2)

DGDATA: 5-cycle pulse output

WAIT: Setup time of DGDATA to RESETT for mode setting (DGDATA — RESETT) (T4)

RESET: High output

Supplying DGCLK

WAIT: RESETT to DGCLK active (T5)

WAIT: Command Setup (T6)

C Flash memory programming mode )
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CHAPTER 3 SETTING FLASH MEMORY PROGRAMMING MODE

3.2 Exiting from Flash Memory Programming Mode

To exit from the flash memory programming mode, stop outputting DGCLK, input a low level to the RESET pin, and
turn off the power to the 78K0S/Kx1+.

A timing chart and a flowchart illustrating the procedure for exiting from the flash memory programming mode are
shown below.

Caution Stop outputting DGCLK at the appropriate time after a status code such as ACK has been
received. Do not input the reset signal or turn off power during command processing.

Figure 3-5. Timing of Exiting from Flash Memory Programming Mode

[}
[}
[}
[}
[}
1
[}
DGCLK | \i
[}
[}
[} [}
[} [} [}
[} [} [}
[} [} [}
- T [} [}
RESET ! ! !
[} | [}
| 1
[} [} [}
[} [} [}
[} [} [}
T T [}
Voo ' ' '
[} [} |
[} [}
[} [}
[} [}
[} [}
[} [}
[} [}
[} [}
[} [}
] ]

Stop output Input Turn off
of DGCLK RESET power

Figure 3-6. Flow for Exiting from Flash Memory Programming Mode

Ending flash memory programming
mode processing

| Stopping supply of DGCLK |

| RESET: Low output |

| WAIT (10 ms MAX.) |

| Turn off power |

=
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<R>

Figure 4-1 shows the general command flow for rewriting the flash memory with the programmer.

Remark

CHAPTER 4 COMMAND SPECIFICATIONS

Figure 4-1. General Command Flow for Rewriting

( General co

mmand row)

Setting flash memory
programming mode

Chip blank check processing

r—-———-—--—-|------
Chip erase processing Chip Erase command
|
|
| Chip Erase Verify command
|
|
|
! Block Erase Verify command
|
I
i linlintinfintintis Infinfinfintintie
1
Programming command
Write processing
|
|
| Internal Verify command
|
Checksum processing Checksum command
| e S )

Security setting processing

Security set command

Internal Verify command

Exiting from f

lash memory

programming mode

=

In addition to the above processing, block blank check processing and block erase processing can also

be supported.
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CHAPTER 4 COMMAND SPECIFICATIONS

4.1

Command Overview

The commands used by the programmer and their functions are listed below.

Table 4-1. Command List

Command Command Name Function
No.

20H Chip Erase Erases the entire flash memory.
This command also initializes the information set by the Security set command.
After executing this command, be sure to execute the Chip Erase Verify and Block
Erase Verify commands.

30H Chip Erase Verify Checks the erasure level of the entire flash memory.

22H Block Erase Erases a specified block of the flash memory.
After executing this command, be sure to execute the Block Erase Verify command.

32H Block Erase Verify Checks the erasure level of a specified block.

40H Programming Writes data to a specified block.
Before executing this command, be sure to perform an Erase operation (Chip/Block).
After executing the command, be sure to execute the Internal Verify command.

19H Internal Verify Checks the write level of a specified block.

BOH Checksum Receives the checksum value of the data of a specified block.

40H Security set Sets security information. After executing this command, be sure to execute the

Internal Verify command.

20
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CHAPTER 4 COMMAND SPECIFICATIONS

4.2 Status List

The following table lists the status codes the programmer receives from the 78K0S/Kx1+.

Table 4-2. Status Code List

Status Code Status Description
01H Unknown error Error if a command not supported or an abnormal frame is
received
06H Normal acknowledgment (ACK) Normal acknowledgment.
This status code is returned when:
e A command has been correctly received.
o Write data has been received.
¢ The next write data is received and then 1 byte has been
written.
¢ One byte has been written.
e Chip Erase Verify has been correctly completed.
* Block Erase Verify has been correctly completed.
¢ Internal Verify has been correctly completed.
15H Negative acknowledgement (NACK) Negative acknowledgement.
This status code is returned if a parity error is found in a
command or data.
1AH MRG10 error Erase verify error
1BH MRG11 error Internal verify error
1CH Write error Write error
1DH Write data received but write error Error if write error has been received but writing failed
1EH Write data received error and write error | Error if both reception of write data and writing failed
1FH Write data received error but write OK Error if receiving write data failed but writing succeeded
FFH Processing in progress (BUSY) -

Application Note U17470EJ4VOAN
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4.3 Chip Blank Check Processing
4.3.1 Description
This processing is to check whether the data has been erased from the entire flash memory.

<R> To execute chip blank check processing, execute the Chip Erase Verify command.

4.3.2 Basic command frame
Figures 4-2 shows the command frame executed for chip blank check processing.

Figure 4-2. Chip Erase Verify Command Frame

Field Command Block Offset Last address

Value 30H Maximum block number"** O0H FFH

Note The value that is valid as the maximum block number differs as follows depending on the flash memory size.

<Flash memory size> <Block number>
1 KB 03H
2 KB 07H
4 KB OFH
8 KB 1FH

4.3.3 Normal termination
<R> To execute chip blank check processing, execute the Chip Erase Verify command.
The processing flow between the 78K0S/Kx1+ and programmer when the processing is terminated normally is as
follows.

<1> The programmer transmits the Chip Erase Verify command to the 78K0S/Kx1+.

<2> The 78K0S/Kx1+ transmits ACK when it has received the Chip Erase Verify command, and starts verification
of erasure.

<3> The programmer receives ACK that indicates the end of erasure verification. This completes the chip blank
check processing.
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CHAPTER 4 COMMAND SPECIFICATIONS

4.3.4 Abnormal termination
Abnormal termination occurs in the following three cases.

e If a parity error occurs when the 78K0S/Kx1+ receives a command from the programmer, the 78K0S/Kx1+
returns NACK. After that, the 78K0S/Kx1+ enters the command wait status.

e If the command transmitted from the programmer is not supported or in an abnormal format, the 78K0S/Kx1+
returns Unknown error. The 78K0S/Kx1+ then enters the command wait status.

e If an error is detected in the Chip Erase Verify command, the 78K0S/Kx1+ terminates erasure verification
processing and returns an error status (MRG 10 error). If this happens, the programmer terminates chip blank
check processing, assuming that a chip blank check processing error has occurred.
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4.3.5 Command flow

Figure 4-3 shows the flow of chip blank check processing.

<R> Figure 4-3. Chip Blank Check Processing Flow
Chip blank check
processing
D : 78K0S/Kx1+ sequencer processing
Transmitting Chip Erase Verify
command frame
No
Status received?
Yes Yes No
ACK = Chip Erase
Verify command frame
correctly received
( Timeout error )
No
Status = ACK?
Yes
( Communication error >
Chip Erase Verify
No
Status received?
Yes
Yes No
ACK = Chip Erase
Verify command
processing OK
( Timeout error >
Status = ACK? No
MRG10 error?
Chip blank check processing
correctly completed Communication error
Chip blank check
processing error
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4.3.6 Timing chart

Figure 4-4 shows the timing of chip blank check processing.

For the value of Tx in the chart, refer to CHAPTER 5 FLASH MEMORY PROGRAMMING PARAMETER
CHARACTERISTICS.

<R> Figure 4-4. Timing Chart of Chip Blank Check Processing
DGDATA “30H” “QEH™" “QOH” “FEH”
| Chip Erase | i Block | i i i Last !
: Verify : : number : : Offset : : address :
[} I<—>l l<—>| |<—>
+ command 7 vY7 | D17 | T8
“06H” | Chip Erase Verify... “06H”
[ i i i
1 ACK= 1! ! ACK= !
i “OGH” 54 : “oan i
T11-2

: From programmer to 78K0S/Kx1+

: From 78K0S/Kx1+ to programmer

Note This is the block number when the flash memory size is 4 KB.
It differs depending on the flash memory size.
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4.4 Block Blank Check Processing
4.4.1 Description
This processing is to check whether the data of the block of the flash memory of a specified block number has

been erased by execution of the Block Erase Verify command.

4.4.2 Basic command frame
The basic command frame of the command executed for block blank check processing is as shown in Figure 4-5.

Figure 4-5. Block Erase Verify Command Frame

Field Command Block Offset Last address

Value 32H Block number"** O0H FFH

Note The value valid as a block number differs as follows depending on the flash memory size.

<Flash memory size> <Block number>
1 KB O00H to 03H
2KB 00H to O7H
4 KB O00H to OFH
8 KB O0H to 1FH

4.4.3 Normal termination

The Block Erase Verify command is executed for block blank check processing.

If command execution is terminated normally, the processing flow between the 78K0S/Kx1+ and programmer is as
follows.

<1> The programmer transmits the Block Erase Verify command to the 78K0S/Kx1+.

<2> When the 78K0S/Kx1+ receives the Block Erase Verify command, it transmits ACK and starts verification of
erasure.

<3> The program receives ACK that indicates completion of erasure verification, completing the block blank check
processing.

4.4.4 Abnormal termination
Abnormal termination occurs in the following three cases.

e If a parity error occurs when the 78K0S/Kx1+ receives a command from the programmer, the 78K0S/Kx1+
returns NACK. After that, the 78K0S/Kx1+ enters the command wait status.

e |f the command transmitted from the programmer is not supported or in an abnormal format, the 78K0S/Kx1+
returns Unknown error. The 78K0S/Kx1+ then enters the command wait status.

e If an error is detected in the Block Erase Verify command, the 78K0S/Kx1+ terminates erasure verification
processing and returns an error status (MRG 10 error). If this happens, the programmer terminates block blank
check processing, assuming that a block blank check processing error has occurred.
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4.4.5 Command flow
Figure 4-6 shows the flow of block blank check processing.

ACK = Block Erase
Verify command frame
correctly received

ACK = Block Erase
Verify command
processing OK

Figure 4-6. Block Blank Check Processing Flow

Block blank check
processing
D : 78K0S/Kx1+ sequencer processing

Transmitting Block Erase Verify
command frame

<
<

No
Status received?
Yes Yes No
< Timeout error )
No

Status = ACK?

Yes
< Communication error )

Block Erase Verify

A

No

Status received?

Yes

( Timeout error )

No

Status = ACK?

Block blank check processing
correctly completed

( Communication error )

Block blank check
processing error
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4.4.6 Timing chart
Figure 4-7 shows the timing of block blank check processing.
For the value of Tx in the chart, refer to CHAPTER 5 FLASH MEMORY PROGRAMMING PARAMETER
CHARACTERISTICS.

Figure 4-7. Timing Chart of Block Blank Check Processing

DGDATA “32“” HOOH”NM: “OOH” “FFH”

1
1 } [} } [} [} [} }
| Block Erase | 1 Block 1 i I Last !

. } I ] [} [} I ]
| Veriy i | number | ! Offset lg—p, address o o
 command | —> | 1 [ 1 [ 1

T7 T7 T7 T8
“06H” Block Erase Verify... “06H”

i i | i
i ACK= | ' ACK= |
| “06H” |- B “06H” |
' ' T11-3 ! '

: From programmer to 78K0S/Kx1+

: From 78K0S/Kx1+ to programmer

Note This is the block number when block blank check is performed for block 00.
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4.5 Chip Erase Processing

4.5.1 Description

This processing is to erase the entire flash memory (chip).

All the information set by the Security set command can also be initialized.

However, chip erase cannot be executed when erasing the chip is prohibited.
To execute chip erase processing, execute the Chip Erase, Chip Erase Verify, and Block Erase Verify commands

in succession.

4.5.2 Basic command frame

The basic command frames of the three commands executed for chip erase processing are as shown in Figures 4-

8 to 4-10.

Field

Value

Field

Value

Figure 4-8. Chip Erase Command Frame

Command

Block

Offset

Last address

20H

Note

Maximum block number

00H

Figure 4-9. Chip Erase Verify Command Frame

FFH

Command

Block

Offset

Last address

30H

Note

Maximum block number

00H

FFH

Note The value valid as the maximum block number differs as follows depending on the flash memory size.

<Flash memory size> <Block number>

1 KB 03H
2 KB o7H
4 KB OFH
8 KB 1FH

Figure 4-10. Block Erase Verify Command Frame

Field Command Block Offset Last address

Value 32H 80H (fixed) 00H FFH
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4.5.3 Normal termination
To execute chip erase processing, be sure to execute the Chip Erase, Chip Erase Verify, and Block Erase Verify

commands in succession.

follows.

If command execution is terminated normally, the processing flow between the 78K0S/Kx1+ and programmer is as

<1>

<2>

<3>

<4>

<5>

<6>

<7>

The programmer transmits the Chip Erase command to the 78K0S/Kx1 +.

When the 78K0S/Kx1+ receives the Chip Erase command, it transmits ACK and starts erasing the chip.
When the programmer receives ACK that indicates the completion of erasing processing, it transmits the Chip
Erase Verify command.

When the 78K0S/Kx1+ receives the Chip Erase Verify command, it transmits ACK and starts verifying if the
chip has been correctly erased.

When the programmer receives ACK that indicates completion of verification of erasure, it transmits the Block
Erase Verify command to block 80H.

When the 78K0S/Kx1+ receives the Block Erase Verify command, it transmits ACK and starts verifying
whether block 80H has been correctly erased.

When the programmer receives ACK that indicates completion of verification of erasure, the chip erase
processing is completed.

4.5.4 Abnormal termination
Abnormal termination occurs in the following three cases.

30

e If a parity error occurs when the 78K0S/Kx1+ receives a command from the programmer, the 78K0S/Kx1+
returns NACK. After that, the 78K0S/Kx1+ enters the command wait status.
e If the command transmitted from the programmer is not supported or in an abnormal format, the 78K0S/Kx1+

returns Unknown error. The 78K0S/Kx1+ then enters the command wait status.

e If an error is detected in the Chip/Block Erase Verify command, the 78K0S/Kx1+ terminates erasure verification

processing and returns an error status (MRG 10 error). If this happens, the programmer re-executes the Chip

Erase and Chip/Block Erase Verify commands. The Chip Erase command is executed a total of 256 times. If

the error status is not cleared after the command has been executed 256 times, the programmer terminates the
chip erasure processing, assuming that a chip erase processing error has occurred.
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4.5.5 Command flow
Figure 4-11 shows the flow of chip erase processing.

Figure 4-11. Chip Erase Processing Flow (1/3)
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Figure 4-11. Chip Erase Processing Flow (2/3)
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Figure 4-

11. Chip Erase Processing Flow (3/3)
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4.5.6 Timing chart

Figure 4-12 shows the timing of chip erase processing.

For the value of Tx in the chart, refer to CHAPTER 5 FLASH MEMORY PROGRAMMING PARAMETER
CHARACTERISTICS.

Figure 4-12. Timing Chart of Chip Erase Processing

DGDATA “oOH” “QEH"" “QOH” “FFH” “0BH”
] I | 1 | | | | ] I
! Chip Erase | i Block | | Offset | ! Last | ! ACK= |
| command |«g=—p, NUMbEr | g—p! ! ! address @ «ggH” |E—--
I I T7 I IT7 I I T7 | T8 I I
Chip Erase... “06H” “30H” “OFH”""®
[} [} ] . [} [} [}
L ACK= ey ] number |
-t T11-1 > 06H g !command Lo i
“00H” “FFH” “06H” Chip Erase Verify... “06H”
: { ol L | : : :
1 1 1 ast 1 i ACK= i ACK=
| Offset i i | p | i Lol
- [ 200IESS gt TOGHT | >l 06H” ey
7 ! b7 'T8 ' T11-2 ' ' o
“gon” “goH” «“QOH” “FFH” “06H”
ook | o T T |
iv°_°f ’asei ! Block ! | Offset | ! Last ! i ACK = i
1 Verify g—p NUMber | g 4| lg—p address |lg—p' “06H” ig— - -
rcommand | | 1 | i I 1 ! !
' toT7 O A tT7 178! '
Block Erase Verify... “06H”
} [}
| ACK= !
| 6% ” |
- > 06H :
I I

T11-3

: From programmer to 78K0S/Kx1+

: From 78K0S/Kx1+ to programmer

Note This is the block nhumber when the flash memory size is 4 KB.
memory size.

It differs depending on the flash
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4.6 Block Erase Processing

4.6.1 Description
This processing is to erase a block of the flash memory of a specified block number.
To erase a block, execute the Block Erase and Block Erase Verify commands in succession.

4.6.2 Basic command frame
The basic command frames of the two commands executed for block erase processing are as shown in Figures 4-

13 and 4-14.

Figure 4-13. Block Erase Command Frame

Field Command Block Offset Last address

Value 22H Block number"™* 00H FFH

Note The value valid as a block number differs as follows depending on the flash memory size.

<Flash memory size> <Block number>
1 KB 00H to O3H
2 KB 00H to O7H
4 KB 00H to OFH
8 KB 00H to 1FH

Figure 4-14. Block Erase Verify Command Frame

Field Command Block Offset Last address

Value 32H Block number"™* 00H FFH

Note The block number of the Block Erase Verify command must be the same as the block number of the Block
Erase command.

4.6.3 Normal termination

To execute block erase processing, be sure to execute the Block Erase and Block Erase Verify commands in
succession.

If command execution is terminated normally, the processing flow between the 78K0S/Kx1+ and programmer is as
follows.

<1> The programmer transmits the Block Erase command to the 78K0S/Kx1+.

<2> When the 78K0S/Kx1+ receives the Block Erase command, it transmits ACK and starts erasing the block.

<3> When the programmer receives ACK that indicates the completion of erasing processing, it transmits the
Block Erase Verify command.

<4> When the 78K0S/Kx1+ receives the Block Erase Verify command, it transmits ACK and starts verifying if the
block has been correctly erased.

<5> When the programmer receives ACK that indicates completion of verification of erasure, the block erase
processing is completed.
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4.6.4 Abnormal termination
Abnormal termination occurs in the following three cases.

e If a parity error occurs when the 78K0S/Kx1+ receives a command from the programmer, the 78K0S/Kx1+
returns NACK. After that, the 78K0S/Kx1+ enters the command wait status.

e If the command transmitted from the programmer is not supported or in an abnormal format, the 78K0S/Kx1+
returns Unknown error. The 78K0S/Kx1+ then enters the command wait status.

e If an error is detected in the Block Erase Verify command, the 78K0S/Kx1+ terminates erasure verification
processing and returns an error status (MRG 10 error). If this happens, the programmer re-executes the Block
Erase and Block Erase Verify commands. The Block Erase command is executed a total of 256 times. If the
error status is not cleared after the command has been executed 256 times, the programmer terminates the
block erase processing, assuming that a block erase processing error has occurred.
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4.6.5 Command flow
Figure 4-15 shows the flow of block erase processing.

Figure 4-15. Block Erase Processing Flow (1/2)
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Figure 4-15. Block Erase Processing Flow (2/2)
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4.6.6 Timing chart

Figure 4-16 shows the timing of block erase processing.
For the value of Tx in the chart, refer to CHAPTER 5 FLASH MEMORY PROGRAMMING PARAMETER

CHARACTERISTICS.

Figure 4-16. Timing Chart of Block Erase Processing

DGDATA “goH” “QOH"" “00H” “FEH” “06H”
I ] I I | | | | 1 1
BlockErase! | Block 1 1o L 1 ! Last | ! ACK= |
i command Ed—»i number E<—>E Ed—b‘: address id—»i “06H” i<——-
T7 T7 T7 T8
Block Erase ... “06H” “3oH” uOOHuNme
i ACK = i iBIoE:kErasei i Block i
R B ggHe  e—e Verify '«¢—! number !
T11-1 1 ' T9 rcommand T7 ! |
“00H” “FFH” “06H” Block Erase Verify... “06H”
i i | Last | | ACK= ! | ACK= |
| Offset | | 1 | = | =1
- el adcress g gl ooH" i >~ oH’ |
T7 ! tr7 ! "'18 ' ! ' '

T11-3

: From programmer to 78K0S/Kx1+

: From 78K0S/Kx1+ to programmer

Note This is the block number when block 00 is erased.
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4.7 Write Processing

4.7.1 Description
This processing is to write a user program to the flash memory in block (256 bytes) units by executing the
Programming command. After that, the Internal Verify command is executed to check the write level.

4.7.2 Basic command frame
The basic command frames of the two commands executed for write processing are as shown in Figures 4-17 and

4-18.

Figure 4-17. Programming Command Frame

Field Command Block Offset Last address

Value 40H Block number"** 00H FFH

Figure 4-18. Internal Verify Command Frame

Field Command Block Offset Last address

Value 19H Block number"** 00H FFH

Note The value valid as a block number differs as follows depending on the flash memory size.

<Flash memory size> <Block number>
1 KB O00H to O3H
2KB 00H to O7H
4 KB O0H to OFH
8 KB O0H to 1FH

The block number of the Internal Verify command must be the same as the block number of the
Programming command.
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4.7.3 Normal termination
To program the flash memory, be sure to execute the Programming and Internal Verify commands in succession.
If command execution is terminated normally, the processing flow between the 78K0S/Kx1+ and programmer is as

follows.

<1>

<2>

<3>

<4>

<5>

<6>

<7>

<8>

<9>

The programmer transmits the Programming command to the 78K0S/Kx1+. When it receives ACK, it
transmits the first byte of write data.

When the 78K0S/Kx1+ receives the first byte of the write data, it transmits ACK and starts programming the
flash memory.

The programmer transmits the second byte of the write data (it can transmits the data even while the
78K0S/Kx1+ is being programmed).

When the 78K0S/Kx1+ has completed writing the first byte and receiving the second byte, it starts writing the
second byte.

In this way, writing goes on up to the last address.

When the 78K0S/Kx1+ has received the 256th byte (last data), it transmits ACK twice in a row as follows.

¢ First ACK: Writing the 255th byte has been completed and the data of the 256th byte has been received.

e Second ACK: Writing the data of the 256th byte has been completed.

The programmer transmits the Internal Verify command when it has received the second ACK.

The 78K0S/Kx1+ transmits ACK and starts internal verification after it has received the Internal Verify
command.

When the programmer receives ACK indicating completion of internal verification, the programming
processing is completed.

4.7.4 Abnormal termination

Abnormal termination occurs in the following four cases.

If a parity error occurs when the 78K0S/Kx1+ receives a command from the programmer, the 78K0S/Kx1+
returns NACK. After that, the 78K0S/Kx1+ enters the command wait status.

If the command transmitted from the programmer is not supported or in an abnormal format, the 78K0S/Kx1+
returns Unknown error. The 78K0S/Kx1+ then enters the command wait status.

If a write error (status code: 1CH, 1DH, 1EH, or 1FH) occurs while the Programming command is executed, the
78K0S/Kx1+ enters the command wait status. The programmer terminates processing, assuming that a write
processing error has occurred.

If an error is detected in the Internal Verify command, the 78K0S/Kx1+ terminates internal verification processing
and returns an error status (MRG 11 error). It then enters the command wait status. The programmer
terminates processing, assuming that a write processing error has occurred.

Application Note U17470EJ4VOAN 41



CHAPTER 4 COMMAND SPECIFICATIONS

4.7.5 Command flow
Figure 4-19 shows the flow of write processing.

Figure 4-19. Write Processing Flow (1/5)
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Figure 4-19. Write Processing Flow (2/5)

<1>

Y

Programming

Transmitting next write data

) No
Status received?

Yes
ACK = Next write data Yes No

correctly received and
Programming command
processing of preceding

data OK C Timeout error )

Status = ACK?

Next status?
» Write data received but write error
» Write data received error and write error
» Write data received error but write OK

No Transmitting all

(256 bytes) write data
completed?

C Communication error )

(Write processing error)

<2>

Application Note U17470EJ4VOAN 43



CHAPTER 4 COMMAND SPECIFICATIONS

Figure 4-19. Write Processing Flow (3/5)
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Figure 4-19. Write Processing Flow (4/5)
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Figure 4-19. Write Processing Flow (5/5)
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4.7.6 Timing chart

Figure 4-20 shows the timing of write processing.

For the value of Tx in the chart, refer to CHAPTER 5 FLASH MEMORY PROGRAMMING PARAMETER
CHARACTERISTICS.

Figure 4-20. Timing Chart of Write Processing

DGDATA “40H” «QOH™* «“00H” “FEH” «06H”
| [} [} [} [} [} [} [} [} [}
| Programming i Block | | Offset | i Last | i ACK=|
jcommand | qg—pi number | Sel le—p address €| “06H” la—>-
| 1 T7 I I T7 1 1 T7 | | T8 1 I T9
“ABH? «06H” “3AH” «06H” “4FH” «“06H”
i : | ACK= ! | | | ACK = ! | | | ACK= !
t Datal ! ! = I Data2 ! ! = ' Data3 ! ! =
T10 T9 T10 T9 T10
ferwn «ogH” “06H” «06H” «“19H”
| | | ACK= | i i tInternal |
= ACK =
i Data 256 E‘—»‘: “06H” E‘—»i “06H” i i Verify i
' ‘110 ' T11-5 ' T9 'command '
“QOH” “QOH” “FFH” “g6H” | Internal Verify... “06H”
[} [} [} [} [} ] [} I ] |
| Block | H Offset H | Last | i ACK= | i ACK= |
< number | i l—p-| address i { “06H” g “06H" |
7 T7 17 T8 ! ' T11-4 ' :

: From programmer to 78K0S/Kx1+

: From 78K0S/Kx1+ to programmer

Note This is the block number when block 00 is written.

Remark Data 1 to 256 are the data that are written to the flash memory.

Application Note U17470EJ4VOAN 47



CHAPTER 4 COMMAND SPECIFICATIONS

4.8 Security Setting Procedure

4.8.1 Description
This processing is to set security flags that protect the data of the flash memory from illegal access by a third party.
There are three types of security flags: write prohibit, block erase prohibit, and chip erase prohibit flags.
To set security flags, execute the Security set and Internal Verify commands in succession.
The set security flags become valid after the flash memory programming mode is cleared and then set again.

4.8.2 Basic command frame
The basic command frames of the two commands executed for security setting processing are as shown in Figures

4-21 and 4-22.

Figure 4-21. Security set Command Frame

Field Command Block Offset Last address

Value 40H 80H 00H 00H

Figure 4-22. Internal Verify Command Frame

Field Command Block Offset Last address

Value 19H 80H 00H 00H

Figure 4-23. Security Data (1 Byte Only)

Security 1 1 PR5 PR4 PR3 PR2 PR1 PRO

After the Security set command has been executed, security flags are set in accordance with security data, and
executing the Programming, Chip Erase, and Block Erase commands is prohibited depending on the set values of the
security flags. The security flags are initialized when the chip is erased. Execution of all the commands is enabled
again when the security flags have been initialized. If it is set to prohibit erasing the chip, however, neither the
security flags nor the flash memory can be initialized. It is recommended to take measures so that the setting of the
security flags can be checked before the flags are set.

Each pair of 2 bits of the lower 6 bits of a security data frame control the security function.

If one or both bits of a bit pair are cleared to 0, execution of the corresponding command is disabled. The details of
the security data are shown below.
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[Bits 5 and 4] Write protection [Bits 3 and 2] Chip erasure protection [Bits 1 and 0] Block erasure protection
PR5 PR4 Control PR3 PR2 Control PR1 PRO Control
1 1 Enables writing. 1 1 Enables erasing chip. 1 1 Enables erasing block.
1 0 1 0 1 0
0 1 Disables writing. 0 1 Disables erasing chip. 0 1 Disables erasing block.
0 0 0 0 0 0

Each item of security setting and whether commands can be executed with given setting are shown below.

Operation Mode Flash Memory Programming Mode Self Programming Mode

Command Command operation after security setting ¢ All commands are executable

\: Executable x: Not executable regardless of security setting.

Item of security setting Programming Chip Erase Block Erase * :r:g/ security set value can be
Write prohibition x v X e

Chip erase prohibition v x x

Block erase prohibition v \ X

4.8.3 Normal termination

The flow is the same as that of write processing.

To execute security flag setting, be sure to execute the Security set and Internal Verify commands in succession.
If command execution is terminated normally, the processing flow between the 78K0S/Kx1+ and programmer is as

follows.

<1>

<2>

<3>

<4>

<5>

The programmer transmits the Security set command. After it has received ACK, it transmits security data (1
byte).

The 78K0S/Kx1+ transmits ACK twice in a row as follows after it has received the security data (1 byte).

e First ACK: Security data has been received.

e Second ACK: Writing security data has been completed.

The programmer transmits the Internal Verify command after it has received ACK twice.

The 78K0S/Kx1+ receives the command, transmits ACK, and starts internal verification.

The programmer receives ACK that indicates completion of the internal verification. This completes the
security setting processing.
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4.8.4 Abnormal termination

If the write processing is not completed correctly, use the Chip Erase command.

The security flags cannot be re-set (changing addition or setting) once they have been set. If such an attempt is
made, a Write error (1CH) occurs.

Abnormal termination occurs in the following four cases (in the same manner as when the Programming command

is executed).

If a parity error occurs when the 78K0S/Kx1+ receives a command from the programmer, the 78K0S/Kx1+
returns NACK. After that, the 78K0S/Kx1+ enters the command wait status.

If the command transmitted from the programmer is not supported or in an abnormal format, the 78K0S/Kx1+
returns Unknown error. The 78K0S/Kx1+ then enters the command wait status.

If a write error (status code: 1CH, 1DH, 1EH, or 1FH) occurs while the Security set command is executed, the
78K0S/Kx1+ enters the command wait status. The programmer terminates processing, assuming that a write
processing error has occurred.

If an error is detected in the Internal Verify command, the 78K0S/Kx1+ terminates internal verification processing
and returns an error status (MRG 11 error). It then enters the command wait status. The programmer
terminates processing, assuming that a security setting processing error has occurred.

Caution If the security setting processing is not completed correctly, execute the Chip Erase command

50

before resetting or turning off the power to the device.
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4.8.5 Command flow
Figure 4-24 shows the flow of security setting processing.

Figure 4-24. Security Setting Processing Flow (1/3)
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Figure 4-24. Security Setting Processing Flow (2/3)
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Figure 4-24. Security Setting Processing Flow (3/3)
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4.8.6 Timing chart

Figure 4-25 shows the timing of security setting processing.

For the value of Tx in the chart, refer to CHAPTER 5 FLASH MEMORY PROGRAMMING PARAMETER
CHARACTERISTICS.

Figure 4-25. Timing Chart of Security Setting Processing

DGDATA “40H” “80H” “00H” “00H” “06H”
s ! Block | | o L :
1 Security set; 1 ocC 1 | 1 1 Last 1 I ACK= !
lcommand €= number i OffSel il 0 e U e
1 | T7 | 1 T7 1 | T7 | 1 ] 1 Tg
“CFH” “06H” “06H” “19H” “80H”
Security Block

| i AcK=! ! ack= | _internal i | i
data =P «ogHr =P ooy E<—>;Ver|fy 4= pnumber !
1 | |

' T10 '"T11-6' T9 'command ' T7
“00H” “00H” “06H” Internal Verify... “06H”
1 1 } 1 1 1 1 ]
i Offset i | Last i | ACK= i | ACK= )
- se i<¢—p address ‘—p “06H” <¢————— “06H” !
T7 T7 T8 ! ' T11-4 ' .

: From programmer to 78K0S/Kx1+

: From 78K0S/Kx1+ to programmer

Remark For the security data, refer to 4.8.2 Basic command frame.
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4.9 Checksum Processing

4.9.1 Description
This processing is to receive the checksum data of an area from block 0 to a specified block.

As a checksum value, the lower 2 bytes of an operation result are transmitted from the 78K0S/Kx1+ in the order of

lower byte, then higher byte.

4.9.2 Basic command frame
The basic command frame of the command executed for checksum processing is as shown in Figure 4-26.

Figure 4-26. Checksum Command Frame

Field Command Block Offset Last address

Value BOH Block number"™* 00H FFH

Note The value valid as a block number differs as follows depending on the flash memory size.

<Flash memory size> <Block number>
1 KB 00H to O3H
2 KB 00H to O7H
4 KB 00H to OFH
8 KB 00H to 1FH

4.9.3 Normal termination

Checksum data of the lower 2 bytes of an operation result is received. The lower byte and the higher byte of the

checksum data are received in that order.

4.9.4 Abnormal termination
If a parity error occurs, NACK is returned, and checksum processing is terminated.
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4.9.5 Command flow
Figure 4-27 shows the flow of checksum processing.

Figure 4-27. Checksum Flow Processing
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4.9.6 Timing chart
Figure 4-28 shows the timing of checksum processing.

For the value of Tx in the chart, refer to CHAPTER 5 FLASH MEMORY PROGRAMMING PARAMETER
CHARACTERISTICS.
Figure 4-28. Timing Chart of Checksum Processing
DGDATA “BOH” uoo“n “OOH” “FFH” “06H”
iChecksum i i Block i i Oftset i i Last i i ACK = i
command <—#! number <a—p! Sel .4 address @ <ggH” la—p
I I T7 [} I T7 I I T7 I I T8 I [} T12
“3AHnNole “48H”No!e
[} ] [} I
| suM1 | | SUM2 |
! | !
: From programmer to 78K0S/Kx1+
: From 78K0S/Kx1+ to programmer
Note Checksum value 483AH is the data of SUM1 and SUM2.
Remark SUM1 is the lower byte of the checksum value.
SUM?2 is the higher byte of the checksum value.
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4.9.7 Checksum algorithm
Figure 4-29 shows the algorithm of the checksum processing.

58

Figure 4-29. Algorithm of Checksum Processing

{

#define BLOCKSIZ 256

/* ROM data of one block must be stored. */
unsigned char rom_data [BLOCKSIZ];

unsigned char

bist_calc()

int i

unsigned short bist, bist_temp;

bist = 0;

for(i = 0; i < BLOCKSIZ; i++){
bist_temp = bist & 0x1;
bist_temp = (bist_temp << 8) | (bist_temp << 9) | (bist_temp << 11) | (bist_temp << 12);
bist = (bist >> 1) A rom_data[i] * bist_temp;

}

return((unsigned char)bist);
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This chapter describes the parameter characteristics between the programmer and the 78K0S/Kx1+ in the flash

memory programming mode.

Be sure to refer to the user's manual of the 78K0S/Kx1+ for electrical specifications when designing a programmer.

Parameter Characteristics 1 (Ta = —40 to +85°C,2.7V<Vpop<5.5V,Vss=0V

Parameter Symbol Conditions MIN. TYP. MAX. Unit
Frequency tolerance AF DGCLK frequency tolerance -1 1 %
Baud rate - DGCLK = 8 MHz 115.2 kbps
Optional baud rate - DGCLK = 10 MHz 144.0 kbps
(When resonator is - DGCLK = 9 MHz 129.6 Kbps
mounted on target
system) - DGCLK = 6 MHz 86.4 kbps

Parameter Characteristics 2 (Ta = —40 to +85°C,2.7V<Vpbp<5.5V,Vss =0 V)
ltem Symbol MIN. TYP. MAX. Unit

Initial setting time TO 10 ms
Minimum low width for mode setting ™ 1 us
Setup time of DGCLK to DGDATA for mode setting T2 1 us
Minimum high width for mode setting T3 1 7]
Setup time of DGDATA to RESETT for mode setting T4 1 us
RESETT to DGCLK active T5 2 ms
Command setup T6 2 us
Command data interval T7 20 us
Command to status interval**’ T8 6 1S
Status to command/data interval T9 1 us
Data to status interval™®’ T10 150 us
ACK to status interval | Chip/Block Erase command"*** T11-1 10 ms

Chip Erase Verify command"*? T11-2 16 ms

Block Erase Verify command"™*? T11-3 500 1S

Internal Verify command“** T11-4 6 ms

Programming command"*®* T11-5 150 s

(After last (256th byte) write data is transmitted)

Security command"*®? T11-6 150 s

(After security data is transmitted)
ACK to checksum 1st byte (Checksum Checksum area up to 4 KB T12-1 4 ms
command)™** Checksum area up to 8 KB T12-2 8 ms
Checksum 1st byte to checksum 2nd byte (Checksum command)"*** T13 2 1S

(Descriptions for Notes 1 to 4 and a Remark are provided on the next page.)
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Notes 1. The maximum time required after the 78K0S/Kx1+ receives a command frame or data from the
programmer until it transmits status data. The programmer needs to continue the status receive
processing up to this maximum time.

2. The maximum time required after the 78K0S/Kx1+ transmits ACK for a command frame reception or a
data reception from the programmer, until it transmits ACK for the command processing completion.
The programmer needs to continue the status receive processing up to this maximum time.

3. The maximum time required after the 78K0S/Kx1+ receives a command frame from the programmer
until it transmits the first byte of the checksum data. The programmer needs to continue the status
receive processing up to this maximum time.

4. The maximum time required after the 78K0S/Kx1+ transmits the first byte of the checksum data until it
transmits the second byte of the checksum data. The programmer needs to continue the data receive
processing up to this maximum time.

Remark The item names in the “ACK to status interval” are related to each command name that is issued from
the programmer to the 78K0S/Kx1+.

When Mode Is Set and Command Is Executed When Command Is Executed

Voo Voo i} A%

L L A

2y " " Flash rogramming camotbe sxecuted, "+ .1 TL "L 27" Flash programming camnot be oxecuted. -+ -1

ey A e e T T T T ey e

ov All hardware conditions are undefined. ov All hardware conditions are undefined.

(Device) POC
RESET K RESET e ! i
o e
DGOLK =~ T peow [T
T T6 T7 T8 T11x To To T10 T12 T3

—D_ fr—li?;: T ‘Ifwa High) - giron;:rr;dm'erfle;j;é:S/KxH) U (S;gfgsc/ﬁ‘:?Hp,og,amme,, E— xizziiijnseicii;yt?iﬁmxﬂ)
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APPENDIX REVISION HISTORY

A.1 Major Revisions in This Edition

previous edition

Page Description
p. 10 Addition of 78K0S/KU1+ in Table 1-1. Flash Memory Size of 78K0S/Kx1+
p. 19 Modification of Figure 4-1. General Command Flow for Rewriting
p. 22 Modification to description in 4.3.1 Description
p. 22 Deletion of Figure 4-3. Block Erase Verify Command Frame
p. 22 Modification to and deletion of description in 4.3.3 Normal termination
p. 23 Modification to description and deletion of Caution in 4.3.4 Abnormal termination
p. 24 Modification of Figure 4-3. Chip Blank Check Processing Flow and deletion of an illustration of (2/2) in that
p. 25 Modification of Figure 4-4. Timing Chart of Chip Blank Check Processing
p. 62in Deletion of CHAPTER 6 ELECTRICAL SPECIFICATIONS (REFERENCE)
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APPENDIX REVISION HISTORY

A.2 Revision History of Previous Editions

A history of the revisions up to this edition is shown below. “Applied to:” indicates the chapters to which the revision

was applied.
Edition Description Applied to:
2nd Modifications to Figure 3-2 Timing of Changing Mode to Flash Memory CHAPTER 3 SETTING
Programming Mode (When Mode Is Set and Command Is Executed) and FLASH MEMORY
Figure 3-3 Timing of Changing Mode to Flash Memory Programming Mode PROGRAMMING MODE
(When Command Is Executed)
Change of “T11” to “T11-5” in Figure 4-21 Timing Chart of Write Processing CHAPTER 4 COMMAND
Change of symbol names in Figure 4-26 Timing Chart of Security Setting SPECIFICATIONS
Processing
Change of symbol names in Figure 4-29 Timing Chart of Checksum
Processing
CHAPTER 5 FLASH MEMORY PROGRAMMING PARAMETER CHAPTER 5 FLASH
CHARACTERISTICS MEMORY
o Addition of Parameter Characteristics 1 table, and modification of PROGRAMMING
Parameter Characteristics 2 table PARAMETER
» Modification of DGDATA timing charts CHARACTERISTICS
3rd Modification to description in 2.1 Communication Settings and to the title of CHAPTER 2
Table 2-2. COMMUNICATION
PROTOCOL
Change of the position of Checksum processing in Figure 4-1 General CHAPTER 4 COMMAND
Command Flow for Rewriting SPECIFICATIONS
Modification to command number of Security set in Table 4-1 Command List
Modification to last address values in Figure 4-26 Timing Chart of Security
Setting Processing
CHAPTER 5 FLASH MEMORY PROGRAMMING PARAMETER CHAPTER 5 FLASH
CHARACTERISTICS MEMORY
e Change of “Optional baud rate” parameter in Parameter Characteristics 1 PROGRAMMING
e Change of maximum value of T8 in Parameter Characteristics 2 PARAMETER
¢ Modification to T12 description according to the Checksum area divided by 2 CHARACTERISTICS
in Parameter Characteristics 2
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