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1. BE
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FERKR—F CK-RX65N (RTK5CK65N0S04000BE)
EEEIE 3.3V
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4. VT bz 7ERBA

AWS BEFTAT S LEFHALIZRX65N D7 7 —L T 72X, FreeRTOS™ with 0T Library AR
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MCUICERE L., 77— LV 7EHEERLTLET,
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77w 7T—k £Y a—)L Firmware Integration Technology 7 77U —< 3>/ —k Rev.2.01] #EAL
*9,
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LUTFICRY O TINTaTS LAYy TERLET,

Ox0010 G060 data flash

0x0016 7FFF 32KB

OxFFFO ©ooe

User Program

480KB
OxFFF7 7FFF
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Buffer
480KB
@xFFFE FFFF
OxFFFF 0000 Bootloader
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UTOR 4-212th o5 OTATZ Y TT— FOHEBMEBEZRLET, T, R4-3I127yvTT—FDE
THDE T —XTHOROMDKREEZTRLET, HbH. H4-3DFREFTOBRETIATVWSTOISLE

KLTWLET,

O]

O
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OTAT I IR ' i RX6600
l OTAT v 5 — R i ROMAIARE
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| oK 1 o
loop JIEFFWEZ (DLY 2% C] '
EHFWER(1KBS D) i
r BEIFW(1KB)EE i
EHFW(1KB)ERi% (write) H
BHFWE AT i
alt J[EHFWEZ TOL] W r@
SUCCESS H
I‘ OTAT v I — hRkThiRsS i
[else] SUCCESS i
A R b—JLEK (install) E
oK i
swWUtw I~ i
SEFFWEbufferEM 5 i .
maindEl(c IE— ! ©)]
bufferE % &I : )
)
___________________ [
EHFWAEE(T ! o
42 wHUHFY OTAZ7 Y ITT— FOEERE
main main main main main
[initial image] [initial image] [update image] [update image] [update image]
buffer buffer buffer buffer buffer
[BLANK] [update image] [update image] [BLANK] [BLANK]
bootloader bootloader bootloader bootloader bootloader
43 7y ITT—rETHFOEAUH ) MCU D ROM DIKEE
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42 <A 32 UART&EE

754<1) MCU &th 4 1) MCURI® UART @1EIE. 754 <) MCU #% Master, €A >4 ') MCU
% Slave £ LT, Master®™’5aT > FZEEIEL. ZIEL-Slave N ZNIZE L-NEBEEHL, ERE%EL
ARVRELTERLET,

421 UARTBIEHRT
UART BEREZX 4-1IZRLET,

£41 MCURBUARTOTYK/LARARVRABEY I YT 7O UART BIERTE

IHH AE
Data Length 8-bit
Parity None
Stop Bits 1-bit
Flow Control None
Bitrate 1Mbps or under (BNEREEREE)
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422 T—HRIA—Tv b
MastereSlave B TIT5 AT Y K/ LARUAD Packet BIEDEHEHBALET,

4221 Packet2ADT—RI7+—<T v b
Packet AN T—42 7+ —< v %R 4-4I1ZRLET, Header & Payload THER SN TLVET,

Header Payload
Device Packet Data Length Data Length
Address Type [LSByte] [MSByte]

1-byte 1-byte 1-byte 1-byte <--- Multiple of 4 >

e 4,092-byte (max) >

4-4 Packet&FDT—RI+—<w b+

Packet @ Header {t# %% 4-2 I2RLET,
& 4-2 Packet @ Header {15

EAH kS
Device Address TINA AT FLARATT,
BT /A XI&, Device Address #8HB L. BTN\I ANESIHFHELET,
Slave Device (FB7 FL RFE & ¥l L1355 . Packet DFFMfEMZRAMBLET,
e 0x00: Device Address for MCU without Slave function
e 0x01 — OxFE: Slave Device Address
e OxFF: Reserved
Packet Type Packet B4 TY,
e b7-b6: 00b fixed
e Db5: 0: Request/ 1: Response
e b4: [Request] O fixed
[Response] 0: ACK / 1: NACK [:E 1]

e b3 -b0: Command Type

0000b: Common command

0001b: Reserved

0010b: FWUP command

0011b: Sensor command

0100b — 1111b: Reserved

Data Length Payload D T—42 %4 X T,

7 1: ACKINACK [&. PacketDT—R 74— v FOEE /" EEEZRLET,
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4222 Paylbad DT—RT74+—< v k
Payload DT—% 74—y &R 4-5(2;RLEY, Command Header & Command Data TR S T

W&ET,

Command Header

Command Data

Commnd

Argument
/Result

1-byte 1-byte

<

Command Command Command
Data Length Data Length
[LSByte] [MSBytel

1-byte 1-byte <--- Multiple of 4

4,088-byte (max)

4-5 Paylbad DT7—4H 74— v k

Command Header %% % 4-3IZRLE 9,

5% 4-3 Command Header {t#%

Argument / Result

IEH kS
Command AY U RTY, B 423 a< > Fitkkl 28BLTLESLY,
Command RequestB, a< > FA®DSIHTY,

e Db7-b4: 00b fixed
e Db3: 0b Reserved
e Db2: 0b Reserved
e bl-b0: Argument

00: Slave0

01: Master0Q

10: Masterl

11: Master2

Response By, A< > FETHRETT,
e b7-b4:
1111: O <> RETEREK
1110: #E%h 7% Command Header (kY R— k<> K)

0001: IV Y REITEE#T 1
0000: IV Y RETIEERT
e Db3:0b Reserved: Request Bf & [ L
e Db2: 0b Reserved: Request B & [ L
e b1-b0: Argument: Request B & [E L

Command Data
Length

Command Data D T—42H 4 XT3, ADEHEFHRELTLFEEL,
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423 a2 Fi#k
4231 FWUPa<T YR

T77—LYz7(FWEHBICFERAT STV RTY, R44I2av 2 F—EERLET,
*4-4 FWUPaTYRKUYXRF

Command Command AR
Type
FWUP START : FW B#HEARa~< > K FW B #rRa5a
WRITE : FWE&EA#aT UK B FWDEEZAHA
INSTALL : FW A/ YR b—)LaAT v K BHFWODA VR F—ILEETT
CANCEL : FW ¥ v >+/)La< v K FW B D H1E

(1) START : FW E#HBssa~< > K

FWEHBIREERLET . Target D ICHEBDBEZRETEFT . I—HYRITOHEMN I — FFIZFIATEE
—Gj—o

Slave (Z#E 82 % Result [(ZSREL. EEZRLZET .
I27—LI9xF7T7YvIT—brED1—ILEZRAVTEH FW 22 S AHAREIREICLE T,

% 4-5 FWUP Command Type: FWUP_START Command Data Format

COMMAND Packet Device Packet Data Length Command | Command | Command Command Data
Address | Type Argument | Data Length
LSB | MSB IResult LSB | MSB |0 | 1 | 2 | 3
FWUP / Request OXXX 0x02 0x08 | 0x00 | 0x02 0x00 0x04 | 0x00 | Target ID [Little Endian]
START ACK Resp. 0x22 0x04 (1) 0x00

¥ 1 : Response B Result {ElX. L FTZRLZET,
0x00: Successful Operation
OxFF: Failed Operation

(2) WRITE: FWEZFA#OT UK

N F V)T —RD%EEH Offset 0 &9 % Offset Address EFDFW T—R ZEEL. FWEZTAAFTER
LET,

Slave [(FZEAHMEEZEITLET, £, ERIOVIDEA., SHICERRBRITNEEZETLED,
Slave (3#ER % Result [ZFREL. BEZRLET,

% 4-6 FWUP Command Type: FWUP_WRITE Command Data Format

COMMAND Packet Device Packet Data Length Command | Command | Command Command Data
Address | Type Argument | Data Length
LsB | msB Resut |1s8 [ms8 [0 |1 |2 |3
FWUP / Request 0xXX 0x02 8 + (Length of 0x04 0x00 4 + (Length of Offset Address [Little Endian]
WRITE Write Data) Write Data) : 4-byte

Write Data [Big Endian]
:Nbytes [i¥2]

ACK Resp. 022 | 0x04 | 0x00 (£ | oxo0 | oxo0
;¥ 1 : Response B¥® Result I, LTFERLET,

0x00: Successful Operation

OxFF: Failed Operation
F2 EELENAFTUT—EDIETEZTAFENFET,
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(3) INSTALL: FWA YR k—jLavT v R

EEZAENE-FHFFWOAS VA M—ILEEITEERLET,
Slave IZ#ER % Result |

% 4-7 FWUP Command Type: FWUP_INSTALL Command Data Format

— =L

- axX &

L. REZRLIEKR. BEHFFWERTLEY,

COMMAND Packet Device Packet Data Length Command | Command | Command
Address | Type Argument | Data Length
LSB MSB [Result LSB MSB
FWUP / Request 0xXX 0x02 0x04 | 0x00 | Ox06 0x00 0x00 | 0x00
INSTALL ACK Resp. 0x22 (1]
7 1: Response B¥® ResultfEl&. UTZ#RLET,
0x00: Successful Operation
OXFF: Failed Operation
(4) CANCEL: FWF v t)Lav vk
FWE#HHIEZERLET,
Slave [FE#FHZHH L. EZTRAAEH FWDEENEZERTLET . Slave (TR % Result IZERE L.
HEZRLET,
% 4-8 FWUP Command Type: FWUP_CANCEL Command Data Format
COMMAND Packet Device Packet Data Length Command | Command | Command
Address | Type Argument | Data Length
LSB MSB [Result LSB MSB
FWUP / Request 0xXX 0x02 0x04 | 0x00 | OxFO 0x00 0x00 | Ox00
CANCEL ACK Resp. 0x22 (1]

¥ 1 : Response B Result {ElX. L FTZRLZET,
0x00: Successful Operation

OXFF: Failed Operation
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4232 SENSORav YV K

oY HIERICFAAREEIY Y FTY, R4-9ICAXVF—EEZRLET,

% 4-9 SENSOR TV FUJXR bk

Command Command AE
Type
SENSOR GET_HS300X : HS300x fIET—42BMEFEa<T > K~ HS300x BlE 7— 2 %

(1) GET_HS300X : HS300x BlET—4 WEa<v > K

Slave IZ#E#i SN - HS300x E VY DRIET— 2 EXEEXERLET, Slave [THER % Result IZEREL . &
BEHERLEYT,

Master (&, Result #2HBL., T—2DAMNMEEHZE L T &L, Stale Data DIBA. BT —2REET

LEJ,
% 4-10 Sensor Command Type: GET_HS300X Command Data Format
COMMAND Packet Device Packet Data Length Command | Command | Command Command Data
Address | Type Argument | Data Length
LsB | msB Resut  [1s8 [mss [0 |1 |2 |3

SENSOR/ Request 0xXX 0x03 0x04 | 0x00 | Ox01 0x00 0x00 | 0x00

GET_HS300X | ACK Resp. 0x23 0x0C (1] 0x08 Humidity [Little Endian]
. 4-byte [float type]
Temperature [Little Endian]
: 4-byte [float type]

5¥ 1 : Response B ResultfiflX. LTFERLET,
0x00: Valid Data
0x01: Stale Data
OXFX: Failed Operation
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4.3 THILEIT 74 ILIER
KA4-6ICTAHINFIT7AIERERLET,

relan6220xx0200-rx-2nd-ota-apl
—Demo

Fccrx

|  |-afr-v202210.01-LTS-rx-1.1.3
| |—c k_rx65n_2ndota_demo
| |—c k_rx65n_demo_bootloader
| |—r‘x660_tb_2ndota_demo
| Lrx660_tb_demo_bootloader
L
|-rx660_tb_2ndota_demo
Lrx660_tb_demo_bootloader
'—r01an6220jj0200-rx-2nd-ota-apl.pdf

K46 THINE/T7AILER

ck_rx65n_2ndota_demo 7 # /LA & ck_rx65n_demo_bootloader 7 # LA 1Z[F CK-RX65N B 7O =4
I 7ALDBBHEINTVETS,

rx660_tb_2ndota_demo 7 # JL & & rx660_tb_demo_bootloader 7 4 LA IZIE. TB-RX660 HDO 7O =
D RI7ALDEHEINTVET,

CK-RX65N D A< x4 K& CC-RX A2/ 5D, TB-RX660 ADTA T 4 k& CC-RX, GCC O
I FITHIELTWEYS,

R01AN6220JJ0200 Rev.2.00 Page 14 of 51
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44 a—FHA4X

AK7TV5r—23oDY T ILa—KRIzgFhsd7AsHy O ROM,RAMY A4 XEFRIZELET,
TROEIFUTOEHTHERELTLET,

CC-RX
Compiler

i1k L X)L (-optimize): Level 2: Performs whole module optimization
&#E{t % 4 7 (-speed/-size): Optimizes with emphasis on code size

Linker

=ik 2 4 7 (-nooptimize/-optimize): All

Library Generator

i1k L X)L (-optimize): Level 2: Performs whole module optimization
&i#E{t % 4 7 (-speed/-size): Optimizes with emphasis on code size

F& 4-11 3— FH 4 X (CC-RX)

Jolzy bk ROM RAM
ck_rx65n_demo_bootloader 33 KB 9 KB
ck_rx65n_2ndota_demo 368 KB 345 KB
rx660_tb_demo_bootloader 27 KB 13 KB
rx660_tb_2ndota_demo 49 KB 22 KB

GCC
i1k L R JL: Optimize for debug (-Og)
% 4-12 O3— F¥4 X (GCC)

pA=DZ 2/ S ROM RAM
rx660_tb_demo_bootloader 60 KB 17 KB
rx660_tb_2ndota_demo 90 KB 41 KB

RO1AN6220JJ0200 Rev.2.00
Mar.31.24
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5. TEDEMEREA
(1) TED#WHIKEETIL. TB-RX660 [FHEHE SN TV HS3001 Lo HEZFE>TREET—2DOAMELET,

(2 EAUFYOTAT v TT— rOEHEAZRALT. AWSH 5 CK-RX65N #FH T TB-RX660 DEFH 7 7 —
Loz F7EFDoO0—KL, 727—LDITOBEHETVET,

() T7—LYTT7EHEIZ. TB-RX660 [ HS3001 £ U SBETF—4ICMACTEETF—4tWMEBLE
?—O

DFENT, MBLTWER LU T—2DEREFTDEFK. MYMavhsDPCAOOTHAL
Awstmajylt FhLHERTEET,

6. TEDEY LTV

A7 TV5r—230 /) —bDTEEEATBAEDICBLELGEY 7y TICDOWTEHRBALET,
CK-RX65N & TB-RX660 MEZHEA® HS3001 £ o H DEHAEZEDN—FO 7Dty b7y T, ThE
nNORA AV R—FRAOWE 2 7 —L I 7DEREEESAAZEDY I bz 7DEY b7y T, FLT

OTAZ7 Y 7T—FDEITPLAWS ETOEUHT—FDARIEDT=HD AWS U 5 FRIDEHAKHET
7,

6.1 N—FK9xz7DEy +r7vT
BHIZ. RTEZEBRITHAN—FOz72EKOERERLET, ERICEY b7y TEROERIIK 6-12
ZBBLTLESL, UBTEFREFAOR—FOtE Y 7y TAHERICDOWNTEHLCEHRBALET,

Ethernet or WiFi

PmodUSB
UART

MCU header CN2
pin 12,20,22

USB micro

@b_ o § ‘ il

Azure Internet 10,11 TB-RX660

CK-RX65N

6-1 ATEDN— K9 T72KER

R0O1AN6220JJ0200 Rev.2.00 Page 16 of 51
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6.1.1 CK-RX65ND+tw b7vw TAE

CK-RX65N Dty b 7w TAHZEERLET,
(1) TB-RX660 &M UART @IEAY — J LR

TB-RX660 & UART BIEZE 1T S =M TXD, RXD, GND I& CK-RX65N M J8,J3 A+ 2 DL T DifFIZ
EYHTTLET, 6.1.2(3)I2RY TB-RX660 AlDIHF L LLTDERD & 5 12 UART E5 DG Z B > T
LTLEEELY,

#6-1 Y4 3B UART ## A% (CK-RX65N ¢ HS3001 o4 HR—

k < TB-RX660)

CK-RX65N

GE1)

Pmod I/F

HS3001 & >4 1h—

TB-RX660 Pmod I/F

J8 Pin 1: DO/RX (RXD7) Pin9: TXD (G 1) & | Pin 9: TXD9
J8 Pin 2: D1/TX (TXD7) Pin 10: RXD (1) & | Pin 10: RXD9
J3 Pin 7: GND Pin 11: GND < | Pin 11: GND
£1:HS3001 oY HR— FOMmFIIEZLEDT-&H. TB-RX660 D Pmod I/F DAHEAEETE/ZRS LN
TEFEY,

OUTOOOR — INDOOR BAROMETRIC TEMP & MU
Aor*® ADI r'a:ssun:' JHumioITY caoo

<
- .

8
ola|
7

:

TB-RX660
GND

|

iy

@40HINGISGY

TB-RX660
mmm|mmmnnmnmnm

rﬁﬂ

o0 ° ®
MIC fee, MIC 2
s21 (O, emy

| HCKERXEBN LE .

R/M RTKSCK65NOCO0000BE .-
L bd renescﬁs com/rx/ck-% xss..com,m
Version 1 o -

BIOMETRIC SENSOR [o3]

3
-
N

. .
“ eX1622-003
{ :

K 6-2 CK-RX65N D< 4 12 UART BIEIZERT dimFhiE

RO1AN6220JJ0200 Rev.2.00
Mar.31.24
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(2) PCAOOTHEART—TILVIES
PC & CK-RX65N @ USB <) 7)La %4 A& (micro USB Type-B)&Z USB 4 —J L THEHKLET .

[

6-3 PC~DOYHARA®D USB

(3) EREHE - TNV H L DESR
PC & CK-RX65N @ E20B Debugger 2% 4 (micro USB Type-B)% USB 77— JILTHEHK L EF T,

6-4 BRI - T2 L—4 FHD USB &4

(4) A4 vB—xy MEGAD LAN 77— J )L
CK-RXB5N DA —H Ry hARTZITA VB —FRy MIEEEN TS LANT—JILEERLES.

e
jiﬁ 8

e

654 —HRy MIKBERA 22—y MEK

R0O1AN6220JJ0200 Rev.2.00 Page 18 of 51
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(5) P+ >s\J)16 % DEBUG flIZ5E#KT 5

CK-RX65N =T /Ny T E— FIZF 51=5HIZ ¥ >/ J16 % DEBUG fil(pin 1-2)I25E#& LFE T,

OQUTDOOR lux)ouw BAROMETRIC TEMP &
1

MU

Aol PRESSURE" HUMIDITY  COMBO
& 3 :

% %
NC—+
IOREF
RESET
<33

I ol P o
U,,(uummmummlmxmh -

Cof
o
[ ]
?’6";

@
g

PWR
et A

d

5V E R
GND é 4
GND-&—

L Xi
VIN

=
ialalalelals

3

ORTIY

- ® e

INSIAE

G0Z¥at
A40HINS 9545

sols
A% §

<
A

Y
v

MOD2__I5

111111,

|

£8

6-6 v >/NJ16 DEIE

6.1.2 TB-RX660 Mt v +7 v T A%
TB-RX660 Dty b 7w T HEZRLET,

(1) ErRTEE

HEREOR— RIE, RIL—FHR—ILITAy AU FIF o TGN, LTORMMERE LTS

L. 33VEEMEATESELSLT

LYo

e TB-RX660 A—H—XIY—aFID [513TIaL—4Yty btAvyy] ZBBL. AYFEUEHIT
TS,

e TB-RX660 1—H—XT=a7/D (514 BRBIR~AVH | 23R
{EEW, KTETIEIRX660 # 3.3V THESEET,

e TB-RX660IZCN2aRY B ZfIFTLESL,

(2) HS3001 R— FD#EEkE
TB-RX660 @ Pmod O % 422 HS3001 h— KZ#EHELET,

RENESAS
Made in Japan

RIIO,R57,
e

o [E7R21
®

DHPOPOOH

]
®
=
D
D

npog Juprmg 1o
2-780SN

CN2
©

6-7 TB-RX660 M Pmod 349 % &t o HR— KDIE

RO1AN6220JJ0200 Rev.2.00
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(3) CK-RXB5N &M UART @IER~— 7 ILiEHK:

CK-RXB5N & UART &I %175 =M TXD, RXD, GND I TB-RX660 @ Pmod a4 Z D LU T DifFI
BlY B TTLET, 6.1.1(1)[2RT CK-RX65N DifFEF 6-1 D& 5 UART EB DX ZEI > THERKEL T
{f2&ly,

Pin1 Pin7
1

CK-RX65N
RXD

TXD
GND

}
Pin 6 Pin 12

6-8 TB-RX660 M4 1 UART BIEICFERAT S FUE

(4) PC~AQOYHARTY) ZIVEEDT—TILiERR

PCAS Y FIEGETOST AT B8 TXD, RXD, GND [&. TB-RX660 M MCU A4 CN2 DLLT®D
IHFICENIY B TTULET, Pmod USBUART OV N\N—42DIHFELUTORE LUVED &L 52 UART EB D5t
ISERM-OTEHRKLTLESL,

Pmod USBUART M+ > /8 JPLI1E VCC-LCLAIZEHR L TL &L, ik Y., micro USB MDD
TIRIZEY UARTIIFEE%3.3VIZLET,

E5(Z. PC & Pmod USBUART 3 2 /3—%4 M micro USB Type-B a9 2% USB—JIL T LE
ERS

5 6-2 TB-RX660 & Pmod USBUART O >/\— & DiESR %

TB-RX660 MCU Header CN2 Pmod USBUART 31 >/\—4 Pmod I/F
Pin 12: GND Pin 5: GND
Pin 20: RXD1 (MCU P30) Pin 3: TXD
Pin 22: TXD2 (MCU P26) Pin 2: RXD

Pin12 Pin20 Pin22

6-9 PCAQOTHARAITILEED—TILE TB-RX660 DA E

R0O1AN6220JJ0200 Rev.2.00 Page 20 of 51
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(5) BREHKAT—JILER
PC & TB-RX660 0 micro USB Type-B a9 2% USBY—JILTEHKLET,

6-10 TBEMH - T3 2L —4HD USB &k

6) T2alL—A2Uty kAYFI6)EFHKT S
TB-RX660 DI I al—42 Yty hAYFIB)ERBLET,

O
Rilo

DOHDODD

R ¥4
Il 210

B6-11 ITZaL—2Uty bAYyFTI6)DEE

ULTTEEERT 2-ODN—FI7zT70EY b7y TEETTT, B6-12 ICTERBROLAERE
RLET,

R01AN6220JJ0200 Rev.2.00 Page 21 of 51
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6-12 TEEBRDOLKER
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62 YIrHIzT7OEY TV T

6.2.1 i
BERRBZHDENFADY I LRI TDON—2av[ER 245 SSBLEEL,
(1) QEforOTAMA YA b—JL

e2studio M * = 1 —/\—Mm 5., [Renesas Views] — [Renesas QE]#BE. QE for OTAMNA VX b—JL &
NTWWBEMHERLET, OTA Main (QE), OTA Manage loT Device (QE)AdNIEAS VR k—ILFEH T,

ENGAX TRX 773 Y AWS/Azure ZRIALI27—LI Tz 7EHY 7 FORFE A4 F QE for OTAJ
D 21QEfor OTAMA VA b—JL] EZSHL, QEfor OTAZA VR F—JLLTLZELY,

oject Renesas Views Run Window Help

C/C++ Vi@ g v SEE v Gl
) Code Generator b _
A Mai Triy 5 Lh X
Partner OS >
Renesas QF > % Measuring Current Consumption (QF)
Smart Configurator > 4 OTA Main (QE)
Solution Toolkit > 4 OTA Manage loT Device (QE)

Renesas Software Installer
TCrTeTTcontocone— S 1LgNeEr lebllC key.
*

6-13 QE for OTAMA VR h—ILEN TSN HER

(2) Python EITRIEDA VX F—JL
Python I&. https://www.python.org/ M5 AFTEET,

Ff=. Python @ pycryptodome 54 75 ) ZFEALET, PythonZF (4 VX b—)L#&k, UTDpipav Uk
ZETL. AVAR=ILLTLIESLY,

> pip install pycryptodome

(3) Renesas Flash Programmer W4 > X k—)L

Renesas Flash Programmer (&, Renesas Flash Programmer (Programming GUI) | Renesas M 5 AF TE

F9,

6.22 A—ZFILY T FDERTE
SYFILBEFFE--OQOJBAZRARIZEA—IFILY T+ (Il TeraTerm %) ARETT, DUTIZY
JFZILR—FrDHREERLET,

%63 “UTILKR—FEEE

HH BRE
R—L—Fk 115,200 bps
T—4 8-bit
AV b L
AbyT 1-bit
7 0 —il = L
R0O1AN6220JJ0200 Rev.2.00 Page 23 of 51
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6.2.3 CK-RX65N AD#EA 7 7 —L Dz 7DERREETT

QE for OTA %1$ 2T CK-RX65N D#EA T 7 —Lo 7 ZEM L. e2studio TTNYITEITLET, U
TIZCFIEEZRLET,

1) Fazs boqrR—F

CK-RX65N D J— kO —4% T35 ck_rx65n_demo_bootloader 7AL x4 &, A—HTASTSLT
# % ck_rx65n_2ndota_demo 7AY x5 k% e2 studio 24 ViR— b LET,

1 iRk— rElE. T2 3 >® TCopy projects into workspace] DF = v E5 L TLIEELY,

File Edit Source Refactor Navigate Search Project RenesasViews Run Window Help Q Import [m] X
New Alt+Shift+N >
Open File.. = o Select \
- Open Projects from File System - i o , P |
Create new projects fram an archive file ar directory. H
Recent Files >
Close Editor Ctrl+W
Close All Editors Curl+Shift+W g existing code Select an import wizard:
Save Ctrl+S ‘Iyse filter text ‘
Save As..
v = General ~
Save Al Ctrl +Shift+S P I
Revert ” B
- Existing Projects into Workspace
LB ] e 2ystem
[ B2 = [~ Preferences
I((efresh — - S (7} Projects from Folder or Archive
onvert Line Delimiters To > . .
I=* Rename & Import Existing C/C++ Project into Workspace
Print... Curl =P Ta¥ Renesas CC-RX project conversion to Renesas GCC RX
[« Import. e Renesas CS+ Project for CA78KOR/CATSKO
[ " & Renesas CS+ Project for CC-RX, CC-RL and CC-RH
Properties Alt+Enter Ta¥ Renesas GitHub FreeRTOS (with loT libraries) Project
", Sample Projects on Renesas Website
Switch Workspace 2 e
Restart & C/C+
Exit (= Code Generator v

@ < Back Finish Cancel

6-14 Aoz y bOA KR— D

& Import O x
Import Projects e
Select a directory to search for existing Eclipse projects. { A
(@) Select root directory: | C:Ar01an6925xx0100-communication\Demo Browse...
() Select archive file: Browse...
Projects:
ck_m63n_azure_2ndota_demo (C:\r01an6925xx0100-communicati Select All

ck_65n_demo_bootloader (C:\rd1an6325x0100-communication!
[[] m660_tb_2ndota_demo (C:\r01an6925%x0100-communication\Der Deselect All

[] mE60_th_demo_bootloader (C:\r)1an6925xx0100-communication) Refresh

< >

Options
[ |Search for nested projects

[] Copy projects into workspace

L[ Close newly imported projects upon completion
[ Hide projects that already exist in the workspace

Working sets
[] Add project to working sets New...

Select...

@ < Back Next > Cancel

6-15 A xY bDA2HR—+Q
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(2) QE for OTA EmE %k <
e2 studio M * —a—/\—H 5, [Renesas Views] — [Renesas QE] — [OTA Main (QE)]Z:&IR L £ 3,

oject Renesas Views Run Window Help

o @ ARE 1Yl

) Code Generator >

A Mai Debug 5 Lh X
Partner OS > L L
Renesas QE > 4% Measuring Current Consumption (QE)
Smart Configurator > «& OTA Main (QE)
Solution Toolkit > A OTA Manage loT Device (QF)
*  Renesas Software Installer
—Fcﬁ-cncvutu—tvut—s’igner“ public key.

6-16 QE for OTA Bl &M <

(3) [QE for OTA] 1. Cloud Settings — Sign-in to Cloud
LIBEIE QE for OTA M GUI BEIZCR TR ENT=FIEEY IZHEDHFET,

F9. Cloud IZ TAWS] Z#ZEIRL YA A4 LET, AT VEISEIRLIZU—DaVIZAWS DY Y —
ANERENET,

A Cloud Prepare IoT OTA

1.Cloud Seftings bl BN} Sign-in to Clond

1 Sigo-in to Cloud

2.Prepare projects -
l Cloud s . l

Sign-in Seftings
3.Manage IoT device -
7) Manage 1oT device

v) Create I firmware

) Write program to IoT devices
4.0TA -
(2) Create update firmware

(+) Execute OTA and check status

6-17 QE for OTA T AWS IZH A V1
(4) [QE for OTA] 2. Prepare projects — Select projects

%(FE & e2 studio IZ4 > 7R— k L 1= ck_rx65n_demo_bootloader 7B < =4 k & ck_rx65n_2ndota_demo
Jazy FEBRLET,

Clowd Pregare T o1

A~ a2
L.Cloud Settings - T‘ Select projects [ ]

() Sign-in to Clond
OTAproject | CreateNew || import

() Select provisioning

3.Manage IoT device - Boot Loader ok_n5n_demo_bootioader v

() Manage ToT device

Firmware ck_rxB5n_2ndota_demo &

() Create initial firmware

(/) Write program to IoT devices

4.0TA - Device: RSFS6SNEHXFB_DUAL
Evaluation Board: CK-RX65N

6-18 7R U FDER

(5) [QE for OTA] 2. Prepare projects — Select provisioning
JoEY 3= FA%KELT, [Source code includes credentials (asymmetric keys) ] ZE&IRLET,
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A G Cloud

Prepare ToT

1.Cloud Settings -

(©) Sign-into Cloud

Select provisioning

2.Prepare projects -
() Select projects

(©) Select provisioning 1
3.Manage IoT device -

(+) Manage 1oT device
(%) Create initial firmware

(%) Write program to IoT devices

4.0TA -
() Create update firmware

() Execute OTA and check status

Select a provisioning

Provisioning

Source code includes credentials {asymmelric keys)

Select provisioning(AWS)

QE for V1.1.0 supports only | provisoning

QF Series How to ipstallnpinstall How toupdate FAQ License

(6)

6-19 JOECa = S AEDER

[QE for OTA] 3. Manage loT device — Manage loT device

QE for OTA M FIBEIZHELN loT T/8f REERLFET,

Al Cloud

ToT

1.Cloud Settings

() sign-into Clovd

OTA

Manage IoT device

2.Prepare projects

egister [oT device to Cloud and check status

() Execute OTA and check status

-
(%) Select projects
() Select provisioning
3.Manage IoT device -
Manage IoT devices(AWS)
(%) Manage IoT device
= — « Create IoT devices
() Create iutial firmware . Co - =
@ Wite program to IoT devices b ee
Push [Open View] button
4.0TA - o ]
(%) Create update firmware Create IoT devices

1. Click [Add] Icon and select [Create IoT device]

Manage IoT device | Open view

@)

6-20 10T T/51 R DER

[QE for OTA] 3. Manage IoT device — Create initial firmware

QE for OTADFIBEICHRWEA D 7 —L Iz 7 E#ERLET,

RO1AN6220JJ0200 Rev.2.00
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@ @ Cloud © Prepare @
1.Cloud Settings - E -
v

@ Sign-in to Cloud

IoT O] OTA

Create initial firmware

- uild Boot loader and Firmware to create program for IoT devices.
2.Prepare projects -

(©) Select projects Create initial firmware | Open view

@ Select provisioning

3.Manage IoT device -

Create initial firmware(AWS)
() Manage IoT device

® Prepare creating initial firmware

(©) Create initial firmware o Install OpenSSL

' ‘Write program to IoT devices * Build initial firmware
4.0TA - Install OpenSSL
@ Create update firmware Use OpenSSL to create a code signing certificate.

ﬁ If you have not installed OpenSSL, install it as follows:
@ Execute OTA and check status

1. Open the following URL in your web browser.
Win32/Win64 OpenSSI Installer for Windows - Shining Iight Productions (slproweb.com)
2. Download and install Win64OpenSSL vx.x x Light

Push [Open View] button
Build initial firmware

1. Register IoT devices to create the initial firmware.
Push [Add] button to create the initial firmware in list of [all IoT devices].
To register all IoT devices, push [Add all] button.

2. Specify version of the initial firmware.

3. Push [Create initial firmware] button.

]

6-21 YA D 7 — L9 T 7 DR

(8) [QE for OTA] 3. Manage IoT device — Write program to loT devices
QE for OTA MFIBEIZHELY CK-RX6EN [CHNEA T 7 — L T 7 2 EEAHET,

) © Cloud © Prepare [©

1.Cloud Settings - a
v

(©) Sign-in to Cloud

ToT ® OTA

‘Write program to IoT devices

N rite program to IoT devices
2.Prepare projects -

@ Select projects Write program to 10T devices| Open view

@ Select provisioning

Saanazgiuldeyice M ‘Write initial firmware(AWS)
(©) Manage IoT device
* Install Renesas Flash Programmer
« Connect to evaluation board

* Write program

(2) Create initial firmware

@ ‘Write program to IoT devices

4.0TA - Install Renesas Flash Programmer

@ Create update firmware

Use the Renesas Flash Programmer to write the initial firmware to the evaluation board. If you
have not installed it, please install it.

@ Execute OTA and check status

1. Open the following URL in your web browser.
https://www.renesas.com/rfp
2. Download and install the latest version of the Windows version

Connect to evaluation board

1. Connect PC and evaluation board. Please refer to the UM of the evaluation board for the
connection method.
Example) CK-RX65N(user emulator)

6-22 AT 7 —L DT TDEEAH

(9) ENEREER
6-6 ML+ >7%J16 % RUN f(pin 2-3)I25E#& LE T
—IFIIYVITLEREL, K6-230&5 125N EAThTLVNIE CK-RX65N DH#EIFXTT T,
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X 6-23 CK-RX65N () A 5 E @

6.2.4 TB-RX660 HO#MEA T 7 —Lo 7 DER EEIT

TB-RX660 FAD#HA 7 7 —L™o = 7 #4EM L. Renesas Flash Programmer TY A A VIZEEAHET,
UTICFIEZRLET,

1) FASIY DA UR— b

FIZED CK-RXSNADTAD ) FERKIC, K7 TV r—2ar/—rTHUTILa—FELTR
fft L TLV%, TB-RX660 D T— +FO—4% T35 rx660_tb_demo_bootloader AL Y b &, 2—H T
0455 LTHA rx660_th_2ndota_demo FAY x4 k% e?studio 24 Vi R— kLFET,

@) FESIY FOELR

rx660_tb_demo_bootloader 7B =4 k& rx660_tb_2ndota_demo ALz Y FEEJI KL, MOT 77
ANEERLET, MOT 77ALIET B Y b7+ )LFETD HardwareDebug 7 # LA [THERL S N E
ER

Q) ¥MHAT7—LIzT7DHER

e S 1= rx660_th_demo_bootloader & rx660_tb_2ndota_demo @ MOT 7 7 4 L& #E& L T TB-
RX660 DM T 7 —LD 7 #ERLET. MOT 77 1 ILDFEEIZIE Renesas Image Generator % {# F
L#F 9, RenesasImage Generator I [RX 773 J7—L9xF77vFTT—k EPa—)L Firmware
Integration Technology 7 74— 3>/ — bk Rev.2.01] IZfHET 5 Y—ILTT, EMIZOLTIX, £
Do %DT7 T)5r— 3>/ —bk® TRenesas Image Generator] E# ZSBFZ S0,

rx660_tb_2ndota_demo\RenesasimageGenerator 7 4+ LA TUTDIAT Y FEETL., FIfi77— L4
) = 7 initial_firm.mot Z4ER L £9 . RenesasimageGenerator 7 # JLA M howtouse.txt 7 7 A JLIZaA<T >
FXhdpYET,

> python .\image-gen.py -iup ..\HardwareDebug\rx660 tb_2ndota_demo.mot -

ibp ..\..\rx660_tb_demo_bootloader\HardwareDebug\rx660_tb_demo_bootloader.mot -
o .\initial_firm -key .\keys\secp256rl.privatekey -

ip .\RX660_ Linear_Half ImageGenerator_PRM.csv -vt ecdsa

R0O1AN6220JJ0200 Rev.2.00 Page 28 of 51



https://www.renesas.com/jp/ja/document/apn/rx-family-firmware-update-module-using-firmware-integration-technology-application-notes-rev201
https://www.renesas.com/jp/ja/document/apn/rx-family-firmware-update-module-using-firmware-integration-technology-application-notes-rev201

RX65N %' )L— 7  FreeRTOS % AL \f- Amazon Web Senvices [2& AtV A Y FINA AN OTAT v TT— MU Fba—K

(4) WEAT7—LITT7DEEFRAH

Renesas Flash Programmer Z VT, ETER L1=##1 7 7 —L4™ = 7 initial_firm.mot % TB-RX660 I
EERAHFET,

rx660_tb_2ndota_demo\rfp 7 #+ JL# N ® Renesas Flash Programmer 7B < £ 4 bk rx660_program.rpj %
B ZE. Program File [Z5I1F EVERL L 7= RX660 FAD#EA 7 7 — L™ = 7 initial_firm.mot Z#§% L T. Start &
2w LTLESLY,

s Renesas Flash Programmer V3.12.00 - x
File Target Device Help
Operation Operation Settines Block Settings Flash Options Gonnect Settings  Unique Code
Project Information

Gurrent Project: rxfi60_proeramrpj

Microcontroller: RX Group Endian:  Little v

Program File
azure-prnxy—adu-demn¥rx56D,lhjndma,demo!!RenesasImageGeneratm¥inma|jirm\mnll Browse.. I
CRGC-32 : 14B6CCAF

Flash Operation

Erase >> Program > Verify

Start ‘l

Renesas Flash Programmer V3.12.00 [3 July 2023]
Loading Project (C¥ws¥azure-proxy-adu-demo¥rx660_th_2ndota demo¥rfp¥rxBB0_programrpj)

Clear status and message

6-24 Renesas Flash Programmer TO#HAT7 7 —LD T 7 DEEAH

(5) ENfEHERR
TB-RX660 DI I al—4 Yty hAYRIB)EEHEKLET,

—IFILYITLEREHL. K6-25DKS5EENEAOTHASATLVNIE TB-RX660 DEHFIFTT
T3,

¥ COMS - Tera Term VT - ] X
File Edit Setup Control Window Help

er [with buffer] wver 1.0.0 ====

6-25 TB-RX660 ) O 4 EmE
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6.3 AWS 75 FD%#(H
AWS TR A havy—izad4 2 LET,
AWS v A a2y —)L | AWS (amazon.com)

IRXTCAVPAVY—IILEEDALICRREINATWSY—Ca U EHEL, QEfor OTAR Y A VDR
EERMLELY—aVEBRLET,

B 4 ® & Tk

default layout ‘ <+ Add widgets

6-26 J— 3 VDEEER

6.3.1 OTA7Z7Y7T—FrDE=HDHRE
TRX 77 3 !) RX65N 2§15 Amazon Web Services & ¥ L = FreeRTOS OTA DEIR A
(v202210.01-LTS-rx-1.1.0 LR IGAR) | 5B L. BEFITLVET,

1) EEF7TUHS—ar/—+rd 3.4 Amazon S3/345 Y FDERL] DFIET Amazon S3 /34y k% 4E
BLET, SCTHRELLAYY FEFTEERTHICERLET.

(2 EET7TIUHS—3 2/ —+D I35IAMA—H—IZ OTADETHEREZE|IV LTS OFIETH—E
AA—)LEERLET, CITRELEY—ERA—LEETERTHICERALEY,

Q) LtEFIUHT—23av/—+D 52T 7—LDzTDEH (5)~0)] OFIETI— FELAHELEEHK

LErd, 22T, B89 50— FELRIHEZ(X6.2.3(7)ET CK-RX65N DA T 7 —Lo T
% QE for OTA THERL L= & ZIZER LI-EIBAZEZFEALET,

SEBAZ (X ck_rx65n_demo_bootloader/QE-OTA/codesigning [CYER &N TULVET ., SEBAZEI(L secp256ril.crt,
W L secp256rl.privateKey, SEBAZEF z—Vld cacrt ZBELEFT .

v ‘1-_—‘%.- = ck_rebon_demo_bootloader [ota-2nd-mcu-demo master
*\;—f' Binaries
it Includes
= HardwareDebug
“ 2y = QE-OTA
I+ = bootloader
Vv [Z3 > codesigning
5 Ca.crt
5 ca.key
2 sece256r1.cr‘t
5 secp25erl.csr
S secp256ri.keypair
9 secEESGr'I.ErivateKex
2 secp256ri.publicKey
heiy = SIC
ck_rx65n_demo_bootloader.rcpc
ck_rx65n_demo_bootloader.scfg
& ck_x65n_demo_bootloader HardwareDebug.launch
5 README.md

(2} > Developer Assistance [ota-2nd-mcu-demo master]

6-27 O— FERIIAEDIERIGAT
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6.3.2 Y T—AAHRIELDI=HDERE
ZELEE YT —2%0 57K TAHEILT 51-HIZ. Amazon CloudWatch & & U AWS loT Core T
UTDOFIBTHREZITVVET,

Note 457X TORAMILIIBNELL ., T—E2HRAWSIZBVLWTWR I EE2TSHHFETHEETEAIEND
WEWSIHEEIE 63 2EDEEIIN L ARAIEETT,
ZDBE. B6-28NDLSIZAWSI0TD IMOQTTFA I SAF k] T
liotdemo/topic/sensor] % TRISATFBHIETEUYT—ANPFRYRZIETETLNSC
EETXFRIMNERATHERTEET,

AWS loT X AWS 10T > MQTT test client

MQTT test client e

Monitor

You can use the MQTT test client to monitor the MQTT messages being passed in your AWS account. Devices publish MQTT m¢
Connect AWS loT. AWS |oT also publishes MQTT messages to inform devices and apps of changes and events. You can subscribe to MQ"
the MQTT test client.
Connect one device
» Connect many devices
» Connection details
You can update the connection details by choosing Disconnect and making updates on the Establish connection to continue page.

Test
» Device Advisor

MQTT test client

Device Location New
rrrrrr Topic filter  Info

The topic filter describes the topic(s) to which you want to subscribe. The topic filter can include MQTT wildcard characters.

I Enter the topic filter l

P All devices » Additional configuration

P Greengrass devices
> LPWAN devices Subscribe

Subscribe to a topic Publish to a topic

Manage

6-28MQTTTAKISATY FTHOT—AZEHEDR
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6.3.2.1 Amazon CloudWatch D& FE
(1) AWS IoT TIL—ILZE1ERL

[AWS loT] = [JL—IL] = [L—ILZER]ZEZV ) v LET,

AWS loT
tor Rules (0) o c

Rules allow your things to interact wit

X AWS loT > Messagerouting > Rules @

Mor

h other services. Rules are analyzed and perform specific actions based on messages published by your devices.

Q Find rules

Conrfect

Cqnnect one device

Name A Status v Rule topic v
» Cdnnect many devices

No rules
You don't have any rules in ap-nar

Test

» Defice Advisor

MQTT test client

Deice Location New

Destinations

Retained messages -

() Cloudshell  Feedback

© 2024, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences

(2) IW—IDTANT 1 EIEE
IW—ILBEADL, [RNZEVV VI LET,

AWSIoT > Messagerouting » Rules » Create rule ®
Specify rule properties
Specify rule properties p y p p L]

A rule resource contains a list of actions based on the MQTT topic stream.

Configure SQL statement

Rule properties

Attach rule actions Rule name

l cloudwatch_visualize_ruld

Review and create
Rule description - optional

Ent ption to provide additional e

tion of your new rul

w Tags - optional

No tags associated with the resource

Add new tag

Cancel

https//ap-northeast-1.console.aws.amazon.com/console/home?region=ap-northeast-1 © 2024, Amazon Web Services, Inc. or its affiliates. ~ Privacy ~ Terms  Cookle preferences
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(3) SQLRT—hrAY FERTE

SQLRT— AV FEANLET ., TEFRFITAFIZUTOELSICAALFET . REITITHITHIRBER
RISEFELTLEEELY,

SELECT *, timestamp() as timestamp FROM 'iotdemo/topic/sensor’
(BITHRE)

AWS IoT » Messagerouting » Rules » Create rule

Step 1

Specify rule properties

Configure SQL statement

Add a simplified SQL syntax to filter messages received on an MQTT topic and push the data elsewhere.

Step 2
Configure 5QL statement SQL statement
Step 3
Attach rule actions SQL version
The version of the SQL rules engine to use when evaluating the rule
| 2016-03-23 v

Step a4

Review and create
SQL statement
Enter a SQL statement using the following: SELECT <Attribute> FROM <Topic Filter> WHERE <Condition>. For example: SELEC

I 1 SELECT *, timestamp() as timestamp FROM 'iotdemo/topic/sensor’ I

sQL  Ln2,Col1

Cancel Previous

) Cloudshell  Feedback ® 2024, Amazon Web Services, Inc. or its affiliates. Privacy ~ Terms  Cookie preferences

@ TW—=LTFH2avE7RAYFI ATYTTIL—ILTIL a3 EER
7% < 3> 12 ICloudWatch logs] %3#{R L. [CloudWatch Log ¥ IL—TF#E/Z2 Vv LET,

1]
@

AWSIoT ) Messagerouting » Rules » Create rule

Attach rule actions i

An action routes data to a specific AWS service.

Specify rule properties

Step 2

Configure SQL statement SQL statement Back

Step 3

Attach rule actions SELECT *, timestamp() as timestamp FROM 'iotdemo/topic/sensor’

Review and create Rule actions

one or more actions to happs

jefine additional activities that
ations. You can add up to 10

xhen the above rule is matched by ai
g them in a database, invoking cloud

Action 1

CloudWatch logs

Send message data to CloudWatch logs

v v Remove

Log group name Info

|c

7 |le

I Create CloudWatch Log group [4 I

Batch mode
The payload that contains a JSON array of recards will be sent to Cloud watch via a batch ca

[] Use batch mode

1AM role

[ Cloudshell  Feedback @ 2024, Amazon Web Services, Inc. or its affiliates. Privacy  Terms  Cookie preferences [&
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5y BITTL—TEHERK
AT TIL—T&EAAL. ERK]ZV ) VI LET,

= [}
Cloudwatch X CloudWatch > Loggroups > Create log group
. ]
Create log group
ashbo
v Alarms Ao @1 Qo Log group details inte
in alar
Allal
@ CloudWatch Logs offers two log classes: Standard and Infrequent Access. Learn more about the features
offered by each log class. [
Logs
Log Ar
Live Tai
Logs Insigh
¥ Metrics

¥ X-Ray traces

[ CloudShell  Feedback

s Cookle preferences

(6) HLLVO—ILEZERK
ATDTNL—TRIZ, ERLERTTIL—T%ERL. FHLLWO—LLEERZI VYO LET,

= o ]

WS IoT > Messagerouting » Rules > Create rule

Attach rule actions

An action routes data to a specific AWS service.

Configure SQL statement SQL statement ’T‘

SELECT *, timestamp() as timestamp FROM 'iotdemo/topic/sensor’

Specify rule properties

Rule actions
Select o

Action 1

v | CloudWarch logs v Remove

Log group name Info

\ sensor-visualize «|[c view [

Create new role

] Cloudshell  Feedback
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(7 ER L= 1AM B—)L %R

IAM AB—)LIZ, ERELF-0—)LZEIRLET,

AWSIoT > Messagerouting » Rules > Create rule

=i Attach rule actions

An action routes data to a specific AWS service

SQL statement \il
Attoch rule actions SELECT *, tinestamp() as timestamp FROM *iotdemoftopic
F nd creat Rule actions
e —— , dby 9 c
) tobo ac i up
Action 1
- Uuld'.‘t?l(h\m?%l ) v Remon

Log

Create CloudWatch Log group [4
Batch mode

Use batch mode

sensor-visuslize-cloudwatch-role

v || view [3 Create new rale

Add rule action

(] Cloudshell  Ferdback

(8) IL—ILYERRICEKTI LT=C & #HERR

[RA] = [ERIEHEH, L—ILD—EIZ, ERLEL—LIARTRENTNSLEHERELET.

= Attach e action ELECT *, timestamp t mp FROH * intdemo/topic/sensor o
L= ! Rule actions
Salact oneorm " =
essages amve, ke =
Action 1

+ | Cloudwatch logs

v Remove

Log group name Info

sensor-visualize v \ o View [

Create CloudWatch Log group (2

Batch mode
Use batch mode

1AM role

sermsor-visuslize cloudwstch-role EE View [3 ‘ [ create new rale

Add rule action

Error action - optional

RO1AN6220JJ0200 Rev.2.00
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= cloudwatch_visualize_rule

Review and create Description

Step 2: SQL statement Edit
SQL statement
5QLversion
2016-03-23

SQL query

SELECT *, timestamp(} as timestamp FROM 'lotdemo/topic/senser’

Step 3: Rule actions Edit

Actions

CloudWatch logs

Error action

Mo error action

AWS loT X @ Successfully created rule cloudwatch_visualize_rule.
AWS loT > Mess: uting » Rules
Rules (1) mfo z Create rule
Q 1 ®
O Name a| stas v | Ruletopic v | Created date v
l O doudwatch visualize_rule @ Active iotdemo/topic/sensor February 18, 2024, 15:52:11 (UTC+09:00) ]

[ CloudShell  Faedback

(9) CloudWatch TY 5 7 RR &R
CloudWatch R—CZRRL, EAZa—0 A5 DA YA ] 29Uy LET,

AT NL—TI2, £I1FE63216)THERLEITIL—TEEIRL, UTOIITYHEADL, [T DET]
#0)v o9 LES,

stats avg(hs300x_humidity), avg(hs300x_temperature) by bin(1m)
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AR TICHOSTRRRENET,

CloudWatch X CloudWatch » Logs Insights =
Discovered
Favorites and recents > fields
Logs Insights info [A Start tailing 5m 30m 1h 3h 1zh Customn [ Compare (Off) - new | Local timezone W |
Dashboards Select log groups, and then run a query or choose ple query o
v Alarms Ao @100 uerie
eries
In alarm Select up to 50 log groups. v | Browse log groups |
All alarms ®

sensor-visualize X Clear all ‘

¥ Logs I stats avg(hs300x_humidity), avg(hs3eex_temperature) by bm(]m)l

Log groups

Help

Log Anomalies

Live Tail # Query gefferator 5S¢ ®

Histary

Logs Insights

¥ Metrics un For maximum of 60 minutes.
All metrics @ Complete
- tor ) Paterms )
Streams

Visualization Add to dashboard

¥ X-Ray traces

v
Traces
Trace Map
@0 avglhs300x
2. avglhs300x_temperature)
¥ Event:
vents .
Rules
30
Event Buses
N . 25
» Application Signals
» Network monitoring 20
¥ Insights 1
Container Insights
!
Lambda Insights °
Contributor Insights - " N
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7. TEDETFIE
TFTEHEETTAFIBIZDOVTHBALET,

7.1 EIKREDENERESR

6ENDTENEY F7YTHNETLTWASIRET, TB-RX660D )ty FRA v F(RESET)EZ#H T L/\—
Koz7)ty FEEITLET, RBRICCK-RX6EN )Y FRA v FSDEHTLAN—KIzT7U+Y
FEEITLET

B—ZF )Y T FTEIA I LOOTEHERLET,

7-1 12 CK-RX65N DO EEEZRLET, HS300L oY DEET—4MHAShTWA I EZ2HEREL
9, Ff-. TOTFTICIEMQTTEBIETEUYT—2E AWSAZEELTWAAITNRERTINET,

¥ COMS - Tera Term VT - ] X ‘

File Edit Setup Control Window Help

#aTT] [INFO] Publishi i i . A

X 7-1 CK-RX65N @O A 4 EmE

RIZ, M 7-2(ZTB-RX660 DOSEEZTRLET, HSI001 Lo HDEET—FDARTINTINS I &
EHRELET,

F1-. VIEIREE TIL TB-RX660 O LEDO WEH L E T,

R0O1AN6220JJ0200 Rev.2.00 Page 38 of 51




RX65N %' )L— 7  FreeRTOS % AL \f- Amazon Web Senvices [2& AtV A Y FINA AN OTAT v TT— MU Fba—K

A COMS - Tera Term VT - O X
File Edit Setup Control Window Help

7-2 TB-RX660 A4 HEME

&#%I1Z. X 7-3 (2 Amazon CloudWatch DEEZRLET, HS300L oYM ORELEEET—40T
STEENTWBRILEERLET,

CloudWatch x =
v Browse log groups . -
Favorit > fields
sensor-visualize X Clear all -
Dashboards
stats avg(hs3eex_humidity), avg(hs3eex_temperature) by bin(im) =]
Alarms Ao @10
In m
Alle % Query generator 5 e ® @
Help
Logs Run query Save History
Log
Log Anomalie © Complete
Live Tail
Logs (5) Patterns (-) Visualization
Logs Insights
Met Visualization Add to dashboard
All metrics Graph type: Line w
Expl
a0 S— S S — .
35
X-Ray traces
30
fap
Events
20
Rules
Event Bus =
Application Signals 10
Network monitoring 5

Insights

[ Cloudshell  Feedback ©2024, Amazon Web Services, Inc. or its affiliates.  Privacy  Terms  Cookie preferences

K 7-3tA>%") OTA 7w 75— FEIM Amazon CloudWatch D45 7 &RR

CORENEHUHY OTAT v T T— FETHIOMNEAKETT,
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7.2 TB-RX660 M OTA 7w JF— FDET

721 BHFI7—LITTOER
(1) rx660_tb_2ndota_demo 7AT Y rDY—RAI—FDEE

rx660_tb_2ndota_demo/src/rx660_tb_2ndota_demo.c @ MEASURE_TEMPERATURE DYV R % (1)IZtE v k
LEY,

F71-. £DT O DEMO_VER_MAJOR, DEMO_VER_MINOR, DEMO VER BUILD #ZHEJ 5 & T, E{THIZO
JRERENDBN—DaVEEEBTEET,

#define MEASURE_HUMIDITY (1)
#define MEASURE TEMPERATURE (1)
#define DEMO VER MAIOR (2)
#define DEMO VER MINOR (@)
#define DEMO VER BUILD (@)

(2 BHI7—LDTT7MOT 774 ILER)DIER
rx660_tb_2ndota_demo ATz Y FHEEILFL. MOT 77/ ILEERLET,

B) BHI7—LIz7(RSUTZ7AILEX)DIER

{ERL S 1= rx660_th_2ndota_demo ) MOT 7 7 1 JL%. Renesas Image Generator % L T RSU #
XOBEHI7—LOTICEHBRLET,

rx660_tb_2ndota_demo\RenesasimageGenerator 7 # LA TLUTODAT > FZEETL. RSUBRXDEFH
7 7—Lr 7 =7 update_firm.rsu ZERLET,

> python .\image-gen.py -iup ..\HardwareDebug\rx660_tb_2ndota_demo.mot -o .\update_firm
-key .\keys\secp256rl.privatekey -ip .\RX660_Linear_Half_ ImageGenerator_PRM.csv -vt
ecdsa
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7.2.2 AWS TOTA Y 3 JDER

1) AWSIRT A bavyYy—JLIZHA4 142 L, ELE® TService] — TloT] — ToT Corel #:#E{RL
£,

Recently visited

Internet of Things

Favorites
All services FreeRTOS

FreeRTOS is an loT Operating System for Microcontrollers

loT 1-Click

Trigger AWS Lambda functions from simple devices

[~7] Analytics
|5 Application Integration

= AWS Cost Management loT Analytics

Collect, preprocess, store, analyze and visualize data of loT devices

= Blockchain

[} Business Applications loT Core

- Connect Devices to the Cloud
Ol Compute

@ Containers loT Device Defender

P T N p— Secure your fleet of connected loT devices

Database .
loT Device Management
Developer Tools Securely Manage Fleets as Small as One Device, or as Broad as Millions of Devices
== End User Computing
loT Events
[} | Front-end Web & Mobile Detect and respond to events from loT sensors and Industrial loT equipment

Game Development

AWS loT FleetWise

Easily collect, organize, and transfer vehicle data to the cloud at scale.

: Machine Learning

7-4 AWS O —E REM®
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(2) AWS loT Core MZE®M A — 2 —hH 5 Remote action — Jobs Z:&R L. [Createjob]Z2 ') v LFE
ERS

Services Q,

AWS loT X AWS IoT » Manage » Remoteactions ) Jobs
Monitor Jobs (200+) nfo
Jobs define a set of remote operations to send to and run on one or more devices that are cc
Create job
Connect
Connect one device ‘ Q Filter jobs

» Connect many devices

(] Name Type | Status
O AFR_OTA-rx660- Snapshot ® Cor
Test
» Device Advisor ] AFR_OTA-r -2nd-15 Snapshot ® Cor
MQTT test client O AFR gPA-rx660-2nd-14 Snapshot @ Cor
Device Location New
(] FR_OTA-rx660-2nd-13 Snapshot ® Cor
AFR_OTA-rx660-2nd-12 Snapshot ® Cor
Manage
» All devices (] AFR_OTA-rx660-2nd-11 Snapshot @ Cor
P Greengrass devices O AFR_OTA-rx660-2nd-10 Snapshot ® Cor
P LPWAN devices
O AFR_OTA-rx660-2nd-09 Snapshot @ Cor
Software packageggew
¥ Remote acti ] AFR_OTA-rx660-2nd-08 Snapshot ® Cor
(] AFR_OTA-rx660-2nd-07 Snapshot @ Cor
Job templates
(] AFR_OTA-rx660-2nd-06 Snapshot ® Cor
Secure tunnels
» Message routing (] AFR_OTA-rx660-2nd-05 Snapshot ® Cor
7-5 AWS IoT Core EH
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(3) TCreate job) EIET lCreate FreeRTOS OTA update job ] %#:ER L T[Next]Z2 U vy LET,

AWS IoT » Manage > Remoteactions »» Jobs » Create job

Create job

Jobs define remote operations to send to and run on devices that are connected to AWS loT. Create a custom job, a FreeRTOS

over-the-air (OTA) update job, or a Greengrass V1 Core update job.

Job type

() Create custom job
Create a job to send an executable job file to one or more devices connected to AWS loT

© Create FreeRTOS OTA update job

Send a request to acquire an executable job file from one of your 53 buckets to one or more devices connected to AWS loT.

() Create Greengrass V1 Core update job
Create a snapshot job to update one or more Greengrass V1 Core devices with the latest Greengrass W1 Core or OTA agent
version.

Cancel Next

7-6 ¥ 3 JEREE

(4) TOTA job properties] EIET Job name] ZAAL. [Next]Z92JUvo LET,

31 Services | Q Search

AWS loT » Jobs » Createjob » OTAjob

pay OTA job properties
OTA job properties
Step 2 Job properties
Job name
Step 3
° | 2nd_mcu_ota_update_demo-01
— - - - characters: a-z, A-Z, 0-9, - (hyphen), and _ (underscore)

Description - optional

P Tags - optional

cancet

7-70TA aJo7a/T4 AHEE
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(5) TOTAZ7A4IILEE] BETEEEBZANLET,

@

® 0 0O

®@ ©@® Q ©0

lDevice to update] Tl 6.2.3(6)E T QE for OTA T E L 7= loT device name #ERL F
E

l'Select the protocol for file transfer] TIEMQTT Z®EIRLE T,
'Sign and choose your file] TIl& 'Sign a new file for me.] Z#RLET,

[Code signing profile]l Tl& 6.3.1(3)Z TER L 7= Code signing profile Z:&IRLF T,

Note CCTHRELI—FRELIIBPZEO IO I 7ANLIEEAVF) MCUD T 7—LITTD
JI— REERELICIEFFERIALG WO, FEDTOTI 7/ IILEZEBETEET, 21— FELIIE
Renesas Image Generator TEHHA RSU 7 7 M ILEZER LIZBIZ 7 7 ILAICEER SN ET,

lFile] TIX lUpload anew file.] Z:&IRLET,

lFile to upload] Tl Choosefile] 22 w5 L. 7.2.1 ETHR L= TB-RX660 DEEHA®D
77—LTF7RSUKBK)ZERLET,

[S3URL] Tl TBrowse S31 #491Jvy L. 6.3.1(1)ETHREL- Amazon S3 /87y F%&
RLET,

['Path name of file on device] IZIXEEDXFFHZAHNLET,
Filetypel IZI&. 1] ZAHALFET,
lRole] 21 6.3.1QETHREL-OTABHFAY—ERO—ILEZRIRLET,

LEZEARE., [Next]ZI ) VI LFET,
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B 4 ©® v

nakaki @ 8886-9508-8161 v

AWS loT Jobs

Step 1

OTA job properties

OTA file configuration

Feedback English (US) v

Create job

OTA job

OTA file configuration i

Devices info

Thi

Devices to update
@ | il

‘ test_mono X

Select the protocol for file transfer

HTTP

ely over MQTT or HTTP to the FreeRTOS-based things

File nfo

Sign and choose your file

Code signing ensures that devices only run code published by trust

© Signanew Choose a Use my
@ file for me. previously custom
signed file. signed file.

Existing code signing profile

Gl 3 T

File

@ [ © Upload a new file. ] Select an existing file.
File to upload

@ ‘ [ Choose file j

© rx23w_tb_2ndota_demo_update.rsu

File upload location in S3

ocation in $3

view B3 | | Create 53 bucket

Path name of file on device
r ey location whers the file v

¥ File type - optional

File type

IAM role info

Privacy

© 2022, Amazon Web Services, Inc. or its affiliates.

Terms

Cookie preferences

7-8 OTA 7 7 A LR EEE
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(6) TOTA job configuration] BEIE TIEEELREDI=H. TDEF[Createjob]ZV ) v LET,

aws 5% Services | Q Seor

AWS loT Jobs Create job OTA job

step _ OTA job configuration
OTA job properties

Step 2 Job run type

OTA file configuration Choose how to run this job.

step 3

© Your job will complete after deploying to the devices and groups that you chose

OTA job configuration (snapshat)

Your job will continue to deploy to any devices added to the groups that you chose
(continuous)

» Job start rollout configuration - optional

Specify how quickly devices will be notified when a pending job starts.

» Job stop configuration - optional

These configurations define when to automatically stop the job. The job stops if a percentage of devices fail the deployment after a
minimum number have deployed. The job cancels if any of the criteria are met after the job starts

» Job run timeout configuration - optional

Specify how long the job will run.

7-90TA ¥ 3 JREE®E

LEDFIETEHAUEY) OTAZYTTF—RHDOTA D a IHREH S, IBELET/NA RIZHEITT
OTA  a IHhEEINET,

723 ®AHAUEY) OTAT Y 75— FETHDENERESR
CaTDERNSEHTOTAT Y TT— AR FEY F£9 ., CK-RX65N & TB-RX660 DEAMS, EHY
HYOTAZwITT—bDEHBILOTHASAET,
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7.3 OTA7 Y IT— FEDENERESR

7-10 (27 v TT— h&®D CK-RX65N DO JEE %R LFET, HS3001 LY TRELEET—42IC
MAT, FEICRET—INRTEINTVWSZLEHRTEEY,

¥ COMS - Tera Term VT - ] X ‘

» HUMIDITY: 40.%

7-10 77 — L = 7 EHED CK-RX65N OO JEH

RIZ, M 7-11 12 TB-RX660 DOV EIEZRLET ., TB-RX660 77 —LD T 7EHFICHKINTS &,
HS3001 Z VU CREELBREDAET—2ZWMBLET,

-, VIHPRETAB L TULNV - LEDOIZMATLEDL 3 S LET,
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[
[
L
[
[
[
[
[
[
[
[
[
[
[
[
[
L
[
[
[
[
[
L

File Edit Setup Control

‘1. COMS - Tera Term VT

:60. 46 :H]:
.44[RH],

Window

Help

X 7-11 Z77—ADT7EHED TB-RX660 OO E@E

%I, B 7-12 [Z Amazon CloudWatch DEIE %R L £, HS3001 UM SEG LI-EE L EEDAE

ET—EMNTSTIEENTIND Z & &HEE

£
it

L/ia—o

CloudWatch

[R—

sensor-visualize X Clear all

stats avg(hs300x_humidity),

% Query generator

Run query Save
@© Cor
Logs (5) Patterns (-) Visualization

Visualization

Graph type: Line w

£(hs30ex_temperature) by bin{im

Browse log groups

Add to dashboard

©2024, Amazon Web Services, Inc. or ts affilistes.  Privacy  Terms  Caokie preferences

7-12

FEBERLEERYET,

tHUH Y OTA 7w JT— D Amazon CloudWatch D455 7 &RE
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8. IEZRIE

8.1 FHIAZA—TUY—RYITLITITDIA 2 RAIER
LFDA—ToY—RY I bz 7E2FERLTVET,

e TinyCrypt Cryptographic Library
e URL https://01.org/tinycrypt/
e T4t R https://github.com/intel/tinycrypt/blob/master/LICENSE

e FreeRTOS
e URL https://www.freertos.org/

e T4t 2R FreeRTOS open source licensing, FreeRTOS license description, FreeRTOS
license terms and OpenRTOS commercial licensing options.

82 TEEZEWIHIAWSDU =T33 Ea1—HHERIZONT

TEREDED AWS DEREICDONT, FRY—YavEa—HHERICOVTOIEFEZLUTITRLE
ER
[(EAY—Y 3 vIzoT]
ZDTEIEAWS D ap-northeast-1 (FEF7/IR T4 vy (BRR) ) V—2avTEBBLTVET,
DY —CaVTIDNDTEEZERT HBE1E. TETHERALTWDH—EXNEFDY - 3 U TR S
NTVBEHNERICCHERLZE,

(1—H#RIZDULVT]
Z DT EIX AWS Identity and Access Management (IAM) T AdministratorAccess DIERMNF 5 SN f-

A—HTEITLTWET, TDH, EEY—EREZFERT HED IAM TOLEEROFEICBIL TXK
REHTY .

8.3 AWS OFA#HEIZDONT

AWS QOFIFKRICE TR, TETHR - FERALEI ST R Y—RICEK > THENRET HIEELH
VES, BERLBVREZH OIS, TERRRIERLEZISVFED) V—RZHIBRT 5 L EHE)
HBLFET,
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BIREEH EERN—VICBE

121 FA4NWE /" T7AIER ZBH

1.3 BMERERRIRIR

IDE ## % e2 studio 2021-07 Z{81E

R 13 TEPEREREYS (EoH9HR—F)  UF ZHAR— R
EREL

143— K94 X 24 FLDOREEZEBE

1515 TEEBEEAWS DY —C 30 E1—HHERIZDNT
%#Bh

10-12

2.77—LOITEFAHS XEZREL

13

B1ITEME X31TEARTHE DDHENEZREL

15

3.2.2 TB-RX23W R— F DL (1) RSK+RX65N-2MB R —
F&ED UART BIEADInFZER XEZREL

18

3.3.1 RSK+RX65N-2MB /R— FRAD#MEA T 7 —L = 7 DE
REEEAH RI2EFNDERZI 74 IILOKMIGHT i
BANEZREL

RTD 7+ I FRHERDOERZFMICIERE

18

3.3.1 RSK+RX65N-2MB ;h— KD WHA 7 7 — L = 7 D1E
REZEAH QD) FIES: NPT 7—LIT7OHES
14 FILDREEBIE

20

3.3.2 TB-RX23W R— FEHOMA 7 7 —L o 7DER EE
EFAH 2 FIE2: NEBRBFERAANIZKZ IO LD
EEH A FLIC TRERBERANIZES] FBE

20

3.3.2TB-RX23W R— FEDWH 7 7 —L Oz 7DER EE
EAH B FIEL: NPT 7—LIITOHEE 24 R
DI EEBIE

21

3.3.4 AWS AlDHTE TAWSCLI 2FIHT 5-0DHEEFEIl &
M3.Python XY ) T b &#RTTH-HDHE] [CEE

22 -45

334AWSHIDHRTE (2 EUHT—E2DARIEDE=HDHRTE
REAZREL

46

334 AWS IDERE [(3) AWSCLI #FRT 5= DK
El # [(3)Python RU ) T +2RTT5=ODHEL I
Pl

50

342 TB-RX23WR— KD T 7—LoxzF7D2nd OTAT v

==

T— FZE1T (2) FIE 2 : Renesas Secure Flash Programmer
T7Yv7T—rRADI77—LD 7% NBEZREL

50

342 TB-RX2ZZW  R— KD 7 7—L 7D 2nd OTAT7 v 7
T—rEfT ) FIE3: Python U ) T b EETT 58
2. PCEtTa~w o RT7OVTE2RE 44 MLEEH

50

342TB-RX2ZW A R— KD 7 7—L 7D 2nd OTAT7 v
T—hET Q) FIE4: a2 RKTO2T b LT script 7+
WEEHLY R IHIFITERE 24 MLEEH

51

342 TB-RX23WHR— KD T 7—LoxzF7D2nd OTAT v
TF—FEFT B)FIES5:2ndOTAT7 Y TTF—FEEFT &
3-7aAT U FICRERT HANEDSES%E USER_REGION ##
=EH
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51-52 |3.42TB-RX2ZWHR—KDT77—LI 7D 2nd OTAT7 v
T—FET B)FIE6:2ndOTAT7 Y TT— FET 2HR
XEZREL

FE OZEM

53 3.4.3 HS3001 >4 & ZMOD4A410 oY DT—2 DY 5
VEADT7yTO—FETEAHE XEEREL

1.10 2022/03/31 — AWS |oT Over-the-air Update Library v3.0.0 [Z %
5-7 RX65NA7OC Y FERIZDE, Nyy—CRUTHILE
BRZEIE
5-7 £700 1Y bO T+ ILFHERIZ settings 7+ LA EBD
9 BN {EMESRIRIED IDE % e2studio 2022-01 [IZE#F. Toolchain

% CC-RX V3.04.00 IZE#. RX65N 7Rz bD
FreeRTOS % Version 2021.07 I[ZE#H

9 O— KA XEEH
19-20 |RX65NAZ7OD Y FERICHEL., 7 7—LV 7 DHE
BAEEEH
47 RX6SNR 7O x4 FERIZHEN, HAOTDRY)—>
ay hEEH
51-55 |OTA7 Y 7T— L DETHEEEH

56 RX65N 7O Yy FEBIZEL., HABTDRY -2
ay FEERH
2.00 2024/03/31 — AR — K% CK-RX65N & TB-RX660 IZZEHE,
— RX65N FHD 7R 4 D FreeRTOS IN\yr— U 2 E#H
— RX660 BN 7O D FWUPFITON—2 3 U EEH
— FAR—FETOD Y FOEBITHEN., 7TUSr—2 3
/— b E2@EMIHRET

R0O1AN6220JJ0200 Rev.2.00 Page 51 of 51



HEIERALDFESEIE
CCTlE RAaVERLRIERYT S MERALOFERE] ITOVWTHALEY., EIOFERALOFESTBICOVNTIE. ARF1 AV MBIUTY

ZALTYITT—FEBRBLTIESL,

1. BERXE
CMOS HGDE Y HLDIRFFHERLEEZ DN T T ZEL, CMOS HRFEVHERICE > T — MEBREZEL D LB Y ET, EROR
FORIZIE., HHAEFRAICEALTLIEERD FL—OIHTUr—R, BEEHOBEHM. EBY—ALGEEZFAL, BAITIRIZFT—
REBLTLESD, F5RAFvIREICKBLEY., HFEMS-Y LEVTEEL, £z, CMOS #RZERE LAR— RIZDOWTHRKDEK
WELTLEELY,

2. BR/ABOLE
BERBEARDT, REOKEBITETT ., BREZARICE, LSIONBEROKEITEETHY . LOXIDRELZIHFOREESFETT . 5B
Uty MEFTY LY FFHRGDBE. BREANS Y Y FBEMICHELETOHME. HFOREBIIRIETEERA, RIS, RB/T—7F>
Dty bMEEEEERLTY £y T HERDSE. BREANS YUY FOMNEZ—FEEISET 2ETOHM. HFOREEIRITEEEA,

3. BEAIEBIZBITHRANES
LEEROBERNSA TREDLEFIZ, ANEBPCARATLT vy TEREANLGVTLES WD, AHNESPARATLT v TERISOEFEAIZ
KU, BEEESIFREILELY. BEERSRIAARBRFELLSELYTIEENHY ET, EHBIC TERA IBICETLIANES] I2O20T
DEHBOHDLERIE. TORBETFH>TLIESL,

4. REAHFOLIE
RERIHFE. TRERAHFODRE] (CHOTRELTLEZEL, CMOS #GDANHFOA VE—F U RIE, —fRIZ, NS VE—F VR EHS
TWET, RMEAHBFLEEARRETEESE DL, FHERRICEY., LSIADO/ 4 XHEMEh, LSIRBTEEERNFNIY. ANESLEH
ShTERBEERIIBALHYET,

5. 289712201\ T
Yty bEE. 7Oy oRRELEE. Uty FEERBRLTCESY, TOYSLETHRO/ Oy /Y ERRE. YYBZEI/ Oy I RRELE:
BRICUYBZTLESL, Yty b, HERIRT (FREASERER) 2RV 0y THBEZEBRT S VATLTIE, 70V IN+RRE
Lz, Uty FEBBRLTLESY, £z, OV S L0ORDPTHBREIRT (FFNBRIRER) AV 0y ICOYEZ LI5S, Y1Y
BREOI/AYINHRRELTHSUIYBZ TS,

6. ANIHFOENIKA
AN/ A XPRFRIZEDBEBEAERBEOREICHEYFETOTEELTLLEEL, CMOSEHRDAAN/ A X EITEEL T, Vi (Max.)
5 Vi (Min) ETOEBICELEFEDLSHIEEE. RBELZSIESECTBNLHYET. ANLRILLPEEDEEFEEEAA. Vi (Max) BB Vik
(Min.) FTOEEZBBT I2EBHPMPIZF Y2 YD IT/AXBENALHVESICERALTEEL,

7. UY—TJF7KLR (FHMEE) 07/ REL
YHF—TF7 RFLR (FHEE) O7 IV EREZIELET, 7 FLRAEEICZIE., FEROMREERICEIY M TLOATWNS UF—TF7FLR (FH5E
B) ’HYET, ChoDT7 FLRET7IVEALEEEDOHFITONTIE, RIETEFRADT, 7IVEALBWVLKSIZLTLESL,

8. HAEODHMEIZDONT
BEZORLGDIHEMKEETLHESF, BRBEZILICVRTLFHEAREEEL TSV, ALTL—TDIA IV THRENES L, T5Y
VAAEY, LATIRRE—VORELREICKY . BERMWHEEOTHET, HHEE. BEY—C0, /A XHE, /(4 XBHELENELDBEN
HUET, BENESHRIERET H581F. BAORRTLICOVRATLFHERBEERBEL TS,



10.

11.

12.

13.
14.

III—-\ =

AEHICHRBINEER., VI bz 7ELUINSICEET 1ERIE. FEFRUIOBES. EARNEHETIIOTT, BER. VI LI T7TH
FUCNSICEHET IEREFEAT HBE. BEROBEICENT. BEROBE - SATLEEHCESL, ChoDFERICERLTELEE
(BEHRFREEZFVWTNICEL-EBELEAFT, UTRILTY, ) ICEAL. ZiE. —UZ0EEZZEVEEA,
LUHBBFLEAREHICEHINERET -4, B, R, 7AYS L, ZLTYXA, HCARBGZEOEROERISER L THRELEEZEOES
., BFETOMOMMMEEICHT IREFLEIASICETIHRICONT, HitE. ASORIEZETSIIDOTELEL., FLEEEZESLOT
IEHYEEA.

LE, AERCEISLUELEIEZFEOHIIE. SEETOMOHNMMEELMSHETILOTEHY ERA,
LHBEREHARAALEROBBEA, Wi R5E. FIA. BAZOMDTAZITSIICHEY., E=FREOEMOMNAICHTISA LU IANBEL
BBHHEA. UBTM UV ARBOHMB L URBEEEHROFEEICENTIToTLESL,

LHWTE SHFLE—BE[DHT. FE. HE. EE. UN—RIUP=ZF7UrY, F0OM. FEYIERALAVTLLESW, MhdiE. &
L EE UNR—RIVCZFYLTHIZEYELEEETICEAL, 41E. —UF0EEEZEVEEA,

LE, SHBUSKOREKEE MEEKE) LU [EREKE] CHELTEY., EREKEX, UTISRTARCEGAERINDGCLZER
LTBYET,

BHOKEE . aUEa—4 . OAMER. BEHE. FHAMES. AV, RE. ITE#M. N—VFL#E. EE£A0KRy +%

%‘%E*iﬁ' MR (BEHE, BH. M%) . EFE (E5) . KREEEHE. SRERER DI TL, EERLHHMEES
LHBRIE, T—2P— FHEICKYSIEHEM. Harsh envionment AITEREEHELTWILDEKRE, EHiEE® - %1$I‘F§§&I£TT““T$®E
B - /XTL\ (EMFEE. AMRICIBORAAERATIL0%) | L LAEEXRGYNBTERESBIETNOHI B - DA TL (FEE
B/L. BEDHE. RFAHHORTL, MEHFHEORTAL, TS5V MERVRATL, BEHERSE) ITHEASNEIELEZERLTELT. -J(Lb
DARIZHERTAERFBEELTOVERA, X, SHABELTVAVARICUHBRZZFERALE-IEICKYBENELTH, SHE—TZFD
BERZEVEEA.

HowBEBRURE. NMIHENSDREMEE 100%FRIESNTVIDITTREHY FA. BHN—FIZT7/ VI 7HIICEEF2Y
TARENEARFENTNEEDEHYETH. ChiTk-oT, H#E. EFa2UTHBEBMELEIEE (UHAUSFTLESHMIMNAERIATL
BURTLIZRHTBAIET VR - FEFAZEAHFITH. ChICRYFERA, ) hSELIERXZESIOTEHY FRA, Bitld, BHERZF
FIFSHBEINERSINEHLP DV RT LN, FEGHRE, BE. IMILR, TH. N\vx VY, T—20OHEFHEIBEZOMOFELBAT
B (THEBMHMRE] EOWET, ) &> TEEEZTRVILE#FRIELFRA, Stk BBERMBICERLEFEIAICEEL TELESIC
DT, —UEFZEVFERA, . ZFITBVLWTEDLNBBRYIZENT, FEHBLUSHN—FIZ 7/ VYI Yz 7HRIZTONT, BR
EBLUVHEENEDERICHT IRIMLELSVICE=ZEDEFNEZRELLEVILORIIEED. AFFEFLERROVNELZRIELTVERA,
LHUIECHEADEIE. RFOUBER (T—FY— b, A—4F—AX a7 7FUS—vav/—b, EBEENY R TvIICRED T8
ATNA ZADERALO—MEHAEIEEIE] F) #CHAOL, BUMNEET IRAEHE. BEEREXTHE. KBSE. REFHTOMBEEHD
HENTIHEACESL, EEEHOHEREEZRA TUHERZCERASA-IBA0KE, BHEOTESS LUERICOEEL T, HtE, —4)
ZTOEFXEAVERA,

LE, SHESKOSESSCEEEORLICEHTOETA, FERRRIHIBEETHEARKELY ., FRAEKHICE>TIFEHELEZYTS
HEENHY FEFT, Tz, BHERE. T—2 20— FFICBLTHEEME. Harshenvionment B ITRGEEEL TS LD EMRE. MiRGHREETZ
ToTHBYFEEA, RICHHEROHRETIIBHENELEBETH>TH. AFEH. AKERFOMUESMEBETEZELSELAVELS. BF
BHOBEICENT, TRE, ERESRG. SBEBLEHZOREZHSIVI—VUT0EE, BEHOBE - DX TLELTORERILEZ
ToTLESWL, BIT, Y43V Y T I 7E. BRTORIEGREBL 0. BEROHEE - VRATLLELTORERIEZRFEHROEETIT-T
&L,

LHBHZOBRBEESHZEOHMICOTELTE, EREANHTLUHEXROFTHMER LSV, THEAICKELTE. HEOWEOESR - A
%3419 % ROHS 6%, BASKIBERELESZTHRENS 2. I ZERICERTSL5 THEACESL, MMSESEETFLAEVNI &I
FYELCHEFICELT, 4%k, —IZz0EXZEVFEEA,

LUBRBLIUBEMZERNNOZSES L VHRAICE YRS - A - REEZLESATVIHEE - DRATLICERTAILIETEE A, SHERE
FUHEMEE#EL, REF-IBEETHHEE. MEABRUNEZESE] TOMBAESSJVCERASNINEOHEEEEERREETL. £
NEDEDDECAITRVVMDERFHRELFT >TSS,

BEHIPLUHEZEESFICETEINSBEICIE, FHICLZE=FICHL T, ATIEEESRHOEEH L BNTIEEIEASILDLEVLE
ED

AEHOEMELE—BELHOXBICLIFMOREEBILLUEHFELIERTEIILERLETS,
AERICRBINTVINBTEFESHBERICOVTIFALGANSTNELZL, BHOEXBLEFETHHEE S,

FE L AERICEVTEASINA TS MEf] &E LR YR ILY PO RBARIHRE I VILRYR TLY bAZ) AKX EEN, BEMIC

XETHRHELNET,

F2. FEMIBLTHERASATLS MEHRE] L3, F1ICEVTERSA-SHORRE. HERGZLVET,

(Rev.5.0-1 2020.10)

At AriEith HPEEEREO
T135-0061 HEAGIREEM 3-2-24 (BNT+LP7) BHOMBOEM. FXaity FrORFER. RFOEXHMHAEERE
WWW.renesas.com OICET 2B®/EEE, Uz TV FETELLEL,

www.renesas.com/contact/

BIEIZDLT

IR HRABEVILRHROTFEIILRYR TLY O %KD
BETT, IRTCOBEEE L UBEHEEL. ThTLOMEEICRRE
LET,

© 2024 Renesas Electronics Corporation. All rights reserved.


https://www.renesas.com/
http://www.renesas.com/contact/

	1. 概要
	2. 動作確認条件
	3. ハードウェア説明
	4. ソフトウェア説明
	4.1 ファームウェアアップデート方式
	4.2 マイコン間UART通信
	4.2.1 UART通信設定
	4.2.2 データフォーマット
	4.2.2.1 Packet全体のデータフォーマット
	4.2.2.2 Payloadのデータフォーマット

	4.2.3 コマンド仕様
	4.2.3.1 FWUPコマンド
	(1) START：FW更新開始コマンド
	(2) WRITE：FW書き込みコマンド
	(3) INSTALL：FWインストールコマンド
	(4) CANCEL：FWキャンセルコマンド

	4.2.3.2 SENSORコマンド
	(1) GET_HS300X：HS300x測定データ取得コマンド



	4.3 フォルダ/ファイル構成
	4.4 コードサイズ

	5. デモの動作説明
	(1) デモの初期状態では、TB-RX660は接続されているHS3001センサを使って湿度データのみ取得します。
	(2) セカンダリOTAアップデートの仕組みを用いて、AWSからCK-RX65N経由でTB-RX660の更新ファームウェアをダウンロードし、ファームウェアの更新を行います。
	(3) ファームウェア更新後は、TB-RX660はHS3001センサから湿度データに加えて温度データも取得します。

	6. デモのセットアップ
	6.1 ハードウェアのセットアップ
	6.1.1 CK-RX65Nのセットアップ方法
	(1) TB-RX660とのUART通信用ケーブル接続
	(2) PCへのログ出力用ケーブル接続
	(3) 電源供給・デバッガとの接続
	(4) インターネット接続用のLANケーブル接続
	(5) ジャンパJ16をDEBUG側に短絡する

	6.1.2 TB-RX660のセットアップ方法
	(1) 事前準備
	(2) HS3001ボードの接続
	(3) CK-RX65NとのUART通信用ケーブル接続
	(4) PCへのログ出力用シリアル通信のケーブル接続
	(5) 電源供給用ケーブル接続
	(6) エミュレータリセットヘッダ(J6)を開放する


	6.2 ソフトウェアのセットアップ
	6.2.1 事前準備
	(1) QE for OTAのインストール
	(2) Python実行環境のインストール
	(3) Renesas Flash Programmerのインストール

	6.2.2 ターミナルソフトの設定
	6.2.3 CK-RX65N用の初期ファームウェアの作成と実行
	(1) プロジェクトのインポート
	(2) QE for OTA画面を開く
	(3) [QE for OTA] 1. Cloud Settings – Sign-in to Cloud
	(4) [QE for OTA] 2. Prepare projects – Select projects
	(5) [QE for OTA] 2. Prepare projects – Select provisioning
	(6) [QE for OTA] 3. Manage IoT device – Manage IoT device
	(7) [QE for OTA] 3. Manage IoT device – Create initial firmware
	(8) [QE for OTA] 3. Manage IoT device – Write program to IoT devices
	(9) 動作確認

	6.2.4 TB-RX660用の初期ファームウェアの作成と実行
	(1) プロジェクトのインポート
	(2) プロジェクトのビルド
	(3) 初期ファームウェアの作成
	(4) 初期ファームウェアの書き込み
	(5) 動作確認


	6.3 AWSクラウドの準備
	6.3.1 OTAアップデートのための設定
	(1) 上記アプリケーションノートの「3.4 Amazon S3バケットの作成」の手順でAmazon S3バケットを作成します。ここで設定したバケット名はデモ実行時に使用します。
	(2) 上記アプリケーションノートの「3.5 IAMユーザーにOTAの実行権限を割り当てる」の手順でサービスロールを作成します。ここで設定したサービスロール名はデモ実行時に使用します。
	(3) 上記アプリケーションノートの「5.2 ファームウェアの更新 (5)~(9)」の手順でコード署名証明書を登録します。ここで、登録するコード署名証明書は6.2.3(7)章でCK-RX65N用の初期ファームウェアをQE for OTAで作成したときに作成した証明書を使用します。

	6.3.2 センサデータ可視化のための設定
	6.3.2.1 Amazon CloudWatchの設定
	(1) AWS IoTでルールを作成
	(2) ルールのプロパティを指定
	(3) SQLステートメントを設定
	(4) 「ルールアクションをアタッチ」ステップでルールアクションを選択
	(5) ロググループを作成
	(6) 新しいロールを作成
	(7) 作成したIAMロールを選択
	(8) ルール作成に成功したことを確認
	(9) CloudWatchでグラフ表示を確認




	7. デモの実行手順
	7.1 初期状態の動作確認
	7.2 TB-RX660のOTAアップデートの実行
	7.2.1 更新ファームウェアの作成
	(1) rx660_tb_2ndota_demoプロジェクトのソースコードの変更
	(2) 更新ファームウェア(MOTファイル形式)の作成
	(3) 更新ファームウェア(RSUファイル形式)の作成

	7.2.2 AWSでOTAジョブの作成
	(1) AWS マネジメントコンソールにサインインし、左上の「Service」→「IoT」→「IoT Core」を選択します。
	(2) AWS IoT Coreの左のメニューからRemote action → Jobsを選択し、[Create job]をクリックします。
	(3) 「Create job」画面で「Create FreeRTOS OTA update job」を選択して[Next]をクリックします。
	(4) 「OTA job properties」画面で「Job name」を入力し、[Next]をクリックします。
	(5) 「OTAファイル設定」画面で各種項目を入力します。
	(6) 「OTA job configuration」画面では変更不要のため、そのまま[Create job]をクリックします。

	7.2.3 セカンダリOTAアップデート実行中の動作確認

	7.3 OTAアップデート後の動作確認

	8. 注意事項
	8.1 使用するオープンソースソフトウェアのライセンス情報
	8.2 デモを実施するAWSのリージョンとユーザ権限について
	8.3 AWSの利用料金について


