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Read-Out
Protection

Asynmetric
Key Crypto

Secure Key
Storage

Security Software Library

Threat
Product cloning Best
Product disruption
with malware injection Best
during update
Eaves-dropping during Best
update
Privacy threat by Best
firmware/data exposure
Add-on program to Best
damage or steal
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Best Better Good
Best Better Good
Best Better Good
Best Best Good
Best Best Limited
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32-MHz ARM® Cortex-M0+ cPU | S1
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NVIC | SWD | MTB

Code Flash (128 KB) 14-Bit A/D Converter

(18 ch.)
12-Bit D/A Converter

Data Flash (4 KB)

SRAM (16 KB
( ) Low-Power Analog

Comparator x2

Temperature Sensor

USBFS Data Transfer Controller
CAN Event Link Controller
Serial Communications Low Power Modes
Interface x3
Multiple Clocks
SPI x2
Port Function Select
IIC x2
RTC
SysTick

General PWM Timer 32-Bit Capacitive Touch

Sensing Unit (32 ch.)
General PWM Timer
16-Bit x6

Asynchronous General
Purpose Timer x2

SRAM Parity Error Check 128-Bit Unique ID

Flash Area Protection TRNG
ADC Diagnostics AES (128/256)

Clock Frequency Accuracy
Measurement Circuit

CRC Calculator
Data Operation Circuit
Port Output Enable for GPT

IWDT
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FPU | ARMMPU | NVIC | ETM
JTAG | SWD | Boundary Scan

Code Flash (1 MB)

14-Bit A/D Converter
(28 ch.)

Data Flash (16 KB)

12-Bit D/A Converter x2

SRAM (192 KB
( ) Low-Power Analog

Flash Cache Comparator x2
MPUs High-Speed Analog
Comparator x2
Memory Mirror Function OPAMP xd

Temperature Sensor

General PWM Timer
32-Bit x10

Capacitive Touch
Sensing Unit (35 ch.)

Asynchronous General
Purpose Timer x2

Segment LCD Controller

WDT

. System & Power Security &
Connectivity ‘1‘ M);nagement @ﬁ Safety @ Encryr%on ﬂ

USBFS DMA Controller (4 ch.)

CAN SDHI Data Transfer Controller

Serial Communications
Interface x6

Event Link Controller

Low Power Modes
IrDA Interface

Multiple Clocks
QSPI SPI x2
Port Function Select
IIC x3 SSI x2
RTC
External Memory Bus
SysTick

S31)—XRIFS1IV—RKVERBEDA T EEET

IN=RDOIT/V T IITHRET SV NI+ —LOEEELT
Rz T r— 3V FFEERIRY DRenesas Synergy™ MCU

ECC in SRAM 128-bit Unique ID

SRAM Parity Error Check TRNG
Flash Area Protection AES (128/256)
ADC Diagnostics GHASH

Clock Frequency Accuracy
Measurement Circuit

CRC Calculator

Data Operation Circuit

Port Output Enable for GPT

IWDT
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FPU | ARMMPU | NVIC | ETM
JTAG | SWD | Boundary Scan

Memory Analog 4+ | Timing & Control (':} HMI @;]

Code Flash (up to 2 MB) 12-Bit A/D Converter
Data Flash (up to 64 KB) 12-Bit D/A Converter
SRAM (up to 640 KB) High-Speed Analog

Comparator
Flash Cache
PGA
MPUs

Temperature Sensor
Memory Mirrror Function

Connectivity lts

Ethernet MAC Controller DMA Controller
Ethernet DMA Controller
Ethernet PTP Controller
USBHS USBFS

CAN SDHI

Data Transfer Controller
Event Link Controller
Low Power Modes

Serial Communications Multiple Clocks

e Port Function Select
IrDA Interface
QSPI SPI

Ic Ssl

RTC

SysTick

Sampling Rate Converter

External Memory Bus

General PWM Timer 32-Bit
Enhanced High Resolution

Capacitive Touch
Sensing Unit

General PWM Timer 32-Bit
Enhanced

Graphics LCD Controller

2D Drawing Engine

General PWM Timer
32-Bit JPEG Codec
Asynchronous General

Parallel Data Capture Unit
Purpose Timer Pl :

WDT
System & Power _ Security &
Management (0] Safety @ Encryption ﬁ

ECC in SRAM 128-bit Unique ID

SRAM Parity Error Check TRNG

Flash Area Protection AES (128/192/256)

ADC Diagnostics 3DES/ARC4
Clock Frequency Accuracy RSA/DSA
Measurement Circuit
SHA1/ SHA224/ SHA256
CRC Calculator
GHASH
Data Operation Circuit
Port Output Enable for GPT
IWDT
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FPU | ARMMPU | NVIC | ETM
JTAG | SWD | Boundary Scan

12-Bit A/D Converter x2
(25ch.)

Code Flash (4 MB)

Data Flash (64 KB)
12-Bit D/A Converter x2

SRAM (640 KB) -
High-Speed Analog
Flash Cache Comparator x6
MPUs PGA x6

Memory Mirror Function Temperature Sensor

Ethernet MAC Controller x2 DMA Controller (8 ch.)

Ethemet DMA Controller Data Transfer Controller
Ethernet PTP Controller
USBHS USBFS

CAN x2 SDHI x2

Event Link Controller
Low Power Modes

Serial Communications Switching Regulator

Interface x10 Multiple Clocks

IrDA Interface
Port Function Select

QSPI SPI x2
IIC x3 SSIx2 Rv©
Sampling Rate Converter SysTick

External Memory Bus

General PWM Timer 32-Bit
Enhanced High Resolution x4

Capacitive Touch
Sensing Unit (18 ch.)

General PWM Timer 32-Bit
Enhanced x4

Graphics LCD Controller

2D Drawing Engine

General PWM Timer
32-Bit x6 JPEG Codec
Asynchronous General

S T Parallel Data Capture Unit

ECC in SRAM 128-bit Unique ID
SRAM Parity Error Check TRNG
Flash Area Protection AES (128/192/256)
ADC Diagnostics 3DES/ ARC4
Clock Frequency Accuracy RSA/DSA
Measurement Circuit
SHA1/ SHA224/ SHA256
CRC Calculator
GHASH
Data Operation Circuit
Port Output Enable for GPT
IWDT
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