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REMIEEREMRLESEENTT . ABRICHENHIERICIIEFREBELEY BRI O>TIIHE
RDN—avHNEHFEIN, ABHAEDLH>TWSIEENHYET . BARERIE. SERELTIERDIZ. &FHEH
FUERGABITOVNTIEEFBRDOFF 1AV MESRIZSLY,

E 5 (Introduction)

ZOT7TIVr—2a0 /—hE A RAH AT LIZEITE RET—FDEF 2171k (secure Data at Rest) 3% 51T ZB
I HMETEIEZERBAL., Synergy MCU DX 2 Ts¥EEZFERALTRET 20X a7V ) 21— 3 %K1
TEREERNLET . RET DX aT7IbEE. EBAREA T NARELEEERABELTNARIZHFEET
BHZ T —A (sensitive data) #{RiET HE M TIREIN T SHEEL Y —ERDIETT,

Synergy MCU (X, RET—2DEX17EAERIRTESLSIZ, CPU &/VRXT XA (bus master) #EARALF-=T—42®
B5 1t (encryption) . FBEEA = (authentication schemes) . A HY/EEIAHT VIt X (read/write access) H LU
1 EDHEEIAHT It X (write—once access) DIRFEFRIREICLTLVET , &51Z, Synergy MCU (X, EEF27Y
Tz 7T7OERIZEKBEED X 1) T4BEE (security-related) [E D 2 & (peripheral) DHIHEENZT 5
Fa)TAHBEERATLET,

Renesas [&. ¥ 17 J—b,<$—+ (Secure Boot Manager, SBM) 7 74— 3> /—ra)—RALEL=. 2D
¥ 27T —rA—4 (secure boot loader) HX MCU T /3L RIZEHSTIERE D E A (root of trust) DIZENZRF-LFET,
SBM ZERTABRET—EDTIIV5—2a  DHARSAVIEART T ) r—ar/—hTlE. mLEE AL

RISV a7 TV r—2avmitOIOT7 TV r—2av/— b OFERAEHIE. BET—205EHRYRE
(sensitive data read protection) . Z2Z A AR & (write protection) . A EY /EE A H 1R E (read/write protection) .
Write—Once {£5& (write—once protection) . Write—Once &5td+HRY 1R (write once with read protection) 2% &L T
WET, AEE SRAM OFEAAEICEALTIX, ZO7T)r—ay /—bMIGH MY RELEETAHREDFERAAE
FlERLET,

CDAARIZH-S T, AEF DOEFERETIC Synergy HNRETEREFT 2D X7 LDOBEEEY ) 2—2a % &
ALT.®RET7IVr—2avIitEdh 8 TEXa7arvR—R b2 ELSRELZER. ABLTWS YT LT T
—ara—REVEEELTSRBLTI—RZERTEE T, COHAFIL, Synergy MCU Dt F )T oH#4EEED
EHYIFERTIEMT, AR TV EAEEEZ YN T YT TED LS. ATFYTCEDRETIO—FBEH L TLET,
N—FOT7HEEDEME AP IZREF BEBAK, N—FOz 72— —XI=a27ILEMSynergy™ VIR T /8y
r—2 (SSP) A—H =X a7 IIIBHINhTWET (BEEHDEEZSR),

W7A)Y)—R (Required Resources)
BARY—ILEY IR

e? studio ISDE v6.2.1 &F7=[EZ 1 LIBE (www.renesas.com/synergy/e2studio)

Visual Studio 2017 Community Version (https://visualstudio.microsoft.com/downloads/ )
Synergy Y I7box7/8vr—2 (SSP) 1.5.3 £fzIEZ L& (www.renesas.com/synergy/ssp)
Segger J-link® USB F5/\ (https://www.segger.com/downloads/J-Link/)

Renesas Flash Programmer V3 (https://www.renesas.com/jp/ja/products/software-
tools/tools/programmer/renesas-flash-programmer-programming-gui.html)

N—KHz7

e Renesas Synergy PK-S5D9 Fw (www.renesas.com/synergy/pk-s5d9)
e Windows 7 &7z(& 10 &. Tera Term a2V —)LERIEELDO T T) r— a0 B EIELTLVS PC
e 2 AR®M Micro USB —7J )L
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AR LR #H (Prerequisites and Intended Audience)

ZDT7F)r—ar/—kI&. Renesas e? studio ISDE & Synergy Y7k 7 /84— (SSP) D fE ARREAH S
CEERMHRELTVWET . COT TN r—2ar /— b DOFIEEERITT BHH1IZ. [SSP A—HF—XI=aF7ILIOFIEIZ
FELBlinkyl 7OP Tz VREEILRLTEITTIRELHYET . ThIZkY. e? studio & SSP DFEMAICIEN. R—F
ANDTINVTEEANEY ITHEEL TWVAIEERRTEET . MA T, COT7 T r—av/—hE, S5D9 75via
AEDIEEE e2studio DVUHRI)TEDHRATAXIZET DM HDHZELRIRELTVVET,

WHRFEE L. Synergy MCU ZERAL=RET 20 tX17tV)a—avRARICRET 51— T,
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BXR

1. X7 T—FDHEE (Secure Data OVErVIEW) .......c..cccuveiieeirieiieecrieeeteeeeeeeeeeteeseeeereeaeaeeaee e 6
1.1 REEZET—20O RO — (Sensitive Data at Rest TOPOIOGY) ...ccecvvvveeceeieiieee e 6
12 RET—2DEF1T 5% (Data at Rest Security MEASUIES) .........ccceevevevrereeeeeeeereeerceeiesenanans 6
121 T ARG B L (DAta ENCIYPTION) ettt ettt e et e et e e et e et e e et e et e e e e e e et e e e e e et e e e e e eeeeeeaaens 6
122  T—AT7ERXFH (Data AcCess CONLIOl) .......c.ceieiueieiereeieeeeee et ee et ete e te et eteete e eteeteeteeaeseseenas 7
1221 FEAERYEREE (Read ProteCtion) .....ciciciiiiiicic ettt sttt ettt r et be et e besreeneebe e e seas 7
1222 EFIAFHIRTE (WrLe ProteCtion) ..ocviieeieeiicreecreeereeeteeeteeesteesteesteestesseestesetessteesseesseseseeaseesteesseesressneeanes 7
1223 FRHEYRELZEZIAHIRE (Read/Write Protection) .......ccceeiiiiiiiiii et seteee st see s sree e sveesereeas 7
1224  Write—Once fREE (Write—0nce ProteCtion) ........c.cuieuiiuieiiiiteeieeteeteeete et ete e e ete et e te e eaeeebeeaeeeaeeteeeeeenas 7
1.2.25 Write-Once {RFE L F A HUY {RE (Write—Once and Read Protection) ...........cceevveeeieieeieeieeeceee e 8
13 RET—2OEFaTEDYRITOT 74 )L ERERRBIHDDHT (Secure Data at Rest Risk
Profile and Attack SUMace ANAIYSIS) ......ccuciiiiiiiii ittt ettt ste s sre e enee e 8
14 X277 —rO—S2OFEARFEFLEFERABOREFET -2 DX 171 (Secure Data at Rest with
and Without SECUre BOOT LOAAEI)  ....coviiiiiiiiiitiiiiie ittt ettt ettt et 8

2. BRETADLEXTIEIZEEET S Synergy MCU M #EEE (Synergy MCU Features for Secure Data

AL RESE) 1ttt — e e e e e e e e e e aaee e e e e ——————aaaeeaaaaaarraaaaaaeaaaans 9
21 SynergyDEF¥a T4 EXRDHE (Overview of Synergy Security Elements) ......cccocevcvecverenvennene 9
22 EF )T A4 MPU (SECUMY MPU) oottt te e st e s e s te e ste e s raestaessaeesbeeneeenre e 9
221  BX AT T—FFEIH (SECUIre Data REZIONS) .vvveeeieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeessereesseteeesssteeessstreeessaieeeeaaes 10
2211 BIH AT T O 5L (SECUIE PrOZram) .ueeeeeeeeeee et e e e e e e e e et e e e teeeeeeseeesseeeeteeeseseeseeessireesaeeans 12
2212 EFXxa2T7T7IEADERERE (Secure Access Monitor and Protection) ...........cccovvvviiiceecieecieeereene. 12
23 759 aT IR 42 EJ (Flash Access Window, FAW))  ..o.oceceieeieieieeceee e 13
231 O—FI75vPaDEETAAREEZRERT H5-HDEF2T1 MPU & FAW DfERF % (Using the
Security MPU and FAW for Code Flash WEite Prote@ction) ..... ... e e e e e e e aeee e 14
24 TN TEX)T4ICHT HHREEBEIE (Debugging Security Considerations) .............ccccceevevnane. 16
25 ARMMPU, NRATY A% MPU, /A\RX L—7J MPU IZE83 %;%i8 (Notes on ARM MPU, Bus Master
MPU, BUS SIAVE MPU) oot e e e e e e et e e e e e e e e e e e ee e e e ree s 16
26 FOMOEFa)T«EFE (Other Security EIBMENES) ....cocooeeiveeeeieeieeeeeeeeee e 16
261 EFXaATEEBIEIL T (SCE)(Secure Crypto ENgine (SCE)) ..oeoiiee e i 16
2611 BEXAUTATILT Y X L (SECULY AIGOFIENMS) .eveeeeieeeeee e e e e e e e eee e e ee e eeeeeetreeeeseteeeseetreeeeaieeeeaaes 16
26.1.2 FOMOREEIEtFX) T HEEE (Other Crypto Security FEAtUIrES) ooviveeeeeeeee e eeeeeeeee e eeeeeeeeeaae s 16
3. XA TAEFZNDER (Configuring the Security EIEMENTS) ......veeeeeieeeeeen 17
3.1 Synergy MCU D# 7> 3 VERTEAEY OBE (Overview of Synergy MCU Option-Setting Memory)
............................................................................................................................................................... 17
32 +EXalT 4 MPU®DER (Configuring the Security MPU) ........ccooioviiiieieeceeeceeeeeeeee e 18
3.2.1 EXaYT4 MPU DL RBMERTE (Setting up the Security MPU ReGISEEIrS) woveeevieeeeeeeeeeeeeeeeeeeeeeaeenn 18
322 HBEOAERVEEBADEXFIT7I—F/T—2MDHEE (Locating Secure Code/Data to a Specific Memory
REGION) ittt ettt e e e e ettt e e et e e —eeeee et e e e ——tteeeeeteae ———teeeeeeaeae—a—tteeeeeteaer—aataaeeeaaaaan 19
323 EXaYFT4 MPU DL IREM!) 1Yk (Resetting the Security MPU registers) «.ooooeeeueeeeeeeeeeeeeeeeeeeeaeeens 19
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3.3  FAW DB (Configuring the FAW) .....c.oiviieeeiiececeeeecee ettt ettt ettt eaese e 20
331  FAW FEIB D ERTE (Setting Up the FAW REZION) ...veeee e e et e e e e e eeeeeseeeeeeeeeeenaeeeenans 20
3.3.2  FAW FEIE D 71) 7 (Clearing the FAW) REZIONS .. ..uuuueeeeeee et e e e e e e e e e e e e e e e e e e e e e e aeaeaaaaaaaeanans 20
3.4 FAW fBED XD Y4 (Permanent Locking of the FAW REgiON) .....cococveueeveveveviiciciceeeeeeee, 20
35 TNAYITEITOEFXa) T4 HHOEKE (Setting up the Security Control for Debugging) —............. 21
351 OSIS M ID O—FE&TE A% (Methods of Setting the OSIS ID Code) ....ouiiiruriiiriririiieieeeeeeee e 22
35.1.1  Synergy A 74¥al—~A& J-Link T/\vH DEH A% (Using the Synergy Configurator and J-Link
DIEDUSEET) ..eeeeeeieeeeeeeeeeee ettt e et ettt et e ee et eee ettt et e e e e ee e e e e e e e e eeaeaeeeae s e eeaeeeaeeeaeaneeneaeeeeaeenannnnnntntntnnnnnnnnnnnnnnnrnnnnnnnnns 22
35.1.2  J-Link RYYTEDEFTE (Using @ J=LINK SCHPL) ...veveveveeeieieieieieieeeeeese et 22
3513 J7OR)T—rA—5F DOFEAAE (Using the factory bootloader) .....ooueeeeeeeee e eeeeeeeeeeeee e 22
352  T/AYSEITOD 0OSIS M ID a—KDERTE A% (Method of Setting up the OSIS ID Code for Debugging) . 22
353 OSIS @ ID aA—KtvrAiE (Method of Resetting the OSIS ID COUE) .nuvuveeieeeeeeeeeeeeeeeeee e eeeeeeeeeaeeens 23

4. ®Fxa!')T4 MPU & FAW Z{E 9 518/E70— (Operational Flow using Security MPU and FAW)

.............................................................................................................................................. 23
41 RNEIS v aé SRAM OFHEHA#HY {7 (Internal Flash and SRAM Read Protection) ................. 23
42 RANEIT v 1DEFAARE (Internal Flash Write Protection) .......cccceeevveieieeienieneieseseseeeeneens 24
421 BRAVE T (OPErational FIOW) ...eueeeeeeeeee e e ee ettt e e e e et e ettt e e e e e e e e et eeeeeeeeee e aaeeeeeeeeeeaeaeeees 25
43 RWEI T v a1k SRAM DFHEARY LEEAHDKREE (Internal Flash and SRAM Read/Write
o (o1 o ) ST 25
431 BRAE T (OPErational FIOW) ....ueeeeeeeeee e ettt e e e e e e e ettt e e e e e e e et et e e e e e eee e eeeeeeeeeeeeaeees 25
4.4 WETZ v ad Write-Once £RF (Internal Flash Write-Once Protection) .........cccccvevvreiiieinnienn 26
4471 BRVE T (0PErational FIOW) ..ot eee ettt e et e ettt e e e e et e ettt e e e e e e e e et e e e e e e e e eeees 26
45 RERT T v L 1D Write-Once {RF& & i AHH Y RE€ (Internal Flash Write-Once and Read Protection)
............................................................................................................................................................... 27
451 BRVE T (0Perational FIOW) ...eeeeeeeeeee e eee et e et e ettt e e e e et e ettt e e e e e e et e e e e e e e e e eeeees 27
4.6 REICEIT BIEE (OPEration NOES) ..c.ccoovevcveeieeeiieeeceeeeeteeee et tee ettt ae st e e s aessnesanns 27
461 AT L) ZIT (MEMOFY AIOCALION) oot e e e e e e e e e e e e e e e e e e e e e e e ee e e eeneeees 27
4611 +EXaT7HHEEELXTITEHSDEDMERE (Space between Secure and Non—secure Instructions) ....... 27
46.12 HAEYSS—MEBOLX1T7HEEEY LY TEIE (Do Not Assign the Memory Mirror Region to the Secure
R ION ) oo 27
4613 tXal)T4 MPU f8E D RAE—L7 v T I1)7 (Startup Area of Security MPU Regions) ........cccoeveeveu.n.. 27
462 FTLaUHREAT)DOTIOSTSIUYIZET BEIR (Limitations on Programming the Option—Setting
MEIMIOIY) ettt ettt et et ettt e e e e e e ettt eee e e e e et eeeeeeeeee e teeeeeeeeesee e —aeeeeeeeeaaetaatteteeereaaraaateeeeeeaaaaes 28
463 TJ7HOR)T—rO—SF DTt E) T+ (Factory Bootloader ACcessibility) oooveveveeeeeeeeeeeeeeeeieeeesseeienens 28
464 JFEEXITEHHSOEXFITEMD Tt R (Access Secure Function from Non—Secure Functions) .. 28
465 +tXal)F4 MPU fBIEAD T/ vH T2+t (Debugger Access to the Security MPU Regions).............. 28
5. X aUT4T7T)5—avIi®ind B e? studio TAT IO NER TS v 1& SRAM(Security
Application e? studio Projects: Internal Flash and SRAM) ........cccuueeiiieeeeieeeeeeceee e 28
51 7AaYxY b1l:e?studio FTAY Y b : AET S v a& SRAM DFEARY £ L UVEEAARE
(Project 1 e? studio project: Internal Flash and SRAM Read Write Protection) .........cccccceecvevverenne 29
5.1.1 VIR ITTT—FTIF v DBEE (Software Architecture OVErview) ..........ccceeveeieeeeeiieeeeeereeeteeereeenens 29
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512 AFVEIYHTOEE (Memory Allocation ArrangEmMENt) ......oeeeeueeeeeeeeeeeeeeeeeee e e e e e e aee et e e e e e e eeaeeeeeeaeees 30
51.3 HEEEIZRE T BENBH (FUNCLIoNality DESCHPTION) oeeeee ittt e e et e et e e e e e e e e et e e e e e e e e eeeeeeaeeen 32
514 %217 SRAM fBEIMNS DY IO 7 DFEIL &EE 1T (Establishing and Running Software from Secure
] R Y I LY (T Y2 PSR 33
515 TADIILOAUR—KEE ILE (Importing and Building the Project) .........cccovvvieveeieieeeieseeeseeeeenans 33
516  IN—R I T DB YURT YT (HArdWare SELUD) «.oeeeeeeeeeeeeee e e eeeeeeeeeeeeeeeeeseeeseeesseesseeesseseesesessiressaeesns 34
51.7 X 17HEBEEDIRET (Verifying the Secure FUNGHIONAIIES) «.ovvovveeeeeeeeeee et e et e e e e e e e eeeeeeaee s 34
5171 CZO7TV5—230/—kHRILT BEEEDHIZE (Summary of the functionalities provided in this
APPIICALION PrOJECLL) .iieeieee ettt ettt ettt e e ——— 39
51.8 B Synergy MCU ~MDF1T (Migrating to other Synergy MCUS) .......cueeeiiiuiiieiiieiee e eeeee e 39
52 ZJRAYzH k2:e?studio FTAC Y b X2 TFT 4 MPU & FAW DREN Y v b (Project 2:
e? studio Project: Reset the Security MPU and FAW SEtHNG)  ...cccveviiveviieiiiessiie e ciee e e sieeesneee e 39
53 AT IY k3:FAW ZXHEMICOY I T BHHD PCT7 T 45— 3> (Project 3: PC Application
to Permanently LOCK the FAW) ...ttt et te e st ae e s e e te e reesraenneas 40
54 +XalT4 MPU & FAW [2EITS Uty b J-Link 9 1) 7 ~Df| (Example Reset J-Link Script
for the Security MPU and FAW ... 42
55 S5D9 TOSISOIDa—FK#Uty ¥ 5 J-Link R ') 7+ (J-Link Scripts for Resetting OSIS ID
[otoTo [N (ol g1 <T B 1< ) RSOOSR 43
6. FRETHFDEXITIEDRDFIE(Secure Data at Rest Next StEPS) .uvvvvvrrererereeeeeeereeeeeneennnnns 46
6.1 +TXaT7T—2DESILEFEEE (Secure Data Encryption and Authentication) ...........ccccccoeeevevnnee 46
6.2 NEHBRARL—UDORFET—2DtEF2171 (External Storage Secure Data at Rest) ..................... 46
6.3 tE¥alT4 MPUDEFXa T #EEDFERAH (Example using the Security MPU Security
[ T ot o £ RO 46
To BB ER ettt 46
] T SRS 48
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1. EXa7T—32DME (Secure Data Overview)

Al IoT, V57 REHGE DB, BEEHE (trade secret) LB AN DTS4 73— (personal privacy) Z1R#&T 5
BENDRBEZEIITOSAILT—AD+EX1)T4TY,

X AT T—ETY/A0—F AmiEF T —H (Data in Transit) ER7FT —4(Data at Rest ) EHFET  fmiEPT—
A HINEBARDPOT—H2EIE AUF—RYMOTSIAR—bRybT—- (M. private network) & EZEHEH
LT.HABFHANSMDIGRRICTITATIZBHLTNET—2DETT EEHRT—2DRELIL. HHRVE
D=0 hD Ry T—o12, F=1EO—HIL AL —2F 734 X (local storage device) M5 TIRRARL—I T8
A R (cloud storage device) |ZBREL TWVARHPDT—2ERETHIETT . RET—2EIE. THAARHSMDT
INAZAN FERINT—=IONSD RN T—IANT OT4TIZHBELTWVEWT—2DIETT , 2FY., /\—F
TAARYIRSA4T (HDD) . v T by T (laptop) . 75V 2RS4 T (flash drive) . #HAH AE!) (embedded memory)
DVTNDRBESNTWNET 20 MO AETT—HATEEIIRESIN=T—EADETT . RET—2DR
B HEITNARFEIERIYENT—IITRESNTWDIET U T 17 (inactive) T—RZ&Fa7ILTH5ILEBHIL
LTWET, 27TV —ar/—hk&, Synergy MCU #3528 AABRBICHITARET—42DEXY)
TAHEFITEBELTVET,

RET—2ERETLHOIC, THEF 1) T1F % (security measure) EL T, T—4AHBEH 1L (Data Encryption)
ET—BT Xl (Data Access Control) ZERALEY ., COT T r—3>/—khE, Synergy MCU []1F(
Write—Once PFEAHEY/ EEFRAADT I ERFIHEREIL T 5-ODFMAGFIEELLIC, SESFLHEHET—20L
FaT7T IV r—2avITRLTINLD X2 ) TA#EEL BRI 51O DHARFAUERELET . K)—XT
FT—2ESEERYFE>TVEE A TSROV —XTIERYIRSATREEAHYET

X 17T —bTR—T+(Secure Boot Manager, SBM) (&, E#&745 Synergy X2 7T —+V)21—3>TY,
(CDV)a1—2ar~DEREIVIIZOVTIH. EEEHOEEZSRLTIZEN,) KRET—20EFaT7IIDN
TRFATEEE. EXaT7T— ) a—2a 2 FRATHE. 7IVr—avDRALSRIZEDLSLEEERIT
TONEETDIHENHYET, SBM #FEAL-RET—2OFAAICEALTX. COT7TVr—avy/—rDiE
As T,

1.1 REBBT—IDIROY—(Sensitive Data at Rest Topology)

HHARAA L RT LTEX AT T—EADNEET DG, EH M (volatile) T—2 AL —2 (MCU DARER SRAM, F
T=1E54 88 SDRAM), E=[XFIEFH M (non-volatile) T—2 AL —L (MCU DRF TSV 2 ARL—, 4488 QSPI
ARL—2  S4ER EEPROM RRL—U73E) T, 7N —2 3D Fxa) 74RO —EELT. T—2DEHE
BIZEDE, T—2DMROD—2ZETIDLENHYET , 1zEZ L. EFEHES (medical device) DIFE . HFED
T—3 56 RTEITHIELIMERE) (XEBRMEAT)IZHEMTIHELAHIDIZHL, DEEDT—2 (1 HOF
BMERE) [FFRERATEDLIICTERMEATITEM T IDENELDIIEAHYET, T—2DMHEIZDLY
TEETHIVLENDHY. TORER. RETERIBTHRIICT —2DMNRAOD—FRETHEICHYET . CORFEIL.
T—ADEFX 1T ILICHEEZRIFTNSTT,

DT TVr—a0 /— bR/ AV —RTBEIZ, RE SRAM £IEAE ISV a2 XNL—DIZHFEELTLVS
TR XTI T EAEETRT U TINa—REFRATESLSICLELZ, COT7TVT—230 /—bDESHED
J)—R Tl FERBIZDOLTERBAL., M EBARL— (QSPI, EEPROM #i&) [ZHEHET BT —4%Z X171t d 571
HOYUTNLTOC I ERBELET,

12 BET—HDtEx1)T1%t% (Data at Rest Security Measures)

ERILET VRGBT, RET—2DEFa7ICETS 2 BEOTELGREALTHY. X7T)r—3ay
J—rTREINDREZHRALET . Chio 2 BEOARIE ABRAN —UENBRAN—DCZFEH . EREETE
RUEBMADAN —CEATITERALET . COT7T)r—2av /—raRAI))—RTHEIC RER N —
(EFEMLFEREO@A) [CBTE7/ERGEHL Y TLTOD IR TRYKRVET,

121 T —4AmES1t (Data Encryption)
T—ABEIX. RET—SEGEERT—AOMAZEX 17T B=OICEEREINET,

EEbEFERATINET—2D X7 1b(E., /NRIEL ARM Cortex MCU (22 TETEFIT AAIRICH-TETLY
FT, INLDTNARIE XYM T—IPBIEDT IV —L 3> TEERASNTWSENSTT , RET—2Dt
FaT7IEEIE ZVWTVDIEE., T—2FBEIET 5L, FIET—2F FIET7 Y X (unauthorized access) Hi5
DT—RAREZEMNELE-BELHMEFSLTORINTFELTWAIEFEKRLET, XX BELMZE
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(encrypted private key) ZE KT BT=8HIZ. Synergy T/NAAD X1 F7HESILI P> (Secure Crypto Engine,
SCE) #RexEALET,

RETHZEESIET HERAGIE. HNBRAN—CADT—2DESIETY . lAAAH AT LT AES BZFERAL
T HEBRANL—CRICHAIBBED T —REa—FZESIETEE S, REAECHYL-FRAT, MO —FT—4%
ESILARRL. BRI HENTEET,

122 FT—3F7HtXF{# (Data Access Control)

TINNAREBGOFTENMERL. MARAA VR TLOERHENSEDICTON T, BEMNLTHE T REE (attack
surface) MNENM T BEERIZHEOTUWET , EX a7 T3 DTV EREHHT S, WBNREEHEREMIZHES
L. ZDER. DATLDEF 2 TA4ZB LEIEBIENTEET, Synergy NREELTWS 7RI E#REE &
FATE5a M 0OHIN OO DEABHIZE. U T THEIZEBNLET .

1221 HAHHY{EE (Read Protection)

I5v¥ad SRAM [CHEELTVWAHE T —2L0—FITHL T, A IYRET O/ T 1 (property) #FRET HT &
MAEETT , TDIHEE . HeABYER (read permission) #f 5&Nf=V I D7 TN ENSIZT IR TEET,
Synergy MCU [EtFa)7 4 MPU(Security MPU) A=k ZEHEHLTHEY. SiARYGREFERL-#EZEE O
MITH/RIBET,

- 22FET. X271 MPU DBEEFBNLET,

- 32E T.t¥aUT« MPU DREHZEHRALET .

- 41 E T.E¥a)714 MPU DFERICKEHEHAMYREEZERT S-ODRETO—ZFFHRBALET,

1222 FEZAHARHE (Write Protection)

BET 4% . BEOHAIBRSAPLHEENORETHILEIEETY, EBREULTERELELLOT 2L, FEE
ERAHMSRET H1=0I., Synergy TNARHRDAE) AT LAV BEEHERALTEESAARETDENAHET
Y. IV ANEESRAHREERERT HHEE 2 BYHYFT

Synergy ¥ 1')T4 MPU (X, EEFXaTVYINIITIZEBTIRRIZH LT, 7S5V aDEETIEREEEAH
TIORREENCZTHIEMNTEET, FMICOVTIL. 22 EFSRBRLTIZELY,
Synergy MCU D759 a7t X942 K™ (Flash Access Window, FAW) (X, ¥Xa7VIb oz 7EELTITY
ThIIT7ICRBDBSANS EITSY AT 25 RETHENTEET,

- 23 E T.FAW OHREEBNLET,

- 33 E T.FAW DEREAHEZFHRBALET,

- 42E T FAWZFERALEEZAAREZERTL-ODBREIO—ZHBALET,

1223 BAPYRELEEZIAH R (Read/Write Protection)

FAHAMYBREELEZAAHREIL. TILIITO IP FBH (P theft) (ST IHERNFBEEROLET ., RE TSy
AT—EADBE . EEAHRELREE. Synergy TNAATHAMYRELEZIAHZRELERT S 2 BEDA
ERBHBYET,
Synergy X274 MPU (X, SEEF a7V IRz 7IZH LT, X a)T1 MPU D75y 25818 E SRAM R~
DHBRYT I CREEE AR T IO CRAEENCTHIENTEET,
tXa11)T4 MPU & FAW A EhETHERT L. 759 2 NOBBET—43% . tXa 7V Iz T7EEEF2
FIIRIITIZEBHRAIY EEZIAANSRETHENTEFEFT, ZOY)—RIEX. COFEREFIIET DY
DINTODIHRERBLTVET,

-  43FE T.t¥XalUT4 MPU & FAW OFERICKE5AMYRELEZAAHRELERT 5-DDIEED

A—%HBELET,

1.2.24 Write-Once {£i (Write—-Once Protection)

BEDEAKRT. TNARADFEGREREICHI>T. RERBE T —IE2T VR OWRSANSRETINENEL
BLENBYET  EZE. X277 O EERDOERERICHOIEZODTAETHAIENKROONET,
T—ANAE ISV 2IZFEET HI5E . Write-Once {RIEZEMT H1-DIZ. FAW REFZTOTIIVT (EEFAH)
TEEY,
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R CEX 2T IR —TvEFERAT A RINAERISEREEISCENEETT . RTINS —
3 M Renesas M SBM, DFEYtLX a7 I —hIR—TvrDES54EXF1 7T —FO—42FHITIEE. X7
T—rO—4HELD=HICFHT B8 EL T, Write-Once DT —EAEY4EIEBEFDT7 T Ur—av N THGF
T 5L BEREEEEISBENHYET , Write-Once DR —ZEIHT B0 FAW OTONTAEHTE
TEREEX. TOTNARADEGEAERDSIBIZ 1 ADAERITTEDLIDT, COEEEERTILENHYET . T
BhHhE FAWRYS—%F 1 BTATSIVT LIz (BERAALR) &, TORI—2EFTHLIETEE A

- 44 F T, EOAHEZFALWrite-Once)tX 17 T—2ETOTSLDOFERAXICET RIEE7O—%HR
BLET,

1.2.25 Write—Once {Ri& &5 A& H Y {R % (Write—Once and Read Protection)

Write-Once fREZEMLI-T—2(E. AT THAMYREEEHETHEHTEET . BT —IFMYIERSE
B.EXaTVINIITDHDAREZANMBEDTES, Write-Once FEFEMHLI=-75v 1T —2ITRL T,
HAMYREEERTHENTEET , Synergy MCU DIFE ., X274 MPU & FAW ORAEFERTHHET
NODREEERTEET,

- 45 E T, Synergy MCU IZxtL T Write—Once {RELFZA YD REZERT H-ODIEETIR—%FERAL
9,

1.3 RET—AOEXIFIEDIROTOT7MIVERER R EIB D 5 H (Secure Data at Rest
Risk Profile and Attack Surface Analysis)

HARAABRBETRET 20 EFaTLETDICERBL TR T HEOIT. UTOINEVIZRET ILELHY
EX R

1. HPHARAA S RT LTHET—2ZTIERATELIONEELET,
2. CPU NRQWHBFET—RIZFIEATEENEINEEELET,

3. MDNATRANHET —RIZT I ERATESNEINEERBLET 7V ERATARGIEGES . NATREANED
FDEEICHERT AN FCORLEENEDIUT4T 4 (entity) ERIET AN EHILES

4 TNIAPREBET—RITTIERTEENEINEEELET,

5. EEFADEFXIITARIS—PORERELESLBER. 7TV r—av BRNIBET —2 L TEBRM
HIBEERIFTERADIREBLTCVIN, BET TV r—2av DHRFADBEMEEEZRLET,

KEMZREFEHSTE. LRDIIGKRREMRDOBEITR/ILET . MCU DAY EFHEEFTILT HAHIEI.
EERDT X )T LIZREMICHFSLGVTRENHYF T KERRBENKREGDE, N\vH—D5
RERDITHI AIREEARELG LML TY  MET —4ZEF 17 LT 5O DBENLIEHT. R/NEDT—5D
HEtFaTITBEIIT TV r—avaikitL. BBHE /871 —RZ2BLTT V2R ZRIHTH2ETT,

DRTLDIVARYTAT7AIIERBEHRBEEICEAT 0L, COFTTI)r—i 3 /—rOEREREN T A, K
BRREEEROL. VRATLDIVRITOT7AILER/IMETESELSIZ, Synergy MR IT DX 1T x05%E%E
BALES,

14 ®Xa77—rO—SFOERBE-EIFEREORET—2D X271k (Secure Data

at Rest with and without Secure Boot Loader)

DRATLTEFRATIT—rA—EV)1—2a EERATINEINEL. RET —E0EXaT7ILEERTIHEICE
ExRIFLFET,

122 M T—2T7 VX (Data Access Control) TBRIZERBALI=&SIZ,. 7TUr—Lav BT NA(ADEGE
RIZhT->THZET —2%{R#EL. Renesas SBM D&IL X217 IT—rIR—CvEFHTIDENELHIEMN
HYET . CDBE.RD 2 REEETIDELHYET . T . FAW (T39S aTIERI4URD) OTOINT%
WYIZHEL. 7TV —LavBEE OB T—45% FAW (AL TCERERATReCU-4BIICRERIZEIY &
TAHIENTESRLSLFET . XRIZ, BEDTOE =y TaERERFIZ, tX 17T —hIR—D¥ETOY
ST R (BEAD) OLRIFICFOHET—42% MCU [27A5 S35 LET . MAT,. 7IVr—armsE
HRYVREDODHEFEALTHRET 35 RETIVELNHEBE. TIIr—avBEOGHRYGFRESN -
FT—AR%tX2) T4 MPU $BEIAICHERICE|Y YU TR ENTESESIZ, X5 a)T+ MPU fBEIZEYICEET
BDHENHYET,
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Synergy T/INAAMNtEFX21)T4 MPU DFREEXZI—HI75921DRANNDTOYY (8 KB DI75vaTavy) AIC
BYLTHILZEBELTHERICIIBET, TOHRE. £¥1)T1 MPU DREZXKFEMICOVITINELHD
BE.AHITZV1DZ YD 8KB %, Write-Once fEIHETHMENHYET . SBM (. COKILEFEREHD 1
DDFITY , FIE. BRDTNARADA—HF —XT=aT7IILESBLTIEEL,

2. RET3DEX1T7IEIZEEET S Synergy MCU D #EE (Synergy MCU Features for
Secure Data at Rest)

Synergy MCU [, RET—2DtEX 17t —XE&m =T EELN—FOz 7y EZRBELTWVET,
Synergy MCU [ZEWL\WAILIS, UTDT—2REREEE Y R—LTWVET,

REBT Sy [T D Write—Once 7+t A1

RE TSy amITDEFEHASEY /EEAAH DT Ht X HH

AR SRAM AT DFEAHBY/EFAAHDT 1 R H
INRRRBETINYHANDT—ET IR RHE
EEEEFERETADOARAN —DENERAN —DDN—FO 7 T—2ESbiEEED Y R—~
X7 S LB EDEDEEBIZTIERTHLEZILTHX 1) ToH4E

COEF, LEEDEFA)TAHEZYR—FIHIENTEIERDN—F VI THEZBNALET L. BIEDEH
MIZOVWTIEFHRBALEFE A ChoDN—RI 7V R—RUMDOREICE T H5EMIE. 3 EZSHBL TS,

MCU DRERT—47 5t R HIHIHEES  SHEBT — 5 DREBL Y R— A LI AR AR HS AT LER
RLTH—BLELALOEE L TAHR—MEERLTONET,

2.1 Synergy DX )T+ EFRDBIE (Overview of Synergy Security Elements)
LLTFIZ. Synergy MCU DEFaUTA4EZND—EEZRLET,

t&al)74 MPU

Iy aT R4 K (FAW)

tFaT7HESIETU P (SCE)

0SIS(0OCD/Serial Programmer ID Setting Register) Z{EALT=T/\v*% {£:# (Debug Protection)

% 112, Synergy MCU [ZHT5 X1 7EXZDF BRI EZEHNLET .

Renesas Synergy™ 75vh 74 —L1

=1 Synergy Dt¥a)T1EHR
MCU Di#E S7 S5 S3 S124 P4k @ S1 | S124
t&a)T4 MPU | N/A FIATTRE FI AT RE FIATTRE N/A
FAW F AR &8 FI AT RE F AT RE F AT RE FARTEE
SCE FIFAERE () | FIATIEE () | FIATEIEE () | FIATETEE () FIFATEE (%)
OSIS LY A% F AT RE FI AT RE F AT RE F AT RE FIFAATRE

;X2 *:Synergy MCU 731 (29 % SCE H/R—bD M. 261 EFSHBL TS,

Ff-. KEILARM MPU, /AT RS MPU, /AR AL—T MPU OEMEN . BELRILILRET—4D X271kl
EQLSIZEELTWAMEERBALET,

22 +F%21')T+ MPU(Security MPU)

Synergy T/AMADtF )T+« MPU #gEld, SESFHY IR Iz 7aAviR—R U bEN—FKIz7aviR—R D
B CHBEERTIAET, —EDEHRLET—AtX1)T(R)—2FRBRLET, X a7HTOTSLET—A,
BEVEEXT7TOTSLET—2DHA L. PRLAGEICEDNTVVET,

kR 43 (reset vector) E 7T YF (fetch) 3 BRIIZ. X174 MPU DREEZHHAIWM>TEEATHIDT,. ED
O—REETIALYENCOREFBEARIT LY ET,

ERE:EFaUT 4 MPU D AEUHEEE. STG2 & S124 £R<E Synerey T/AMRIZHEELTLET |

R11AN0359JU0100 Rev 1.00
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221 X217 T—454E1 (Secure Data Regions)
112, F2)T4 MPU ASREELTWS, FIATTRER X a7 T —2ME s X 17700 S LEEERLET .
EEEIL. BT FLRER T TRLRADART  BXUAR—T JLE Wk (enable bit) IZ& > TERINTLVET,

Setting of
security MPU
Memory Memory
Non-secure data
‘ Secure function | Region 3 I Secure data
Non-secure data
‘ Secure function | Region 2 I Secure data E%g}s;,'.ﬁure
Non-secure data
SRAM
Region 1 Secure data
PC region 1 Secure program
Code flash Non-secure data Non-secure
program
Region 0 Secure data
| PC region 0 Secure program
“¥ Non-secure
program

1.E¥%a)T4 MPU OtX174EE
tXa1)T4MPU [Z. B 1 ISRT LS 4 BOEF17T—2BEHEFRHBLTVET,

1 BOEX1775vaT—424EtE MCU OO—F75v 158 RICEE), EXa1)T+, MPU OFERAEICEL
T . EFXaT7I59oaT—4BBIEEX17I5yaT—2¢tXa7I75v 27005 LOMAERETHIE
WTEET,

Secure flash data region, No FAW region, Security Function is not enabled

Non-secure
flash data region

Flash can be erased and programmed
- by secure and non-secure program

Secure flash ‘

data region ‘ — Read protected from

non-secure program

B 2. 2Fa775v T4
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1 BDEX217 SRAM F—44EE, £X 1T« MPU OFERAEICEALT, X217 SRAM T—R I tX27
SRAM T—AR&+tX 27 SRAM TRV S LDOMAZRETHENTEET,

Secure SRAM Region

Non-secure

_ | SRAM can be read and written
SRAM data region

by secure and non-secure program

Secure SRAM

data region ) — Read and Write

protected from
non-secure program

3.2%a17 SRAM T—2424E1E

2 DMDtFal) TR R

— XA THEBIEI U (SCE) AN X ToH#BEREEL: 7L X 0x400C0000 ~ 0x400DFFFF
o CZM%EBIX. Synergy MCU MIREREBEE /AR 7 [TRIELTEINTWET
o DX TAHEEEBRICLI-BE. X7 TO5S LMD SCE ZHlfHdT A LIETEEEA

— 75y (A—FET—4R) OEEETOTSIVT (EEFAH) E/P) ADEFX1T4HEE: TRLR
0x40100000 ~ 0x407FFFFF
o ZM%EHEIX. Synergy MCU OIRIFREBEE /AR 9 [TRVEV TSN TWVET
o ZOEFITAHEEEEDICLIBES . 75y ald X705 S L0 5EE/TOYT S LE—RIC

BIITHILIETEEEA

Table 15.2 Addresses assigned for each bus

Addresses Bus Area
000 RN o 01FF FFFFh Memary bus 1, 3 Cade lash mermany
1FFE D000 ke 1FFF FFFFh Marmary bus 2, 3 SRAMHS
2000 D000 to 2003 FFFFh Memary bus 4 SRAMD
004 O0006 b 200F FFFFh Mamaory bus § SRAM1T and Standby SRAM
4000 0000 to 4001 FFFFh Intemnal peripheral bus 1 Peripharal /0 registers
4004 DO0ON to 4005 FFFFR Inbesnal perpheral bus 3
006 D00 to 4007 FFFFR Internal pephenal bues 4
4008 D0 to 4005 FFFFh Intemal peripheral bus 5

| 400C 0000h to 400D FFFFR Intemal peripheral bus 7 Secura IPs |
A00E D000 to 400F FFFFh Internal peripheral bus & Graphiz |Pe [JPEG, GLCDC, and DRW)

I-mm 0000R o 407F FFFFh Inbeenal paripheral bus 9 Flash memory (in PIE*) and data flash nmmrgl

G000 DD0Oh to 6TFF FFFFh External bus Q5P| anea
8000 D06 1o BTFF FFFFh Extomnal bus G5 area and SDRAM area

Mote 1. PYE: Programming and erasure.
- S5D9 Usr's Manual Rev.1.10 (RO1UMO004EU0110 Rev.1.10) & Y 51 H

A4tFa) T HRERIEL
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2211 +Xa1770%5.L (Secure Program)

tXal)T4 MPU (£, 2 DDEFa7 70T SLEEFRBLTVET, £EEIE. FHIRERTEAELOTOSS
LiHh™9 R (Program Counter, PC) 7RLADART . BV A R—TILEYMZE>TERINTWET , ChiE 1 D
DEXa7I75vyaTO5SLEEE 1 DOEF217 SRAM TOSSLEEICT A ELAEETY . EXa)F4D
BBIT. B 1 [TRT KIS, EFaT7I5yiaT—25EEEELF1T7 SRAM T—2EEDOZFNAENDOFIZ, £Fa
FIRUSLEEERET D EEHELET,

EE: EFa7ISVLAEEO 1T SRAM RO L F2 T TOS S LG ERE T AT LLTRTY
B COBEFEFIUTOR—UDNRELET . DFY, 75V 2L SRAM DHIZHEZD &3 EF27
jDﬁ‘aL\'i~ 3'5_&#17\/7|~I‘71775\,\QEJ%J"E&%):&75§—G%$TO

FtEXaT7TOTSLEEFATIOTSLK, EFaT7EEBEFEF1THEHED TN ENICHLTEARFRHLE
TITENTE, CORR MAHRAA VAT LRI THRILERRTEET,

2212 X770t ADEHRERE (Secure Access Monitor and Protection)

tXal)T4 MPU [E, B 5 [TTRT &KIIZ. D A—RNR (T—ET7IER) HhoDRIER CPU HiARYIZHL, ¥
TI75vaT—REEEEF 1T SRAM T—2EEDEREREFZITVET I O—FNAR @HE7I/ER) IFER
DRZETEBYFETA, COFER., X7 TRIS LA X THFICTIERTHIENTRETT,

X1 TAMPU L, R 5 IZRT K, PRTFLNRT IR (TINYATHERELE) IZRL, ¥ 17 SRAM T—
AL X L) TAREEEEDEREREZTVET,

X 211)T4 MPU (£, 3 DDNARIRETIL—THoDTIERIZHL, 4 DDEF1T7T—2EEH IR THERL
REXITVET NATRATIL—TDEZEICDOVNTIE, N—FOxz 71— —XIZa7IILESRBLTIESL,

Monitor of program counter

{ PC region 0 |
Program counter —_—
i _PCregion1 i

Monitor of DCode bus '1

Region 0 ———= Mask of access

Bus of CPU -
Region 1 of CPU

Monitor of system bus

fresssssuas
: Eegl.on 1 —» Mask of access
i Region 2 | orchy

i Region3_;

Monitor of master group A

| Region 0
Bus of Region 1
master group A g. Mask of access
Region 2 of master group A

Region 3

Region 0

Reg!on ! + Mask of access
Region 2 | of master group B

Bus of
master group B

" Region 0_

Bus of i
master group C Region 1

- Mask of access
Region 2 of master group C

Region 3

H 5880 tEX1)F+ MPU 4818 cB8d 3T —4{RE&
6 DEIL. X1 T4EEEEEF1TLEEIZT S CPU PO ERET N\YATHIERADEEMETRLTLNET,
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Vo E ERONRRTRAA LIHETOIEB)OMEEICHT AT I EREH RSN TWAIEERLET
X (X EBDONATREAN LIFETOEB)DEIEICHT B 7 I ERAEHFAINTLVENWIEERLET

FER: JEEFaT7TO5SLIL, SRAMHS BB LIS D SRAM 4B RICERBIN TS X217 7A9 5 LETTY
FFBIENTEEEA

TFa2UT4 MPU OREICET HMIL. 3.2 ETHHALET,

Master

PC value vt
—m—m—
B
Rl < © x v x v x YV

6.CPU POERETFINVHTHEADBE

23 759 a7otAX91+2K™ (Flash Access Window, FAW))

I59 AT I ERV4URD (FAW) (. MCU DT75vPaZEMNT. 1 DOEHRITVV1EEBEEELET .. D
SEEAT. EXa7 7RIS LEE X7 IO SLDEAICHLT. 75V 1D EEBEEESAHBIENEF
A SNET , COTIERVAVRVIE TAT S LTSV ABERNTOAENTT . COTIERILUR D& &
o784 53245 E—F (self-programming mode) . 7L T4 5324 E—K (serial programming mode) .
EXUVAUFYTT /3945 E—K (on-chip debug mode) CIREXERLE T,

FAW fBEIDETE L. T30 a7 IR V4URIDRBTRLAB LU TTRLRELT, 759 anTOvIE
5 (block boundary) #EALET . FAW HEIL S RANIZHS 1 Evk (FSPR Ewh) &, U7 TLVS (0 (2
BoTWDB) BE. TNARDEFERERICH-ST. 779 a7 IRV VR IDEREICH T IO ELEHLE
MIZLFET, REBTTv 2 Write-Once REMEEE. COEVNEFERALT BETAANCORELREHLET,

DTC/DMAC. EDMAC., GLCDC/DRW(2DG)/JPEG DW\FNMMERNIZHEH>TULVSME. BREMEEICEZTIALIEIET
EFEAFAW DERTEAEZDEMIE, 3.3 F ZSHBL TS,

Address P/IE

Protected
Block 7 area
(FAWE = 007h)

Block 6

Access Non-protected
Window Block 5 area

Block 4
(FAWS = 004h)

Block 3

Block 2
Protected
area

Block 1

Block 0

7.2599aF R4 RD
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231 O—FI5Y 1DEFAAREERETH-HDEX1)T+ MPU & FAW OfERZA i (Using

the Security MPU and FAW for Code Flash Write Protection)

122 ETHBALIZ&SIZ. ISV BBOETAHRELZERT DHEE 2 BYHYET . COT7T)r—ay
J/—ME . FAW ZFERALTIZV 2 DEZTAARELTERLTLET . B 8 12, EFa)T4 MPU & FAW ZHHA &
bhETERL, EX 1) To#EEEE ML TOVAEANMEEDI—RISy aDHmEARYE BEES LU TOT S0
(BERAH) DRETHIVERAHEERLET,
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Synergy RET—32DtEF¥a71k

Case A: Flash Erase/Program Security function is not enabled. FAW region enabled but not locked down.

|

Region 2:
No read and write
protection

Region 3:

Secure flash Read protection

data region: _ _
Flash can be read Region 4:

by secure program only read and write -
protection

Flash can be read and written
[ by secure and non-secure program

* Flash cannot be erased and programmed
by secure and non-secure program unless FAW region is cleared
* Flash can be read by secure and non-secure program

FAW region:
_Flash can be erased and programmed
by secure and non-secure program

* Flash cannot be erased and programmed
by secure and non-secure program unless FAW region is cleared

Case B: Flash Erase/Program Security function is not enabled. FAW region is enabled and locked down.

Region 6:
No read or write

Region 7:

Secure flash Read protection

1 * Flash can never be erased and programmed
— by secure and non-secure program
J * Flash can be read by secure and non-secure program

Flash can be read
by secure and non-
secure program

FAW region:
L__Flash can be erased and programmed
by secure and non-secure program

Data region:

Flash can beread — Region 8:
by secure program only | write-once and read
protected

* Flash can never be erased and programmed
j_ by secure and non-secure program

Case C: Flash Erase/Program Security function is not enabled and No FAW region is established

Region 9:
No protection

Secure flash
Data region

Flash can be read and written by
secure and non-secure program

* Flash can be read by secure program only
* Flash can be erased and programmed
by secure and non-secure program

8.1 )T HBEEEENCLTLELMESDI—FIS5vy10HEAMYE, BEBLUVTATSIVY

(EEAH) OHIH
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24 TF\vTHEXa)T4I-B8 9 B#E1TEIH (Debugging Security Considerations)

Synergy MCU (&, OSIS LY X4%@L - OCD/2Y7ILTA4S 57 ID a—FDREMKEELTIRHELTIVET, 0SIS L
DRAE.OCD/PYTINTATSTD ID A—FREIZERT S ID &ML TLVET . MCU IZHEHET OSIS LY
AAD ID O—F#EFHRELI-BAUME., 2—H(X 0CD/P U7 LTI SRIZHEETHEIC. FhIT—HT 5 ID 00—
FEIEETIDLENHYET . ID a—FHA—BLIGE. T/\VIBRHFAEINET, —BLEWNGE. T/\vF 7ot
RIEHFAENFE LA, OSISID DO—FREDRTEICET HEEMIL. 35 ETHRHELET,

25 ARM MPU, /ARTA#% MPU, /1ARRL—7 MPU [ZB89 %X 5C (Notes on ARM MPU, Bus
Master MPU, Bus Slave MPU)

ARE(X,MPU, /NRTY RS MPU, /NRAL—T MPU BMREFT—E2DHRETCED KSICEFRLTWAMEHRBALET,
ARM MPU D EZEEREICDODVWTEET HICIEISEERITTT Am O ERESRLTZEL, /N AT RE MPU

ENRRL—T MPU D EZEEFRTEICDOVLWTEEET BIZIE, [Synergy MCU N—KR )z 7A—H—XIY=a7IILI%S

LTSy,

N5 3 DM MPU (X, 2hbd MPU AEZL-fEEICH T HERILALVT It X (inadvertent access) Z1H1E
(catch) TAHEEERLTWET M, EFa7 7005 ALICKAL O RIRENDHAIY OEHIZH T HIREH
BEZRELTVER A IRED MPU DL RZEREIF. T/\VAFELIEEEF27TOT S LICKSHEATYD DS
BREINTOERA. EX27709S5LEEEF2T7TOTS LK. ELWFIBIZHKS T L REIZEHTHIE
MWTEZEY,

LI, N5 3 DD MPU AAEZELT- MPU fElE (X, 52T+ MPU AMRIL TL\ARERRE(CHERSE FIL
KEDEF ) TAFRELTWEET A

FNvH L REEN RIS 7 VLR TEET

BEAAREOLVEARYREERE, £F 27— FOEEF 27— FALDBERAA MR TT

HHMYREOLBEAHMBHEARLL, ¥ 73— FOEEF 17— KA DHEHIMYAEAETT

FHIY/ BEASREELE, £F 17 I FOELF 17— FDELLADE, RHRYEBZAH DTS
MRALETT

26 FDMDEF1)T+ESR (Other Security Elements)

261 +TXa1F7EEBE{ET> T (SCE)(Secure Crypto Engine (SCE))
Synergy MCU A EH LT3 X aT7IES{EIT Y (SCE) N—FKHx7JaOvyid,. T—RE b Re LSR8 AR
FRELET UTFIC. UR—FLTWBBE ST TR LERETILTYRX LERLET,

2611 TXaUT47ILTY XL (Security Algorithms)

SR 7 )LT) X L (symmetric algorithm) : AES. 3DES. ARC4

FEFFREI 7 LT X L (asymmetric algorithm) :RSA. DSA, ECC

MCU Z72) DHYR—MKR :

— S5 & S7T D& MCU 773 (F, LEEOFRMEBIVIERMETILITYVXLTRTEYR—ILTVVET
— 83 & S1 AYR—FLTULVEDI(X AES LTIV XLDHTY

SCE #BROFHME. COT7TIr—ay /— rOHEENTT , BIEDFEMIE. /N\—FOz 71— —-X3=a7I)
ESSP A—H—Xv=aT7IILESBLTFEEL,

26.12 FOHOEES{Etzx1) T #8EE(Other Crypto Security Features)

TRNG (True Random Number Generator. EDELEEK)

NS B SHAT, SHA224, SHA256. GHASH. MD5

128 EwbD—E ID

MCU 773 DHR—k:

— S5 & S7T D& MCU 773 (X, COMEET IW—T2EEHR—LLTWET
— S3 1% TRNG & GHASH #HHR—kLTULVET

— S1 (& TRNG DHEHYHR—FLTLVET
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3. X UT+EEDIER (Configuring the Security Elements)

AET BET DX 1)T/OBRFZEED LX) TALRILTERTBE6H(2. 251 T+ MPU, FAW,
OSIS ID LY RAZRYNTYT T 50D HMEFIELHRALET , £, AREE TEX 1) THEEEDRTEE
UHTAELRBALET ., SHIC.MCU A THEF 1T HEEX OV T 5-OITHEBERATYTHIBEHLET,

3.1 Synergy MCU DA T aTi&EAEY DBEE (Overview of Synergy MCU Option—Setting
Memory)

X2 T4 MPU & FAW DL RA(E, LITIZRT K312 MCU DA T3> 5% %E AE!) (option-setting memory)
DHIZHBLTVET , ATLaVBEATYIE. 7592201 —H4EERNICHYET, ChEDL P REEHRFET S
21X, 7592 a@a—REECT—2EEAICHAIMMD B DEELTOT ST (BEAH) EIXELSFIEN
WHETT, X9 IE,.S5D9 I2HFHFTLIaViREAERDMEDHI T, b MCU (X, ChEIFELBLEIC FAW
LORSEBRELTWSEMAHYES , CTHEAD MCU ITRIET DIEHAMEIZDOVNTIE N—FDII7I=a7 )L
#SHBL TS,

Address !

Access Window Setting Register
(AWS)

OCD/Serial Programmer ID
Setting Register (O51S)

—

0000 0408h to 0000 043Bh SECMPUxxx

0100 A164h to 0100 A167h

0100 A150h to 0100 A15Ch Configuration sefting area

Option Function Select Register 1
(OFS1)

Option Function Select Register 0
(OFS0)

0000 0404h to 0000 0407h Program flash area

0000 0400h to 0000 0403h

Mote 1. The option-setting memory must be allocated to the flash user area.

B 9.7 avikE AT DR

9 IZRT K, X2 T4 MPU DL RAEF, 759270 S LBEOSHERIOEIERIZEY LK TS
NTWET,FAW LD RAZE OSIS LY RAMHREIL., BROFZEEEBARAICEYLETONTHET,

SSP v1.53 F=IEZNLUFTIEFERALTWAIEE ., EF¥aT+4 MPU & FAW DL RRERETAH-HIZ. UTDA
EEFRATAEEHRELES,

tXa11)T4 MPU DL REEFEEHT BIZIL, Synergy AV T4FXaL—4%FALET . 321 E T. ZOAEIC
DLWTERBALE T,

LORBEREDOVIABATIIAELVKRT, FAW LU RAZEEBR T BI2(%, SSP 75y a k5473 APl & A
LET,FAW LORADHBREZOVIT BIZIE., F7HIR)T—rA—4 (factory bootloader *) Z{FEHALET . 3.3
BET.ZOFEITOVWTHBALES ., x 7798J)—T—bk: SCI/USB 7—h)

tFa)T4 MPU & FAW DL RARTEIZETHMDAEIL. LTDEYTT,

J-Link R FhEFERLET,

MCU D777k )T—rA—FELBIEL. 779N T—bA—FDA—T 1) TA¥EEZFRATHIZIE. VUTIL
R—MSCI/USB)ZFERALET .34 & T.ZOAEEFFEALTAYIE Y FSPR 2417 DFY 0 [ZEREL.
FAW LU RADREEKGMIZOVITHHEEFHRBALET,

FAW LY RA2E0O99F 51012, L ITAT ST EETLET . SSP v1.53 FfIXZNLIFTIX. COHEEE
#HR—FLTUWEE A,
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32 X271 MPU DOEREL (Configuring the Security MPU)
REF., £F2)T4 MPU DL RIZBRES SN2 5O BLEFIEERBELET .

3.21 %274 MPU DL REDEESE (Setting up the Security MPU Registers)

Synergy A J4¥aL—4®M SSP BSP 40T, 1—H(X 4 DDEX 17T —4fEE. B&LU 2 2O+txa7r0s
SLEEEEERL. AT BHIENTEET,

3oard Support Package Configuration

Device Selection
SSP version: | 1.5.0 ~
Board: S5D9 PK v

Device: R7FS5D97E3AQ1CFC
ummary B5P Clocks| Pins| Threads Messaging | Compaonents

! Problems | Tasks & Console I Properties &2 Memory Usage @ Smart Browser &} Debugger Console % Deb

i5D9 PK

— HOCQ OScillation Enable HOCQO oscillation is disabled afte

iettings MPU - Enable or disable PC Region 0 Enabled
MPU - PCO Start 0x00000400
MPU - PCO End 0x0007FFFF
MPU - Enable or disable PC Region 1 Enabled
MPU - PC1 Start 0x1FFEQOOOQ
MPU - PC1 End Ox1FFFFFFF
MPU - Enable or disable Memory Region 0 Enabled
MPU - Memory Region 0 Start 0400
MPU - Memory Region 0 End 0x000DFFFF
MPU - Enable or disable Memory Region 1 Enabled
MPU - Memory Region 1 Start Ox1FFEOOCO
MPU - Memory Region 1 End 0x2002FFFF
MPU - Enable or disable Memory Region 2 Disabled
MPU - Memory Region 2 Start 0x40100003
MPU - Memory Region 2 End Ox407FFFFF
MPU - Enable or disable Memory Region 3 Disabled
MPU - Memary Region 3 Start 0x400C0000
MPU - Memory Region 3 End 0x400DFFFF

10. 2% 21T+ MPU DER
LUTDVAMZ, LEEBOTANTAT4—ILE (KFETERER) TERELTVWSTRTOEEHERLET,
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tXa7I5vadagS A

— [PCO Start] (PCO B#A) & [PCO End] (PCO #8T): X a7 75y adAYSALICHIETHTOT S LAY
SR,

— [Enable or disable PC Region 0] (PC 815 0 DEXMLFE=TEEL): X217 T75v2 2T 0TS LEFMF
F=IXESICLET

+¥%217 SRAM FO5S5 L4

— [PC1 Start] (PC1 BA$R) & [PC1 End] (PC1 #£T7): ¥ 217 SRAM OS5 AIZH ST HTOTSLNHIUAE
TR

— [Enable or disable PC Region 1] (PC figi 1 O AL ET-IT|RME): LH¥ 217 SRAM TO5 5 LEIEHEH
FIXEIICLET

X7 IovaT—REE

— [Memory Region 0 Start] (A EJ4$E1E 0 B#8) & [Memory Region 0 End] (AEYFEIK 0 8 T): X1 775v
DaT—AEEBORBTRLRER T FRLR

— [Enable or disable Memory Region 0] (A EY$Eisk 0 DF L EF-IXESIL): tX 27759 1T — 2 EE%F
BELITEMLET

+3% 17 SRAM T—4245E1E

— [Memory Region 1 Start] (AE!)$E1 1 BA8) & [Memory Region 1 End] (AEV4EIE 1 # T): %217 SRAM
FT—AEEORBRTRLRERTZRELR

— [Enable or disable Memory Region 1] (A EY4ElE 1 OF R E-(FESIE): £+ 217 SRAM T—44EEI%EH
MERITEMLET

X TAHEBERE 1

— [Memory Region 2 Start] (AE!J$E1, 2 FA3R) & [Memory Region 2 End] (A EVUSEEL 2 & T): ¥ 718
BE 1 DB TRLRAERTTZRLR (REEIBEB/NR 7 =1L 9 ITXHETEF7RLAERIZTAHENH
UFET, UTOHRBAESH)

— [Enable or disable Memory Region 2] (AEYHEE 2 DFRLEITEDE): LX) TAHEE 1| ZHEDFS:
[TEMZLET

X ToHEEEEE 2

— [Memory Region 3 Start] (AE!)$E18 3 Bi14) & [Memory Region 3 End] (AEUSEIE 3 & T): X)) 7144
BE 2 DEBTRLARAERTTRLR (REEBEE/NR 7 F=1E 9 ITXHETEFRLAERIZTE2HELD
UET, UL TDRBAESHE)

— [Enable or disable Memory Region 3] (AEV%EE 3 DAL E = IXM|ERNL): LX) THEEE 2 ZHIFS:
[FEMILET

FII)r—ary /—hTFXa)T4 MPU 2FE AT 50 DBETZO—IE, 41 E ZSBL T,

322 FHEDAEVEEBADOEXLT7I—F/T—2DHEE (Locating Secure Code/Data to a Specific
Memory Region)

tXaT4 MPU DL RABERETAIEICMA. EXa7a—Rétxa7T—4% . ERL-EEIZEIY ST

WERHYET VIRV TNEHREIIAXTEHET,. COEY N TEERLET, EXa7T0IS5LEEE

X7 TATSLICHIET ZEEAFEELTCVSIGEE. YWD TI+ILEBETE+ A TEBYEE A, X2

T4 MPU 2T HEEIZ. UDHRVIYTFRNTERD IS5y 1581540 SRAM Bl EER T DHENHYET,

XA TI—R/T—E2EHEDAE)EEICERET 56E. 512 EFSBL TS,

323 +tFa)T4 MPU DL RED )Y (Resetting the Security MPU registers)

X274 MPU QLI REH FAW fEIAICEEESN TULSEE L. SNH6DL U RXEH FAW 85 CERESN
TUWLSH FAW B DK GEHEAVIE I NERINTULVEWES, X174 MPU DL RE%)yhd 5T
EDERETT,

t¥a)T4 MPU )t Y3 BIZIE. MCU D75y aDBERNNDTOVIIZT RIS EEBEEERT S0
EAHYET , LTI, Synergy e? studio 7OV VMEFERLTEF1)T+4 MPU DEREZEV VLT H-ODFIE
#RrLET,

1. SRAMHS L4t SRAM fBIEIMHEITT H1=HD SRAM TOD IR EERLET

2. 75yl a HAL FSAN\EHEET

3. tXalT4 MPU DI35v afBEA FAW $BIEED—ERTIEARLMES . I FAW LU RADHREEIITLE
T FAW $BIBZE S 7T BHEIZDNTIE, 332 EXSBLTSSL,
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4. 759V HAL RSANEFERLT, 7259 a0&INTOviEEELET
5. 75wyl a HAL RSANEFLET

NLFIBEOETIZONTIE. 5.2 ETHBAL TS, e? studio DY FILTOL Yk secure_data_at rest_pk_s5d9
#SHRLTEELY,

3.3 FAW D#&hK (Configuring the FAW)

CDEX, FAW SBEZSRES LV IUTTEH-HODFIBE. FAW BEEZXKGENICAVITE-HDFIBERBEALE
9, DTC/DMAC. EDMAC, £ &1 GLCDC/ DRW(2DG)/JPEG MNERIIZA-> TSR, SREBEICEE AL TLET
EFEH AL SSP v153 FIXZENLUET DMAC/DTC ZEMIZT BHIZIL. DMAC/DTC #FERAL TS T RTHE
Ca—)LEFL. ROI—FEFVHLET,

To disable DMAC/DTC, close all modules using DMAC/DTC and do the following:
ssp_err_t err;
ssp_feature t ssp feature = {{(ssp_ip t) @U}};
ssp_feature.id = S5P_IP DTC;
err = R_BSP ModuleStopAlways (&s5sp. feature);:

11.FAW £%5E 0D ZE (i

3.3.1 FAW B D% 5E (Setting up the FAW Region)
FAW Z3%F 9 BI(ZI%. DTC/DMAC. EDMAC. &1 GLCDC/ DRW(2DG)/JPEG ZEMNIZLT =% . XD SSP FAW
APl #MEUHLET,

err = g flash0.p_api—>accessWindowSet(g_flash0.p_ctrl, FAW_START, FAW_END);

g flashO.p_ctrl [£. CD TS5y a2 HAL KSA/\DEHITT,

FAW_START &, FAW D4 RO DRI 7FL AT,

FAWEND (X, 7OERI4VROMERLI-. TRISIVY (BFAH) EEELZTANLNDRDOTAVYIC
XI5 3BFELATY,

SEER: ZO APL[XEIC. FAW OOVHIFEMIZTHIEXZERLTLET . Z0 APl 2E1T9 HRI1IC FAW 2k
BIIZOvIL=BA . 20 APL (XFHILI-EBYDENEZE T . FAW (BEZ AL EH TEETE A,

332 FAW $EIE®D%')7 (Clearing the FAW) Regions
FAW DEREZF9)F7F 5IZ1E. DTC/DMAC, EDMAC, &1 GLCDC/ DRW(2DG)/JPEG ZEMICLf-%. XD
SSP FAW APl U HHLET,

err = g flash0O.p api->accessWindowClear (g flashO.p ctrl);

accessWindowClear API (&, FAW D4 RO DEREEI)TL. BB TRLRAER T FZRLADEE%E 0 IZERETHH
ET.FAW FlEIEEEMICENICLET . COIL—FULBEETSDIE. FAW DKEGEMZAYIFEREL TLVEL
SENDHTY,

BAFERRET FSPR 291 7L T 0 IZERTE T BHIIZ FAW DERTEEY'T T BIZIX, Synergy e?studio 7RI TLL
TOFIEIZRRWNET,

SRAMHS LI4+ @ SRAM fEIEMNSEITT H1=8HD SRAM 7O IREERLET
75y a HAL RSAN\NEREET

accessWindowClear Z{fFL T FAW DEREZVUTLET

4. 7592 HAL RSANEFLET

34 FAW fEIB Dk K% AY% (Permanent Locking of the FAW Region)

FAW fEEiZXKEMICOVIT 5L —HI(2kD FAW FEIEDEBFHMFHIESNFE T Write-Once 75w 2 fEiBiEHE
IAFBIZIE. COFIEAABETY,

A—HH FAW FEEDKIRAOVIEERT S 2 DOEAKREAHYET

1. X277 —rA—43RBLOERKRTT/NARET4—ILE (15 ICBRLERIC. EELS UM LT —43%
U7 ILEA LIzOvSd 5B 8,

w N~

R11AN0359JU0100 Rev 1.00 20/48 R—
2019.05.15 RENESAS



Renesas Synergy™ 75vh 74 —L1 Synergy RET—2DEF271k
2. X277 rO—SEFERATHIRAET. RERBTEELT—2/2—F£20vY 358/,

SSP v1.53 BXUZFNLRIX. FAW LU RAEFFNLUBEDOEHFENSIRET H-OD FAW OV oHeEFEHR—rL T
WERA, LF=A>T,SSP v153 BXUFNURICTRDERAEFESR—LFELETEEEA,

T7IR) =T —HMIFAWZEERTEL VT T HHEENHYFET , WIERFIC, FAWL D RAZBEAMICAYITEHEMT.
T7ORN)—T—bDRFATEET , COT7T)Vr— 3y /—+TiRftEN S PC 70455 L final_program_installer” (&,
FAW ZfEAMIZAYY9 % PC TOYSLOBITT,

PC program
(framework
protocol)

Factory

Bootloader

B 12.FAW Dk xiEays

35 TN\YTEITOEX)T1HHEHDERTE (Setting up the Security Control for Debugging)

OCD/> )7L FTa%4 534 ID %5 (OCD/Serial Programming ID Setting, OSIS) L' X4I&. OCD/ 7 )L7a4s
SO ID O—KRREIZFEAT S ID #MLET, ELHERIZ. OCD/V)7ILTOTS57IE ID DIEEZETBENHY
F9, ZDFER.MCU (FZDEHEEH AT EINEINEHETEET,

LIS ID O—FERET2-ODERDIL—ILVEHRITRLET, ##llE. N\—FIz 71— —-X3=a7IL%E
SHBLTEEL,

0SIS

— 128 EYRL P RAIK, TA\VH/TAGSIERBIAT 560D ID Z#FFELTLNET

— Ff-. 77IM)—T—KSCI/USB T—RE—RDTOH 5304 (BEAH) THL. 2O ID I—KEFRALET

Bit[1271 =0 (&, T/\yF ET7HIN) TAT SV TR LITEMICLET

Bit[127]=1, Bit[126] = 1 [£.ID A—FMN—HLI=BE. T/\w T ET7OMN) TAT ST EHALET

— A—HTIS5yLafEEEEET S Al Erase(ALeRASE XU R)EZ(H{FHHET , =1L FAW 942 Krohvk
BRICOYIEINTWSIGE. 7oV aZBETHILIETEEEA,

— 75viadayICBEALTEXR T4 MPU BNERIZESTLNSIGE . 7778 T —hO—2 (XENIZEVET,

Bit[127]=1, Bit[126] = 0 [&. ID A—FMN—HLI=BE. T/\vJ ET7HIMN) TR ST EHALET .

A—HH OSIS D ID Aa—FERETEDEHDAENGFELET,

J-Link T/\yAHEHR—FLTLVS Synergy AV ITs¥aL—2%FHALET,

— J-Link K54/3 V6.34 £ X ZNLUBENBETHASZEITTEEL T

Renesas Flash Programming Tool (Renesas 75w 270455324 —)L RFP) ZFERALET
— RFP DA A—KR) (X . [SZERIDEFSHBLTZEN

J-Link ROV T EFERLET

IJ7HoM) I —rO—FE#FRLET

TILTTOT SIS (BREFET SSP 1.53 FEFNLUBIEYR—FLTOEEA)
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35.1 OSIS @ ID O—K&&%E /% (Methods of Setting the OSIS ID Code)

35.1.1 Synergy A2 74¥alL—%¢& J-Link T/3wH DA% (Using the Synergy Configurator and
J-Link Debugger)

Synergy AV 74F¥aL—42T, 1—HIF B 13 [TRT SSP 7O/8T4%{EFALT OSIS @ ID I—KR%EH/ETEET,

5P Clocks | Pins | Threads | Messaging | Components

4 Tasks E Console [ Properties 2 [l Memory Usage ‘@& Smart Browser &} Debugger Console

Process stack size (bytes) 0

Heap size (bytes) - A minimum of 4K 0x1000
MCU Ve (m\V)

EUnft::cked (lgnore ID)

Parameter checking Locked with All Erase support

Assert Failures Locked

Errar Log MNo Error Log

ID Code Mode Unlocked (Ignore ID) v
ID Code (32 Hex Characters) 3322110077665544bbaa9988ffeeddcc

13.Synergy av74FaL—42% AL OSIS @ ID DEEE

BASEERRE TIL. [ID Code Mode] (ID O—RE—F) M:FEREZEL T [Locked with All Erase support] (T X TDEEZF
YIR—bg 50V 04K88) #BINTHILEHRELET, 55 EET.ID A—FDEREET T FF [TUEVMT BB,
D59y a2 REBETBEHUTILD J-Link ROYTREBHLTWET,

[ID Code Mode] (ID A—RE—K) T [Locked] (AYIEH) #RIRTDE, TNARIZHT BT/ T ET7o8) 70
TSIV NEMICHEYET, SSP1.53 FFFNLURIEEILITOT ST EHR—FLTLVELD T, T/AMR
12X BT\ T ETFON)TAT ST XK GEMICEDIZRYET,

35.1.2 J-Link R9YTrDOERA % (Using a J-Link script)

Segger #1 M J-Link Z{# A9 5 J-Link RZYTRL. 0SIS D ID 2B/ FTAENTEET  HBCDTFT)r—3
U/—ME. COFEREICHIET AU TILRAY)TRERELTOER A,

3513 27Ur)T—kO—F DERAK % (Using the factory bootloader)
Renesas SBM (&, ZD{FEAEHIZEIRT S 1 DDBITYT , Renesas SBM 7T r—ay /—hESBLTIIEELY,

352 TFT/\YTMEIFD 0SIS M ID a—F DR E A % (Method of Setting up the OSIS ID Code for
Debugging)
e?studio T, A—HIXTRIDAUATI—RZEFALTID O—KZERETHIENTEET,

[ Main | %% Debugger “_# Startup| %~ Source| ] Common

Debug hardware: J-Link ARM ~ | Target Device: R7FS5DY7E

GDB Settings Connection Settings Debug Tool Settings

Type SWD LV RS
Speed (kHz) 4000 w

~ JTAG Scan Chain
Multiple Devices No w
IRPre 0
DRPre 0

~ Connection
Register initialization No ~
Reset on connection No v
Reset before run Yes v
ID Code (Bytes) FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
Hold reset during connect Yes W

~ SWV
Core clock (MHz) 0 v

X 14.e? studio Z#E AL ID A—FDE&E
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IAR Embedded Workbench for Renesas Synergy T. A—H XA TFTRINDAATz—RAZFEALT ID O—KFZHET S
CEMNTEET,

[ Main | %% Debugger “_# Startup| %~ Source| ] Common

Debug hardware: J-Link ARM ~ | Target Device: R7FS5DY7E

GDB Settings Connection Settings Debug Tool Settings

Type SwWD (VRS
Speed (kHz) 4000 w
~ JTAG Scan Chain
Multiple Devices No w
IRPre 0
DRPre 0
~ Connection
Register initialization No w
Reset on connection No w
Reset before run Yes w
ID Code (Bytes) |FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
Hold reset during connect Yes v
~ SWV
Core clock (MHz) 0

15.IAR Z{#E L= ID a—FD&RE
3.5.3 O0SIS O ID a—FKYtvhrAiE (Method of Resetting the OSIS ID code)
LLFIZ.0SIS @ ID a—KDYtybAEERLET,
J-Link R T+ DER A

COT7TVr—av/—HME,. 7592 RkEHETHAET 0SIS @ ID a—F&EEybTBH2TILD J-Link
AOYTLEEATVET, BIEDEMIL. 55 EXSHBL TS,

IJ7IMN)T—ra—F DOERAE

A—H(E RFP ZFERHALTOSIS M ID &)t ybhT2IENTEET,
wIoFATSIUY
t;k?jl:lﬁ?i‘zﬁ’é?’éf LT OSIS® ID a—F#&JtyhgE5AEIE. %D SSP DYY—RXTHR—LTBFE

4. Xxal)T+4 MPU & FAW Z{E 9 5 {E78— (Operational Flow using Security MPU and
FAW)

ARE[L. Synergy DtF2')T4 MPU & FAW ZFRT 5 X277 T)r—av%%it34-00iEE70—I12D
WTERBALE Y,

41 RWEIFviad SRAM OFEAHY {25 (Internal Flash and SRAM Read Protection)

tXal)TF4 MPU TEFxa7 75y afatdiétt17 SRAM BigiZ2 BRNZLI-18E .. ChoDLEE I EARYRE
SNFET,

+¥27 SRAM #8iBIE. X1 T7I5vaTATSLEFEEF T SRAM TASG S LIZHL T, SiAH Y FRE
BrUOESAARESNFET

X AT ISV BB FEFaTISvaTAT S LEEEFAT SRAM TOTSLIZHLT, BARYRK
EINFT

NARRBET NV DG EFATREADT I RFENIGYET
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t¥al)T4 MPU OEMDIEEEFEILTA-HDELRILOEBREIO—%. K 16 O7O—IRLET K 8 D
Region 3 (§E15 3) & Region 7 (§E15 7) [&. AER ISy 1T 5 A MYREDHITT,

Define the secure regions in the SSP BSP property page as needed

Security MPU Flash and SRAM data region
Security MPU secure program Flash and SRAM region

Define below regions in the linker script

Security MPU Flash and SRAM data region

Security MPU secure program Flash and SRAM region

Non-secure flash and SRAM regions

These regions will be referenced in the user application code allocation

Define secure and non-secure variables and
initialize them if needed

Define secure flash functions and allocate them
to the secure flash region

Define secure SRAM functions and allocate them
to the secure SRAM region

Define any non-secure functions and allocate
them to the non-secure region

In the program flow, create a utility to copy the secure SRAM
function from the secure flash region to the secure SRAM region
before the secure SRAM program will be activated

If the secure flash region includes the first flash block, after testing
the program with secure MPU enabled, run the reset program (see
section 5.2) before testing any code update.

16. %27« MPU ZERT 5= DEEIO—

LIS MCU [CEHLETEFa)Ta MPU 2R ETHHEOMELERLETS,

XA TEEEEERTDICIE. I Ts¥2L—420D [BSP] 2 T&FEALET,

XA TEEEE X1 THEEEZEERTDICIE VAR TR EFERLET

X a7 A TREAREREIILET

XTIV aMEEMNS, X217 SRAM fEEIC, ¥ 27 SRAM B# A —FEH. ERFADIHFE) 22

E—LFY
DATLETAMNET

FEERE: £FaUTa MPU ZERICLER. HLWIT OIS LETNARIZTATIIVT T3 (BEFRAD) BEEE
[Z.MCU TURYMNL—FUERTIIRENHYFET (52 EZSH),

42 RNEISYL1DEZAHREE (Internal Flash Write Protection)

41 FE THBALELSIZ, €527 SRAM fEEIZXILTEX 21T« MPU 28I L-F A T. WER SRAM fEHE (&
EBEAAREINTT, AEISVIaEEHIE. 2 DD FETEEAHRETHENTEET,

XTIV AEEEEDHENKIIC, FAW fBEHZRELET , TOEELAN (X2 775y 18 ESE
TXaTISYLAEEBDOEELND—ETHLOTENENEEA), FAW SEEOFICEEFNTWVEWNMES. £
DEEBEARFEX 27T SLEFEX 1T ITOISLIZESHEELEZTAANOCRESNTET X 8 D
Region 1 ($815 1) [, RETSvL BT HEZAAREDHITT .

NEDOEDEE/NR 9 IZH ST DX TAEENEIHEOTNSIGE., EXa7I75 v Lk
FI5vL 1B EEO=75vY 1 BEERN., XTIy aTATSLEFEEF2T SRAM TRSS
LIZEBEEETOAT ST (BEAH) hORESNFET,
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STV r—av/—bME BRYIDFEDHERBRLTVET , EfEHIE, 51 BEESBLTIZEL,

421 4F70—(Operational Flow)

HELESAHEHFIICLEEEERTETHICIE. A—FTF7T)5—3> M5 SSP API D accessWindowSet
(331 E#BR) FHRUVHETHENHYET, 75V 158EORYDE S X, X770 S5 LEFEEF21T7T0
S LDOMAEICKDEEEEEAANEDZHYET,

Identify the address of the secure flash codeand
secure flash data thatneeds to be protected

Disable DTC/DMAC, EDMAC, LCDC/2DG/JPE

Use SSP APl accessWindowSetto set up the FAW
window in the application codeso that the secure flash
data region is outsidethe FAW window

17 BEZAHRESN-NEBIS5 VL 1R DFEIL

43 RAEIFvLaé SRAM OFH MY EEEFAH D R (Internal Flash and SRAM
Read/Write Protection)

t3a17 SRAM fBEIIZXLTEFX 1) T4 MPU ZHHICLE-FEA T, 5217 SRAM [Tt Fa 775y a0
SLEFEEF 1T SRAM TOSSLMSHRATY /EEAHRESNET,

EZAARENT-TSVIABEA X7 ISV 2 8EHO—EBTHIEE. COEF1T7 I35V 1Tk
FaT7TATSLIZKBHAMYEEZAANSRESIN, X170V SLIZKEEZTAANSREINTET,
8 M Region 4 ($81 4) X, RF TS5y 1T 2HA MY EEEAHREDHITT,

431 #4E70—(Operational Flow)
X217 SRAM $EEIFRET H5ATHER SRAM fEEZHRAMYRELIHE. TOEEBIERCTOERIZES
EFAANLHLRESNETT, CORETO—DFEMIL. 41 FE ZSBELTESL,

FAW 2L T. EEAHAREIN-NE ISV 1 B8EEREL. TOEEN X217 I75v 2T —25EEO—
HTELHABE. EXaT7 IS5V aBEICERT A0 avIiE. X270 S AL EEFa7TOTSAICK
DHEELEEFAHDOREINTT, EXa 775V 1B EAKE. X7 T0TS LD OHRARMYRESNE
a-o
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NER SRAM ERER TSV BT A MY EEZAAREDOEEHIE. 5.1 B ZSBL TS,

Identify the secureflash codeand secureflash data
that must be read/write protected

Configure the BSP property to define the secure flash
program and secure flash data region. For best
security, allocatethe secureflash programregion
within the secure flash dateregion

Set up the linker scriptand allocatethe secure flash
code and secureflash data to the secure flash data
region

Disable DTC/DMAC, EDMAC, LCDC/2DG/JPE

Use SSP APl accessWindowSetto set up the FAW
window in the application codeso that the secure flash
data region is outsidethe FAW window

18. 5 A MY IEZAARBEIN-NEISYL BB DORET
44 REITS5v 20 Write—Once {15 (Internal Flash Write—Once Protection)

FAW LY ZRARD FSPR EvkaE91)7 (0 ITERE) LIzBER T, FAW DU RORICEENTLVELRE IS Y a
SEIEIE. X7 7asSLLEEFATTOT S LMD Write-Once {RESNE T, Z0) Write-Once 1R h1-48
BORABE. TNAADEREEKITH->TERT I ENTEE A, X 8 M Region 5 (F81E 5) 1. NE TSy
2 a2(ZB89 % Write-Once {REDHITY .
441 4E70—(Operational Flow)
Write—Once {REEZZEITT HAM:
TI)r—2avh0ui 8 35 EEERLTWAERL T —400—R2a8iEMICTANEY
HhDEDEELT—2Pa—FKH, Write-Once RESN-FBEIZEY L THILEIIHYEEA

19 [T, BIERETIRET HEADIERETIO—TY , Write-Once RENDFEEI(L, 53 EZSHLTZELY,

Fully test the critical flash program and data (this can be secure or non-
secure program and data)

Use the provided PC utility to program the application code, setup the
FAW and clear the FSPR bit to permanently lock the critical flash program
and data.

19 Write-Once {£5&

3.4 ETHBAL=&LSIZ, SSP1.5.3 E£=IEZFNLIBTIL. FAW LU RAEEAYST B HEIZLD Write—Once {REZ Y
TI-S_FL/—CL\iﬂ'/Uo
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45 REIS5v oD Write—Once RELERAH YR (Internal Flash Write—Once and Read
Protection)

Write-Once {RELHFAMYREL., EXa7I75v0 17005 LEEF AT ISV AT —RICHLTERTHE
HTEFET . X 2UTa MPU & FAW fBEIZ R ET S5 AETEF 17759 1B DRARY / EEAHREEH
T BIEE. I—HIE FAW DU ROEKGENICOVITHIENTEET, TDGE. EDOYV—IILEFALTE
I HEEBOEELTOTSIVY (BEFAH) (TEBTELRRY., X7 I0ISLIZKEHRmARYNDSE
REINFT, 7778)T—bO—4 J-Link RZYT, ©ILTTOTSIVFEERLTH, COI5 Y 1 5BEDHE
E£ETOTSIUTIEATRETY,

8 M Region 8 ($B1 8) . WE TS5y 12T B Write-Once RE LA IMYREDHITY,
451 #4F70—(Operational Flow)
RNEEX217 75927 T)r—2avDFE. EXa7707 S LEEEF27TOT S LMD Write-Once {REES

N FEEF2TIOTSLNLHEARYRESNIEHERTET 50T, A—FBEINODEEFIRICHIEN
TEFEY,

Setup Security MPU secure flash region

|

Setup FAW region

Y
Test the application for intended secure
functionality

L4
Use the PC utility to program the application and
permanently lock the FAW region

'.|

The secure flash region that is not included in

the FAW region became write-once and read
protected region.

20. Write-Once REELHA MY D RS
FAW B DOy F 00 DERBIE. 5.3 EFSELTIZELY,
46 EEIZE§9I BEE (Operation Notes)

461 AEYEIY LT (Memory Allocation)
4611 X o17H5EELXLT S OM DME MR (Space between Secure and Non—secure
Instructions)

EtFa77O0VSLOREDGRE. CXa27T0TSLOEYNDGHEDBIZ, 12 /N2 LRIZT7RL RZER
FHRIDIVDENHYET . COXYyT (EH) 2REFRET . FEXa7IRISLDOERICEX2TIOISLE
B#MLEES. EXa7 700 340X 277005 LELTITYFEINSAREENHYET, SEMIE. /N—F
HIF71—H—XTZaT7IILESRBLTESL,

46.1.2 AEIS—EBOEFXLT7HEEEY YN TEI (Do Not Assign the Memory Mirror Region to the
Secure Region)

MMF [ZxtLTHAEIS5—ZER] (memory mirror space) (0200 0000h ~ 027F FFFFh) 2% F 9 A &l iEShTLY
9,

46.13 a7« MPU SEED R A—FF7 v T I1)F (Startup Area of Security MPU Regions)
XTIV AT REBORBTRLRATYT7E. AYFT—T LI TFICERETHLIETEE A,

tF217 SRAM T—AREEOBRIBTRLAZ, RAAYI I T ERIERIET—TIILTYTFIZRET SEEXTEEE
Ao
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462 FAFLavBEAERVDODIOY SIS IZEET B4R (Limitations on Programming the Option—
Setting Memory)

N—FH17 21— —X<T=a27 )LDl Changing the option—setting memory by self-programming] (L7704 53

DO THT VR EAE)EEETHIH5E) DELMDebugging through an OCD or programming by a flash writer |

(OCD [2&BTN\YTBFERITTSY 154 8I2&>TTATS LT RIHE) DEEZSEL. FAW DREL 0SIS O

ID FREICEAZRT DA T aVBREAT)DTOT ST (BEAR) ICBETHHIBREEAEL TS,

DT ) r—2a3v /—MMZEFENBZTT)r—a a—FRid, a——XvZ a7 )Lz Hsn=fE 1> TLY
EX I

463 J7HOM)T—kA—F DTt EVYT 1 (Factory Bootloader Accessibility)

tXa)T4 MPU AERIZHE->TWWAIES. I79M) T—rO—&F (FRIETEFE A, I7IMN) T—rO—45 2B E
ARTBICIE. £F2UT1 MPU DL REEREZ) IR 2ELHYET , EF ) T4 MPU UEVbDENE
BliX, 5.2 EFSHELTES0Y,

464 FEEXFLT7EEILOEXFITEABD 71X (Access Secure Function from Non—Secure

Functions)
FEEX17EHEIOEF1T7EYBETVHTENTEET (22 EDK 6 ZS5HE),

ZONV)—RQOTT)r—ar/—hME X2 T7EEN S X 2 TEMEZEETFUVHELTLET,

X217 —rA—FRNIZRESNTWS X1 7EARICTIERTE5E. HILEENALETY,

— X aTEBOIUNIRAUE BEBERAUE) TRBRLEZIIV—T%. X775y aT—425EEAICE
HLFET

— X ATEABT I IILAICEMRESN TOSEERI 200, X 7EBICTIOEALET

465 tXaY)T41 MPU EIBEADT/\vH 72t X (Debugger Access to the Security MPU Regions)
FINVADNT VT E—RFTHELTWDBE., X174 MPU D75y 2ét¥X17 SRAM fBEIDNEERT
T ORERE T BEINICAAYET , e? studio ZFERALTULSIES. [memory] (AEY) Ea—MotFa7HEEBERTT HE.
EXlojERTSNFET,

5. ®XaYTAT7TIVr—2avIZwiEd B e studio OV REPTIS v 1& SRAM
(Security Application e? studio Projects: Internal Flash and SRAM)

AE(F, X1 T4 MPU & FAW #ERT5=HDHTILTADC IO ERBNLET .

X277y aa—FRétEFa7 SRAM O—KMS, EXa7 75y aT—42EEX 27 SRAM T—4~DT Y
+X

FEtEFXa7ISYaa—KREFEEFLT SRAM O—KhS, X1 7I75vaT—2EEFX17 SRAM F—4A~
DT7IER

REFTSv aé SRAM DIRTET—EAD X7 7 TVr—2av(ZlT 5 3 20U T LTl orimHBYET,

ATk 1: e studio M Synergy 7O TSk (secure_data_at_rest_pk_s5d9.zip):
BEREIXLLT :

— XTIV AT RADEARYRE

— XTIV AT —REEF AT TRENTSV AT AN EEAHRE

— *a27 SRAM OFEHRMYRELEZAHKRE

ATk 2:e? studio D Synergy AT Tk (reset_flash_pk_s5d9.zip):
HEREIZLLT :

— FXalT4 MPU DY +vyk

— FAW T8 DYt vk

Aok 3:PC R—RM Visual Studio 7 74— 3> (programinstaller.sin):
TOzO THERLE7ITUr—3 %4 0A—RL.MCU O 779M) T —bA—4%EHALT FAW &
KEERIICOYITBATIa RS, LIzA o T, FAW [CEFENTULVELFEE D Write-Once {RiE€%X1H
LTULET,

IS 2T TUr—av/—kE, £F 1) T4 MPU, FAW, OSIS @ ID A—KZFhFh DY EyhrEiTS. LIDM
DY 2T )L J-Link RO TREIEXLTLET,
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5.4 E(&, FAW fBEZKGTRICAYIF 0T BHIIC FAW EtFal) T4 MPU DL REZE)Eybd 5 1 BED J-
Link RZYThEERBALET,

5.5 ElZ. e studio THEIZARLLT= blinky 7ACTHRT OSIS M ID #8F T 5FI|EE. OSIS O ID #UEvhT 5
=8® J-Link ) TrOFEREEHBALET, 0SIS O ID &)t ybdBRX5)ThE, blinky AT HREEAE
HETHERAL.SSP 153 #{#EAL T Synergy MCU THEXaUTF DNIBET /NI T5-ODHEETATRLE
ERS

51 FAYxHb 1:€’ studio TAV I HNEISY 2L SRAM DAY E SUEEAH
R (Project 1 e? studio project: Internal Flash and SRAM Read Write Protection)

511 YIMNHYIF7T7—XTIF v DBEZE (Software Architecture Overview)
TOTIk 1 &, 7592k SRAM OHARMYRELETAAREZIRTT S 4 BOVYIrDz7aAVR—RIb
TIN—TEEBEBLET,

A —ILAL23 T —RX (console Interface)
X775y aa—F

t+%a17 SRAM O—FK
FEtF¥a7I75vaa—F

ZOF7TVr—2arY I 7HIZ, SSP MNR#E9 5 USB CDC Oy —ILIL—LT—9%FERT S 1 DOy
Y—ILALYRABFEELTOET, COaAVY—ILALYRIE, X277 I35y 1 58BN TEIMELE T, CORL YK
X COM #—3F LoD AI—HFANEERL. HIETHEF2T7I75v1étF27 SRAM, LUV ELEF2TD
9 aDETTVr—30a—KRETIOT4TI12LET B 21 #SBLTLIESLY,

Application

Secure flash, secure SRAM,
non-secure flash access
software

e e Conscle Thread

A

Synergy Software Package (55P)
Application Frameworl

Console Framework
Communications
Framework

USB CDC Framework

ThreadX

E2
studio

HAL
r_flash_hp

Synergy MCU

M -

Secure Secure se:unre
ist flash SRAM

register as| flash

Security
MPU
register

21.7axH8 1 OYIr Y7 ITOvIH
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512 FAEVEIYHTOERE (Memory Allocation Arrangement)
ORATLDAEYTyTEEETED L. U PRI T ¥script¥S5DI.1d TY . Y IR 7 [E secure_definitions.h
ATERINTLSTIA (macro) #EAL T, SEIFLEEF273—REEF a7 TIEEVI—FZEIYETET,

22 (2. 75v2aV bz 7AVR—RUMIE DIV AR DEIV LB TERLET,

Non-secure Flash region 0x00100000 - Dx0D1FFFFF

OX0DOFFFFF

OXDOODFFFF
—
0x000080000 — Ox FFFFF
Secure Flash Data
O0xDOO7FFFF
Unmodifiable ——e==
via FAW Secure Fljash__.::
Data Region
0x00000500 - 0xDO0TFFFF
Secure
Program
region
OxQ0000500 .
Secure MPU Register 0X00000400 N
— L Interrupt Vector
0x00000000

E22.70 98 1 ODRFISYa
23 2, SFEEIFEL SRAM VY Ihoz7avR—RUMMZE D SRAM AEDEY HTERLET,

0x20080000
Non-secure SRAM 0x20030000 - 0x20080000
0x20030000
Secure SRAM Data
Secure Ox1FFEO000 — 0x20030000
Data
reglon Secure
Program
region
23.7a2xUk 1 DAL SRAM
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LITIS. DY HRYY T (¥script¥S5D9.1d) TEELIZATHEEERLET,
/* Linker script to configure memory regions. (AEUBEZEEBRITBIVHRIITR) */

MEMORY
{

VECTOR_TABLE (rx) :ORIGIN = 0x00000000, LENGTH = 0x400 /* vector table, 1024 bytes (N
OBT—TIL. 1024 INfk) */

SECURE_PROGRAM (rx) :ORIGIN = 0x00000400, LENGTH = 0x007FC00 /* secure flash program (®Fa77
Syl adag Sy */

SECURE _DATA (rx) :ORIGIN = 0x00080000, LENGTH = 0x0080000 /*  secure flash data (£Fa7I75v>a
T=5) */

FLASH (rx) :ORIGIN = 0x00100000, LENGTH = 0x0100000 /* non-secure flash code (EFa7Tl&
BTy aa—K) */

SECURE_RAM PROGRAM (rwx) :ORIGIN = Ox1FFE0000, LENGTH = 0x0020000 /* secure SRAM program (¥
7 SRAM FASSL) */

SECURE_RAM (rwx) :ORIGIN = 0x20000000, LENGTH = 0x0030000 /* secure SRAM data (£F¥a7 SRAM T—
") */

RAM (rwx) :ORIGIN = 0x20030000, LENGTH = 0x0050000 /* non-secure SRAM program and data
(EFaT7TIEAW SrRaM TOTSLET—E) */

DATA FLASH (rx) :ORIGIN = 0x40100000, LENGTH = 0x0010000 /* 64K */

QSPI_FLASH (rx) :ORIGIN = 0x60000000, LENGTH = 0x4000000 /* 64M, Change in QSPI section below
also (64M,AT® QSPI wHIavRELER) */

SDRAM (rwx) :ORIGIN = 0x90000000, LENGTH = 0x2000000 /* 32M */

}

LLTFIZ, secure_definitionsh TEERLIzEZX2T7YINITT7 I AL EFaT7T—2 203V ERTEHAEY
BYLHTIrnERLET,

#define SECURE_PROGRAM __ attribute__ ((section (".secure text")))

#define SECURE_ CONST __attribute__ ((section (".secure rodata")))

#define SECURE_DATA __attribute__ ((section (".secure data")))

#define SECURE BSS __attribute__ ((section (".secure Dbss")))

#define SECURE_SRAM PROGRAM __attribute__ ((section (".secure_ sram program")))

UTFIC, £Fa7I753v0aT—2EEF27 SRAM T—2ITH T 5 REEIRTIHEMTHAT HERDTANE
#HERLET

FtFaT7 IO SLALDERDFEARYEEERAAZHFATEHDTO—/NIILEHEFERALT, £¥a7
T—RIITICHT BHmAMYEEERAAEIaL—LET,

&2  TANEH
T—3E Ja—nLEHE T—5BIZE T 534 PREICBE9 HaAV
tXa7I5via s_dataConst EH TORABEBITAEIATHE
T—20H HA. EEFa7TOT LD
CDEB~DTIEREEMT
FHYEEA,
X aTHEELEFE | s _datalnit MAALFH TORABEBITAEIATHE
# SRAM T—45 Dl BA, FtEFa7IOT S LM
CDEH~DT I ERIEENT
FHYFEE A,
THATLERMEAL | s datawWritten REHE FtFaT7IIvaTOISLA
SRAM T—2 04l MOCDEHADEERH B&
VZDEZFAHADRREIENT
FHYEEA,
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513  $#88EIZE89 2528 (Functionality Description)
(@ aAVY—ILaA—HF(ET1—R

ZOa—FEoiaviE. CLL DA AZHIELES,
(b) EFaTF7ISvaFnidshA

X217 IT5vaTAYSLMNS, EF 21T SRAM 4Bl JEX 17 SRAM 4Bl -5t T AEA Y EE2E5AH

— TRTO SRAM BEADT /L ADERHHT SIS

TXaT7 ISV AT S LD EXaAT ISV AT —REEEFEEF AT ITV AT —REEIIH T HEA
ERY

— FRTO I5va FEADTILAOREHHASND

(c) %27 SRAM FO455L

t¥ 17 SRAM OS5 LG, 2517 SRAM B EFEF 17 SRAM B BE5A MY LEEEIAH

— TRTO SRAM fEEIADT7 I ERDRTIMNEHFRIEND

X277 SRAM TO5S LM, EXa7 75y afBlElieEtXa7 IS5y 1 fBEICH T ERAMYEESA
H

— TRTO 75y fBEADTIERADRTIHFAEND

(d) FEEFa17I5vaTATIL

FtEFa7I75v 2705 LHG, X277 SRAM $EEEIEEF 27 SRAM FEEICH T DA MY EEEA
H
— JEtEFa27 SRAM FEEAD TV ERDRRMNEFAIIND
— %27 SRAM SEEA DT IV EADREMNHFRISNFEEA
FtXa7I5vaTd0dS Lo EFaT ISV AEEBEFEF1T ISV BEICHTEAEARYEESE
AFH
— FAW ZRET DRI TARTODISVLafBEICHTIEZTAAT IV EANHFASNDIEERLET . TN
. REBTSvL 2T 55ABMYREDHITT (4.1 EEESE)
— FAW ZERELIzZ (L. FAW LN DFEEICH T 52 EEAHA TV EANHFAINBNIEERLET . CNIE,
RE ISV AT EEESAHREDHITT (42 EXSR)
o O FAW LIS DFEEAEF 1) T4 MPU BB O —ETHDIHE . AEISvaCET 55 MY IRE
EEZAAREDHIZRVET (43 E 2SH),
— (FSPREwrE)F7LTO0 IZERET S T) FAW DR EZAVILI-EE:
o FERDEZAAREINETSVL 5B IE. Wrtte—Once REIN-SERIZHYET (44 E 25 HB)
o LHENHEAMYRELIVEZAARESNT=TF Y 158, Write-Once REH IV HA Y REE
SNBIBICGYET (45 EEZSH)
SECURE_PADDING [Z¥fix9 57 VOE&ZICETHHFANGER : 20w yOlk, 4611 ETHBAL-EX2)Ta
MPU 7—XTOFvDEHIZH L., X 27 3—FRTHEEBEFE X1 7a—FERTEEOBIC vy T (8R) =15
ALET,
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24 | BEERERNIZU W—T LIz —RI7AIVETRLET

w [ src

= synergy_gen

Ll console_menu.c
console_menu.h

/ aVY—IILALYRIZEEE
[¢ console_thread_entry.c

[¢ hal_entry.c

[€ menu_callbacks.c
menu_callbacks.h

non_secure_flash_functions.c = s =
- - FEtEFaT7I75v2TOTI LA
non_secure_flash_functions.h Ja”
secure_definitions.h
le| secure_flash_functions.c = s o
-tlash_ tXa7I5vaTATS A
secure flash functionsh| 4

secure_sram_functions.c

secure_sram_functionsh |[«—__ 317 SRAM 7O4Y 54

lel utilities.c
utilities.h

24 )—R3a—F
514 %27 SRAM fEEIMNSDY I+ 7 DFEILEESTT (Establishing and Running Software from
Secure SRAM Region)
%17 SRAM B X 17 TATSLERTTHHE. U TORENBERLET.
512 ETRLIZKSIC VAR T3 27 SRAM fBEZESRELET

YOHRHYTRAT., X217 SRAM 71— 3>3—K (secure sram program $8i8) . X1 775y a
B DX 17 SRAM fBIEICBERELET

/* Secure application SRAM code and secure flash driver code are stored in this section. */
.SECUre_sram_program :

. = ALIGN(8);

I KEEP (*{ .secure_sram_program*)) I

(nA Tn RAM C+opnt -
l KEEP *E.code in r‘am*” I
_ Code_In_RAM End = .;

__secure_sram_program_end = .;

} > SECURE_RAM_PROGRAM AT>SECURE_PROGRAM

25. 2% 217 SRAM AOaA—FOEY KT

TV r—2ava—FEERAL T, EFaT7 Iy aflEh b, £Fa7 SRAM #iECtF17 SRAM O—F%
aE—LET . EERICDULVNTIL., secure_flash_functions.c IR secure_sram_section_copy M ESBL TS
Ly,

— .code_in_ram &LV SSP a—K+E4iavid, IS5 v aEZAHKIL—F % RAM [CHEELEFT . COF7TY

r—av/—h T, LERBOKSIZZNA—FEI 3% X217 SRAM €923V AIZEIY S TELY =,

515 ZFASzHrDA2HR—FEEILE (Importing and Building the Project)

secure_data_at_rest pk_s5d9 AT T h%E €? studio [ZTAVR—rL. 2OTOCIHIMEEILRBLUETITBHEIC
DLVTIE. 2D/ 85— 2B L TL A Renesas Synergy™ Project Import Guidel (Renesas Synergy™ A 14
2 R—FHAE) (r11an0023eu0121-synergy—ssp—import—guide.pdf) ZS B L TLIEELY,

ZOFazHriE. USB CDC K54 /3 TdhA. https://www.renesas.com/jp/ja/products/synergy/software/add—
ons/usb—cdc—drivers.html ZEELTWVET, CORSA/\EFHoA—FL, 12 RAF—ILLTLIEELY,
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516 /N—FOxF7®DtYr7v 7S (Hardware Setup)

1. micro USB 5—TJJLEFERLT J5 % PC ICHER T BE. AV R—RT/\yHEFERALTEHET /YT HEEEIR
HTEET,

2. micro USB #—J)LEERLT J19 % PC IZ#E#G T B L. Tera Term BEDA—IFILTOTSLEDEIEEZE
RTEFEY

51.7 X 7#BEDMREE (Verifying the Secure Functionalities)

B—IFINTOYSLEREET, LT TIL, HIELT Tera Term Z{EALTULVET, Synergy USB M @IER—ZHE
HmLET,

@® Serial Port: |COM5: USB Serial Device [COMbS) ~

Cancel Help

26.USB CDC avV—IILEHTOEE
ATVT 1 FERATRELR AN A= a—EBERRLET,

Command >7
Command Help Menu
view : Prints the defined security MPU and FAYW regions

secure_flash : Uerify the secure flazh program functionalities
secure_sram : Uerify the secure SRAM program functionalities
non_secure_flash @ Tests the non—secure flash program functionalities

27. 2 A=a—

AT9FT 2:€F2)FT4 MPU & FAW DT 74 ILEREERRLET (read secure settings BIEMZDERIERT
LET).

Command >view

Becurity MPU settings
PG Region BA: enahled [Bx LHA Bx 7?FFFF1
PC Region 1: enahled [Bx1FFEABAA Bx1FFFFFFF1]
Cecure Region B: enabled [Bx 468 Bx DFFFF1
i i: enahled [Bx1FFEAAAA Bx20@2FFFF1
2: disahbled
Secure Region 3 disabled

Access Window Setting Register CAUS)

Access Window: disabled

28Xl TAERE

27T 3: X aT7ISYL B (EXaT7ISYVAEEBRATEETHEE) 2R RLET . 6D EFX2T D
Sl aBEHEERALT, SEIEFHATR EEBORH Y EEESAAFITOET,

Secure flash code Help Menu

~ : Back to woot menu
.

: Up one menu level

read = Read secure & non_secure areas from secure code
write = lrite secure & non_secure areas from secure code
setup_faw = Setup the FAW from secure code

reset_faw : Reset the FAW from secure code

29X 775y ad0SSLDMEICEET R A= 1—
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XTIV aABBEERALT. X7 I35 v af8E. X217 SRAM B, X7 TSV 5B, EE
*217 SRAM fEEMNLDHEARMYZEITV. CNLDHEAMYT IV AN FAIN TSI LEHRELET,
secure_code_read() BAEIE. CNODHEREEIREEILET,

Command »secure_flash
Secure flash code >read

Secure code reads...running from secure flash

* secure flash program can read secure flaszh
! zecure flash program can read secure ram
* secure flash program can read non—secure flash

! secure flash program can read non—secure ram

B 30.&Xa775vaay S LI LBHEATY

XTIV ABBEFERALT, £¥a27 SRAM L. E2¥ 27 SRAM fBEADEZTAAZITL. ChHD
EXEAATIEANHFRAEN TSI EETERLET , secure code write() BEIE. ChoDHEEEETLET,

Secure flash code >urite

Secure code writes...running from secure flash
PASS? zecure flash program can write secure sram data

PASS? secure flash program can write non—secure sram data

31EXa17I75vaTadSLICKRESAH

setup faw AT REFEALT. FAWZSBELEFT . K32 2. HoTNWTASHRTHRELE-TI4ILED FAW 4815
ZRLET A AZ2—IZRY . FAW B SR ESNTWNB I EEHEELET,

Secure flash code >»setup_fau

Setup Flash Access Window...running from flash

[PASS secure program = faw is setup from Bx188008 to Bx1FFFFF

30300030 Jof3oE3aEJ0E -0 -0 -0 -0 - 0o e Jof-JoEJeEJeE- o JoE- oo e eE

Secure flash code >
Command >view
ar.r.p a r r o r r oy s o o rxxx ]

Security MPU settings

enabled [Bx y)0] Bx 7?FFFF1]
enabled [Bx1FFEBBBA @x1FFFFFFF 1
enabled [Bx 488 Bx DFFFF1
enabled [Bx1FFEABAA Bx2002FFFF 1
disabled

Secure HRegion 3: dizabled

Access Window Setting Register (AUWS)
Access Window: enabled [@x 106006Q Bx 208008 1

B 32.FAW MDESE (0x100000 ~ Ox1FFFFF)
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X217 I75vaTaT S LDDG reset faw AVUREFALT FAW 2V hLET , AM A= 21—(ZRY., FAW $8
BAEMIZIE- TSI EEERLET,

Command >»secure_flash
Secure flash code >reset_faw

Rezet Flash Access Window...running from flash

PASS secure program => faw iz reset

303030 - 30EJoE-30E 3030303030030 -JoE 30030 -JoE- 3030 JoE oo oE-

Secure flash code >~

Command »uiew

3030030~ Jof - JmE- 30 0 o0 JoE 030 —Jof o300 eI Jof - nE-Jf-JeE - eE- -

Security MPU settings

i enahled [Bx L8 B ?FFFF1
enahled [Bx1FFEBBAA Bx1FFFFFFF ]
enabled [Bx 408 Bx DFFFF1
enahled [Bx1FFEABAA Bx2B02FFFF 1
H disahled
Region 3: disahled

Window Setting Register (AUWS)
Window: disahled

33.FAW DJ+tyk

ATYT 4: %217 SRAM B (X217 SRAM fEE DN ETENEIT HEAH) #RRLET . choDEFXa7
SRAM B Z#FEAL T, SEIFLAEYBEHDOFZAIY EZEAHEITVET,

Secure sram code >7?
Secure sram code Help Menu
~ : Back to root menu
: Up one menu level
read : Read secure & non_secure areas from secure sram code
write : UWrite secure & non_secure areas from secure sram code

~

34 %17 SRAM FO5 54
X217 SRAM B#ZFEALT. EXa7I73 v aflE, €27 SRAM . EtFaT7I75vafEmlE., Et
217 SRAM fEEINLDHEAMYETVN., CNODHEAMYTIERANHF RSN TS EEZHERELET .,
secure_sram_code_read BA#(EL. NS DHEREEZETLET,

Secure sram code >read

Secure sram code reads...running from secure sram

PASSY secure sram program can read secure flash

PASSY secure sram program can read secure ram

PASSY secure sram program can read non—szecure flash

PASSY secure sram program can read non—secure ram

35. %217 SRAM TAFS LIk BFHEHTY
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0x100000 ~ Ox1FFFFF 0 FAW fEiiZ#HHICL. £¥217 SRAM B#EFEAL T, X775y afElE. %2
7 SRAM . EtF 17735y afiH.EELFa17 SRAM fEEHADEZTAHAZITWVET .
secure_sram_code_write BI#IL. O DHEEFERITLET .

Secure sram code >urite

Secure sram code writes...running from secure sram

Access Window: enahled [Bx 10BBAB | Bx 2008041
! secure sram program can write secure zram data
! secure sram program can write non—secure sram data

* secure sram program cannot write to secure flash region BxhBOBB
which is unmodifiable hy FAW

! secure sram program can write to non—secure flash Bx1206880
wvhich is modifiahle by FAW

36 %217 SRAM FO4SLIZKDEZAH
AL CL A=a—IZRYET,

Secure sram code >
Command >

7. A A= a1—IZRD

ATvF 5:tFaTIZV B (EFaT ISV AEE DN TEMET HBE) ERALET . choD L
X277V aBBEFEALT, SESFELAR)BEORAMY EEZTAAETVET,

Command >non_secure_flash
Mon—secure flash code >7
Mon—secure flash code Help Menu
~ Back to root menu
“~ 2 Up one menu level
read : Read szecure & non_secure areas from non_secure code
write @ Write secure & non_secure areaz from non_secure code

38. X217 IS5y aTOTSLDENIE
X775V al#HEFALT, EXa7I35v a8, TF¥a7 SRAM f8E. EEXa7T75 v a8, JE
3217 SRAM fEEEMALDHZARMYFTN. EXaT7AE)DHZABRYLAEN TR EZERLET,
non_secure_code_read BA#IEL. M ODMEEEEZETLET,

Mon—secure flash code >read

non—secure code reads...running from non—-secure flaszh
! non—secure program cannot read secure flash

! non—secure program cannot read secure sram

! non—secure program can read non—secure flaczh

T non—secure program can read non—secure sram

B 39.3kF 1775y aT 0TS LD LDFHAHIRYEIE
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0x100000 ~ Ox1FFFFF O FAW $ElgiZBRICL. EtF¥a7I5v>aTAISLEFEALT, EFaT7I5v a8
i, Z¥27 SRAM fEiF. X775 v atEiE. EEF27 SRAM BBEADEZAAEITVET, X7
OA—FRIZEPETAAZFHUAETEIEHT. FAW X7 ISV a AR FRELTOWBRIEARTEINET,
non_secure_code_write BA#EX. SN S DHEREFERITLET,

Mon—secure flash code >write

non—secure flash code tests...running from non—-secure f

IET]

Access Window: enahled [Bx 180068@ | Bx 200080]

PASS? non—secure flash program can write to non—secure

PASSY non—secure flash program cannot write to secure flash region BxhBBBA

vhich is wunmodifiable by FAW

PASSY non—secure flash program can write to non—secure flacsh region Bx128088

which is modifiabhle hy FAW

i .
PASSY non—secure flash program cannot write secure sram data

sram data

203X T7I75vaTadS LN EZAAHEE
ATYT 6: X 1T7EBDA=1—ICREY. FAW DFREFY'TL. view AV RFEFEAL CEMEEZREELET,

Secure flash code >reset_faw

Rezet Flash Access Window...running from flash

PASS secure program => faw is reset

Security MPU settings

PC Region B: enahbled [Bx 5A8
i enahled [Bx1FFEABAA
a: enahled [Bx 4A8
1: enabled [Bx1FFEABBO
2: disabled
3 disabled

Secure Region
Access Window Setting Register (AWS)

Access Window: disabled

Bx 7?FFFF1
Bx1FFFFFFF1
Bx DFFFF1
Bx2082FFFF 1

41.FAW D) tyhShi-C&ETHER
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5171 ZOF7FT)5r—2ay/—rh R 28BEDEE (Summary of the functionalities provided in
this application project:)

tH¥2)T4 MPU & FAW DFEEZFERAL. X775 v afElgiétt¥a7 SRAM BIITx 9 55~ IY REE
LEZTAHRETERLET,

TINVADNSEXaT7T—FEMELET . T/\VvHZFERALTEXa7 T —2EEDOAEIZRTTHL. fE0]
NRRINFT . RYDBEDANLGELOE., TNAVHLSORENEMIZLYET,

0x400 : 0x400 <Hex Integer> &2 . == New Renderings...

Address @ -3 4 -7 8 -8B C-F
eoeoooooeco0osce [JELEIEIIE] cocococcc0e 00000000 00000000
0000000000000410 00000000 00000000  ©0APAC00  0EO0000
0000000000000420 00000000 00000000  ©0APAC00  OEO0000
0000000000000430 00000000 00000000 00000000  0EO00OOD
0000000000000440 00000000  000000A0  000PAC00  OEO0000
0000000000000450 00000000 00000000  ©00PAC00  0EO0000
0000000000000460 00000000 00000E00  ©0APAC00 000000
0000000000000170 00000000  000000A0  ©00APAC00  OEO0000
0000000000000430 00000000 00000000  ©00PAC00  OEO0000
0000000000000490 00000000 00000000  ©00PAC00  0EO00V0
00000000000004A0 00000000 00000000  ©000A000  0E0BOOD
00000000000004B0 00000000 000000O0  000PAC00  0E00000
00000000000004CO 00000000 00000000  ©00PAC00  0E00000
08000000000004D0 00000000  000PPEAD  ©AAPAC00  BE00RO
0000000000000AE0 00000000 00000000  ©00PEC00  0E00000
00000000000004F0 00000000 00000000  ©00PEC00  0E00000
0000000000000500 00000000 00000000  ©0APEC00  0E00000
0600000000000510 00000000 00PPPEAD  ©0APAE00  HEEBOOP
0000000000000520 00000000 00000000  00APEC00  0EO00V0

E 42. %17 TF—24EBEF N\VHDNSRFTTEAEIZTTELL

tF217 SRAM SEEIEEF 1T IIVLABEBICHT SRAMYRELESAAREEFERALT. X275y
DaffetF a7 SRAM SBEERIRY 55 KICET ST EEHEIIL TS,

5.1.8 {thd Synergy MCU ~®DF1T (Migrating to other Synergy MCUs)

& MCU JIL—TE . JIL—TRHDE MCU I2&-T, AERTIS Y1k SRAM DH A ZXANELLIENHBYET, =
D7 TVr—2a E DR RITHBITTBHIZIE. LTOFIBEIZH T,

1. EEOAE)HAXIZEHET.BSP TEXal)Ts MPU DEIESBREEZERELET

2. [BSP]14JTEZRLE=HLWEXAT ISy afiEétxa7 SRAM fBEISEELT YV ARYYTREEZEL
E I

3. 75— 30a—KFAT BREICKHLT FAW SBEOERZERBLET , 75— arvDa—KH A4 XHh
BYINEWLD T, FEAEDBE DT )r—ara— R LRI 520 E[FHYEE A,

52 AYIHk 2:€* studio AT+ X T4 MPU & FAW DEEFEN') vk (Project
2: e’ studio Project: Reset the Security MPU and FAW setting)
ZM e? studio AT T, reset flash_pk_s5d9 [, SSP M r_flash.hp HAL RSA/N\ZEFEHALTEF )T+ MPU &

FAW DBEEU YT 261 RLET ., E¥1)TF4 MPU ZBXICLETOS oM EEH B850, HLvoo
oM EO—RTREES. A—AEBECOIIL—FUoEETTEILEFHELET,
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w

Threads Configuration Generate Project Content

Threads &) New Thread HAL/Common Stacks &) New Stack > =3 Remove
= D Port & g_cgc CGC Driver on & g_elc ELC Driver on % g_flashQ Flash Driver & g_fmi FMI Driver on
="HAL/Common ioport r_cgc relc on r_flash_hp r_fmi
g_ioport IO Port Driver on r_io
g_cgc CGC Driver on r_cgc ©
g_elc ELC Driver on r_elc ...

43.r_flash_hp EDI75YL 2RS4
TSV ARSANDPER IV T ADEZAHEERITTESELIITHBHIZ, 21— (X DTC/DMAC, EDMAC,
GLCDC/DRW(2DG)/JPEG MDERZ#TL. & 11.FAW RED HEfH
TiBALI=ESICa—FEFUVHITBHERHYFET . CNODERBERZ %], K 44 [TRTIL—FUEFEUHL.,
FAW BB DR EEZV)T7LETS .

static volatile ssp err t err;
SSP_PARAMETER_NOT_USED(err);

//Configure and open the Flash API
err = g tlash@.p api->open(g flash@.p ctrl, g flash@.p cfg);
APP_ERR_TRAP(err);

//Remove any prior access window
err = g flash@.p_api-raccessWindowClear(g flash@.p ctrl);
APP_ERR_TRAP(err);

//erase SECMPUAC register setting
err = g flash®.p_api-»erase(g flash@.p_ctrl, secureMPU_reg, 1};
APP_ERR _TRAP(err);

//close flash API
err = g_flash@.p_api->close(g_flash@.p_ctrl);
APP_ERR_TRAP(err);

44 %21 F4 MPU & FAW DEEEDY YR

53 FAYxYbk 3:FAW ZX&EMICAVH T BT80N PC 7F1)/r—3> (Project 3: PC
Application to Permanently Lock the FAW)

FAW ZXKEERIICOY 93 51D PC AIT1—T ()T« B 12 [ZRT L3I, MCU DI7HR) T—rO—5%E
ALET,PK-S5D9 DIFE . 77U ) T—rO—FE—RIZHBTITBICIE. v/ J1 OEEE 1-2 hhid 2-3 DfiL
BIZZEEL,MCU [ZYyrEMTET,

BHE T —F (Normal Boot) : J1 I 1-2 [ZHDIBE. S5D9 [FHNERTS5 v 1 (ROM) MOETERIBLET ., Ch
L. BRICERBAL - @ EEEE—F T,

7o) T—kO—45E—K (Factory Boot Loader Mode) : J1 MIE 2-3 [ZHBHES. S5D9 [£ USB OS5 L
E—FHRDOI7IMN)T—bA—FEFALTI—FLET, ZOHKR. USB T/AA XA R Tx—X (CDC ITR) ##%
MLT,. TRV S LERAVOAVMA—SOREITYL ACEEA—RTHIENTEET,

COY—ILEFERTBICIE. UTORTYTIZH-TLIEELY,

ATYT 1 TIHIEDFHERNBTERTLET . L. TIHILEDTOT S L% pk-s5d9 [TTATSIVY (EE
AH) LET , ¥PC program¥final_program installer script W FMD T 7#JLk progaminstaller.exe (£, FAW Z0w4L
FtH A, COY—ILIE, FAW $BIB DB EEITVET,

1. Synergy MCU #7749 r)J—hO—4 E—FIZ8TLET,

2. TNARIR—Tx%E[AE. [Synergy USB Boot| (Synergy USB T —N) [Tt/ 5. FlZESNi= COM R—+D
BEESE=ROITET,

3. deploy app.bat 77 A ILEEITL. FIESNT- COM FR—+DBEELESIHELTIEELET . E 45 OEAHZES
BLTIZELY,
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C:\ PC program\final program installer script>deploy app.bat 12

C:\Synergy SW\iotsg repository\SSP Applications\Secure Data at Rest\Phase 1\PC
program\final program installer script>REM script to download application and setup FAW

(TFVr—2avESooa—FkL, Fan ZERETH=HDRYYTH)

C:\Synergy SW\iotsg repository\SSP Applications\Secure Data at Rest\Phase 1\PC
program\final program installer script>echo off

Parsed SREC file:secure data at rest pk s5d9.srec (0x0..0x10D477)
Initialising flash programming connection to port COM12
Established flash programming connection

Disabling flash access window (0x0..0xFFFFFFFF)

Flash access window is now disabled

Erasing flash

Flash erased OK

Writing flash for secure data at rest pk s5d9.srec region (bufferOffset=0x0, 0x10D440
bytes)

Flash region written OK
Flash Access Window configured for start=0x100000, end=0x1fffff
Completed OK

45 FAW $EZOY OB FIC7IUr—arearnd 5505 (BEAH)
FED: 7TV —LavEBRTRIIIVT (BEEAH) TAREIC. VEYMNL—FUERTIEIRENHYET,
ATYT 2 ELRBE LTOFIEIZH->T FAW fBEOOVIIZ#EAET,

1. Visual Studio ®FOT Yk, program_installer.sin
(¥PCprogram¥final_program_installer_src¥pc¥apps¥programlnstaller¥programinstaller.sin) ZBEE 9,

2. Oz HorOFTaONT4EREET, [C/C++] > [Preprocessor] (F)TO+tyH) DFT.
TACTIVATE_THE_FSPR]&UV5 [Preprocessor Definition] () 7Rty HEE) #BMLET,

Configuration: |Active(Release) ~ | Platform: |Active(Win32) w Configuration Manager...

4 Configuration Properties Preprocessor Definitions WIN32;NDEBUG;,CONSOLE:%{PreprocessnrDefinitinns};ENABL[
General_ Undeffne Preprocessor Deflnlt!ohs Prepracessor Definitions ? %
Debugging Undefine All Preprocessor Definitions No
VC++ Directories Ignore Standard Include Paths No %(PreprocessorDefinitions) 2

4 C/C++ Preprocess to a File No || ENABLE_WINDOWS_KEYSTORE
General Preprocess Suppress Line Numbers No || _CRT_SECURE NO_WARNINGS

- - W

Code Generation

Language
Mracamanilad asdare Evaluated value:

B 46.FAW AvHDEEE

3. Program_nstaller 7O EaV/INAILLET,
Visual Studio 2017 @) Professional Z7=I& Enterprise /N\—2a ZF AL TS E S ROIS—AvE—IM
RIRSINFET,

Error List

Entire Solution - 0 1 Error ||| t 0Warnings ‘ © 0Messages ‘f Build + IntelliSense v

" Code  Description

© MsB2035 The Windows SDK version 10.0.17134.0 was not found. Install the required version of Windows SDK or change the SDK version in the project property pages or by right-clicking the
. solution and selecting "Retarget solution

® 47. 70495 LAV AR—5Da /()L
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CDIF—Ayt—C%BRTBICIE. TADUMER Y)Y, [Retarget Projects] (FOC T IMDEAR—7Y
b ZBIRLET, RIC, FEALTLNS SDK DAN—230FBIRLES AU/ (ILICEHRET

ﬂl programinstaller - Microsoft Visual Studio
File Edit View Project Build Debug Team Tools Test Analyze Window

B-2m$ - = | Debug - x64 ~ P Local Wind
Sl Solution Explorer > 0 x
@E-o- FE -

Solution Explorer (Ctrl+ P -
% Solution ‘programinstaller’ (1 project) -~
4 programinstaller

Review Solution Actions X

Retarget Projects

b =W References & Build Select Windows SDK version for the following projects
P I External Depende Rebuild
4 .| Header Files cl

4 & common ean Windows SDK Versionf | 10.0.17134.0 ~

[A flashDescr G

b

b [ flashR7FsS Analyze * .\programinstaller\programinstaller.vcxproj
b [ framedPrc Proiect Onl 3
P [ framedPrg

b [ memoryM

> [ serialh Scope to This

4
b

[ srech 51 New Solution Explorer View
b OK Cancel

M tcoServerd LS AR AR AR an

48.Zip Z7AINDAVTIY

4, ID O—KFEEBZHIBRLI-5ZT. 7FU5—av/—k 1, DFY secure_data_at_rest pk_s5d9 23 /SMJLLE
T NI, SOY—ILIZEEEINDHIPRTY , secure_data at rest pk s5d9 [CEBEMAELMEE . RYUTR I+
IWEIZEENDT IAHILED srec T7AIILDAE—LHB1=-. CORTYTEERTITEI2HEFIHYEEA,

5. HpLL7- secure_data_at_rest_pk_s5d9.srec 774 JL% . deploy app.bat 771 )L
(¥PCprogram¥final_program_installer script) ERIL A FRIZEELE T,
6. COEDRTYT 1 IHBE LIz 1 ~ 3 LRICRATYTERTLTERICEA. RETIUy—ars 70553y

5 (EEFAH) LET,
5 ETEARAEEL TV B IRED A A— (0x0 ~ 0xFFFFF) TXEEMIZOv A anET,

Writing flash for secure data at rest pk s5d9.srec region (bufferOffset=0x0, 0x10D440
bytes)

Flash region written OK
Flash Access Window configured for start=0x100000, end=0x1fffff
Flash access window is now LOCKED

Completed OK

49 FAW fEE DAY

54 +®XaY)T4 MPU & FAW [2EF3 )tk J-Link 221 FFD | (Example Reset J-Link
Script for the Security MPU and FAW

Reset Scripts.zip ZfiZEL. ¥ 1T+« MPU & FAW 4818 D+t vk J-Link 21Tk

(SMPU_AWS _Reset_Script.zip) #&RRLET, FSPREYrEST7LTOIZRTET S (DFY. FAW fBEZE KA

Ay993) G, CORIYTEFERLTEFXT2 MPU & FAW DOREZ VT HIELTEET,

SMPU_AWS _Reset_J-Link_Script.zip Z#fi2;EL. & 50 ITRT 2 DD I7AIEWMBLET,

5509 _ERASE_SMPU_AWS.bat
| | S5D9_Erase_SMPU_AWS jlink

50.£%a)74 MPU & FAW QY tvrR5) TR
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S5D9 ERASE_SMPU AWS.bat #BE . 1 —H D J-Link /N\—3 (284 T Segger J-Link N\—23VEFHLE
ER

| S5D9_ERASE_SMPU_AWS bat - Notepad

File Edit Format View Help
set PATH=%PATH%;"C:\Program Files (x86)\SEGGER\JLink_v634f"
jTink -CommanderScript S5D9_Erase_SMPU_AWS. j11in

pause|

51.Segger J-Link 28— 3> DEH
CDRIYTRE, LT DHEREEETLET .
TINNARE)2YRLET
759y aTH A4 RY DRI T (0x0100A160) T RTH FF [CBETOY 53045 (BEFAHA) LET
TINARE)YRLET
I—RI759 DR PVDITAVIEHEELET
TINNARE)YRLET

D) yr R TREETT BIZIL. S5D9 % Normal Boot GRET—K) E—FRIZEHRFEL. ATURSAU94 RS
#BE, 2D bat T7MILDEEFXESHEL, S5d9_ ERASE_SMPU_AWS bat #E{TLFET,

55 S5D9 T OSIS M ID a—FK%!)tvhkd 3 J-Link X41) I (J-Link Scripts for Resetting
OSIS ID code for S5D9)

Y)—AX—K Reset_Scripts.zip Zfi# B L. OSIS_ID_Resetting Script.zip ZH Y H LFEJ , OSIS_ID_Resetting Script.zip
ZREL.OSIS O ID £ tvhT B-0DUTORYI)TERMBLET,

ID_Code ERASEALL _S5D9.bat
IDCode_ALeRASE_RV40_ph2 jlinkscript
S5D9_connect,jlink

a s wh =

INSDYYb R TREETTHICIE LTORTYTITH - TS,

XFvT 1:Segger V—ILEFEFEAAR—)LLTULVERLME S | https://www.segger.com/downloads/J-Link/ IZ7 %
AL, JIFARD J-Link VIF D7 EFHOA—FLTAVRR—ILLET,

ATvT 2: 3 LAV A—ILLT= J-LinkARM.dIl %
[e? studio WA A+— LT A ILF ]¥DebugComp¥Synergy¥ARM¥Segger IZOEF—LE T

s¥5C: IDE Z{fEFALT OSIS @ ID &/ E T AIZIE. J-Link /3—23> V6.34 FHIEFNLUBENKLETT,
ATw 3:e? studio ZfEALT. blinky 7AC UM EERLET .

ed studic - Project Configuration (Synergy C Executable Project) O X

e2 studio - Project Configuration (Synergy C Executable Project) —
Select the type of project you wish to create,

Project Template Selection

A
QO s BSP
C} Base Board Support Package for the chosen Synergy family.
[Renesas.Synergy.1.5.3.pack]
@ " Blinky
(?_} Blinky project.
[Renesas.Synergy.1.3.3.pack]
O] .. Blinky with ThreadX

C_} Threaded version of Blinky project.

52.blinky 7RI DIER
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ATv7 4:[BSP] 3T D TFIZ&HS [Property]l (FO/T4) T4—ILRT.ID O—KFZHRELFT . Evk 127 LEWR
126 @ AESL 1 IZRETAESITTEFEL TS,

ID Code Mode Locked with All Erase support
ID Code (32 Hex Characters) [3322110077665544bbaag9sffeeddcc |

53.30274FaL—42® ID a—FOHRE
ATv7 5:[Generate Project Content] (A /AL TUYDER) &0 voL. TSI EIAVNAILLET,

XTw7 6:[debug configuration] (T/\v4 &) @ [Debugger] (T7\vA) —> [Connection Settings] (3T FEF)
ZBAE. LT D&ESIZ OSIS @ ID Z#AHLET . [Apply] GER) -> [Debugl (7/394) #5)vILET.

= —+,
X | B2~ Name: [ blinky_pk_s5d9 Debug |
type filter text [ Main [ %5 Debugger = Startup . Source| [] Common
[E7] GDB Simulator Debugging (RH35 A
Java Applet Debug hardware: | J-Link ARM | Target Device: | RTFSSDITE

Java Application
= Launch Group GDEB Settings Connection Settings Debug Tool Settings
Rernate Java Application Reset on connection Mo VoA
v Renesas GDB Hardware Debuggir Reset before run v
EE' blinky,pk.s5d9 Debug__| ID Code (Bytes) [ 332211007766554488 09088 FeEDDCC__|
[c] reset flash_pk_s5d9 Debug Hold reset during connect Yes v
E secure_data_at_rest_pk_s3d%¢ ||| cune
[E7] Renesas Simulator Debugging (R -

£ >
Revert Apply

Filter matched 15 of 17 items

54T I\ T BEOPT, —H$ 5 ID I—FEHTE
ATv7 1: T ET NV T LET,
ATv7 8:7AVIIREELLET,
AT 9:aARURTAV TR ERE, LRORVITRI7AIVERBLIZIH VT ITHEEILET .
ATV 10:BRICAVRAR—)LLT= J-Link DN—av [Tt i B/ RERELET .
set PATH=%PATH%;” C:¥Program Files (x86)¥SEGGER¥JLink V641a”
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AFvT 11:739FT74 )L ID_Code ERASEALL _S5D9bat ZEITLET . L TFITRT LOHEARRTREINET,

ID_Resetting ~ipt>jlink -JLinkScriptFile IDCode_ ALeRASE_RV40 ph2.J1i

918 14

d successfully.
ipt file...

yet but required for command.

V1 compiled Mar 8 20

) as current ta t interface.

Selecting 4 kHz as target interface speed
Device "R7FS5D97C" selected.
onnecting to target via

tTarget() start

ASE J-Link script InitTarget

ailable APs
f AP map has been reached

AP to use

Ox41 (ARM)

oMTb1[@][e]:
OMTb1[@8][1
Th1[0]
OMTb1[0]
Thl[e][4
OMTb1[@][5]:
oMTbl[@][6

OXFFFFFFFF

Script processing completed.
S t g leted

B 55.25v> 1 2E0DiEEE OSIS D ID a—KDY vk
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ATYF13: a0 74F 2L —2%FERAL. blinky TACTYRNTOSIS D ID ZFRTFF [ZY+EYrLT (K 53 B8).
JaszHrEaVRLILLET,

ATw7 14:debugger configuration (T/\yHHER) 12359 % OSIS M ID 9 XT FF [CUtvkL (KB 54 S8R).
TINVTEENERICHREL TWWAZEEHERALET .

6. RET—AEDEX17IEDRDFIE (Secure Data at Rest Next Steps)

6.1 X217 T—3DKES b EE2EE (Secure Data Encryption and Authentication)

COT7TVr—2a0 /—rDLUBEON—D3 0 TlE, EXF a7 T2 DBSL EBEERYKRLNET,

6.2 HNEBRANL—CORET—HDHEX2171E (External Storage Secure Data at Rest)

COF IV —as I~k DUBD =S Tl SRR —S DT — S B L ERIE. 35157 7L RHEER

UkVET,

6.3 +®¥aYT+1 MPU OEFa)Ts848ED S AH (Example using the Security MPU Security
Functions)

22 BETHALEKIIC EF 2 T4 MPU THIEITES 2 DDEFa) T+ #EELHYET,

1 DOEX1) TR, EXATREEILIUDY (SCE) ADT7 O EREIFHLET . COEX 1) ToH4REEE D
IZLEEE . EXa 7705 S LO#RM SCE IZ7HIEATEET,

351 DOEFaUTAHEEIL. O—FIS5v 2T —2T75yaMEERETOST SIS (BEFAH) (E/P) #EE~
DT7IERZHELET ., COEF )T HEEZBAMNLEEE. EXa7 705 SLOAF DA ISV 2D E/P
ERITTEET,

ZOT7T)Vr—3 0 /—bDLUBON—2ar TR, ChoDEXF 1) T4 REDERREZRBNTHIFETT,

7. BEEH

1. MQTT/TLS 7FUr—>ar7adzyk:
Synergy MQTT/TLS Google Cloud Connectivity Solution - Application Project
https://www.renesas.com/jp/ja/software/D6003715.html
Synergy MQTT/TLS Google ¥ 57 RV ) a—a >y (BEBEH) _
https://lwww.renesas.com/jp/ja/doc/products/renesas-synergy/apn/r11an0335ju0102-synergy-mqtt-tls-
google-cloud-connectivity.pdf

Synergy MQTT/TLS AWS Cloud Connectivity Solution - Application Project
https://www.renesas.com/jp/ja/software/D6003098.html

Synergy MQTT/TLS AWS ¥ 57 RV ) a— 3> (BEFEH)
https://www.renesas.com/jp/ja/doc/products/renesas-synergy/apn/r11an0336ju0102-synergy-mqtt-tls-
aws-cloud-connectivity.pdf

Synergy MQTT/TLS Azure Cloud Connectivity Solution - Application Project
https://www.renesas.com/jp/ja/software/D6003716.html|

Synergy MQTT/TLS Azure ¥ 57 RV Ja—2 3> (BFEH)
https://www.renesas.com/jp/ja/doc/products/renesas-synergy/apn/r11an0337ju0102-synergy-mqtt-tls-
azure-cloud-connectivity.pdf

2. EXaT7I—bIR—T¥T7I)r—arTadHb:
https://www.renesas.com/jp/ja/software/D6003137.html

3. ILRHY RISy 2T 0457 https://www.renesas.com/us/en/products/software-
tools/tools/programmer/renesas-flash-programmer-programming-qui.html#downloads

4. ARM®v7-M Architecture Reference Manual (ARM DDI 0403D)

5.  ARM"® Cortex®™M4 Processor Technical Reference Manual (ARM DDI 0439D)
ARM® Cortex®-M4 Devices Generic User Guide (ARM DUI 0553A)
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https://www.renesas.com/jp/ja/software/D6003137.html
https://www.renesas.com/us/en/products/software-tools/tools/programmer/renesas-flash-programmer-programming-gui.html#downloads
https://www.renesas.com/us/en/products/software-tools/tools/programmer/renesas-flash-programmer-programming-gui.html#downloads
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Web B/ +E VY R—F

LIT® URL T, Synergy 75vb 74— LDFMOIER. BET HRX AV MDA D A—F HR—rDFAMN

f%ij—o

Synergy Y7k 7
Synergy VIbD 7 Iwir—2
YINDITTRAY
Yok 7 A
RFY—IL

Synergy /\—KHx7
A4yaarka—3
MCU FzE
INGAN) IR TR
Fobk

Synergy ¥Y!)a—33> Gallery
N—kF—7O ok
F7I)r—arJavyk

TILTH—ERYR—FJY—X:
KExairk
FLyPoR—X
T+—35 L
N—=24
ETH
Web F47vbk

www.renesas.com/synergy/software
www.renesas.com/synergy/ssp
www.renesas.com/synergy/addons
www.renesas.com/synergy/softwareglossary
www.renesas.com/synergy/tools

www.renesas.com/synergy/hardware
www.renesas.com/synergy/mcus
www.renesas.com/synergy/mcuglossary
www.renesas.com/synergy/parametric
www.renesas.com/synergy/kits

www.renesas.com/synerqgy/solutionsgallery
www.renesas.com/synerqgy/partnerprojects
www.renesas.com/synerqgy/applicationprojects

www.renesas.com/synergy/docs
www.renesas.com/synergy/knowledgebase
www.renesas.com/synergy/forum
www.renesas.com/synergy/training
www.renesas.com/synergy/videos
www.renesas.com/synergy/resourcelibrary
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