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3-6 Abort XD REIE

20 MCU OTA 7Y TT—hIZHBITDH., ThEhDavy FOREZUTIZRLET,

% 3-1CreateFileForRx < FMELRA

avY R4 CreateFileForRx
SR AR 2 MCU (2 OTA LB DEIRFH S5 EFE T,
2nd MCU A 5 D BT or £BER
LRARUR
3 3-2WriteBlock 3<% FMEiBH
av 2 R4 WriteBlock
B AWS DD EESNTL BH I 7 —LITFA A—VUF 2MMCU [TEEXELET

CDARVRIZIZFFEI77—Lo T4 A—TFHD 1024byte DR O— KAFREL F
ERS

2rd MCU 7 5 D B3 or KB
LRRURA
& 3-3ClosefFile A< > FMERHA
avr R4 CloseFile
B EERAHNTETLE2VMCUDH 77 —L V71T L Ta— FERDBRIIEHETL
x£9,
2d MCU H 5> D BT or kEX
LARUR
& 3-4 ActivateNewImage O < > FDiEA
avr R4 ActivateNewImage
L] HO7—LIOzTICEHTE-HO0OVY T+ 7 Yty bE2MMCUITHSLET,
2nd MCU A 5D mTh or kB
LRKRURA
% 3-5Abort a7 FMEHAA
avy R4 Abort
Bz OTA LD % 2" MCU [T 5B FE T,
2nd MCU A 5D mTh or kB
LARUR
RO1AN6361JJ0101 Rev.1.01 Page 12 of 30
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& 3-6 GetPlatformImageState MEHEA

avr kR4 GetPlatformImageState

BLi] 2MCUD I 7—LVT7DKREFZERLET,
2 MCU N> D WED T 7—L 7 DIKEE

LARUR

34 FWUPFITESa—IILO—EEFEIZDUNT

FWUPFITED 21— /L& ERATAET, SCIFYRILEN LT UART BETEHRA I 7—LD 7%
U, 27—L9zT77VvTT—bEeETTEHENTEZET,

LAL. FWUPFITEDa—LIESCID 1 F Y RILEEET SO D7 TV r—ar(toY7T—4%
DEEF)DZYUD SCI Fr RILEFFATERVEREICHEODTLET,

ZIT.MO7FTUS—23 2% 1MCU BDEEHREFAREEIZT 51=OIC FWUP FIT £ 2 —)LIT—
BEFEZMAET,

35 UARTHEEDNT—42EE7OrIILDOEA

BLSCIF¥RILT D7—LD 77y 7T—FEDEE] & THHOT7 T 5— a2 (oY T—4D
EIEZ) 02 ZMOBENTONADEH, T—4EETOFILEHETILELNHYET, HlE LT, 4
UTILA—RTEUTOR 3-70&58 70 FaLEREL, EFAI7—LYI7TF—R LY T—4
EFEELTVET,

Number of bytes 1 1 2
Header Type Data length Data
OxAG :UART - .. LsB MSB

. 1
Number of bytes 7 A o K
77 b7-b6 bs b4 b3-b@ = ; 1 1 4
1D | :fp| % Function Command | Result | Payload Length Payload
@xee:0pen
8x82;:CreateFileForRx
FWUP 00b B:req @:ACK %08 ck LSB MSB Firmware Fileblock data
1:resp 1:NACK
Humidity data, Temperature data
Humidity data
IAQ data, eC02 data, TWOC data
IAQ data, eC02 data, TVOC data
Sensor 10b 1:resp @:ACK axe0 LSB MSB Odor data

Sulfer-Odor data, Acceptable datas

3-7 T—HRBETO LaLfl
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4. 1SMCU DY 7 ko = 7 &4

FreeRTOS AWS Reference Integrations Version 202107.00 Z{EA L E$, 1t MCU OTA Fif=IZREHA
BERERMELEIBEEOI— FITBENBELERIIUTDO3I AT,

1. vendors/renesas/boards/rx65n-rsk/ports/ota_pal_for_aws/ota_second_pal.c (FTiR{ERK)
2. vendors/renesas/boards/rx65n-rsk/ports/ota_pal_for_aws/ota_pal_wrapper.c (FrR{Em)

3. demos/ota/ota_demo_core_mgqtt/ota_demo_core_mgqtt.c (f&1E)

4.1 ota_second_pal.c 7 7 4 JLDFHIRIER
ota_second_pal.c 77/ ILE/EH L. OTAPAL2 BAHEZE&ELE T,
OTA PAL2 Ba#kIZ (.
1. 2¥dMCU [CavX Y REZEIETD
2. 28dMCUMDLDLRARVREHFEHT D
3. 29MCUDSLLARVAMNEBE-TERLLNBEHRELTRYIEZRT
D—EDNEEZEELET,

EEO—HITLUTDOT T r— 3>/ — O OTA Library v3.x.x DHE D RSK+RX65N-2MB R— KD+
DTNaA—FESHICLTLESLY,

RX65N 4 JL— 7 FreeRTOS # FAL‘f=Amazon Web Service I2& DA U TINA RAQOTATZ v 7
T—rHoINa—F

Z C TI& CreateFileForRx @ OTA PAL2 BE%k otaPal_Second_createFileForRx()DHIZTRLET,

OtaPalStatus_t otaPal_Second_CreateFileForRx( OtaFileContext t * pFileContext )

{

OtaPalStatus_t eResult = OtaPalUninitialized;
recv_pkt[ 8 1 = { 0 };

create_send_packet( s_send packet, FWUP_2nd_Command_LoadJob, @, 0 );

send_packet_to_secondary();

if( == wait_arrive_packet( recv_pkt ) )

{

if( is_received packet_intended_content( recv_pkt, FWUP_2nd Command LoadJob Finish ) )

{

eResult OtaPalSuccess;

}

else

{
eResult OtaPalRxFileCreateFailed;

}

pFileContext->pFile = ( * JpFileContext;
return eResult;

}

else

{

return OtaPalRxFileCreateFailed;

}

LUTIZ& OTAPAL2 B DMEBRETZRLET,

RO1AN6361JJ0101 Rev.1.01 Page 14 of 30
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4.1.1 OTA PAL2 Ba%{t#%

% 4-1otaPal_Second_CreateFileForRx BA#i{t#%

5k e otaPal_Second_CreateFileForRx
5%k OtaFileContext_t *const pFileContext
RYE | & OtaPalStatus_t
RIh OtaPalSuccess
S B R OtaPalRxFileCreateFailed
e 1% & LT (TER o 1= pFileContext M * /N pFile ICHBDKRA V2 ZRAT B
ENHYET. ChETHOLLGEWVNES, LBRORETIS—LLBYFET,
& 4-2 otaPal_Second_WriteBlock Ba%uit#k
5k e otaPal_Second_WriteBlock
Ik OtaFileContext_t *const pFileContext,
uint32_t offset,
uint8_t *const pData,
uint32_t blockSize
RYIE Eil] OtaPalStatus_t
RRIhRS blockSize
KB | -2
T 18 & LTRITE o= phata 21, EERALH I 7 —LI T 74 A — DM AN
SNTVDIAEYDEBE7 FLABADTWWEY, £z, RILL5I%E LTZITHER
f= blockSize IZIFEZFALH I 7 —LI I TA A —C DA D 7 7 14 LY A X(byte)
NA->TLET,
& > T. pData MF*EEMN S blockSize A= I(FERY B L. 29 MCU IZEELET,
BUFIEEERAALEH 97 —LOITA A=A D7 74 LY A X(blockSize)
T, KRBT ROEREZRLET,
% 4-3 otaPal_Second_CloseFile Bi#kit#%
b€ otaPal_Second_CloseFile
5%k OtaFileContext_t *const pFileContext
RYfE | # OtaPalStatus_t
RRIhRS OtaPalSuccess
i OtaPalSignatureCheckFailed
% 4-4 otaPal_Second ActivateNewImage BA%it#%
e otaPal_Second_ActivateNewImage
5%k OtaFileContext_t *const pFileContext
RYIE I OtaPalStatus_t
RRIhRS OtaPalSuccess
i OtaPalActivateFailed
RO1AN6361JJ0101 Rev.1.01 Page 15 of 30
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& 4-5o0taPal_Second_Abort BA%{tHE

5k e otaPal_Second_Abort
5|3k OtaFileContext_t *const pFileContext
RYfE | & OtaPalStatus_t
S B R OtaPalSuccess
R Ih OtaPalAbortFailed
e 1% & LT (FER o 1= pFileContext M * »/\pFile 20 ZRALZET,
C->pFile = (uint8 t *)o,;
= 4-6 otaPal_Second_SetPlatformImageState EA#{t#%k
5%k OtaFileContext_t *const pFileContext,
OtaImageState_t eState
RYE |& OtaPalStatus_t
R IhRS OtaPalSuccess
S B RE OtaPalBadImageState
= 2 MCUOTA 7 v 77— hEICIEEENFER AN, PALELTERSN TS T-OH
BELFEY,
& 4-7 otaPal_Second_GetPlatformImageState BA%kit4k
CIE:' OtaFileContext_t *const pFileContext
RYIE I OtaPalImageState t
BB | TRIED ImageState
S BRBs | OtaPalImageStateUnknown
. ?“d MCU OTA 7w 77— FEITMEBHNIEE THNILEIZ 0taPalImageStatevalid &
BLEY,
% 4-8 otaPal_Second ResetDevice BA%it#k
5%k OtaFileContext_t *const pFileContext
RYfE | & OtaPalStatus_t
RCThRS OtaPalSuccess
S B OtaPalAbortFailed
= 2d MCU OTA 7 v 77‘-— FEFIE 1TMCU DY &y MMETHIRW 0, 1212
OtaPalSuccess #RLET,
RO1AN6361JJ0101 Rev.1.01 Page 16 of 30
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4.2 ota_pal_wrapper.c, ota_pal_wrapper.h 7 7 1 JLDFHIRIERK

ota_pal_wrapper.c 7 7 A JLE/EF L. OTA PAL OBHICE S 4 OtaFileContext_t BD5I1H®D
fileType * V/\DIEIZEL > T 1St MCU BHEH® OTA PAL % & 2 MCU OTA 7 75— FA® OTA PAL2
B#Zz0VB 255 v N\—BHEEELET,

Z C Tl CreateFileForRx FAD 5 v /\—Bi%k otaPalWrap_createFileForRx()DHIERLET,
filetype A0 MIHFAE (L OTA PAL B3, 1 DIHFAIL OTAPAL2 BIIZEITT DL ICLTLET,

OtaPalStatus_t otaPalWrap_CreateFileForRx(OtaFileContext_t * pFileContext)

{
OtaPalStatus_t eResult = OtaPalUninitialized;
otaTargetID = pFileContext->fileType;

if (otaTargetID == @)
{

eResult = otaPal CreateFileForRx( pFileContext );

}
else if (otaTargetID == 1)

{

eResult = otaPal_Second CreateFileForRx( pFileContext );

}

else

{
eResult OtaPalRxFileCreateFailed;

}

return eResult;

D OTA PAL [TDWWT HREHERIC fileType SR L. ETT 5B EZTMVEBEZ DL SGT v/ \—BE#%EHE
BLTLESL,

#UVT, ota_pal wrapper.h 77/ L& L. LR TERELESy/AN\—BEHODEEZRRLET,

OtaPalStatus_t otaPalWrap_Abort( OtaFileContext_t pFileContext );
OtaPalStatus_t otaPalWrap_CreateFileForRx( OtaFileContext_t pFileContext );
OtaPalStatus_t otaPalWrap_CloseFile( OtaFileContext_t pFileContext );
otaPalWrap_WriteBlock( OtaFileContext_t pFileContext,
ulOffset,
pData,

ulBlockSize );
OtaPalStatus_t otaPalWrap_ActivateNewImage( OtaFileContext t pFileContext );
OtaPalStatus_t otaPalWrap_SetPlatformImageState( OtaFileContext t pFileContext,

OtaImageState_t eState );

OtaPalImageState_t otaPalWrap_GetPlatformImageState( OtaFileContext_t pFileContext );
OtaPalStatus_t otaPalWrap ResetDevice( OtaFileContext_t pFileContext );

4.3 ota_demo_core_mqtt.c 7 7 1 JLDIEIE
ota_demo_core_mqtt.c 77 A JLADUTD 3 BT ZEIE. BELET,
1. ota_pal wrapperh 4 2 )IL—FKLEY,

#include "ota pal wrapper.h"

2. prvSetOtaInterfaces BEA#INT OTA Library HTFEIEN 5 OTA PAL 4 > 8 — 7 = — XD HEAE AT
HBRTWEY, CCTRIFEER LIz OTAPAL Sy /R—BERERELET,
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pxOtaInterfaces->pal.getPlatformImageState = otaPalWrap_GetPlatformImageState;
pxOtaInterfaces->pal.setPlatformImageState = otaPalWrap_SetPlatformImageState;
pxOtaInterfaces->pal.writeBlock = otaPalWrap_WriteBlock;
pxOtaInterfaces->pal.activate = otaPalWrap_ActivateNewImage;

pxOtaInterfaces->pal.closeFile = otaPalWrap_CloseFile;
pxOtaInterfaces->pal.reset = otaPalWrap_ResetDevice;
pxOtaInterfaces->pal.abort = otaPalWrap_Abort;
pxOtalInterfaces->pal.createFile = otaPalWrap CreateFileForRx;

3. prvOtaAppCallback BA%{N T switch X case ICLLFZEML EJ, OtaJobEventUpdateComplete
(X fileType£0 D OTA 7 v 77—+ 3 TR THICFEENFET, 2 TOTA ActivateNewImage
BERTL. 2VMCUD I 7— L7 EEHFITHEHIZV IOz 7)Yy bDaT Ly FEZEEL
F9,

case OtaJobEventUpdateComplete:
if(pData != )
{
OtaJobDocument_t *pJobDoc OtaJobDocument_t *)pData;
if(pJobDoc->fileTypeld == 1)
{

OTA_ActivateNewImage();

}

break;

RO1AN6361JJ0101 Rev.1.01 Page 18 of 30



RX65N4")L— 7 AWS FreeRTOS 2nd MCUDOTAZ 7 — L7 7 v TT— FREHAA K

5. 2MdMCUIDY 7 bry = 7 EEH

2nd MCU > 7 04 5 L& Bootloader & User Program M2 2N 7O xH FTHERESNWFET . H7O0DT
9 FRIZFWUPFITES2a—IILOTFETOC Y FEFIBELET,
5.1 Bootloader 7B x4 FDERK

*9. Bootloader 7O T4 FMEIXRDFIETERLTLFEELY,

1. FWUPFIT EDa—/LOH > F)La— M5 rx231-rsk AD boot_loader 7B Y b&EA i R—FKkL
FY,

2. A¥—braAV T4 L—2FBANWTEA—45Y b T/INf R%& TB-RX23W AR— FIZEELFE T,

3. ATz Y kT AHILEAD boot_loader/src/src/tinycrypt 7 # LA IEZEIZHE > TLNVA =8, LT URL &
Y Tinycrypt 54 75 1) ZEF L lib 74 LA % boot_loader/src/src/tinycrypt IZIBMM L E 9

amazon-freertos/libraries/3rdparty/tinycrypt at master - renesas/amazon-freertos (github.com)

4. boot_loader/src/key/code_signer_public_key.h 7 7 4 JLO CODE_SIGNER_PUBLIC_KEY PEMIZT AL
ELITHERT SRR ERZANLET . ADFEREIUTOYVOD

4, 77 —LD T 7RILICHERT 588% OpenSSL TERRT 5

5. 77—L™ T 7HREEIC ECDSA+SHA256 # A3 %716, J— rO—FICELRITADO RS
=secp256rl.publickey Z{tiAd>

#SHBLTLESLY,
OTAMERA - renesas/amazon-freertos Wiki (github.com)

5.2 User Program 7O 149 FDERK
RIZ. User Program 7B 2 x4 MIRDFIETERL TS,

1. FWUPFITESa2—/LOY > F)La— K rx231-rsk AD fwup_main 7Bz Y b&EA ViRk— kL
E3 8

2. EEE®D boot_loader 7R Y FDERTIToH=42—4 v bT/84 ADZERE. Tinycript DB, 2B
BEFEROANETEKRICITVET,

3. FWUPFITESa2—)ILOY—XRO— K% 2WVMCUOTA 7Y 7TF— rZE&bhET—BEELET,

@D UARTEETZELI7—LI9I7T—2EFWUPFITES 12—/ ZITIS-HDOMEEE
BLET. r_fwup.c 7274 IILRICUTORESZEZEMLET,

fwup_receive fileblock( received_packet[])
{
if (s_sci_receive_control block.p sci buffer_control->buffer full flag ==
FWUP_SCI_RECEIVE BUFFER_EMPTY)
{
for ( i=20; 1< 1024; ++i)
{

s_sci receive_control block.p sci buffer_control->buffer[i] = received packet[8 + i];
s_sci_receive_control block.p sci buffer_control->buffer_occupied byte size++;

== @

FWUP_CFG_PORT_SYMBOL .PODR.BIT.FWUP_CFG_BIT_SYMBOL = 1;
FWUP_CFG_PORT_SYMBOL.PDR.BIT.FWUP_CFG_BIT_SYMBOL = 1;
FWUP_CFG_PORT_SYMBOL.PMR.BIT.FWUP_CFG_BIT_SYMBOL = 0O;

s_sci _receive_control block.total byte size +=
s_sci _receive _control block.p sci buffer_ control->buffer_occupied byte size;
s _sci receive control block.p sci buffer control->buffer occupied byte size = 0,
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s_sci_receive_control_block.p sci_buffer_control->buffer_ full flag =
FWUP_SCI_RECEIVE_BUFFER_FULL;

if (FWUP_SCI_CONTROL_BLOCK_A == s_sci_receive_control_block.current_state)
{

s_sci_receive_control_block.current_state = FWUP_SCI_CONTROL_BLOCK_ B;
s_sci_receive_control_block.p_sci_buffer_control =
&s_sci_buffer_control[FWUP_SCI_CONTROL_BLOCK BT];
¥
else
{
s_sci_receive_control_block.current_state = FWUP_SCI_CONTROL_BLOCK_A;
s_sci_receive_control_block.p_sci_buffer_control =
&s_sci_buffer_control[FWUP_SCI_CONTROL_BLOCK AT;

EDOY—Ra—FRHD.

for ( i=20; 1< 1024; ++i)
{

s_sci_receive_control block.p sci_ buffer_control->buffer[i] = received packet[8 + i];
s_sci_receive_control_block.p_sci_ buffer_control->buffer_occupied byte size++;

[ZIEZ2{E L= WriteBlock 3<% > FIZfMENTWNAH 7 7 — L™ = 7 D/ (1024byte) &
s_sci_receive_control_block.p_sci_buffer_control->buffer IZ&HL.

s_sci_receive_control_block.p_sci_buffer_control->buffer_occupied_byte size %

A9 YAVMLET,

@ FWUPFIT EY a—/LAEM 5 Abort BIEIEIER S K 512, 5184 L D Abort BIZ D 5 v /X—F
BEERLET,

fwup_err_t R_FWUP_Abort_global( )
{

return (fwup_err_ t)R_FWUP_Abort( &g file context );

i

® r_fwup ith Z7q)Liz, @, @QTEMLE2 DOEKNDESEEMLET,

fwup_receive_fileblock( [1);

il

fwup_err t R_FWUP_Abort_global( )5

RO1AN6361JJ0101 Rev.1.01 Page 20 of 30
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5.2.1 2" QOTA Controller ®3E

IstMCU M SNAIY KEAR FELT, FWUP FIT 2 2 —)L0) API Bi%k #FE.5% 2nd OTA Controller

DREBHOREAFIZLUTIZRLETS,

FWUP FIT Module
RO1AN5824

R_FWUP_Open()

I fwup receive_fileblock() |

1st MCU oo 2nd OTA Controller
1
1
1
1
1
1
1
:
: WaitingForJob
. 1
CreateFileForR : .
<& == ,e ST : CreateFileForRx received
CreateFileForRx resp. I
1
1
1
! [ WaitingForFileBlock ]
1
1
1
WriteBlock = - :
WriteBlock resp. : -« WriteBlock received
1
1
1
1 v
1
: WriteCompleted
CloseFile : - . .
- e CloseFile received
CloseFile resp. I
1
1
1 [ WaltmgForActlvate
1
. 1
ActivateNewImage
- 8 ! ActivateNewImage received
ActivateNewImage resp. I
1
: ResetDevice
1
1t MCU Y

o e s e

[t

» R_FWUP_Operation() |

R_FWUP_SoftwareReset() |

N N R R R N N N N R R N N N N N N N R N N N SN N N N S e

.

5-1 2nd OTA Controller (IR AEE TS %5115
HhAEDFNEARA FWUP FIT E22—)L0) API BE%. FRULEEERAA 20d OTA Controller DR BEEFS K]

T9, 2" OTA Controller DIKEEEBE L., REDFEHIIKE, BKEODFENAIRU LFERLTEY. HKEDXH

FFDA RN FHEBFIZETTSFWUPFITES2—ILOD APIBEE#ERLTVET,
X 5-10) 2 OTA Controller DIRKEBBRIILUTO L SIZHY FT,
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3= 5-1 2nd OTA Controller DIKEEBTE =

WA DIKEE ARk ET7Y HBH RDIKEE

Init - R_FWUP_Open() WaitingForJob

WaitingForJob “CreateFileForRx” R_FWUP_Operation() WaitingForFileBlock
a7V RRE

WaitingForFileBlock “WriteBlock” fwup_receive_fileblock() X@ X@
av Y RRERE R_FWUP_Operation()

R_FWUP_Operation() WriteCompleted WaitingForFileB

lock

WriteCompleted “CloseFile” R_FWUP_Operation() WaitingForActivate

a7V RRE
WaitingForActivate “ActivateNewImage” R_FWUP_SoftwareReset() -

a7V RRE
- “Abort”a T v KZ{E R_FWUP_Abort_global() WaitingForJob

2" OTA Controller AL¥dh | fwup_communication_close()

TS5 —%4% fwup_state_monitoring_close()

fwup_flash_close()
R_FWUP_Close()
R_FWUP_Open()

- “GetPlatformImageState” | R_FWUP_GetPlatformImageState() -
av Y RRE

% (D fwup_get_status() == FWUP_STATE_CHECK_SIGNATURE DiHF&
% (@ fwup_get_status() == FWUP_STATE_DATA RECEIVE MDi5F&

EEDO—HITIUTDOT7 TV — 3>/ — kD OTA Library v3.x.x DIBA D TB-RX23W 1R— FDH > )L
JI—FZESEIZLTLEEL,

RX65N %'JL— 7 FreeRTOS % AL‘f~Amazon Web Service IZ&2EHUF ) TINLAADOTAT v T
T—rH 2 TNa—F
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6. 29MCUDMEAT 7—L Oz 7 EEEHFAI7—L Iz 7DERAE

6.1 ¥EAT7—LozT7DEREE

ek L 1= bootloader 7O < x4 k& User Program OS5 FEEILRL.mot 774 ILEERLET,
£ L1=2 DD.mot 7 7 4 JL% Renesas Secure Flash Programmer ZFWTHAL., I8 7—LD 7
D.mot 77 A IVEERLET, NSA—FIELUTOREY T,

% 6-1 Renesas Secure Flash Programmer T 7 7 — LD = TEREED /NS A — 2 RTE

Select MCU RX23W(ROM 512KB)/Secure Bootloader=64KB

Select Firmware Verification Type sig-sha256-ecdsa

Private Key Path(PEM Format) ETHERLIE-BERD/AR

Select Output Format Bank 0 User Program + Boot Loader (Motorola S Format)
Boot Loader 4Rk L 7= bootloader @.mot 7 7 A4 JLAD /XA

File Path (Motorola Format)

BankO User program 1

Firmware Sequence Number

Banko File Path (Motorola Format) | 4% L 7= User Program .mot 7 7 4 )LD/ R

ml

zezzion key  Key Wrap Update Firm
|

Settings
Select MGU [RX231(ROM 5 1 2KB)/Secure Bootloader=h4KE ~|
Select Firmware Verification Type |Sig—sh5255—ecdsa v|

AES MAG Key (16 byte hex / 32 characters)

I |
Private Key Path (PEM Format) I| I Browse...
Select Output Format |Elankﬂ Uzer Program + Boot Loader {Motorola S Format) v|

Boot Loader
File Path {Motorala Format) || |I Erowse...

Eark0 User Program

Firmware Sequence Mumber |l

File Path (Motorola Format) I| I Browse...
Bark 1 User Proaram { Option )

Firmware Sequence Mumber (1 - 4204967295)

File Path {Matorala Format) Erowze...

Generate...

6-1 Renesas Secure Flash Programmer T## 7 7 — L™ = 7ERBF DX E BIE
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Select MGL [Rx23 I(ROM 512KB)/Secure Baotlnader=4KE ~|
Select Firmware Verification Type |Sig—sha25ﬁ—ecdsa v|
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v E1
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=

. 1)
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EJOIIL—T AFR_OTA-ota-test-fileType-41

AFR_OTA-2nd_ota_demo_6949-0-0-0

. AFR_OTA-ota-test-fileType-31
>l AFR_OTA-ota-test-fileType-30
EEENAvE—

TU— ARSI

AFR_OTA-2nd_ota_demo_22049-0-0-0

AFR_OTA-2nd_ota_demo_55175-0-0-0
» JU—ENT

AFR_OTA-2nd_ota_demo_63902-0-0-0
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> VL AR
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> et
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AFR_OTA-2nd_ota_demo_26138-0-0-0
» ACT
AFR_OTA-2nd_ota_demo_23606-0-0-0
> AR AFR_OTA-2nd_ota_demo_23137-0-0-0
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AFR_OTA-test_2nd_MCU_OTA_Update =

B2 YaJ0RT vagZFFadAzk aFe—Fvhk 2T

ST RFIAD &=

3T FFaAY N 55y T ANETTBUE-bANL—2 32 Z2RRLET. a2
{
"afr_ota": {
"protocols”: [
"MQTT"
B
"streamname”: "AFR_OTA-ebfb@415-cle2-4d69-al3e-7a75c35160e8",
"files": [
{
"filepath": "hoge",
"filesize": 229378,
"fileid": @,
- ila ertificates/authcert.pem”,
"update_data url™: null,
"auth_scheme": null,
"sig-sha256-ecdsa™: "MEQCIAHWSA1YQ9SPgVmiTSotHpEE23jVSKW3hDge9z8rrTor
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