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1. BLEZ L —AU—27 O#E (BLE Framework Overview)

Bluetooth® Low Energy (BLE) I¥Bluetooth Smart*FRiZILAZ & HHV £9°, ZiLiEClassic Bluetooth®d
FA T2, YTy NTHY ., Bluetooth 4. 03 7RO —E L L CEAINE L7z, Classic Bluetoo
th& (TR RAYIZ . BLEIZVHEE ) & RIBICIRET 2 K 5 ICREF S CTWET, BLEIC XY, L7z 1oTT A
A AW TOT— FERIENA[FEIZ 2D £,

77V r— g UBIEE L. BLERH v 7 (stack) N F DOAPI & L CIRHLT 2866EIC T 7 A LET, &
R =PRI ABLEA X v 7 APIIFTHEHEL SN TWETA, DD, 77U r— 3 URREITR
IRBBLERA Y v ZJIZBHET DI a— REEHTILERH Y 7,

TV r—a bR E—EABLEA Y v 7 a— REESENFOH S RWBLERA X v 7 A IHA v 27 =
— ZDFMEIZ L Y Synergy BLEZ L— AU — 7 X2 OMEIZKHL L F9, PLHAPIZERTHE, 77U 4
— g VBARNEM OB REICR Y 97,

1.1 YR— b EINBHEE (Supported feature)
Synergy BLEZ L— AU — 27 3L FOMREA VR — F LET,

e ThreadX® RTOSKf B L TNA L Rt&—7 (thread safe)

e Bluetooth v4.2¥EHiLd 7 L — AT — 7 (framework)

e Generic Access Profile (GAP) ¥&#E
— a—YPEFRT NAF AP 7 F—H (advertising date)
— %2V T F— K(security mode) 13 L2
— Y 7 xF ) —/)l(peripheral role) BLUE L kT /a— L (central role)
— ARTA U R FHAR—F (vhite list support) (FEK6T /31 R)
— R F 4 7Y — 1 (bonding support)

e Generic Attribute Profile (GATT) #¥#E
— GATTZ A4 7 >~ P B LY —

e Generic Attribute Profile (GATT) API

e Generic Access Profile (GAP) API

o WHAYAR—RTa 77 A/LAPI

2. BIEZ L—AU—27EV2—/VOBIEHE
(BLE Framework Module Operational Overview)

ARIETIL, Synergy BLEZ L — AU —7 VT N 2T 7 —% T 7 F vy DELZRL, 2—FOT7 7Y r—
g L VOEIETZT g —— 4 AT, BLEZV L —ATU—270—BE L THEHAENDFEARSSPEY 2 — /L E
SR L £,

21 BLEZV—AU—IT7—%T7F % DPE
(BLE Framework architecture overview)

BLEZ L—AU—2 %, 77V — g 008 A %7 = — A (common interface) i L ¥4, Z DA
VET 2= ADFEEIFTEY 2 — VT EIZEA TY, BIE. Synergy BLEZ L— AU — 7 FRL78GID BLEE Y =
—VIAFICEE SN A v F T 2= RAEER L TVET, FFEEITHIET DBLET N XA RT A XL L
*9, BLET /N1 2 KT A /3 (device driver) L. SSPi#@{E~7 L — AU —7 (ssp communication framework)
(g_sf_comms) ZHEMLTWET, ZOBE7L—LTU—27(F, SSP HAL= U R—% >k Th 5 ILHIEFRY
BRI (UART) RIAN, F—Z hTFvA77arba—F (DIC) RIA 3, LHPWEZ A = (GPT)
RIANLHHELC, BLEEY 2—/LE@ELET,
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PTFOXIE, SSPOBLEZ L — AU —Z 2T AANA LDV T NI 2T T —%F 7 F 3 OELZRL TN
F9,

Application

On-Board
BLE Framework GAP APIs GATT APIs Profile APIs

N
Y
BLE Stack
BLE Driver
ThreadX® o
RTOS v

Communication Framework
(g_sf_comms)
y

A

HAL Drivers UART DTC GPT

Synergy MCU

K1 AEEHRBLEE Y 2— AT —XT 7 F X DI T
Synergy BLEZ L' — AU =2 3 TFOT 1 v 7 THELENET,

e  GAPF JLUNGATT API
o FUiR— K777 A /LAPI(On-Board profile API)
e BLEZX#% > 7 (BLE stack)

GAPJ3 X UGATT API (GAP and GATT APIs)

BLEZ L—AU—2 %, 77U r—3 3 UMBLEEY 2 — /LA HE (configure) B L7 Y 3 = 7 (prov
isioning) TAEODILHA » Z 7 = — A& LU EF, BLEEY = — /L2, Bluetooth SmartHi#g 7 7 I
VIZL > THESNT- KA 23R E/VTF A —# (configuration parameter) 3d 0 F4, ERIDOF A4 2 KT
A RRBLEE Y 22— /UFST L H TR TORENRNT A—HEZHPR—F L TWRWAREERH Y 4, Yoe
g = 7 API (provisioning API)I%, BLEA > ¥ 7 = —ZADEHEE— K, t% =2V T (F— K (security mo
de), X2 VT ¢ (security key), BI R LT 4 7 F— K (bonding mode) Z 5% ET 5 7= DI B
INBOD A = XML LU FE 3, F7=. GAP/GATTJE (GAP/GATT layer) [A]iF MDAPT & #24L L ¥,

Z AR — K7 a7 57 A/)VAPI (On-Board profile API)

FUR—RFa 77 A NAPIE, BLEE a— L7 7 — AU =TIl Lo THEEINBBLES 2 7 7 4 /L (BLE pr
ofile) L DHE—A v B 7 = — A &ML F4,

BLERX # > 7 (BLE Stacks)

WH . BLEEY 22—V A h A& v 7 (BLE module host stack) [ZBLEE Y = — L _XU X —n bt I n
¥, BLEEY 22— UiL, & A MMCUEBLEE Y = — /L OB OHW/SWAFEN I U, @ H I L3f@EIc £,
RL78G1D BLEEY 2 — Vi y b —2r v hua—FFEIET —%5 7 F ¥ (Network Controller Implementat
ion) D—EFTY, ZOT—F77F v TiE, BLEY > 7@ BLE link layer), GAP, GATT, B LUA AR —F
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BLEZ L— AU —7

Ty ANDFEENT RTBLET v 7y MIHAAENTWET, KET 22— UE, SSPIZ L - TS
N5sf cooms7 L —ALU—7 TMCUEA Vv H T =—R & LD ET,

GATT Profiles

i

i

- | Serial Interface |

Chep I

(A) Ragio Only Mode

(B) BLE controlier implementation

44

GATT Profiles

SM ATT

L2CAP

Link Layer

() Network controlier IMElementaton

X2 BLEEYa2a—NAVT—FT77FxDEATS

1. BLEZERREHE— K BLE radio—only mode) :

U V@, L2CAP, GATT, GAPORE, 7r 77 AN, BEOT 7V r—a iR A MMCUTEEL £
9, WEJEIIBLEF v 7 v b CEIEL £9,

2. BLEz > hm—F FIE (BLE controller implementation) :
U 7 RIIBLEF v 7 v ., L2CAP, BLX R ErDOBLEZ &= k =2/ (GATT., GAP) O E CEMEL £,

T T ANBIOT U A — g IR A NMCUTEIE L £,

3. v hU—27ar hua—7FEEE Network controller implementation) :

Y@, L2CAP, GATT. GAPOEE., BLI O 7 7 A WMIBLEF » 7 v F TEMEL £, 47
Tarp7adrANABIRNT Y r— g IR A N ety CEIEL 1,

2.2

A AR ZFTLL T OWFNIA~D IR A v Z o E SR T,

e BLEZ L— A U— 7 {illiHifE1E (& (BLE Framework control structure)
o BLEZ L— AU — 7 REMHEEIR BLE Framework configuration structure)

e BLEZ L—AU— 7 APT#E1E (K (BLE Framework APIs structure)
o FUR— K777 A /LAPTEIE(R (On-board profiles APIs structure)

/*% BLE instance */
typedef struct st_sf ble_instance

{

sT_ble_ctrl * p_ctrl;

sf ble_cfg const * p_cfg;

sf ble_api_t const * p_api;

} sf_ble instance t;

///<

///<

///<

BLEZ L—AU—2 4 AH R (BLE framework instance)

Pointer to the control structure

for this instance

Pointer to the configuration
structure for this instance

Pointer to the API structure for

this instance

PLTF OfEEKRIXSynergy BLEZ L — AT — 27 A VAKXV AT,
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BLEZ L — AU — 7 S G
OREEIRITT R COBLEY L— A U — ZAPIT il S NE T,

/%% BLE Framework control structure */
typedef struct sf_ble_ctrl

{

void * p_driver_handle; ///< Storage for information needed for each BLE
device driver in the system
} sf_ble_ctrl_t;

Z OFREEIRIZIE KT A4 23N> KL (driver handle) ~D AR A Z (pointer) BDEETWET, ZiiL. BLE
TNAARTANIRBEIREREENT DD 7 L— 2T — 7 CHERAESNET,
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BLEZ L — AU — 7 R EREER

:@%iﬂ:ﬁx (Topen () APLIZIE SV, — LT OMEREZEH L TBLEE Y 2 — L ARET D5 Z & 23 lHE
T, ZOREIEL, UL (open72 &) F/miE7F vy a =7 (provisioningSetZg &) DWFTHDDIFIT
oA SN Ed, BLEEY 2 — /L THER— b ENTWRWERTE/XT A —H (configuration parameter) iL >
L — AU — 7 CIHRINET,

/%% BLE configuration information %/
typedef struct sf ble_cfg
{

uint8_t bd_addr[SF_BLE_ADDR_LEN];  ///< BLE address
sf_ble_addr_type_t own_addr_type; ///< self address type
uint8_t max_slaves; ///< Maximum slaves

allowed to be connected

uint8_t update_bd_addr; ///< Set this to true to

update bluetooth address
during SF_BLE_Open

uintl6_t scan_interval; ///< BLE scan interval
for receiving advertisement

uintl6_t scan_window; ///< Period of time during
which advertising data is
received at the scan interval.

uintl6_t disc_time; ///< Duration for which
the device remain discoverable

uintl6_t con_interval; ///< Interval for transmitting
and receiving data periodically
after connection establishment

uintl6_t slave_latency; ///< Period of time during
which data is transmitted
and received at the connection
interval

uintl6_t sup_timeout; ///< Link loss time-out
void const * p_extend; ///< Instance specific
configuration
} sf ble_cfg t;

BLEZ L' — AU — 7 APTHE S K

T OREERIZIE. BTEDEY 22— NVICEAEDOBLEZ L— AT —ZAPI~DRA U EAREENTHET, Zhb
DAPTDFEMIC DWW TIZ, 38 BLEZ L—A U —27F Y 2 — )LAPIOWE ] 2B L T E &0,
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23 BLEZL—AU—JEVa—LVOEMET n—

(BLE framework module operational flow)
77V =2 CBLEY L — AT =7V a— )V EMHAT L FIEZL TO LB TF,
l. BLEN—KRDU=7EYa—LZ2HLLET,

2. GATTEBu —/v (GATTZ A4 7 v b, GATTY— "7 L) ZBINLFT, AL—T (R T7=F)L) T34
ANIGATTH =N v AHX (B R T) T/ RFGATTY T4 T2 MR D DR KRG —RET
j—o

W (o R—F) a7 57 A /VAPTE 72I1LCAP/GATT APIZ{FEHA LT 7Y r— a3 2B LET,

2.3.1 BLEE Y =2 — VO 7 v ——4 X
(BLE module initialization flow sequence)
LA FIZRTBLEE Y o — )LD > — 4 o A1 Synergy H B4 % == — K (auto—generated) ® —H# T4,

Application Start

Application defines SF BLE configuration
structure

l

Application calls SF BLE open() function

l

SF BLE open() function internally calls
BLE device driver to initialize chipset/
module

l

BLE module is ready for

scanning/provisioning
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2.3.2

FUR—RFuT 7 A NMEESLK I TA TV T Y r—varOyu—v—Frr A

(On-Board Profile based client application flow sequence)

BLE Framework

Calls BLE Framework Open API

Returns Status of BLE Framework Open API

Calls BLE Framework Provision Set API

Retums Status of BLE Framework Provision Set API

Calls BLE Framework Scan API to scan
for Advertising BLE Devices

Returns Status of BLE Framework Scan API
with all Advertising BLE Medule Information

Y

'Y

Calls BLE Framework Connect API to connect
to Remote BLE Device

Retums Status of BLE Framework Connect API

Y

' Y

Calls On-Board Profile Enable API to enable specific Profile

Returns Status of On-Board Profile Enable API

'Y

Calls On-Board Profile Write CCCD API to enable Notification

Returns Status of On-Beard Profile Write CCCD API

Y

Calls On-Board Profile Write Data API to
Write Server Profile Characteristics

Retums Status of On-Board Profile Write Data API

Y

Calls On-Board Profile Read Characteristics API to
Read Server Profile Characteristics

Returns Status of On-Board Profile Read Characteristics API

'Y

Calls On-Board Profile Disable Profile API to disable specific Profile

Returns Status of On-Board Profile Disable Profile API

Call BLE Framework Disconnect API to Disconnect with Remote BLE Device

Retums Status of BLE Framework Disconnect AP|

Y

Call BLE Framework Close API

Returns Status of BLE Framework Close API

Initializes BLE Medule through Module Driver API
as per user provided configuration

Provisions BLE Medule through Medule Driver API
as per user provided provisioning settings

Scan for Advertising BLE Medules through Medule Driver APﬂ

‘ Connect to Remote BLE Device through Medule Driver APﬂ

‘ Enable Profile through Module Driver APﬂ

‘ Enable Notification of BLE Server through Module Driver APﬂ
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2.3.3 FrvAR—RFaT7 A NVCESI =TIV r—arpvue—v—F X
(On-board Profile based server appliation flow sequence)

Calls SF BLE Framework Open API

Y

as per user provided configuration

Initializes BLE Module through Module Driver AP?

Returns Status of BLE Framework Open API

Calls SF BLE Framework Provision Set API

as per user provided provisioning settings

Provisions BLE Medule through Module Driver AP?

Returns Status of BLE Framework Provision Set API

Calls SF BLE Framework Adverisement Start API

Starts Advertisement of BLE Module through Module Driver AF‘ﬂ

Returns Status of BLE Framework Advertisement Start API

Wait for Remote
Device to connect

| Remote Device Initiates GOI‘IHeCUOI’ﬁ

Remote Device Connected Event

Calls On-Board Profile Enable API to enable specific Profile -

| Enable On-Board Profile of BLE Medule through Module Driver APﬂ

Returns Status of On-Board Profile Enable API

Wait for MNotifications to be
enabled by Remote Device

Remote Device requests to enable On-Board Profile Notificatiotﬂ

Notification Enabled Event

Calls On-Board Profile Send Motification Data API

Send Notification Data of On-Board Profile to Remote Client
through Module Driver API

Returns Status of On-Board Profile Send MNotification Data AP

‘Wait for Indications to be
enabled by Remote Device

Remote Device requests to enable On-Board Profile Indicatiorﬁ

Indication Enabled Event

Calls On-Board Profile Send Indication Data API

through Module Driver API

Send Indication Data of On-Board Profile to Remote C\ientT

Returns Status of On-Board Profile Send Indication Data API

Calls On-Board Profile Disable API to disable specific On-Board Profile _
_Lalls »

| Disable On-Board Profile through Module Driver APﬂ

Returns Status of On-Board Profile Disable AP|

Calls BLE Framework Close AP|

|Uninitia|\zes BLE Meodule through Module Driver APﬂ

Returns Status of BLE Framework Close AP

BLE Framework
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234 GAP/GATTIZE S VS5 A TV T Y A —rardD7a——Ar L A
(GAP/GATT based client application flow sequence )

BLE Framework

Calls BLE Framework Open API

as per user provided configuration

Initializes BLE Module through Module Driver APIW

Returns Status of BLE Framework Open API

Calls BLE Framework Provision Set API

as per user provided provisioning settings

Provisions BLE Module through Module Driver APIW

Returns Status of BLE Framework Provision Set API

Calls BLE Framework Scan API to scan
for Advertising BLE Devices

Scan for Advertising BLE Modules through Module Driver APﬁ

Returns Status of BLE Framework Scan API
with all Advertising BLE Module Information

Calls BLE Framework Connect API to connect
to Remote BLE Device

‘ Connect to Remote BLE Device through Medule Driver APﬁ

Returns Status of BLE Framework Connect API

Calls BLE Framework GATT Service Discovery AP| to discover
Services of Remote Server

‘ Discover Services of Remote Server through Module Driver APﬂ

Returns Status of BLE Framework GATT Service Discovery API
with set of services discovered

Calls BLE Framework GATT Characteristics Discovery API to discover
Characteristics of Remote Server

‘ Discover Characteristics of Remote Server through Module Driver APﬂ

Returns Status of BLE Framework GATT Characteristics Discovery API
with set of characteristics discovered

Calls BLE Framework GATT Read Characteristics API to read Characteristics of Remote Server

‘ Read Characteristics of Remote Server through Module Driver APﬂ

Retumns Status of BLE Framework GATT Read Characteristics API
with characteristics data

Calls BLE Framework GATT Write Characteristics API to write Characteristics of Remote Server

‘ Write Characteristics of Remote Server through Module Driver APﬁ

Returns Status of BLE Framework GATT Write Characteristics API

‘ Remote Server has sent Notification Dat:-lij

Notification Data Received Event

‘ Remote Server has sent Indication Dat’ﬂ

Indication Data Received Event

Call BLE Framework Close API

‘ Uninitializes BLE Medule through Module Driver AP“

Returns Status of BLE Framework Close API

Application BLE F Tk
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235 GAP/GATTIZE S Y —NRT7F Y Fr—r gD 7a——4F L R
(GAP/GATT based server application sequence)

Calls SF BLE Framework Open AP

as per user provided configuration

Initializes BLE Meodule through Module Driver AP?

Returns Status of ELE Framework Open API

Calls SF BLE Framework Provision Set API

Provisions BLE Module through Module Driver AP
as per user provided provisioning settings

Returns Status of BLE Framework Provision Set API

Calls SF BLE Framework Advertisement Start API

| Starts Advertisement of BLE Module through Module Driver AF’ﬁ

Returns Status of BLE Framework Advertisement Start API

Walt for Remote
Client to connect

| Remote Client Initiates connectlonll

Remote Client Connected Event

Calls GATT Char Local Write API to update Local GATT Database

| Update Local GATT Database through Module Driver APﬂ

Returns Status of GATT Char Local Write API

Wait for Notifications to be
enabled by Remote Client

|

| Remote Client requests to enable Notification Characlensllcﬁ

GATT Char Write Request Event (Write request is for Notification Characteristics)

Calls GATT Send Notification Data API

Send Netification Data to Remote Client
through Module Driver API

Returns Status of GATT Send Motification Data API

Wait for Indications to be
enabled by Remote Client

GATT Char Write Request Event (Write request is for Indication Characteristics)

| Remote Client requests to enable Indication Characteristicsj

Calls GATT Send Indicatien Data API

through Module Driver API

Send Indication Data to Remote clienj

Returns Status of GATT Send Indication Data API

| Remote Client requests to write GATT Characteristicsj

GATT Char Write Request Event

Validates data and Calls GATT Char Lt | Write AP t ite L | GATT Databa:
alidates data an S ar Local Write o update Local al S8

| Update Local GATT Database through Module Driver APﬁ

Returns Status of GATT Char Local Write API

waiting for response from Server

Remote Client requests to write GATT CharacteristicsT

GATT Char Write Request Event with response

Validates data and Calls GATT Char Local Write API to update Local GATT Database

v alidates aat

| Update Local GATT Database through Module Driver APﬁ

Returns Status of GATT Char Local Write API

Calls GATT Write Response to send response of write to Remote Client

| Send response to Remote Client through Module Driver APﬁ

Returns Status of GATT Write Response

Calls BLE Framework Close AP|

| Uninitializes BLE Module through Module Driver APﬂ

Returns Status of BLE Framework Close APl

BLE Framework
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2.4 BLEZ L —AU—27 %% =2VUF ¢ (BLE framework security)

Security Managerid, WYV 7 OB FALICHERA SN BX =2V 7 4 A2 LR L OSSH T HREREABLEY
oI VAHK YT ?zdﬁébi@’o Security Manager|ZIZLA T D2 ODERENRH D 7,

o Af=vx—4% (Initiator)
ZAUFCAP~ R Z S b T T XA A (Maseter/Central device) T,
o L ARV A (Responder)
ZHUTIGAPA L —T /Y 7 = T LT A A (Slave/Peripheral device) T1,

f=vE2—2iFtx2 T4 FEEBRBET I AZTNA ATTN, AL—TT A A FtxF=2VT7 4 FE

BRI T A LI, == — X | ZIERMATERT D Z LN AHETT,

2.4.1 BLEZ ¥ = UF 4 E—F (BLE security mode)

BLEE &2 U7 13K — Rk T2 L ULicdbd CeE— F2RMHELET, X2V T 4= FBLDY

LUt FEEFE A (authenticated) F 72 13 R FEEE (unauthenticated) T D DD, BE51l (encryption) £

72137 — 2 B4 (signing) THDEONDOLT Y o 7T 5V R — FOMAEDETT, X7V 7134

X2 VT B EWE T RERH Y T, UTIRT 20054 TOXT Y I HRFIHAHETY,

o FRAFE LT U 7 (authenticated paring), Z DX7 U 7 Tik, T34 ZABMITM (F[EE) B
DIRESINET,

o REHEET U 7 (unauthenticated paring), Z DX7 U 7 Tik, T34 ANBMITM HRES N EH
/l/o

X2V TFT 4F—F1

X2 VT 4Ll X2 UT 420

xR VT 4 L2 KEERERT Y 7 (ESbdH D)

X2V T 4 LA BEEEART U 7 (E5kdH )

XU T 4 LU RREEALEY 2 T T Y v (BEEH YD)
X2 YT 4 E— F2

X2 VT 4 Lo REBRENT Y T (T2 BADHY)

X2V T A L2 RRAEEART VT (T =2 BLDHY)

HE: RL78GID BLEEV 2—/idEFX 2 VT A E—RIOEXF2 VT 4 L-UdEHR—FLTWVERA,

2.4.2 BLEt ¥ = U 4 FJE (BLE security procedure)
BLEE &= U7 A IZIZLATOFIERH Y £,

o 7Y (paring)
ZOFNEZ., —RERY 7R S8 (temporary encryption key) Z4Ep% L C#@IE Y > 7 (conmunication 1ink)
et 57-0IcfERINET,
Z O LS NTIEE Y v 7 THEHAR IS 58 (permanent encryption key) & B Di#{E D7z OIZ AT
D EINHHETTY,

e R2F 4% (bonding)
IXEASED T Y 7 LD EG DR TT, X7 U 7 D%RIC, THASII2ODT /34 A TE
INHY 728G (permanent bond) 23ME B AL, AEFEMEAE V| %ﬂi]éhi’é‘ BftOmE TIX, TN AT
AT 4 v 7 FE (bonding procedure) ZFELTTAMEIH D XA,

o HEB{LDHESL (Encryption Establishment)
BEITEARE TS LINET,
TV 7T, o GmiEic bl o Tkt T 52X 27 U 7 (secure link) MERRSILET,
kL, R T 4 7T, Ay REMEIN D TEAR 72 kHEBROMER S E 7,
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2.4.3 BLEZ % = U T 1 B¥f% (BLE security phases)

BLEE ¥ = U 7 1%, BBDOKNIRT K 5123 DD B (phase) 218D £3, 22D 7 731 A AGAPHEGEFIA (GA
P conection procedure) TRt ML L7218, EX 2T WEY V7 LT DHT2OD3IODDEEN X £
7,

o BBl (T U TERE, EHOILA)
RANCEEMELTIE, — R8O A RIS T R TOBFERNB2ODT A A THEINET,

o M2 (T U TERE, —EREDILR)
ZOBMETIE, RIS GEHIEE (STK) ) BMFOT AN ATERINET, TTHERORE S
fRicfER snEd, ZoES Y > 7 I3Bo@EICHERT 5 2 ENAEETYT, BT T /31 A (peer devic
o) NHEFHIREE A MEFF L CWAIRY . ZOWEY v VI3 B{ban-F £ T1,

o B3 (HABOR T 47, . B LUK
R T 4 7 (bonding) MMLEERBEE . T/ ZFXZOBEMEIZAY £9, Z 0BT, B2 T2on—
BefE A U CRESL SNz b Y 7 ic kv EAEE (B (LTK) ) 2322007 /3 AW TR S
nNET, To%, 2L OEASIIAFEBIEA T VKNI, SR TT A ACHATE X912
B0 FET,
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2.4.4 BLEZ L—AU—Z DOFIET7 0 ——F A
(BLE framework authentication flow sequence)

Calls SF BLE Framework Open API

Initialize the BLE Module

Retums the status of Initialization

Retums Status of BLE Framework Open AP|

Calls SF BLE Framework Provision Set APIr
bonding_mode=SF_BLE_BONDING_MODE_BONDABLET
sec_mode=SF BLE SEC MODE1 LVL3 AUTH PAIR ENCr
Security keys<IDKEY, LTK, Random number, EDIV, CSRK>

Provisions BLE Module with user provision settings
as per user provided provisioning settings

Retums status of Provisioning BLE Module

< Retums Status of BLE Framework Provision Set API

Calls SF BLE Framework Connect API

‘Connect to remote device

Connect to remote device over ﬂ|ﬁ

Retums the status of connection

Returns Status of BLE Framework Connect API

Bluetooth Address Verification event

o 2uetooth Address verification event (SF_ BLE EVENT SM CHK BD ADDR REQ)

|
|
I
Send status as verified for Bluetooth address :
1
1
|
v

L Send status of Bluetooth address verification .,

Calls Bonding Start API to bond with remote device »

Start bonding with remote device

Bond with remote device over a\lrj

Pairing key (STK) request

. Palring key(STK) request event (SF_BLE_EVENT_SM_TK_REQ_IND)

Send Pairing Key (STK)

Use this pairing key for Authentication

| Send Security keys to remote device over secure IInI'(T

| Remove device has sent security kw%\]

Security keys received from remote device

Securnity keys recelved event (SF_BLE_EVENT_SM_KEY_IND)

Bonding Complete

! Return status of Bonding Start API

Calls Encryption Start API to start encryption over link

Start encryption over link

Start encryption over wireless IInI[(}]

Send status of start encryption

Return status of Encryption Start API

Calls Disconnect API to disconnect with remote device

Disconnect with remote device

Disconnect with remote device over alﬁ

Send Disconnect status

Return status of Disconnect API

Calls BLE Framework Close API

Unitialize the BLE Module

by
Uninitializes BLE Module

Send Uninitlalize status

I
Returns Status of BLE Framework Close AP| i
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2.5
L.

3.

BLEZ L—AU—27 O#IPR (BLE framework limitations)

BLEZ L— AU — 27 ZRL78GID BLENN— R =7 EY 2 —/LVOLTT A SN TWET, FDOMDOBLEE
Ca— LDV R— KNI, ABOR—Ta L TEBINENS TETT,

RL78GIDZEE T ABLEZ L— AT — 7213 = > 734 V4 (complilation warning) WY F3, 2 b
DELE T TR TH— FX—=F s BIORLTSGID R T A Na— RFZEFENTWET, BLEZ L —ALTU—7 77
A WNEETIEEN TWVWETA, ZNHOEEI2— T 7 r— 9 VTR LEE A,

BLEZ L—AU—7 DHAZ L7077 A /LY R— b (custom profile support)if. RL78GID# A 7 DBL
EN—=FU =27V 2= LOARIHIR SN TNET,

HID e 77 A4 V27 547 v FE— RFMHID profile client mode) X, RL78G1D BLE/AN— R 7 = 7ET 2
— L THR—FENTWVWERA, ERELT, HIDX2 7 7 A VDOBLEY L— AU — 7 FEELHID S 1 7
FANTFTAT v hE—REYR—FLERHA, RLISGIDOBLEY L — AU — 2 Zfif+257 7Y 7r—
a NI, V94T N E—RTHID Y u 77 ANV EFERATAHAZLIZTEXERA,

B DA L —TBLEF /31 Z (slave BLE device) {%, RL78GID BLEE Y o — /LIl A Z LIZTE EH
/Vo

BLEZ L—AU—7FY 22— )VAPIOKEE (BLE Framework Module API Overview)

ARIETIL, FIHFERERAPIO Y 2 M &R L, KAPIOMERE, /N7 A —% | RV {H (return value) 72 12O\ T
EICEA LE4, FEMICONWTIE, SSPz—H#F—Xv==2 7 /L (SSP User’ s Manual) DAPTY 7 7 L > A D
HAEZRLTLLZE,

3.1 BLE GAP API
3.1.1 open
A

RAPNEIT — HEREDA X 72— A2 L LET, RIANOUHHRTE., RTIA423) 7081k, E
VIABDEFA], BIOTFT —FEREIZET 2T 3 AW EIT WV ET,

NI A—F .
£ il F7 1A NE
p_ctrl In, Out BLEE ¥ = — )L OHIHE~D R A > &
(sf ble ctrlZ=M)
p_cfg In BLEFR EAE & (Asf_ble_cfg t~DKRA X
(sf_ble_cfgZa&R)
RYHE :
SSP=T — AT —H R
e ¥4 7

ssp_err_t (kopen) (sf_ble_ctrl_t * const p_ctrl,

const sf_ble cfg t * p_cfg);
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3.1.2 close
FREA
ARAPTIIA v Z 7 = — A% T (de—initialize) . BLEE Y = — V2 KIEEE 1T — NICT A5 0ERA 7121
DI EMAHETYT, £/, BLEEV 2=V RTIANIZBWT, RIANEZHAL, RTIANY 7 28I
L. BliAHEEELLET,

RIA—FZ F5 1] AR

p_ctrl In BLEE Y = — )L OHIFEHEE~D R A
(sf ble ctrlZ&HR)

REY1HE :
SSP T — A5 —H A
B 7m b & AT

ssp_err_t (*close) (sf_ble_ctrl_t * const p_ctrl);
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3.1.3 infoGet

PR
AAPUIBLEE ¥ = — /L (F > 7> MEHR, RSSHEZR L) #HBGLET,
NFGRXA =L L, Fml NE
p_ctrl In BLEE Y = — )L OHIFEHEE~D R A
(sf ble ctrlZ&HR)
p_handle In e/ Ny RIL~DRA &
p_ble_info Out EYV 2= UERA~DRA X
RYHE :

BLEE Y 2 — VBB SN L F OB HRZ KL £,
o Fu Tty b/ NTANIFHICFS

o RSSIE (GE7:1L16F v M)

P S N2 A

ssp_err_t (kinfoGet) (sf_ble_ctrl_t * const p_ctrl, sf_ble_conn_handle_t * p_handle, sf_ble_inf
o_t * p_ble_info);

3.14 provisionGet

A

provisionGet () BA%ti%. BLE AP R ¥ a = VIFHRA TS LET,
RGA—F 4 H N
p_ctrl In BLEE ¥ = — /LD HIEHE~D R A v #

(sf_ble_ctrl &)

p_ble_provisioning Out BTy a=r 7iEH

RYHE :

UTDONRTA=F 2R LET,

e GAP4# (Gap name)

o 77— R%y A ME— R7 T 7 (Broadcast mode flag)

o RT 4 7 F— K Bonding mode)

o XU TF 4E— F(Security mode )

e GAPE—/V(GAP role) (BY FI N/ AR EIEIN) 72T/ AL —T)
o GAPZ—H A~ ha—/L Ny 7 (GAP user event callback)

B e b A7
ssp_err_t (¥provisionGet) (sf_ble_ctrl_t * const p_ctrl, sf_ble_provisioning t * p_ble_provisi
oning) ;
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3.1.5 provisionSet

A
provisionSet () B9k, BLEEY = —/L &2 utb g =7 L%ET,
NI X =L % J5 1R NE
p_ctrl In BLEE ¥ = — )L O HIHE~D R A > &
(sf_ble ctrl &%)
p_ble_provisioning In BLEZ m B g = JHEEIR~DRA ¥
RY1E :
SSPT Z — A5 —4& A (SSP Error status)
BT m b &7

ssp_err_t (kprovisionSet) (sf_ble_ctrl_t * const p_ctrl, const sf_ble_ provisioning t * p_ble_pr
ovisioning) ;

3.1.6 scan
A
ARAPTIZFIH ATREZRBLET NA A AF v L, MO LITIZU A h&2IRLET,
NG RA—E 4 F NE
p_ctrl In BLEE ¥ = — /L DHIfHIER~D R A > &
(sf_ble_ctrlZ#Z&H)
p_scan Out A ¥ VFEEIRA~DRA v Z
P_cnt In, Out A Xy SITZBLET /S ZAFA~DRA
N
P_scan_info In 2% ¥ NERBEEERA~DORA L H
RY1E :

scan ) BA%UE, BLEEY 2 —MZ K o T TFTDONRT A= TCAFX ¥ SNTZBLET XA AD Y A &R LE
7,
e 48t RBluetooth” FL A

e RSSI
o AXY T X

3 g =3 N 0 G
ssp_err_t (kscan) (sf_ble ctrl_t * const p_ctrl, sf_ble scan_t * p_scan, uint8_t * p_cnt, sf_b
le_scan_info_t * p_scan_info);
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3.1.7 advertisementStart
PR
advertisementStart () %X, 7 KX A ¥ 7 (advertisement) ZBAtA L £ 7,
NG A= L N
p_ctrl In BLEE ¥ = — )L O HIHE~D R A > &
(sf_ble_ctrlZZH)
p_advt_info In T RARE A D TIEHAEE R~
A5
BYiE .
SSP o — X5 —H A (SSP Error status)
B Ie 247
ssp_err_t (kadvertisementStart) (sf_ble_ctrl t * const p_ctrl, sf ble_adv_info_t * const p_advt
_info);
3.1.8 advertisementStop
A
advertisementStop O B%IL. 7 RARXX A P T 2{ZIE L £,
NI RXA—HE L F7 1A N2
p_ctrl In BLEE Y = — )V DHIEIE~D R A &
(sf_ble_ctrlz=ZHR)
RYHE :
SSPT T — AT —H A
B e b A7

ssp_err_t (*advertisementStop) (sf_ble_ctrl_t * const p_ctrl);
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3.1.9 whitelistAdd
FREA

whitelistAdd O BAEIE., 7 RAF A7 AF v, BLOEROESERICETHHRT A4 U X K (vhite
list) [T /XA A& BMLET,

R A—B %, 1A N
p_ctrl In BLEE ¥ = — /L DHIEER~D R A &
(sf_ble ctrlZ&MR)
p_bd_addr In BLEY RL A~DRA %
RY1E :
SSPT T — AT — K A
op- o=l N

ssp_err_t (kwhitelistAdd) (sf_ble_ctrl t * const p_ctrl, const uint8_t * p_bd_addr);

3.1.10 whitelistDel
FEA -

whitelistDel O BA%IZ. 7 RARX A VU7, AF v, BLOEHROEFERICET AR TIA M) XA M0 bT
NA ZEHIBEL T,

T A= L k=S
p_ctrl In BLEE Y = — /L DHIHIER~DRA &
(sf_ble_ctrl M)
p_bd_addr In BLEY RLZA~DKRA &
RYE :
SSP T — AT —H A
3k ez =0 0 A g

ssp_err_t (*whitelistDel) (sf_ble_ctrl_t * const p_ctrl, const uint8_t *
p_bd_addr) ;

R30AN0309JU0104 Rev. 1. 04 Page 23 of 59
2018.7.25 RENESAS



Renesas Synergy™ 77 v K7 4 — A BLEZ L— AU —7

3.1.11 bondingStart

A .
bondingStart () Bd%kix. VYV E— FTF /34 X (remote device) E DR T 4 T HBBLE1,
ey F NE
p_ctrl In BLEE ¥ 2 — VD HIFEHER~D R A o &
(sf_ble_ctrl &)
p_bd_addr In BLEY KL ZA~DRNA &
p_handle In Pefgi N> RIL~DRA 4
RYE :
SSP—T — AT —H R
BT b Z A7
ssp_err_t (*bondingStart) (sf_ble_ctrl_t * const p_ctrl,
sf_ble_conn_handle_t * p_handle,
const uint8_t *p_bd_addr,
sf_ble_bonding_start_t *p_bonding_start);
3.1.12 bondingResponse
A
bondingResponse O BI#IL. R T 4 » FERITISE L £,
NI A—H 4 J5 1A N2
p_ctrl In BLEE ¥ = — /L DH|EHEE~D R A &
(sf_ble_ctrlZ#Z&H)
p_bd_addr In BLEY RL ZA~DRA &
p_handle In BNy RIL~DORA &
P_bonding_resp In KT A TT RUVANDRA A

RYE : SSP=F—RT—H X
B Tm b F A7

ssp_err_t (*bondingResponse) (sf_ble_ctrl_t * const p_ctrl,
sf_ble_conn_handle_t * p_handle,
const uint8_t * p_bd_addr,
sf_ble_bonding_response_t * p_bonding_resp);
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3.1.13 connect

;A
connect O B%I%, UVE— hT A RITHEHEL £ 7,
NG A= L gk
p_ctrl In BLEE ¥ = — /L DHIHIER~D R A X
(sf ble ctrlZ=M)
P_conn In P E R A~DRA &
p_handle Out BNy RIL~DORA &
RVIE :
e FLZzIRLET,
B 7o 217
ssp_err_t (kconnect) (sf_ble_ctrl_t * const p_ctrl, sf_ble_connection_t
const * const p_conn, sf_ble_conn_handle_t * p_handle) ;¥
3.1.14 disconnect
At
disconnect O B%L, VE— T A 2D EIELET,
RIA—B 4 J5 1A N
p_ctrl In BLEE Y = — /LD HIHE~D R A o &
(sf_ble ctrlZ&HH)
p_handle Out Bkt Ny RIVA~DRA &
RYIE :
Pefi Ny RVEIRLET,
3k ez =0 A g
ssp_err_t (kdisconnect) (sf_ble_ctrl_t * const p_ctrl,
sf_ble_conn_handle_t * p_handle);
3.1.15 listen
;A
listen ) B#E, VE— FT A 2ADOOEHEREY v A LET,
RGRA—L % F ] N
p_ctrl In BLEE ¥ = — /L DHIHE ~D R A o %
(sf_ble ctrl &)
RVIE :
Hifi N> RL%Z IR LU E 9 (Returns the connection handle)
B e b A7

ssp_err_t (klisten) (sf_ble_ctrl t * const p_ctrl);
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3.2 BLE GATT API
3.2.1 gattCharWriteLocal

i

gattCharWriteLocal () BI%KIZ, B —H/LGATTTF —F _X—2RZHH L £T,

NI RA—E 4 FH N

p_ctrl In BLEE Y = — )L OHIEHEE~D R A >
H (sf_ble ctrlZ&=H)

Char_handle In BNy KL

Data_length In EX AT E

P_data In TR ~DIRA K

RYHE :

SSPT T — AT —H A

3b- 'z = I A

ssp_err_t (k gattCharWriteLocal) (sf_ble_ctrl_t * const p_ctrl, uintl6_t
char_handle, uintl6_t data_length,
uint8_t * const p_data);

3.2.2 gattServiceDiscovery
A
gattServiceDiscovery O BA%KiX. UV E— F T A ZDOCATTH—E A Z 3R L £,
NI A—2% L WA
p_ctrl In BLEE ¥ = — /L DHIfHIER~D R A > &
(sf ble ctrlZ =)
P_handle In BNy RV
P_sf ble_sve_dscv_req In P —E 2RI RERA~DRA ¥
P_sf ble_svc_dscv_rsp Out P — BRI RIE~DRA X
P_rsp_cnt In, Out AN A X QREITHEM SN D AR H 5
=R RORREEFRE) . M
SEICHMEN D —E 2R REROE
F87E)
RYE :

P—ERFERIGE~DRA 52 W) OSFITHEA SN DT —E AR AFROBEIEE) ZikRLET,
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BLEZ L— AU —7

B e hF A7

ssp_err_t (% gattServiceDiscovery) (sf_ble_ctrl_t * const p_ctrl,
sf_ble_conn_handle_t * p_handle
sf_ble_service_discovery_req_t const

* const p_sf _ble_sve_dscv_req

sf_ble_service_discovery_rsp_t *

const p_sf_ble_svc_dscv_rsp,

uint32_t * const p_rsp_cnt);

3.2.3 gattCharDiscovery
A -
gattCharDiscovery O B%iE. V E— bT /31 A (remote device) DGATTHHMEZ TR L 9,
NI RXA—H L Fm NE
p_ctrl In BLEE Y = — )L DHIEIER~D R A &
(sf_ble_ctrl#=ZHR)
P_handle In i/~ RV (Connection handle)
P_sf ble_char_dscv_req In BEMER R BR~D R A % (Pointer to char
acteristics discovery request)
P_sf ble_char_dscv_rsp Out BEMERE RSB A~D R A % (Pointer to char
acteristics discovery response)
P_rsp_cnt In, Out AP A X OREITHN SN D FTREMR H 5
P —ERAFERERORKEEIEE) . B
URZEITKRN SN A —ERBEREROH %
BE)
RYHE :

WM LIS (characteristics discovery response) ~DiA 2 HF) SBT3 5 KrE S BRE S

DI aAEE) ZIRLET,
BT m b F A7

ssp_err_t (% gattCharDiscovery) (sf_ble_ctrl_t * const p_ctrl,

sf_ble_conn_handle_t * p_handle,
sf_ble_char_discovery_req_t const
const p_sf_ble_char_dscv_req,
sf_ble_char_discovery_rsp_t * const

p_sf _ble_char_dscv_rsp, uint32_t * const
p_rsp_cnt);

R30AN0309JU0104 Rev. 1.04
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3.24 gattCharDescDiscovery

A .
gattCharDescDiscovery ) B2%i%. U E— F T A ZDOCATTHEET 4+ A 27 U 7% (GATT characteristic desc
riptor) R L £ 7,

NFGRXA =L L, Fml NE
p_ctrl In BLEE ¥ = — /L DI ~D R A &
(sf ble ctrlZ&HR)

P_handle In Pefgin s R

Start_handle In KR THFERHENAI Y FVEEOEY FD
BHAE N> RL

End_handle In FERTHEHIND /N> FAHEHOE v O
S A %

P_sf ble_chardesc_dscv_rsp Out BT 0 A7 ) T HRBRINE~DRA X

P_rsp_cnt In, Out AT A X ORBEITHEAN I L5 ATBEED &

HY—v AR EERORREZEE) . W
B OSBRI EN D —E 2R RERD
HafaE)

RYE :
Btk 4 27 ) 7238 RIS (characteristics discovery response) ~DRA »Z #iK L £,
BT b Z A7

ssp_err_t (% gattCharDescDiscovery) (sf_ble_ctrl_t * const p_ctrl,
sf_ble_conn_handle_t * p_handle,
uintl6_t start_handle, uintl6_t end_handle,
sf_ble_char_desc_discovery_rsp_t * const
p_sf_ble_chardesc_dscv_rsp, uint32_t * const p_rsp_cnt);
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3.25 gattCharWrite

PR
gattCharWrite O P&, VU EB— bT /34 ZDGATTHH (GATT characteristics) ZEXALE T,
NG A—FL L AR
p_ctrl In BLEE Y o2 — VO HIHIE~D KR A &
(sf ble ctrlZ&HR)
P _handle In BNy KL
P_char_write_req In FEEE X IABERA~DRA X
BYiE .
SSP—F — AT —H R
5k =3 N O G

ssp_err_t (k gattCharWrite) (sf_ble ctrl_t * const p_ctrl,
sf_ble_conn_handle_t * p_handle,
sf_ble_char_write_req_t const * const
p_char_write_req);
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3.2.6 gattCharRead

A

gattCharRead () BI¥I%, VU E— h7 /31 ZADCATTHRHEZ FE A H L 37

RTA—B %, 1A N

p_ctrl In BLEE ¥ = — )L O HIHE~D R A > &

(sf_ble_ctrl Z#ZM)

P_handle In E3 AW NIV
P_char_read_req In RS A LER~D R A &
P_char_read_rsp Out FrtEgir H LIGE~DRA X
RY1E :

BitEGe ot LIS A~DRA 2 iR L ET,

3kl = N g

ssp_err_t (% gattCharRead) (sf_ble_ctrl_t * const p_ctrl,
sf_ble_conn_handle_t * p_handle,
sf_ble_char_read_req_t const * const
p_char_read_req, sf_ble_char_read_rsp_t *
const p_char_read_rsp);

3.2.°7 gattCharExecuteWrite
A

gattCharExecuteWrite ) BIEUIE, U E— FF /N4 ZDOCATTHEHEIZ T AEX AL (23w Ficommit) &5
TLET,

NI RA—FL F NE
p_ctrl In BLEE ¥ = — VD ~D R A >
(sf_ble_ctrl &)
P_handle In BN Rv
Execute_flag In R OEZIALEZFITT D00 H
THERET DT
RYHE :
SSPT T — AT —H A
e ¥4 7

ssp_err_t (% gattCharExecuteWrite) (sf_ble_ctrl_t * const p_ctrl,
sf_ble_conn_handle_t * p_handle,
sf_ble_execute_write_t execute_flag);
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3.2.8 gattSendNotify
A .

gattSendNotify O BI%iE. T — B AGATTH— "B U E— RGATTZ AT v M) —F 4 74— a3
otification) Z# 45 L £,

RIA—FZ HH AR
p_ctrl In BLEE ¥ = — /L DI ~D R A &
(sf ble ctrlZ&HR)

P_handle In LE3 TRV NI

Char_handle In HH SN AEE R DR AN RV
BYiE .
SSP T — X7 —H A
B AT

ssp_err_t (% gattSendNotify) (sf_ble_ctrl_t * const p_ctrl,
sf_ble_conn_handle_t * p_handle,
uintl6_t char_handle);
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3.2.9 gattSendIndicate
PR

gattSendIndicate O BA%kl%. v — B NAGATTY — 5 U £ — RGATTZ A4 7 > MTA T 44— 3 > (ind
ication) ZiE(E LE 7,

RTA—B% 1A W&
p_ctrl In BLEE Y = — )L DHIEIE~D R A v &
(sf ble ctrlZZH)
P_handle In BN Kv
Char_handle In AT 4 lr— b ENDHEE ORI
N RV
RYE :
SSP= T — AT —H A
BT b & A7

ssp_err_t (¢ gattSendIndicate) (sf_ble_ctrl_t * const p_ctrl,
sf_ble_conn_handle_t * p_handle,
uintl16_t char_handle) ;

3.2.10 gattWriteResponse
A

gattWriteResponse O BE%%iZ. VU E— FGATTY A4 7 2 b D OEE ALSFMAEEIR (characteristics valu
e request) ITISZE L £,

RS A—5% i P
p_ctrl In BLEE ¥ = — /L DHIfHIER~D R A > &
(sf ble ctrlZ &)
P_handle In i3 TRV NIZ
handle In BHZIALBEITEH S D R
%
Error_code In B TREE S D BpEE XA A B E
=7 —a— R
RYHE :
SSP= T —RTFT—H &
e ¥4 7

ssp_err_t (% gattWriteResponse) (sf_ble_ctrl_t * const p_ctrl,
sf_ble_conn_handle_t * p_handle,
uint16_t handle,
sf_ble_attribute_error_code_t
error_code) ;
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3.3 FviR— K7 a7 7 A )VAPI (On—Board Profiles APIs)

3.3.1 open
P
RAPNET —HHREDA V52 7 = — AP L E 75,
NI RA—E 4 1) NE
p_ctrl In, Out BLEE Y = — )L OH#IEIES (control blo

ck) ~DRA A
(sf_ble_ctrlZ &)
P_cfg In BLEZR EAEIGE AR (BLE configuration s
tructure) ~DRA L H

REY1HE :
SSP= T — AT —H A
B AT

ssp_err_t (*open) (sf_ble_onboard_profile_ctrl_t * const p_ctrl, const
sf_ble_onboard_profile_cfg_t *p_cfg);

3.3.2 close
A

ARAPIIEA X 72— A% H# T (de—initialize), {KIHEE T — NIZTD2NERA 7T DHZ ENAIEET
T, RIANRNEZHE, FIARY 7 28I L, Bl IALEZEIEL F9,

NI RXA =L FH NE

p_ctrl In BLEE ¥ = — /L Difill#EES (control blo
ck) ~DHRA > H (sf ble ctrlas
&)

BRYHiE :

SSP=F — AT —H R

ESE- = N0 G g

ssp_err_t (*close) (sf_ble_onboard_profile_ctrl_t * const p_ctrl);
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3.3.3 onbpEnable

FREA
onbpEnable () BI¥kix, ¥—RE—RELFI T4 T M E—RDOT BT 7 A VEFHILET,
RIA—FZ Fml AR
p_ctrl In, Out BLEE ¥ = — )L O HIHE~D R A > &
(sf_ble ctrlZ &)
P _handle In BNy RIL~DRA &
Profile In gt aroTua A NNEAT
P_prf_cb In a7y ANNDa—F a—)LNy T
Sec In Ta 7y ANDEX 2T 4 HAT
REY1HE :
SSP—T — AT —H R
B AT

ssp_err_t (*onbpEnable) (sf_ble_onboard_profile_ctrl_t * const p_ctrl,
sf_ble_conn_handle_t * p_handle,
sf_onbp_t profile, sf_ble_profile_callback_t
p_prf_cb, sf_ble prf_sec_t sec);

3.34 onbpServerWriteData
A

onbpServerWriteData () BA%kix., v — /L7 —& ~X—Z (local database) CHEHMEDEZ FH L £ (update t
he value of the characteristics),

RIA—=HLZ W NE
p_ctrl In BLEE ¥ = — /LD HIHES~D R A v #
(sf_ble_ctrl &)
P_handle In i~ RL (connection handle) ~®
wNA A
Profile In a7y ANHZ AT (Profile Type)
characteristics In 71 7 7 A WVEHE (Profile characteri
stics)
P_data In F =B ~DRA HF
BRYHiE :
SSP=F — AT —H R
ESE- = N0 G g

ssp_err_t (konbpServerWriteData) (sf_ble_onboard profile ctrl_t * const
p_ctrl, sf_ble_conn_handle_ t *
p_handle, sf_onbp_t profile,
sf_ble_onbp_char_t characteristics,
const void * p_data);
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3.35 onbpServerSendNotification

B

onbpServerSendNotification O B8%&i%., / —7 4 7 4 7/— 3 v (notification) ZXE L E 7,
RS ARk Fl W
p_ctrl In BLEE ¥ = — /L OHHIER~D R A o Z

(sf_ble_ctrlZZ&M)

P_handle In BNy RL~DRA o H
Profile In T Ty ANEAT
characteristics In 7a 7y A VRN
P_data In T—H~DRA L

RVE:

SSPTT—A T —H% A

B e 24T

ssp_err_t (konbpServerSendNotification) (sf_ble_onboard profile ctrl t *
const p_ctrl, sf_ble_conn_handle_t #*
p_handle, sf_onbp_t profile,
sf_ble_onbp_char_t characteristics, const
void * p_data);

3.3.6 onbpServerSendIndication

PR

onbpServerSendIndication ) B%ki%. £ 5 47— 3 v (indication) #1515 L £,
NG A=K, yaL! NE
p_ctrl In BLEE ¥ = — )V D ~D R A > ¥

(sf_ble_ctrl &)

P_handle In BNy RIL~DRA o #
Profile In TaTZyrANEAT
characteristics In a7y A VR
P_data In F—=H~DKNA Z

RYHE :

SSP=F — AT —H R

ESE- = N0 G g

ssp_err_t (konbpServerSendIndication) (sf_ble_onboard profile ctrl_t *
const p_ctrl, sf_ble_conn_handle_t *
p_handle, sf_onbp_t profile,
sf_ble_onbp_char_t characteristics, const
void * p_data);
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3.3.7 onbpClientWriteCCCD
A .

onbpClientWriteCCCD() BI%%I%, VE— T XA AD T TA T 2 NRERIET « A2 ) 7 # (Client Configu
ration Control Descriptor) ZiR/E L £,

NFGRXA =L L, HH NE
p_ctrl In BLEE Y = — )L OHIFEHEE~D R A v HZ
(sf ble ctrlZ&HR)
P_handle In BNy RL~DRA % (Pointer t
o connection handle)
Profile In a7 7 A)VH A7 (Profile type)
Cccd_char In cCCh=— K
Cced_val In CCCDDFRET —# (Configuration dat
a of CCCD)
BYiE :
SSP=F — AT —H R
BT b & A7

ssp_err_t (konbpClientWriteCCCD) (sf_ble_onboard_profile_ctrl_t * const
p_ctrl, sf_ble_conn_handle_t *
p_handle, sf onbp_t profile,
sf_ble_onbp_char_t cccd_char,
sf_ble_cccd_val_t cccd_val);

3.3.8 onbpDisable

FEA -
onbpDisable O %%, V' —"EF—FBIORI T4 T v b E—RFDOT a7 7 A V&) (disable) IZ LFET,
NI RXA—H L Fi AE
p_ctrl In BLEE Y = — )V OHFIFHTEE~D R A > &
(sf_ble_ctrlZ &)
P_handle In i Ny RILV~DRA &
Profile In NS BT T 7 A Z AT (Profi
le type to disable )
RO1E .
SSPL T — AT —H X
B 7ye b2 A7

ssp_err_t (*konbpDisable) (sf_ble_onboard_profile_ctrl_t * const p_ctrl,
sf_ble_conn_handle_t * p_handle,
sf_onbp_t profile);

3.3.9 onbpClientReadChar
A

onbpClientReadChar () B8%%i%. v 7 7 A N F =13V — B RITxIT D GATTHHM: (GATT characteristics) &
FAHLET,
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NI A—FL F7 1A ANE
p_ctrl In BLEE ¥ = — /LD HIFEHER~D R A o &
(sf_ble_ctrl &)
P_handle In BNy RIL~DRA X
Profile In Ja 7y ANEAT
Characteristics In A=
RYHE :
SSP T — R T —H A
B m b F AT

ssp_err_t (konbpClientReadChar) (sf_ble_onboard_profile ctrl_t * const
p_ctrl, sf_ble_conn_handle_t *
p_handle, sf_onbp_t profile,
sf_ble_onbp_char_t characteristics);

3.3.10 onbpClientWriteChar

PR

onbpClientWriteChar ) B#&i%., v 7 7 A VL FE 21TV — B RIZHIGT HCATTRE 2 E X AL E T,
NI A—2% L WA
p_ctrl In BLEE ¥ = — /L DHIfHIER~D R A > &

(sf ble ctrlZ &)

P_handle In BNy RIL~DRA A
Profile In Ta gy ANEAT
Characteristics In GATTHE = — K
P_data In T =B ~DRA L H

RYHE :

SSPT T — AT —H A

B e b A7

ssp_err_t (konbpClientWriteChar) (sf_ble_onboard_profile_ctrl_t * const
p_ctrl, sf_ble_conn_handle_t *
p_handle, sf_onbp_t profile,
sf_ble_onbp_char_t characteristics,
const void * p_data);

4., TV —a V~DBLEZ L— AU —7 OfAIAH (Including BLE Framework in
an Application)

AIEIX, Renesas e? studio ISDEX X USynergyY 7 b =7 %y r— (SSP) (T L T, & HRRERERMN
HHI—VFEEHRE LTWET, KEDOFRIEIZHETRNIT, SSP 1. 4. 02— —X~==2 7/ (SSP 1. 4. 0 Use
r’ s Manual) D FNEIZHE - TBlinky 7 2= FEENL RBIOEITLTLTEEY, #9952 LT, 2 s
tudio ISDEFR L UNSSPIZIEND Z LN TE £,

SSP 1. 4. 02— — X == 7/LFRenesas Synergy 7 =7 (https://www. renesas. com/ja—jp/products/sy
nergy/software/ssp. html) 226X 7o — K452 &R A[RETY,

PAFOFNEIL, e studio ISDEZfEA+TA T 7V #r—3 5 2 ZSynergy BLEZ L — AU — 7 /I AT - 8
RSN ET,
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FIEL : RTOSZAMHAAATEFH TV =7~ DIERR

1. [File] —> INew] —> [Synergy C Project] #7 VU v 27 LT, #FHHSynergy7u v =7 b #{E L F
j—o

2. Fuvx=s MaEAIIL, Synergy7 A L A7 7 AL (license file) ZRE L £7,
3. AR—F (F=& zIE. SK-S762. S7G2 SK72 &) Z@IR L £,
4.  TProject Template Selection] W KT [BSP] 47> g &R L £,

. 3 > - > ™ o =
2" o Bude - Progect Configuation Dymergy C Prayect

BS P o2 studio - Progect Cod-qw.boq (Synerqy C Projecr)

et e toge of presect you crente

Device Selection
Progect Temgiste ‘atecton

SSP version: | 1.4.0 v $
3 w Board Suppont Pachage b o (hosen Symargy e

Board: S7G2 SK v o Symengy 1 20 pach
'ﬂlnky

Lra, gt

Device: R7FS7G27H3A01CFC 3

X3 Synergy’uT =7 kDYERL
FIE2 : FHRAL Y FOER LBLETZ L — AU — 7 OFIIAT

1. BLEZ L— AU —7 |IThreadXIZHEPL L TWET, 77U —3 3 VIIBLEY L — AU — 7 ZfAAIATeIC
1%, FH AL > R(new thread) Z{EpX L. BLEZ L — AU —27 &3 2 —/ L (BLE framework module) Z#H
FIAIE T,

2. IThread] # 7 #&IRL., [+] seB%E 27 Vv 7 LTHHAL Yy FEEKLET,
3. ALy RFuRXTF Zo0nTiE, UFORESH LTI ZE0,
#£1 ALy R XF 1 (Thread Properties)

“a T 4 F7 v ME NE
TRV New_thread0 ALy ROV URN, ZOARNTIA LY K7

7 A NVOERICER S NET, YRR T v
T — MIBRESINTWAEE, ALy K77
A JUitemplate_entry.c& U THER S VE T,

4 Bl New_thread TERR ST A Ly ROAT

AB TP AR 1024 DALy ROAK v 7 AR (234 hHA{L)

B 1 DALy ROESE

F—br A E— ] H BRHOEE, ALy RITERZICETEZRBL
3

W DOLEE. ALy FIMERZICETENEY
/u I — I EN S U TR T 20 E R H Y
7,

B ADATA AWM (tick%) 1 ALy REITHME (tickHr)
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4. DLTFOIZ, BLER Ly ROAERFTIES KO R NT 4 OFFH EICET 2612 R L TWET,

48% [BLE_FindMe_SK_S7G2] Synergy Configuration 52 | [ ble_thread_entry.c [€] fmp_pn

Threads

Threads $ & Stac
ﬁHAUCDmmnn | Mew Thread i

g_cgec CGC Driver on r_cgc
g_icport /0 Port Driver on r_ioport
g_frmi FMI Driver on r_fmi ...

BLE Thread
g_sf_ble_onboard_profilel On-Board Profile on RLV2G10 BLE Framework

] Properties %3

BLE Thread

Settings Property Value

w Thread

Symbol ble_thread
Mame BLE Thread
Stack size (bytes) 1024
Pricrity 1
Auto start Enabled
Tirne slicing interval (ticks) 1

4 BLERX Ly ROERLL [Properties] #7
FJiE3 : BLEZ L'— AU — 27 OB

Lra/

{113

1. HHERRENEBLEAL Y K& 27 Y v/ Lxd, [BLE Thread Stacks] 7> KU T, [+]
Uw 27 LTCBLEZ L—AU—27 ZBMLET,

2. [Framework] —> [Networking] —> [BLE] -> lOn—Board Profile on RL78G1D BLE Framework] % &R
LET,
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&) %) BLE Thread Stacks P
Driver >
Analog > Framework >
Audio > X-Ware >
Connectivity >
File System >
Graphics >
Input >
¥ On-Board Profile on RL78G1D BLE Framework BLE > Networking >
4 RL78G1D BLE GAP and GATT on sf_ble_ri78g1d Wi-Fi > Services >
| 4 NetX Port ETHER on sf_el_nx UsB >
2 4 [DEPRECATED] NetX Telnet Server on nx_telnet_server
¢ 4 [DEPRECATED] NetX on nx

X5 BLEZ L—AT—Z7 OB

3. BLEZL—AT—Z3SSPBE7 L —2L T — 7 FEVa—AZHEH LT, BLEAN—RT7 =27 EYa2a— /LD F
JEE L BE LE T, WETIL, BLEA— RY =27 EY a—/L FEE L OB(EIZUART/USBZ M L E 9,

4, TAdd Communication Framework] "Rv 27 Z-> [New] #7 V v 7 L. [Communications Framework on
sf_uart_comms| ZiER L F I,

& g_sf_ble_onbeoard_profilel On-Board Profile on
RL72G10 BLE Framework

.
|

&% g_sf_blel RL78G1D BLE GAP and GATT on
sf_ble_rl73g1d

a
I I
% Add Communication | | g g_timer1 Timer Driver
Frame o

W » &  Communications Framework on =f_el_nx_comms

& Communications Framework on sf_el_ux_comms

<  Communications Framework on sf_uart_comms

4+ [DEPRECATED] Communications Framework on sf_el_ux_comms
X6 S@ETL—LU—27 DB
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4 g_sf_ble_onboard_profilel On-Board Profile on RL73G1D BLE Framework

A
I

4 g_sf_blel RL78G1D BLE GAP and GATT on sf_ble_ri78g1d

A
I I

& g_sf_comms Communications Framework on d} g_tirmer] Tirner Driver
=f_uart_comms on r_gpt

ry
1

E’ﬁi g_uart1 UART Driver on r_sci_uart

| I
= g_transfer2 Transfer 4 g_transfer3 Transfer
Driver on r_dtc Event Driver on r_dtc Event

SCI0TXI SCI0 RXI

X7 ENMIhzZ@8E7r—2aT7—7
5. BLEZ L —AU—JF TV 2—/VORE (Configurating BLE Framework Module)
ARIETIE, BLEZ L—AU =7 Va2 —VIHIGT DRE/NT A —FXIZOWTELLSHB LET,

BLE Theead Stacks

$ g5 ble_ondosrd_profiled On-Board Profile on RL7EG1D BLE Framework

997551 _bied PL7EG1D BLE GAP and GATT on of_ble 172913

[C] Properties 2 3. Problems

g_sf ble1 RL78G1D BLE GAP and GATT on sf ble rl78g1d

Settings Property Value

Information v Common
Parameter Checking Default (BSP)

v Module g_sf_ble1 RL78G1D BLE GAP and GATT on sf_t
Name _sf_blel
Bluetooth Device Address(Restart Board after first { 0x0,0x0,0x0,0x0,0x0,0x0 }
Address Type Public Address
Scan Interval 48
Scan Window 48
Maximum Connection Interval 40
Connection Slave Latency 0
Supervision Timeout 80
BLE Driver Thread Priority 1
BLE Serial Thread Priority 1
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BLEZ L— AU —7

#2 BLEZ7 L — AU —JEVa—VOBRES R /NT 4

Va=Pasabs

F7 4V ME

NE

il

g _sf ble0

BLEZ L —AU—27 A AKX A (BLE framework insta
nce)

BluetoothT /A 27 KL
A

{0x0, 0x0, 0x0,

0x0, 0x0, 0x0}

BluetoothT /34 A7 KL & (Bluetooth device addres
s)

T RVRZAT

RTY I T R
LA

T RV AZ A TET v Z AT KL A (Random address)
F721387 Y » 7 7 KL A (Public Address) DV 9 4L
MITTR D £,

NT Yy 7T R A Ziud, IEEEICE&E S = ED
MTHEAD24E > FOUI (Organizationally Unique Id
entifier) &7 KL ATT,

FULLT LA Zhd, BT S, BUTIC
RI3DDAT AV DONWTNNTET DT RLATT,
W7 R L A (Static Address)

RIRARE S T A X— T KL &

(Non—Resolvable Private Address)
RRFRES T A X— T KL &

(Resolvable Private Address)

Ax Tl

48

ZIUET RAXH AP 5 — X (advertising data) &
ZETHRBTHY . 0.626ms AL T, FFAFPHIL2.
5~10240ms C9,

A%y I

48

I, T RRAA DT TN ARy R TR
fEENAHIRITY, 0.626ms AL T, FFARPHIZ2. 5
~10240ms T,

I R W

40

TR, HERRENLORICT — F Z EBIRISERET S
fIfE T3 1. 26ms AL T4, FFAHIPRILT. bms~4sT
.ja

Biia L —7 L4703y

_hi T X DNBEGEEIE CTEZAE SN A IR T,
FFARHIFHIZ0~500ms T,

e A R N I O VN
VAVAN

80

\_z"b 1Z. 7551 & (peer device) 7> D DISE DN Z(E
SNV EXZY I BRRbN-ZERZREINDH A L
7 MEBTY, 10msHALTY, HFAFHMIL100ms~32
sTY,

BLER T A AL v N
FE

BLER T A NA L v REHE
(BLE driver thread priority)

BLE U 7L A L v NS
i3

BLE U 7L A L v RIESEE
(BLE serial thread priority)
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UTFToRZ ) —>vay Mi, ArAR— RRHBLEY 2 7 7 4 L7 L— AU —7 (on-board generic BLE pro
file framework) MEXE 7 1 /37 ¢ (configuration properties) Z/R L CVWVET,

BLE Theead Stacks

——

‘\'- W«ﬂlﬂh}on Board Profie on FLTIGID BLE Framework S

£y

@ oo _bied RLTEGIO BLE GAP and GATT o of_bie 78914

-

[] Properties 3

le

! Problems

-

g_sf _ble_onboard_profile1 On-Board Profile on RL78G1D BLE Framework

‘Settings

Information

Property
v Common

Parameter Checking
Heart Rate Profile

Alert Notification Profile
Blood Pressure Profile
Find Me Profile

HID Over GATT Profile
Health Thermometer Profile
Phone Alert Status Profile
Proximity Profile

Scan Parameter Profile
Time Profile

Value

Default (BSP)
Disabled
Disabled
Enabled
Enabled
Disabled
Disabled
Disabled
Disabled
Disabled
Enabled
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#3 FUR—FF BT rANTL—AU—TDOBRETONT 4

FarF 4 F7 4V ME NE

D7 2 7 7 AL (Heart R | #2h (Disabled) BLEDHIE T v 7 7 A Vid, BEIGC AR ET-

ate profile) XD Z LN A[RE T,

77—k /) =T 47 47— | L (Disabled) BLEY 7 — R~/ —FT 4 74— arruaryrAn

ar7ua 7y AN (Alert Not WL, MEIDN U CHERE IR ENCT 5D Z LS AlRE

ification profile) <7,

fE~7 1 7 7 AL (Blood Pre | %) (Disabled) BLEME 7 1 7 7 A Wik, HEIZS L CAEE I

sure Profile) WS HZ ENA[EETT,

T4 RI—7a 774/ | %) (Enabled) BLEZ 7 A4 > RI—7 a7 7 A4 /W%, LEIZGUET

(Find meProfile) BHNFEITEYNCT D Z LN A[EETT,

HID over GATT' &1 7 7 A )L 5 (Disabled) BLE HID over GATT' & 7 7 A JLIE., MEIZIL U T
BHANETITENTT B Z ERAEETT,

KIREF 70 7 7 1 /L (Hearth | #E%) (Disabled) BLEMKIEZ 7 0 7 7 A Wid, BEIIS U THRIE-

Thermometer profile) TIN5 2 LN A[RETY,

TH T T— AT —E 27 | EZ)(Disabled) BLEZ 4> 77— hNAT—H A0 77 A NiE, &

2 7 7 A )L (Phone Alert Sta WS CCHREZITENCT D Z ENAHETT,

tus profile)

FHET a7 7 A L (Proximity | £E%) (Disabled) BLET#: 7' 1 7 7 A WX, MBS U THEBEIX

profile) MW T D2 EMARETT,

AX Yo NRNTRA—=F 7Ty | EEh(Disabled) BLEAX ¥ L /NT A —FT a7 7 A0k, LEITG

A )L (Scan Parameter profil CCHZEIFEZIZT 5 Z L AEETT,

e)

Kzl 71 7 7 A L (Time prof | &%) (Disabled) BLERFZ 7' 10 7 7 A WiE, BIZS U TAE X

ile) M 5H Z & MNAFETT,

6. BLEZ L—AU—J T a2a—/VT7 Y — 3 %] (BLE Framework Module Aplicati

on Example)

6.1 BEZE (Overview)

K7 FVr—arFadx 7 Milld, Synergy BLEZ L—A T —2 D7 7 A > RI—71 77 A LVEIE Fi
nd Me Profile) ¥R LEd, 77 A4 RI—F—4 v MIFIFEET 7 — b —E X (Inmediate Alert Servi
ce) DIDDA L AH A (instance) TT 7 A RI =707 7 A NVEFHALT, 7T T2 MINT /AL AD
BREEERB LG ALT 79— eERLET, 774V RI—FX—F v MNMI, 774 RI—ulr—47n
7 7 A L (Find Me Locator Profile) & 333 AhodT /S A LHd#) L F T,

Tr7AY RI—=707 7 A VI TFD2oD%EE| (role) ZEZXELET,

o 77 AV RI—F—4 v MIGATTH— 3T,

o VAV RI—uFr—HICATTY 74T FTY,

UToXE, r—EvRxETrT7 7, —LOERERLTWVET,

Find Me Locator Find Me Target

Immediate Alert Service

X8 wm—ALH—r XD
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774 KI—#—% v b (Find Me Target) |ZIZAIET 7 — M —ERADA VAX VARG ENLTHET,

ABLET 7'V r— a3 UHITIE, SK-STG2F w NI 77 A v RI—F—5w M & U THERE L. Android#fs €

#{E$ AHBLE Scanner APK. iPhone CENET ALightBlue APK/2 ED T S Y r— g ii7 74 RI—akh
— XL L THREL 77,
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6.2 BETZTFVr— a7 b7 T7—%77F % OE (BLE application soft

ware architecture overview)
ARETIE, BLEZ =AU 77V r—a b flOoY 7 o277 —F%7 7 F ¥ OMEEHHALET,

Application

On-Board
BLE Framework GAP APIs GATT APIs Profile APIs

A
A 4
BLE Stack
BLE Driver
ThreadX® <
RTOS v

Communication Framework
(g_sf_comms)
y

A

HAL Drivers UART DTC GPT

Synergy MCU

K9 BLEZ7A Y RI—F—F o TV r—arvoY 7 a7 T7—X%77F%
BLEZ 7 AV R —=H =Sy N7 TV r—vavOEERY 7 by T aR—xv MILTOLEY T
ER
e BLERA L v F(BLE thread)

e BLEZ L —XAU—7 (BLE framework)
e H[EZ7 L —2ALTU—7 (Communication framework)

ABLET 7'V /r—3 3 U HiliZSynergy BLEZ L — AU — 27 O a 7HREZ R LET, Z OFEREIZRLT8GID BLE

FEVa— DT A FI—=7F 17 7 A/ (Finf Me Profile) Zfli ] L Ti%& ST E4, RL78GID BLEE

‘/“:L—zlx 774 FI—F—Fy FEeLTHBELET, A7V v=2 M, XV 7= VHHAE—RE
TERE SNT-GAPE—/ L (GAP role) NdH 0 £,

BLEZ L v RiZi%, RL78GIDEY = —/LdDSynergy BLEZ L' — AU — 27 B L OFIITKIET HBLEA Z » 7 L BL
ET/NA A RTANINZ T, 22DBLET NA A OT —H ik z ¥R — K3 5SSPEY = —/ L (UART, DT

C. GPTR L) NEFENTWET, BLEAL w RiE, BLEZ L—AU—27 (##lfk, “ebeya=r2, ZFxy
=T T RREA T 2DODBLET NA A OT — ZiRik/p L) #fH LTI X COBLE#E(E Z LBl L
£7,
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Callbacks :
TD2oDa—H a—,3y 7 (user callbacks) |, BLEZ L— AU — 7 IZEEE SN TUVVET,

1. User_ble_callback

2. Fmpt_callback

User_ble_callback :

PIMEIIC, BLEA Ly RIFBLEY L— AU —21Ca—Ao3y 7 288K, A0 b (e, O, Koo o

VI BLEZ L= U= IS DGATT ) — T 4 T4 r—var /AT 4 r—a i) BT AmmAy
ZELET,

Fmpt_callback :

Ty A v RI—Tua 77 A VZ—%4% > b (Find Me Profile Target) DAZFIZ, BLEAX L v RiZfmpt_callba
ckEHEXL T, 77 A RI—T 077 A NVEHEDOAX N (77— ML OEERE) IBF 2% (n
otification) #BLEZ L — AU — 27 b5 LET,

BLEA Ly RIZLLFOREDO AT — b~ TEMELE S, HOEEDORFHA T, BLEXA Ly FIZULTFOWTR
MOARREIZAR Y 77,

1. FIHPRAE (Init State)

PE#EIRAE (Connect state)

#7177 A L (Activate state)

WE 71 7 7 A /LA | (Handle profile events)

BIWrk#E (Disconnect state)

FIHIREE (Init state) :

TV —a VERFHIHEODW T, st oble _provisioning thiE{AIS L Osf_ble_adv_info_tfi&E A% F&E)T
TER T D ENRH Y £97,

FEEEEIZ . BLEA L v R FEROREREBLEZ L— AU — 7 2T Z LT, 7 RAAZ A U 7 (advertise
ment) %7 1 Y g =7 (provisioning) L CRH4E L £ 9, user_ble_callback=x— L 3w 7 B%4i%, BLEZ
L—AU—Ins ) =T 4T 47— a v EZET A8 EnNET,

P12, BLEA Ly RidiEselkEIcRES N £ 1,
BEGEIRAB (Connect State) :

FRA ATTTIIT "I A T HBEBLTEY, BLEZ 4 7 > b (BLE client) N2 BG4+ 2D %
FHELTWET, ZORETIZ, BLEA L v RIZBLEZ L — AT — 27 b O A X N2 L TV ET,

oo W D

Bifgi A R MR ZIEENDH L, BLER Ly RiFEE 7 e 7 7 4 VIRRBICRE S NLE T,
B 17 7 A/ (Activate State) :

FTINA AL TIBLEY T4 T2 T3 AR SN TCWET, BLEAL Yy RiZd7 7 A v Ri—7n 774
JL(Find Me Profile) #HZNZ L., 77 A > RI—7 a7 A NEED ) —FT 4 T 4 r—3arb22E15
7= 92 fmpt_cal lback/L—F B ek L E 5,

TaTZyANPEE SIS L BLERA Ly FIZLBE T 07 7 A 1A N2 MREBICRESNE T,

WM a 7 7 A )A X b (Handle profile events) :
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BLEALw RiZ77 A4 RI—7a 774 )LbA4 k (Find Me Profile events) ZfLE L ¥4, BLEXL v R
1Z. BLEZ L — AU — 7 b UlliA RN b E%ETHETIOREEHETLET, Fo%., UIMRRAE (discon
nect state) {0 L E 7,

TrA Y RI=T 0T 7 AL, TAAL ZATRE UBIENTET T34 X (peer device) THIT 7 — K
MBEETAHEETOEFMELZTERLET, ZE, BESNZT /31 A (devices that are misplaced) Z¥#g4 7=
OIZHRHT 2 Z ENFRETT,

LED21ZT 7 — F LV OEGFRIER SN E T, 77— h LB 7 T4 7 2 M) BMILD_ALERTIZER E iz
Y. LED2IZRREBRE LET, 77— ML _ANRT T4 7T > M BHIGH_ALERTIZERE S L7z35A . LED2IZ
ATV ET, INLDTT— R NEZVTT AT, 7 TIAT M%%;k%’:ﬂé{m LT Z—h I/f\MFf“f
PEZNO_ALERTICERE L £ T, 7 74T v b EOERMRRE TSN Had,. 2607 7— MEy
V7 3NnE7,

YR AR (disconnect state) :

Z OIRBETIX, BLET /NA AIBLEY A 7> "B YW &4, BLEZ L— AT — 7 oYW A X & 5%2(5
LTWET,

BLEAL v RiZ7 74> RI—7Fu 77 A /)L (Find Me Profile) #M&hiz L, = —HFLEDAZ A 712 L ClkEEAL
PIHRRBIZ R E L F T,
6.3 &7 E (Configuration)

UTOFNEIL., e studio ISDE%{%EH'T%ZIKTT VA —3 g U TSynergy BLEZ L— AU —27 T 2 —)L
(BLE Framework module) 3% ET A= DOIEH INE T,

ARIATIE, SK-STG2 Synergy MCUZ /L—T R — R&fEHESX Y FL LTRALTEBY . "—Fu =777 v |
7 4 — LIZBE T B RE E1XSK-S76G2 Synergy MCUZ /L— 7 R — RENFIZERE SN TWET,

L BIIRT L 91T, gsf_ble0DT RINT %a&“?ﬁbi% A DBluetooth” R LR ZEIET H 2 L 3A]
RECY, B LT FLREZMHRT DITIE. BYIOFTHRICHR— REmER L ET,
Property Value
v Common
Parameter Checking Default (BSP)
v Module g_sf_ble0 RL78G1D BLE GAP and GATT on sf_ble_rl78g1d
Name _sf_bled
Bluetooth Device Address(Restart Board after first run to see changed Address) { 0x1,0x2,0x3,0x4,0x5,0x6 }
Address Type Public Address
Scan Interval 43
Scan Window 43
Maximum Connection Interval 40
Connection Slave Latency 0
Supervision Timeout 80
BLE Driver Thread Priority 1
BLE Serial Thread Priority 1
K10 g_sf ble0D 71T ¢ BRE
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2. AK7ualxl hTlX, 774 KI—71 7 7 AL (Find Me Profile) Z{fifl L CTSynergy BLEZ L — A
U— AR LET, LTFOXIZRT X 91T, g sf _ble onboard_profile07 @/ X7 4 v ¢ Ky
725 [Find Me Profile] ZA#hC L £,

[C] Properties 53

g_sf _ble_onboard_profile0 On-Board Profile on RL78G1D BLE Framework

Settings

Information

v Common

v Module g_sf_ble_onboard_profiled) On-Board Profile on RL78G

Property Value
Parameter Checking Default (BSP)
Heart Rate Profile Disabled
Alert Notification Profile Disabled
Blood Pressure Profile Disabled
Find Me Profile $ Enabled
HID Over GATT Profile Disabled
Health Thermometer Profile Disabled
Phone Alert Status Profile Disabled
Proximity Profile Disabled
Scan Parameter Profile Disabled
Time Profile Disabled

Name g_sf_ble_onboard_profiled

11 g _sf ble_onboard_profile® 7w /87 1 FE

3. UTOKIZART LT, r_sci_uartiZxt LT [Property)] 7 > K7 [Channel| %#6IZFXE L.
Baud Rate| #48001CF&E L E T, UART KT A DT /87 f OFEMICHOWTIE., UARTE S = —/1
1 F(UART Module Guide) B L CLIEE, UARTE > =2 — 01 Fe XU a— T 5120E,
oY EERALET,
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Property Value
v Common
External RTS Operation Disable
Reception Enable
Transmission Enable
Parameter Checking Default (BSP)
v Module g_uart0 UART Driver on r_sci_uart
Name g_uart0
Channel 6
Baud Rate 4800
Data Bits 8bits
Parity None
Stop Bits 1bit
CTS/RTS Selection RTS (CTS is disabled)
Name of UART callback function to be defined by user (&) NULL

Name of UART callback function for the RTS external pin control to be defined by user NULL

Clock Source

Internal Clock

Baudrate Clock Output from SCK pin Disable
Start bit detection Falling Edge
Noise Cancel Disable
Bit Rate Modulation Enable Enable

Receive Interrupt Priority
Transmit Interrupt Priority
Transmit End Interrupt Priority
Error Interrupt Priority

Priority 5 (CM4: valid, CM0+:
Priority 5 (CM4: valid, CMO+:
Priority 5 (CM4: valid, CMO0+:
Priority 5 (CM4: valid, CMO+:

invalid)
invalid)
invalid)
invalid)

12 g uart0D 7 m /7 ¢ BE

4. DATFTORNIRT LT, g timer0D 7 a7 4 ZRELET, GPTRT A DT a7 ¢ OFEHIZ DN
Tk, GPTEZ = — /01 F(GPT Module Guide) %ML T IEE\W, GPTE =2 — /L0 FEX U0

— R 512%, 2o I EFERALET,

4 Common
Parameter Checking

4 Module g_timer0 Timer Driver on r_gpt

Name

Channel

Mode

Period Value

Period Unit

Duty Cycle Value

Duty Cycle Unit

Auto Start

GTIOCA Output Enabled
GTIOCA Stop Level
GTIOCB Output Enabled
GTIOCB Stop Level
Callback

Interrupt Priority

Default (BSP)

g_timer0

0

(%) Periodic

& 10

&) Milliseconds

& 50

(%) Unit Raw Counts
(&) True

(3} False

(3] Pin Level Low

(i) False

{3) Pin Level Low

{3) RBLE_Timer_cb
Priority 5 (CM4: valid, CMO+: invalid)

W R E (Pin Configuratio) :

g timerd 7T 4 RIE

[Pins] Z 7ICBEI L. SK-S7G2AR— RiZxt L CUL T OMFREZITVET,

SCI¥#F (SCI pins)

1. SK-S7G27h— NRDiGE, SCIeREH I NET,

2. [Pins) Z 7%, [Pin Selection] BZ g CBEIL £,
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3. [Peripherals] —> [Connectivity: SCI] —> ISCI6] |ZfEHL F 5,

4.  TOperation Mode] % [Asynchronous UART] IZERE L E9, LUTOXIIRT XL HIZ, SCIHIZ P304
& IP305) Z#®IRLET,

Module name: SCI6
Usage: When using Simple 12C mode, ensure port pins output type is n-ch
open drain.

When switching between |2C and other modes, first disable.

Pin Group Selection: Mixed v

Operation Mode: Asynchronous UART v

Input/Output

TXD_MOSI: v | P305 v (=
RXD_MISO: v P304 v o

14 SK-S7G27R— RiZxid 5 SCI6H FER &
SK-S7TG2lZxf LCY Yy METE#RELET,
1. [Pins] #7725, [Pin Selection] ®BZ 3 3 L IBEIL £,
2. [Ports| => [P3) => [P309) (/8L £,

Module name: P309
Symbolic Name: GPIO34
Comment:
Port Capabilities: BUSO: A14

GLCDCO: LCD_DATA21
P309 Configuration
Mode: Output mode (Initial High) v
Pull up: None v
Drive Capacity: Medium v
Output type: CMOS v

K15 SK-S7G2AR— RiZxt4 5V &y FMEFRE
TV —varTadel PORENK T L7256, [Generate Project Content] #7 Vw7 LTFury
=7 FORNEBEERLET, ZHICED, BIRLERELS Y3 TFadey M7 7 A /L (project file)
NAERRINET,

o

Generate Project Content

e? studio ISDEIC LN T r—varruav=l bOT7 7 A NVNER LIEFRECTERINTEZSL, v
JhoTulel h g ATa—7—17 4 KU (project explorer window) ICHEEI L. src” #/V& Z W
TOAT 7V r—varyay=r NAICAERSNZEE Y 7 A VERERL T,
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N0 T7 AN, =T Y A — g ra— REBEINT S 7 L —Z5R /L4 (place holder) T9, A
DTV r—a UHREE IR T D 2 EMNAEETT, H DV ML, BLE_FindMe_SK_S7G2T €7 7 U r—3 3
Talzl "B FEOY AT 7 AN abt— LT, ZOTEEFERTDHZ &L ARETT,

Ama—=N=ponNrx=TA4arz7 )y 7 LT, 77V r—varyny=7 b2/l FLET,

'Kgfvhw @c:jcf”’vj v O~
[ Build 'Debug’ for project 'GUIApp' }'

7. BLEZV—AU—J T a—nNT Y r— a3 HDFEFT (Running the BLE Framewo
rk Module Application Example)
7.1 A— FOEBEFEEA (Powering up the board)

ARIETIL, BEEAR— K, J-LinkT Xy EPC, R— KEPC USBAR— M & 2NN 2 5L, BLOT
Wy TT7 TV ir— g BFREITTHIHECOWTHRALET,

R— RICER T 2121

1. fHEDOUSBY—T7 VD~ A 7 vUSBG 1% SK-S762R— RJ19=2 %~ % (DEBUG_USB) 28t L £,

& %> MICIESEGGER J-Link® On-board (0B) 28& £ CTW\WEJ, J-LinklE, SK-S7627R— RAHDAET N
v TRRER L O T n s T I U R AR R A TV E T,

2. USBr—7 Db 5 —F Dl F A PCOUSBAR— MIHHE LE T,

7.2 RL78GID7 7 — A v = 7 O¥EfF (RL78G1D firmware programming)

BLEY 7'V r— a3 VT EEFEITT I, 22— T 7V r—3 3 I H-SWTRLT8GID BLEE Y = — /L % Y
T D2LERHYEST, 77V r—2 a3 O L TUTD. hex 7 7 A VDNWT N EUSBY 7 v a2 KT A
TICFHTIC—TIHILERH T,

PUFOFNRIX, A2 R — RRL78GIDD 7 7 — AT = 7 #SK-ST62HR — NIZEZ AL FIEZ R L TVET,
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1. BLE_FindMe_SK_S7G27' 0¥ =2 h@Da L SA VNI LTt -

a) [debug] -> [debug configurations| => [Renesas GDB Hardware Debugging| —>7 v =7 hF N
+ %" [BLE_FindMe_SK_S7G2 Debug| @i L £,
b) PAFOXICRT X 9T, [Browse] REZ %7 U w7 L, PCITHEMEN TV SProgrammer. hex 7 7
ANEERLET, K77 A 0F, BLEVL—L T —0 EVa— VT T r—ya Ty
— < (BLE Framework Module Application Example package) ®—¥f & U CiRMEEILE T,
2. [debugger| IZBEIL., 5T /A AZRIFSTG2L L CHEEL £,

a) [Synergy] —> [Synergy/CM4] —> [R7FS7G2]
3. [debug)] "&Z %27V v LET,
4. N7 T v a (flashed) Sz, 7y =7 FEETLET,

5. TAALREZHEBILET, A— FOERD [Looking for a USB device] 272 o726, 77 —ALU T
7 7 A JLRL78_GID_IM (FMP).hex7¥u— R &N 7-USBZE##t L £9, FROFERIZHE S T, GATTDhex 7
TANVEIFIHTCEDOA R — R0 7 74 Ve EEIAL (flash) £,

X 8%~ Name: | BLE_FindMe_SK_S7G2 Debug
f Generate Project Content
type filter text [2) Main %5 Debugger| > Startup| 5, Source | [7] Common
[€] C/C++ Application :
P t & n
{] C/C++ Remote Application B
€7 Debug-only | BLE_FindMe_SK_S7G2 || Browse..
L. EASE Script C/C++ Application:
[ GDB Hardware Debugging e e —" — 1
- /1 FindMe_SK_S7G2.eif
(5] GDB OpenGCD Debugging | Debug/BLE_FindMe_SK_S7G2.¢f ) ]
[©% GDB Simulator Debugging (SH, RH85! Variables... Search Project... Browse... ¢
Sava Applet Build (i required) before launching
Java Application
# Launch Group Build configuration: Use Active D
Remote Java Application
v [ Renesas GDB Hardware Debugging OEnabl{ —
e | Application Selection X
[c”] BLE_FindMe_SK_S7G2 Debug ®Usew o8 Ao
(7 Renesas S'mvhﬁwggmg (RX, RL | « « A > ThisPC > Windows7 0S(C) > work > BLE Framework > workspace »> v & | Searchworkspace »
Organize v New folder = v [
B Giid i Name Date modified Type A
%] Documents - .metadata
& Downlosds  # BLE_FindMe_PK_S509
2
ES Pictures - BLE_FindMe_SK_S7G2
8 BLE_Framework_FindMe_PK_SSD9
;. ¢
s BLE_Framework_FindMe_SK_S7G2
work o Test AP_SK_S7G2 :
11_Aug 2017 ¢) BLE_FindMe_PK_S5D9 - Debug C-STAT fu... £/15/2017 0KB
I Desktop Q') BLE_FindMe_PK_S5D9.csv 8/15/20 9 KB
workspace 1 BLE_FindMe_PK_S509.2ip 8/8/2 7KE
oot &) BLE_FindMe_SK_S7G2 - Debug C-STAT fu...  £/15/2017
Q- BLE_FindMe_SK_S7G2.csv 8/15
I Desktop § BLE_FindMe_SK_S762.zip
@ OneDrive - Renesas ! BLE_Framework_FindMe_PK_S5D9.zip
& Thisgarsjen, Rajkun ! BLE_Framework_FindMe_SK_S7G2.zip

@) BLE_Framework_Usage_Guide.docx

] £ This PC /372
|  Libraries $ Programmer.hex .
= r112n0023eu0117-synergy-ssp-import-g...

@ Network -
@7 r302n0309eu0100-synergy-ble-framewor...
P

AT Fan e

File name: | Programmer.hex -

K16 RL78G1D BLENN— R =TTV a—1D7ual53I 07
GATTBE LA v R— R a7 7 A VORGE, BlO7 7 A vnEEZiAE N (flashed) £77,

1. GATTO¥:E. RL78_GID_IM (SCP).hex7 7 A V%7 T v = LE$, RL7T8_GID_IM (SCP).hex” 7 A /L3
n— N XIN/ZUSBT /N1 A&k LET,

2. FrAR—FKTa 77 A NLDOEE, L TFOhex7 7 A ANERINET, —FEIZ1DODhex7 7 A /L LvE
XA (flashed) Z EMTEEFHA, TNHDT7 7 A NMiE, BLEZ L —AT—T EVa— VT TV r—v
a T ro—eE LRI ET,
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RL78_G1D_IM (GLP, PASP, TIP).hex
KZ7AMIUTOT a7 7 A )V EFIAHZ TVOET,

o JU)na—RA7 a7 7 A/)L(Gluecose profile)

o T FpLUTT—hRTFT—H A7 7 AL (Phone Alert Status profile)

RL78_G1D_IM (HOGP, ScPP).hex

K77 AMILTOT 07 7 A4 vzl 2 T ET,

e HID over GATT'© 7 7 A /L (HID over GATT profile)

o AX ¥y LT A —HTF 1177 A)L(Scan parameter profile)

RL78_G1D_IM (HTP, BLP, HRP).hex

K77 A MILLTOT a7 7 A4 xRz TWOET,
o KIEEH 7127 7 A /L (Health Thermometer profile)
o i/ £7 17 7 A /L (Blood Pressure profile)

o Uit~ 27 7 AL (Heart Beat profile)

RL78_G1D_IM (PXP, FMP, ANP).hex

KT 7 AT TOT 07 7 A V& il 2 TWET,

o IHET 1 77 AL (Proximity profile)

e 7744 FI—71a 75 A/)L(Fine Me profile)

o TTI—hFN)—T 4T 4—ar7aT7y A/ (Alert Notification Profile)

3. a— K EXIAENT S (flashed) . USBFSNA 2 &2 HWTAR— REHRE L £,

E: INnbHD. hex7 7 AME, BEOTvT7 7 ANVBLRENLICKIETHAME—EAZHR—KMLT
WET, INHD. hex7 7 ANDWNT NN ET a7 I7I 7L, PR—FEND7a 774100 T
NEEINZTDHE, hex7 7 A NVICEENDZMOT BT 7 A NVCKHET DY —ERA LT XTT 7
VR THEICRY £,

7.3 Tulzl hOALAVR—F, ENVEF, BLXOFEF (Importing, building, and ru
nning the Project)
TuYx/ h#xe2 studiollA YAR— FLTENREITT 2 FINAICONWTIEX, SSPr 22— F07 B (9558

AR : r11an0023eu0119-synergy-ssp—import—guide. pdf, HAZERR : r11an0023 ju0116-synergy-ssp—import—g
uide. pdf (BZHEEEL) ) 2ZWL T LIV,

E: T3y 702X, TGDB Hardware Debugging] #% /& [BLE_FindMe_SK_S7G2 Debug| % %R %M H
BHFET,

E: SSPA UAR— A RIZEHFINTWBEANHD £9, TDOHAITL Renesas Synergy WEBD & 5 #r
DHLDEATFLTLIEIN,
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BLEZ L — AU —7

7.4 FEDOMKIE (Verifying the demonstration)

5.2.1~5.2. 30K HEZHR L, FIEICHE - T, SK-STG2AR— FOFEFREZFEA L., RL718GID T 7 —AL T = 7 DE

AP EAT S T t%

BEfFEDBLEY L—L U — 0 7 U r—a vl 7ayer NeETLET,

TIALT VT NRA AL, 774 KI—uar—427 7V r—3 3 (Find Me Locator applicatgion) &3
TT2ROR— RIZRDGE1RH 0 £3, HDHVE, EHEBLEY 7Y /r—3 3 > (Android7 /31 A £721X10
ST /A ATENWET HBLE Scanner’s &) 22555 bHV £7, AETIE, AndroidT /34 A CTEIET HBLE
Scanner APKZBLEZ 74 7 hT /A 2L LTHEHLTHET,

BLEY 7V /7 —3 3 U H3SK-STG2R — R CHEIfEL TWA A, Android#s#s TBLE Scanner” U 7 —3 3 U %
&, XA A2 AF Y LET, UTFTORIZRT X I 2, SK-S7T6278— RiXSynergy BLET /3o A & L TH#

RENET,

BLE Scanner

History

SynergyBLE
Alias: RLT8G1D_BLE
06:05:04:03:02:01
NOT BONDED

n/a
3C:BT:B2:33:1C:9A
NOT BONDED

n/a
3ADES9:08:74:95
NOT BONDED

n/a
11:DD:84:4D:63:5C
NOT BONDED

n/a
64:90:B8:7TE:34:5E
NOT BONDED

n/a
4AD4:E3:B5:D4:BC
NOT BONDED

Favorites

CONNECT

CONNECT

CONNECT

=
=

RAW DATA

CONNECT

\'

(AW DATA

CONNECT

RAW DATA

CONNECT

Scanner Peripheral

[X]17

BLEAF ¥ U 4 FY

R30AN0309JU0104 Rev. 1.04

2018.7.25

RENESAS

Page 55 of 59




Renesas Synergy™ 77 v b7 4 —.A BLEZ L — AT —7

Synergy BLEF /SA A3 4 v R IZFRr &6, [CONNECT) RE %227V v 7 LTF AL R THE L E
T, BEICR T A L. LR OKIZRT XL 912, BLE Scanner APKIZFT LW 4 > R ZBHE, o7
FANTHER—=FEINTWVAEY—EZXDY X EFRRLET,

mdo" 8! T 46658 312PM

< SynergyBLE DISCONNECT

Status: CONNECTED
NOT BONDED
GENERIC ACCESS

0x1800
PRIMARY SERVICE

K18 BLEZ7A v RKXI—Fu7ZyzAf P —ER

IMMEDIATE_ALERTY—E R Z BT 5121X, V—EROMBICH D FREIEZZ UV v 7 LES, TOH—E R|T
K3 % 7 v X7 ¢ (properties) WFERINET, LTFORIIRTLHC, W AF27) vy 7 LTT
F— F LUV ZBLEY—/3 (SK-S7G2R— R) IZ¥ELE T,

DISCONNECT

NOT BONDED

GENERIC ACCESS

0x1800
PRIMARY SERVICE

IMMEDIATE ALERT

0x1802
PRIMARY SERVICE

ALERT LEVEL :‘:;., @

UUID: 0000 ZALE -0000- 1000 5000 00SOSFOBIAFB
Propertios: WRITE_NO_RLSPONS

Walue

Hex: (02

Write TvoeWRITE REOUEST

19 BLEZ7A YV RI—vur7Z7ANTIF—hrLX)DRNIH
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UTFTORIZRT X, Ry A0 A== T7 97— "URFREINFET,

Write Value

0x00 (No Alert) 4

0x00 (No Alert)

0x01 (Mild Alert)

0x02 (High Alert)

K20 BLEZ7A Y RI—Fur77A4 VT 7 —hFL_)L

TI—hL~ULEEIR L, [0K] ARZ &M LET, BLEYZ 74 7 i, SK-S762748— K TEIMEL TV ABL
EV =TTV r—2 a7 77— UL EELFET,

RUTRT L O, LED2IZT 7 — F LS TR L E T,

#4

BLEZ 7 A v FI—Fu 774 VT 55— L)L

75— bk Ly (Alert Level) LED2 R T — & R

7 Z— k7L (No Alert) F7

~A NV KT Z7—h Mild Alert) HkAE Y 7 S

NA T Z— b (High Alert ) Z v

8.

1.

BLEZ L—AU—27 ORDFEINE (Next Steps)

https://www. renesas. com/ja- jp/products/synergy. html(Z7 72 A LT, BiFEY — VB LO=2—7 1
U4 OFFAHERL ThH, #Yru—KRLET,

PLFONFIZOWCREMZ R L E T,

e Synergy= > b : http://www. renesassynergy. com/kits
e Synergy~A 7 a2 kma—% : http://www. renesassynergy. com/microcontrollers

e Synergy” 7 bD =7 : http://www. renesassynergy. com/software

e Synergy” U =—3/3 > : http://www. renesassynergy. com/solution

RL78G1D BLEEY = — /L& AFLE T,
RL78G1D BLEE ¥ = —/LZSK-S762/PK-S5D9% & M FEIEIN TWE T,
Renesas SynergyE®y o —/V A RREY > 7

https://www. renesas. com/ ja—jp/products/synergy/tools—kits. html#tsampleCodes

BLEZ7 L—AU—27 OEEEER (References)

SSP 1. 4. 02— — X==2 7 /LliFRenesas Synergy WEB®D” SSPIZ- 2>\ T*#5” (https://www. renesa
s. com/ ja—jp/products/synergy/software/ssp. html) MH A7 oo — K452 LR A[FETT,
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2. BLE Find My Profile Specification
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BLE” L—

LU —7

BR—LR—=VEYR— A

YAR— b https://synergygallery. renesas. com/support

T = H NP R— b
o T AU : https://www. renesas. com/en—us/support/contact. html
o I —u N https://www. renesas. com/en—eu/support/contact. html
o HIA : https://www. renesas. com/ja—jp/support/contact. html

TANTOMER LOREMNEIL, T ThoORAE IR LET,
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Notice

1. Descriptions of circuits, software and other related information in this document are provided only to illustrate the operation of semiconductor products and application examples. You are fully responsible for
the incorporation or any other use of the circuits, software, and information in the design of your product or system. Renesas Electronics disclaims any and all liability for any losses and damages incurred by
you or third parties arising from the use of these circuits, software, or information.

2. Renesas Electronics hereby expressly disclaims any warranties against and liability for infringement or any other disputes involving patents, copyrights, or other intellectual property rights of third parties, by or
arising from the use of Renesas Electronics products or technical information described in this document, including but not limited to, the product data, drawing, chart, program, algorithm, application
examples.

3. No license, express, implied or otherwise, is granted hereby under any patents, copyrights or other intellectual property rights of Renesas Electronics or others.

4. You shall not alter, modify, copy, or otherwise misappropriate any Renesas Electronics product, whether in whole or in part. Renesas Electronics disclaims any and all liability for any losses or damages
incurred by you or third parties arising from such alteration, modification, copy or otherwise misappropriation of Renesas Electronics products.

5. Renesas Electronics products are classified according to the following two quality grades: "Standard" and "High Quality". The intended applications for each Renesas Electronics product depends on the
product’s quality grade, as indicated below.

"Standard": Computers; office equipment; communications equipment; test and measurement equipment; audio and visual equipment; home electronic appliances; machine tools; personal electronic
equipment; and industrial robots etc.

"High Quality": Transportation equipment (automobiles, trains, ships, etc.); traffic control (traffic lights); large-scale communication equipment; key financial terminal systems; safety control equipment; etc.

Renesas Electronics products are neither intended nor authorized for use in products or systems that may pose a direct threat to human life or bodily injury (artificial life support devices or systems, surgical

implantations etc.), or may cause serious property damages (space and undersea repeaters; nuclear power control systems; aircraft control systems; key plant systems; military equipment; etc.). Renesas

Electronics disclaims any and all liability for any damages or losses incurred by you or third parties arising from the use of any Renesas Electronics product for which the product is not intended by Renesas

Electronics.

6. When using the Renesas Electronics products, refer to the latest product information (data sheets, user's manuals, application notes, "General Notes for Handling and Using Semiconductor Devices" in the
reliability handbook, etc.), and ensure that usage conditions are within the ranges specified by Renesas Electronics with respect to maximum ratings, operating power supply voltage range, heat radiation
characteristics, installation, etc. Renesas Electronics disclaims any and all liability for any malfunctions or failure or accident arising out of the use of Renesas Electronics products beyond such specified
ranges.

7. Although Renesas Electronics endeavors to improve the quality and reliability of Renesas Electronics products, semiconductor products have specific characteristics such as the occurrence of failure at a
certain rate and malfunctions under certain use conditions. Further, Renesas Electronics products are not subject to radiation resistance design. Please ensure to implement safety measures to guard them
against the possibility of bodily injury, injury or damage caused by fire, and social damage in the event of failure or malfunction of Renesas Electronics products, such as safety design for hardware and
software including but not limited to redundancy, fire control and malfunction prevention, appropriate treatment for aging degradation or any other appropriate measures by your own responsibility as warranty
for your products/system. Because the evaluation of microcomputer software alone is very difficult and not practical, please evaluate the safety of the final products or systems manufactured by you.

8. Please contact a Renesas Electronics sales office for details as to environmental matters such as the environmental compatibility of each Renesas Electronics product. Please investigate applicable laws and
regulations that regulate the inclusion or use of controlled substances, including without limitation, the EU RoHS Directive carefully and sufficiently and use Renesas Electronics products in compliance with all
these applicable laws and regulations. Renesas Electronics disclaims any and all liability for damages or losses occurring as a result of your noncompliance with applicable laws and regulations.

9. Renesas Electronics products and technologies shall not be used for or incorporated into any products or systems whose manufacture, use, or sale is prohibited under any applicable domestic or foreign laws
or regulations. You shall not use Renesas Electronics products or technologies for (1) any purpose relating to the development, design, manufacture, use, stockpiling, etc., of weapons of mass destruction,
such as nuclear weapons, chemical weapons, or biological weapons, or missiles (including unmanned aerial vehicles (UAVs)) for delivering such weapons, (2) any purpose relating to the development,
design, manufacture, or use of conventional weapons, or (3) any other purpose of disturbing international peace and security, and you shall not sell, export, lease, transfer, or release Renesas Electronics
products or technologies to any third party whether directly or indirectly with knowledge or reason to know that the third party or any other party will engage in the activities described above. When exporting,
selling, transferring, etc., Renesas Electronics products or technologies, you shall comply with any applicable export control laws and regulations promulgated and administered by the governments of the
countries asserting jurisdiction over the parties or transactions.

1

o

. Please acknowledge and agree that you shall bear all the losses and damages which are incurred from the misuse or violation of the terms and conditions described in this document, including this notice,
and hold Renesas Electronics harmless, if such misuse or violation results from your resale or making Renesas Electronics products available any third party.

11. This document shall not be reprinted, reproduced or duplicated in any form, in whole or in part, without prior written consent of Renesas Electronics.

12. Please contact a Renesas Electronics sales office if you have any questions regarding the information contained in this document or Renesas Electronics products.

(Note 1) "Renesas Electronics" as used in this document means Renesas Electronics Corporation and also includes its majority-owned subsidiaries.

(Note 2) "Renesas Electronics product(s)" means any product developed or manufactured by or for Renesas Electronics.

(Rev.3.0-1 November 2016)
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