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From the certification side, the ThreadX® RTOS

Speeding-up Medical Device Development

S Soft included in the SSP has been developed according
. . . . % ner ortware . .
Developing medical products is a long process that not only involves all the necessary steps of modern ynergy to IEC62304 — the harmonized international
product design in times of ever shorter product lifecycles. In addition, the need for patient / user safety is standard that specifies life cycle requirements
a prime concern and therefore medical devices are tightly regulated when it comes to development and ST L for the development of medical software and
putting them onto the market. Synergy Software Package {SSP} Verifiod Software software within medical devices. This “pre-
In these times, medical device manufacturers are looking for opportunities to reduce the actual ynergy g Add-Ons (VSA) certification” will make it much easier for
development time as indicated by a recent survey by the PA Consulting Group. In light of the Medical Filex® Stacks device manufacturers to acquire their product
Device Regulation that came into effect in May 2017 in Europe which puts higher requirements on GUM:: Application Functional ) certification in the end. As is evident, using

. . P . . . . ThreadX® Lt Framework Libraries Algorithms . .
device makers to achieve certification of their products, companies developing products for the medical RTOS NetX™ the Synergy Platform for your medical device

NetX Duo™ Functions

industry might be even more occupied with work on non-differentiating aspects of their device, and development will provide you with significant

expectations are that overall development times are likely even increasing. HAL Drivers Specialties advantages to compete in your market.
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Addressing Security Concerns with the Synergy Platform
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To address the rising level of concern regarding product security, the Synergy Platform by default includes a rich set of security functionality that addresses

m Current Development Time m Desired Development Time confidentiality, trust, non-repudiation and availability of data through mechanisms like key protection and storage, true random number generation, symmetric

and asymmetric cipher algorithms, hash functions, secure boot and secure memory segments.

Renesas Synergy™ Platform Benefits for Medical Devices

o 2

Embedded OS

In order to address these two topics — certification and long development times — makers of medical

devices can look to the Renesas Synergy Platform that provides developers with immediate access to Embedded MCU
a complete embedded platform starting with an Application Programming Interface (API) to leverage a

CR RN

full software framework beneath which is built around the best-in-class Express Logic X-Ware™. This

Secure Embedded

software framework is the Synergy Software Package (SSP) — qualified, maintained, supported, and

Platform

warranted by Renesas. The platform also integrates a wide range of scalable Arm® Cortex®-M based
MCUs fully accessible through the software APIs, powerful features of the industry-leading development Secure Memory

V)

toolchain IAR Embedded Workbench® with intuitive configuration assistance, and hardware kits for

development and solutions. Developers gain access to all these elements with simple click-through

licensing on the Synergy Gallery web site. Since everything has been pre-integrated, tested, and

maintained by Renesas, developers can save months of work and extensive investment, freeing them to Simple security APIs for Security Services for managing

focus developing solid, reliable, well performing medical applications. non-cryptographers Communications protocols identity, keys, firmware
integrated with security



RENESAS C§§/nergyw

Synergy S5 Series MCUs for Hospital Devices and Patient Monitors

Synergy S1 Series MCUs for Medical Sensor Applications

Entry-level Synergy S1 Series MCUs use a Cortex MO0+ core MCU devices in the Synergy S5 Series also use Cortex M4

FPU | Arm MPU | NVIC | ETM
JTAG | SWD | Boundary Scan

32-MHz Arm® Cortex®-M0+ CPU | ST wvic | swo | mrs 120-MHz Arm® Cortex®-M4 CPU  SH

and operate from 100 to 200MHz. They are designed for high
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Code Flash (up to 256 KB) 14-Bit A/D Converter General PWM Timer 32-Bit Capacitive Touch
Sensing Unit
Data Flash (4 KB) 12-Bit D/A Converter General PWM Timer 16-Bit
SRAM (up to 24 KB) Low-Power Analog Asynchronous General
Comparator Purpose Timer
Temperature Sensor WDT
. System & Power Pod Security &
Connectivity T %x* | Safety ] Encryption
USBFS Data Transfer Controller SRAM Parity Error Check 128-Bit Unique ID
CAN Event Link Controller Flash Area Protection TRNG
Serial Communications Low Power Modes ADC Diagnostics AES (128/256)
Interface
Multiple Clocks Clock Frequency Accuracy
SPI Measurement Circuit
Port Function Select
lic CRC Calculator
RTC o
DALI Lighting Interface Data Operation Circuit
SysTick

Port Output Enable for GPT

IWDT

and focus on ultra-low-power applications with active power
consumption of 77uA per MHz. Typical medical use cases for S1
Series MCUs include sensor devices (e.g. respiratory sensors) or
simple house-keeping functionality in a multi-chip environment
like for an AED.

=

Synergy S3 Series MCUs for Activity Monitors and Host Applications

® ®, FPU | Arm MPU | NVIC | ETM
48-MHz Arm® Cortex®-M4 CPU 83 JTAG | SWD | Boundary Scan

General PWM Timer 32-Bit

Code Flash (up to 1 MB) 14-Bit A/D Converter Capacitive Touch

Sensing Unit
Data Flash (up to 16 KB)

12-Bit D/A Converter Asynchronous General

Purpose Timer Segment LCD Controller

SRAM (up to 192 KB) Low-Power Analog

Comparator woT
Flash Cache
High-Speed Analog
MPUs Comparator
Memory Mirror Function OPAMP

Temperature Sensor

System & Power

Connectivity

o) Security &
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Management
USBFS DMA Controller ECC in SRAM 128-Bit Unique ID
CAN SDHI/MMC Data Transfer Controller SRAM Parity Error Check TRNG
Serial Communications Event Link Controller Flash Area Protection AES (128/256)
Interface
Low Power Modes ADC Diagnostics GHASH

IrDA Interface

Multiple Clocks Clock Frequency Accuracy

sl SPI Measurement Circuit

Port Function Select
lic SSlI CRC Calculator
RTC
External Memory Bus Data Operation Circuit
SysTick
Port Output Enable for GPT
Low Voltage Detection
IWDT

Synergy S3 Series MCUs use Cortex M4 and operate from 32
to 100MHz. For example, the S3A7 MCU Group within the

S3 series contains 1MB of flash and operates at 48MHz. The
primary focus of the S3 Series MCUs is on high efficiency and
typical use cases are sports watches, insulin pumps and simple

host applications.

Code Flash (up to 2 MB)
Data Flash (up to 64 KB)

SRAM (up to 640 KB)

Tlming g contel @

12-Bit A/D Converter
12-Bit D/A Converter

High-Speed Analog

General PWM Timer 32-Bit

Enhanced High Resolution

General PWM Timer 32-Bit
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Synergy

Event Link Controller
Low Power Modes
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RTC

SysTick
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ADC Diagnostics
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Capacitive Touch
Sensing Unit
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2D Drawing Engine
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Parallel Data Capture Unit
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integration with a rich set of HMI functionality and security.
Typically, you can use the S5 Series MCUs for applications like
infusion pumps or other hospital equipment with a need for

Ethernet connectivity.

Series MCUs for High-end Patient Monitors and Gateways

240-MHz Arm® Cortex®-M4 CPU | ST| 57 /enp - somcs

e Synergy S7 Series devices represent the high end MCUs in
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128-Bit Unique ID
TRNG
AES (128/192/256)
3DES/ARC4
RSA/DSA
SHA1/SHA224/SHA256
GHASH

the Synergy Platform Devices from the S7G2 MCU Group for
example run a Cortex M4 at 240MHz and include 4MB of flash
and 640KB of RAM. Typical medical use cases are high-end
patient monitors, hospital grade blood analysis devices or

gateways.

_
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Wireless Frameworks for Enhanced Connectivity

In the time of the Internet of Things, more and more medical device are becoming connected: most of
them wirelessly. To address the need for flexibility in design and choice of communication protocols,
Renesas has developed a set of Wireless Framewaorks for the Synergy Platform Supported wireless
technologies in the Synergy ecosystem will be Wi-Fi, BLE and cellular in the first step.

One advantage of this approach is that the application is no longer tied to a particular vendor’s wireless
component. Also, it simplifies migration to additional vendors due to wireless product obsolescence, lack
of availability, or manufacturability problems. Finally, application code can be re-used across regional
requirements (e.g. allowed frequency bands), and over varying performance requirements.

The frameworks will be a part of the SSP covering an initial set of wireless module device drivers.
However, it is possible — and desired — to enhance the set of supported modules in any of three ways:
third party publication on the Renesas Rulz forum or the Renesas Synergy Gallery or updates of the SSP
itself.

User Application

WiFi Abstraction, Provision, BLE Abstraction, Provision, Cellular Abstraction, Provision,
Configuration Configuration Configuration .
Wireless
Framework
WiFi Device Driver Interface BLE Device Driver Interface Cellular Device Driver Interface
WiFi Device Driver BLE Device Driver Cellular Device Driver Vendor Specific

SSP HAL Drivers

SSP Frameworks

SSP BSP

Rich Synergy Ecosystem to Make Your Life Easy

The Synergy Platform was started in 2015 and is growing now with more MCU devices and software
providing you with more options to choose from to identify the ideal solution for your medical device
development. All existing and future Synergy MCU devices will include SSP support and all other
benefits like:

eSynergy Gallery

¢|AR Embedded Workbench development environment for Synergy with no extra fee

eDevelopment tools such as TraceX and GUIX Studio with no extra fee

eExtensive Support Model (including 24/5 chat)

eSoftware Ecosystem Enhancements with qualified or verified software add-ons

eSynergy Design House Network helping you in the design of your medical device
In summary, the Synergy Platform consisting of MCUs, Software, Tools, Support and Gallery will reduce
your development time and investment of your resources due to its scalability, integration, qualification,

and lifetime maintenance allowing you to focus on your next innovation.

RENESAS '‘SYyNnergy-

Accelerate. Innovate. Differentiate.
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Notice
1. Descriptions of circuits, software and other related information in this document are provided only to illustrate the operation of semi products and examples. You are fully responsible for the incorporation or any other use of the circuits, software, and information in the

design of your product or system. Renesas Electronics disclaims any and all liability for any losses and damages incurred by you or third parties arising from the use of these circuits, software, or information.

2. Renesas Electronics hereby expressly disclaims any warranties against and liability for infringement or any other disputes involving patents, copyrights, or other intellectual property rights of third parties, by or arising from the use of Renesas Electronics products or technical information
described in this document, including but not limited to, the product data, drawing, chart, program, algorithm, application examples.

3. Nolicense, express, implied or otherwise, is granted hereby under any patents, copyrights or other intellectual property rights of Renesas Electronics or others.

4. You shall not alter, modify, copy, or otherwise misappropriate any Renesas Electronics product, whether in whole or in part. Renesas Electronics disclaims any and all liability for any losses or damages incurred by you or third parties arising from such alteration, modification, copy or otherwise
misappropriation of Renesas Electronics products.

5. Renesas Electronics products are classified according to the following two quality grades: "Standard" and "High Quality". The intended applications for each Renesas Electronics product depends on the product’s quality grade, as indicated below.

"Standard" Computers; office equipment; icati ; test and audio and visual equipment; home electronic appliances; machine tools; personal electronic equipment; and industrial robots etc.

"High Quality": Transportation equipment (automobiles, trains, ships, etc.); traffic control (traffic lights); large-scale communication equipment; key financial terminal systems; safety control equipment; etc.

Renesas Electronics products are neither intended nor authorized for use in products or systems that may pose a direct threat to human life or bodily injury (artificial life support devices or systems, surgical implantations etc.), or may cause serious property damages (space and undersea
repeaters; nuclear power control systems; aircraft control systems; key plant systems; military equipment; etc.). Renesas Electronics disclaims any and all liability for any damages or losses incurred by you or third parties arising from the use of any Renesas Electronics product for which the
product is not intended by Renesas Electronics.

6. When using the Renesas Electronics products, refer to the latest product information (data sheets, user's manuals, application notes, "General Notes for Handling and Using Semiconductor Devices" in the reliability handbook, etc.), and ensure that usage conditions are within the ranges
specified by Renesas Electronics with respect to maximum ratings, operating power supply voltage range, heat radiation characteristics, installation, etc. Renesas Electronics disclaims any and all liability for any malfunctions or failure or accident arising out of the use of Renesas Electronics
products beyond such specified ranges.

7. Although Renesas Electronics endeavors to improve the quality and reliability of Renesas Electronics products, semiconductor products have specific characteristics such as the occurrence of failure at a certain rate and malfunctions under certain use conditions. Further, Renesas Electronics
products are not subject to radiation resistance design. Please ensure to implement safety measures to guard them against the possibility of bodily injury, injury or damage caused by fire, and social damage in the event of failure or malfunction of Renesas Electronics products, such as safety
design for hardware and software including but not limited to redundancy, fire control and malfunction prevention, appropriate treatment for aging degradation or any other appropriate measures by your own responsibility as warranty for your products/system. Because the evaluation of
microcomputer software alone is very difficult and not practical, please evaluate the safety of the final products or systems manufactured by you.

8. Please contact a Renesas Electronics sales office for details as to environmental matters such as the environmental compatibility of each Renesas Electronics product. Please investigate applicable laws and regulations that regulate the inclusion or use of controlled substances, including
without limitation, the EU RoHS Directive carefully and sufficiently and use Renesas Electronics products in I with all these applicable laws and Renesas Electronics disclaims any and all liability for damages or losses occurring as a result of your noncompliance with
applicable laws and regulations.

9. Renesas Electronics products and technologies shall not be used for or incorporated into any products or systems whose manufacture, use, or sale is prohibited under any applicable domestic or foreign laws or regulations. You shall not use Renesas Electronics products or technologies for (1)
any purpose relating to the devel 1t, design, , USE, ing, etc., of weapons of mass destruction, such as nuclear weapons, chemical weapons, or biological weapons, or missiles (including unmanned aerial vehicles (UAVs)) for delivering such weapons, (2) any purpose
relating to the development, design, manufacture, or use of conventional weapons, or (3) any other purpose of disturbing international peace and security, and you shall not sell, export, lease, transfer, or release Renesas Electronics products or technologies to any third party whether directly or
indirectly with knowledge or reason to know that the third party or any other party will engage in the activities described above. When exporting, selling, transferring, etc., Renesas Electronics products or technologies, you shall comply with any applicable export control laws and regulations

and i by the of the countries asserting jurisdiction over the parties or transactions.

10. Please acknowledge and agree that you shall bear all the losses and damages which are incurred from the misuse or violation of the terms and conditions described in this document, including this notice, and hold Renesas Electronics harmless, if such misuse or violation results from your resale
or making Renesas Electronics products available any third party.

11, This document shall not be reprinted, reproduced or duplicated in any form, in whole or in part, without prior written consent of Renesas Electronics.

12. Please contact a Renesas Electronics sales office if you have any questions regarding the information contained in this document or Renesas Electronics products.

(Note 1) "Renesas Electronics" as used in this document means Renesas Electronics Corporation and also includes its majority-owned subsidiaries.

(Note 2) ~ "Renesas Electronics product(s)" means any product developed or manufactured by or for Renesas Electronics.

(Rev.3.0-1 November 2016)
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