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| —demo_app_rx140_fpb_w_buffer

| '—bootloader_rx140_fpb_w_buffer
Lgcc
—demo_rx65n_ck_primary
—demo_bl_rx65n_ck_primary
—demo_app_rx140_fpb_w_buffer
'—bootloader_rx140_fpb_w_buffer
—relan6220ej0310-rx-2nd-ota-apl.pdf
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45 a—FKH4A4 X

AK7T)5r—2 3D F)ILa—FKIZ&Ehd 702129 FOROM,RAMH A4 X FxRIZRELET,
TROMBIEUTOERETHEZELTWET,

CC-RX

Compiler
=ik LR )L (-optimize): Level 2: Performs whole module optimization
&#E{t % 4 7 (-speed/-size): Optimizes with emphasis on code size

Linker
&E{t % 4 7 (-nooptimize/-optimize): All

Library Generator
i1k LR )L (-optimize): Level 2: Performs whole module optimization
&E{t % 4 7 (-speed/-size): Optimizes with emphasis on code size

% 4-2 13— FH¥ 4 X (CC-RX)

Jaoszy k ROM RAM
demo_bl_rx65n_ck_primary 33 KB 8 KB
demo_rx65n_ck_primary 600 KB 383 KB
bootloader rx140 fpb w_buffer 29 KB 6 KB
demo_app_rx140_fpb_w_buffer 50 KB 13 KB

GCC
&1t LA JL: Optimize for debug (-Og)

£ 4-3 a2—F¥4 X (GCC)

Joozy bk ROM RAM
demo_bl rx65n_ck_primary 51 KB 10 KB
demo_rx65n_ck_primary 656 KB 384 KB
bootloader rx140 fpb_w_buffer 22 KB 10 KB
demo_app_rx140_fpb_w_buffer 41 KB 12 KB
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CK-RX65N & FPB-RX140 MEZHR A HS3001 £ o HDEHKEAEEDN—FO 70y b Ty T, Th¥E

NOIAAVR—FEONBH I 7—LO T 7DEREEZTAAFEDY Iz 7Dy Ty T, FLT

OTAZ7 Y 7T—FDEITPLAWS ETOE U T—2DAIBRIEDT=HD AWS U 5 FRIDEBNKHET
¥,

6.1 N—FKYH9z7Dty +r7vT
BUIZ. RTEZEBRTAHAN—FI9z72KOERERLET, ERICEY F7 v TEOEEZIR 6-2 %
SBLTLEEIWL, UETEREFNROR—FDOEY b7y THEIZODWTELCEHBALET,

Ethernet or WiFi

USB micro

PmodUSB
UART

Power,
Debugger,
UART

Power,
Debugger

USB micro,
USB Type-C

Wi-Fi D .
T\L —— : : HS3001
- J23pin 1.2 J12pin 1.2 i .

AWS Internet J24pin 7 J10pin 7

FPB-RX140

CK-RX65N

6-1 KATED/N—FKH T 7LAER
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6.1.1 CK-RX65N Dty b7 v TAk
CK-RX65N Dtz +7 v THEERLET.

(1) FPB-RX140 & ® UART @EA~Y — D L5k

FPB-RX140 & UART &IE %17 5 1=8b® TXD, RXD, GND [& CK-RX65N 0 J23, J24 3 %4 2 DL T D
FITEYHTTULET, 6.1.2(2)5RF FPB-RX140 AIDIHF EUTDRD &£ 512 UARTEE DG £EE -

THEHEL TS,

% 6-1 <4 12 UART #E#i A% (CK-RX65N < FPB-RX140)

CK-RX65N
J23 Pin 1: DO/RX
J23 Pin 2: D1/TX
J24 Pin 7: GND

FPB-RX140

J12 Pin 2: D1/TX

J12 Pin 1: DO/RX

J10 Pin 7: GND

CUTDOOR  INDOOR BARCMETRIC TOW §
I PRESSURE” MuMIDITY

s
-
M

L.
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MrYFLa-F

FPB-RX140
GND

» J18
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a0 @
sa.‘uo i«
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11
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s
=
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e

$9
z8

(.
o
™

2
g3
BT TR AT

I
T

(S5 ]

XA

FPB-RX140

ANALOG N

MIC 2 LIDS

T ICKERXBEN e

© Beoere
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(2) PC~AOBITHIAT—TILER
PC & CK-RX65N M USB & 1) 7J)La x4 #(USB Type-C)& USB 4 —JILTHEHKLET,

(3) BREHM - TNV H L DES
PC & CK-RX65N 0 E20B Debugger a4 4 (micro USB Type-B)& USB 7 —J )L THE#HE L F T,

(4) DA16600 Wi-Fi £ ¥ 1 — LDk
CK-RX65N @ Pmod1 %% %= DA16600 Pmod EL a2 — /L Z##EHE L X9,

R01AN6220JJ0310 Rev.3.10 Page 13 of 51



RX65N 4" JL— 7  FreeRTOS %/ \f- Amazon Web Senvices [2& A A VA FNAAD OTAT v FF— kU T ha—F
(5) v >s\J16 % DEBUG flIZ)E#kd %
CK-RX65N %7 /3y 5 E— RIZF B1=8I1= S+ > /8 J16 % DEBUG fll(pin 1-2)I<4&@# LE T,

wrnoo- INDOOR BARCMETRIC TOW § 1

Aoy FRESSURE” MumIDfTY (<

6.1.2 FPB-RX140Mtvw +7 v TAHE
FPB-RX140 Mty h7 v THEZERLET,

(1) HS3001 R— FD#E#E
FPB-RX140 @ Pmod2 3% 4 (2 HS3001 R— F & TR — F &L E T,

IA3IdYIINI-ZROSN
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(2) CK-RX65N &M UART @ER~— 7L

CK-RX65N & UART BIE %17 5 1= ® TXD, RXD, GND (& FPB-RX140 M J12, J10 34 2 D LA T D
FITEY B TTUOET, 6.1.1(1)[ZRF CK-RX65N DifF & & 6-1 D& 5= UART (EE D #tG £ E - TS
LTS,

CK-RX85N
» GND

CK-RX65N
» RXD
» TXD

(3) PC~mBTHART— T IS
FPB-RX140 @ Pmod1 34 4 @ Pin1-6 = Pmod USBUART i R— RZ#EHLET,
& 512, PC & Pmod USBUART Z#i7/R— K micro USB Type-B a9 2% USBH —JILTHEHKLE

00DDDOODOD0O0.0

X - a
iy o)
3 o) | BeA=
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U3 o5 J=g - Y
dei X
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(4) TR - TNV HEDERR
PC & FPB-RX140 @ micro USB Type-B a9 2% USB4—JILCHEHKLET,

US0B82-INTERPEYZ

(5) TEalL—AR2Uty hAYEUHZERKRT S
FPB-RX140 DI Ial—42 Uty hAYEUL)ZRKLET,

LUETTEERET 2-HDN—FI70EY b7y TRIETTY . ®6-2 ICTEEBHDLAERE TR
LES,
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62 YIb9xzT7DEY TV T

6.2.1 EriElE

FHEHRFADENEFNDY I LRI TDN—23 VIER 21, £2-2, £23, R24%#T8BES
LYo

(1) QEfor OTADA VR k—JL

e?studio M * = 21—/ —MH 5. [Renesas Views] — [Renesas QE]ZBZE. QE for OTAMNA VX b—JL &
NTWLWBEMEZRLET, OTA Main (QE), OTA Manage loT Device (QE)AHNIEAS VR b—ILFEHTT,

oject Renesas Views Run Window Help

C/C++ > e 4 v d&0 B m:d - &l ~
) Code Generator b
A Mai Tar 5 h X
Partner OS >
Renesas QE > ¥ Measuring Current Consumption (QE)
Smart Configurator > 4 CTA Main (QE)
Solution Toolkit > & OTA Manage loT Device (QF)

*  Renesas Software Installer : ;
—rtﬂ-cntvmut—s,lgner‘ public key.

*

Ft=. N—P 3 VIZELTIX, e?studio M[Help] — [About e? studio] — [Installation Details]Z % 1) v 4
L. TRenesas QE for OTA] M/A—2 3 UM 1220~] UEEHLS TSI EZHREL TS,

Run Renesas Al Window Help

v - v ss) Welcome

= I ok ?) Help Contents

lesas GDB H: 1 < Search
A Show Context Help

Show Active Keybindings... Ctrl+Shift+L
] Cheat Sheets...

{1733

Renesas Help
* Toolchain Help >
+* Add Renesas Toolchains
@ Eclipse User Storage >
¢ Perform Setup Tasks...

Check for Updates

PY

W= Install New Software...
& Eclipse Marketplace...
& AR Embedded Workbench plugin manager...

About e studio

R01AN6220JJ0310 Rev.3.10 Page 18 of 51
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- m| r_| 8 € studio Installation Details o X
Renesas e’ studio & :‘ —_—
| Installed Software | Installation History  Features| Plug-ins| Configuration | Renesas Device Support | Support Folders
Version: 2025-04 (254.0) 1o [ P1ype filter text
Build Id: R20250411-0917
de| | Name Version Id A
Parts Copyright (C) 2010-2025 Renesas Electronics Corp. (g Renesas CMake Build Support Files 10.0020240909-0..  comrenesaside.supportfiles
AN vights teserved ni (g% Renesas Common Project Import/Export 102.0¥20250217-1..  com.renesas.e2studio.comm
oo IDE b vy etension of softaes s daveloped fo i (g Renesas Debug Views 10.2.0v20250206-0..  comrenesas.e2studio.debug
edipseorg. ag (g Renesas Debug Views (Lite) 10.20v20250206-0.. comrenesas.e2studio debug
as| (g Renesas e2 studio Code Generator for RL78 2540420241213-1.. com.renesas.e2studiotools.c
&* studio IDE is based on Eclipse Platform 4.34 (2024-12) (@ Renesas e2 studio Code Generator for RX 25.40420241213-1.. com.renesas.e2studiotools.c
and CDT version 11.6.1. w0 (- Renesas e2 studio Common Build 10.2020250325-1.. com.renesas.e2studio.comm
S en oo e s Fambiadon Sy ik waabie 3 5 Renesas e2 studio Common Build for GCC & LLVM Toolchains 10.2.0v20250326-1... com.renesas.e2studio.comm
(@ Renesas e2 studio Common Build for Renesas Toolchains ~ 10.20v20250326-1... comrenesas.e2studio.comm
(g Renesas e2 studio Common Core 10.2.0v20250305-1... comrenesas e2studio.comm
% Renesas e2 studio Conflicts Checker 10.1.0420241014-1 com.renesas.e2studio.tools.c
> 5a (g% Renesas e2 studio FIT 1020520250 . com toolsfi
I (g Renesas e2 studio Integration Service 10.2.0v20250320-1... comrenesas.e2studio.tools.
(5 Renesas e2 studio Memory Usage View 1020v20250321-0.. comrenesas.e2studio.comm
SR (g Renesas e2 studio Optimization Assistant 10.2.0420250321-0.. com.renesas.e2studio.tools.c
(g Renesas e2 studio Reality Al Core 25.40420250313-1... com.renesas.e2studio.tools.
(g Renesas e2 studio Reality Al for Renesas RL78 25.40420250313-1... com.renesas.e2studio.tools.
(g Renesas e2 studio Reality Al for Renesas RX 25.40v20250313-1... com.renesas.e2studiotools.
(5 Renesas e2 studio Stack Analysis View 10.1.0v20241202-0.. comrenesas e2studio.comm
g% Renesas e studio 25.40.R20250411-0.. com.renesas.ide.e2studio.prc
Problems Console Prop|
g Renesas QE common 240520250130-0441 com.renesas.apitool.commo
rtcredential_keys.h All loT devices (g Renesas QE for OTA 2.2.0202506141554  com.renesas.qge.cloud.feature
credentialh R T ences RLTE DeDUG Suppon Ve LTt Comurenesas.e2studio.device
ner_public_keyh (g Renesas RL78 Debug Support Files 25.40420250331-1... com.renesas.ide supportfiles
it root_certificatesh B ot device ckrioan (g Renesas RL78 Family Support (requiring Net Framework)  25.40.R20250411-0... comrenesas.e2studio.n78.dc
rap.code (g Renesas RTOS Debug Views 1020¥20250320-1... comrenesas.e2studio.debug
2 1 Renesas RX Debua Suocort 2540,120241213-1... comeenesase2studiodevice Y
_mcu_ota_demo
Renesas QE for OTA
@ Update... Uninstall.. Properties
samnla aci :

QE for OTANA VA F—)ILENTLVEL, L LLEHEWWN=D3 UM VR F—ILENTWSIGEE
IRXZ773') AWS/Azure ZFIBL=77—L 2z 7E#H YV 7 b DEEFKH A F QE for OTA (R20AN0712)]
M 21 QEfor OTADA VA b—J)L] LWL, QEfor OTAZA VR F—ILLTL &L,

(2) Python EITREDA VX b—JL
Python [&. https://www.python.org/ M5 AFTEET,

F1=. Python @ pycryptodome 54 T35 ZHERALET, PythonZ4 VX b—JLik,. LLTD pipa<w oK
EETL. A VAL TLESEL,

> pip install pycryptodome

(3) Renesas Flash Programmer W4 > X k—JL

Renesas Flash Programmer (&, Renesas Flash Programmer (Programming GUI) | Renesas M5 AF T

i-g_o
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6.2.2 QEfor OTATAWSIzO4Y 4 >
(1) QE for OTA EIE % B <

e? studio M * = 1 —/\—MH 5, [Renesas Views] — [Renesas QE] — [OTA Main (QE)|Z&IR L ET,

oject Renesas Views Run Window Help

Ci @ ARE 1Yl

) Code Generator >

A Mai Debug 5 Lh X
Partner OS 4 Las 1
Renesas QE > 4% Measuring Current Consumption (QE)
Smart Configurator > «& OTA Main (QE)
Solution Toolkit > A OTA Manage loT Device (QF)
*  Renesas Software Installer
—Fcﬁ-cncvutu—tvut—s[igner“ public key.

(2) [QE for OTA] 1. Cloud Settings — Sign-in to Cloud

Cloud I[Z TAWS] #&IRLY A1V LFET, OTA VEIEIRLE-U—C a3 VICTAWS DY Y—ADE
REnhFET,

n Cloud Prepare IoT OTA

1.Cloud Seftings od BN Sigu-in to Clond

1 Sigo-in to Cloud

2.Prepare projects -
_ o Aws 2 |
1) Select projects

Signin | Seflings

3.Manage IoT device - |
7) Manage 1oT device

) Creare initial firmware

) Write program to ToT devices
4.0TA -

(¥) Create update firmware

%) Execute OTA and check status
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6.2.3 CK-RX65N ADMEAT 7 —L = 7 DR EETT

QE for OTA %> T CK-RX65N HD¥EA T 7 —L Dz 7 EER L. EEAH - ZTLFET., UTIZFIE
#rRLET,

(1) 7oz Y bOA vR—+

CK-RX65N D 7 — kO—% T#% % demo_bl_rx65n_ck_primary 7O x4 h&, 2—HTOSFS LT
# % demo_rx65n_ck_primary 7O x4 k% e?studio 24 i R— bk LET, CK-RX65SNDTOS o +
[XCC-RX & GCCRMRHYETAN, CZTIXCC-RXAEITOC Y FEFEALTHALES,

A4 vik— FEE. 72 3 2D TCopy projects into workspace] DF = v Z5 L TLEELY,

File Edit Source Refactor Navigate Search Project RenesasViews Run Window Help Q Import [m] X
New Alt+Shift+N >
Open File... Select
. , = \gq
() Open Projects from File System. : o )
Create new projects fram an archive file ar directory. H
Recent Files >
Close Editor Ctrl+W
Close All Editors Curl+Shift+W g existing code Select an import wizard:
Save Ctrl+S ‘tyge filter text ‘
Save As..
v [= General ~
Save Al Ctrl +Shift+S P A
Revert ’ R
- Existing Projects into Workspace
Move... ol
. File System
™ Rename. F2 _
— L, Preferences
ZEWES'] —_—— T S (7} Projects from Folder or Archive
t it > - -
onvert Line Delimiters To I=* Rename & Import Existing C/C++ Project into Workspace
Print.. Ctrl +P a¥ Renesas CC-RX project conversion to Renesas GCC RX.
[« Import. Taw Renesas CS+ Project for CA78KOR/CATSKO
XPOIT... &% Renesas CS+ Project for CC-RX, CC-RL and CC-RH
Properties Alt+Enter Ta¥ Renesas GitHub FreeRTOS (with loT libraries) Project
" Sample Projects on Renesas Website
Switch Workspace > o
Restart & C/Crr
Exit (= Code Generator w
@ Concel
& import O X
Import Projects =
Select a directory to search for existing Eclipse projects. f A/
(®) Select root directory: | Gws\fwup_comm\aws_ota\r01an6220xx0300-nx-2nc V‘ Browse...

O Select archive file: Browse.

Projects:

[]: bootloader_rx140_fpb_w_buffer (C:\ws\fwup_commiaws_ota\r01an&220xx( Select All
[[] bootloader_rx140_fpb_w_buffer (C:\ws\fwup_commiaws_ota\r01an220xx(
[[] demo_app_rx140_fpb_w_buffer (CAws\fwup_comm\aws_ota\r01an6220xx0] Deselect All
[[] demo_app_rx140_fpb_w_buffer (CAws\fwup_comm\aws_ota\r01an6220xx0]
demo_bl_m65n_ck_primary (Chws\fwup_comm\aws_ota\r01an6220xx0300-
[[] demo_bl_rx65n_ck_primary (C\wshfwup_comm\aws_ota\r01an6220xx0300-
demo_rx65n_ck_primary (Chws\fwup_comm\aws_ota\r01an6220xx0300-rx-.
[[] demo_r65n_ck_primary (C\wsifwup_comm\aws_ota\r01an6220xx0300-rx-.

Refresh

< >

Options
[ | Search for nested projects

(] Copy projects into workspace

[IClose newly imported projects upon completion
[1Hide projects that already exist in the workspace

Working sets
[[] Add project to working sets New.

Select.

@ < Back Next > Cancel
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(2) Wi-Fi DEfRIFHRD AN

demo_rx65n_ck_primary 7R x4 k® Tsrc/application_code/include/aws_clientcredential.n] TEZ
LTS clientcredentialWIFI_SSID (2, AT S Wi-Fi7 2 £ARAL 2 D SSID %.
clientcredentialWIFI_PASSWORD [2/SRAT— KZAALZET,

#define clientcredentialWIFI_SSID

#define clientcredentialWIFI_PASSWORD

) 7Bz FDER

QE for OTA @ [Select projects] T. Boot Loader [Z5[F & e? studio [T/ »7R— kL T=
demo_bl_rx65n_ck_primary 7B < x4 k. Firmware [Z demo_rx65n_ck_primary 7O 9 F&&IRLE
9, Ff=. Target Device [ZI& Primary] #R#IRLZEFT,

] @ QE foroTA

Cloud %) Prepare @ IoT 7 0TA

1.Cloud Settings - L‘ Select projects
v

(%) Siga-in to Cloud

I 2.Prepare projects - OTA project
@ Select projects

| () Select provisioning 2nd OTA project creation guide

Sample for 2nd OTA project

3.Manage IoT device -

\2 Manage IoT device

() Create initial firmware Select created projects
() Write program to ToT devices Boot Loader ‘ demo_bl_rx65n_ck_primary v j
) .
»
4.0TA - Firmware ‘ demo_rx65n_ck_primary ~ }
(/) Create update firmware
() Esccute OTA and check status Information of firmware project
Device: RSFS6SNEHXFB_DUAL
Evaluation Board: CK-RX65N
Select the device for firmware update
Target Device Primary v

(4) FREC I IHEDER
JRnEY3a=UdAkE LT, TSource code includes credentials (asymmetric keys)] Z:&IRLET,

Al Cloud © Prepare ToT [ 7%

L.Cloud Settings - Select provisioning

(%) Sign-in to Cloud

2 Prepare projects -

\ 4

() Select projects

Provisioning Source code includes credentials (asymmetnic keys) v

() Select provisioning

3.Manage IoT device -
(7) Manage loT device Select provisioning(AWS)
() Create initial firmware QE for V1.1.0 supports only | provisoning

(%) Write program to IoT devices

all How toupdate FAQ License

4.0TA -

() Create update

(%) Execute OTA and check stams
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(5) loT device MERK
Manage loT device @ [Openviewl %% 1)v% L. [OTA Manage loT Device (QE)l BEIEZREET,
FAll loT devices] DTF®D T+] "B %9 1) v L. [Create loT device] Z:&ERLFET,

All loT devices loT Device Initial Firmware Update Firmware OTA Firmware Log

EEIR & Sync Cloud

Create loT device

loT Device Name Policy Private Key PublicKey Device

Create loT group

RRENE=F4 705D TNoT device name] [TELLLZFEZAAL., [Create] 9wy LET,

&) Create loT device > [

loT device na meﬂlot_device_ck-mﬁﬂ |

Group name o
Create number |1 = |
Policy ge_iot_pplicy B

Cancel
6) #EAD 7—LV T DERM
Create initial firmware @ [Openview] #21)v Y LET,
[A]> @ QE for 0TA
) Cloud @ Prepare [©) LT ¢ oma
1.Cloud Settings - [~ Create initial firmware 2
(~) Sign-in to Cloud j
Build Boot loader and Firmware to create program for ToT devices.
2.Prepare projects -~
() Select projects (B el
() Select provisioning
3.Manage IoT device -
I Create initial firmware : asymmetric keys(AWS)
) Create initi ware i
O Creatential frm . Install Python
[l Lustall OpenSSI
4.0TA - [ Build initial firmware
RO01AN6220JJ0310 Rev.3.10 Page 23 of 51



RX65N 4" JL— 7  FreeRTOS %/ \f- Amazon Web Senvices [2& A A VA FNAAD OTAT v FF— kU T ha—F

lnitial Firmware 2 71 T. %&IZFEERK LT- loT device ZFIRL. Add] Y2 UvH LET,

All loT devices loT Device Initial Firmware Update Firmware OTA Firmware Log

LR & sync Cloud (1) Select loT devices for which want to create initial firmware.

B iot_device_ck-rx65n

I Add all loT Device Name Private Key Public Key Device Certificate

Wiot_device_ck-r65n (] L] (]

<J Delete

1 Delete all

+4# Debug

N—232(2 11.001 2AAL. [Createinitial frmware] 221 v o LET,

(2) Specify version of firmware.

[\f|l| Ho [ —

(3) Create initial firmware,

Create initial firmware <

(4) Write initial firmware to loT device and run it.
Run the initial firmware, loT device will start to conne:

Write and Run Resume

demo_bl rx65n_ck_primary 7O x4 k& demo_rx65n_ck primary 7R FDEIL KARTS N,
MNnitial Firmware] % J1Z TCreate firmware is complete.] &RRFTShnIEHNTY .

(4) Write initial firmware to loT device and run it.
Run the initial firmware, loT device will start to connect to the cloud. Connection is successful, it will wait f

Wirite and Run Resume

now creating initial firmware

- 1/2 : Rewrite source and build bootloader project.

Output : /demo_bl_rx65n_ck_primary/QE-OTA/bootloader/demo_bl_rx65n_ck_primary.mot

Output : /demo_bl_rx65n_ck_primary/QE-OTA/bootloader/demo_bl_rx65n_ck_primary.x

- 2/2 : Rewrite source and build firmware project. Create initial firmware.

Output : /demo_rx65n_ck_primary/QE-OTA/apl/v1.0.0/iot_device_ck-rx65n/demo_rx65n_ck_primary.mot
Output : /demo_rx65n_ck_primary/QE-OTA/apl/v1.0.0/iot_device_ck-rx65n/demo_rx65n_ck_primary.x
Output : /demo_rx65n_ck_primary/QE-OTA/apl/v1.0.0/iot_device_ck-rx65n/merged.mot

Create firmware is complete.

(7) CK-RX65N [ZHI#17 7 —LY 1 7 A EEAAETT 3
lnitial Firmware] % 7@ TWriteand Runl 242 w4 L£9,

(4) Write initial firmware to loT device and run it.
Run the initial firmware, loT device will start to connect to the cloud. Connection is successful, it will wait f

Write and Run Resume

now creating initial firmware

- 1/2 : Rewrite source and build bootloader project.

Output : /demo_bl_rx65n_ck_primary/QE-OTA/bootloader/demo_bl_rx65n_ck_primary.mot

Output : /demo_bl_rx65n_ck_primary/QE-OTA/bootloader/demo_bl_rx65n_ck_primary.x

- 2/2 : Rewrite source and build firmware project. Create initial firmware.

Output ;: /demo_rx65n_ck_primary/QE-OTA/apl/v1.0.0/iot_device_ck-rx65n/demo_rx65n_ck_primary.mot
Output : /demo_rx65n_ck_primary/QE-OTA/apl/v1.0.0/iot_device_ck-rx65n/demo_rx65n_ck_primary.x
Output : /demo_rx65n_ck_primary/QE-OTA/apl/v1.0.0/iot_device_ck-rx65n/merged.mot

Create firmware is complete.
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CK-RX65N M COM R— B S %:&IR L. Write] % 1) v % LET ., Renesas Flash Programmer D%
NG A—B[E, CK-RX65N DA v R— FIZ 2 a L—4 RSN TUONEEBANSNES, ZRITHE-T
WBIHEEIE. CK-RX65N & PCHAER SN TSI &, v /8J16 BN DEBUG fllICiEfiShTLND I L %

BLTLESL,

) Flash Programming x

Write and Run the initial firmware to device using Renesas Flash Programmer. -

(1) After connecting the evaluation board, check the settings and press the Write button.
To change only provisioning information, press the Data rewrite button.

(2) When completed, press the Run program button.
Not to run the initial firmware, press the Close button.

[Write] After erasing chip and writing program, execute the [Data rewrite].
[Data rewrite] Run the program and save the provisioning information to data flash via serial port.
[Run program] Run the program and close this dialog.

Renesas Flash Programmer
RFP CLI exe path: | C\Program Files (x86)\Renesas Electronics\Programming Tools\Renesas Flash Progr  Browse...

ID code: | FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF

Board: CK-RX65N ~

Device: | RX65x ~
Emulator: | E2 emulator Lite -
Interface: | FINE -

Firmware
oM Pcrll' CoM47 ~ l

<
ri Write l Data rewrite | | Run program
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IRewrite provisioning information in data flash is complete.] &®RRESNNIERIITT, [Run program]
=0V v I LEY,

& Flash Programming x
CUM PUILT (LUMSE | LONELEU 10 LUV 1.

MIICODCCAASCFHLgF + xsxchaYXEH67DBgYbS0UCIMAOGCCOGSMAIBAMCMIGeMScw ~
JQYIKOZInveNAQKBFhhSb3VyLWFIZHJIC3NAZXhhbXBSZSSjb20xCZAJBGNVBAYT

A QYDVQQIDARZb3VyIF ARIWEAYDVQQHDAIZb3VYIENpdHIFTAT
BgNVBAOMDFIVXIgQ2INCGFUETEVMBMGATUECWWMWWITCiBTZWNOaWIUMQBWDQYD
VQQDDAZuYWtha2iowt IDQONZMzWhe AMDQY BnjEn
MCUGCSqGSIb3DOEJARYYeWS1ci1hZGRyZXNZOGVAYWIwbGUUY29tMQswCQYDVOQG
EwVUZETMBEGATUECAWKWWI1ciBTAGFOZTESMBAGA 1UEBuaIWWI1ciBDaXRSMRUW
EwYDVQQKDAXZ o TATBG IDFvaXigU: i
ATUEAWWGDMFIYWIDMFKWEWYHKOZIZIOCAQYIKOZIZI0DAQCDQGAEONXK2IAWTXS/
1u11GXgwUWXRV9OZpfmg +]BVypwwQNQeT+/ZThvizRK2AKVesO + DXkzqdCUda
ByrXEB0d9zAKBgoghkjOPQODAGNHADBEAIBAPHR +WSKFIKy7hm395u9ag6dicSYN
1BD/ITFODQIR+IgSIXRI9TfCwi4bSISNHOy/IbYe23wTek5xoilZMOuso =

~----END CERTIFICATE-----

OK.

>conf commit

01662 [CLI] Destroyed Certificate.
11671 [CLI) Write certificate...
21728 [CLI) Destroyed Private key.
3 1792 [CLI) Write Private key..

Configuration save 2947 bytes to Data Flash. Total used size is 2947 bytes .

>

= RESET
Renesas Flash Programmer CLIV1.12
Module Version: ¥3.19.00.000

Connecting the tool (E2 emulator Lite)
Tool: E2 emulator Lite (OBE110024)
Interface: FINE

Tool Firmware Version: V3.05.01.000
Disconnecting the tool

No operation

Rewrite provisioning information in data flash is complete.

Yote Osta rwrite

[Firmware Logl 2 7#MZEEF 3. CCICILCK-RXBEN Mo AIN LA NRTIINET,

loT Device Initial Firmware Update Firmware OTA

Connected to COM, firmware log is displayed.

comport: [coms7 | [ Disconnect | Connected to COM47 " % =&

v AWS 11671 [CLI] Write certificate... ~
w cu
-Data(5) 21728 [CLI] Destroyed Private key.
- Complate (1) 31792 [CLI] Write Private key..
~ Connection
- Complete (0) Configuration save 2947 bytes to Data Flash. Total used size is 2047 bytes .
-Error (0)
v Fleet >verify install area main [hash-sha256]..0K
- Thing Name (0) execute image ..4FreeRTOS command server.
- Complete (0) Type Help to view a list of registered commands.
v MCU -> AWS Standard procedure:
- Error (0) 1. Set value for endpoint/thingname/certificate/key/codesigneert.
~ AWS -> MCU 2. Write the key value to Internal Data Flash Memory with ‘commit’' command.
-Error (0) 3. Reset the program to start the demo.
~ OTA
- Download (0} =>Press CLI and enter to switch to CLI mode or wait 10secs to run demol

- Swap Bank (0
wap Bank (0) >0 10760 [MAIN_TASK] [INFO] R_WIFI_DA16X)XX_Open: Test with baud rate 1152001

- Version (0) 110760 [MAIN_TASK] [DEBUG] at_exec: ATZ
- Complete (0)

2 10922 [MAIN_TASK] [DEBUG]

3 10924 [MAIN_TASK] [DEBUG] +INIT:DONED

4 11924 [MAIN_TASK] [WARN] at_recv: response timeout!

[Search Item ¥ I ISecondary ¥ I
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(8) CK-RX65N % RUN E— FIZE®E
CK-RX65N M 2+ 73 J16 % RUN fl(pin 2-3)IC5@#E LF T,

OUTDOOR — INDOOR— BAROMETRIC  TEMP & M
& Aol Aot

-
~

S

E .

lf
I Uv.s.av

b
L ==
[ =
[
[ o
L B

At a8 s
T

8
B

i

[CRCACRCKS)
> .
[ =42
o
5 OE o o

CC o
9 (=i
BATT

S
o |
e

i
@

6.2.4 FPB-RX140 AO#MHAT 7 —L = 7 DIER ERIT
QE for OTA %> T FPB-RX140 AO#MM 7 7 — LI = 7 #ER L. EERAH - RITLET . UTICFIE
ERLET,

(1) FaszY oA ok—t

EIZED CK-RX6N ADTOD ) FERKIC, K7 TV r—2av/—bTHUTLI—FELTR
f#’t L TL %, FPB-RX140 M 7 —  O—4 T# 5 bootloader_rx140_fpb_w_buffer 7Oz b &,
A—47045 5 LTHS demo_app_rx140_fpb_w_buffer FAL 1 H b % e? studio T4 v R— kL FET,

2) 7Oy FOER

QE for OTA @ [Select projects] T. Boot Loader [Z% (X & e? studio (T4 »R— k L1=
bootloader_rx140_fpb_w_buffer 7B < x4 b, Firmware [Z demo_app_rx140_fpb_w_buffer 7B x4 +
#BIRLFET, E£t=. Target Device [ZIE Secondaryl Z:EIRLET,

[&]> # QEforoTa

Cloud ® Prepare LT oma

- 2 Select project:
j ct projects

~Clou ing;
() Sign-in to Clou
o = N
(©) Select projects
2nd OTA project creation guide | Show guide
anage ToT device

Sample for 20d OTA project | Output sample

-

(¥) Create initial firmware Select ercated proj
() Write program to LoT devices o Boot Loader I bootloader_rx140_fpb_w_buffer v
»
4.0TA - Firmware I demo_app_nx140_fpb_w_buffer v
() Create update firmware
(2) Esecute OTA and check status Information of firmware project
Eva
Sclect the device for fi d
Target Device Secondary v
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(3) MEAT7—LI T T DER

Create initial firmware @ Openview] 9 ') v o L.

TOTA Manage loT Device (QE)] EIfm % EFE
TO

[]> @ QE for oTA

Cloud ) Prepare ® LT oTA
St A [~
1.Cloud Settings - 5 Create initial firmware
() Sign-in to Cloud
Build Boot loader and Firmware to create program for IoT devices.
2.Prepare projects -

(©) Select projects

(%) Select provisioning

3.Manage loT device hd

' I Create initial firmsware : asymmetric keys(AWS)
(7) Create initial firmware e :
) [ nstall Python

[ Lustall OpenSSL
- [ Build initial firmware

4.0TA

lnitial Firmware 2 7| T. 6.2.3(5)C¥ER L 7= loT device Z:ERL. [I»Addl %V Uy o LET,

All loT devices

loT Device Initial Firmware Update Firmware OTA Firmware Log

LR & sync Cloud (1) Select loT devices for which want to create initial firmware.

B iot_device_ck-reb5n Ii Add all loT Device Name Private Key Public Key Device Certificate
ll Wiot_device_ck-r65n (] ] []
Delete
1| Delete all
+4# Debug

IN—2 3212 11,001 ZAHL. TCreateinitial frmware] 22 v LEY,

(2) Specify version of firmware.
EEEEEE
(3) Create initial firmware.

Create initial firmware

(4) Write initial firmware to loT device and run it.
Run the initial firmware, loT device will start to conne:

Write and Run Resume

bootloader rx140_fpb_w_buffer 7B < x5 k& demo_app_rx140 _fpb_w_buffer 7O x4 D EIL KM
EiTEh,

Mnitial Firmware] % 712 [Create firmware is complete.] & RTEIMNIEHITY,

(4) Write initial firmware to loT device and run it.

Run the initial firmware, loT device will start to connect to the cloud. Connection is successful, it will wait for OTA update.
Write and Run Resume

now creating initial firmware

- 1/2 : Rewrite source and build bootloader project.

Output : /bootloader_n140_fpb_w_buffer/QE-OTA/bootlcader/bootloader_nc140_fpb_w_buffer.mot

Output : /fbootloader_n140_fpb_w_buffer/QE-OTA/bootloader/bootloader_nc140_fpb_w_buffer.x

- 2/2 : Rewrite source and build firmware project. Create initial firmware.

Output : /demo_app_mx140_fpb_w_buffer/QE-OTA/apl/v1.0.0/iot_device_ck-m65n_0xAD/demo_app_rx140_fpb_w_buffer.mot
Output : /demo_app_nc140_fpb_w_buffer/QE-OTA/apl/v1.0.0/iot_device_ck-ndb5n_OwAD/demo_app_n140_fpb_w_bufferx

Output : /demo_app_rx140_fpb_w_buffer/QE-OTA/apl/v1.0.0/iot_device_ck-rx65n_0xAD/merged.mot
Create firmware is complete,
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(4) FPB-RX140 B D 7 — LD 7 E2EZAHFETT S
lnitial Firmware] % 7@ Writeand Run] 241U vy49 LE9,

(4) Write initial firmware to loT device and run it.
Run the initial firmware, loT device will start to connect to the cloud. Connection is successful, it will wait for OTA update.

I Write and Run Resume

now creating initial firmware

- 1/2 : Rewrite source and build bootloader project.

Output : /bootloader_n140_fpb_w_buffer/QE-OTA/bootloader/bootloader_nc140_fpb_w_buffer.mot

Output : /bootloader_n140_fpb_w_buffer/QE-OTA/bootloader/bootloader_nc140_fpb_w_buffer.x

- 2/2 : Rewrite source and build firmware project. Create initial firmware.

Output : /demo_app_rx140_fpb_w_buffer/QE-OTA/apl/v1.0.0/iot_device_ck-rx65n_0xAl/demo_app_n140_fpb_w_buffermot
Output : /demo_app_rx140_fpb_w_buffer/QE-OTA/apl/v1.0.0/iot_device_ck-rx65n_0xAD/demo_app_nx140_fpb_w_bufferx
Qutput : /demo_app_rx140_fpb_w_buffer/QE-OTA/apl/v1.0.0/iot_device_ck-mi65n_0xAD/merged.mot

Create firmware is complete,

FPB-RX140 [Z## = TLYS Pmod USBUART @ COM /R— B E#EIRL. TWrite] 29Uy LZE
9, Renesas Flash Programmer D& /35 A —4 (X, FPB-RX140 DA U R—FI 2 a L—42 WK I T
WHhIFBBIANEhET, ZRICHE>TULSIHEE(E, FPB-RX140 & PCHAERINTLNS I &, v N
JADBARRREICE > T WA T LR L T2,

& Flash Programming X ‘

Write and Run the initial firmware to device using Renesas Flash Programmer. ~
(1) After connecting the evaluation board, check the settings and press the Write button.

(2) When completed, press the Run program button.
Not to run the initial firmware, press the Close button.

[Write] After erasing chip, write program.
[Run program] Run the program and close this dialog.

Renesas Flash Programmer

RFP CLI exe path: |C\Program Files Electronics\Progr g Flash Progri  Browse..
1D code: | FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
Board: | Custom Board ~
Device: RX100 =

Emulator: E2 emulator Lite -

Interface: FINE v

Firmware,
COM Po Com38  ~

(e o
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I'Write initial firmware is complete.] &XRRSNNIERI T,

TRun program] #2 )y 9 L&Y,

&) Fiash Programming

Erasing the target device
[DataFlash 11 00100000 - 00101FFF
[Code Flash 1] FFFCOD0O - FFFFFFFF

Disconnecting the tool
Operation successful
== AUTO_NOERASE =

Flash Programmer CLI V'
Module Version: ¥3.19.00.000

Connecting the tool (E2 emulator Lite)
Tool: E2 emulator Lite (OBE110029)
Interface: FINE

Tool Firmware Version: V3.05.01.000

Emulator power supply: OFF
Connecting the target device

Main Clock: 32 MHz

Speed: 1,500,000 bps

[Warning] ID Authentication is disabled
Connected to RX100 Series

Writing data to the target device
[Code Flash 1] FFFCO000 - FFFCCBFF
[Code Flash 1] FFFDBFOO - FFFDBFFF
[Code Flash 1] FFFFB000 - FFFFFAFF
[Code Flash 1] FFFFFFOO - FFFFFFFF

Verifying data on the target device
[Code Flash 1]~ FFFCO000 - FFFCCBFF
[Code Flash 11 FFFDBFOO - FFFDBFFF
[Code Flash 11 FFFF8000 - FFFFF4FF
[Code Flash 1] FFFFFFOOQ - FFFFFFFF

Disconnecting the tool
Operation successful

Write initial firmware is complete.

Load: "C:Aws\fwup_comm\aws_ota\ccrddemo_app_rx140_fpb_w_buffer\QE-OTA\apl\w1.0.0\iot_device_ck-rx65n_OxAC

Firmware Logl # 7#BLVT. [Secondary] #2Jvo LET,

loT Device Initial Firmware Update Firmware OTA l Firmware LUQl

Connected to COM, firmware log is displayed

COM Port: | Auto - Connect

~ AWS |
v U
-Data(0)
- Complete (0)
~ Connection
- Complete (0)
- Emor (0)
v Fleet
- Thing Name (0)
- Complete (0)
v MCU -> AWS
- Error (0)
v AWS -> MCU
- Ermor (0)
v OTA
- Download (0)
- Swap Bank (0)
- Version (0)
- Complete (0)

B %=L

ISearch Item ¥ m Secondary
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CCICIFFPB-RX140 o AEnHATARTENET, ver1.0.0] ORTDH&IZ, HS3001 £~
YTRELEZEET —2NRTENNEHDTY,

Secondary &

COMPort: COM38  ~ [ Disconnect | Connected to COM38. . %= (o

==== RX140 : BootLoader [with buffer] ====
verify install area main [sig-sha256-ecdsa]...0K
execute image .

==== RX140 : SECONDARY OTA DEMO [with buffer] ver 1.0.0 ====
[HS3001]HUMIT3.86[RH]
[HS3001]HUMI:73.80[RH]
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6.3 AWSY SO RETHEUHT—2ZaRILT B - DHERE
ZELEEtU Y T—4%5 5 IRATERIET =6, Amazon CloudWatch § & U AWS loT Core T

LUTOFIETHREZTVEYS,

Note U5 7MATHOARLIIBELL, T—ENAWSIZBLWTWE I EE TSSO ETHETEAEND
WEWSHBBIERGIEDEEIINC LEMEAIEETT,
ZDEFE. B6-3DELIICAWSIoTD IMQTTTRA I SA4F7 2] T
liotdemo/topic/sensor] #H TRV SA TFTAHETHEUYT—ALAHPHFRYZIETETNSC

EETXFAMRATHETEET,

e AWS 10T > MQTT test client

AWS loT

Monitor

Connect
Connect one device
P Connect many devices

Domain
configurations Updated

Test
P Device Advisor
Device Location

Query connectivity status

<

-

MQTT test client i+

You can use the MQTT test client to monitor the MQTT messages being passed in your AWS ac
inform devices and apps of changes and events. You can subscribe to MQTT message topics ar

» Connection details @ connected
To disconnect from the MQTT test client, choose Disconnect. To re-establish a connecti
Subscribe to a topic Publish to a topic

Topic filter  Info
The topic filter describes the topic(s) to which you want te subscribe. The topic filter can include MQTT w

l iotdemo/topic/senso rl

» Additional configuration

6-3MQTT TR LY 547V b TOT—4% Z5HER

(1) AWST R AY bary—ILADBTA Y
AWS IR T AV havy—LIzRTA U LET,
AWS T A Y kary—)L | AWS (amazon.com)

IATA PAVY—)LEEDAELIZRREATWNS ) —U 3 0 %28EEL,. QEfor OTAO Y A VD%

EFERLY—DavaBRLET,

Q ® 3 Asia Pacific (Tokyo) ¥
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(2) AWS loT TIL—IL &R
[AWS loT] = [JL—IL] = IL—ILZER]ZED ) v I LET,

> Rules

S

Rules (0) o

Rules allow your things to interact with other services. Rules are analyzed and perform specific actions based on messages published by your devices.

Q Find rutes

v | Rule topic v

A | status

Retained messages

» Security

Device software

Billing groups

Settings

Feature spotlight

(3) L—ILDTOINRT 1 EIEFE
W—IVEBEAAL, [RNEV YV LET,

Specify rule properties ..

@ Specify rule properties
A rule resource contains a list of actions based on the MQTT topic stream.

Rule properties

Attach rule actions Rule name

cloudwatch_visualize_rule
S MWHY:o contain underscore (_) characters, but no spaces

Rule description - optional
Enter a description to provide addit

¥ Tags - aptional

No tags associated with the resource,

an add up to 50 tag

Cancel Next
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=1 —]

(4) SQLRT— AV MEEETE

SQLRAT—FA U FEANALET, TREFRAFITAZICUTDELIICAALET, REITITHITHILER

RITEELTLESL,

SELECT *, timestamp() as timestamp FROM 'iotdemo/topic/sensor’

(BATHARE)

@ Specify rule properties
2d on an MQTT topic and push the data elsewhere

Configure SQL statement

Add a simplified SQL syntax to filte

@ Configure SQL statement
SQL statement oo
SQL version

2016-03-23

SQL statement

| 1 SELECT *, timestamp() as timestamp FROM 'iotdemo/topic/sensor’

sQL tn2,Coll @

B) TW—IWT7o2avETRYFI ATYTTIL—ILTILavE&ER

7% <3211 ICloudWatch logsl #3EiR L. [CloudWatch Log ¥ IL—FZE/K]Z2 v o LET,

Attach rule actions e

@ Specify rule properties
An action routes data ta a specific AWS service

@ Configure SQL statement
SQL statement

@ Attach rule actions SELECT *, timestamp() as timestamp FROM 'lotdemo/topic/sensor

invoking cloud functians, or sending notificatians. You can add up to 10 actions.

Action 1
CloudWatch logs ]

Log group name Info

[ create cloudwatch Log aroup (2
Batch mode
The payload that

Use batch mode

1AM role
ck [

Add rule action

Error action - optional
You can optionally set an action that

Rule actions o
Select ane or more actions to happen when the above rule is matched by an inbound message. Actions define additional activities that occur when messages arrive, like storing them in a database.

v Remove

R01AN6220JJ0310 Rev.3.10
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6) OFYTIL—TEERKR
AT TN—T2EADL, ERIEV VI LET,

e Cloudwatch

CloudWatch

Log groups > Create log group

Create log group

Favorites and recents 3

Log group details i

Dashboards New

(@ Cloudwatch Logs offers two log classes: Standard and Infrequent Access. Learn more about the features

» Alarms Ao @o @0
@@ offered by each log class. [2

¥ Logs
Log groups Log group name

Log Anomalies sensor-visualize

Live Tail

Logs Insights

Never expire v
Contributor Insights
. Log class  Info
» Metrics
Standard v

» Application Signals
(APM)

KMS key ARN - optional
» Network Monitoring

» Insights

Settings

Tags
Atag is a label g consists of a key and an aptional value.
You can use tags to search and filter your resources or track your Amazon We)

Telemetry config New

ou assign to an Amazon Web Services resource. Eac
Getting Started New

No tags are associated with

Add new tag

What's new this log group.

Cancel

(7) FHLLO—ILEER

IL—ILOERE@EICEY., 90T IL—TRIZ, ERLEOTTIL—TZFRL., #FHLLHO—ILEERK]
#o)vHY LET,

= AwSIoT » Message routing » Rules » Create rule [c]

@ Specify rule properties

Step 2
@ Configure SQL statement

Step 3

Attach rule actions i

An action routes data to a specific AWS service

SQL statement

@ Attach rule actions SELECT #, timestamp() as timestamp FROM ‘iotdemo/topic/sensor’

tep 4

Rule actions i

Select ane or more actions to happen when the abave rule is matched by an inbound message. Actions define additional activities that occur when messages arrive, like storing them in a database,

invoking cloud functions, or sending notifications. You can add up to 10 actions,

! v Remove

Action 1

v | Cloudwatch logs

end message dats to Cloud

Log group name Info

sensor-visualize

Batch mode

he payload that contains a JSON array of recomwadl be
Use batch mode
1AM role

Create new role
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O—)L&axAAL., MERRZV v LET,

Create role

Role name

[ sensor-visualize

numeric characters, hyphens, and underscores. A role

name can't contain an

(8) ERL1= 1AM O—JL%:&IR
IAM OB—)LIZ, ERLT-B—)LERIRLET,

N. Califo

AWS loT » Message routing > Rules » Create rule [c]

=

SELECT *, timestamp() as timestamp FROM 'iotdemo/topic/sensor’

Stepa

Review and create

Rule actions it
Selact one or more actions to happen when the above rule is matched by an inbound message. Actions define additional activities that occur when messages arrive, like storing them in a database,
invoking cloud functions, or sending notifications. You can add up to 10 actions.

Action 1
CloudWatch logs v
Send message data to CloudWatch logs
Log group name Info

sensor-visualize v @ @ Create CloudWatch Log group [3

Batch mode

The payload that cor At to Cloud watch via a batch call

" Use batch mode

1AM role
Choose  role to grant AWS IaT access to your end

Create new role

jer your 1AM role selected

sensor-visualize

Add rule action

Error action - optional
You can optionally set an action that will be executed when something goes wrong with processing your rule. If two rule actions in the same rule fail, the error action receives one message that contains
bath errars.

Add error action
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9) L—IAERIZHI LT o & £ 5ER
[RA] = MERR]EEH. L—ILD—EIZ, FRRLT=IL—ILDBRREN TS EZHERALET,

B 0 @ @  uniedstates N Callforia) akaki @ 8586-9508-8161 *

Message routing > Rules > Create rule [c]

SELECT *, timestamp() as timestamp FROM 'iotdemo/topic/sensor’

Rule actions o

Select one or more actions to happen

en the above rule is matched by
ations. You can add up to 10 a

nbound message. Actions define additional activities that occur when messages arrive, like storing them in a database,

invoking cloud functi

s, or sending n

Action 1

CloudWatch logs v
Log group name info

sensor-visualize v @ @ Create CloudWatch Log group [

Batch mode

The payload that contains a JSOM arr is will 1t to Cloud watch
Use batch mode

1AM role

Choose a role to grant AWS loT [ ndpoint

sensor-visualize

Create new role

Add rule action

Error action - optional

You can optionally set an action that will be executed when something goes wrong with processing your rule. If two rule actions in the same rule fail, the error action receives one message that cont
both errors.

Add error action

Cancel

= AWSIo ting Rules Create rule [c]
Step Rule properties
@ Attach rule actions
Name

R cloudwatch_visualize_rule
(®) Review and create
Description

Step 2: SQL statement

SQL statement

SQL version
2016-03-23

5QL query
SELECT *, timestamp() as timestamp FROM 'iotdemo/topic/sensor’

Step 3: Rule actions

Actions

Log group name 1AM role Batch mode
sensor-visualize [3 a 1am 88869508816 1:role/service-role/s False
Error action

No error action

Cancel
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AWS loT

Monitor

Connect

Connect one device

» Connect many dev

Domain
configurations Updated

Test
MQTT test client

Query connectivity status

Manage
P All devices
Software packages
» Remote actions
¥ Message routing
Rules
Destinations
Retained messages

» Security

Device software
Billing groups

Settings

Feature spotlight

@ Successfully created rule cloudwatch_visualiz:

Rules (1) o © Activate Deac! Edit Delete Create rule
Rules allow your things ta interact with other services. Rules are analyzed and perform specific actions based on messages published by your devices
Q Find rules 1 8
Name a | status v Rule topic % | Created date v
[ cloudwatch_visualize_rule @ Active iotdemo/tapic/s... June 27, 2025, 12:37:10 (UTC+09:00) l

[c]

(10) CloudWatch TH 5 7 RR &R

CloudWatch R—CZRRL, EAZa—0 A4 oHA4 b1 20V v o LEST, QT IL—TD
MMBIREE | [CHRIFEERLEZ-OTTIL—TLEBIRLET,

O o

CloudWatch

Favarites and recents

Dashboards
» Alarms Ao @0 Oo
¥ Logs

Log groups

Log Anomalies

Live Tail

» Metrics

» Application Signals
(APM)

» Network Monitoring
» Insights

Settings

Telemetry config New

Getting Started

What's new

h > Logs Insights

© ¢ 0 ©

Logs Insights . [2 start

Select log groups, and then run a query ar choose a sample query.

Select log groups by Selection criteria

Log group name v

a Brawse log groups

1 fields @rimestan

Logs Insights QL query can run for maximum of 60 minutes

Logs (-) Patterns (-) Visualization

yore e

Na results
Run a query to see related events

5m 30m 1h 3h 1zh Custom @ Compare (Off) UTC timezone ¥

Q

Discovered
fields

D

Queries

]
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LTI TYZEAAL, [VTVDETIEZV IV I LET,

stats avg(hs300x_humidity), avg(hs300x_temperature) by bin(1m)

ARIE 2 TITT S IRRRENET,

e CloudWatch > Logs Insights © e O ®
Cloudwatch <
Logs Insights e [2 start tailing Sm  30m  th  3h  1zh  Custom [ | ( Compare (OFf) UTC timezone ¥
g Select log groups, and then run a query or choose a sample query.
Dashboards Select log groups by Selection criteria 0
» Alarms Ao @0 Oo Log group name v | Select up to 50 log groups v Browse log groups
Lo@o @ Discovered
¥ Logs sensor-visualize X | (* Clearal ) fields
Log groups [ 1 stats avg(hs38@x_humidity), avg(hs388x_temperature) by bin(1m) l
Log Anomalies o
Live Tail Queries
Logs Insights
Contributor Insights
Logs Insights QL qu® an run for maxin utes,
» Metrics @ Completed. Query exed
» Application Signals New Logs (5) Patterns (-)

(apm)

— isualizati Add to dashboard
» Network Monitoring Visualization

Settings

e
Telemetry config New @2
w 2.
Getting Started
What's new .
0
40
30

[ CloudShell  Feedback
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7. TEDETFIE
FTEEETITAFIECDOLTHBALES,

71 WEARKEBOENERESE

BENTEDEY F7YTHETLTWLSIKET, QE for OTA® [Firmware Logl 2 7 T&I A aAvh
SORTEHRELET,

CK-RX65N il B 712, HS3001 Z Y DEBEET—INHEAIN TSI LZHRELET, £, TOTF
[CIEMQTTBIETE VY T—42Z AWSAZEELTWSAOFARTENET,

RIZ, FPB-RX140ld B 412, HS3001 EUHDEBEET—2ADAHAIN TSI EEHEELET, F
T-. FEAIREETIL FPB-RX140 ) LED1 A& L £ 9,

ELLRRSNTWEWNMESX, FPB-RX140D Yy FRA v F(RESET)EW T LAN—FOz 7ty
FEETLET, BHRICCK-RX6N £ )y RSy FSNEWTLN—Foz7)Ey FEEFTLE
E

loT Device Initial Firmware Update Firmware OTA  Firmware Log

Connected to COM, firmware log is displayed.
COMPort: COM47 v Connected to COM4T. O]% & =

v AWS 4/5/5 616475/ |IMQI 1] IWARN] R_WIH_DA16XXX_KeceveSocket: timeout! A
47576 6164757 [MQTT] [INFO] R_WIFI_DA16XXX_ReceiveSocket: socket 0 recv_cnt=0 (450).

il 47577 6165257 [MQTT] [WARN] R_WIFI_DA16XXX_ReceiveSocket: timeout!
- Data (0) 47578 6165257 [MQTT] [INFO] R_WIFI_DA16XXX_ReceiveSocket: socket 0 recv_cnt=0 (450).
- Complete (0) 47579 6165757 [MQTT] [WARN] R_WIFI_DA16XXX_ReceiveSocket: timeout!
v Connection [ Z
- Complete (0) 47581 6166097 [Sensor Task] [INFO] [HS300X SENSOR] HUMIDITY: 76.47 [%RH]
-Error (0) 47582 6166257 [MQTT] [WARN] R_WIFI_DA16XXX_ReceiveSocket: timeout!
< Flast 47583 6166257 [MQTT] [INFO] R_WIFI_DA16XXX_ReceiveSocket: socket 0 recv_cnt=0 (450).
47584 6166257 [MQTT] [INFO] Publishing message to iotdemo/topic/sensor.
- Thing Name (0)
- Complete (0) 47585 6166257 [MQTT] [DEBUG] SendSocket:
v MCU -> AWS
- Error (0) 47588 6166282 [MQTT] [INFO] R_WIFI_DA16XXX_SendSocket: socket 0 ret=33 (25). v
v AWS -> MCU
- Eror (0) Secondary 2
v OTA ,
ot COMPort: COM38 v Connected to COM38. %k el
- Swap Bank (0) [HS3001]HUMI76.36[RH] A
- Version (0) 0.
- Complete (0) [HS3001]HUMI76.43(RH]
[HS3001]HUMI76.39(RH]
[HS3001]HUMI76.41[RH]
[HS3001]HUMI76.46[RH]
[HS3001]HUMI76.47[RH]
[HS3001]HUMI76.46[RH]
[HS3001]HUMI76.39[RH]
v
[Search Item ¥ l
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#%&IZ. Amazon CloudWatch DEIEZRLET, [V TUDET]EY v L. HS3001 £ UHh 565G
LEBET—ANIZ7IESNh TSI LZ2HRBLET,

Cloudwatch

Favorites and recents

Dashboards
» Alarms Ao @o Go
¥ Logs

Log groups

Log Anomalies

Live Tail

Logs Insights

Contributor Insights

» Metrics

» Application Signals
(APM)

» Network Monitoring
» Insights
Settings
Telemetry config New
Getting Started

What's new

(5 Cloudshell  Feedback

Logs Insights

<

3

Hew

sensor-visualize X Clear all

1 stats avg(hs380x_humidity), avg(hs308x_temperature) by bin(im)

@ Completed. Query executed for 1 log group.

Logs(s)  Patterns(-) | Visualization

Visualization

Graph type: Line ¥

© ¢ O ©
S———————" Discovered
fields
[}
Queries

Add to dashboard

65

60

1849 1849 1849 1849 1850 1850 1850 1850 &S &5 1851 1850

1852 1852 1852 1852 1883 1853 1853 1853 1854

CORENEHLFY OTAT v TT— FETRIONPKRETT,
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7.2 FPB-RX140 M OTA7 v 77— FDET

721 BEI7—LOzT7DERK
(1) demo_app_rx140 fpb_ w buffer 7Oz FDY—RaA—FDZEE

demo_app_rx140_fpb_w_buffer/src/fwupcomm_demo_main.h @ MEASURE_TEMPERATURE ¥4 O % (1)IZ
EELET,

#define MEASURE HUMIDITY (1)

#define MEASURE TEMPERATURE (1)
. #define DEMO_VER_MAJOR (1)
- #define DEMO_VER_MINOR (@)
. #define DEMO_VER_BUILD (@)

(2) BHFHI7—LITTOER
QE for OTA @ T Create update firmware] @ [Openview] 2 ') v 9 LET,

[4]> # QE foro1a

(@] Cloud (@) Prepare 9] IoT

. ~
1.Cloud Settings - j Create update firmware

() Sign-in to Cloud

Create update firmware for update via Cloud
2.Prepare projects -

»

»
.@) Select projects Create update firmware| Open view
— —

|9 Select provisioning

3.Manage IoT device -

I@ Manage ToT device I Create update firmware : Asymmetric keys(AWS)

ﬂ:) Create initial firmware . Build update firmware
s

P . Push [Open View] button.
(&) Write program to ToT devices

I Build update firmware
4.0TA -

@ Create update firmware

Push [Add] button to create the update firmware in list of [all IoT devices].

() Execute OTA and check status To register all [T devices, push [Add all] button.

PA cocir verion of the nndate frmmamre

lUpdate Firmware 2 71 T. 6.2.3(5)T{ER L 7= loT device Z:#R L. MAdd] 9V v o LET,

All loT devices loT Device Initial Firmware Update Firmware OTA Firmware Log

RS A A Sync Cloud (1) Select loT devices for which want to update the firmware.

W iot_device_ck-re65n |4 Add all loT Device Name Private Key Public Key Device Certificate
- iot_device_ck-rx65n (] (] []

Delete

L Delete all

% Debug
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IN—232(2T1.00] #AAL. [Create update firmware] #2J) v LET,

(2) Specify version of firmware.

vig Bl Bl B

(3) Create update firmware using latest spurce.

-

Create update firmware |

demo_app_rx140_fpb_w_buffer 7O Y D EJL KMEITE. [Update Firmwarel 2 JIZ [Create
firmware is complete.] &RRFTENNIEHIITT,
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722 OTAL 3 JDERK
(1) OTA <3 JDHERL

QE for OTA®M TOTA AR J| #BZE. 6.2.3(5) TR L 7= IoT device Z:#IRL. MAddl 20V vy LFE
-g—o

All'loT devices loT Device Initial Firmware Update Firmware OTA Firmware Log
wr¥d- & sync Cloud (1) Select laT devices for execution OTA.
W Add all loT Device Name Folicy OTA Job Status
Wiot_device_ck-ri65n @
Delete
I Delete all

BHI7—LOTT7DON—23200% 1v2.0.0) &KL, A—)L, Py TA—FK%, a—FELTDT7
AILBANShTWERI EEZHELET,

(2) Select version for update firmware,

v2.00 v

(3) Select role, gpload to, code signing profile for execution OTA. Not cre:

Role | qe_ota_role v

qe_code_signing v

Upl

Code signing profile |

(4) Execute OTA.

Execute OTA = File type: 717;}

File type [£ T11 ZAA L. TExecute OTAl #9UvY LZET,

(2) Select version for update firmware,
v200 v

(3) Select role, upload to, code signing profile for execution OTA. Not cre:

Role: qe_ota_role v
Code signing profile : 'qe_code_signing v

(4) Execute OTA.

Execute OTA ile type :

[
4

lCreate the OTA execution job is completed.] &RRSNNIEHITT , UEDFIETEA S ) OTA
7y 7T—rADOTA D 3 IHMER S, #EIRL Tz IoT device IZAIFT OTA P 3 THEBIESNET,

(4) Execute OTA.
Execute OTA | Filetype: |1 =

- 1/3 : Upload file .. Complete
- 2/3: Code signing to file .. Complete
- 3/3: Create OTA execution job .. Complete

Create the OTA execution I’ob is comeleted‘

When loT device is connected to the cloud, firmware update will start. You can confirm the execution status on "Firmware Log" tab.
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723 wHUFY) OTAT7 Y TT— FETHOEREDR
SITOEEI LB TOTAT Y TF— kA IAE Y ET, CK-RX65N & FPB-RX140 DEAM S, &5
VY OTA7 vy 75— ro#ESAOTHAShET,

loT Device Initial Firmware Update Firmware OTA  Firmware Log

Connected to COM, firmware log is displayed.

v Connected to COM47.

COM Port: (COM47

v AWS 51718 6689787 [MQTT] [INFO] R WIFI_DA16XXX_ReceiveSocket: socket 0 recv_cnt=5 (170). ' ' A
v Cu 51719 6689797 [MQTT] [INFO] R_WIFI_DA16XXX_ReceiveSocket: socket 0 recv_cnt=157 (0).
-Data(0) 51720 6689797 [MQTT] [INFO] De-serialized incoming PUBLISH packet: DeserializerResult=MQTTSuccess.
- Complete (0) 51721 6689797 [MQTT] [INFO] State record updated. New state=MQTTPublishDone.
« Connection 51722 6689797 [MQTT] [WARN] WARN: Received an unsolicited publish from topic Saws/things/iot_device_ck-rx65n/jobs
c . 0 51723 6690249 [MQTT] [WARN] R_WIFI_DA16XXX_ReceiveSocket: timeout!
-Complete (0) 51724 6690249 [MQTT] [INFO] R_WIFI_DA16XXX_ReceiveSocket: socket 0 recv_cnt=0 (450).
- Error (0) 51725 6690249 [MQTT] [INFO] Publishing message to $aws/things/iot_device_ck-rx65n/streams/ab84caba-69b8-43da-ab
v Fleet
- Thing Name (0) 51726 6690249 [MQTT] [DEBUG] SendSocket:
- Complete (0)
v MCU -> AWS 51731 6690274 [MQTT] [INFO] R_WIFI_DA16XXX_SendSocket: socket 0 ret=33 (25).
-E 1) 51732 6690274 [MQTT] [DEBUG] SendSocket:
v AWS -> MCU 51735 6690315 [MQTT] [INFO] R_WIFI_DA16XXX_SendSocket: socket 0 ret=114 (41).
- Error (0) 51736 6690315 [MQTT] [DEBUG] SendSocket:
v OTA
- Download (0) 51739 6690342 [MQTT] [INFO] R_WIFI_DA16XXX_SendSocket: socket 0 ret=55 (27).
- Swap Bank (0) 51740 6690343 [OTA Agent T] [INFO] Sent PUBLISH packet to broker Saws/things/iot_device_ v
- Version (0) & >
- Complete (0) Secondary 2
COMPort: COM38 Connected to COM38. B %k ek
Received FWUPCOMM_CMD_FWUP_WRITE command. size=1024 "
W OxFFFDC400, 1024 ... OK
W OXFFFDC800, 1024 .. OK
Received FWUPCOMM_CMD_FWUP_WRITE command. size=1024
W OxFFFDCCO0, 1024 ... OK
Received FWUPCOMM_CMD_FWUP_WRITE command. size=1024
W OxFFFDDO00, 1024 .. OK
Received FWUPCOMM_CMD_FWUP_WRITE command. size=1024
W OxFFFDD400, 1024 ... OK
Received FWUPCOMM_CMD_FWUP_WRITE command. size=1024
W OxFFFDD800, 1024 .. OK
Received FWUPCOMM_CMD_FWUP_WRITE command. size=1024
W OxFFFDDCO00, 1024 .. OK
[HS3001]JHUMLI:76.35[RH]
v
l Search Item zl
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73 OTA7 v 75— FEDENEREDR

7-1127 v 75— %D CK-RX65N & FPB-RX140 DO S EE %R LET, HS3001 B THEB LI

EET—RIZMAT, FILICEET—40NRTENTVWS L EHETEET,

loT Device Initial Firmware Update Firmware OTA Firmware Log

Connected to COM, firmware log is displayed.

COM Port: COM47 v Connected to COMA47. - & = &l
v AWS DJUIIU I UOUUY [IVINE | ] [N IN_YV UM EUAAA_NCLCIVEJULATL JULACL U ITLV_LIIL=U \"tJU). 5%
36357 4709366 [MQTT] [WARN] R_WIFI_DA16XXX_ReceiveSocket: timeout!
v al 36358 4709366 [MQTT) [INFO] R_WIFI_DA16XXX_ReceiveSocket: socket 0 recv_cnt=0 (450).
-Data(10) 36359 4709750 [S_OTA Demo ] [INFO] Received: 0 Queued:0 Processed:0 Dropped: 0
- Complete (2) 36360 4709866 [MQTT] [WARN] R_WIFI_DA16XXX_ReceiveSocket: timeout!
v Connection 36361 4709866 [MQTT) [INFO] R_WIFI_DA‘I6XXX_Receingocket SO.Cke
i) S AR
, 'f"°’ (0) 6366 4711097 [Sensor Task] [INFO] [HS300X SENSOR] TEMPERATURE: 31.02 [deg C], HUMIDITY: 76.11 [%RH] ]
v Flee
- Thing Name (0) 36368 4711366 [MQTT] [INFO] R_WIFI_DA16XXX_ReceiveSocket: socket 0 recv_cnt=0 (450).
- Complete (0) 36369 4711366 [MQTT] [INFO] Publishing message to iotdemo/topic/sensor.
v MCU -> AWS
-Error (0) 36370 4711366 [MQTT] [DEBUG] SendSocket: eout!
v AWS -> MCU 36387 4712398 [MQTT] [INFO] R_WIFI_DA16XXX_ReceiveSocket: socket 0 recv_cnt=0 (450).
Bvor (8 36388 4712898 [MQTT) [WARN] R_WIFI_DA16XXX_ReceiveSocket: timeout!
- Error (8) 36389 4712898 [MQTT] [INFO] R_WIFI_DA16XXX_ReceiveSocket: socket 0 recv_cnt=0 (450).
v OTA 36390 4713398 [MQTT] [WARN] R_WIFI_DA16XXX_ReceiveSocket: timeout!
- Download (0) 36391 4713398 [MQTT] [INFO] R_WIFI_DA16XXX_ReceiveSocket: socket 0 recv_cnt=0 (450).
- Swap Bank (0) 36392 4713762 [S_OTA Demo ] [INFO] Received: 0 Queued: 0 Processed:0 Dropped: 0
- Version (2) 36393 4713898 [MQTT] [WARN] R_WIFI_DA16XXX_ReceiveSocket: timeout!
- Complete (0) 36394 4713898 [MQTT) [INFO] R WIFI.D v
< >
Secondary 2
COMPort: COM38 v Connected to COM38. % ol
[HS3001]HUMI:76.08[RH], TEMP:31.04[deg C] @
[HS3001]HUMI:76.12[RH], TEMP:31.04[deg (]
[HS3001]HUMI:76.14[RH], TEMP:31.04[deg (]
[HS3001]HUMI:76.20[RH], TEMP:31.03[deg (]
[HS3001]HUMI:76.14[RH], TEMP:31.03[deg (]
[HS3001]HUMI:76.12[RH], TEMP:31.03[deg (]
[HS3001]HUMI:76.14[RH], TEMP:31.03[deg (]
[HS3001]HUMI:76.20[RH], TEMP:31.03[deg (]
[HS3001]HUMI:76.16[RH], TEMP:31.03[deg (]
[HS3001]HUMI:76.16[RH], TEMP:31.04[deg C]
[HS3001]JHUMI:76.14[RH], TEMP:31.03[deg (]
[HS3001]HUMI:76.14[RH], TEMP:31.04[deg C]
[HS3001]HUMI:76.11[RH], TEMP:31.02[deg (]
[HS3001]HUMI:76.12[RH], TEMP:31.03[deg C]
[HS3001]HUMI:76.12[RH], TEMP:31.02[deg (]
[HS3001]HUMI76.19[RH], TEMP:31.02[deg C]
v
I Search Item TI
71 7 7—Lz7EHEOOJTEE
F1=. FPB-RX140 Tl. #HKETRBML TW-LED1ICMATLED2 3 RiELFET,
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%&IZ, B 7-2 12 Amazon CloudWatch QEIE %R LE 9, HS3001 to UM LG LI-EE EREDHE
ET—EANTS7ILENh TS EZHEELET,

e CloudWatch > Logs Insights ® @ 0O ®
I — iscovere:
CloudWatch < Clear all fields
1 stats avg(hs300x_humidity), ave(hs308x_temperature) by bin(im)
Favorites and recents > [}
ueries
Dashboards @
» Alarms o @o Go ErT Save
¥ Logs s Insig y o¢ maximum of 60 minut
Log groups @ completed. Query executed for 1 log group. @
Log Anomalies Logs (6) Patterns (-) Visualization
Live Tail
isualizati Add to dashboard
Contributor Insights
» Metrics

» Application Signals  nNew
(APM) 60

» Network Monitoring

» Insights

) Cloudshell  Feedback

7-2 EHAUH) OTAT7 v 7T— k#&®D Amazon CloudWatch @45 7 &RR

TEHERFULEEGYFET,

¥ 722(MT. EAVFY OTAT Y IT—rORMETOD Y FOEHFARN )27 E— FOFEEH
AKX DIGEIL. Filetype DIEZE M) 12, TYUZ7E—FOLEEHAR] DHZE(X. File type DE
Z 2] ICEREL TS,
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8. TUHEFEREITEERET SAE

FPB-RX140 [ HS3001 o H ##EHEET (AU F ) OTATZ Y I T— DT EEZERT HAEFHAL
9., CDGEE. TERADOEUHICHAETAUTORBEERETELHLBYET,

e FPB-RX140 IZiEfa - HS3001 £ oA LEEET—2ZWMEL. OYIcHAT S
o EEET—4% CK-RX65N 15 AWS IZ#EEL. AWS ETH S IORTET S

8.1 TEXRRFIENDEEE

6~7TENTEXREFIED S5, UTOBERZEEL TS, TNUNDFIREFI L Y 2FERAT 56
ERETY,

(1) T76.1.2(1) HS3001 R— FD#E#HEl DFIBEEZEBKLET,

(2) 16.2.4(2) FPB-RX140 QAT 7 —LI = 7R EEIT— TO D) FOERI ZEBRIC.
demo_app_rx140_fpb_w_buffer/src/fwupcomm_demo_main.h @ MEASURE_HUMIDITY ¥4 B % (0)IZ
TELFEY,

B) (63AWS VT RETEUHT—R2EAHRILTH-HDER OFIEEZERLET,

@) T7210) BH 7 7—L™D 7 DERL — demo_app_rx140_fpb_w_buffer 7Rz Y fDY—RX3—FK
NEE] OFIEZEBLET,

82 tUHEFEALLVSEDTERROHRAE

U EHEALBEWESIE. T35t 0T —3DBETI7—LDITEFNETINENESI I E
FEETELRLV=0. FPB-RX140 BERFICOF LIZRTRENZN—2 3 VIERTHERELTLESL,

(E#min)

Secondary

COMPort: [cOM38 v [ Disconnect | Connected to COM38. "% =

==== RX140 : BootLoader [with buffer] ====
verify install area main [sig-sha256-ecdsal..OK
execute image .

==== RX140 : SECONDARY OTA DEMO [with buffer] ver 1.0.0 ====

A
(E#HE]
Secondary
COMPort: [coM3s  ~ Connected to COM38. = [%]=
==== RX140 : BootLoader [with buffer] ====
verify install area main [sig-sha256-ecdsa]...OK
execute image .9
==== RX140 : SECONDARY OTA DEMO [with buffer] ver 2.0.0 ====
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9. FEZIE

91 FHITIZA—T2UoY—RYITEDIT7DIA 2 RER
LUTFOA—ToY—RY I+ 72FEALTVET,

e TinyCrypt Cryptographic Library
e URL https://github.com/intel/tinycrypt
e TA4tRX https://qgithub.com/intel/tinycrypt/blob/master/LICENSE

e FreeRTOS
e URL https://www.freertos.org/

e TJA4t2RX FreeRTOS open source licensing, FreeRTOS license description, FreeRTOS
license terms and OpenRTOS commercial licensing options.

92 TEZEHRTHSAWSD)—U 3 Ea—FERIZCDNT

TEXBOBRD AWS DFREICONT, FAV—Ca v EA—HHERISOVTOIEFEEZUTITRLE
ER
(ERU—YavIconT]
DT EILAWS @ ap-northeast-1 (FPF7/1Y T 4wy (RR) ) V—CavTEBEBLTVWET,
D) —C 3 TIDTEEERT D581, TETHEALTWSY—ERNZDY—2 3 U TRHES
NTVEHNEFNIC RS,

(1—HHERICDLNT]
Z DT EILX AWS Identity and Access Management (IAM)T AdministratorAccess DHER N T5 S ht-

A—HTEITLTVWET, ZOH. FEHY—EXZERT SHED IAM TOXLEEROMFSIZEAL TEH
REEHTY .

9.3 AWS OFAMEIZDONT

AWS QFIFRRICE > TIEX, TETHER - FRLEISORYY—RIZE>THENRET HEELH
YET, ERILEVEEZHCEOIC. TEEREFIMERLEISORLED) Y—RZHIKRTEHZ L2658
HLET,
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HETRCEX

HETARE

Rev. %178 R—2 RA b

1.00 2021/12/29 R

1.01 2022/01/24 BERREREBRR—DCHEE

3
5 121 7+ IWE/ T7A4IVER EFEH
8 1.3 BMERERRIRIE

IDE ## % e2 studio 2021-07 [Z{81E

®1-3 TEEBERREEN (oY KR—F)  IF £#fiR— FiF
#REL

8 143—FHYA4 X B4 MLOREEBIE

9 1515 TEEHLEAWS DY) —C 3 EaA—HFHERIZDONT
%ZiEm

10-12 |2. 97—LDI7EELAH XEZREL

13 31 TEWME R3-1TERNBHE HREZZREL

15 3.2.2 TB-RX23W R— KDL (1) RSK+RX65N-2MB 7R—
K&ED UART EEEADIHGFZER XE2REL

18 3.3.1 RSK+RX65N-2MB R— FRDAIA T 7 — L = 7 D
REEEAH RI2EBHNVELT 71 ILOEMIERT &2
BREZEREL

KTO I+ VI EHEFOIERE FMITE

18 3.3.1 RSK+RX65N-2MB R— FFRDHEA T 7 — Lo = 7 DIE
BEEEAA 4)FIE4: DT 7—LITORE
1 MLDEREEZEE

20 3.3.2 TB-RX23W R— FEDMEA T 7 —L D = T DR EE
FAH 2)FIE2: AEARBEBRAANICEKSDTOCII LD
EE A4 FLIZ TRARRERANICKD] FEBE

20 3.32TB-RX23W R— FRDWH 77 —L Oz 7DEREE
ERAH A FIES: P IT7—LITT7OHEE 24 L
DI HEIE

21 3.34 AWS Al E T[AWSCLI £FIHT A-0DHTEl %
[3.Python 5 ') 7 F&ETT 51-HDEEI [CERE

22-45 |334AWSHID®RE (2) oY T—2DRAIRIELDI-HDERTE
SBAEREL

46 334 AWS HIDHZTE T(3)AWSCLI #FIAT H1=HD%K
Fl % [(3)Python RY ) T hEETTH=HDHKEI IZ
Pl

50 342TB-RX2ZZWAR— KD T 7—LI 7D 2nd OTAT7 v 7
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