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TlZ, 2019 4EiC Alphabet™ | 53-qubit (HETE Y ) oETava—2%FEK L, IBM®IF 2021 Fic
IF 127-qubit DBET 3 v ¥ 2 — X%, 2022 4123 443-qubit DR T2 v v 2 — X 2 FFK L 72[13][14][15]
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128-bit security Kyber512 Dilithium2 FALCON-512 SPHINCS+-128
192-bit security Kyber768 Dilithium3 (none) SPHINCS+-192
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DR % Rty M Tl e <~y v 2 B2t (\RREE) ICEowdDlZioTwna 2L 2l
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Classic McEliece, HQC, SIKE & o723 7V v FETHEA TV 240D T VT ) XLARTHENRICR 5T
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V2EIDEHECHED LW LD TH S, HlzlE. AES ICH T 256-bit IR A HV 2 554, I 2 Lo
SR X 256-bit security TH B2, BF AV a—XICE TS F 2 7 413 128-bit security D & & G < 1
%, RS I AP S L B ) RNICRFEDO Yy PRICEBFZHET AL ITY XABERINTEDY,
HHE DOy Y2 — &I LT 128/192/256-bit @ 3 FHIEICKIG T 3K ELFET B, FD7D, TNHLDT
A—=ZICBTBMET 3 VY2 — X AT O IEZ L2 64/96/128-bit security & 725, Z D7z, HomHN;
FITE T 256-bit DRESEE . Ny v 2 BT LT X LB LTI 512-bit DN EIERC L AEF 2 v
a—RAFICtnh~—Y v iR T 572006 ERRKE 5, XL T 2 H@EiES 70 =
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R 3. BRSO B Tt ERL et

Type Algorithm Secret key Output length Traditional Post-quantum
length security security

Encryption 128-bit 128-bit 128-bit 64-bit
192-bit 128-bit 192-bit 96-bit
256-bit 128-bit 256-bit 128-Dbit

Hash SHAZ2 - 256-bit 128-bit 64-bit
- 384-bit 192-bit 96-bit

- 512-bit 256-bit 128-bit

SHA3 - 256-bit 128-bit 64-bit

- 384-bit 192-bit 96-bit

- 512-bit 256-bit 128-bit

M TR L 2t I AR e EE R R 20, Ny V2B IBCETEL T TR Ay -
BIEMIT 2 72D ICKBELRAIRTH 5, 72, CRYSTALS-Kyber ®° CRYSTALS-Dilithium (3> v & = Bi% SHA3
ERERERE L, TAT) XLANTEEE A Yy v a5t BBRTEINE, 20720, KeICHESLPLEL L FET
T27201CF~y v 2 BOREE~DERDILHEICRY, TNLH6DTATY XL TREEROZEMEL RN
ZZlEEBBLCEHY ANy 2T ATY) XL EZEEL TS

ZNTH &, RSA RIS O X 5 2BHF O AR S IC~, BT a3 v ¢ — 2 23 @S ic b 2

LR BIIRERNTH B, LT~z kS ic, BIEOAFMEIES T2V X A% 2 O I B imlE T vy
FOBUI AN RICH L CHBIFT 2720 TH L, —J7, @GS T A TY XL %2 OICITFEEIICK % &t
HEPWEZICLETH S, D7D NIST ZEUR, AF#EES 7L 2 ) X Ao 0w CofiftE T EKES ©
EEE LI EE S A YT T v B,
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TR RT3 28 TE 3, MEFHEEES T ALIT) XLE2FEELTVWEY 7Y 2T7IC20TH
COMTFEL, NIST icffgIn=ERohic CEHBICL2) 77 L v RAERELZFICANE Z LR TE S, £
Too THH EFANC X Y AFICEHE LAEICfEbN S 2 &2 HIE LT3 PQClean Project IZ2W THAM L
X o211,

PQClean Project (% 2019 fFic#zE) L NIST I X 2 BRHELICE TN 4 DD T AT Y X8 %2EL WL 22Dt &
FRHERE S T AT LA =T v =2V 7 by 2 TR L TS, WA -7 vy -2 7 mY 2
7R ZDF, PQclean 3 FH A CEFFEY — AV Fz—vTOaAav 4TI 7 —=v 7 b iHihn
Tl FRE - BN O EAT. ARTERONL—A R V7 Py 2 TEEBERML TWw 5 2 2R L LT
Wb LeTHL, 207D, FiL A XD AT LACERCHAI ML Z &3 TE, EGFELINLERD T
NIV ZXLDIBLEDTNTY XLRZD Y AT LCE WY %532 Z & 2C¢% %, PQClean Project
PoERHENTY — A2 — FiE, Open Quantum Safe Project & \» 9 OpenSSL™ZEE~D 7' u + % 4 FFEEED
F—Fvy—27uY s PBY AL T 5([22] (*3),

T/, F—myoHERTEEL RV ED S 72 POQCRYPTO 72 Y = 7 b Tli, ARM® Cortex®-M4 %X 4R &
L7741 7‘\? V& LT pqmd BAFHENT W2 (*4), pqm4 iZix, NIST iZ#&fEa i) 7 7L v 2L - Rl

ft C 55894 - PQClean IC & % 92% - Cortex®-M4 Oipsrt v F 2 HWAT v 7 ) L EEHOFEED L
ERZ LA TE, IoT#EBATOSA7may b r—Z1cxfLTo SW EEFHiIc B W TIEFILKRILZOTH S
Do

WIE, W 22D IT RFEIFFIC— &L L T Transport Layer Security (TLS)Zx} L Clit & 151 FLHERSE 5 % H
L7274 77077 02T - =¥ A FOFKEZRM L T 5[23][24][25][26], Z LISt ¥RET
DEAFHNTE 2R CTE Curvpd, BUFKEIIC X 2 EEME IR REL K N2 X5 Kk oiz, —DD Y
2T LBBENH I T 2 C EPEINZEEA v 7 ZICBIL Tk, CISA CKEL:REMREEE S 4 S—
X2 ) T4 AVITRNIZF XX 2T 4T) ZSEHOBEMBICTERL 2230, ETIHEEES
~OBATRGIH T 5 X ) FEEMEE R T A F 74 v 2 FfTL w5 ([27][28], 7z, ENISA - BSI (FA4
HBUFERtF 2 ) 74 7) BEEGFEOY 27 4 L ofEe, METFHEERSH~0E K to s Ric
LB R RMET 2 -0 0L DOMHER Oz I, ETFHEENES & O AR S 2 0fH L <G 3
B OB REFELDEREIT S ITERZIREL T 3([29][30], %< o¥MIcs v CiifEFEEET v
=) XL DOBATICIIEFE RN COREID I TH 2 & PRI NS 23, HEBUFHEBTC RIEMZE R L CRY
7 B TR Z M T 27201 XV RELEINOBAZHELED TV Z L BEETH %,

(*3) OpenSSL X OpenSSL Software Foundation @ P <3,
(*4) ARM ¥ X U Cortex 1 KE B X N Z 0D [EICH 1T 5 ARM Ltd. DB SRPGEE & 72 13pgiE ¢ 3,
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KRBT A P R=N=TlF, BEF V¥ a— X LMETFEEES ORFENICOWTEY iz, BFERH X
NTW ARG S IEHMa Yy a2 -2 LTI LR TH I, BEFava—xRT5LLEAICE
LRMEPIEFITET I 2, BAETIER NIST I X 21IM&EFitEEE S OfFE{L 7oy =7 Fick Y 42070 T
YXLDEENTT L, TNHDTAITY) RLREGHDOT VAN ARDF 2 7 4 2T 2 LcIERiIcE
Tkl e s & PN, BMBATICIRIEEICRVWREZ 2222 L bz 23, % < OB LiNE
ZICHLTEDE I BTV EALY— L RRHMBICONWTH R LBREX IRt cX 23X 5 T3 2 A% TEh
%, FRICRWIFKREI T2 C L A RIAE NS ToT LHEHEZICO W TIX, BIEDO AR S DfEials % o8,
DHEMIHERZ G2 0E ) CMETHS AN TE 22 b EEAERO -DIChd LELLNS, Fc, E
HRICHHEI N2 e BAEINZBBICOWTIE FEHEEES 2R — 325 2 Lic X o TGEE 2R
%2 LHBTE D, Renesas (Mt &ETFHEFERG 5 (1< B 9 2 BHHE(LE) M BB A1 D W CTH 1% b BUHI % Mk L <
WL TETH S, NIST IC X 2T EZERICT T Lizb I TldRwd, 2t o PQCTATY XA
Iy v 2 B Ok A R - GBI AR AT TE Y, AEES [oT /it nT
Microcontroller % System-on-Chip (SoC) 3% NIC TN b DA EZFEITTE L X HICT 2720 0 EERKE %
HH, FAZER, BAOLBT IV —23E85 L2 LCHREDEHED Security Ziffff L7z a v A7 4%
FREEFTLILENRTEL LI, BVRERICBWTHIENE PQCON—FYY =T - V7 by 2T 2T 208
TEDZLOBEIZENTVET,
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