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1. AWS DHTE
FreeRTOS TEZE1T9 BIZIE. AWS 7HH 2 kb (AWS loT & FreeRTOS 2579 KH—EXRIZ7 V£ R
TEHHEBRZED IAM A—Y) ARETY,

AWS D7 Ho >y kEERDETEAEIL. https://docs.aws.amazon.com/freertos/latest/userquide/freertos-
account-and-permissions.html Z&B L T 2 &Ly,

OTA BHMDERFEIZDLVTIX, https://docs.aws.amazon.com/freertos/latest/userguide/ota-preregs.html %
SHBELTLESL,

RIZ. https://docs.aws.amazon.com/freertos/latest/userquide/get-started-freertos-thing.html M ExBAIZHE >
T. AWS loT IZAR— F# & BT IHILELAHY ET,

TENAWS EBIETEDKIITTBICIE. 2EDFHBIZH>TY—ROA—FERETILENHYFE
ES

1.1 A2V —=I~ADYA A4

D AWS 7HHY FDERMNBETT, Setup your AWS Account DERBAZSEBL TS, hb
DY IVTHEASNTWSFIBIZH>T, 7HD o bEa—HF—FERL. RIBLTLLEELY,

¢ AWSTHIYUKIHALTYvTT 5B,

o 1-—Y¥—%HML. HREN5T 3,

® AWSIloTaYVY—IZEHRHZTET,

EEFEICHEISIELTIESL,

A—H—HBEICTTISTZAYY FEEELTOSBER. CORTYTERFYTLTIESL,

am  Partner Network AWS Marketplace Customer Enablement Events Explore More Q

See the AWS Initiatives and Response to COVID-19 »

Lower Your Data Warehouse
Costs and Improve Performance

Upgrade to Amazon Redshift RA3 nodes with managed storage

ervices Q loT

Search results for 'loT Core

AWS M a n a Services

Features (3)

Documentation (190,881
AWS services y connected to yo!

Marketplace (33)
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@ [ReM] > [RIDNIBBLTKRY O—ZERLET,

AWS loT R o—I[&, AWS 0T YV —RICT IR T 2-ODERET/NA RIZHELET . AWS

Cloud [CH#ISNTULVET,

Name

rx65n_demo

Add statements

1
2
3
4
5
[
7
8
9

Add statement

Policy statements define the types of actions that can be performed by a resource.

Basic mode

® TENAURE—FRZBRLTERODO—FZIE—LZET,

{
"Version": "2012-10-17",
"Statement":
[
{
"Effect": "Allow",
"Action”: "iot: Connect",
"Resource": "*"
b
{
"Effect": "Allow",
"Action": "iot:Publish",
"Resource”: "™*"
b
{
"Effect": "Allow",
"Action": "iot:Subscribe",
"Resource": "*"
h
{
"Effect": "Allow",
"Action": "iot:Receive",
"Resource": "*"
}
1
}
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B CDFFaA DO FREEDAEHNRELTVET, ZY— FADITRTDT/INA XL, BEDY V—X 23 L TEE
SHEF O I DA EHTT SEREHF DO LT oYL EHODBENHYET, BEMG/N—S w30 - R S—lE 1—X
T—RICEODTELYET, ESFIREF2 YT+ DEHERS L CHETHRFY S—FHEL TS, FMIZD0 T,
[RYS—DBY) Bt TF2 YT DRI, TS50 71X FBEL TS,

@ [BE|>[E/IBBLT £/ ZHERLET,
£/ &lF. AWS oT ICERENF=T NS AOHEI VT 1 T4 DBRMTT . MEMLT /NS X0+
Y — (BERVOEBDRA Y FRHE) (. E/ELTHRIZENTEFET, £, 7FU5r—3004
VAR VAREWSEREI VT 4T 4%, AWS loT [CIFEEEHZIA T EWLEDO,. AWS loT (ZHEk
SNTVWATNARICEAETIMEBI T4 T4 (FZERK TP H—0ar bO—)L/RR)L
ZRHLE-AHE) £t E/ T, AWSIOTTIE, E/DLPAMIIZES>TE/ DEEEZXIELTLE
£
— [BE—DE/ EERT D] ERIRLET,
— B/ ICARIERTET,
— [EAZEDEKZV ) v I LET,
— 32T FAINESAYA—FRLET,
— F1HEHOFIEQTHERLIzAR) >—%EYLHTET,

EHES> £/ >R

AWS loT x = @® Introducing the new AWS loT console experience

Were updating the console experience for you. Learn more [ Try the new experiences and let us know what you think, You can tumn off the new experience from the navigation menu.

Monitor
AWSIoT > Things

Activity
» Onboard Things m
v Manage

THings Search things m o

Types
Thing groups Mame; THpe

[BE—DE/ ZERT DERRLET,

AWS loT Things Create things

Creating AWS loT things

An loT thing is a representation and record of your physical device in the cloud. Any physical
device needs a thing record in erder to work with AWS laT. Learn more.

Register a single AWS loT thing
Create a thing in your registry Create a single thing

Bulk register many AWS loT things

Create things in your registry for a large number of devices already using AWS loT, or Create many things
register devices so they are ready to connect to AWS loT.

Cancel Create a single thing
Create a single thing
E/I2REZAFTET,
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Name

Apply a type to this thing

Using a thing type simplifies device management by providing consistent registry data for things that share a type. Types provide things with a
commaon set of attributes, which describe the identity and capabilities of your device, and a description.

Thing Type

o type selected "

Add this thing to a group

Adding your thing to a group allows you to manage devices remotely using jobs.

Thing Group

Groups [ Create group Change

Set searchable thing attributes (optional)

Enter a value for one or more of these attributes so that you can search for your things in the registry.

Attribute key Value

Provide an attribute key, e.g. Manufacturer Provide an attribute value, e.g. Acme-Corporation
Show thing shadow ~

caneel et .

[

Add name to a single thing

SERAZ DR ZED vy LET,

One-click certificate creation (recommended)

This will generate a certificate, public key, and private key using AWS 10T’ certificate Create certificate
authority.

Create with CSR

Upload your own certificate signing request (CSR) based on a private key you own.

Use my certificate

Register your CA certificate and use your own certificates for one or many devices.

Skip certificate and create thing

You will need to add a certificate to your thing later before your device can connect to AWS Create thing without certificate
loT.

AWS loT Things Create things Add your device to the thing registry Add certificate

CREATE A THING

Add a certificate for your thing

A certificate is used to authenticate your device's connection to AWS 1oT.

& Create with CSR

Get started

Create a certificate for thing

E/ICRY)—FFTFET

ZIBAZE, BOMEIZHI A ooO—KKREIVEFV )y L, B—HILPCEFFHRA T Y
IZ®RELET,

Activate "2 &9 1) w o LT, SIAZEZEMICLET,
R —DFRMFEBIRLET,
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Certificate created!

Download these files and save them in a safe place. Certificates can be retrieved at any time, but the private and public keys cannot be retrieved
after you close this page.

In order to connect a device, you need to download the following:

A certificate for this
thing

A public key

A private key

dl=pem Download

A —ic ey Download
=/ate.key Download

You also need to download a root CA for AWS loT:
A root CA for AWS loT Download

Cancel

Register policy to thing

Add authorization to certificate

You are attaching a policy to the following certificate:

Select a policy to attach to this certificate:

Search policies

@ rx65n_demo

Create new policy

1 policy selected
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1.2 Amazon S3 /A7 v FDYERK

O BEOY—EXML, Z7M4ILEY T FIZRET 51260 Amazon Simple Storage Service (S3)
AWSIZ7 O ERTEET., OTAEFH 774 JLIE. Amazon S3 1\ FMZIREESNET,
https://docs.aws.amazon.com/freertos/latest/userquide/dg-ota-bucket.html ZSB L TL =& LY,

@ Bucketname # A L. Create bucket #¥# L %9,

Buckets (49) ] Create bucket

Q 1 ®

Amazon 53 Create bucket

Create bucket

Buckets are containers for data stored in S3. Learn more [

General configuration

Bucket name

| |53te5t I

Bucket name must be unique and must not contain spaces or uppercase letters. See rules for bucket naming Z
AWS Region

Asia Pacific (Tokyo) ap-northeast-1 v

Copy settings from existing bucket - optional
Only the bucket settings in the following configuration are copied.

Choose bucket

® Block all public access &iR,
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Block Public Access settings for this bucket

Public access is granted to buckets and objects through access control lists (ACLs), bucket policies, access point policies, or all. In order to
ensure that public access to this bucket and its objects is blocked, turn on Block all public access. These settings apply only to this bucket
and its access points. AWS recommends that you turn on Block all public access, but before applying any of these settings, ensure that your
applications will work correctly without public access. If you require some level of public access to this bucket or objects within, you can
customize the individual settings below to suit your specific storage use cases. Learn more [7]

Block all public access

Tuming this setting on is the same as turning on all four settings below. Each of the following settings are independent of one another.

@ Create bucket #iR

» Advanced settings

(@ After creating the bucket you can upload files and folders to the bucket, and configure additional bucket settings.

Cancel | Create bucket

R01AN5549JJ0102 Rev.1.02 Page 9 of 39
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1.3 OTAEHAY—EXRO—/LDER

Identity Access Management (IAM) [&. AWS J Y —XADT7 IV LA EZRLICEETIDICRILEET,
https://docs.aws.amazon.com/freertos/latest/userquide/create-service-role.html #ZB L T = &Ly,

Role name® ‘ ota role| ‘

Use alphanumeric and "+=_@-_" characters. Maximum 64 characiers

Role description Allows 10T to call AWS services on your behalf.

Maximum 1000 characters. Use alphanumeric and '+=,.@-_' characters

Trusted entities AWS service: iot.amazonaws.com

Policies AwsloTLogging &'

loTRuleActions

AWSloTThingsRegistration '

Permissions boundary Permissions boundary is not set

RO1AN5549JJ0102 Rev.1.02 Page 10 of 39
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1.4 OTAEHAI—YRY O —DERE IAMA—HDEIY HT
D OTAEHAL—YRYL—ZHEHLET,
https://docs.aws.amazon.com/freertos/latest/userquide/create-ota-user-policy.html ZZB L T E &Ly,

Create policy o )
A policy defines the AWS permissions that you can assign te a user, group, or role. You can create and edit a policy in the visual editor and using JSON. Learn more
Visual editor JSON Import managed policy
r -
"Effect": "Allow",
"Action™: [

"s3:ListBucket",
"s3:ListAllMyBuckets”,
"s3:CreateBucket”,
"s3:PutBucketVersioning",
"s3:GetBucketlocation”,
"s3:GetObjectVersion”,
"acm:ImportCertificate”,
"acm:ListCertificates”,
"iot:*¥",
"iam:ListRoles",
"freertos:ListHardwarePlatforms",
"freertos:DescribeHardwarePlatform"
]

"Resource”: "F"
|

"Effect": "Allow",

"Action™: [
"s3:GetObject”,
"s3:PutObject™

]

s
"Resource”: "arn:aws:s3:::example-bucket/*"
b

"Effect™: "Allow",
"Action": "iam:PassRole",
"Resource”: “"arn:aws:iam::vour-account-id:role/role-name” P

Cancel Review policy

@ OTAL—HHKYL—% IAM1—HIZEIY STET,

Permissions Groups Tags Security credentials Access Advisor

+ Permissions policies (2 policies applied)

Add permissions

Policy name «

Attached directly
[ IDTFreeRTOSIAMPeErMissions

b AWSIloTDeviceTesterForFreeRTOSFUllACCesS

» Permissions boundary (not set)

R01AN5549JJ0102 Rev.1.02 Page 11 of 39
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1.5 AWS [ZO— FELIBAEDEER
AWS [2O— FERAEEZEHRLET,
- TLHRHAMCU 727—L9T77 v IT— DR AE] 7.3 OpenSSL TH ECDSA+SHA256
DERTERAZESRBL, BEMHAEEERL TSI,

- [loT Core] 2 [BH] > [ 3 T] > [YER] > [Amazon FreeRTOS £##@EEH (OTA) OE#H a3 J
DYERK] > [Selectajob] TEHITHTNAREER SQHFHLWI7—LDzTFAA—VIZERALFE
3] T [Select] Z:#IRL. EFRLTHDIVWITIAHADE/ R8I > [N D> [3—FELTO T 74
L] T [MER] #8RLZFET,

JOooJ7AILG R

TINARN—FD 27 TS5y kT+—L: Windows Simulator
O— FELIHRE

SFBAEZ %5&1R : secp256ri.crt Z57E

SIBAZE D 754 R— b X —%#IR : secp256r1.privatekey %15 7E
SEAEF—U%FEIR (A F23y) :cacrt

TINNAZAD2— FEREAED/\RE : FE

Create a code signing profile

Profile name

AN N N N

e.g. profile_for_platform

Device hardware platform

No code signing platform selected Select

Code signing certificate

AWS Certificate Manager (ACM) handles the complexity of creating and managing or importing SSL/TLS
certificates. You use ACM to create an ACM Certificate or import a third-party certificate that you use for
signing. You must have a certificate to sign code.

No certificate selected Import  Select

Pathname of code signing certificate on device
This is the platform-specific location and name of the certificate used by the FreeRTOS device firmware to
perform OTA image signature verification.

e.g. feertificates/authcert.pem

Cancel

R01AN5549JJ0102 Rev.1.02 Page 12 of 39
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1.6 AWSIoTDIO—RFEZ~NDT Y L RERMNE

AWS loT Da— FEEZADT7 IV RIEZHELET,
https://docs.aws.amazon.com/freertos/latest/userquide/code-sign-policy.html ZZB L T &Ly,

Permissions Groups Tags Security credentials Access Advisor

~ Permissions policies (2 policies applied)

Add permissions

Policy name «

Attached directly

> IDTFreeRTOSIAMPermissions
4 AWSloTDeviceTesterForFreeRTOSFuUllACCess
RO1AN5549JJ0102 Rev.1.02 Page 13 of 39
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2. FreeRTOS OTA IBIEHESE

B#IZ. 1—%I1E Amazon FreeRTOS Xy —SDNN—2a U BIRTEET, BiRShi=/1"—2 3
UABEEIMIZ GitHub A Ao va—KR&h, 7Sz MIA VR—bEhET, T0EH. 2—HIF
Amazon FreeRTOS MEEEETF TV r—ava— FOERIZESRTEET,

GE:228&U23 CREDEEVNVETRYNLPYELEVEEIX. 2.2 D TGRX65N-RSK D 7
YA ROMZEHEHELEYT, | ZEITLTHALPOYELTLESLY)

21 ANYEIT7ANDA UR— K ERE. KU aws_demos & boold_loader DIEE
Amazon FreeRTOS 702 x) bDA ViR— FAEZETRICRLET,

@® e?studio ZEEILFET

@ [7740L] = [ vR—F.IEEBRLET,

® T[Renesas GitHub FreeRTOS(with loT libraries) Project] Z#ERLFET,

&) import | x
Select
Renesas GitHub FreeRTOS (with loT libraries) Project E 4 5 |

Select an import wizard:

| type filter text |

=% Existing Projects into Workspace ”
[C File System
Ta GMUARM-MOMNE/RZ(DS-3) project conversion to GCC ARM Embedded
[T} Preferences
[} Projects from Folder or Archive
=% Rename & Import Existing C/C++ Project into Workspace
e Renesas CCRX project conversion to Renesas GCC RX
Ta# Renesas CS+ Project for CATEKOR/CATEKD
Taw Renesas C5+ Project for CC-RX and CC-RL
l—ﬁ Renesas GitHub FreeRTOS (with loT libraries) Projectl
= C/C++
= Code Generator
= Git
= Install

o Pl b

'r:?;' < Back Mext = Finish Cancel

R01AN5549JJ0102 Rev.1.02 Page 14 of 39



RX 77 31) RX65NIZH[+35 Amazon Web Services ZF|FH L 7= FreeRTOS OTA DEIRAE

@ [Check for more version...]Z# L. "FreeRTOS(with loT libraries’ ¥4 7 O KRR SEE T,

] O s

Renesas GitHub FreeRTOS (with loT libraries) Project
1y, Specified folder is not empty.

Specify a folder to copy selected RTOS version in order to import the project.

Folder: |D:\ | |Browse...|

RTOS version setting
Version: | v202002.00-rx-1.0.1 v

I Check for more version...l

@' < Back Mext = Finish Cancel

® BHN—TarvEBERLET BN a3 UARTINGEE, e?studio DT —I AR—XEHM
[THERLTLEEL) &

& m| *
FreeRTOS (with loT libraries) Module Download \
Select RTOS modules for download H 4 5 i
Title Rev. |ssue da\tfe Select All
FreeRTOS (with 1T libraries) v202002.00... 2020-08-06 Deselect Al
] FreeRTOS (with loT libraries) 202002.00-... 2020-08-05
[1 FreeRTOS (with loT libraries) v202002.00... 2020-07-29

Module Folder Path:

D\ | Browse...

Download Cancel
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® ITVvRA—HYSA4tE RAZHICAELET,

End User License Agreement(Sample Code)
This content is subject to the following license
agreements:

+ Renesas EULA
+ Amazon EULA

@ FOUO—FRRETTHETHELET,

Progress Information

FreeRTO5 module download

Downloading afr-w202002.00-rx-1.0.1 - Receiving chjects

Cancel
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A oR—bT2T0STY FERIRLET, "aws_demos”&’boot_loader AL x4 FEBRIRLET,

& | *

Import Projects

Select a directory to search for existing Renesas projects.

(®) Select root directory: | D:\afr-v202002.00-rx-1.0. \projects\renesasy ~ Browse...

Projects:

aws_demos (Dh\afr-w202002.00-mx-1.0.1\projects\ renesasindin-rskhe Select All
[] aws_tests (D:\afr-w202002.00-re-1.0.1 projectst renesasiBin-rski e2s

boot_loader (D:\afr-v202002.00-rx-1.0.1\projects\renesas\nén-rsk)| | Deselect Al

Refresh

£ >

Options
Search for nested projects
[[]Hide projects that already exist in the workspace

RO1AN55494J0102 Rev.1.02
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@ mANIoCzy ro[FA

S

o1 F=[F7AnRT4]=CIC+EIL F>Y—)LFz—2 I T44

ERE. Y—ILFI—VEELF—FBRLT, Y—ILFz—N—DavERELET,

Properties for aws_demos

type filter text
Resource
Builders
v C/C++ Build
Build Variables
Environment

Logging

Settings
C/C++ General
Project References

Renesas QE
Run/Debug Settings

Tool Chain Editor

Configuration: |HardwareDebug [ Active ]

[ Display compatible toolchains only

~ | Manage Configurations...

Current tcclchain:l Renesas CCRX Toolchain

Current builder: ICCRX Builder

Used tools

DSP Assembler
Common
Compiler
Assembler

Linker

Library Generator
Converter

RTOS Configurator

A | Select Tools...

Restore Defaults Apply
&) Properties for aws_tests O hd
|type filter text Settings G v B
Resource
- A
Builders
~w C/C++ Build Configuration: | HardwareDebug [ Active ] * | | Manage Configurations...
Build Variables
Environment
Logging B Tool Settings Device ,j“ Build Steps Build Artifact Binary Parsers 3 Ern * | *
ack Analysis Enable toolchain integration
Tool Chain Editor Current Teclchain
C-_'rc++ General Toclchain: Renesas CCRX
Git Version:  v3.02.00
MCU
Project Matures Change Toolchain (click Apply before switching tabs)
Project References Toolchain: | Renesas CCRX -
Renesas QF
Run/Debug Settings Version: IVB.OZ.GG - I
Task Tags
Yalidation
v
?\' Apply and Close Cancel
RO1AN5549JJ0102 Rev.1.02 Page 18 of 39
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motorola S format Z 7 A JLOHAEHRELET .

Resource
Builders
w C/C++ Build

Build Variables
Environment
Logging
Settings
Stack Analysis
Teol Chain Editor

C/C++ General

Git

MCU

Prriert Referenres

Settings
Stack Analysis
Tool Chain Editor
C/C++ General
Git
MCU
Project References
Renesas QF
Run/Debug Settings
Task Repository
Task Tags
Validation

Settings

Configuration: | HardwareDebug [ Active |

& Tool Settings  Toolchain  Device #* Build Steps

w &3 Common
= cPU
2 PIC/PID
(# Miscellaneous
w 3 Compiler
v # Saurce
|55 wnsLEnanTuus
(22 User
w B3 Linker
v @ Input
# Advanced
v (3 Output
(# Advanced
2 List
(2 Optimization
v (# Section
& Symbol file
(2 Advanced
@ Subcommand file
@ Miscellaneous
2 User
~ B8y Library Generator
(2 Mode
(% Standard Library
2 Object
v (# Optimization
@ Advanced
2 Miscellaneous
@ User
~ B3 Converter

(& CRC Operation
2 Miscellaneous
(22 User

Output hex file
OQutput file type (-form)

~ | | Manage Configurations...

Build Artifact Binary Parsers @ Error Parsers

I Motorola 5 format file ~ I

${workspace_loc/${ProjName}/${ConfigName}}

Division output file (-eutput=<File name>) #a

RO1AN55494J0102 Rev.1.02
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@ NEFEBEANDLET,

boot_loader 7R x4 FTUT®D T 74 )L (projects¥renesas¥rx65n-
rsk¥e2studio¥boot_loader¥src¥key¥code_signer_public_key.h) ZB=NRBEZANLET,

IVARHZAMCU 27—L2x77 v TT—FDE&EAE 7.3 OpenSSL T?D ECDSA+SHA256 M

BATERAE €3HRLT

 BRBEERLTIEE,

ETLIG, ##LTEJLFL. bootloader M boot_loader.mot 7 7 A JLEZER L TL LY,

[ Project Explorer &3

Lﬁ aws_demos [amazon-freertos master]

~ [5 > boot_loader [HardwareDebug] [amazon-freertos master]

4 Binaries
[np Includes

v [ = src
v

L
i [K) > code_signer_public_key.h I

(24 smc_gen
&% src
[ boot_loader.c
[F, boot_loaderh
(&= HardwareDebug
|5 boot_loader HardwareDebug.launch
{é‘g boot_loader.scfg

Bl v=10

[R code signer_public_keyh &%

2 ®* DISCLATMER[]

20 ®* File Name : code_signer_public_key.h[]

24 ®* History : DD.MM.YYYY Version Description[]

28 = #ifndef CODE_SIGNER_PUBLIC_KEY H_

29 #define CODE_SIGNER_PUBLIC_KEY H_

3e

31 (/- )
32 * PEM-encoded code signer public key.

33 h

34 t include the PEM header and footer:

33 ---BEGIN CERTIFICATE----- AV AN

36 .base64 data.

37 ---END CERTIFICA

38 */

39 //#define CODE_SIGNENR_PUBLIC_KEY_PEM "Paste code signer public key here.”|
48 = #define CODE_SIGNENR_PUBLIC_KEY_PEM \

41 R BEGIM PUBLIC KEY----- "\

42 "MFkwEWYHK0oZ Iz JBCAQYIK0ZIZiRDAQCDQEAENY xqVIt TUZSLXrmurlmTTQz1LEQ ™

43 "5z9cj318Z189ny+m813Ukacly4/aEWa6fTUBPYeaiyEwleQl 7YBpYGCIiA=="\

44 \_ T END PUBLIC KEY----- "\ )
45

46 extern const uint8 t code_signer_public_key[];

47 extern const uint32_t code_signer_public_key_length;

48

49 #endif /* CODE_SIGNER_PUBLIC_KEY H_ */

58

@ AWSIloT avV—ILERETET,

— AWSloTavyY—JLIZ#EILET,
- [Egiﬁig] 3§3i§§1§3 L/ E;E 1;- o L b f571€"f v f‘ 355 A E Lz E;E 1;-0

v

v

v

v

AWS loT X

Monitor

Activity
Onboard

Manage
Things

Types

Thing groups
Billing groups
Jobs

Tunnels

Greengrass

Secure

Defend

Act

Test

Software

Settings

AWS loT

Settings

Settings

Custom endpoint ENABLED

This is your custom endpoint that allows you to connect to AWS loT. Each of your Things has a REST APl available at this endpoint.
This is also an important property to insert when using an MQTT client or the AWS loT Device SDK.

Your endpoint is provisioned and ready to use. You can now start to publish and subscribe to topics.

Endpoint

ap-northeast-1.amazonaws.com

DISABLED
Logs

You can enable AWS loT to log helpful information to CloudWatch Logs. As messages from your devices pass through the message
broker and the rules engine, AWS IaT logs process events which can be helpful in troubleshooting.

Role

Level of verbosity

Disabled
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— [BE]|>[E/]E&IRLEIT., AWSIoTDE/ DLRIEAELET,

AWS loT X AWS loT Things rx65n
Monitor
Activity

» Onboard Actions ~

¥ Manage
Things I Details Thing ARN Edit

Types Security
Secrity A thing Amazon Resource Name uniquely identifies this thing.

Thing groups

Thing groups
Billing groups Y < 5 sp—
Billing Groups

Jobs
Tunnels shadows Type
nteract
P Greengrass
Activity a No type
P Secure
Johs
» Defend
violations
P Act Defender metrics
Test
Software
Settings
Learn

Documentation [A

@ aws_demo ATz VU FERETET,

— /demos/include/aws_clientcredential.n ZBHWLVTRDIEFHREL EFT,
#define clientcredentialMQTT_BROKER_ENDPOINT "Your AWS loT endpoint";
#define clientcredentiallOT_THING_NAME "The AWS loT thing name of your board"

“aws_clientcredential.h 52 =

* fibrief MQTT Broker endpoint.

Wor e ® W0

* fitodo Set this to the fully-qualified DNS name of your MQTT broker.

#define clientcredentialMQTT_BROKER_ENDPOINT "wxxxx-ats.iot.ap-northeast-1.amazonaws. com”

* fibrief Host name.

WL b L L b L L R R

@0 B~ oo

* fitodo Set this to the unique name of your IoT Thing.

#define clientcredentialIOT_THING NAME "thingnamel’
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Certificate Configuration Tool ZBiE %3,

— 21 ®TH 20— K L1z FreeRTOS MRS NIz SR ICHBEILET .

— tools — certificate_configuration — CertificateConfigurator.html ZFZ £ 9,

— 11 0@TEYO—FLEEAEDPEM 77 M ILETFAR—FX—DPEM 77 A L&A ViR—
FLETS

— aws_clientcredential_keys.h Z4£/B LET .

Certificate Configuration Tool

FreeRTOS Developer Demos

Provide client certificate and private key PEM files downloaded from the AWS |oT Console.

Certificate PEM file:

[ Choose File | No file chosen ]

Private Key PEM file:

Choose File | No file chosen

@ Generate and save aws_clientcredential_keys h

ASaVE the generated header file to the demos/icommon/neciude Tfolder of the demo project.

Copyright (C) 2017 Amazon.com, Inc. or its affiliates. All Rights Reserved.
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@® BEaws demo 7OT 1Y FEEEET,

— @THR L 1= aws_clientcredential_keys.h #/demos/include/IZH 57 7 A ILEBEHZET,

— /demos/include/aws_ota_codesigner_certificate.h ZBALVTRDIEZIEELEFT,
signingcredentialSIGNING_CERTIFICATE_PEM [] = "xxxx";
"xxxx"IZ[&. secp256ri.ct DIEFIEELET,
secp256ri.crt DIEZIE—F S L EFIC, BITOREITYHIVRETT, BNTITEML TS,
secp256ri.crt IZDWTIX, TILRHR MCU 27—LDxF77vTT— b DERFTAE 7.3
OpenSSL TM ECDSA+SHA256 FIMDBER T AR AZE #SRBL TS 2L,

ust include the PEM header and footer:

BEGIN CERTIFICATE \n”
* "...base64 data...\n"
- END CERTIFICATE

7= demo_runner

iz dev_mede_key_provisioning

li=- greengrass_connectivity

li= https

~ [= include

@ aws_application_version.h
@ aws_clientcredential_keys.h
@ aws_clientcredential.h
@ aws_dema.h
@ aws_iot_demo_network.h
@ aws_ota_codesigner_certificate.h
[k, iot_cenfig_comman.h
@ iot_demo_legging.h
@ iot_demo_runner.h

\n

B Rk

I Project Explorer 3 = 8 [h] aws_ota_codesigner_certificate.h 52
= <§> l? 5 2 ® * FreeRTOS V2@82082.00[]
c 25
v I aws_demos [HardwareDebug] 26 S #ifndef _ AWS_CODESIGN_KEYS_ H__
Y Includes 27 #define _ AWS_CODESTGN_KEYS_H__
= application_code 28
(= config_files 29 8 /*
v = demos 38 M-encoded code signer certificate
\ .
ji= defender ;
3
3
3

o

RO KR KOO OO X OO OOOReRaa0ooaeeacin ™\
PP PPt e eees e es e e e e e e o Al AN
O O OO OOOONOOONOCNOORO00neead in ™\
O KR KOO X OO OOORRaa0ooaeoac in ™\
R N OORONONONNORNONONONOONNO00NNoNNNNneoad\n ™\
RO K M KO OO OO OO OO OO NOOORO00oaeea \in ™\
O K O O KOO OOOReRonoooaeom in ™\
OO OOOOOOONOOOOOOOOOOOOOONOCNNOONOOO00neea in ™\
RO KR KOO OO X OO OOOReRaa0ooaeeacin ™\
PP PPt e eees e es e e e e e e o Al AN
O O OO OOOONOOONOCNOORO00neead in ™\

matt m "
E q X)()()(XXXXXXX)()()(XXXXXX)()()(XXXXXXX)()()(XXXXXX)()()(XXXXXXX)()()(XXXXXX)()()(XXX\n \
(= network_manager R N OORONONONNORNONONONOONNO00NNoNNNNneoad\n ™\
= ota 52 B EMD CERTIFICATE----- n';

ii= shadow 53 #endif

> tep -
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22 77—LDzTOPEEN—D 3 DA R =)L

@ amazon-freertos/vendors/renesas/boards/board/aws_demos/config_files/aws_demo_config.h Z g,
#define CONFIG_MQTT _DEMO ENABLED #a A > 7 FL T,
CONFIG_OTA _UPDATE_DEMO_ENABLED #F&L %9,

[B] aws_demo_config.h 5%
7 #define _AWS_DEMD_CONFIG_H_

o %

=

o run a particular demo you need to define one of these.
* Only one demo can be configured at a time

R P ® 0 00 e

CONFIG_SHADOW
CONFIG_GREENGRASS_
CONFIG_TCP_ECHO CLIENT D
CONFIG_DEFEND
CONFIG_POSIX_DEI
CONFIG_OTA_UPDATE_
CONFIG_HTTPS_SYNC_
CONFIG_HTTPS_ASYNC_D
CONFIG_HTTPS_SYNC_UPL
CONFIG_HTTPS_ASYNC UPL

Lol L L L L L) L R R R

el
Wk @00 ;o

These defines are used in iot_demo_runner.h for demo selection */

#define CONFIG_OTA_UPDATE_DEMO_ENABLED
//#define CONFIG_MQTT_DEMO_ENABLED

+
|~ o

@ amazon-freertos/demos/include/aws_application_version.h &, 77 —LDz 7OHPNN—Ta %
092ICERELFY,

T e T

L% I o

= #ifndef _AWS_APPLICATION VERSION H_
#define _AWS APPLICATION VERSION H_

=]

Woca

#include "iot_appversion32.h"
extern const AppVersion32_t wxfAppFirmwareVersion;

[=x]

gl Ll L Ll B RS R R P

5 #define APP_VERSION MAJOR ]
3 #define APP_VERSION_MINOR 9
4 #define APP_VERSION _BUILD 2
5
@ #endif
RO1AN5549JJ0102 Rev.1.02 Page 24 of 39
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@ [FrY = Mo[F R8T £]-CICH B L R E—[Y — V& E] 4 7 —Llinker—+& 7 v 3 v —[...] T
Section Viewer ZBi&, ¥/ a3 v ZUTOLIICHRELET,

" x

Section Viewer

Address Section Mame
(00000004 SU

Sl

R1

R_2

R

RPFRARZ
(nc007100000 C_PKCS11_STORA...
On 00800000 B_ETHERMET_BUF...

B_RX_DESC_1 Add Section

B_TH_DESC_1 MNew Overlay

B

B_1
B2 Move Up

Remove Section

OFFFO0300 C_1 Mowve Down

c2

C

5"

o+

W

L

pr
OxFFFBFF80 EXCEPTVECT
OxFFFBFFFC RESETWVECT

] Override Linker Script

Browse

Impaort... | | Export.. | | Re-Apply

0K | | Cancel

@ aws_demos.mot 77 A ILEEJL l~° LTHERLET,
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® Renesas Secure Flash Programmer H\ 5 userprog.mot #/Ef L £9
userprog.mot (X, aws_demos.mot & boot_loader.mot Z#HFEHE =T 7AILTT, COITF7AIL%
RX65N-RSK [CEEARL T E T, AT 7—L VT T7HEA VA M—ILTEET,
Renesas Secure Flash Programmer release 1.0.1 /5 4 ™ > 00— K L Renesas Secure Flash
Programmer.exe ZR{TLET (—HICEMTWVE I 7AILIBETIOTHA Y oA—FLTLES
LY o
— [Initial Firm]2 7 ##IRL T, TRDKSITNSA -2 ZHELET,
- Private Key Path : secp256r1.privatekey ~M /3R
- Boot Loader File Path : boot_loader.mot ~MD/\X
(¥projects¥renesas¥rx65n-rsk¥e2studio¥boot_loader¥HardwareDebug)
- Bank 0 User Program File Path : aws_demos.mot ~M /XX
(¥projects¥renesas¥rx65n-rsk¥e2studio¥aws_demos¥HardwareDebug)
— [Generate]& % ') w2 5 & userprog.mot NER S init_firmware 7+ L F IZRESNET,
generate succeeded ERININTF=Z EEHR LTI,

o Renesas Secure Flash Programmer - s
zezzion kew  Key Wrap Lpdate Firm
Settings
Select MGU [RHGEN(ROM 2ME)/Secure Bootloader=266KE |
Select Firmware Verification Type |Sig—sha255—ecdsa w |

AES MAC Key (16 byte hex / 32 characters)

Private Kev Path (PEM Format) l C:¥Temp¥secp256r1.privateke l Browse...
Select Output Format Bankl User Program + Boot Loader {Motorala S Format) e

Boot Loader

File Path {Motorala Format) I| D:¥Temp¥projects¥renesas¥rx65n-rsk¥e2studio¥boot loader¥HardwarD || Browsze..

Bark.0 Uszer Program

Firmmware Sequence Mumber | 1

File Path {Motorola Format) || D:¥Temp¥proiects¥renesas¥rx65n-rsk¥e2studio¥aws demos¥HardwarD || Browse..

Batk1 User Program § Option )
Firmware Sequence Mumber (1 - 4204967295)

File Path (Motarola Format) Browse..

Giererate...

2 generate succeeded.

R01AN5549JJ0102 Rev.1.02 Page 26 of 39
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® RX65N-RSKMD 77 wviaROMZEZHEELFEY,
— LT H o &FHD Renesas Flash Programmer 24> 0— KL TLEELY,
https://www.renesas.com/rfp
— Renesas Flash Programmer TUTO 7R Y FERAWVTL LY,
¥vendors¥renesas¥rx_mcu_boards¥boards¥rx65n-rsk¥aws_demos¥flash_project¥erase from_bank
¥erase.rpj
— [Operation]? 7#:#IR L. [Star]ZV ) v Y LTISYyL 21 ROMEEELET,

s Renesas Flash Programmer ¥3.05.00 (Free-of-charge Edition) — .
File  Device Information  Help

Operation  Operation Settines  Block Settings  Connect Settines  Unique Code

Froject Information

Current Project: erazerpj

Microcontroller: R Giroup Endiar:  Little b
Frogram File

Browse...

Flazh Operation

Eraze

| — ||

Erazitg the zelected blocks -

[Data Flash 11 000100000 - 0=00107FFF  size : 32 K
[Code Flash 1] 0xFFEQOO0D - 0xFFFFFFFF  size: 20 M

Erazing the selected blocks
[Config Areal

Dizconnecting the tool
Operation completed.

GClear statuz and meszage

R01AN5549JJ0102 Rev.1.02 Page 27 of 39
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@ RXB5N-RSKIZHIHAD 7 —L Dz 7 E2EZTAHET,

— Renesas Flash Programmer THLWITB 2z U FEERLTLZEL, (il : flash_project.rpj)
— [Operation]% 7 %3&#R L. Program File [Z init_firmware 7 # JL A [Z{REFE ST ULV userprog.mot &

BRELTLESL,
— [Start]Z V) v O LET,

File  Device Information  Help

Operation  COperation Settings  Block Settings  Connect Settings  Unique Gode

Praoject Information

Flash Cperation

Eraze >> Program >> Werify

Gurrent Project: flash_projectrpj
Microcontroller: R Group Endian: | Little v
Program File
D:¥Temp¥projects¥renesas¥rx65n-rsk¥e2studio¥init¥userprog.mot || Browse...
CRG-32 : 3EETFA51

Start

[Config fireal 0xFE7FE000 - 0xFETFSDIF  size: 48
[Cantie freal 0xFETFED40 - 0<FETFEDIF  size : B4

Werifying data
[Config Areal 0xFEPFEDO0 - 0xFEVFED2F  size : 48
[Config Area] 0xFETFEDA0 - 0xFETFEDTF  cize : B4

Disconnecting the tool
(Operation completed.

Clear statug and message

RO1AN5549JJ0102 Rev.1.02
May.28.21 RENESAS
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Tera Term ZRREF T,
Tera Term DB FEIFLUTIZAZYET, TeraTerm 24 VX F—J)LLTUWEWESIE, "hoXHrO—
F LT &L, hitps:/ittssh2.0sdn.jp/index.html.en

File Edit Setup Control Window Help

Tera Term: Serial port setup

Port:

Baud rate: 115200

Data: 8 bit v

Parity.
Stop: 1 bit v

FElow control: none

Transmit delay

E msec/char E msec/line

RX65N-RSK [Z[E/N—2 32 0.9.2 (WH#IN—Y32) NA VR F—ILENTULEY, TN T, RX65N-
RSKR— FIZOTABHZRETESLSICAYFELT.

RX65N secure boot program

Checking flash ROM status.

bank 0 status = Oxff [LIFECYCLE_STATE_BLANK]

bank 1 status = Oxfc [LIFECYCLE_STATE_INSTALLING]

bank info = 1. (start bank = 0)

start installing user program.

copy secure boot (part1) from bank0 to bank1...0K

copy secure boot (part2) from bank0 to bank1...0K

update LIFECYCLE_STATE from [LIFECYCLE_STATE_INSTALLING] to [LIFECYCLE_STATE_VALID]
bank1(temporary area) block0 erase (to update LIFECYCLE_STATE)...OK

bank1(temporary area) block0 write (to update LIFECYCLE_STATE)...OK

swap bank...

RX65N secure boot program

Checking flash ROM status.

bank 0 status = 0xf8 [LIFECYCLE_STATE_VALID]
bank 1 status = Oxff [LIFECYCLE_STATE_BLANK]
bank info = 0. (start bank = 1)

integrity check scheme = sig-sha256-ecdsa
bankO(execute area) on code flash integrity check...OK
jump to user program

O 0 1 [ETHER_RECEI] Deferred Interrupt Handler Task started

R01AN5549JJ0102 Rev.1.02 Page 29 of 39
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1 1 [ETHER_RECEI] Network buffers: 3 lowest 3

2 1 [ETHER_RECEI] Heap: current 234192 lowest 234192

3 1 [ETHER_RECEI] Queue space: lowest 8

4 1 [IP-task] InitializeNetwork returns OK

5 1 [IP-task] xNetworkInterfacelnitialise returns 0

6 101 [ETHER_RECEI] Heap: current 234592 lowest 233392

7 2102 [ETHER_RECEI] prvEMACHandlerTask: PHY LS now 1

8 3001 [IP-task] xNetworkInterfacelnitialise returns 1

9 3092 [ETHER_RECEI] Network buffers: 2 lowest 2

10 3092 [ETHER_RECEI] Queue space: lowest 7

11 3092 [ETHER_RECEI] Heap:
12 3193 [ETHER_RECEI] Heap:

current 233320 lowest 233320

current 233816 lowest 233120

13 3593 [IP-task] vDHCPProcess: offer c0a80a09ip

14 3597 [ETHER_RECEI] Heap:

current 233200 lowest 233000

15 3597 [IP-task] vDHCPProcess: offer c0a80a09ip

16 3597 [IP-task] IP Address: 192.168.10.9

17 3597 [IP-task] Subnet Mask: 255.255.255.0

18 3597 [IP-task] Gateway Address: 192.168.10.1

19 3597 [IP-task] DNS Server Address: 192.168.10.1

20 3600 [Tmr Svc] The network is up and running

21 3622 [Tmr Svc] Write certificate...

22 3697 [ETHER_RECEI] Heap:

23 4497 [ETHER_RECEI] Heap:

current 232320 lowest 230904

current 226344 lowest 225944

24 5317 [iot_thread] [INFO J[DEMO][5317] --—---—-STARTING DEMO---—-

25 5317 [iot_thread] [INFO ][INIT][5317] SDK successfully initialized.
26 5317 [iot_thread] [INFO ]J[DEMO][5317] Successfully initialized the demo. Network type for the demo: 4
27 5317 [iot_thread] [INFO J[MQTT][5317] MQTT library successfully initialized.

28 5317 [iot_thread] [INFO J[DEMO][5317] OTA demo version 0.9.2

29 5317 [iot_thread] [INFO J[DEMO][5317] Connecting to broker...

30 5317 [iot_thread] [INFO J[IDEMO][5317] MQTT demo client identifier is rx65n-gr-rose (length 13).

31 5325 [ETHER_RECEI] Heap:
32 5325 [ETHER_RECEI] Heap:
33 5325 [ETHER_RECEI] Heap:
38 5334 [ETHER_RECEI] Heap:
39 5334 [ETHER_RECEI] Heap:
40 5361 [ETHER_RECEI] Heap:

41 5363 [ETHER_RECEI] Heap:

current 206944 lowest 206504
current 206440 lowest 206440
current 206240 lowest 206240
current 190288 lowest 190288
current 190088 lowest 190088
current 158512 lowest 158168

current 158032 lowest 158032

42 5364 [ETHER_RECEI] Network buffers: 1 lowest 1

43 5364 [ETHER_RECEI] Heap:
44 5364 [ETHER_RECEI] Heap:
46 5374 [ETHER_RECEI] Heap:
47 5492 [ETHER_RECEI] Heap:
48 5751 [ETHER_RECEI] Heap:

49 5917 [ETHER_RECEI] Heap:

current 156856 lowest 156856
current 156656 lowest 156656
current 153016 lowest 152040
current 141464 lowest 139016
current 140160 lowest 138680

current 138280 lowest 138168

59 7361 [iot_thread] [INFO J[MQTT][7361] Establishing new MQTT connection.

62 7428 [iot_thread] [INFO J[MQTT][7428] (MQTT connection 81cfc8, CONNECT operation 81d0e8) Wait complete with result SUCCESS.

63 7428 [iot_thread] [INFO J[MQTT][7428] New MQTT connection 4e8c established.

64 7430 [iot_thread] [OTA_AgentInit_internal] OTA Task is Ready.

65 7430 [OTA Agent T] [prvOTAAgentTask] Called handler. Current State [Ready] Event [Start] New state [RequestingJob]

66 7431 [OTA Agent T] [INFO J[MQTT][7431] (MQTT connection 81cfc8) SUBSCRIBE operation scheduled.

67 7431 [OTA Agent T] [INFO J[MQTT][7431] (MQTT connection 81cfc8, SUBSCRIBE operation 818c48) Waiting for operation completion.

RO1AN55494J0102 Rev.1.02
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68 7436 [ETHER_RECEI] Heap: current 128248 lowest 127992

69 7480 [OTA Agent T] [INFO J[MQTT][7480] (MQTT connection 81cfc8, SUBSCRIBE operation 818c48) Wait complete with result SUCCESS.

70 7480 [OTA Agent T] [prvSubscribeToJobNotificationTopics] OK: $aws/things/rx65n-gr-rose/jobs/$next/get/accepted

717481 [OTA Agent T] [INFO J[MQTT][7481] (MQTT connection 81cfc8) SUBSCRIBE operation scheduled.

72 7481 [OTA Agent T] [INFO J[MQTT][7481] (MQTT connection 81cfc8, SUBSCRIBE operation 818c48) Waiting for operation completion.

73 7530 [OTA Agent T] [INFO J[MQTT][7530] (MQTT connection 81cfc8, SUBSCRIBE operation 818c48) Wait complete with result SUCCESS.

74 7530 [OTA Agent T] [prvSubscribeToJobNotificationTopics] OK: $aws/things/rx65n-gr-rose/jobs/notify-next

75 7530 [OTA Agent T] [prvRequestJob_Mqtt] Request #0

76 7532 [OTA Agent T] [INFO J[MQTT][7532] (MQTT connection 81cfc8) MQTT PUBLISH operation queued.

77 7532 [OTA Agent T] [INFO J[MQTT][7532] (MQTT connection 81cfc8, PUBLISH operation 818b80) Waiting for operation completion.

78 7552 [OTA Agent T] [INFO J[MQTT][7552] (MQTT connection 81cfc8, PUBLISH operation 818b80) Wait complete with result SUCCESS.

79 7552 [OTA Agent T] [prvOTAAgentTask] Called handler. Current State [RequestingJob] Event [RequestJobDocument] New state [WaitingForJob]

80 7552 [OTA Agent T] [prvParseJSONbyModel] Extracted parameter [ clientToken: 0:rx65n-gr-rose ]

81 7552 [OTA Agent T] [prvParseJSONbyModel] parameter not present: execution

82 7552 [OTA Agent T] [prvParseJSONbyModel] parameter not present: jobld

83 7552 [OTA Agent T] [prvParseJSONbyModel] parameter not present: jobDocument

84 7552 [OTA Agent T] [prvParseJSONbyModel] parameter not present: afr_ota

85 7552 [OTA Agent T] [prvParseJSONbyModel] parameter not present: protocols

86 7552 [OTA Agent T] [prvParseJSONbyModel] parameter not present: files

87 7552 [OTA Agent T] [prvParseJSONbyModel] parameter not present: filepath

99 7651 [ETHER_RECEI] Heap: current 129720 lowest 127304

100 8430 [iot_thread] [INFO J[DEMOQ][8430] State: Ready Received: 1  Queued:0 Processed: 0  Dropped: 0

101 9430 [iot_thread] [INFO ]J[DEMO][9430] State: WaitingForJob Received: 1  Queued: 0  Processed: 0  Dropped: 0

102 10430 [iot_thread] [INFO ][DEMO][10430] State: WaitingForJob Received: 1  Queued: 0  Processed: 0  Dropped: 0
103 11430 [iot_thread] [INFO ][DEMO][11430] State: WaitingForJob Received: 1  Queued: 0  Processed: 0  Dropped: 0
104 12430 [iot_thread] [INFO J[DEMOQ][12430] State: WaitingForJob Received: 1 Queued: 0  Processed: 0  Dropped: 0
105 13430 [iot_thread] [INFO J[DEMO][13430] State: WaitingForJob Received: 1 Queued: 0  Processed: 0  Dropped: 0
106 14430 [iot_thread] [INFO ][DEMO][14430] State: WaitingForJob Received: 1 Queued: 0  Processed: 0  Dropped: 0
107 15430 [iot_thread] [INFO ][DEMO][15430] State: WaitingForJob Received: 1  Queued: 0  Processed: 0  Dropped: 0
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RXZ77=31)

RX65N [Z# 1T 5% Amazon Web Services #F|f L 7= FreeRTOS OTA MOEIR A%

23 T77—LOzTDN—UI3UEH
@ demosl/include/aws_application_version.h ZBiZ. APP_VERSION BUILD t—% VfE% 0.9.3 [+

LET,
@ ooz FEBUELFLEY,

® Renesas Secure Flash Programmer T7 7 —ALD T 7D/\—2 3 VEHAD userprog.rsu 4L L E

-d—o

— Amazon-Freertos-Tools¥Renesas Secure Flash Programmer.exe #E{TLE 9,
— [Update Firm]2 7 #:#RL T, TRDKSIT/IASA—2EZEHELET,
- Bank 0 User Program File Path : aws_demos.mot ~®M/YX
(¥projects¥renesas¥rx65n-rsk¥e2studio¥aws_demos¥HardwareDebug)

— [Generate]& %5 ') w9 § 5 & userprog.rsu 4 & update_firmware 7+ LA IZRELET .
generate succeeded ERIRENT=Z EEHERL TLFZELY,

o) Renesas Secure Flash Programmer

zezzion key  Key Wrap  Initial Firm

Settings
Select MCU

Select Firmware Verification Type
AES MAC Key (16 byte hex / 32 characters)
Private Key Path (PEM Format)

Bark( User Program

Firmware Sequence Mumber

File Path (Motrola Format)

|R}{B5N(ROM 2MB)/Secure Bootloader=256KB

|user—specif ied

1

I D:¥Temp¥projects¥renesas¥rx65n-rsk¥e2studio¥aws demo¥Hardware ||

Browse...

Browse...

Generate..

% generate succeeded.
4 generate succeeded.
b generate

RO1AN5549JJ0102 Rev.1.02
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@ 1.2 Amazon S3 /N7y FDERDEBRBAIZHK > T, 77—LD T TDEH%E Amazon S3 /37y KT v
JOo—FKRL. BHERELET,

userprog.rsu # Amazon S3 /A5y KMZ7yv7A—FKLET,

Amazon 53 > s3testota

s3testota

Overview

‘ Q  Type a prefix and press Enter to search. Press ESC to clear.

& upoad | # Create foider versions [GIGES

[] Namew Last modified v Size v

[[] #& signedimages

[l May 18, 2020 2:00:37 PM GMT+0900 T67.5 KB
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® RXB5N-RSKDT77—LVIF7ZBHTH-HDTaTE2ERLET,

AWS 0T Jobs 1%, 1 BE =X EHE DEHEFATNA RIZEF DD T3 T7) AHdLZRBHLE
T, SaTEEATEET, KEDTNAREEEBLIY, TNAREDT7—LYTT7OEFXY
TAHBAZEZEHLIEZY. T ROBEHCEHEENEBIR IV ERTLEZYTEET,
— [AWS 10T] 2 [BHE] > [P a3 ]| D EK] > [OTARH D a TDER] > £/ DERIZRIR > [R~N]%E
BIRLET,

— FreeRTOSOTAE#H P a3 T RD LS IR LET,

AIDECHERLI-O—FERATO 774 LERIRLET,

SIMBITF7—LITTA A—UEERLET,

BIOETHER LI IAMO—)LEBEIRLET,
— [Next]Z#2 w9 LET,

B morT

Select and sign your firmware image

Code signing ensures that devices only run code published by trusted authors and that the code has not been
altered or corrupted since it was signed. You have three options for code signing.  Learn more

@ Sign a new firmware image for me
Select a previously signed firmware image

Use my custom signed firmware image

Code signing profile Learn more

e e

Select your firmware image in S3 or upload it

B

Pathname of firmware image on device Learn more

test

1AM role for OTA update job

Choose a role which grants AWS loT access to the 53, AWS loT jobs and AWS Code signing resources to create an OTA
update job. Learn more

Role (requires 53 access)

ota_test_beginner Select
Conet
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® IDZEEELT. MERIZV VYOI LET,

| d emn_testl I

Description (optional)

Give your job a helpful description

Job type
A job can run on the devices and/or groups selected, or remain open, and apply to devices later added to a group.
@ Your job will complete after deploying to the selected devices/groups (snapshot)

Your job will continue deploying to any devices added to the selected groups (continuous)

Tags
Apply tags to your resources to help organize and identify them. A tag consists of a case-sensitive key-value pair.

Tag name Value

Provide a tag name, e.g. Manufacturer Praovide a tag value, e.q. Acme-Corporation

e -
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RX65N [Z# 1T 5% Amazon Web Services #F|f L 7= FreeRTOS OTA MOEIR A%

@ TeraTerm #BURE. 727—LDx7HhAEHF A
OTATE/N—2 320093 THUY.

L [int thl“jd]

2405 [int thl“jd] I
i 1 [IHFO TCOEHOIL

i [IHFO TTHQTTIL i
L [iot thl“:d] LINFO 1CDEHOI[12405] OTA dena

LEHRLET,

BEHAERITDOATVET,

d the deno. Hetwork tupe for the deno: 4
nlly initialized.

30 12405 [iot_thread] [INFO TCOEHDIC1Z2405] Connecting to brok
31 12405 [iot thread] [INFO JCOEHOIC12405] HOTT deno client ident if ier

CS3aTDRAT—2 AN lSucceeded] THDHZ EFHERLET,

Jobs > AFR_OTA-demo_test

AFR_OTA-demo_test

COMPLETED

I Overview Last updated Jun 3, 2020 4:48:38 PM +0900

rx65n-gr-rose

All Statuses Refresh

0 0 0 0 1 0 0 0
rce Tags Queued In Timed out Failed Succeeded Rejected Canceled Removed
i progress
Resource Last updated Status

Jun 3, 2020 4:48:33 PM +0300
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3. HIREER
A7 TVr—var/ — rORREEEUTICRBLET

® BigIVT472®FreeRTOSOTA 7OV SALITERIZEELEEA,
Litte T T4 7V TTATILEEILRLEESE TS,
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RX 77 31) RX65NIZH[+35 Amazon Web Services ZF|FH L 7= FreeRTOS OTA DEIRAE
4. {8k

4.1 ENFRERRIRIE
A7 TVr—vav/ — FOBEERREZUTISRLES,

4.1 B{ERERRIREE (RO1AN5549xx0102)

HERXIRE e? studio 7.8.0
e2 studio 2020-10

Cavi{43 CC-RX Compiler v3.02.00
GCC 8.3.0.202004

FERR—F RSKRX65N-2MB (£ £ : RTK50565NXXXXXXXXX)
RX65N Cloud Kit (B4 : RTKERX65NXXXXXXXXX)

TINY A E2TzalL—4%
E2Tz2al—% Lite

VIb+koxTF Amazon FreeRTOS /% 47— < v202002.00-rx-1.0.5

Renesas Flash Programmer V3.06.01

Renesas Secure Flash Programmer.exe (mot-file-converter) v1.0.1
Tera Term Version 4.87

IVTATY Litte T>F 4 7>
R01AN5549JJ0102 Rev.1.02 Page 38 of 39
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tETECi%

BETHE
Rev. H1TH R—=T S
1.00 Aug. 31, 2020 - MIRFAT
1.01 Oct. 30. 2020 - HiZEm
1.02 May. 28.2021 - GCC [ZH#HHX IS

3 1A EITHA VA D OFEMEFIEZEEM,
8-9 1.2E® TAmazon S3 /347y FDERL] FIEZEFERT HEIR
EEH,
12 1.5 ZE () secp256r1.privatekey [ZBE 3 BRFEELE,
26 22 E(CEBFEMN,
37 HIREIEDE B,
Big L7 4 7 VICEY 4 HIREBIEZEM,
38 EERERIREDEZEM,
RO1AN5549xx0102 2319 5 T ie D ENEREERIRIR 21BN,
- CC-RX # v3.02.00 IZE#7,
- GCC % 8.3.0.202004 |Z &,
- RX65N Cloud Kit Z &0,
- Amazon FreeRTOS /N & — < % v202002.00-rx-1.0.5 [Z
B#.

- Renesas Secure Flash Programmer.exe % v1.0.1 [CE#,
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HAECHERALDFESIE
CCTIE RAaVERLKRIERYT S MERALOEESRE] ITOVWTHBALEY., BIHOFEALOFESTEICONTIE. AFRF21 AV MELUTY

ZHALTYTT—hrEBRBLTIESL,

1. HERRE
CMOS DY KL DBRIFFHERHLEZLAF TS, CMOS #RIFBNVHERICE >TY — MEBHIZEZEL LI EAHY FET . EMOR
AOBICIE, BHAHEHESICERALTVSEEEDO FL—OIADUr—X, SEHOREM. 2B —XGLEEFAL. AL TIREICEFT—
ZEBLTLESYD, FS5RFYIREICHE LY., HFEM-oY LBEVWTLESL, Fiz, CMOS #FERE Lz/R— FIZTO2WLWTHREBDIE
WELTLEELY,

2. BREAROLE
BREABL., RGOKEEIFETT., BREARKICE. LS| ORBEBROKEEITEETHY . LR IDBREPLCRIHEFOREIITETT, s
Uty MFEFTY LY FFHRGDBE, BREANS £y B ERICHELETOHME. IHFOREBEIFRATEELA, RRIC. RENNT—F>
Uty MEEEZERALTY Y FTHRRDEBE. BEREANSY Y FOOINDE—EBEICET HFETOHM. HFORBIIRIATEEEA,

3. BRAIEICBITHEANES
LBUTOBRNLT TREDLZF(IZ, ANEBOABATLT vy TEREANGZVTLEEIL, ANESOABATLT v TERISDBFEAIS
&Y. BREMEZSIESEILIZY. REERARNANBRTZLLI LYV T IEENHYET., ERGDIC TERA IBICBTHIARNEST] 2DV T
DEBOHIHERIE. ZORNBEEFH>TLIEEL,

4. REEMAHFOLE
KRERAHFIE. TRERFFOLE] ITH->TREL T XL, CMOS #RDANHEFDA VE—F U RIE, — IS, N A VE—FUREMD
TWEYT, KMEAHFERABRETHMESE S L. FERRICKY ., LSIRBO/ 4 XAHMEIN, LSIRNBTEEERNRNIZY . ARNESLBHE
SNTREMEEECTBNANHYET,

5. yBAvYIz2LT
Uty hEE, 70y IRRELEE. VEy FEEBRLTCESY, TOJSLERTHROI OV IPYEZRE, YIYBEZXI OV INRELE:
BICYYBRZTLLLEZEN, Yty b SNERIRTF (FENHRIRER) 2AVV-/0v I THEZHBT LI RATATIE, VAV INR+HHRE
Liztk. Uty bEBEIRLTLESY, £, TRV S LOERDTHRBRIERF (FIFMBRIEREE) 2AVEI/0YYICHVEZRBEIE. Y1V
BREOIOAYINTRRELTHOYIYBEZ TS,

6. ANIHTFOENMKR
AR/ A XORFRIZK DBEBEEASRBEORREICEYETOTEEL TS, CMOS®#EDAAN/ 4 X EICEAL T, Vi (Max.) H»
5Vin (Min.) ETORBICELEEDLSHWIGEEIE, RBELZSIZFECIBNLAHYET ., ANLRLHPEEDHEEEEEAA. Vi (Max.) D5 Vi
(Min.) FTOEEZEBT I2EBHMPICF Y2 YT/ ARXGERALHVESICEALTESL,

7. UY—TTF7FLR (FHEE) OT7 I XELL
YHF—TF7 FLR (FHEE) O7 IV REZELET, 7 FLREEICIE. [FROMEHERICEIYSITOENATLNS YHF—TF7 FLR (FHE
B) "HYET, ChoDT7 FLRET7IEALEZEEOBEIZOVNTIE. RETEFRFADT, TV EALBEWLESICLTLESLY,

8. HEMDMEEIZOWNT
HEZORGLERIEFTLHHESE, BRBELICVRATLAFHERBEREL TSV, ALIL—TDILa0TELEENES L. T35y
DAAEY, LATI RN E—UOEELGEICKY . ERNFEOHET, HHEE, BEv—C0. /A XWE. / 4 XREFELENRLDIGEN
HYFET, HELNESHRICEFTS5E8E. BLAORRKITEICORATLFHERKBRERBEL TSI,
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1.

10.

11.

12.

13.
14.

FEE

=]

AEHICRBINER, VI FYz7ELIVINSICEET IERIT. FEFRRIOBEN. CAGZHBETLIHIOTY, B, VI LIz T7H
FUINGICEHET 2EREFERT HHE. PEHROBERICEVT. BEHROEIE - DRATLERHCLESIL, ChoOFERICERLTEL-EE
(BEFFLEFE=ZBOWTIICELBELEAFET. UTRILTT, ) ICEL. H#E. —UZ0EEEEVEEA,
LHMUBFLEARABHICRHSNEERET 4. K. £, 7OJS5L ZLT) XA, CRAEBRGAZOEROERICER L THRE LIE=E0HH
. ZRETOMOMMMEEICHT IREFLEIASICET IPNRICONT, SiE. ASORIEZTIHLOTELEL. FLEEFZESLDT
IEHYEEA.
L. RERCHEDSLUUHFLEFE=BOHHIE. ZHEETOMONMUEEEMNSHETIIOTEHY FEA,
LHRFEFMFAALEROBEA. WiE, B&FE, FIA. BRZOMOTAETSICHY. E=EREFORMOMNAICET IS5/t ANREL
HRBE. BARTM UV ARBOHKFS L URBEEEROBECENTIT>TLEEL,
LT E, EHELF—BE[HT. . RE. HE. UN—RIUPZTYVY,. FOM. FEDIERLENWTEEL, hHdHE. &
L EE UNRN—RIVPZFYLTHIZEYELEETICEAL, S1E. —UZF0EEEFAVEEA.
LE, SHBUSKOGRBEKEE MFEKE] LU BREKE] CHBLTEY., EREKEF, UTISRTARICHANMERSADE ZLEZER
LTHYFET,

BEKE . aVEa—4. OAHER. BIEWE. FHAMKIE. AVEE. RE. TEEM. —VFiLlE. EEXAO0Ry +F

EMEKE  EEE (BEE, EH. LM% . ERE (S5 . KFREEHE. SRERER I TLA, FERLHHEES
LHBRE, T—2 22— FEICKYBEHEME. Harsh envionment AITRREEREL TS LD ERE, HifLEd - SRICRETLERIFTIAEMEOH
MR - VR T L (EMHBEE. AMRIZIEOAAMERATE2H0%) | L LEERUYMBZEERLESEISTNOH LM - VX TL (FEE
B/L. BEDHE. BRFAFHHORTL, MEHEHEORTLA, TS50 FPEBRIRTL, BEEHEBE) ICERASNDZELEZERLTELT. Thd
DARIZHERTDIZEFBEELTOVERA, X, SUHABELTVVARVARICUHBESREFEALLZCEICKYVEBEAELTH, LHE—1ZFD
BEEFEVFER A,
HoHFEERERE, SBHENSDRLME 100%RIESNTVEIDITTEHY FEA. BHN—FIzT7/ VI Iz 7HRICIFEF2Y
T4 RAENMEAAFNATNDEDEHYETA, ThITE- T, S#E. EF2 YT HEBUHFEFLFRE (MRS FLESHBESAERSATH
ZVRTLIZHTBARET VR - FEFRAZEAFITN. CNICRYFEA, ) ho4ELSBEEZASLOTEHY TR A, S, SHEUFE
FIFLHESNERSINEZHOPZ VAT LN, FELGHE. BB, VMR, FH. Nvx2J T2 0OWEFLEBETOMOFELRRALT
B (THESBMERE] EVWET, ) L TEEEZTLRVILFRIALEFRA, BitE. BBERMBICERLELEIAICEELTELEEBEIC
DT, —YIHERZEVERA, T, ZRITEVTEOOLNIBYIZENT, AEHBLULSHN—FYIT 7/ VI rIzFHRIZDONT, BEH
HELUHETEMENERICHT 2RALELVICE=ZZDOEFNERE LBV LORIEEED. BRFLEFIRTOVHIHEIRILTVEE A,
LHBBECHEAOEL. BFORSER (T—42>— b, 12— —X7Za7I, 7FUs5—av/— bk, EEENY Ty IIZEEHD 38
ETNAADERLEO—BHTIESRIE] %) #CRAOLE, UM EETIRAER. BEERETHE. MEBHE. REZFGHZOMIBEESRHGD
HEHEANTIEACLESL, EEEHOHEEEBI TLUHERECHERASALISEOME, RBEOTESSIUERICOETEL TIL, Sk, —4)
ZTOEFEAVFERA,
LilE, BHERORBESLVCEBREORLICEOTVETA, FERUREHIBERTHENREL-Y ., FAFHICE>TITREELZYTS
HBENBYET, T, BHERE., T—F2 P — FHFITBLWTEHIEEM. Harsh envionment MITR R EFERL TS LD EHRE. MREHREZ
ToTHBYFEEA, RICHHEROBMEFIIBHENELESETH o TH. AFER. AKERTOMUHSMNBEEEZELIELEVES. BF
HROBEICHE T, TRES. ERXRSE. RBEHLEHFORERHB LIV I VU TNEE, BEHROBE - SXTLELTOHRRIEE
ToTLESL, BIT, Y420V T bz 7I(E. BRTORIETREL -0, BEEOHEE - DXTLELTORERIIEHEHROEETIT-T
&Ly,
LHUTORBESHSOHMOFTFL L., RRER L TURELROETHHEE LSV, CHEAICELTE. BEOHEDNES - £A
ZHR%1F 5 RoHS 55%. BRAINIBEEELISZ2THAENS X, M IEFITHEET L5 SHEACES L, MEEFTEETFTLAENI LI
FYELEBEICELT, Sk, —UZ0ETZEVERA,
LHUSSIUEMEZENNOESSLCHRAICE YRE - A - REZELESNTUVIEE - DXATLAICERT S LETEERA, BHESS
FUBM . REF-(EIBEFTHHE8E. MEABRVUNEESE] TOMBAESSITERSNINEOREEEEELIRZETL. £
NOEDEDHDZEAITRVBELAFHREET>TLLESL,
BEHNLHASEZE=FICETEINIBAICE. BANCUZE=FIHLT, ATIEEZTHOEEHEBNTIEEEES LD EVELE
ED
AEHOEMEE—BELHOXEICLIFHORELE/ICLUEHELFERT I LEELET,
AEHCRESNATVIRNBTEFLEHHBERICOVWTSFHEGLENTSNE LD, BHOELBLEFTHHEELLEIL,

FEAL ARERICEVDTEASIATNS M43t &E LRYR ILY FAZIZRBARBE L VILRYR TLY FOZ) XA EEM, MEH

ICXBRT HRHEVNET,

F2. AEMCBVTHEASATNS ME#&RAE] LF FTICBVTERSA-SHOMRE,. REHRKZEVLWVET,
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